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Исследователь лаборатории криптографии JetBrains, студентка 4-го курса ММФ 

НГУ. 

 

 

 

 

Ходзицкий Артем Федорович 

Исследователь лаборатории криптографии JetBrains, студент 2-го курса ММФ 

НГУ. 

 

 

 

 

 

Черников Василий Викторович 

Исследователь лаборатории криптографии JetBrains, студент 2-го курса ФИТ НГУ. 
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NSUCRYPTO 2019 

Наша команда выступает основным организатором 

международной олимпиады NSUCRYPTO. 

NSUCRYPTO – единственная международная олимпиада 

по криптографии, которая объединяет как школьников и 

студентов, так и профессионалов. За время существования 

олимпиады (с 2014 года) в ней приняли участие более 

1600 участников из 56 стран мира (среди них – страны ЕС, 

страны СНГ, Канада, Китай, Индия, ЮАР, Иран, 

Индонезия, Вьетнам и др.). По итогам каждой олимпиады 

публикуются научные статьи с разбором проблем, 

предложенных участникам, в том числе – нерешенных, требующих отдельного 

научного исследования. Отличительная черта олимпиады – включение в число ее задач 

нерешенных проблем криптографии и информационной безопасности, предложенных 

ведущими специалистами в данной области. Это как раз соответствует цели олимпиады 

– привлечь молодых исследователей к современным вопросам криптографии и помочь 

им сделать свой профессиональный выбор. 

Олимпиада NSUCRYPTO – Non Stop University Crypto – проходит ежегодно, принять в 

ней участие может любой желающий. Официальный язык олимпиады – английский. 

Сайт – https://nsucrypto.nsu.ru. 

Олимпиада зародилась в Новосибирском Академгородке. В 2019 году она проходила с 

13 по 21 октября в два независимых этапа: личный и командный. Школьники 

Академгородка и студенты НГУ приняли в ней активное участие. 

 

 

Призёры олимпиады NSUCRYPTO 
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Организации: 

 Novosibirsk State University 

 Sobolev Institute of Mathematics 

 KU Leuven 

 Belarusian State University 

 Tomsk State University 

Программный комитет: 

 Gennadiy Agibalov (Tomsk State University, Russia) 

 Sergey Agievich (Belarusian State University, Belarus’) 

 Lilya Budaghyan (University of Bergen, Norway) 

 Anne Canteaut (INRIA Paris, France) 

 Claude Carlet (University of Paris 8, France) 

 Joan Daemen (Radboud University, The Netherlands) 

 Sugata Gangopadhyay (Indian Institute of Technology Roorkee, India) 

 Evgeny Gorkunov (Novosibirsk State University, Russia) 

 Anastasiya Gorodilova (Sobolev Institute of Mathematics, Russia) co-chair 

 Tor Helleseth (University of Bergen, Norway) 

 Xiang-dong Hou (University of South Florida, USA) 

 Valeriya Idrisova (Sobolev Institute of Mathematics, Russia) 

 Nikolay Kolomeec (Sobolev Institute of Mathematics, Russia) 

 Alexander Kutsenko (Novosibirsk State University, Russia) 

 Roman Lebedev (Novosibirsk State University, Russia) 

 Nicky Mouha (Computer Security Division of NIST, USA) 

 Svetla Nikova (KU Leuven, Belgium) 

 Alexey Oblaukhov (Sobolev Institute of Mathematics, Russia) 

 Irina Pankratova (Tomsk State University, Russia) 

 Stjepan Picek (Delft University of Technology, The Netherlands) 

 Bart Preneel (KU Leuven, Belgium) 

 Marina Pudovkina (Bauman Moscow State Technical University, Russia) 

 Vincent Rijmen (KU Leuven, Belgium; University of Bergen, Norway) 

 Razvan Rosie (University of Luxembourg, Luxembourg) 

 Alexander A. Semenov (Institute for System Dynamics and Control Theory, Russia) 

 Francesco Sica (Nazarbayev University, Kazakhstan) 

 Pante Stanica (Naval Postgraduate School, USA) 

 Natalia Tokareva (Novosibirsk State University, Russia) 

 Meltem Turan (National Institute of Standards and Technology, USA) 

 Aleksei Udovenko (CryptoExperts, France) 

Председатель программного комитета: 

 Natalia Tokareva (Novosibirsk State University, Russia) 
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ЗАЩИТЫ ВЫПУСКНЫХ РАБОТ СТУДЕНТОВ И 

АСПИРАНТОВ ЛАБОРАТОРИИ В 2020 ГОДУ: 

Выпускная работа аспиранта: 

 Сазонова Полина Андреевна (рук. - Токарева Н.Н.) 

Разработка методов для систематизации блокчейн-технологий 

 

Магистерские диссертации: 

 Бадер Дмитрий Александрович (рук. - Токарева Н.Н., Сазонова П.А.) 

Development of methods for transaction analysis in blockchain network - Разработка 

методов анализа транзакций в сети блокчейн 

 Белоусова Алина Александровна (рук. - Токарева Н.Н.) 

Lai-Massey block ciphers and their properties - Блочные шифры типа Лая-Мэсси и 

их свойства 

 Доронин Артемий Евгеньевич (рук. - Калгин К.В., Токарева Н.Н.) 

Construction of cryptographic Boolean functions using SAT-solvers - Поиск 

криптографических булевых функций с помощью SAT-решателей 

 Максимлюк Юлия Павловна (рук. - Евдокимов А.А.) 

Исследование метрического дополнения упаковки цепей в булевом кубе - Study 

of the metric complements to chains packaging in Boolean cube 

 Пинтус Георгий Михайлович (рук. - Токарева Н.Н., Куценко А.В.) 

On decomposition of vectorial Boolean functions for threshold implementation - О 

декомпозиции векторных булевых функций для пороговой реализации 

 Шапоренко Александр Сергеевич (рук. - Токарева Н.Н., Куценко А.В.) 

Quaternary bent functions: properties and connection to Boolean bent functions - 

Кватернарные бент-функции: свойства и взаимосвязь с булевыми бент-

функциями 

 

Бакалаврские диссертации: 

 Сутормин Иван Александрович (рук. - Коломеец Н.А., Городилова А.А.) 

Конструкции сбалансированных булевых функций с высокой нелинейностью 

 Сычев Алексей Дмитриевич (рук. - Токарева Н.Н., Сазонова П.А.) 

Разработка протокола меж-блокчейн взаимодействия для случая залогового 

удержания 

 Хильчук Ирина Сергеевна (рук. - Токарева Н.Н.) 

Построение и анализ S-блоков симметричных шифров 
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MASTER IN CRYPTO 

В 2020 году состоялся выпуск студентов, проходивших обучение по уникальной 

магистерской программе "Master in Cryptography" на базе ММФ НГУ, полностью 

организованной нашей командой. 

"Master in Crypto" - первая в России англоязычная магистратура по криптографии. Ее 

основная цель — привлечь сильных студентов со всего мира для глубокого изучения 

теоретических и практических аспектов современной криптографии и дальнейшего 

вовлечения перспективных студентов в научно-исследовательскую деятельность в 

данной области. 

Для чтения лекций были приглашены российские и зарубежные специалисты в области 

криптографии. 

Обучение проводилось на английском языке. 

Курсы, включённые в программу: 

 Algebra and finite fields: special aspects 

 Discrete mathematics 

 Theory of probability and mathematical statistics 

 Numerical methods in cryptography 

 Information theory and cryptography. Introduction 

 Foundations of symmetric cryptography 

 Cryptographic Boolean functions 

 Cipher design 

 Cryptanalysis of symmetric system 

 Asymmetric cryptography and cryptanalysis 

 Blockchain: math problem and applications 

 Quantum and postquantum cryptography 

 Practical applications of cryptography 

 Historical and legal aspects of cryptography 

 

 

Выпускники программы «Master in crypto». 
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Новости лаборатории в 2019-2020 учебном году:  

 НГУ запустил курс по криптографии на Coursera 

Новый курс «Cryptography: Boolean functions and related problems» предназначен для тех, кто 

интересуется алгоритмами и методами шифрования, а также владеет английским языком и 

математическими знаниями. - Курсов по криптографии существует довольно много. В том 

числе вводных и базовых. Особенностью нашего курса является то, что, начав с простых основ, 

мы быстро перейдем к современным проблемам криптографии и поможем слушателям сделать 

первые шаги в научной криптографии, получить новые результаты. В двух словах цель нашего 

курса — слушателя-любителя криптографии превратить в исследователя. Эту цель мы 

преследуем и в проводимой нами ежегодно Международной олимпиаде по криптографии 

NSUCRYPTO, и в Летней школе по криптографии и информационной безопасности, — 

отметила доцент ФИТ и ММФ НГУ, руководитель новосибирского Криптографического 

центра Наталья Токарева. Курс состоит из пяти модулей, во время изучения которых слушатели 

познакомятся с самыми современными методами криптографии, научатся применять разные 

виды булевых функций для создания надежных шифров, а также узнают, какие проблемы могут 

при этом возникнуть и как с ними справиться. В число преподавателей вошли не только 

сотрудники НГУ, но и Степан Пичек, доцент, доктор наук из Делфтского университета, 

который занимает 50-ю строчку QS World University Rankings. 

 Открытые лекции Computer Science клуба при НГУ "Основы криптоанализа" 

 

Лекции читает Наталья Николаевна Токарева, 

к.ф.-м.н., с.н.с. Института математики им. 

С.Л.Соболева, руководитель Лаборатории 

криптографии JetBrains Research, руководитель 

Криптографического Центра (Новосибирск), 

доцент НГУ. 

Курс в видео-формате доступен по ссылке: 

https://nsk.compsciclub.ru/en/courses/ 

cryptoanalysis/nsk/2020-spring/classes/ 

 

 Сотрудники лаборатории - Александр Куценко и Алексей Облаухов - прошли научную 

стажировку в университете Бергена 

С 3 февраля по 1 марта 2020 года Александр Куценко и Алексей Облаухов стажировались в 

научно-исследовательском Selmer Center in Secure Communication Университета Бергена 

(Норвегия). За это время были проведены совместные научные исследования, трижды ребята 

выступили на семинаре лаборатории: 

13.02.2020 - A. Kutsenko, «Self-dual bent functions: characterization and metrical properties». 

Рассмотрены известные свойства самодуальных бент-функций. Изложены полученные 

метрические свойства: минимальное расстояние Хэмминга между самодуальными бент-

функциями, спектр расстояний Хэмминга между функциями из класса Мэйорана-

МакФарланда. Доказана метрическая регулярность и найдено метрическое дополнение 

множества самодуальных бент-функций. 

20.02.2020 - A. Kutsenko, «The group of automorphisms of the set of self-dual bent functions». 

Приведены полученные результаты по изометрическим отображениям множества 

16

http://crypto.nsu.ru/media/filer_public/10/f4/10f45b8b-8080-460f-a019-99db9cbde62f/cryptography_from_nsu_on_coursera.mp4
https://nsk.compsciclub.ru/en/courses/cryptoanalysis/nsk/2020-spring/classes/
https://nsk.compsciclub.ru/en/courses/cryptoanalysis/nsk/2020-spring/classes/


самодуальных бенn-функций. Доказано, что группы автоморфизмов множеств самодуальных и 

анти-самодуальных бент-функций совпадают. Полностью описана группа автоморфизмов 

множеcтва самодуальных бент-функций. 

27.02.2020 - A. Oblaukhov, «Metric complements and metric regularity in the Boolean cube». 

Излагаются полученные результаты, затрагивающие свойства метрических дополнений 

подмножеств булева куба. Найден общий вид метрического дополнения линейного 

подпространства булева куба. Получена нижняя оценка на мощность максимального 

метрически регулярного множества. Доказана метрическая регулярность кодов Рида-Маллера 

RM(k, m) для случая k>=m−3. 

 

 Сотрудница лаборатории Полина Сазонова выступила с приглашенным докладом на встрече 

"Digital Standup blockchain" в Доме Инноваций Газпром нефть 

Практическими приложениями блокчейн-технологий и научными результатами в данной 

области активно интересуются многие компании. На встрече 27 февраля, проходившей в Доме 

Инноваций Газпром нефть (г. Санкт-Петербург), Полина Сазонова выступила приглашенным 

докладчиком из Новосибирска. Она представила доклад «Технологии распределенного реестра 

как основа экономики России». На встрече обсуждались результаты в области блокчейн-

технологий и вопросы их внедрения с участием представителей Почты России, Сбербанка, 

Сибинтека, Норникеля, Университета Иннополис и др. организаций. На круглом столе, 

организованном после докладов, участники обсудили перспективы развития блокчейн-

технологии и существующие барьеры ее применения. 
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 МНСК-2020. В Международной студенческой конференции, ежегодно проводимой НГУ, в 

2020 году приняли участие 12 студентов лаборатории.  

Поздравляем наших ребят, занявших призовые места на МНСК! 

В этом году она впервые проходила в режиме онлайн. Призёрами стали: 

Секция "Информ. технологии". Подсекция "Информационная безопасность" 

o Елена Завалишина (диплом I степени) "Криптоанализ базовой версии 

криптографической системы с открытым ключом, основанной на сложности решения 

системы полиномиальных уравнений в целых числах 

o Дарья Зюбина (диплом II степени) "Криптографические свойства S-блока, 

построенного на основе булевой функции и перестановки" 

o Дмитрий Бадер (диплом III степени) "Разработка методов анализа блокчейн сетей" 

Секция "Математика". Подсекция "Теоретическая кибернетика" 

o Александр Шапоренко (диплом III степени) "Связь кватернарных и булевых бент-

функций" 

 

 Студентам лаборатории криптографии присуждена Премии Ляпунова I степени в конкурсе 

дипломных работ 2020 года! 

 

o Ю.П.Максимлюк "Исследование метрического дополнения упаковки цепей в 

булевом кубе"(науч.рук.А.А.Евдокимов) 

o А.С.Шапоренко "Quaternary bent functions: properties and connection to Boolean bent 

functions" (науч.рук. А.В.Куценко, Н.Н.Токарева) 

 Сотрудник лаборатории Александр Куценко принял участие в научно-технической 

конференции "Информационная безопасность" на базе Военного инновационного технополиса 

"Эра" 

19-20 марта Министерство обороны Российской Федерации и Военный инновационный 

технополис «ЭРА» провели вторую Всероссийскую научно-практическую конференцию 

«Состояние и перспективы развития науки по направлению «Информационная безопасность». 

Ее участниками стали представители военных и гражданских вузов, научно-исследовательских 

организаций, предприятий военно-промышленного комплекса и IT-компаний. Они 

представили свои наработки в области кибербезопасности. 
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Летняя школа-конференция «Криптография и информационная 

безопасность» 2020 

Летняя школа-конференция «Криптография и информационная безопасность» — 

традиционное мероприятие, проходящее в стенах НГУ каждый год. Организаторами 

школы-конференции выступают Криптографический центр (Новосибирск), 

лаборатория криптографии JetBrains Research, Международный математический Центр 

в Академгородке, организаторы международной олимпиады NSUCRYPTO, Факультет 

информационных технологий и Механико-математический факультет. Основатель 

летних школ по криптографии — профессор ФИТ Сергей Федорович Кренделев. 

Участие в школе-конференции принимали студенты, выпускники школ и 

школьники 11 классов. Школа проходила с 9 по 27 июля в дистанционном формате. 

В течение трех недель со студентами работали около 15 преподавателей. Студенты 

принимали участие в лекциях, командной и индивидуальной работе в проектах, 

связанной с решением исследовательских задач в области криптографии и 

информационной безопасности, в спортивных занятиях. Одно из важнейших событий 

школы-конференции – круглый стол по современным проблемам криптографии. Темы 

проектов были связаны с различными вопросами современной криптографии и 

информационной безопасности: от разработки современных методов криптоанализа, 

построения шифров, квантовой криптографии до создания систем аналитической 

разведки с открытым кодом. В 2020 году в рамках летней школы-конференции со 

студентами работали преподаватели из России, Европы и США, в том числе авторы 

международных стандартов в области криптографии. Часть школы-конференции 

проходила на английском языке. 

Школу успешно закончили 52 студента (ровно вдвое больше, чем в прошлом году). 

Это студенты из НГУ (ФИТ, ММФ), ТГУ, ТюмГУ, НГТУ, МФТИ, СибГУ (Красноярск), 

Алтайского ГТУ, Ереванского госуниверситета (Армения) и пять школьников: из 

Санкт-Петербурга, Бердска, Луховиц, Стерлитамака (респ. Башкортостан), Усть-

Каменогорска (Казахстан). Всего на школу было подано 96 заявок. 

Руководитель школы — к.ф.-м.н. Токарева Наталья Николаевна, доцент кафедры 

компьютерных систем ФИТ, кафедры теоретической кибернетики ММФ, с.н.с. ИМ СО 

РАН, зав. лаб. криптографии JetBrains Research. 
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Лекторы и преподаватели школы: 

 Nicky Mouha (USA) - PhD, научный сотрудник отдела компьютерной 

безопасности Национального института стандартов и технологий США (NIST); 

 Агиевич Сергей Валерьевич (республика Беларусь) - к.ф.-м.н., заведующий НИЛ 

проблем безопасности информационных технологий НИИ прикладных проблем 

математики и информатики Белорусского государственного университета (г. 

Минск, Беларусь); 

 Городилова Анастасия Александровна - к.ф.-м.н., старший преподаватель 

кафедры теоретической кибернетики ММФ НГУ, н.с. ИМ СО РАН, сотрудник 

лаборатории криптографии JetBrains Research; 
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Сборник доступен по ссылке: http://crypto.nsu.ru/ru/letnyaya-

shkola/letnyaya-shkola-2020/ 

 

Далее мы приводим тексты самих публикаций. 
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ПРИКЛАДНАЯ ДИСКРЕТНАЯ МАТЕМАТИКА

Теоретические основы прикладной дискретной математики № 47

UDC 519.7 DOI 10.17223/20710410/47/2
A NOTE ON THE PROPERTIES OF ASSOCIATED BOOLEAN

FUNCTIONS OF QUADRATIC APN FUNCTIONS1

A.A. Gorodilova

Sobolev Institute of Mathematics, Novosibirsk, Russia
Novosibirsk State University, Novosibirsk, Russia

E-mail: gorodilova@math.nsc.ru

Let F be a quadratic APN function in n variables. The associated Boolean function γF
in 2n variables (γF (a, b) = 1 if a 6= 0 and equation F (x) +F (x+ a) = b has solutions)
has the form γF (a, b) = ΦF (a) · b+ϕF (a) + 1 for appropriate functions ΦF : Fn2 → Fn2
and ϕF : Fn2 → F2. We summarize the known results and prove new ones regarding
properties of ΦF and ϕF . For instance, we prove that degree of ΦF is either n or less
or equal to n− 2. Based on computation experiments, we formulate a conjecture that
degree of any component function of ΦF is n − 2. We show that this conjecture is
based on two other conjectures of independent interest.

Keywords: a quadratic APN function, the associated Boolean function, degree of a
function.

Introduction
Let Fn2 be the n-dimensional vector space over F2. Let 0 denote the zero vector of Fn2

and 1 denote the vector with all 1s. By «+» we denote the coordinate-wise sum modulo 2
for vectors from Fn2 . Let x · y = x1y1 + . . . + xnyn denote the inner product of vectors
x = (x1, . . . , xn), y = (y1, . . . , yn) ∈ Fn2 ; x � y if xi 6 yi for all i = 1, . . . , n; and wt(x) =

=
n∑
i=1

xi denote the Hamming weight of x ∈ Fn2 . A set M ⊆ Fn2 forms a linear subspace

if x + y ∈ M for any x, y ∈ M ; the dimension of M , dim(M), is the maximal number
of linearly independent over F2 vectors from M . We consider vectorial Boolean functions
F : Fn2 → Fm2 , F = (f1, . . . , fm), where fi : Fn2 → F2, i = 1, . . . ,m, is a coordinate
function of F . The algebraic normal form (ANF) of F is the following unique representation:

F (x) =
∑

I∈P(N)

aI

(∏
i∈I
xi

)
, where P(N) is the power set of N = {1, . . . , n} and aI ∈ Fm2 .

The algebraic degree of F is degree of its ANF: deg(F ) = max{|I| : aI 6= 0, I ∈ P(N)}.
Function of algebraic degree at most 1 are called affine (they are linear in case of F (0) = 0).
Functions of algebraic degree 2 are called quadratic. The Walsh transform Wf : Fn2 → Z of
a Boolean function f : Fn2 → F2 is defined as Wf (u) =

∑
x∈Fn

2

(−1)f(x)+u·x. For F the Walsh

spectrum consists of all Walsh coefficients WFv(u), u ∈ Fn2 , v ∈ Fm2 , v 6= 0, where Fv = v ·F
is a component Boolean function of F .

A function F from Fn2 to itself is called almost perfect nonlinear (APN) (according to
K. Nyberg [1]) if for any a, b ∈ Fn2 , a 6= 0, equation F (x) + F (x + a) = b has at most
two solutions. APN functions are of special interest for using as S-boxes in block ciphers

1The work was funded by RFBR (projects no. 18-31-00479, 18-07-01394); by the program of fundamental
scientific researches of the SB RAS no. I.5.1, project no. 0314-2019-0017; Regional Mathematical Center NSU
and Laboratory of cryptography JetBrains Research.
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due to their optimal differential characteristics. Despite the fact that APN functions are
intensively studied (see, for example, the book of L. Budaghyan [2], surveys of A. Pott [3],
M.M. Glukhov [4], and M.E. Tuzhilin [5]), there are a lot of open problems on finding new
constructions, classifications, etc.

In [6], C. Carlet, P. Charpin, and V. Zinoviev introduced the associated Boolean function
γF : F2n

2 → F2 for a given vectorial Boolean function F from Fn2 to itself; γF (a, b) = 1 if and
only if a 6= 0 and equation F (x) + F (x+ a) = b has solutions.

Two functions are called differentially equivalent [7] (or γ-equivalent according to
K. Boura et al. [8]), if their associated Boolean functions coincide. The problem of describing
the differential equivalence class of an APN function remains open even for quadratic case.
That is why we are interested in obtaining some properties of γF . We will focus on quadratic
APN functions.

Let F be a quadratic APN function. Then the set Ba(F ) = {F (x) +F (x+ a) : x ∈ Fn2}
is a linear subspace of dimension n− 1 or its complement for a nonzero a ∈ Fn2 . Using this
fact, γF can be uniquely represented in the form

γF (a, b) = ΦF (a) · b+ ϕF (a) + 1,

where ΦF : Fn2 → Fn2 , ϕF : Fn2 → F2 are defined from Ba(F ) = {y ∈ Fn2 : ΦF (a) ·y = ϕF (a)}
for all a 6= 0; and ΦF (0) = 0, ϕF (0) = 1. Note that Ba(F ) is a linear subspace if and only
if ϕF (a) = 0. It is easy to see that (F (x) + F (x + a) + F (a) + F (0)) · ΦF (a) = 0 for all
x ∈ Fn2 by definition.

In this paper we study the properties of functions ΦF and ϕF .

1. Properties of ϕF and ΦF

In this section we summarize known results and present new ones about properties of ΦF

and ϕF . As it usually happens the cases of even and odd number of variables are different.
1.1. T h e i m a g e s e t o f ΦF

According to [9], let us denote AFv = {a ∈ Fn2 : ΦF (a) = v}.
Theorem 1 [6, 9]. Let F be a quadratic APN function in n variables.
1) If n is odd, then ΦF is a permutation.
2) If n is even, then the preimage ΦF of any nonzero vector is a linear subspace of even

dimension together with the zero vector.
Note that state 1 in Theorem 1 means also that γF is a bent function of Maiorana —

McFarland type (readers may find details regarding bent functions in [10]).
Corollary 1. Let F be a quadratic APN function. Then ΦF takes an odd number of

distinct nonzero values.
Proof. By definition of ΦF , we have ΦF (0) = 0.
If n is odd, then ΦF is a permutation [6]. Hence, the proposition holds.
Let n be even. It is known [9] that the preimage set AFv = {x ∈ Fn2 : ΦF (x) = v}

for any nonzero v ∈ Fn2 represents a linear subspace of even dimension together with the
zero vector. Let ΦF ∈ {0, v1, . . . , vm}, where vi, i = 1, . . . ,m, are pairwise distinct nonzero
vectors. We need to prove that m is odd. We have

2n − 1 = |AFv1
|+ . . .+ |AFvm| = 2λ1 − 1 + . . .+ 2λm − 1 = 2λ1 + . . .+ 2λm −m,

where λi, i = 1, . . . ,m, are nonzero even numbers. Since 2n−1 is odd, then m is also odd.
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18 A. A. Gorodilova

1.2. T h e d e g r e e o f ϕF

Proposition 1. Let F be a quadratic APN function in n variables, n is even. Then
deg(ϕF ) = n, or, equivalently, wt(ϕF ) is odd.

Proof. It is known [9] that AFv ∪ {0} is a linear subspace of even dimension if n is
even for any nonzero v ∈ Fn2 . Also [9], there exists cv ∈ Fn2 such that ϕF |AF

v
= cv · x|AF

v
.

Hence, wt(ϕF |AF
v

) is an even number equal to 0 or 2dim(AF
v ∪{0})−1 for any nonzero v and

ϕF (0) = 1 by definition. Thus, wt(ϕF ) is odd. It is widely known that wt(f) is odd if and
only if deg(f) = n for any Boolean function in n variables.

The case of odd n remains open. Based on our computational experiments for all known
quadratic APN functions of not more than 11 variables, we can formulate the following

Conjecture 1. Let F be a quadratic APN function in n variables, n is odd. Then
deg(ϕF ) < n, or, equivalently, wt(ϕF ) is even.

1.3. T h e d e g r e e o f ΦF

Theorem 2 [7]. Let F be a quadratic APN function in n variables, n > 3, n is odd.
Then deg(ΦF ) 6 n− 2.

The following theorem contains a similar bound for even n.
Theorem 3. Let F be a quadratic APN function in n variables, n > 4, n is even.

Then each coordinate function of ΦF is represented as (ΦF )i(x) = fi(x) + λi
(
x2 . . . xn +

+ x1x3 . . . xn + . . .+ x1x2 . . . xn−1 + x1 . . . xn
)
, where deg(fi) 6 n− 2 and λi ∈ F2.

Proof. Let L : Fn2 → Fn2 be a linear function. Then it is easy to see that

γF+L(a, b) = γF (a, b+L(a)) = (b+L(a))·ΦF (a)+ϕF (a)+1 = b·ΦF (a)+ϕF (a)+L(a)·ΦF (a)+1.

Hence, ΦF+L = ΦF and ϕF+L = ϕF +L ·ΦF . By Proposition 1, deg(ϕF ) = deg(ϕF+L) = n,
since F+L is also a quadratic APN function. Thus, deg(L·ΦF ) < n for any linear function L.

Suppose that deg(ΦF ) = n. This means that there exists a coordinate function (ΦF )i of
degree n. Let us represent

(ΦF )i(x) = fi(x) + a1x2 . . . xn + a2x1x3 . . . xn + . . .+ anx1x2 . . . xn−1 + x1 . . . xn,

where deg(fi) 6 n− 2 and a1, . . . , an ∈ F2.

— If aj = 0, then deg(L · ΦF ) = n for L = (0, . . . , 0, xj, 0, . . . , 0), where xj is the i-th
coordinate function of L. Hence, we get a contradiction.

— If aj = 1 for all j, then it is easy to see that we will always have deg(L · ΦF ) < n for
any linear function L.

Suppose that deg(ΦF ) = n− 1. Similarly,

(ΦF )i(x) = fi(x) + a1x2 . . . xn + a2x1x3 . . . xn + . . .+ anx1x2 . . . xn−1,

where at least one coefficient is equal to 1, say aj. Then deg(L · ΦF ) = n for L = (0, . . . , 0,
xj, 0, . . . , 0), where xj is the i-th coordinate function of L. Hence, we get a contradiction.

Thus, (ΦF )i is of degree not more than n − 2 or all monomials of degree n − 1 and n
are included in the ANF of (ΦF )i.

Remark 1. For all known quadratic APN functions in not more than 11 variables, we
computationally verified that
— for even n, the case deg((ΦF )i) = n is not realized;
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A note on the properties of associated Boolean functions of quadratic APN functions 19

— any component function of ΦF has degree exactly n− 2.
Based on our computational experiments we can formulate the following
Conjecture 2. Let F be a quadratic APN function in n variables, n > 3. Then

deg(v · ΦF ) = n− 2 for any nonzero v ∈ Fn2 .

2. Does the equality deg(ΦF ) = n− 2 hold?
In this section we study the following question: “Is conjecture 2 true or not?”.
For example, consider an APN Gold function F (x) = x2k+1, gcd(n, k) = 1 (the function

is given as a function over the finite field of order 2n). Its associated Boolean function is
known [6]: γF (a, b) = tr((a2k+1)−1b) + tr(1) + 1 (here tr is the absolute trace function in the
finite field of order 2n). So, we have ΦF (a) = (a2k+1)−1, ΦF (0) = 0, and as it is easy to see
deg(ΦF ) = n− 2 (since it is well-known that the degree of a function F (x) = xd is equal to
the 2-weight of the integer d modulo 2n).

We wonder whether conjecture 2 is true or not for arbitrary n. Let us focus on the case
of odd n since in this case we have the bound of Theorem 2. For even case, the consideration
could be rather similar but with assumption that deg(ΦF ) is not equal to n, that is only a
conjecture up to now.

S t e p 1. Let F be a quadratic APN function of n variables, n is odd, n > 5; v be a
nonzero vector from Fn2 . We need to prove that deg(v ·ΦF ) = n− 2 for any nonzero v ∈ Fn2 .

We use the following widely known equality for counting the ANF coefficients of a
Boolean function f in n variables:

gf (a) =
(

2wt(a)−1 − 2wt(a)−n−1
∑

b�(a+1)

Wf (b)
)

mod 2. (1)

We need to show that there exists a vector av with wt(av) = n− 2 such that gv·ΦF
(av) = 1.

Equivalently, that there exist coordinates i, j, 1 6 i 6= j 6 n, such that∑
b�(av+1)

Wv·ΦF
(b) = Wv·ΦF

(0) +Wv·ΦF
(ei) +Wv·ΦF

(ej) +Wv·ΦF
(ei + ej)

is not divided by 16 according to (1). Here ei is the vector with 1 in the i-th coordinate
and 0s in other coordinates. Let us introduce the following sets:

M i = {x ∈ Fn2 : v · ΦF (x) = 0, x · ei = 0},
M j = {x ∈ Fn2 : v · ΦF (x) = 0, x · ej = 0},

M ij = {x ∈ Fn2 : v · ΦF (x) = 0, x · (ei + ej) = 0}.

Then, we have ∑
b�(av+1)

Wv·ΦF
(b) = 4|M i| − 2n + 4|M j| − 2n + 4|M ij| − 2n =

= 4(|M i|+ |M j|+ |M ij|)− 3 · 2n = 4(2n−1 + 2|M ij
0 |)− 3 · 2n = 8|M ij

0 | − 2n−1,

where M ij
0 = {x ∈ Fn2 : v · ΦF (x) = 0, x · ei = 0, x · ej = 0}.

S t e p 2. Thus, we need to prove that there exist coordinates i, j, 1 6 i 6= j 6 n,
such that |M ij

0 | is odd (since we consider n > 5). From [7, prop. 7], we know that
M = {x ∈ Fn2 : v · ΦF (x) = 0} =

⋃̀
∈I
A`, where A` is a linear subspace of dimension 2,
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and A` ∩ Ak = {0}, `, k ∈ I, ` 6= k. Since ΦF is a permutation, then |M | = 2n−1 and
|I| = (2n−1 − 1)/3.

Let us consider an arbitraryA` = {0, x`, y`, x`+y`}. Then for any distinct coordinates i, j
of x`, y`, x` + y` we have the following situations (without permutations of rows):

ij ij ij ij ij
x` 00 00 00 00 01
y` 00 or 01 or 10 or 11 or 10

x` + y` 00 01 10 11 11

Hence, the number of x`, y`, x` + y` together with 0 that belong to the set M ij
0 is equal to

1+3 ·N ij
3 +1 ·N ij

1 +0 ·N ij
0 , where N ij

3 +N ij
1 +N ij

0 = |I| = (2n−1−1)/3, and N ij
k , k = 0, 1, 3,

is the number of A`, ` ∈ I, having exactly k vectors with both coordinates i and j equal
to 0. Thus, |M ij

0 | is odd if and only if N ij
0 is odd.

S t e p 3. Now, we need to prove that there exist coordinates i, j, 1 6 i 6= j 6 n, such
that N ij

0 is odd. We found the following interesting property (computationally verified for
n = 5) that we formulate as a conjecture.

Conjecture 3. Let M =
⋃̀
∈I
A`, where A` is a linear subspace of dimension 2, and

A` ∩ Ak = {0}, `, k ∈ I, ` 6= k, |I| = (2n−1 − 1)/3. Then the set M is a hyperplane
{x ∈ Fn2 : xm = 0} for some coordinate m if and only if the number of subspaces A` without
elements having both coordinates i and j equal to 0 is even for any distinct coordinates i, j.

S t e p 4. If Conjecture 3 is true, then we need to prove thatM = {x ∈ Fn2 : v·ΦF (x) = 0}
cannot be a hyperplane {x ∈ Fn2 : xm = 0} for some coordinate m.

Conjecture 4. Let F be a quadratic APN function in n variables, n > 5. Then
{x ∈ Fn2 : v · ΦF (x) = 0} is not a linear subspace.

We computationally verified this property for all known quadratic APN functions for
n = 5, . . . , 11 and formulate the conjecture.

Thus, by proving Conjectures 3 and 4, we can prove the starting Conjecture 2.
Unfortunately, each of them remains open up to now.

Conclusion
The following question is open: what properties must a Boolean function satisfy in

order to be the associated function for some vectorial function? Even a partial answer to
the question provides a potential method to find new APN functions if we can choose
“admissible” Boolean functions as γF . For example, using the algorithm from [8] for
reconstructing APN functions from its associated functions. Another reason why we study
the properties of associated functions is that they may lead to new results in the differential
equivalence classification of APN functions.
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Introduction

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in cryptography that
was held for the sixth time in 2019.

Interest in the Olympiad around the world is significant. This
year, there were hundreds of participants from 26 countries; 42
participants in the first round and 21 teams in the second round
from 16 countries were awarded with prizes and honorable diplo-
mas. The Olympiad program committee includes specialists from
Belgium, France, the Netherlands, the USA, Norway, India, Lux-
embourg, Belarus’, Kazakhstan, and Russia.

Let us shortly formulate the format of the Olympiad. One
of the Olympiad main ideas is that everyone can participate!
Each participant chooses his/her category when registering on the
Olympiad website [15]. There are three categories: “school stu-
dents” (for junior researchers: pupils and high school students),
“university students” (for participants who are currently studying at universities) and “profession-
als” (for participants who have already completed education or just want to be in the restriction-free
category). Awarding of the winners is held in each category separately.

The Olympiad consists of two independent Internet rounds: the first one is individual (du-
ration 4 hours 30 minutes) while the second round is a team one (duration 1 week). The first
round is divided into two sections: A — for “school students”, B — for “university students” and
“professionals”. The second round is common to all participants. Participants read the Olympiad
problems and submit their solutions using the Olympiad website. The language of the Olympiad
is English.

The Olympiad participants are always interested in solving different problems of various com-
plexities at the intersection of mathematics and cryptography. They show their knowledge, creativ-
ity and professionalism. That is why the Olympiad not only includes interesting tasks with known
solutions but also offers unsolved problems in this area. This year, one of such open problems,
“Curl27” (see section 2.14), was partially solved during the second round! All the open problems
stated during the Olympiad history can be found here [16]. On the website we also mark the
current status of each problem. For example, in addition to “Curl27”, the problem “Sylvester
matrices” was solved by three teams in 2018, the problem “Algebraic immunity” was completely
solved during the Olympiad in 2016. And what is important for us, some participants were trying
to find solutions after the Olympiad was over. For example, a partial solution for the problem “A
secret sharing” (2014) was proposed in [9]. We invite everybody who has ideas on how to solve the
problems to send your solutions to us!

The paper is organized as follows. We start with problem structure of the Olympiad in section 1.
Then we present formulations of all the problems stated during the Olympiad and give their detailed
solutions in section 2. Finally, we publish the lists of NSUCRYPTO’2019 winners in section 3.

Mathematical problems and their solutions of the previous International Olympiads in cryptog-
raphy NSUCRYPTO from 2014 to 2018 can be found in [2], [1], [14], [10], and [11] respectively.

1 Problem structure of the Olympiad

There were 16 problems stated during the Olympiad, some of them were included in both rounds
(Tables 1, 2). Section A of the first round consisted of six problems, whereas the section B contained

1
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seven problems. Three problems were common for both sections. The second round was composed
of eleven problems. Five problems of the second round included unsolved questions (awarded special
prizes from the Program Committee).

Table 1: Problems of the first round

N Problem title Maximum scores

1 A 1024-bit key 4

2 The magnetic storm 4

3 Autumn leaves 4

4 A rotor machine 4

5 Broken Calculator 4

6 A promise 6

N Problem title Maximum scores

1 Autumn leaves 4

2 The magnetic storm 4

3 A rotor machine 4

4 16QAM 8

5 A promise and money 6

6 Calculator 6

7 APN + Involutions 7

Section A Section B

Table 2: Problems of the second round

N Problem title Maximum scores

1 A 1024-bit key 4

2 Sharing 6 + additional scores for open questions

3 Factoring in 2019 8

4 TwinPeaks-3 8

5 Curl27 10 + additional scores for open questions

6 8-bit S-box Unlimited (open problem)

7 A rotor machine 4

8 16QAM 8

9 Calculator 6

10 APN + Involutions (extended) 12 + additional scores for open questions

11 Conjecture Unlimited (open problem)

2 Problems and their solutions

In this section, we formulate all the problems of NSUCRYPTO’2019 and present their detailed
solutions paying attention to solutions proposed by the participants.

2.1 Problem “A 1024-bit key”

2.1.1 Formulation

Alice has a 1024-bit key for a symmetric cipher (the key consists of 0s and 1s). Alice is afraid of
malefactors, so she changes her key everyday in the following way:

1. Alice chooses a subsequence of key bits such that the first bit and the last bit are equal to 0.
She also can choose a subsequence of length 1 that contains only 0.

2. Alice inverts all the bits in this subsequence (0 turns into 1 and vice versa); bits outside of
this subsequence remain as they are.

Prove that the process will stop. Find the key that will be obtained by Alice in the end of the
process.

Example of an operation. 11001 01101110︸ ︷︷ ︸ 011... turns to 11001 10010001︸ ︷︷ ︸ 011...
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2.1.2 Solution

Let us encode the binary vector of the key as the corresponding decimal number. It is obvious that
this number will increase on the next day, since all the bits on the left from the sequence are not
changing, but the first bit of the sequence turns from 0 to 1. Let us note that this number can not
increase infinitely since the size of the key is restricted by 1024 bits, so, in the very end the key
will be maximal possible and, thus, will consist of all 1s.

Almost all the participants successfully solved the problem.

2.2 Problem “The magnetic storm”

2.2.1 Formulation

A hardware random number generator is a device that generates random sequences consisting of
0s and 1s. Unfortunately, a disturbance caused by a magnetic storm affected this random number
generator. As a result, the device had generated a sequence of 0s of length k (where k is a positive
integer), and then started to generate an infinite sequence of 1s.

Prove that at some point the generator will produce a number 1 . . . 10 . . . 0 that is divisible by
2019.

2.2.2 Solution

Let us prove that a number of form 1 . . . 11 . . . 1 is divisible by 2019. Consider all numbers that
consists only of 1s, since there are infinite quantity of these numbers, there can be found a pair
of numbers A and B such that they have the same remainder when divided by 2019. Therefore,
C = A−B = 1 . . . 10 . . . 0 consisting of m 1s for some natural m is divisible by 2019, and, since 2019
is not divisible by 2 and 5, C∗ = C×10 . . . 0 = 1 . . . 10 . . . 0 is divisible by 2019 for any number of 0s.

There were a lot of correct solutions from the participants.
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2.3 Problem “Autumn leaves”

2.3.1 Formulation

Read a hidden message!..

2.3.2 Solution

We see different leaves and spaces between them. It looks like a simple substitution cipher was used
there and distinct leaves corresponded to distinct English letters. By English grammar, we can
suppose that the second and the third words are “is a”. Then the first word starts with “a” and by
its structure can be “autumn” (which is very likely as the autumn landscape is depicted). Also, the

leaf is the most common letter in the text and we can guess that it is “e”. Then we see “*ea*”
in the third line that seems to be “leaf”. As a result the last word becomes “fl**e*” that is
“flower”. Finally, we get “Autumn is a second spring when every leaf is a flower” that
is a famous quote by Albert Camus. Almost all the participants read the message.
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2.4 Problem “A rotor machine”

2.4.1 Formulation

In one country rotor machines were very useful for encryption of information.

Eve knows that for some secret communication a simple rotor machine was used. It works with
letters O, P, R, S, T, Y only and has an input circle with lamps (start), one rotor and a reflector.
See the scheme below.

The input circle and the reflector are fixed in their positions while the rotor can be in one of 6
possible positions. After pressing a button on a keyboard, an electrical signal corresponding to the
letter goes through the machine, comes back to the input circle, and the appropriate lamp shows
the result of encryption. After each letter is encrypted, the rotor turns right (i. e. clockwise) on
60 degrees. Points of different colors on the rotor sides indicate different noncrossing signal lines
within the rotor.

For instance, if the rotor is fixed as shown on the picture above, then if you press the button
O, it will be encrypted as T (the signal enters the rotor via red point, is reflected and then comes
back via purple line). If you press O again, it will be encrypted as R. If you press T then, you will
get S and so on.

Eve intercepted a secret message: TRRYSSPRYRYROYTOPTOPTSPSPRS. Help her to decrypt it keep-
ing in mind that Eve does not know the initial position of the rotor.

2.4.2 Solution

To solve the problem and decrypt the message, one needs to correctly understand the scheme of
work. A key for the cipher is the initial position of the rotor. We denote it by a color of the circle
on the input side of the rotor that corresponds to the letter O. Table 3 represents the encryption
tables depending on the key.

Trying all six possible keys, we find the only one meaningful message POST TO TOP OOPS SORRY

STOP ROTOR that corresponds to the “yellow” key.
Almost all the participants solved the problem. The most interesting solutions were obtained by

creating real models for this rotor machine, for example by a school student Varvara Lebedinskaya
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Table 3: Encryption tables

O P R S T Y

red T Y S R O P

white R S O P Y T

purple Y R P T S O

O P R S T Y

green S R P O Y T

yellow S T Y O P R

blue R T O Y P S

(The Specialized Educational Scientific Center of Novosibirsk State University), by the team of
Kristina Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway Transport).

2.5 Problem “Broken Calculator”

2.5.1 Formulation

Alice and Bob are practicing in developing toy cryptographic applications for smartphones. This
year they have invented Calculator that allows one to perform the following operations modulo
2019 (that is to get the result as the reminder of division by 2019):

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction and multiplication of two numbers;
• to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y
from her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext
x (using his Calculator) by the rule: x is equal to the remainder of dividing f(y) = y5 +1909y3 +
401y by 2019.

At the most inopportune moment, Bob dropped his smartphone and broke its screen Now, the
button + as well as all digits except 1 and 5 are not working.

Help Bob to invent an efficient algorithm how to decrypt any ciphertext y using Calculator in
his situation. More precisely, suggest a short list of commands, where each command has one of
the following types (1 6 j, k < i):

Si = y, Si = a, Si = Sj − Sk, Si = Sj ∗ Sk,

where a is an at most 4-digit integer consisting of digits 1 and 5 only; for example, a = 1, a = 15,
a = 551, a = 5115, etc.

The first command has to be S1 = y. In the last command, the resulting plaintext x has to
be calculated. We remind that all calculations are modulo 2019. In particular, the integer 2500
becomes 481 and −1000 becomes 1019 immediately after entering or calculations. The shorter the
list of commands you suggest, the more scores you get for this problem.

Example. The following list of commands
calculates x = y2 − 55:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 11 11

S4 = 5 5

S5 = S3 ∗ S4 55

S6 = S2 − S5 y2 − 55
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2.5.2 Solution

Let us present the original solution by the programm committee that has 14 steps.
Let a ≡m b mean that integers a and b are congruent modulo m. The following relations hold:

f(y) ≡2019 y
5 + 1909y3 + 401y

≡2019 y(y4 − 110y2 + 401)

≡2019 y(y4 − 2 ∗ 55y2 + 552 − 552 + 401)

≡2019 y((y2 − 55)2 − 552 + 5 ∗ 222)

≡2019 y((y2 − 55)2 − 112 ∗ (52 − 5 ∗ 22))

≡2019 y((y2 − 55)2 − 112 ∗ 5)

≡2019 y((y2 − 55)2 − 11 ∗ 55).

Thus, the reminder of division of f(y) by 2019 can be calculated for any y by the list of commands
given in Table 4. A similar solution was found by Borislav Kirilov (Bulgaria, The First Private
Mathematical Gymnasium).

Table 4: List of commands for the programm committee solution

Command Result Command Result Command Result

S1 = y y S4 = S2 − S3 y2 − 55 S7 = S3 ∗ S6 11 ∗ 55
S2 = S1 ∗ S1 y2 S5 = S4 ∗ S4 (y2 − 55)2 S8 = S5 − S7 (y2 − 55)2 − 11 ∗ 55
S3 = 55 55 S6 = 11 11 S9 = S1 ∗ S8 y((y2 − 55)2 − 11 ∗ 55)

Note. The polynomial f(y) = y5+1909y3+401y is the Dickson polynomial D5(y, a) = y5−5y3a+
5ya2 for a = 22 with coefficients taken modulo 2019.

2.6 Problem “Calculator”

2.6.1 Formulation

Alice and Bob are practicing in developing toy cryptographic applications for smartphones. This
year they have invented Calculator that allows one to perform the following operations mod-
ulo 2019:

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction and multiplication of two numbers;
• to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y
from her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext
x (using his Calculator) by the rule x = f(y) mod 2019, where f is a secret polynomial known to
Alice and Bob only.

At the most inopportune moment, Bob dropped his smartphone and broke its screen Now, the
button + as well as all digits except 2 are not working.

Help Bob to invent an efficient algorithm how to decrypt any ciphertext y using Calculator in
his situation if the current secret polynomial is f(y) = y5 + 1909y3 + 401y. More precisely, suggest
a short list of commands, where each command has one of the following types (1 6 j, k < i):
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Si = y, Si = 2, Si = 222, Si = Sj − Sk,
Si = 22, Si = 2222, Si = Sj ∗ Sk.

The first command has to be S1 = y. In the last command, the resulted plaintext x has to
be calculated. We remind that all calculations are modulo 2019. In particular, the integer 2222
becomes 203 immediately after entering. The shorter the list of commands you suggest, the more
scores you get for this problem.

Example. The following list of commands
calculates x = y2 − 4:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 2 2

S4 = S3 ∗ S3 4

S5 = S2 − S4 y2 − 4

2.6.2 Solution

The polynomial f(y) = y5 + 1909y3 + 401y is the Dickson polynomial D5(y, a) = y5 − 5y3a+ 5ya2

for a = 22 with coefficients taken modulo 2019. The following relations hold:

D5(y, a) = yD4(y, a)− aD3(y, a)

= yD2(D2(y, a), a2)− aD3(y, a)

= y((y2 − 2a)2 − 2a2)− ay(y2 − 2a− a).

For a = 22, the value f(y) can be calculated for any y by the list of commands given in Table 5.

Table 5: List of commands for the programm committee solution

Command Result Command Result

S1 = y y S8 = S7 ∗ S7 (y2 − 2a)2

S2 = 2 2 S9 = S8 − S5 (y2 − 2a)2 − 2a2

S3 = 22 a S10 = S1 ∗ S9 y((y2 − 2a)2 − 2a2)
S4 = S2 ∗ S3 2a S11 = S7 − S2 y2 − 2a− a
S5 = S3 ∗ S4 2a2 S12 = S1 ∗ S11 y(y2 − 2a− a)
S6 = S1 ∗ S1 y2 S13 = S3 ∗ S12 ay(y2 − 2a− a)
S7 = S6 − S4 y2 − 2a S14 = S10 − S13 f(y)

What was surprising that the participants found two solutions that has 11 and 13 steps! These
solutions were awarded by additional points. The solution with 11 steps were found by Madalina
Bolboceanu (Romania, Bitdefender) during the first round (Table 6). The solution with 13 steps
were given by Henning Seidler and Katja Stumpp team (Germany, TU Berlin) during the second
round. Both of the solution were based on the representation f(y) = y((y2 − 44)(y2 − 66)− 222).

2.7 Problem “A promise”

2.7.1 Formulation

Young cryptographers, Alice, Bob and Carol, are interested in quantum computings and really
want to buy a quantum computer. A millionaire gave them a certain amount of money (say, XA
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Table 6: List of commands for the 11-step solution

Command Result Command Result

S1 = y y S7 = S6 − S4 y2 − 44− 22
S2 = S1 ∗ S1 y2 S8 = S6 ∗ S7 (y2 − 44) ∗ (y2 − 44− 22)
S3 = 2 2 S9 = S4 ∗ S4 222

S4 = 22 22 S10 = S8 − S9 (y2 − 44) ∗ (y2 − 44− 22)− 222

S5 = S3 ∗ S4 44 S11 = S1 ∗ S10 f(y)
S6 = S2 − S5 y2 − 44

for Alice, XB for Bob, and XC for Carol). He also made them promise that they would not tell
anyone, including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm how to find out (without breaking
the promise) whether the total amount of money they have, XA + XB + XC , is enough to
buy a quantum computer?
• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always

protect the secret of the honest participants from the dishonest ones?

2.7.2 Solution

This problem is a particular case for the problem “A promise and money” for only three participants
(see section 2.8).

2.8 Problem “A promise and money”

2.8.1 Formulation

A group of young cryptographers are interested in quantum computings and really want to buy a
quantum computer. A millionaire gave them a certain amount of money (say, n cryptographers;
Xi for each of them, i = 1, . . . , n). He also made a promise from them that they would not tell
anyone, including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm how to find out (without breaking
the promise) whether the total amount of money they have,

∑n
i=1Xi, is enough to buy a

quantum computer?
• What do you think whether there are such algorithms protecting the secrets of honest par-

ticipants from dishonest ones?
• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always

protect the secret of honest participants from dishonest ones?

2.8.2 Solution

Here we give an idea of the solution proposed by Mikhail Kudinov (Bauman Moscow State Technical
University).

First of all, it is supposed that no one can buy a quantum computer himself without other
participants. Let us assume that N ′ is the amount of money that one needs to buy a quantum
computer and N = nN ′, where n is the number of participants. The millionaire gave them Xi
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money for i ∈ {1, . . . , n}. Each of participants chooses random secrets si,j uniformly so that

n∑
j=1

si,j ≡ Xi (mod N).

Then each of then gives the share si,j to the owner of Xj by the secure channel. After this procedure,
the owner of Xi has shares sk,i for each k ∈ {1, . . . , n}. It is obvious that

n∑
j=1

n∑
i=1

si,j =
n∑
i=1

Xi (mod N).

Under the first suggestion, all participants can together calculate the common amount of money.
The main disadvantage of the algorithm, in addition to the sugges-

IBM’s 50 qubit quantum

computing system [21]

tion, is a big amount of private communication (though the number
of keys can be n for asymmetric schemes).

Analogically, many participants described algorithms similar to
Schneier’s calculating average salary algorithm [13]. In general, all
such algorithms are vulnerable if n − 1 participants are dishonest.
Some participants tried to describe a possibility to use a cryptosystem,
that is homomorphic by “+” and preserves relation “<”, as a general
analysis.

The problem of the first school round is the same problem for
n = 3 (score assignment was more loyal). Despite there was a quite
big number of solutions for this problem in the student round, each
solution had big or small lacks in analysis of the general case, in
analysis of the algorithm advantages and disadvantages, in description
of communications (number of private communications, what kind of
cryptography is used, number of required private keys) and so on. As
a result, there was no possibility to chose “best of the best” for 6
scores and we decided to give 5 scores as maximum. There were nine
maximal-scored solutions.

2.9 Problem “16QAM”

2.9.1 Formulation

For sending messages, Alice and Bob use a fiber-optic communication via 16QAM technology. This
technology allows to send messages whose alphabet consists of 16 letters, where each letter is usually
encoded with a 4-bit Gray code. While a message is transmitted in the channel, single errors in
codewords of the Gray code are possible.

Alice has read an interesting book and would like to share her enthusiasm with Bob! Alice sent
a short fragment from the book to Bob. Due to the characteristics of the communication channel
used, she divided the text into two parts and sent them separately. In the first part, she placed
all of the 16 consonants that occurred in this fragment; in the second part, she placed vowels (“y”
is a vowel), a space, a hyphen and punctuation marks. Then Alice also encoded the letters with
Hamming code to be able to correct single errors. She applied a 7-bit Hamming code with the
parity-check matrix whose columns are written in lexicographical order.

Bob received the following two parts of ciphertext (given in hexadecimal notation):
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Part 1 Part 2
66674C36666F43D3C199900AA1AA325992A

67A59D9B4A8B69330D1BC000153367A5E33

D30E6692D0F349D3321FFFF0ED706667A7F

670D999679F4AA67561BA679B4AA54F34D5

AB0F4AACCF000055CE633670D9DA54CE37F

660DE19CD995335495523CCAAA8F1E03325

86CF48A98CD9B387FD9D546A99E9D200033

3201513FE5B4AA00CCCE9667554CD2CCCB3

330F32A666553CD756AC3E0674E9D369E1D

C6A9999780007F00961E66465519FEA8B25

14CCCB332AA63332CCCE6D2A99AACCCC004

66CA61967319CCD2CE76998CE6433332D19

B46784C65334E999A402ADA0265A99A6633

33319B32D3299698CCC96986619967134CC

B4CE23333334CC6730CE90170CCCD2CE669

996A61999EA63332CCA4C3332D4CD3334CC

D3319994730CCCD3A6669D96A66999699B3

98640CC86CE619676AD4CD3308999866D33

79321C33210B4C6732199B53218019A404C

D2DE65A986663398CCCCCB5319CC6665997

B96A63398CD9CCD2CD9A399A66339866619

98CD9CC325A6339CCE619998C04C66CE633

996A61998CF66967334CC66CA6199865E(0)2

Also, he received the following number sequence: 22, 19, 3, 3, 36, 53, 3, 33, 20, 28. Each number
indicates how many consonants are contained between the punctuation marks.

Recover the text and find the main character of the book Alice has read!

2.9.2 Solution

Some details in the problem statement are insignificant. Namely, we could omit the step with the
Gray code and mind that Alice substitutes 7-bit codewords of the Hamming code for each symbol
in each part of the plaintext.

The crucial idea to broke the cipher Alice and Bob use is analyzing the frequency distribution
in each part of the ciphertext. This helps to deduce the probable meaning of the most common
symbols and form partial words. Tentative search for combinations of consonants and vowels giving
actual words in English expands the partial solution. Frequencies of pairs of letters also give an
improvement but it could seem inessential. At last, one can employ search engine on the Internet
to find the fragment of the book that Alice sent to Bob.

Let us consider a possible solution. Alice uses the Hamming code with the parity check matrix
H and the corresponding generator matrix G, where

H =

0 0 0 1 1 1 1
0 1 1 0 0 1 1
1 0 1 0 1 0 1

 , G =


1 1 1 0 0 0 0
1 0 0 1 1 0 0
0 1 0 1 0 1 0
1 1 0 1 0 0 1

 .
First, rewrite each part of the given ciphertext in the binary form. Split them into 7-bit words and
correct errors using the parity check matrix H. One can decode the Hamming code into a 4-bit
Gray code but it is not a necessary step for the solution. Calculating frequencies of codewords
separately in each part of the given ciphertext, we put them in Table 7.
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Table 7: Frequencies of Hamming codewords in the text

Gray code Hamming code Frequency

1011 0110011 46
0010 0101010 30
1001 0011001 24
0001 1101001 24

0011 1000011 19
0000 0000000 15
0110 1100110 13
1100 0111100 8

1111 1111111 8
1101 1010101 7
0100 1001100 6
1110 0010110 5

1010 1011010 5
0101 0100101 4
1000 1110000 4
0111 0001111 2

Gray code Hamming code Frequency

0100 1001100 85
1011 0110011 50
1001 0011001 33
0001 1101001 26

1010 1011010 17
0011 1000011 9
0000 0000000 8
1110 0010110 7

1100 0111100 2
0010 0101010 1
1000 1110000 1
0111 0001111 0

0101 0100101 0
1101 1010101 0
0110 1100110 0
1111 1111111 0

a) Part 1 b) Part 2

Compare the frequencies obtained with those of letters in the English language. The suitable
frequency distribution can be found in [12], which is cited, e. g., at [20]. According to Lewand,
arranged from most to least common in appearance, the letters are:

e t a o i n s h r d l c u m w f g y p b v k j x q z.

We start with vowels, punctuation marks, spaces, and a hyphen, which are placed in Part 2.
Make a guess that the most frequent symbol in Part 2 is the space. It is also worth to note
that most of punctuation marks are followed by a space in contrast to a hyphen, which is usually
embraced by letters. Using letter frequencies, we determine the probable spaces, vowels, and
hyphen, and construct the following partial solution for this part of the plaintext (the sign #

substitutes punctuation):

ee ae e oe o e ua iaia# e oo oy-oy i o ea ee# u# ea# auae o ie ea o e aoy a oe

o i a i eae# a i o o o eae a oo o i o iee ay ue aeii o aa aie# uuay# e uai uy oy

oe i a e ea i e eae# i e ee oeee o e a a ee a# e e a uy ee e i a e oe o ee a a#

Let us turn to Part 1, which contains 16 consonants occurring in the fragment of the book.
Let us order the codewords of the Hamming code from most to least frequent in Part 1, as it is
shown in Table 7a. Denote the 7-bit codewords by hexadecimal numbers from 0 till F. Then we get
the following ciphertext of 220 symbols in length that is splitted into 10 pieces (according to the
number sequence given in the task):

023402C43E0251412B0103 02C1B32407551003703 4A3 B46 33A4884CE02E804020631094106311739943

1675510A0040C1068047266101D10619FF56D4031A00048090103 355

025108B315023021A3020246102173994 E2333C72410275585D46 021281BD102021A0202631016055

Then we match symbol frequencies in Part 1 of the ciphertext with those of consonants in the
English alphabet. The first five pairs are like as follows: 0 - t, 1 - n, 2 - s/h, 3 - s/h, 4 - r.

The bigram th is the most frequent in English. This allows us to make a suggestion that 2

substitutes h and 3 substitutes s. Then we obtain a partial solution for Part 1 and, combining
with one for Part 2, get the following pieces of the plaintext given in Table 8. It is not difficult
to recognize words these are the at the beginning in (1). Also, we can see the as the first word
in (2) and (8).

12

44



Table 8: Partial plaintext

No. Partial plaintext
(1) thsrthCrsEth5nrnhBtnts

ee ae e oe o e ua iaia#

(2) thCnBshrt755ntts7ts

e oo oy-oy i o ea ee#

(3) rAs

u#

(4) Br6

ea#

(5) ssAr88rCEthE8trtht6snt9rnt6snn7s99rs

auae o ie ea o e aoy a oe o i a i eae#

(6) n6755ntAttrtCnt68tr7h66ntnDnt6n9FF56DrtsnAtttr8t9tnts

a i o o o eae a oo o i o iee ay ue aeii o aa aie#

(7) s55

uuay#

(8) th5nt8Bsn5thsthnAsththr6nthn7s99r

e uai uy oy oe i a e ea i e eae#

(9) EhsssC7hrnth75585Dr6

i e ee oeee o e a a ee a#

(10) thnh8nBDnththnAthth6sntn6t55

e e a uy ee e i a e oe o ee a a#

The best idea for the next step is to search through the English dictionary for words that have
given vowels in the prescribed order. It is possible to use one of the tools for pattern recognition
available on the Internet, e. g., [19]. Advanced participants of the Olympiad implemented some
computer programs on their own.

Consider several examples. We have a word with consonants s55 and vowels uuay in (7), and
the last two consonants are identical. The only match is usually, so we assume that 5 substitutes
the letter l. The pattern auae in combination with double s gives us two possibilities in (5) –
assuage and sausage. In any case, it seems like A means g. Then we have rugs in (3). The
pattern uai and consonants 5nt8B lead us to lunatic in (8), so 8 probably means c.

At this point we revise our matching the letters and their frequencies corresponding to the
Part 1 of the ciphertext. Let us look at the first eight letters with large frequencies: t n h s r l

6 7/c. We can see that the letter d has still been hidden. According to the Lewand distribution
it is the most probable that 6 means d. Then (4) contains Brd and ea what gives us possible words
beard and bread. Therefore, it seems like B substitutes b.

A thoroughly analysis of the remaining ciphertext and search for words by patterns and number
of letters eventually lead us to the plaintext (with punctuation replaced by #):

these are the mores of the lunar inhabitants# the moon boy-shorty will not eat

sweets# rugs# bread# sausage or ice cream of the factory that does not print

ads in newspapers# and will not go to treatment a doctor who did not invented

any puzzle advertising to attract patients# usually# the lunatic buys only

those things that he read in the newspaper# if he sees somewhere on the wall

a clever ad# then he can buy even the thing that he does not need at all#

This is a fragment of the fairytail novel “Dunno on the Moon” by Russian writer Nikolay Nosov.
The title character of the novel is a boy-shorty Dunno. The problem was completely solved by 13
teams in the second round and by Samuel Tang (Hong Kong, Black Bauhinia) in the first round.
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The best solutions were proposed by the team of Irina Slonkina, Mikhail Sorokin, and Vladimir
Bobrov (Bauman Moscow State Technical University), and the team of Vladimir Paprotski, Dmitry
Zarembo, and Karina Kruglik (Belarusian State University).

2.10 Problem “APN + Involutions”

The first three questions Q1, Q2, Q3 were given as the problem “APN + Involutions” in the first
round. The extended version of the task for the second round included also the question Q4 that
contains open problems.

2.10.1 Formulation

Alice wants to construct a block cipher with heavy use of involutions as subcomponents; this
minimizes difference between the algorithms for encryption and decryption. She knows that APN
permutations are the best choice of subcomponents to resist attacks based on differential tech-
nique. She wants to construct a set of APN permutations that are involutions for every n > 2.

Alice knows that any involution can be expressed as the product of disjoint transpositions.
So, she decides to study the following involution

g =
d∏
i=1

(
αi, α

′
i

)
,

where {αi, α′i} ∩ {αj , α′j} = ∅ for all i, j ∈ {1, ..., d}, i 6= j, 1 6 d 6 2n−1.

Alice needs your help to get APN permutations among such involutions g. Find answers to the
following questions!

Q1 Let
Λ(g) =

{
αi ⊕ α′i : i = 1, ..., d

}
, Λ̂(g) =

[
αi ⊕ α′i : i = 1, ..., d

]
,

B(g) =
{
x⊕ y : {x, y} ⊆ FixP(g), x 6= y

}
, B̂(g) =

[
x⊕ y : {x, y} ⊆ FixP(g), x 6= y

]
,

where FixP(g) is the set of all fixed points of g, i. e. FixP(g) = {x ∈ Fn2 : g(x) = x} .

Suppose that g is an APN permutation. Get necessary conditions for multisets Λ̂(g), B̂(g) and
sets Λ(g), B(g). Prove that if your conditions do not hold, then g is not an APN permutation.

Q2 Let
da,b(g) = |{x ∈ Fn2 : g(x⊕ a)⊕ g(x) = b}|, a, b ∈ Fn2 .

Let g be an involution and APN. Find da,a(g) for each nonzero a ∈ Fn2 .

Q3 Can you get the nontrivial upper bound on |FixP(g)|?

Q4 Let Mn be the set of all n-bit involutions that are APN permutations.

(a) Can you find the cardinality of Mn for n = 2, 3, 4?

(b) Can you find the cardinality of Mn for n = 5?

(c) Bonus problem (extra scores, a special prize!)

Let n > 6. Can you get the lower and the upper bounds for the cardinality of Mn?
Can you describe involutions from Mn? Can you suggest constructions for involutions
from Mn?
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Note that the mapping x 7→ x−1 in the Galois field GF (2n) belongs to Mn for odd n > 3.

Remark. Let us recall relevant definitions.

• Fn2 is the vector space of dimension over F2 = {0, 1}.
• A vector x ∈ Fn2 has the form x = (x1, ..., xn), where xi ∈ F2. For two vectors x, y ∈ Fn2 their

sum is x⊕ y = (x1 ⊕ y1, ..., xn ⊕ yn), where ⊕ stands for XOR operation.
• Let X̂ =

[
x1, ..., xd

]
be a multiset with the underlying set Fn2 , where x1, ..., xd ∈ Fn2 .

Note that all elements in a set are distinct. Unlike a set, a multiset allows for multiple
instances for each of its elements.
• A permutation s is a mapping from Fn2 to Fn2 such that s(x) 6= s(y) for all x, y ∈ Fn2 , x 6= y.
• An involution s is a permutation that is its own inverse, s2(x) = s(s(x)) = x for all x ∈ Fn2 .
• For any different vectors α, β ∈ Fn2 , a permutation s is called a transposition if s(α) = β,
s(β) = α and s(x) = x for all x ∈ Fn2\{α, β}; it is denoted by s = (α, β).
• A permutation s is called APN (Almost Perfect Nonlinear) if, for every nonzero a ∈ Fn2 and

every b ∈ Fn2 , the equation s(x⊕ a)⊕ s(x) = b has at most 2 solutions.

2.10.2 Solution

Q1 Let a ∈ Λ(g). Hence, a = x⊕ y, where y = g(x) and (x, y) = (αi, α
′
i) for some i. Then

g(x⊕ a) = g(y) = x = y ⊕ a = g(x)⊕ a.

Let a ∈ B(g). Hence, a = x⊕ y, where x, y ∈ FixP(g). Then

g(x⊕ a) = g(y) = y = x⊕ a = g(x)⊕ a.

Thus, da,a(g) > 2 for any vector a ∈ Λ(g) ∪ B(g).

Let g be an APN permutation. Then da,a(g) = 2. Hence, the multiplicity of all elements

from Λ(g) and B(g) is 1. Thus, Λ(g) = Λ̂(g) and B(g) = B̂(g). Note that Λ(g) ∩ B(g) = ∅.

Q2 Since g is an APN permutation, then da,a(g) 6 2. As we get in Q1, da,a(g) = 2 for any vector
a ∈ Λ(g) ∪ B(g). Let us prove that da,a(g) = 0 for a /∈ Λ(g) ∪ B(g).

Let a be a nonzero vector and x be a solution of g(x⊕a)⊕g(x) = a. Since g is a permutation,
then either x ∈ FixP(g) or x = αi (x = α′i) for some i. Consider two cases:

1. Let x ∈ FixP(g). Then, g(x ⊕ a) ⊕ g(x) = a implies g(x ⊕ a) = x ⊕ a. Hence, x ⊕ a ∈
FixP(g). As a result, a ∈ B(g).

2. Without loss of generality, let x = αi for some i and y = x ⊕ a. If y ∈ FixP(g), then
g(x ⊕ a) ⊕ g(x) = a implies g(x) = x, which is a contradiction. Hence, without loss of
generality, y = α′j for some j (so, we have αi ⊕ α′j = a). Then

g(αi ⊕ a)⊕ g(αi) = a ⇒ g(α′j)⊕ α′i = a ⇒ αj ⊕ α′i = a.

Let us show that α′i and αj is also solutions. Indeed,

g(α′i ⊕ a)⊕ g(α′i) = g(αj)⊕ αi = α′j ⊕ αi = a

and
g(αj ⊕ a)⊕ g(αj) = g(α′i)⊕ α′j = αi ⊕ α′j = a.

Thus, if i 6= j, we get at least 3 solutions that is contradiction for the APN property of
g. Hence, j = i and a ∈ Λ(g).
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Q3 Let us prove that |FixP(g)| 6 1 + (2n−1 − 1)1/2.

The involution g is APN. From Q1 we have

B(g) ∩ Λ(g) = ∅. (1)

Let q = |FixP(g)|. Since g is an involution, we have that q is even. From equality (1) and
Λ(g) ∪ B(g) ⊆ Fn2\{0} it follows that

|Λ(g)|+ |BB(g)| 6 2n − 1. (2)

Since |B(g)| =
(
q
2

)
, |Λ(g)| = 2n−1 − q/2, we have

|Λ(g)|+ |BB(g)| = q(q − 1)/2 + 2n−1 − q/2.

From inequality (2), we get

q(q − 1)/2 + 2n − q 6 2n − 1.

Thus,
q(q − 2)/2 6 2n−1 − 1,

i. e.
q 6 1 + (2n−1 − 1)1/2.

Q4 (a) It could be computationally verified that M2 = ∅ and |M3| = 224. Then, it is known [3]
that there are no APN permutations for n = 4. Hence, M4 = ∅.

(b) Let us recall several definitions. A function A : Fn2 → Fn2 is affine if A(x ⊕ y) =
A(x) ⊕ A(y) ⊕ A(0) for any x, y ∈ Fn2 . Two functions F,G : Fn2 → Fn2 are called affine
equivalent if there exist affine permutations A1, A2 such that F = A1 ◦F ◦A2. It is easy
to see that the APN permutation property of a function is an invariant under the affine
equivalence. There exist [3] only five the affine equivalence classes of APN permutations.
Moreover, by [3, theorem 3] only one class contains functions together with their inverses.
Hence, only this class of APN permutations can contain involutions. The representative
of this class is the famous inverse function over the finite field: F (x) = x−1 for nonzero
x and F (0) = 0 (here, functions from Fn2 to Fn2 are considered as functions over the finite
field of order 2n). The inverse function is an involution. Thus, all APN involutions for
n = 5 are affine equivalent to the inverse function.

(c) There were no interesting suggestions by the participants for these open problems.

The unique full correct solution in the first round was proposed by Henning Seidler (Germany,
TU Berlin). In the second round, the best solution for 11 scores was proposed by the team of
Kristina Geut, Sergey Titov, and Dmitry Ananichev (Russia, Ural State University of Railway
Transport, Ural Federal University).

2.11 Problem “Sharing”

2.11.1 Formulation

Bob is interested in studying mathematical countermeasures to side-channel attacks on block ci-
phers. He found out that techniques such as special sharings of functions can be applied. Now he
is thinking about the following mathematical problem in this approach.
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Let F denote the set of invertible functions (permutations) from F4
2 to F4

2 and Fn denote
the set of invertible functions from (F4

2)
n to (F4

2)
n. Let F ∈ Fn be

F (x1, x2, . . . , xn) = (F1(x1, x2, . . . , xn), F2(x1, x2, . . . , xn) . . . , Fn(x1, x2, . . . , xn)),

with component functions Fi : (F4
2)
n → F4

2, i = 1, . . . , n.

For any f ∈ F , a function F ∈ Fn is called a sharing of f if

n∑
i=1

Fi(x1, x2, . . . , xn) = f

(
n∑
i=1

xi

)
for all (x1, x2, . . . , xn) ∈ (F4

2)
n.

Moreover, F is a non-complete sharing of f if F is a sharing of f with the additional property
that each component function Fi is independent of xi.

Bob needs your help to study functions for which non-complete sharing exists. Find answers to
the following questions!

Q1 Let A denote the set of affine functions from F4
2 to F4

2. Two functions f, g ∈ F are affine
equivalent if there exist a, b ∈ A such that g = b ◦ f ◦ a.

Let f, g be two functions in the same affine equivalence class of F and let F be a non-complete
sharing of f . Derive from F a non-complete sharing for g.

All functions of the same affine equivalence class have the same degree. It is known [4] that
this equivalence relation partitions F into 302 classes: 1 class corresponds to A, 6 classes contain
quadratic functions, 295 classes contain cubic functions.

Also, Bob knows that when n > 5, there exists a non-complete sharing for each f ∈ F (it can
be shown by construction). When n = 2 a non-complete sharing exists only for the functions in A.
When n = 3, non-complete sharings exist for A and also for 5 out of the 6 equivalence classes
containing quadratic functions. When n = 4, non-complete sharings exist for A, for all 6 quadratic
equivalence classes and for 5 cubic classes.

Q2 Bonus problem (extra scores, a special prize!)

Find a concise mathematical property that a function f ∈ F must have in order that a
non-complete sharing F exists for n = 3, 4.

Q3 Bonus problem (extra scores, a special prize!)

Generalize to functions over F5
2, F6

2.

2.11.2 Solution

Q1 Let f, g be two functions in the same affine equivalence class of F , that is g = b ◦ f ◦ a for
some a, b ∈ A, and let F ∈ Fn be a non-complete sharing of f . At first, one can notice that
since f, g are invertible, the mappings a, b must be invertible as well. Let us denote

a(x) = Ax+ a′, x ∈ F4
2,

b(x) = Bx+ b′, x ∈ F4
2,

where A,B are nonsingular binary matrices of order 4× 4 and a′, b′ ∈ F4
2.

17

49



Using components functions {Fi}ni=1 of F , we define the invertible function G ∈ Fn with
components functions

Gj (x1, x2, ..., xn) =

{
BF1 (Ax1 + a′, Ax2, ..., Axn) + b′, j = 1,

BFj (Ax1 + a′, Ax2, ..., Axn) , j 6= 1,

where j = 1, 2, ..., n.

Then for any (x1, x2, ..., xn) ∈
(
F4
2

)n
, it holds

n∑
j=1

Gj (x1, x2, ..., xn) = BF1

(
Ax1 + a′, Ax2, ..., Axn

)
+ b′+

+

n∑
j=2

BFj
(
Ax1 + a′, Ax2, ..., Axn

)
= B

 n∑
j=1

Fj
(
Ax1 + a′, Ax2, ..., Axn

)+ b′ =

= Bf
(
Ax1 + a′ +Ax2 + . . .+Axn

)
+ b′ = Bf

[
A

(
n∑
i=1

xi

)
+ a′

]
+ b′ =

= b ◦ f ◦ a

(
n∑
i=1

xi

)
= g

(
n∑
i=1

xi

)
.

Therefore, the function G ∈ Fn defined as

G (x1, x2, ..., xn) = (G1 (x1, x2, ..., xn) , G2 (x1, x2, ..., xn) , ..., Gn (x1, x2, ..., xn)) ,

is a sharing of g.

From non-completeness of F it follows that Gj , which is in fact an affine transformation of
Fj , does not depend on xj . Hence, G is a non-complete sharing of g.

Q2-Q3 These open problems were not solved completely during the Olympiad. Nevertheless, one per-
spective solution was proposed by the team of Victoria Vlasova, Mikhail Polyakov, and Alexey
Chilikov (Bauman Moscow State Technical University). They found a sufficient condition for
the existence of non-complete sharing for n = 3. Let us describe it here.

Let wt(y) be the Hamming weight of a binary vector y. For σ ∈ F2, we denote

δσ(y) =

{
y, σ = 1,

0, σ = 0,

where 0 is a zero vector of the same dimension as y.

Let V be a vector space over the field K and assume that for the invertible function f : V → V
it holds ∑

σ∈Fn
2

(−1)wt(σ)f

(
n∑
i=1

δσi (xi)

)
= 0, (3)

then there exists a non-complete sharing for f . Further we conider the case n = 3.

Indeed, for any (x1, x2, x3) ∈ V 3 put

F1 (x1, x2, x3) = f (x2)− f (x2 + x3) ,
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F2 (x1, x2, x3) = f (x3)− f (x1 + x3) ,

F3 (x1, x2, x3) = f (x1)− f (x1 + x2) .

It is clear that every Fi : V 3 → V does not depend on xi, where i = 1, 2, 3. Consider the
expression

3∑
i=1

Fi (x1, x2, x3) = f (x2)− f (x2 + x3) + f (x3)− f (x3 + x1) + f (x1)− f (x1 + x2) =

=
∑
σ∈F3

2

(−1)wt(σ)f

(
3∑
i=1

δσi (xi)

)
+ f (x1 + x2 + x3)− f(0) = f (x1 + x2 + x3)− f(0).

Without loss of generality we assume that f(0) = 0, otherwise we can consider the initial
problem for the function g(x) = f(x) − f(0) with g(0) = 0 and which, by the arguments
from Q1, has non-complete sharing if and only if f does.

Finally
3∑
i=1

Fi (x1, x2, x3) = f (x1 + x2 + x3) ,

that concludes the proof.

It was also shown by the authors that the condition (3) is necessary for the existence of
non-complete sharing of f for any n.

Taking V = Fm2 with m = 4, 5, 6 and K = F2 one can obtain a solution of Q2, Q3 for the
case n = 3.

2.12 Problem “Factoring in 2019”

2.12.1 Formulation

Nicole is learning about the RSA cryptosystem. She has chosen random 500-bit prime numbers p
and q, 2499 6 p, q < 2500, and computed n = p · q. Being a curious and creative person, she has
also combined the three numbers in funny ways. Her favorite one is an integer h such that

h ≡ 32019p2 + 52019q2 (mod n2 + 8 · 2019).

Unfortunately, she has lost the paper where she wrote the two prime numbers. Luckily, she
remembers n and h. Help Nicole to recover p and q.

n = 40763613025504836845249840044831561583564626405535158138667037

18791672670905308860844304055285019651507728831663677166092475

16155419756121537288444995708421977847213953345126368990185271

10259760189356588305406519080647582874212687596214191915933827

67252094717222418132289251314647500491996323400002019,
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h = 78307999278336577586961528110240026923828914927526911949501196

64549497756373569985393554661132717198368717093111812566649031

17342818449633588647098544612151278035131454234786653136500887

08830470996542888912418213532073622903727205396807848603735835

72653630883685906916701587362236649126895719656663293825501223

97088799629252601249428062432254738935764304610281613264225641

74990272864680012560095992125783832230234589257650929348364268

48117494065463529201859600747521892957258104033195441014023432

36581529201392185327635674923459290749241831590661903965132514

2154451518308886658505820006667836934411881.

2.12.2 Solution

This problem is based on a (simplified) variation of the Coppersmith method.
Let m = n2 + 8 · 2019. It is a composite number with unknown factors. The idea is to find an

integer a such that numbers

a1 = a · 32019 mod m, and

a2 = a · 52019 mod m

are small enough and a1p
2 + a2q

2 exceeds the modulus m by a small amount and can be recovered
from a · h mod m. This can be done using the Lagrange-Gauss algorithm (which is a special case
and the building block of the LLL algorithm). Let Λ be the lattice spanned by the two vectors

v1 =
(
1, (52019 · (32019)−1 mod m)

)
,

v2 =
(
0, m

)
.

Consider an arbitrary vector v = (a1, a2) in this lattice. It is easy to verify that

a1p
2 + a2q

2 ≡ a1 · h · (32019)−1 (mod m).

The lattice reduction guarantees to find such vector v with the norm

‖v‖ =
√
a21 + a22 ≤ 2(d−1)/4(det Λ)1/d =

√
m/

4
√

2,

where d = 2 is the dimension of the lattice. In particular,

|a1p2 + a2q
2| ≤ n(p2 + q2) < n(p+ q)2 < 10n2,

where the last two inequalities follow from balancedness of the primes (i.e., max(p, q) ≤ 2 min(p, q)).
It follows that there exists an integer z, |z| < 10, such that

a1 · h · (32019)−1 mod m+ zm = a1p
2 + a2q

2.

As a result, we obtain an equation in p2 and q2. By replacing p = n/q, we obtain a biquadratic
equation in q which is easy to solve and factor n.
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The final solution is:

p = 20190000758781541816811298104144770223468182091751945248792088

90921501144547048007953722271285690350264116081579241189587393

202602664199899594021414383,

q = 20190000739734941945213398056820939591822657460839955948263937

53631669289175827851666668014167119439386543289850940734885806

826120718179729242641026893.

The best solution was proposed by Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov
team (Russia, Bauman Moscow State Technical University).

2.13 Problem “TwinPeaks3” (online)

2.13.1 Formulation

As Bob’s previous cipher TwinPeaks2 (NSUCRYPTO-2018) was broken again, he finally decided
to read some books on cryptography. His new cipher is now inspired by practical ciphers, while the
number of rounds was reduced a bit for better performance.

Not only the best techniques were adopted by Bob, but also he decided to enhance his cipher
by security through obscurity, so the round functions are now unknown. The only thing known
about these functions is that they are the same for odd and even rounds.

New Bob’s cipher works as follows. A message X is represented as a binary word of length 128.
It is divided into four 32-bit words a, b, c, d and then the following round transformation is applied
32 times:

(a, b, c, d)← (b, c, d, a⊕ (Fi(b, c, d)))
Fi = F1 for odd rounds and Fi = F2 for the rest.

Here F1 and F2 are secret functions accepting three 32-bit words and returning one word; and ⊕
is the binary bitwise XOR. The concatenation of the final a, b, c, d is the resulting ciphertext Y for
the message X.

Agent Cooper again wants to read Bob’s messages. He caught the ciphertext

Y = e473f19a247429ab33b66268d57dd241

(the ciphertext is given in hexadecimal notation, the first byte is e4).
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He was also able to gain access to Bob’s testing server with encryption and decryption routines,
using the secret key. Here it is [17]. Unfortunately, the version of software available on this server
is not final. So, the decryption routine is incomplete and only uses keys in the reverse order, which
is not sufficient for decryption:

(a, b, c, d)← (b, c, d, a⊕ (Fi(b, c, d)))
Fi = F2 for odd rounds and Fi = F1 for the rest.

The server can also process multiple blocks of text at a time: they will be processed one-by-one and
then concatenated, as in the regular ECB cipher mode of operation. Ciphertexts and plaintexts
are given and processed by the server in hexadecimal notation.

Help Cooper to decrypt Y .

2.13.2 Solution

Let fi be the round transformation of round i:

fi : (a, b, c, d)← (b, c, d, a⊕ (Fk(i)(b, c, d))),

where k(i) = 1 for odd i and k(i) = 2 for the rest.
Hence, we can represent the encryption transformation E as

E = (f1f2)
16.

Let I be the incomplete decryption transformation described in the problem statement. The
encryption and the incomplete decryption processes only differ in key order, so I can be written in
terms of fi:

I = (f2f1)
16.

The decryption transformation E−1 can be represented as

E−1 = (f−12 f−11 )16,

where f−1i is the inverse of fi and is given by the following transformation:

f−1i : (a, b, c, d)← (d⊕ (Fk(i)(a, b, c)), a, b, c)

Thus, to apply E−1 to the ciphertext one should be able to compute F1(x, y, z) and F2(x, y, z)
that are secret. To recover these functions a slide attack can be used.

The idea is to find words x = (x1, x2, x3, x4) and y = (y1, y2, y3, y4) such that fi(x) = y. If such
a pair is found, then Fi can be found as

Fi(x2, x3, x4) = y4 ⊕ x1.

We use the following idea to find a desired pair: if Efi(x) = E(y), then fi(x) = y. Let us start
with F1. We need a pair of x and y such that Ef1(x) = E(y). This relation can be written as

(f1f2)
16f1(x) = (f1f2)

16(y)
f1(f2f1)

16(x) = (f1f2)
16(y)

f1I(x) = E(y)
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We come to a conclusion that if f1I(x) = E(y), then f1(x) = y. The condition f1I(x) = Ey
can be checked by using the definition of f1: if (I(x))2 = (E(y))1, (I(x))3 = (E(y))2 and (I(x))4 =
(E(y))3, then it is likely that f1I(x) = E(y). The probability of false positives is approximately
2−96 for random Fi functions. So, it can be considered as negligible. Both I(x) and E(y) are
available on the encryption oracle for arbitrary x and y as the incomplete decryption and the
encryption routines respectively.

To find Fi(a, b, c), let us brute force over x and y of the following forms: x = (X, a, b, c) and
y = (a, b, c,X ′). According to the birthday paradox, a desired pair can be found in 2∗216 operations
average (instead of 232 if we lock X or X ′ to some constant value).

As soon as we find such a pair x and y, we can compute F1(a, b, c) and apply f−11 to the
ciphertext and decrypt the last round. Then F2 can be found the same way by replacing I and
E with each other due to the symmetry. By doing this round by round, we decrypt the whole
ciphertext and get the desired message (in hexadecimal notation)

acherrypieplease

The reference implementation of this attack requires 222 blocks of text to be encrypted and 10
minutes of time average. It is important to use the server’s ability to process multiple blocks of
text at a time to minimize the amount of HTTP requests.

Four teams successfully solved the problem using the same method.

2.14 Problem “Curl27”

2.14.1 Formulation

Bob is developing the 3OTA infrastructure and has designed a new hash function Curl27 for it. A
distinguishing feature of the infrastructure is the ternary logic: trits from the set T = {0, 1,−1}
are used instead of bits, ternary strings and words are used instead of binary ones. The Curl27
hash function is defined below. Its implementation in Java can be found in [18].

Find a collision for Curl27, that is, different ternary strings X and X ′ such that Curl27(X) =
Curl27(X ′). Submit colliding strings as two lines of trits separated by commas. An example of a
(wrong!) solution is:

-1,1,0,1,1,0

-1,-1,1,0,1,1,-1,0

Description of Curl27. The Curl27 function maps a ternary string X of arbitrary length to a
hash value from T243. When hashing, an auxiliary sponge function Curl27-f : T729 → T729 is used.
The hashing algorithm:

1. Pad X with zeros to make its length a multiple of 243. Divide the resulting string into blocks
X1, X2, . . . , Xd ∈ T243.

2. Prepare the state W = W0W1W2 ∈ T729 consisting of words Wi ∈ T243. Initialize the state
by filling W0 and W2 with zeros and W1 with the encoded initial (before padding) length
of X. The length is encoded by a ternary word according to the little-endian conventions:
less significant trits go first. For example, the length 25 = 1 − 31 + 33 is presented by the
word 11̄01000 . . . 0︸ ︷︷ ︸

243

. Here 1̄ stands for −1.

3. For i = 1, 2, . . . , d, do: W0 ← Xi, W ← Curl27-f(W ).

23

55



4. Return W0.

Description of Curl27-f. In Curl27-f the S-box

S : T3 → T3, (a, b, c) 7→ (F (a, b, c), F (b, c, a), F (c, a, b))

is used. Here

F (a, b, c) = a2b2c+ a2bc2 − ab2c2 + a2b2 − a2bc+ a2c2 + ab2c

− a2c+ ab2 − ac2 + b2c+ bc2 − a2 − b2 + bc− c2 − c+ 1,

where the calculations are carried out modulo 3 while the residue 2 is represented by the trit −1.
To transform the state W , 27 rounds are performed. A round consists of 6 steps. At each

step triplets of trits of W are grouped in a certain way. Then each triplet (a, b, c) is replaced with
S(a, b, c).

Groupings are organized as follows (see the picture below). At the first step, the state is divided
into 3 words of 243 trits. Trits of these words in the same positions are grouped. In the second
step, the state is divided into 9 words of 81 trits. Trits of the 1st, 2nd and 3rd words in the same
positions are grouped, then trits of the 4th, 5th and 6th words, and so on. After that, the state
is divided into words of length 27, then length 9, then length 3 while maintaining the logic of
groupings. In the last sixth step, consecutive triplets of trits are grouped.

Bonus problem (extra scores, a special prize!). Find a collision when the state is initialized
in a different way: now W0,W2 are not filled with zeros, the word 011̄011̄ . . . 011̄︸ ︷︷ ︸

243

is written in each

of them instead.

4

5

6

..
.

Groupings (3 last steps, grouped trits are painted the same color)

2.14.2 Solution

For a word u in the alphabet T, let um be the word of m copies of u. Supposing u = u0u1 . . . un−1
denote u[m] = um0 u

m
1 . . . u

m
n−1. We call a word of the form u[m] m-fragmented.

Theorem. Let m be a power of 3, m ≤ 729. The sponge function Curl27-f preserves m-
fragmentation, that is, if W is m-fragmented, then Curl27-f(W ) is also m-fragmented.

Proof. At the ith step of the Curl27-f round function, the state W is divided into words of length
n = 36−i, i = 1, 2, . . . , 6. For n ≤ m the step function preserves equality of trits inside fragments.
It follows from the fact that S(a, a, a) = (b, b, b). For n > m equality is also preserved since in each
fragment trits at the different positions are processed in the same way.

24

56



Let m be a small power of 3 (interesting cases are m = 3, 9, 27). Consider a ternary string X
of length

1 + 3 + 32 + . . .+ 3m−1 = (3m − 1)/2.

The length is given by a word of m ones. Consequently, the initial state of Curl27 when processing X
is m-fragmented (one fragment of ones, the remaining fragments of zeros).

Let us choose trits of X so as to preserve m-fragmentation of the state during hashing. This
is easy to do using Theorem: each full m-fragment of X must have the form αm, α ∈ T, and, in
addition, trits of the last (incomplete) fragment must be zero to be consistent with the padding
trits. Having achieved m-fragmentation of states, we automatically obtain m-fragmentation of hash
values. Now a hash value is determined by 243/m trits, each of which is repeated m times. We can

find a collision for Curl27 after processing of about
√

3243/m strings X of the described structure,
that is, in time of order

3m ·
√

3243/m = 3m+121.5/m.

The minimum of the function above is achieved at m = 9. During the attack with m = 9 it is
required to process approximately

√
313.5 strings of 9841 = 243 · 40 + 121 trits each.

An example of colliding messages:

X = 0243·39(101100110101111100101100000)[9]0121,

X ′ = 0243·39(000011110100111111001000000)[9]0121.

This collision was found by Jeremy Jean (National Cybersecurity Agency of France), the only
participant who solved the problem.

The preservation of fragmentation is an invariant of Curl27-f which allows to decrease the di-
mension and thereby effectively solve the basic problem. To solve the bonus problem, Jeremy
Jean proposed to use another invariant for Curl27-f: if each part W0, W1, W2 of the state W is
3-expanded, then this fact also holds for Curl27-f(W ). Here we call a word U ∈ T243 3-expanded if
it has the form (abc)81, abc ∈ T3.

In the initial state, the parts W0 and W2 are indeed 3-expanded. To comply with the invariant,
the part W1 representing the length of a hashed string X must have one of the forms (ab1)81, (a10)81

or (100)81 (the length is nonzero and positive). As a result, X consists of at least 1+27+. . .+2780 >
3240 trits.

It is easy to maintain the invariant during hashing: full 243-fragments of X must be 3-expanded
and the last incomplete fragment (if it exists) must be filled with zeros. The resulting hash values are
3-expanded, there are only 27 choices for them and a collision will surely be found after processing
only 28 strings X. Of course, the attack is impractical: the time of order 3240, which is required
only for recording colliding messages, is unacceptably large even compared to the time 3243/2 of the
standard birthday attack.

2.15 Problem “8-bit S-box”

2.15.1 Formulation

Permutations S of the set {0, 1}n or Fn2 are usually called n-bit S-boxes. We will focus on the
following cryptographic properties of S-boxes:

1. The (minimal) algebraic degree of S, denoted by deg(S), is the minimum of algebraic
degrees of all component functions of S.
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2. The nonlinearity of S, denoted by nl(S), is the minimal Hamming distance between all
component functions of S and the set of all affine functions.

3. The differential uniformity of S, denoted by du(S) is the maximal number of solutions of
the equation S(x)⊕ S(x⊕ α) = β for any nonzero vector α and any vector β.

4. The (graph) algebraic immunity of S, denoted by ai(S), is the minimal algebraic degree
of all nonzero Boolean functions f in 2n variables such that f(x, y) = 0 for any x ∈ Fn2 and
y = S(x).

In modern symmetric cryptography, S-boxes of dimension n = 8 are probably the most popular.
For example, such an S-box is used in the AES block cipher. The characteristics of SAES:

(deg, nl,du, ai)(SAES) = (7, 112, 4, 2).

The value ai(SAES) = 2 means that SAES (and the whole AES) can be compactly described by
quadratic equations. This can be a weakness in the context of algebraic attacks.

Imposing the restrictions (deg, ai)(S) = (7, 3) (optimal values), we need to maximize nl(S) and
minimize du(S). The current best result [7, 8] is

(deg, nl,du, ai)(S) = (7, 108, 6, 3).

Problem for a special prize! You need to improve this result: find 8-bit S with nl(S) > 108
and/or du(S) < 6 while preserving deg(S) = 7 and ai(S) = 3.

Remarks. Let us recall relevant definitions.

1. A Boolean function f : Fn2 → F2 can be uniquely represented in the algebraic normal form
(ANF) in the following way: f(x) =

⊕
I∈P(N) aI

(∏
i∈I xi

)
, where P(N) is the power set of

N = {1, . . . , n} and aI ∈ F2.
2. The algebraic degree of F is degree of its ANF: deg(F ) = max{|I| : aI 6= 0, I ∈ P(N)}.
3. Boolean functions of the algebraic degree not more than 1 are called affine.
4. The Hamming distance between Boolean functions f and g is the number of vectors x ∈ Fn2

such that f(x) 6= g(x).
5. A function S : Fn2 → Fn2 can be given as S = (s1, . . . , sn), where si is a Boolean function; a

nontrivial linear combination of s1, . . . , sn is a component function of S.

2.15.2 Solution

There were no valuable ideas from the Olympiad participants. The problem remains unsolved for
the considered configuration of cryptographic properties. There exist several dozen of constructions,
based on well-known butterfly structure, that provide current record (7, 108, 6, 3), see [7, 8]. This
leads to the idea that if candidates for improvement exist, then they are likely outside the known
structures and constructions of cryptographic permutations.

2.16 Problem “Conjecture”

2.16.1 Formulation

Let F2 be the finite field with two elements and n be any positive integer larger than or equal
to 3. Let f(X) be an irreducible polynomial of degree n over F2. It is known that the set of the
equivalence classes β of polynomials over F2 modulo f(X) is a finite field of order 2n, that we shall
denote by F2n . It is known that different choices of the irreducible polynomial give automorphic
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finite fields and such choice has then no incidence on the algebraic problems on the corresponding
fields.

Problem for a special prize! Prove or disprove the following

Conjecture. Let k be co-prime with n. For every β ∈ F2n , let F (β) = β4
k−2k+1. Let ∆ =

{F (β) + F (β + 1) + 1; β ∈ F2n}. For every distinct nonzero v1, v2 in F2n , we have

|{(x, y, z) ∈ ∆3; v1x+ v2y + (v1 + v2)z = 0}| = 22n−3.

Example for n = 3: we can take f(X) = X3 + X + 1, then each element β of the field F23

can be written as a polynomial of degree at most 2: a0 + a1X + a2X
2, with a0, a1, a2 ∈ F2. The

element 0 corresponds to the null polynomial; and the unity, denoted by 1, corresponds to the
constant polynomial 1. We can calculate the table of multiplication in F23 (the table of addition
just corresponds to adding polynomials of degree at most 2); this allows calculating any power of
any element of the field and check the property.

2.16.2 Solution

This mathematical problem is open and difficult. It was presented in [5] for the first time and
discussed in [6]. The conjecture was verified for small n (odd values n 6 11, even values n 6 8).
The Olympiad participants suggested several ideas. Unfortunately, none of them gave significant
advances to prove a conjecture or search for a counterexample. The team of Kristina Geut, Sergey
Titov, and Dmitry Ananichev (Ural State University of Railway Transport) and the team of Alexey
Zelenetskiy, Mikhail Kudinov, and Denis Nabokov (Bauman Moscow State Technical University)
proved the conjecture for a particular case k = 1. Nevertheless, this case is peculiar since the
function is then quadratic and the result is known for quadratic functions. The proofs cannot be
generalized to the common case.

3 Winners of the Olympiad

Here we list information about the winners of NSUCRYPTO’2019 in Tables 9, 10, 11, 12, 13.

Table 9: Winners of the first round in school section A (“School Student”)

Place Name Country, City School Scores

1 Borislav Kirilov Bulgaria, Sofia The First Private Mathematical Gymnasium 16

1 Alexey Lvov Russia, Novosibirsk Gymnasium 6 16

2 Lenart Bucar Slovenia, Ljubljana Gymnasium Bezigrad 15

3 Varvara Lebedinskaya Russia, Novosibirsk The Specialized Educational Scientific Center of
Novosibirsk State University

14

3 Gabriel Ericson Sweden, Örebro Tullangsskolan 14

Diploma Vlad Coneschi Romania, Slatina Radu Greceanu National College 11

Diploma Wang Duanyu Singapore, Singapore New Town Primary School 9

Diploma Vlad Ratnikov Russia, Yaroslavl School 33 of Yaroslavl 9

Diploma Nikita Kukin Russia, Moscow Gymnasium 1540 of Moscow 8

Diploma Michail Kostochka Russia, Novosibirsk Lyceum 130 8
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Table 10: Winners of the first round, section B (in the category “University Student”)

Place Name Country, City University Scores

1 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 22

1 Mikhail Kudinov Russia, Moscow Bauman Moscow State Technical University 21

2 Narendra Patel India, Roorkee Indian Institute of Technology Roorkee 19

2 Vladimir Schavelev Russia, Saint Petersburg Saint Petersburg State University 19

3 Thanh Nguyen Van Vietnam, Ho Chi Minh City Ho Chi Minh City University of Technology 16

3 Daria Grebenchuk Russia, Yaroslavl Yaroslavl State University 16

3 Roman Gibadulin Russia, Yaroslavl Yaroslavl State University 16

3 Tuong Nguyen Vietnam, Ho Chi Minh City Ho Chi Minh City University of Technology 15

Diploma Denis Nabokov Russia, Moscow Bauman Moscow State Technical University 14

Diploma Filip Dashtevski Macedonia, Kumanovo TU Delft 14

Diploma Sayooj Samuel India, Kollam Amrita University 14

Diploma Paul Cotan Romania, Iaşi Alexandru Ioan Cuza University 13

Diploma Karina Kruglik Belarus, Minsk Belarusian State University 13

Diploma Hosein Hadipour Iran, Tehran University of Tehran 13

Diploma Polina Raspopova Russia, Yekaterinburg Ural State University of Railway Transport 12

Diploma Gorazd Dimitrov Macedonia, Skopje Ecole Polytechnique 12

Diploma Diana Bespechnaya Russia, Moscow Bauman Moscow State Technical University 12

Diploma Nikolay Prudkovskiy Russia, Moscow Bauman Moscow State Technical University 12

Diploma Riccardo Zanotto Italy, Pisa University of Pisa 12

Diploma Dmitry Zakharov Russia, Moscow National Research Nuclear University MEPhI 12

Table 11: Winners of the first round, section B (in the category “Professional”)

Place Name Country, City Organization Scores

1 Henning Seidler Germany, Berlin TU Berlin 26

2 Samuel Tang Hong Kong, Hong Kong Black Bauhinia 20

2 Madalina Bolboceanu Romania, Bucharest Bitdefender 20

3 Irina Slonkina Russia, Moscow National Research Nuclear University MEPhI 16

Diploma Harry Lee Hong Kong, Hong Kong Blocksquare Limited 14

Diploma Alexey Chilikov Russia, Moscow Bauman Moscow State Technical University 14

Diploma Victoria Vlasova Russia, Moscow Bauman Moscow State Technical University 14

Diploma Darko Ninkovic Serbia, Belgrade University of Belgrade 13

Diploma Dheeraj M Pai India, Chennai Hyperweb Media Private Limited 13

Diploma Dmitry Ananichev Russia, Yekaterinburg Ural Federal University 13

Diploma Ekaterina Kulikova Germany, Munich 13

Diploma George Teseleanu Romania, Bucharest Institute of Mathematics of the Romanian
Academy

12
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Table 12: Winners of the second round (in the category “University student”)

Place Name Country, City University Scores

1 Alexey Zelenetskiy, Mikhail
Kudinov, Denis Nabokov

Russia, Moscow Bauman Moscow State Technical
University

51

2 Ngoc Ky Nguyen, Dung Truong,
Phuoc Nguyen Ho Minh

Vietnam, Ho Chi Minh
City; France, Paris

Ho Chi Minh City University of
Technology, Ecole Normale Superieure

43

2 Thanh Nguyen Van, Quoc Bao
Nguyen, Ngan Nguyen

Vietnam,
Ho Chi Minh City

Ho Chi Minh City University of
Technology

40

3 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 34

3 Ilya Trusevich, Maxim Bibik,
Alexander Shulga

Belarus, Minsk Belarusian State University 38

Diploma Paul Cotan,
Evgnosia-Alexandra Kelesidis

Romania, Iaşi Alexandru Ioan Cuza University 26

Diploma Roman Sychev, Diana
Bespechnaya, Nikolay Prudkovskiy

Russia, Moscow Bauman Moscow State Technical
University

24

Diploma Vladimir Paprotski, Dmitry
Zarembo, Karina Kruglik

Belarus, Minsk Belarusian State University 21

Diploma Vitaliy Cherkashin, Zoya
Tabikhanova, Evgenia Bykova

Russia, Novosibirsk Novosibirsk State Pedagogical University 18

Table 13: Winners of the second round (in the category “Professional”)

Place Names Country, City Organization Scores

1 Irina Slonkina, Mikhail Sorokin,
Vladimir Bobrov

Russia, Moscow Bauman Moscow State Technical
University

48

1 Kristina Geut, Sergey Titov,
Dmitry Ananichev

Russia,
Yekaterinburg

Ural State University of Railway
Transport, Ural Federal University

46

2 Henning Seidler, Katja Stumpp Germany, Berlin Berlin Technical University 42

3 Victoria Vlasova, Mikhail
Polyakov, Alexey Chilikov

Russia, Moscow Bauman Moscow State Technical
University

37

3 Duc Tri Nguyen, Quan Doan,
Tuong Nguyen

Vietnam,
Ho Chi Minh City

Cryptographic Engineering Research Group,
pwnphofun, Ho Chi Minh City University of
Technology

36

3 Madalina Bolboceanu,
Andrei Mogage, Radu Titiu

Romania,
Bucharest

Bitdefender, Alexandru Ioan Cuza
University

34

Diploma Elena Kirshanova, Semyon
Novoselov, Nikita Kolesnikov

Russia, Kaliningrad Immanuel Kant Baltic Federal University 28

Diploma Vyacheslav Salmanov, Evgeniya
Ishchukova, Nikita Kutovoy

Russia, Taganrog Southern Federal University 22

Diploma Jeremy Jean France, Paris National Cybersecurity Agency of France 20

Diploma Khai Hanh Tang, Pham Phuong,
Yi Tu

Singapore,
Singapore

Nanyang Technological University 21

Diploma Harry Lee, Samuel Tang Hong Kong,
Hong Kong

Black Bauhinia 20

Diploma Danh Nam Tran, Thu Hien Chu
Thi, Phu Nghia Nguyen

Vietnam,
Ho Chi Minh City

Ho Chi Minh City Pedagogical University,
Japan Advanced Institute of Science and
Technology, Ho Chi Minh City University of
Technology

20
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Abstract

In this work we give a review of metrical properties of the entire set of bent functions
and its significant subclasses of self-dual and anti-self-dual bent functions. We give results
for iterative contruction of bent functions in n + 2 variables based on the concatenation
of four bent functions and consider related open problem proposed by one of the authors.
Criterion of self-duality of such functions is discussed. It is explored that the pair of sets
of bent functions and affine functions as well as a pair of sets of self-dual and anti-self-dual
bent functions in n > 4 variables is a pair of mutually maximally distant sets that implies
metrical duality. Groups of automorphisms of the sets of bent functions and (anti-)self-dual
bent functions are discussed. The solution to the problem of preserving bentness and the
Hamming distance between bent function and its dual within automorphisms of the set of
all Boolean functions in n variables is considered.

Keywords — Boolean bent function, self-dual bent function, Hamming distance, met-
rical regularity, automorphism group, iterative construction

1 Introduction

How much do we know about some cryptographic objects? One way to measure it is to describe
what we can do with them. Otherwise to characterize groups of automorphisms of these ob-
jects — separately for each object or together while they form some special class. The question
about the group of automorphisms of a set in the Boolean cube necessarily leads us to metrical
properties of this set.

That is why we are very interested in metrical properties of distinct cryptographic Boolean
functions.

The term “bent function” was introduced by Oscar Rothaus in the 1960s [31]. It is known [39],
that at the same time Boolean functions with maximal nonlinearity were also studied in the So-
viet Union. The term minimal function, which is actually a counterpart of a bent function, was
proposed by the Soviet scientists Eliseev and Stepchenkov in 1962.

Bent functions have connections with such combinatorial objects as Hadamard matrices and
difference sets. Since bent functions have maximum Hamming distance to linear structures
and affine functions they deserve attention for practical applications in symmetric cryptogra-
phy, in particular, for block and stream ciphers. We refer to the survey [5] and monographies
of S. Mesnager [26] and N. Tokareva [39] for more information concerning known results and
open problems related to bent functions. Results regarding the study of metrical properties, in
particular, distances between bent functions, one can find in article [17].

*The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-1613
with the Ministry of Science and Higher Education of the Russian Federation and Laboratory of Cryptography
JetBrains Research.
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In this paper we give review on metrical properties of the entire class of bent function Bn
and its important subclasses — self-dual bent functions SB+(n) (i.e. functions such that f = f̃)
and anti-self-dual bent functions SB−(n) (i.e. functions such that f ⊕ 1 = f̃), where f̃ is the
dual of f . We suppose that the keys to the nontrivial and important properties of the class of
bent functions are in understanding how does the duality mapping f → f̃ operate with bent

functions. Recall that
˜̃
f = f for every bent function f . It is important to note that the duality

mapping is the unique known isometric mapping of the bent functions into themselves that can
not be extended to a typical isometry of the whole set of all Boolean functions that preserves
bent functions.

On other hand, the essence of bent functions is expressed in their metrical properties, namely
in maximizing distances between them and affine functions. Note that this very idea in more
general form is realized in the concept of metrical complement and metrically regular sets. Recall
that X̂ is the metrical complement of the set of functions X if it contains all Boolean functions

that are on the maximal possible distance from X. The set is metrically regular, if
̂̂
X = X.

There is a some similarity to the self-duality of bent functions, is not it?
Our attention is drawn to automorphism groups of the sets Bn, An, SB+(n), SB−(n) and

their metrical properties. Previously, we established that the set of all bent functions Bn and

the set of all affine functions An form a pair of metrically regular sets, i.e.
̂̂Bn = Ân = Bn.

Now we prove the same fact for the classes of self-dual and anti-self-dual functions: they form

another such pair of metrically complement functions, i.e.
̂̂

SB+(n) = ̂SB−(n) = SB+(n). In both
cases for elements in a pair of metrically regular sets we prove the coincidence of automorphism
groups. Thus, Aut (Bn) = Aut (An) and Aut

(
SB+(n)

)
= Aut

(
SB−(n)

)
. Some other curious

properties of bent functions related to their special constructions are discussed in the paper.
The paper has the following structure: notation and definitions are in the Section 2. In

Section 3 the duality of a bent function is described, including some its important properties
and relevant hypothesis proposed by one of the authors (Section 3.1). Some general and metrical
properties of the set of bent functions which coincide with their duals, namely self-dual bent
functions, are given in Section 3.2. In Section 4 we discuss the iterative construction of bent
function in n + 2 variables based on the concatenation of four bent functions in n variables.
The lower bounds on its cardinality and open problem relevant for the set of bent function are
in Section 4.1. Criterion of self-duality for bent iterative functions and its corollaries for sign
functions together with constructions of self-dual bent functions are discussed in Sections 4.2
and 4.3. In Section 5 the metrical complement of the set of bent functions is studied (Section 5.2)
and the results regarding metrical regularity of the set of bent functions and the set of affine
functions are given. Metrical complement of the set of (anti-)self-dual bent functions is in
Section 5.3. In Section 6 groups of automorphisms of considered sets are studied. The group of
automorphisms of the set of bent functions is characterized in Section 6.3 while the (anti-)self-
dual case is in Section 6.4. In Section 7 we consider some relations between isometric mappings
and the duality of bent function. Isometric mappings which define bijections between the sets of
self-dual and anti-self dual bent functions are described in Section 7.1. The Rayleigh quotient
of a Boolean function and description of isometric mappings that perserve it or change it for
every Boolean function is in Section 7.2. The meaning of the Rayleigh quotient in a scope of
bent functions is discussed as well.

2 Notation

Let Fn2 be a space of binary vectors of length n. Denote, following [13], the orthogonal group of
index n over the field F2 as

On =
{
L ∈ GL (n,F2) : LLT = In

}
,
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where LT denotes the transpose of L and In is an identical matrix of order n over the field F2.
A Boolean function f in n variables is a map from Fn2 to F2. Its sign function is F (x) =

(−1)f(x), x ∈ Fn2 . We will also refer to a sign function as to a vector from the set {±1}2
n

:

F = (−1)f =
(

(−1)f0 , (−1)f1 , . . . , (−1)f2n−1

)
∈ {±1}2

n

,

where (f0, f1, . . . , f2n−1) ∈ F2n
2 is a truth-table representation of f with arguments given in the

lexicographic order. The set of Boolean functions in n variables is denoted by Fn.
The algebraic normal form (ANF, Zhegalkin polynomial) of a Boolean function f ∈ Fn is

defined to be
f (x1, x2, . . . , xn) =

⊕
(i1,i2,...,in)∈Fn

2

ai1i2...inx
i1
1 x

i2
2 . . . x

in
n ,

where az ∈ F2 for any z ∈ Fn2 (with the convention 00 = 1). The algebraic degree deg(f) of
a Boolean function f is the maximal degree of monomials which occur in its algebraic normal
form with nonzero coefficients.

The Hamming weight wt(x) of the vector x ∈ Fn2 is the number of nonzero coordinates of x.
The Hamming weight wt(f) of the function f ∈ Fn is the Hamming weight of its vector of values.
The Hamming distance dist(f, g) between Boolean functions f, g in n variables is a cardinality

of the set {x ∈ Fn2 : f(x)⊕ g(x) = 1}. For x, y ∈ Fn2 denote 〈x, y〉 =
n⊕
i=1

xiyi. Boolean functions

in n variables of the form f(x) = 〈a, x〉 ⊕ a0, x ∈ Fn2 , where a0 ∈ F2, a ∈ Fn2 , are called affine
functions. The set of all affine functions in n variables is denoted by An.

The Walsh ”— Hadamard transform (WHT) of a Boolean function f in n variables is an
integer valued function Wf : Fn2 → Z, defined as

Wf (y) =
∑
x∈Fn

2

(−1)f(x)⊕〈x,y〉, y ∈ Fn2 .

A Boolean function f in an even number n of variables is called bent if

|Wf (y)| = 2n/2

for all y ∈ Fn2 . The set of all bent functions in n variables is denoted by Bn.

3 The dual of a bent function

From the definition of a bent function it follows that for any y ∈ Fn2 we have

Wf (y) = (−1)f̃(y)2n/2

for some f̃ ∈ Fn. The Boolean function f̃ defined above is called the dual function of the bent
function f . Thus, for any bent function in n variables its dual Boolean function is uniquely
defined. The duality of bent functions was introduced by Dillon [11].

3.1 Properties

Some basic known properties of dual functions are the following [3]:

� Every dual function is a bent function;

� If f̃ is dual to f and
˜̃
f is dual to f̃ , then

˜̃
f = f ;

� The mapping f → f̃ which acts on the set of bent functions, preserves the Hamming
distance.
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There is the following connection between the algebraic degrees of a bent function and its
dual [14]:

n/2− deg(f) >
n/2− deg

(
f̃
)

deg
(
f̃
)
− 1

.

Some results obtained for dual functions can be used in proving the results concerning bent
functions, in particular, the connection between ANF coefficients of a bent function and its dual,
see [8]: ∑

x4y
f(x) = 2wt(y) − 2n/2−1 + 2wt(y)−n/2 ∑

x4y⊕1
f̃(x).

One of the most important problem in bent functions is to find the number of them. A new
approach to this problem was introduced in [35], see Section 4.1, and the following hypothesis
was formulated.

Hypothesis (Tokareva, 2011). Any Boolean function in n variables of degree not more than
n/2 can be represented as the sum of two bent functions in n variables, where n > 2 is an even
number.

The review of partial results regarding this problem and also in favour of the Hypothesis one
can find in [37]. It was also proved in [38] that

Theorem 1 ([38]). A bent function in n > 4 variables can be represented as the sum of two
bent functions in n variables if and only if its dual bent function does.

So, it follows that the mentioned Hypothesis with the decomposition problem, see Section 4.1,
can not be considered separately for a bent function and its dual.

It is worth noting that this Hypothesis is a counterpart of the Goldbach’s conjecture in
number theory unsolved since 1742: any even number n > 4 can be represented as the sum of
two prime numbers.

Isometric mappings of the set of all Boolean functions in n variables to itself which preserve
bentness and the Hamming distance between every bent function and its dual were characterized
in [20], namely it was proved that

Theorem 2 ([20]). An isometric mapping ϕ of the set of all Boolean functions in n variables
into itself preserves bentness and the Hamming distance between every bent function and its dual
if and only if ϕ has form

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d, x ∈ Fn2 , (1)

for some L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2.

3.2 Self-duality

If a bent function f coincides with its dual it is said to be self-dual, that is f = f̃ . A bent function
which coincides with the negation of its dual is called an anti-self-dual, that is f = f̃ ⊕ 1. The
set of (anti-)self-dual bent functions in n variables, according to [15], is denoted by SB+(n)(
SB−(n)

)
.

Self-dual bent functions were explored in paper of C. Carlet et al. [4] in 2010, where some
properties and constructions were given. All equivalence classes of self-dual bent functions
in 2, 4, and 6 variables and all quadratic self-dual bent functions in 8 variables with respect
to a restricted form of an affine transformation (1), which preserves self”=duality, were also
presented. Further, equivalence classes of cubic self-dual bent functions in 8 variables with
respect to the mentioned above restricted form of affine transformation one can find in [12].
In [15], a classification of quadratic self-dual bent functions was obtained. The upper bound
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for the cardinality of the set of self-dual bent functions was given in [16]. In [21, 25] one can
find new constructions of self-dual bent functions. A connection of quaternary self-dual bent
functions and self-dual bent Boolean functions was shown in [32]. In [19] it was proved that for
any d ∈ {2, 3, . . . , n/2} there exists a self-dual bent function of algebraic degree d.

In papers [18, 19, 20] metrical properties of the sets of (anti-)self-dual bent functions in n vari-
ables were studied. Below we briefly discuss some of them.

Recall that bent functions in 2k variables which have a representation

f(x, y) = 〈x, π(y)〉 ⊕ g(y), x, y ∈ Fk2,

where π : Fk2 → Fk2 is a permutation and g is a Boolean function in k variables, form the well
known Maiorana–McFarland class of bent functions [24]. Let the denotion SB+

M(n) stands for
the set of self-dual Maiorana–McFarland bent functions and SB−M(n) for the set of anti-self-
dual ones both in n variables. Necessary and sufficient conditions of (anti-)self-duality of bent
functions from Maiorana–McFarland class are known from [4], namely a Maiorana–McFarland
bent function f(x, y) ∈ F2k is self-dual bent if and only if

π(y) = L(y ⊕ c), g(y) = 〈c, y〉 ⊕ d, y ∈ Fk2,

where L ∈ Ok, c ∈ Fk2, wt(c) is even, d ∈ Fn2 . Note that
∣∣SB+

M(2k)
∣∣ = 2k · |Ok|. In [18] the set

of possible Hamming distance between such self-dual bent functions was found,

Theorem 3 ([18]). Let n > 4 and f, g ∈ SB+
M(n) ∪ SB−M(n), then

dist(f, g) ∈
{

2n−1, 2n−1
(

1± 1

2r

)
, r = 0, 1, ..., n/2− 1

}
.

Moreover, if either f, g ∈ SB+
M(n) or f, g ∈ SB−M(n), then all distances except 2n−1 are attain-

able, and for any pair f ∈ SB+
M(n) and g ∈ SB−M(n) it holds dist(f, g) = 2n−1.

By analysis of the set of distances from Theorem 3 the minimal Hamming distance between
considered functions can be obtained:

Corollary 1. The minimal Hamming distance between (anti-)self-dual Maiorana–McFarland
bent functions in n > 4 variables is equal to 2n−2.

Moreover, since the minimal Hamming distance between quadratic Boolean functions in
n variables (which correspond to codewords of the RM(2, n) code) is at least 2n−2 [22], the
following fact holds

Corollary 2. If n > 4, then the minimal Hamming distance between quadratic bent functions
can be attained on (anti-)self-dual Maiorana–McFarland bent functions.

It is known that the minimal Hamming distance between bent functions in n variables is
2n/2 [17]. In [19] it was proved that this extremal value can be attained on (anti-)self-dual bent
functions.

Theorem 4 ([19]). Let n > 4, then the minimal Hamming distance between distinct (anti-)self-
dual bent functions in n variables is equal to 2n/2.

4 Iterative construction BI
Let f0, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean function g in n + 2
variables which is defined as

g(00, x) = f0(x), g(01, x) = f1(x), g(10, x) = f2(x), g(11, x) = f3(x), x ∈ Fn2 .
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It is known (Preneel et al., 1991; see also [1, 35]) that under condition f0, f1, f2, f3 ∈ Bn the
mentioned function g is a bent function in n+ 2 variables if and only if

f̃0 ⊕ f̃1 ⊕ f̃2 ⊕ f̃3 = 1,

that gives the construction of a bent function in n + 2 variables through the concatenation of
vectors of values of four bent functions in n variables [29].

Following N. Tokareva [35], we will refer to bent functions obtained by this construction as
bent iterative functions (BI) and denote the set of such bent functions in n variables by BIn.

In [6], the comparison of cardinalities of different known iterative constructions of bent
functions in n 6 10 variables was presented and the class BI had the biggest cardinality among
them.

According to [1], there exist bent functions from Maiorana–McFarland class [24] and from
the class PS (Partial Spreads) [11] that can not be represented as bent iterative functions. Also,
from paper [2] on nonnormal bent functions, it follows that there exist bent functions in BIn
that are nonequivalent to Maiorana–McFarland bent functions.

4.1 Lower bounds on the cardinality and related open problem

In paper [35] some possible ways of how to calculate the number of bent iterative functions were
shown.

Theorem 5 ([35]). For any even n > 4

|BIn| =
∑

f ′∈Bn−2

∑
f ′′∈Bn−2

|(Bn−2 ⊕ f ′) ∩ (Bn−2 ⊕ f ′′)| .

Denote Xn = {f ⊕ h : f, h ∈ Bn} and consider the system {Cf : f ∈ Bn} of its subsets defined
as Cf = Bn ⊕ f . So,

Xn =
⋃

f∈Bn
Cf .

Let ψ be an element of Xn. The number of subsets Cf that cover ψ, according to [35], is called
multiplicity of ψ and is denoted by m (ψ). One can notice that if ψ is covered by Cf , then it is
covered by any set Cf ′ , where f ′ is obtained from f by adding an affine function.

In [35], the exact number of bent iterative functions through the multiplicities was obtained.

Theorem 6 ([35]). For any even n > 2

|BIn+2| =
∑
ψ∈Cf

m2 (ψ) .

So, in order to evaluate |BIn+2| (and then |Bn+2|) we have to study the set Xn and the
distribution of multiplicities for its elements. Such an analysis, as shown in [35], gives the
following lower bound.

Theorem 7 ([35]). For any even n > 2

|Bn+2|4

|Xn|
6 |BIn+2| 6 |Bn+2| .

Thus, for calculating the exact number of bent iterative functions, one has to study the
structure of the set Xn. So, we come to a new problem statement.

Open problem: bent sum decomposition (Tokareva, 2011). What Boolean functions
can be represented as the sum of two bent functions in n variables? How many such represen-
tations does a Boolean function admit?

The related Hypothesis was previuosly mentioned in the Section 3.1.
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4.2 Self-dual bent iterative functions

The set of (anti-)self-dual bent functions from BIn is further denoted by SB+
BI(n)

(
SB−BI(n)

)
.

In paper [19], the necessary and sufficient conditions of self-duality of bent iterative functions
were studied, namely the following result was obtained. Namely, by taking constant function h
one can obtain two constructions of self-dual bent iterative functions in n+ 2 variables:

Theorem 8 ([19]). Let g ∈ BIn+2. Then g is self-dual bent if and only if there exists such pair
of functions g1, g2 ∈ Bn:

f0 = (g1 ⊕ g2)h⊕ g1 = g̃2,

f1 = (g1 ⊕ g2)h⊕ g2 = g̃1 ⊕ h,
f2 = (g1 ⊕ g2)h⊕ g2 ⊕ h = g̃1,

f3 = (g1 ⊕ g2)h⊕ g1 ⊕ h⊕ 1 = g̃2 ⊕ h⊕ 1,

where the function h ∈ Fn is uniquely defined by a pair of bent functions g1, g2, namely:

h = g1 ⊕ g̃1 ⊕ g2 ⊕ g̃2.

Two iterative constructions of self-dual bent functions immeditely follow from Theorem 8,
as it was shown in [19].

Corollary 3. Functions

f ′ (y1, y2, x) = (y1 ⊕ y2)
(
f(x)⊕ f̃(x)

)
⊕ f(x)⊕ y1y2,

f ′′ (y1, y2, x) = (y1 ⊕ y2) (ϕ(x)⊕ ω(x))⊕ ϕ(x)⊕ α1y1 ⊕ α2y2 ⊕ y1y2,

where
y1, y2, α1, α2 ∈ F2, α1 ⊕ α2 = 1, x ∈ Fn2 ,

f ∈ Bn, ϕ ∈ SB+(n), ω ∈ SB−(n),

are self-dual bent functions in n+ 2 variables.

The first construction (for f ′) was earlier presented in [4] as an example of the construction
which uses the indirect sum of bent functions, see [3]. It is worth noting that the second
construction (for f ′′) can also be obtained from indirect sum of bent functions.

Since these constructions do not intersect, the sum of their cardinalities provides a lower
bound for the cardinality of the set of self-dual bent iterative functions [19]:

Corollary 4. It holds

|Bn−2|+
∣∣SB+(n− 2)

∣∣2 6 ∣∣SB+
BI(n)

∣∣ 6 |Bn−2|2 .
4.3 The dimension of linear span of sign functions of self-dual bent functions

Let Hn = H⊗n1 be the n-fold tensor product of the matrix H1 with itself, where

H1 =

(
1 1
1 −1

)
.

It is known the Hadamard property of this matrix:

HnH
T
n = 2nI2n .

Denote Hn = 2−n/2Hn. In terms of sign functions the function f ∈ Fn is bent if for its sign
function F it holds HnF ∈ {±1}2n .
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Recall that a non-zero vector v ∈ Cn is called an eigenvector of a square n × n matrix A
attached to the eigenvalue λ ∈ C if Av = λv. A linear span of eigenvectors attached to the
eigenvalue λ is called an eigenspace associated with λ. Consider a linear mapping ψ : Cn → Cn
represented by a n× n complex matrix A. A kernel of ψ is the set

Ker (ψ) = {x ∈ Cn : Ax = 0 ∈ Cn} ,

where 0 is a zero element of the space Cn.
From the definition of self-duality it follows that sign function of any self-dual bent function

is the eigenvector of Hn attached to the eigenvalue 1, that is an element from the subspace
Ker (Hn − I2n) = Ker

(
Hn − 2n/2I2n

)
. The same holds for a sign function of any anti-self-dual

bent function, which obviously is an eigenvector of Hn attached to the eigenvalue (−1), that is
an element from the subspace Ker (Hn + I2n) = Ker

(
Hn + 2n/2I2n

)
.

In [4], an orthogonal decomposition of R2n in eigenspaces of Hn was given:

R2n = Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
, (2)

where the symbol ⊕ denotes a direct sum of subspaces.
It is known that

dim
(

Ker
(
Hn + 2n/2I2n

))
= dim

(
Ker

(
Hn − 2n/2I2n

))
= 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ R2n . Moreover, from symmetricity of Hn it
follows that the subspaces Ker

(
Hn − 2n/2I2n

)
and Ker

(
Hn + 2n/2I2n

)
are mutually orthogonal.

In [19] it was proved that

Theorem 9 ([19]). If n > 4, then:

� among sign functions of self-dual bent functions in n variables there exists a basis of the
eigenspace of the matrix Hn attached to the eigenvalues 1, that is the subspace Ker

(
Hn − 2n/2I2n

)
;

� among sign functions of anti-self-dual bent functions in n variables there exists a basis
of the eigenspace of the matrix Hn attached to the eigenvalues (−1), that is the sub-
space Ker

(
Hn + 2n/2I2n

)
.

It is worth notice that there exists an example of basis which consists of sign functions of self-
dual bent iterative functions provided by two constructions of self-dual bent iterative functions
obtained by Theorem 8. Given the basis for self-dual case, the basis for anti-self-dual case can
be obtained by using one of bijections from Theorem 20.

5 Metrical complement and regularity

In this section, we give results regarding notable metrical property of a subset of Boolean cube
called metrical regularity. The sets of affine Boolean functions and bent functions possess it. The
sets of self-dual and anti-self-dual bent functions in n > 4 variables are also mutually maximally
distant. That implies metrical duality, in some sence, between the considered pairs of subsets
of Boolean functions.

Regarding that, some essential and intriguing questions arise: for instance, are there any pairs
of metrically regular subsets inside the metrically regular set of bent functions in n variables? If
additionally, in order to exclude some trivial cases, we consider only the subsets which include
functions together with their negations, the maximal Hamming distance from the considered sets
is at most 2n−1. Are there any pairs of metrically regular subsets with additional mentioned
requirement such that the distance between them is exactly 2n−1, that is to say they are extremal
in a manner?
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5.1 Definitions

Let X ⊆ Fn2 be an arbitrary set and let y ∈ Fn2 be an arbitrary vector. Define the distance
between y and X as dist(y,X) = min

x∈X
dist(y, x). The maximal distance from the set X is

d(X) = max
y∈Fn

2

dist(y,X).

In coding theory this number is also known as the covering radius of the set X. A vector
z ∈ Fn2 is called maximally distant from a set X if dist(z,X) = d(X). The set of all maximally
distant vectors from the set X is called the metrical complement of the set X and denoted by

X̂. A set X is said to be metrically regular if
̂̂
X = X. Define, following N. Tokareva [39], a

subset of Boolean functions to be metrically regular if the set of corresponding vectors of values
is metrically regular.

Sets of functions which have maximum distance from partition set functions were studied
in [33], it was shown that partition set functions defined by some partition are mutually maxi-
mally distant sets. Lower bound on size of the largest metrically regular subset of the Boolean
cube was studied in [28].

5.2 The set of bent functions

Let GA(n) stands for the affine group. It is well-known that

Proposition 1. Any isometric mapping of the form

f(x) −→ f (Ax⊕ b)⊕ 〈c, x〉 ⊕ d,

where A ∈ GL(n), b, c ∈ Fn2 , d ∈ F2, preserves bentness.

In [36] the following theorem was proved:

Theorem 10 ([36]). For each non-affine Boolean function h ∈ Fn there exists a bent function
f ∈ Bn such that f ⊕ h is not bent.

From Proposition 1 and Theorem 10 it follows that the set of bent functions is closed under
addition of affine Boolean functions only. This fact implies that the affine functions are precisely
all Boolean functions which are at the maximum distance from the class of bent functions.
Namely, in [36] it was shown that

Theorem 11 ([36]). A Boolean function in n variables is

— a bent function if and only if it has the maximal possible distance 2n−1 − 2n/2−1 to the set
of all affine functions, that is it is an element of Ân;

— an affine function if and only if it has the maximal possible distance 2n−1 − 2n/2−1 to the
set of all bent functions, that is it is an element of B̂n.

Thus, from the results given in [36] it follows that there exists a duality, in some sense,
between the definitions of bent functions and affine functions. In particular, we obtain metrical
regularity of the sets of affine functions and bent functions.

Corollary 5.

1. The set An of all affine Boolean functions in n variables is metrically regular.

2. The set Bn of all bent functions in n variables is metrically regular.
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5.3 The set of (anti-)self-dual bent functions

For any (anti-)self-dual bent function f ∈ SB+(n) its negation f ⊕ 1 is also (anti-)self-dual
bent [4, 12]. Moreover, from the results presented in [20], it follows the counterpart of Theorem 10
for the (anti-)self-dual case, namely:

Theorem 12. For each non-constant Boolean function h ∈ Fn there exists a self-dual bent
function f ∈ SB+(n) such that f ⊕ h is not self-dual bent. Anti-self-dual bent functions possess
the same property.

So, it follows that the set of (anti-)self-dual bent functions is closed only under addition of
1, that is, taking the negation of the function.

From the fact that considered set is closed under addition of 1, it follows that the maximal
Hamming distance from the set SB+(n) is at most 2n−1. It was proved by Carlet et al. in [4]
that the Hamming distance between any pair of self-dual and anti-self-dual bent functions, both
in n variables, is equal to 2n−1. So, we have

d
(
SB+(n)

)
= 2n−1,

and all anti-self-dual bent functions in n variables belong to the metrical complement of the set
of self-dual bent functions in n variables.

In paper [19], the metrical complement of the set of (anti-)self-dual bent functions in n > 4
variables was completely characterized by using the orthogonal decomposition (2) and existence
of the basis provided by the Theorem 9, namely, it was proven that

Theorem 13 ([19]). Let n > 4, then a Boolean function in n variables is:

— self-dual bent if and only if it has the maximal possible distance 2n−1 to the set of all

anti-self-dual bent functions, that is, it is an element of ̂SB−(n);

— anti-self-dual bent if and only if it has the maximal possible distance 2n−1 to the set of all

self-dual bent functions, that is, it is an element of ̂SB+(n).

As for the pair of the sets of bent functions and affine functions, it follows that there also
exists a duality between the sets of self-dual and anti-self-dual bent functions in n > 4 variables.

The case n = 2 was considered explicitely and it appeared that both SB+(2) and SB−(2) are
metrically regular sets. From that and the Theorem 13 it follows

Corollary 6.

1. The set SB+(n) of all self-dual bent functions in n variables is metrically regular.

2. The set SB−(n) of all anti-self-dual bent functions in n variables is metrically regular.

6 The group of automorphisms

Study of automorphism groups of mathematical objects deserves attention since these groups
are closely connected with the structure of the objects. There exists a natural question: how
groups of automorphisms of two mathematical objects, one of which is embedded to another
one, are related.

An example of such a problem statement is the set of bent functions in n variables and one
of its significant subclasses which consisits of self-dual bent functions in n variables.

It is also worth mentioning that the complexity of classification of combinatorial objects
depends on generality of the approach. Consequently, the question “if the common approach to
classify (self-dual) bent functions is the most general within automorphisms of the set of Boolean
functions”, arises naturally.
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6.1 Isometric mappings and automorphism groups

A mapping ϕ of the set of all Boolean functions in n variables to itself is called isometric if it
preserves the Hamming distance between functions, that is,

dist(ϕ(f), ϕ(g)) = dist(f, g)

for any f, g ∈ Fn. Following [20], denote the set of all isometric mappings of the set of all
Boolean functions in n variables to itself by In.

It is known (A. A. Markov, 1956) that every isometric mapping of all Boolean functions in
n variables to itself has the unique representation of the form

f(x) −→ f(π(x))⊕ g(x), (3)

where π is a permutation on the set Fn2 and g ∈ Fn [23]. The mapping of this form is denoted
by ϕπ,g ∈ In.

The group of automorphisms of a fixed subset M ⊆ Fn is the group of isometric mappings
of the set of all Boolean functions in n variables to itself preserving the set M . It is denoted by
Aut (M).

6.2 Matrix representation

For a number k ∈ {0, 1, . . . , 2n − 1} denote by vk ∈ Fn2 its binary representation.
Recall that a square matrix is called monomial (or generalized permutation matrix) if it has

exactly one nonzero entry in each row and each column.
The following one-to-one correspondence between the set In and the set of monomial matrices

of order 2n × 2n with nonzero elements from the set {±1} was used in [20]. In more detail, let
ϕπ,g ∈ In be an arbitrary isometric mapping. Then for any f ∈ Fn and its sign function

F =
(

(−1)f(v0), (−1)f(v1), . . . , (−1)f(v2n−1)
)
∈ {±1}2

n

,

the sign function

F ′ =
(

(−1)f
′(v0), (−1)f

′(v1), . . . , (−1)f
′(v2n−1)

)
∈ {±1}2

n

,

of f ′ = ϕπ,g (f) ∈ Fn can be expressed as F ′ = AF , where A is a 2n × 2n monomial matrix,
constructed by the permutation π and the function g:



j
...
0
...

i . . . 0 . . . (−1)g(vi−1) . . . 0 . . .
...
0
...


,

in which in the i-th row a nonzero element (−1)g(vi−1) is in the j-th column, where (j − 1) is a
number with binary representation π (vi−1). So the i-th component of F ′ = AF is equal to

(−1)f
′(vi−1) = (−1)f(π(vi−1))(−1)g(vi−1) = (−1)f(π(vi−1))⊕g(vi−1)

for any i ∈ {1, 2, . . . , 2n}, that is equivalent to

f ′ (x) = f (π (x))⊕ g (x) , x ∈ Fn2 .
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6.3 The group of automorphisms of the set of bent functions

Some attempts to determine the automorphism group of a given bent function were undertaken
by U. Dempwolff in 2006 [10]. Results were presented in terms of elementary Abelian Hadamard
difference sets (equivalently, bent functions).

A natural question whether there exist isometric mappings of Boolean functions into itself,
distinct from those mentioned in Proposition 1, which preserve the class of bent function, was
completely solved in paper [34]. It was proved that there were no other mappings possessing such
a property. Namely, by using the Theorem 11 in view of the duality, the following coincidence
was shown.

Theorem 14 ([34]). Aut (Bn) = Aut (An).

The group of automorphisms of the set of all affine functions in n variables consists, as it is
well known, of mappings of the form (3) with affine permutation π and affine shift g, see, for
example, [22]. Note that the set of all affine functions in n variables forms a group isomorphic
to Fn+1

2 . Let the symbol n stands for the semidirect product, then the result is formulated as
follows.

Theorem 15 ([34]). Aut (Bn) = GA(n) n Fn+1
2 .

These results imply the non-existence of a more general approach to equivalence of bent
functions than that on the base of isometric mappings.

6.4 The group of automorphisms of the set of (anti-)self-dual bent functions

In [4] the following problem was pointed:
Open question (Carlet, Danielson, Parker, Solé, 2010): to find mappings preserving self-

duality, distinct from the known ones, or give a proof that there are no more.
In [20], this question was resolved within isometric mappings of the set of all Boolean func-

tions in n > 4 variables into itself.
At first there is the problem of how the sets of isometric mapping preserving self-duality and

anti-self-duality or, in other words, groups of automorphisms of the sets SB+(n) and SB−(n) are
related. This problem was solved in [20], where with a use of the orthogonal decomposition (2)
and the basis from the Theorem 9 it was proved that

Theorem 16 ([20]). If n > 4, then Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
.

In [20] the criterion of preserving self-duality was also presented:

Theorem 17 ([20]). If n > 4, then isometric mapping ϕπ,g belongs to Aut
(
SB+(n)

)
if and only

if, for any x, y ∈ Fn2 , it holds

〈π(x), y〉 ⊕ g(x) =
〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
.

In matrix terms the criterion can be formulated as AHn = HnA, where A is the matrix
which represents the mapping ϕπ,g.

The problem of characterization mappings which preserve self-duality was studied
in [4, 12], where it was shown that the mapping (1) preserves self-duality of a bent function, in
other words, it is an element of Aut

(
SB+(n)

)
. It is obvious that this mapping is isometric and

corresponds to ϕπ,g ∈ In with

π(x) = L (x⊕ c) , g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2. The group which consists of mappings of such
form is called an extended orthogonal group and denoted by On [9, 12]. It is known that this
group is a subgroup of GL (n+ 2,F2) [12].
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In paper [20] known results were generalized within isometric mappings from the set In
for n > 4. Namely, by using the criterion from Theorem 17 and the matrix representation of
isometric mappings (see Section 6.2) it was proved that the desired group of automorphisms
coincides with the extended orthogonal group.

Theorem 18 ([20]). For n > 4 it holds

Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
= On.

It follows that the classification of self-dual bent functions in n > 4 variables based on
the restricted form of affine equivalence proposed in articles [4, 12] is the most general within
isometric mappings of the set of all Boolean functions in n variables into itself.

7 Isometric mappings and duality

In this section we discuss results from paper [20] on characterization of isometric mappings which
define bijections between self-dual and anti-self dual bent functions, and description of isometric
mappings which preserve or change the sign of the Rayleigh quotient of a Boolean function.

7.1 Isometric bijections between self-dual and anti-self-dual bent functions

It is known [4] that there exists a bijection between SB+(n) and SB−(n), based on the decom-
position of sign functions of (anti-)self-dual bent functions. Also note that from the existence
of such bijection it follows that

∣∣SB+(n)
∣∣ =

∣∣SB−(n)
∣∣.

Namely, let (Y,Z) ∈ {±1}2
n

, where Y, Z ∈ {±1}2
n−1

, be a sign function for some f ∈ SB+(n).
Then a vector (Z,−Y ) ∈ {±1}2

n

is a sign function for some function from SB−(n). In terms of
isometric mappings the mentioned transformation can be represented as

f(x) −→ f (x⊕ c)⊕ 〈c, x〉 ,

where c = (1, 0, 0, ..., 0) ∈ Fn2 .
In paper [15] it was mentioned that the more general form of this mapping

f(x) −→ f (x⊕ c)⊕ 〈c, x〉 ,

where c ∈ Fn2 , wt(c) is odd, is a bijection between SB+(n) and SB−(n). It is obvious that this
mapping is an element from In.

In paper [20] these results were generalized within isometric mappings from the set In for
n > 4.

The criterion of bijectivity between self-dual and anti-self-dual bent functions was obtained
in [20] with a use of the orthogonal decomposition (2) and the basis from the Theorem 9.

Theorem 19 ([20]). Let n > 4, then isometric mapping ϕπ,g ∈ In is a bijection between SB+(n)
and SB−(n) if and only if, for any x, y ∈ Fn2 , it holds

〈π(x), y〉 ⊕ g(x) =
〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
⊕ 1.

By using this criterion in [20] the general form of considered isometric bijections was found.

Theorem 20 ([20]). For n > 4 isometric mapping ϕπ,g ∈ In is a bijection between SB+(n) and
SB−(n) if and only if

π(x) = L (x⊕ c) , g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is odd, d ∈ F2.

Thus, from Theorems 18 and 20 we can conclude that if we take a mapping from the groupOn
and replace the vector c ∈ Fn2 by a binary vector of length n with an odd Hamming weight then
we switch the mapping from the “automorphism mode” to the “bijection mode” between the
sets SB+(n) and SB−(n).
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7.2 Isometric mappings and the Rayleigh quotient

In [4] the Rayleigh quotient Sf of a Boolean function f ∈ Fn was defined as

Sf =
∑

x,y∈Fn
2

(−1)f(x)⊕f(y)⊕〈x,y〉 =
∑
y∈Fn

2

(−1)f(y)Wf (y).

In a scope of bent functions the Rayleigh quotient characterizes the Hamming distance
between a bent function and its dual. Indeed, let f ∈ Bn, then

dist(f, f̃) = 2n−1 − 1

2n/2+1
Sf = 2n−1 − 1

2
Nf .

In [4] it was proved that for any f ∈ Fn the absolute value of Sf is at most 23n/2 with
equality if and only if f is self-dual

(
+23n/2

)
and anti-self-dual

(
−23n/2

)
bent function. That

is the maximum (minimum) value of the Rayleigh quotient of a Boolean function in an even
number of variables is attainable on self-dual (anti-self-dual) bent functions and only them, thus
providing a criterion for (anti-)self-duality in terms of the Rayleigh quotient values.

In article [9] the operations on Boolean functions that preserve bentness and the Rayleigh
quotient were given. Namely, it was proved that for any f ∈ Bn, L ∈ On, c ∈ Fn2 , d ∈ F2 the
functions g, h ∈ Bn defined as g(x) = f (Lx)⊕ d and h(x) = f (x⊕ c)⊕ 〈c, x〉 provide Ng = Nf

and Nh = (−1)〈c,c〉Nf .
The mentioned operations are isometric mappings from In. The complete characterization

of isometric mappings that preserve the Rayleigh quotient as well as change it was given in [20].

Theorem 21 ([20]). If n > 4 then isometric mapping ϕπ,g ∈ In preserves the Rayleigh quotient
of every Boolean function in n variables if and only if ϕπ,g ∈ Aut

(
SB+(n)

)
.

Theorem 22 ([20]). If n > 4 then isometric mapping ϕπ,g ∈ In changes the sign of the Rayleigh
quotient of every Boolean function in n variables if and only if it is a bijection between SB+(n)
and SB−(n).

In a scope of bent functions the Rayleigh quotient characterizes the Hamming distance
between a bent function and its dual. Indeed, let f ∈ Bn, then

dist(f, f̃) = 2n−1 −
Sf

2n/2+1
.

So, from Theorem 21 we immediately have that general form of isometric mappings, which
preserve the Hamming distance between every bent function and its dual, is described by the
extended orthogonal group On (see Theorem 2).

Conclusion

In this work, we have given a review of metrical properties of the set of bent functions and its
subset of functions which coincide with their duals. The group of automorphisms and metrical
complements of these sets are described. We also reviewed some general metrical properties of
the set of self-dual bent functions and considered an iterative construction of bent functions.
Some relevant open problems and hypothesis on bent functions weere discussed.

An interesting question is the characterization of isometric mappings preserving bentness
and self-duality, that are beyond the automorphisms of the set of all Boolean functions.

The solution of the problems, that were considered in this review, with regard to different
generalizations of bent functions that is study of metrical properties and the duality as well as
self-duality in this scope is a goal worth pursuing.
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This review is devoted to the study of metric complements and metric regularity in
the Boolean cube and in arbitrary finite metric spaces. Let A be an arbitrary subset
a finite metric space M , and Â be the metric complement of A — the set of all points
of M at the maximal possible distance from A. If the metric complement of the set
Â coincides with A, then the set A is called a metrically regular set. The problem of
investigating metrically regular sets was posed by N. Tokareva in 2012 when studying
metric properties of bent functions, which have important applications in cryptography
and coding theory and are also one of the earliest examples of a metrically regular
set. In this paper, main known problems and results concerning the topic of metric
regularity are overviewed, such as the problem of finding the largest and the smallest
metrically regular set, both in the general case and in the case of fixed covering radius,
and the problem of obtaining metric complements and establishing metric regularity
of linear codes. Results concerning metric regularity of partition sets of functions and
Reed-Muller codes are presented.

Keywords: metrically regular set, metric complement, covering radius, bent function,
deep hole, Reed-Muller code, linear code

Äàííûé îáçîð ïîñâÿù¼í èññëåäîâàíèÿì ìåòðè÷åñêèõ äîïîëíåíèé è ìåòðè÷åñêîé
ðåãóëÿðíîñòè â áóëåâîì êóáå è â ïðîèçâîëüíûõ êîíå÷íûõ ìåòðè÷åñêèõ ïðîñòðàí-
ñòâàõ. Ïóñòü A � ïðîèçâîëüíîå ïîäìíîæåñòâî êîíå÷íîãî ìåòðè÷åñêîãî ïðîñòðàí-
ñòâàM , à Â� ìåòðè÷åñêîå äîïîëíåíèåA� ìíîæåñòâî âñåõ òî÷åêM , íàõîäÿùèõñÿ
íà ìàêñèìàëüíî âîçìîæíîì ðàññòîÿíèè îò A. Åñëè ìåòðè÷åñêîå äîïîëíåíèå ìíî-
æåñòâà Â ñîâïàäàåò ñ ìíîæåñòâîì A, òî A íàçûâàåòñÿ ìåòðè÷åñêè ðåãóëÿðíûì.
Çàäà÷à èçó÷åíèÿ ìåòðè÷åñêè ðåãóëÿðíûõ ìíîæåñòâ áûëà ïîñòàâëåíà Í. Òîêàðå-
âîé â 2012 ãîäó â ïðîöåññå èçó÷åíèÿ ìåòðè÷åñêèõ ñâîéñòâ áåíò-ôóíêöèé. Áåíò-
ôóíêöèè èìåþò âàæíûå ïðèëîæåíèÿ â êðèïòîãðàôèè è òåîðèè êîäèðîâàíèÿ, à
òàêæå ÿâëÿþòñÿ îäíèì èç ïåðâûõ ïðèìåðîâ ìåòðè÷åñêè ðåãóëÿðíîãî ìíîæåñòâà.
Â äàííîé ðàáîòå ïðîâîäèòñÿ îáçîð îñíîâíûõ çàäà÷ è ðåçóëüòàòîâ, ñâÿçàííûõ ñ ïî-
íÿòèåì ìåòðè÷åñêîé ðåãóëÿðíîñòè, â ÷àñòíîñòè, çàäà÷à ïîèñêà íàèáîëüøèõ è íàè-
ìåíüøèõ ìåòðè÷åñêè ðåãóëÿðíûõ ìíîæåñòâ (êàê â îáùåì ñëó÷àå, òàê è â ñëó÷àå
ôèêñèðîâàííîãî ðàäèóñà ïîêðûòèÿ), çàäà÷à íàõîæäåíèÿ ìåòðè÷åñêîãî äîïîëíå-
íèÿ è îïðåäåëåíèÿ ìåòðè÷åñêîé ðåãóëÿðíîñòè ëèíåéíûõ êîäîâ. Ïðèâåäåíû ðåçóëü-
òàòû, ñâÿçàííûå ñ ìåòðè÷åñêîé ðåãóëÿðíîñòüþ ìíîæåñòâ ôóíêöèé, ïîñòðîåííûõ
íà ðàçáèåíèè ïðîñòðàíñòâà, à òàêæå êîäîâ Ðèäà-Ìàëëåðà.

1The work was carried out within the framework of the state contract of the Sobolev Institute of
Mathematics (project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research
(projects no. 18-07-01394, 19-31-90093) and Laboratory of Cryptography JetBrains Research.
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Êëþ÷åâûå ñëîâà: ìåòðè÷åñêè ðåãóëÿðíîå ìíîæåñòâî, ìåòðè÷åñêîå äîïîëíå-

íèå, ðàäèóñ ïîêðûòèÿ, áåíò-ôóíêöèÿ, êîä Ðèäà-Ìàëëåðà, ëèíåéíûé êîä

Introduction

The problem of investigating and classifying metrically regular sets was posed by
Tokareva [24,25] when studying metric properties of bent functions [20]. A Boolean function
f in even number of variables m is called a bent function if it is at the maximal possible
distance from the set of a�ne functions.

Bent functions have various applications in cryptography, coding theory and
combinatorics [4, 13, 25]. In cryptography, bent functions are valued because of their
outstanding nonlinearity, which helps to construct S-boxes for block ciphers with high
resistance to linear cryptanalysis, and, as it turned out, good di�usion properties and high
resistance to di�erential cryptanalysis [13]. Bent functions were also used in the construction
of the stream cipher Grain, being a part of a nonlinear feedback shift register [25]. From
the coding theory standpoint, bent functions form the set of points at the maximal possible
distance from the Reed-Muller code of the �rst orderRM(1,m) in even number of variables
m. Bent functions are used to construct Kerdock codes, which are optimal and have large
code distances (see more in [13]). Bent functions also have a number of representations and
relations to di�erent combinatorial objects: Hadamard di�erence sets, block designs, etc.
(see [13, 25]).

However, many problems related to bent functions remain unsolved; in particular, the
gap between the best known lower and upper bound on the number of bent functions is
extremely large; currently known constructions of bent functions are rather scarse.

In 2010 [23], Tokareva has proved that, like bent functions are maximally distant from
a�ne functions, a�ne functions are at the maximal possible distance from bent functions,
thus establishing the metric regularity of both sets. Combined with the importance of bent
functions in cryptography and coding theory, this arouses the interest in studying the
property of metric regularity and in the classi�cation of metrically regular sets.

This paper is devoted to the study of metrically regular sets, both in the Boolean cube
and in arbitrary �nite metric spaces. Published results concerning the topic, as well as some
currently unpublished, are overviewed.

The �rst section provides necessary basic de�nitions, simple examples of metrically
regular sets and some of their trivial properties. Section 2 describes the results of St�anic�a,
Sasao and Butler [22] concerning metric complements and metric regularity of partition
sets of functions. Section 3 deals with the problem of �nding the smallest and the largest
metrically regular sets, both in general and in the case of �xed distance between sets [17].
Strongly metrically regular sets are introduced in Section 4 as a subclass of metrically
regular sets. These allow one to obtain iterative constructions of metrically regular sets and
get an estimate on how big the largest metrically regular set with �xed covering radius
can be [18]. Section 5 touches upon the problem of describing metric complements and
establishing metric regularity of linear codes. General results are presented, and the metric
regularity of several families of Reed-Muller codes is established [16,19].

1. Preliminaries

1.1. D e f i n i t i o n s

Let M be a �nite discrete metric space with a metric d(·, ·), which admits values from
a set D. From now on every space mentioned in the paper will be a �nite discrete metric
space. Let X ⊆ M be an arbitrary subset of the space and y ∈ M be an arbitrary point.
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On metric complements and metric regularity 3

The distance d(y,X) from the point y to the set X is equal to min
x∈X

d(y, x). The covering

radius of the set X is de�ned as follows:

ρ(X) = max
z∈M

d(z,X).

A set X with the covering radius r is also sometimes called a covering code [3] of radius r.
Consider the following set

{y ∈M : d(y,X) = ρ(X)}

of all vectors at the maximal possible distance from the set X. This set is called the metric

complement [16] of X and is denoted by X̂. If
̂̂
X = X, the set X is said to be metrically

regular [24].
Note that metrically regular sets always come in pairs, i.e. if A is a metrically regular

set, its metric complement Â is also a metrically regular set. In this work a pair consisting
of a metrically regular set A and its metric complement B = Â will sometimes be referred
to as �a pair of metrically regular sets A, B�.

Throughout the paper we will mostly consider the metric space Fn2 of binary vectors
of length n equipped with the Hamming metric. The Hamming distance dH(·, ·) between
two binary vectors is de�ned as the number of coordinates in which these vectors di�er,
while wt(·) denotes the Hamming weight of a vector, i.e. the number of nonzero values it
contains. Since F2 is a �eld, Fn2 is also considered as a vector space, with the plus sign +
denoting addition of vectors modulo two. A Boolean function in m variables is an arbitrary
mapping from Fm2 to F2.

1.2. E x a m p l e s a n d b a s i c r e s u l t s

Let us consider some simple examples of metric complements and metrically regular
sets in the space Fn2 :
1) Let X = {x} be the set consisting of one binary vector. It has covering radius n and its

metric complement is the set X̂ = {x+ 1}, consisting only of the opposite vector (here

1 is the all-ones vector). It follows that
̂̂
X = X, so X is a metrically regular set;

2) Consider a ball of radius r centered at x; i.e., X = {y ∈ Fn2 |d(x, y) 6 r}. Then the vector
x + 1 will be at the distance n − r from the set X, while any other vector will be at
a smaller distance. Therefore, the covering radius of X is equal to n− r and its metric

complement is the set X̂ = {x+ 1}. Then ̂̂X = {x}, which shows us that, unless r = 0,
the ball of radius r is not a metrically regular set.

For other examples of metric complements and metrically regular sets the reader is referred
to [16�18].

Let us return to an arbitrary metric space M with a metric admitting values from a set
D and present some basic results concerning metric regularity.

An automorphism of a set X ⊆ M is an isometric mapping from M into M which
maps X into itself. The following result [16] is straightforward from the de�nition of metric
regularity, and is also described in [23,24] for a�ne/bent functions:

Theorem 1. Let X ⊆ M be a metrically regular set. Then sets of automorphisms of
X and X̂ coincide: Aut(X) = Aut(X̂).

As we could see from examples, not every set is metrically regular, which means that
we can apply the procedure of taking metric complement more than twice and obtain new
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4 A. K. Oblaukhov

sets. It has been proven [16] that this process stabilizes for any set after not more than
|D| − 1 repetitions:

Proposition 1. Let X be an arbitrary subset of the space M . Let us denote
X0 = X, Xk+1 = X̂k for k > 0. Then there exists a number M 6 |D| − 1 such that Xm is
a metrically regular set for any m >M .

Using this proposition, we can, for example, split the set 2M of all subsets of M into
equivalence classes, and call two sets X,Y ⊆ M equivalent if and only if the pair of
metrically regular sets A, A∗, which we obtain from the set X by repeatedly obtaining
metric complement as in Proposition 1, coincides with the pair of metrically regular sets B,
B∗ which we obtain from the set Y . How would the equivalence classes look? The description
has not yet been given.

Proposition 1 is also useful when conducting experiments with metrically regular sets
using computers.

2. Partition sets of functions

In the work [22] St�anic�a, Sasao and Butler introduce the notion of partition sets of
functions and study their metric complements and metric regularity.

A set S of Boolean functions is said to be a partition set with respect to a partition U
of the set Fm2 , if the elements in the same block of U all map to 0 or all map to 1, and all
combinations of assignments to blocks are included in S. Partition set functions include,
for example symmetric functions, rotation symmetric functions, self-anti-dual-functions and
linear structure functions.

The following theorem presents the main result of their work, describing the covering
radius and the metric complement of a partition set of functions:

Theorem 2. Consider a partition set of functions S, and let us denote the covering
radius of S as ρS . Let NS be the number of Boolean functions at distance ρS from S. Then,

ρS =
l∑

i=1

bki/2c and NS =
l∏

i=1

1

2− ki mod 2

((
ki
bki/2c

)
+

(
ki
dki/2e

))
,

where ki is the cardinality of the i-th block of the l blocks in partition U .
The proof of the theorem is constructive and gives an explicit description of the metric

complement Ŝ. From this description the equality
̂̂S = S is trivially established, showing

that all partition sets of functions are metrically regular.
The authors then proceed to investigate special cases of partition sets of functions,

namely, symmetric and rotation symmetric functions. They calculate covering radii for
both of these sets, give characterization for the set of maximally asymmetric functions (the
metric complement of the set of symmetric functions) and calculate the number of such
functions. They also study the weight distribution of maximally asymmetric functions, as
well as their algebraic degrees, and provide a classi�cation of all functions with respect to
the distance from the set of symmetric functions. For details, the reader is referred to [22].

3. Largest and smallest metrically regular sets

Let us return to a�ne and bent functions. Since the gap between the best known upper
and lower bounds on the size of the set of bent functions is so large, it is interesting
to investigate possible cardinalities of metrically regular sets, particularly, the extreme
cardinalities, in an attempt to improve known bounds. The work [17] focuses on the problem
of �nding the largest and the smallest metrically regular sets.
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3.1. G e n e r a l p r o b l e m

In the Boolean cube Fn2 with the Hamming distance, any smallest metrically regular
set has cardinality 1, as can be seen from the simplest example X = {x}, x ∈ Fn2 . For
the largest metrically regular set the solution is not so trivial. The following theorem [17]
reduces the general problem to a special case:

Theorem 3. Let A,B ⊂ Fn2 be a pair of metrically regular sets, i.e. A = B̂, B = Â.
Then there exists a pair of metrically regular sets A∗, B∗ at distance 1 from each other such
that either A ⊆ A∗, B ⊆ B∗ or both A,B ⊆ A∗.

The theorem tells us that for each metrically regular set in the Boolean cube there exists
a metrically regular superset with the covering radius of 1. Therefore, the covering radius
of the largest metrically regular set in the Boolean cube is equal to 1. Since for any set A
with ρ(A) = 1 it holds A ∪ Â = Fn2 , the largest metrically regular set is the metric (and
ordinary) complement of the smallest metrically regular set with the covering radius equal
to 1.

The problem is reduced further by the following fact [17]:

Proposition 2. If C ⊆ Fn2 is a minimal covering code of radius 1, then C is metrically
regular.

It follows from the Proposition 2 that any smallest covering code of radius 1 is also
a smallest metrically regular set with the covering radius 1. Combined with Theorem 3,
this shows that the problem of �nding the largest metrically regular set is equivalent to
the problem of �nding the smallest covering code of radius 1. This is an open problem of
coding theory [3] and is solved mostly for particular cases and small dimensions.

Proposition 2 is conjectured [17] to hold true for larger values of the covering radius,
however, this has not been proved yet:

Conjecture 1. If C ⊆ Fn2 is a covering code of radius r of minimal size, then C is
metrically regular.

The conjecture was computationally checked [17] for several minimal covering codes with
n = 2r + 3, n = 2r + 4, where r equals 2 or 3. Constructions of these codes can be found
in [2, 5].

3.2. F i x e d d i s t a n c e s

As we see from the previous subsection, the general problems of �nding the largest and
the smallest metrically regular sets are reduced to the cases when the covering radius is
trivial (equal to either 1 or n). However, the set of bent functions in m variables Bm has
the covering radius equal to 2m−1 − 2

m
2
−1. In the work [17], the sizes of the sets at a �xed

distance r from each other are considered. Theses sizes are estimated nondirectly, through
estimating the size of the union of two metrically regular sets, maximally distant one from
another. Let us return to the general �nite metric space M with a metric d(·, ·) admitting
values from a set D. Then, the following bound holds [17]:

Theorem 4. Let A,B ⊆M be a pair of metrically regular sets at distance r ∈ D from
each other, and let Ck be the size of the largest sphere of radius k ∈ D in M . Then

|A|+ |B| > 2|M |
1 +

∑
k∈D
k<r

Ck
.

This bound is very similar to the sphere-packing bound on the size of a code, well-known
in the coding theory. In the case when the space M is Fn2 with the Hamming metric, the
bound becomes:
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Corollary 1. Let A,B ⊆ Fn2 be a pair of metrically regular sets at distance r from
each other. Then

|A|+ |B| > 2n+1

1 +
r−1∑
k=0

(
n
k

) .
4. Strongly metrically regular sets

4.1. P r e l i m i n a r i e s

Metrically regular sets are de�ned by their outstanding metric properties, but a lot of
them possess even more regularity. In order to investigate largest and smallest metrically
regular sets further, the notion of a strongly metrically regular set was introduced in [18].

Let A ⊆ Fn2 be a set with the covering radius r. The set A is called strongly metrically
regular, if for any vector x ∈ Fn2 it holds

d(x,A) + d(x, Â) = r.

In other words, any vector of the Boolean cube belongs to some shortest path from the set
A to the set Â. It is clear from the de�nition that any strongly metrically regular set is
metrically regular.

The following pair of metrically regular sets gives us a simple example:A = {0}, Â = {1}.
Any vector x ∈ Fn2 with the Hamming weight k is at distance k from the set A and at

distance (n − k) from the set Â, so the sum of both distances is equal to n, which is the
covering radius of these sets.

But not all metrically regular sets are strongly metrically regular. One of the problems of
the international cryptographic olympiad NSUCRYPTO 2016 [26] was to �nd a metrically
regular set which is not strongly metrically regular (or prove that such set does not exist),
and several contestants managed to �nd a solution. The smallest known example of such a
set is contained in the Boolean cube of dimension 7.

Let A be an arbitrary subset of the Boolean cube Fn2 . The layer representation of Fn2
with respect to the set A is the sequence of layers de�ned as follows:

Ak := {x ∈ Fn2 |d(x,A) = k}, k = 0, 1, . . . , r

where r is the covering radius of A. Using layer representation, strongly metrically regular
sets can alternatively be de�ned as follows [18]:

Proposition 3. Set A is strongly metrically regular if and only if for any k from 0 to
r it holds Ak = Âr−k, where r is the covering radius of both sets.

It is easy to see that completely regular codes [15] are strongly metrically regular. The
converse is not true: an example of a strongly metrically regular set which is not a completely
regular code is the set A = {(000), (011), (111)} in F3

2.

4.2. I t e r a t i v e c o n s t r u c t i o n s

In the work [18] several iterative constructions of strongly metrically regular sets are
obtained:

Theorem 5. Let A be a strongly metrically regular set with the covering radius r.
Then C = A ∪ Â is also a strongly metrically regular set.

This theorem is then generalized to obtain more iterative constructions of strongly
metrically regular sets:
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Theorem 6. Let A be a strongly metrically regular set with the covering radius r > 0
(case r = 0 is trivial). Let i1, . . . , is be a sequence of indices satisfying 0 6 i1 < i2 < . . . <

is−1 < is 6 r. Then the union C =
s⋃

k=1

Aik is a strongly metrically regular set if and only if

there exists a number ρ > 0 such that all the following conditions are satis�ed:

1) for any k ∈ {1, . . . , s− 1} the distance (ik+1 − ik) is equal to 1, 2ρ or 2ρ+ 1;
2) for any k ∈ {2, . . . , s− 1} at least one of the distances (ik+1 − ik), (ik − ik−1) is greater

than 1;
3) i1 is equal either to ρ or to 0, and if i1 = 0, then i2− i1 = 2ρ or 2ρ+1 in case if i2 exists;
4) is is equal either to r − ρ or to r, and if is = r, then is − is−1 = 2ρ or 2ρ + 1 in case if

is−1 exists;

The number ρ is the covering radius of C.

Theorem 6 allows one to construct many new strongly metrically regular sets with
smaller covering radii given a strongly metrically regular set with the covering radius r. For
example, consider a strongly metrically regular set with the covering radius 20. Then, if
we take the union of layers with indices {2, 3, 7, 12, 16, 20}, it will be a strongly metrically
regular set with the covering radius 2 and its metric complement will consist of layers with
indices {0, 5, 9, 10, 14, 18}.

The number of strongly metrically regular sets with the covering radius r which can be
constructed using Theorem 6 is also calculated in [18]:

Theorem 7. Let A be a strongly metrically regular set with the covering radius r.
Then the number Gρ(r) of di�erent strongly metrically regular sets with covering radius
ρ that can be obtained by applying Theorem 6 to the set A can be calculated using the
following recurrent formulas:

Gρ(r) =


Gρ(r − ρ) +Gρ(r − ρ− 1), when r > ρ
2, when r = ρ
0, when 0 6 r < ρ

4.3. S p e c i a l c o n s t r u c t i o n s a n d l o w e r b o u n d s

Utilizing Theorem 6 and other considerations, two families of �large� strongly metrically
regular sets {Y r

n }, {Zr
n}n>2r are constructed in [18]. Here Y r

n , Z
r
n ⊆ Fn2 and ρ(Y r

n ) = ρ(Zr
n) =

r. Sets from these families asymptotically cover a large part of the Boolean cube:

|Y r
n |

n→∞∼ 2

2r + 1
2n. (1)

|Zr
n| = 2n−2r

(
2r

r

)
r→∞∼ 1√

πr
2n. (2)

The lower bound on the sizes of sets from the family {Y r
n } is obtained, which results in

the following lower bound on the size of the largest metrically regular set for �xed covering
radius:

Theorem 8. Let A be the largest metrically regular set with the covering radius r in
the Boolean cube of dimension n (n > 2r), and let ρ be the remainder of n+ 1 divided by
2r + 1. Then

|A| > max

{
2n
(

2

2r + 1
− 2√

n− ρ+ 1

)
, 2n−2r

(
2r

r

)}
(3)
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Construction of the family of strongly metrically regular sets {Y r
n } allows one to obtain

metrically regular sets with the covering radius r that cover roughly the fraction 2
2r+1

of
the whole Boolean cube when n is big enough, while the family {Zr

n} contains metrically
regular sets with the covering radius r that cover roughly the fraction 1√

πr
of the Boolean

cube for large values of r.

5. Metric complements and metric regularity of linear codes

5.1. G e n e r a l r e s u l t s

The papers [16, 19] touch upon the topic of metric complements of linear codes in the
Boolean cube. First, let us formulate some basic results:

Proposition 4. Let L ⊆ Fn2 be a linear code. Then the metric complement of L is the
union of cosets of L.

This result follows directly from the equality dH(x, y) = wt(x+ y) and the linearity of the
code. The following bound is also a simple and well-known result:

Proposition 5. Let L ⊆ Fn2 be a linear code of dimension k. Then ρ(L) 6 n− k.
The work [16] describes su�cient and necessary conditions on an arbitrary linear code

L to attain this bound, as well as some su�cient conditions for ρ(L) = n − k − 1 or
ρ(L) = n− k− 2. Both of these results also present explicit form of the metric complement
of the linear code in question, and in the case when ρ(L) = n − k, the code L is found to
be metrically regular.

The following characterization of the second metric complement using the �rst is also
presented in [16,24]:

Proposition 6. Let L ⊆ Fn2 be a linear code. Then ρ(L̂) = ρ(L) and a vector x is in̂̂
L is and only if x+ L̂ = L̂.

Corollary 2. Let L ⊆ Fn2 be a linear code. Assume that L̂ is an a�ne subspace, i.e.

L̂ = a+ L1 for some linear code L1. Then
̂̂
L = L1.

5.2. S e t s o f a f f i n e / b e n t f u n c t i o n s

Let us remember that the notion of a metrically regular set and the problem of
investigating and classifying metrically regular sets was �rst posed by Tokareva in the
work [24] when studying metric properties of bent functions, particularly, the duality
between bent functions and a�ne functions.

A Boolean function in even number of variables m is called a bent function, if it is at
the maximal possible distance from the set of a�ne functions Am. If we denote the set of
bent functions as Bm, then we have, by de�nition, Bm = Âm.

Despite the fact that all characterizations of the set of bent functions that are currently
known are rather ine�ective when it comes to counting and constructing bent-functions, it
turned out that these characterizations are enough to establish metric regularity of the set
of a�ne/bent functions.

It follows from Proposition 6 of the previous subsection that a linear code is metrically
regular if and only if no vectors other that those from the code keep its metric complement
stable under addition. This property of linear codes was used in [23,24] to establish that the
set of a�ne functions is the metric complement of the set of bent functions: Tokareva has
shown that for any non-a�ne function f there exists a bent function g (from the so-called
�Maiorana-McFarland� class of bent functions) such that f+g is not a bent function. Thus,
the following holds:

Theorem 9. Sets of a�ne functions Am and bent functions Bm are metrically regular.
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A. Kutsenko studied metric properties of two subclasses of bent functions called self-
dual and anti-self-dual bent functions. In the work [11] he shows that the set of self-dual
bent functions is the metric complement of the set of anti-self-dual bent-functions and vice
versa, thus establishing the metric regularity of both of these sets. Other metric properties
of bent functions (e.g. the graph of minimal distances between bent functions) were also
studied by N. Kolomeec in [7�10].

5.3. R e e d - M u l l e r c o d e s

Let Fm be the set of all Boolean functions in m variables. The Reed-Muller code of
order k in m variables is de�ned as follows:

RM(k,m) = {f ∈ Fm : deg(f) 6 k},

where deg(·) denotes the degree of the algebraic normal form (ANF) [25] of the function.
These codes may also be represented as sets of value vectors of corresponding functions:
binary vectors of length 2m, containing values which a function assumes on all vectors of
Fm2 , listed in some �xed order. Distances between functions can therefore be de�ned as
distances between their value vectors.

The Reed-Muller code of order 1 is, by de�nition, the set of a�ne functions, which is,
in the case of even number of variables m, metrically regular (as is its metric complement
� the set of bent functions). Does this hold for other codes from this family? The work [19]
is devoted to the investigation of this metric property for other Reed-Muller codes.

In the work [1], Berlekamp and Welch presented a partition of all cosets of theRM(1, 5)
code into 48 classes with respect to the EA-equivalence (extended a�ne equivalence) and
obtained weight distributions for each class of cosets. The full weight distribution allows one
to explicitly describe the metric complement of the code. Proposition 6 from the previous
subsection is then used to establish the metric regularity of RM(1, 5) in the work [19]. It
is shown that for any equivalence class of cosets (other than the RM(1, 5) itself), adding

a function from that class to some function from the metric complement R̂M(1, 5) yields
a function outside of the metric complement, leading to the following

Theorem 10. The code RM(1, 5) is metrically regular.

Reed-Muller codes of orders 0, m and m−1 coincide with the repetition code, the whole
space and the even weight code respectively. It is trivial that all of them are metrically
regular. Metric regularity of the Reed-Muller code of order m − 2 is also easy to establish
as follows [19]:

The Reed-Muller code of order m−2 has covering radius 2 [3]. By de�nition, it consists
of all Boolean functions of degree at most m− 2. Since all functions of degree m have odd
weights, and all functions of smaller degree have even weights, functions of degree m are
at distance 1 from RM(m − 2,m), while functions of degree m − 1 are at distance 2 and
therefore

R̂M(m− 2,m) = RM(m− 1,m) \ RM(m− 2,m).

Since RM(m − 2,m) is linear, ρ(R̂M(m − 2,m)) = ρ(RM(m − 2,m)) = 2 and thus

functions of degreem are at distance 1 from R̂M(m−2,m). It follows that
̂̂RM(m−2,m) =

RM(m− 2,m) and therefore the following holds:

Theorem 11. Codes RM(k,m) for k > m− 2 are metrically regular.
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Codes of order m− 3 are harder to handle. In 1979, McLoughlin [12] has proved that

ρ(RM(m− 3,m)) =

{
m+ 1, if m is odd,

m+ 2, if m is even.

This result is reestablished by Cohen et al. in the book �Covering codes� [3] using a
method of syndrome matrices, di�erent from the method in [12]. This method allows the
author of [19] not only to obtain the covering radius of the Reed-Muller code of order m−3,
but also to describe the metric complement of this code. As with the covering radius, the
cases of even and odd m are distinct.

In the case of even number of variables m, the metric complement can be described as
follows:

R̂M(m− 3,m) =
⋃
g∈G

(g +RM(m− 3,m)) ,

where

G = {g : supp(g) = {0, x1, x2 . . . , xm, x1 + . . .+ xm},
{x1, . . . , xm} are linearly independent},

while for m odd, the description is as follows:

R̂M(m− 3,m) =
⋃

g∈G1∪G2

(g +RM(m− 3,m)),

where

G1 = {g : supp(g) = {0, x1, x2 . . . , xm}, {x1, . . . , xm} are linearly independent},
and

G2 = {g : supp(g) = {0, x1, x2 . . . , xm−1, x1 + . . .+ xm−1},
{x1, . . . , xm−1} are linearly independent}.

Then, the metric regularity ofRM(m−3,m) is proved by establishing that no functions
other that those contained inRM(m−3,m) preserve the metric complement under addition
(once again utilizing Proposition 6 from Subsection 5.1).

The author then considers the code RM(2, 6). Using a proper ordering of the values in
the value vectors of functions, this code can be presented in the following manner:

RM(2, 6) = {(u,u+ v) : u ∈ RM(2, 5),v ∈ RM(1, 5)}.
Since both RM(2, 5) and RM(1, 5) were shown to be metrically regular, this

constructions proves useful and allows the author to establish the metric regularity of the
code RM(2, 6) as well. The proof of this result heavily relies on the fact that RM(2, 6)
attains the upper bound on the covering radius provided by the (u,u+ v) construction,
i.e. ρ(RM(2, 6)) = ρ(RM(2, 5)) + ρ(RM(1, 5)) [21].

Thus, the metric regularity of the codes RM(1, 5), RM(2, 6) and of the codes
RM(k,m) for k > m − 3 has been established. Factoring in the result by Tokareva [23],
which proves the metric regularity of RM(1,m) for even m, this covers all in�nite families
of Reed-Muller codes with known covering radius. The only other Reed-Muller codes
with known covering radius, metric regularity of which has not been yet established,
are RM(1, 7) [6, 14] and RM(2, 7) [27]. Given these results, the following conjecture is
formulated [19]:

Conjecture 2. All Reed-Muller codes RM(k,m) are metrically regular.
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Conclusion

In this work the main published results concerning metric complements and metric
regularity are presented. Metric regularity of partition sets of functions is established.
General problem of �nding smallest metrically regular sets is found to be trivial, while
�nding the largest is shown to be as hard as �nding the smallest covering code of radius
1. For �xed covering radius, a lower bounds on the sum of sizes of metrically regular sets
constituting a pair is obtained. Using the notion of strongly metrically regular set, iterative
constructions of metrically regular sets are described and the number of sets which can be
obtained using these constructions is calculated. Two families of �large� (relative to the size
of Fn2 ) metrically regular sets with �xed covering radius are constructed, giving the idea of
how big the largest metrically regular sets can be. Characterizations of the �rst and the
second metric complements of linear codes are given. Metric regularity of the Reed-Muller
codes RM(1,m) for m even, RM(k,m) for k = 0, k > m− 3 and of the codes RM(1, 5),
RM(2, 6), is established.
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1 Introduction

The problem of investigating and classifying metrically regular sets was posed by
Tokareva [14,15] when studying metric properties of bent functions [11]. A Boolean
function f in even number of variables m is called a bent function if it is at the
maximal possible distance from the set of affine functions. Thus, the set of bent
functions Bm is the metric complement of the set of affine functions Am, or, in
other words, the metric complement of the Reed-Muller code RM(1,m). It has
been proved by Tokareva [14] that the set of affine functions is, conversely, the
metric complement of the set of bent functions. It follows that both of these sets
are metrically regular, which establishes metric regularity of the codes RM(1,m)
for even m.

It is straightforward from Neumaier’s definition [7] of completely regular codes
that they are metrically regular (but the converse is not true). Metric regularity
of several classes of partition set functions is studied in [13], while the work [4]
touches upon metric properties of self-dual bent functions. Metric regularity has
been actively investigated by the author: metric complements of linear subspaces
of the Boolean cube are studied in the paper [8], while the works [9] and [10] are
studying possible sizes of the largest and smallest metrically regular set.

In this work we investigate metric properties of Reed-Muller codes. Among
the codes of high order, covering radii of the codes RM(k,m), for k > m− 3 are
known. The covering radius of RM(1,m) for odd m > 7 is unknown, but has
been determined for RM(1, 5) [1] and RM(1, 7) [6,3]. In [12], Schatz has found
the covering radius of RM(2, 6), while recently Wang has established the covering
radius of RM(2, 7) [16]. For m > 9, the covering radius of RM(2,m) is still
unknown. We prove that the codes RM(k,m), for k = 0 and k > m − 3 and the
code RM(1, 5) are metrically regular and also describe their metric complements.

The paper is structured as follows. After providing necessary definitions and
examples, we prove metric regularity of theRM(1, 5) code. After that we establish
metric regularity of Reed-Muller codes of order 0, order m − 2 and higher, and
then we move onto the codes of order m − 3. In order to handle this case, we
describe a “syndrome matrices method” of calculating distances from vectors to
the punctured RM(m−3,m) code, based on the “Covering codes” book by Cohen
et al [2]. Following the book, we calculate the covering radius of the Reed-Muller
code of order m−3. Utilizing the method further, we obtain the metric complement
of this code. The description of the complement allows us to establish that only
the functions from RM(m−3,m) are contained in the second metric complement,
which proves metric regularity of Reed-Muller codes of order m − 3. The paper
concludes with the overview of the results obtained and a hypothesis regarding
metric regularity of all Reed-Muller codes.

2 Definitions and examples

Let Fn2 be the space of binary vectors of length n with the Hamming metric. The
Hamming distance d(·, ·) between two binary vectors is defined as the number of
coordinates in which these vectors differ, while wt(·) denotes the weight of a vector,
i.e. the number of nonzero values it contains. The plus sign + will denote addition
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modulo two (componentwise in case of vectors), while the componentwise product
of two binary vectors will be denoted as ∗.

Let X ⊆ Fn2 be an arbitrary set and y ∈ Fn2 be an arbitrary vector. The distance
from the vector y to the set X is defined as

d(y,X) = min
x∈X

d(y, x).

The covering radius of the set X is defined as

ρ(X) = max
z∈Fn2

d(z,X).

The set X with ρ(X) = r is also called a covering code [2] of radius r.
Consider the set

Y = {y ∈ Fn2 |d(y,X) = ρ(X)}

of all vectors at the maximal possible distance from the set X. This set is called
the metric complement [8] of X and is denoted by X̂. Vectors from the metric

complement are sometimes called deep holes of a code. If
̂̂
X = X then the set X

is said to be metrically regular [15].
Note that metrically regular sets always come in pairs, i.e. if A is a metrically

regular set, then its metric complement Â is also a metrically regular set and
both of them have the same covering radius. For some simple examples of metric
complements and metrically regular sets, refer to [8–10].

Let Fm be the set of all Boolean functions in m variables. Reed-Muller code
of order k is defined as:

RM(k,m) = {f ∈ Fm : deg(f) 6 k},

where deg(·) denotes the degree of the algebraic normal form (ANF) of the func-
tion. These codes may be also represented as sets of value vectors of functions.
Throughout the paper we will often switch between these two representations. In
most cases, m will denote the number of variables, while n := 2m will denote the
dimension of the space of value vectors, which have coordinates numbered from 0
to 2m − 1. The i-th coordinate of a value vector is the value of the correspond-
ing function at the binary vector of length m which is a binary representation of
the number i. Weights of functions, distances between functions and between a
function and a set of functions are defined as distances between their value vectors.

From now on, vectors of length m and square m×m matrices will be denoted
using roman typestyle letters (e.g. x,A), while vectors of length n and vectors
derived from them, as well as matrices related to such vectors, will be denoted
using bold letters (e.g. v,B).

Let f and g be two functions in m variables. Denote as Lb
A : Fm2 → Fm2 the

affine transformation of the variables with the matrix A and the vector b):

(f ◦ Lb
A)(x) = f(Ax + b).

Here ◦ denotes the composition of the functions. If the vector b is zero, it will be
omitted from the notation. Functions f and g are called linearly equivalent if one
can be obtained from the other by applying a nonsingular linear transformation
to the variables, i.e. f = g ◦ LA, where det A 6= 0.
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Extended affine equivalence is more common when classifying boolean func-
tions: functions f and g are called EA-equivalent if there exists a nonsingular linear
transformation of variables A, a boolean vector b of length m and a function l of
degree at most 1 such that f = g ◦ Lb

A + l.
For our study we will use a variant of these two equivalence relations, which

will be referred to as extended linear equivalence (to the power of k). Functions f
and g are called ELk-equivalent if there exists a nonsingular binary matrix A and
a function c of degree at most k such that

f = g ◦ LA + c.

It is easy to see that this relation is indeed an equivalence. We will denote this

equivalence as f
k∼ g.

Reed-Muller code of order k in m variables is usually denoted as RM(k,m).
Since we will refer to these codes regularly, we will instead use Rk to denote a
Reed-Muller code of order k in m variables.

3 Reed-Muller code RM(1, 5)

In the work [1], Berlekamp and Welch presented a partition of all cosets of the
RM(1, 5) code into 48 classes with respect to the EA-equivalence and obtained
weight distributions for each class of cosets. Four of these cosets contain only code-
words of weight 12 and higher, and those cosets constitute the metric complement
of RM(1, 5). Thus we can present the metric complement of this code as:

R̂M(1, 5) = {f : f
EA∼ g for some g from one of 4 farthest classes}

Since RM(1, 5) is linear, it follows [8] that

ρ(R̂M(1, 5)) = ρ(RM(1, 5)) = 12

and f ∈ ̂̂RM(1, 5) if and only if f + R̂M(1, 5) = R̂M(1, 5). Thus, in order
to establish metric regularity of RM(1, 5), we must prove that for every f /∈
RM(1, 5) it holds f + R̂M(1, 5) 6= R̂M(1, 5).

Let fc /∈ RM(1, 5) be a function from a certain coset equivalence class C.

Assume that the function fc + gc, where gc ∈ R̂M(1, 5), does not belong to any

of the 4 equivalence classes from the complement R̂M(1, 5). This implies that

fc + R̂M(1, 5) 6= R̂M(1, 5) and thus fc is not in the second metric complement.
Let now f /∈ RM(1, 5) be an arbitrary function from the class C, and let

(A,b, l) be the matrix, the vector and the affine function such that

f ◦ Lb
A + l = fc.

Denote

gf = (gc + l) ◦ LA−1b
A−1 .

Then the function f+gf is EA-equivalent to fc+gc and therefore does not belong

to R̂M(1, 5). Since gf ∈ R̂M(1, 5), this implies that f /∈ ̂̂RM(1, 5).
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Thus, if we prove that f + g /∈ R̂M(1, 5) for some f ∈ C and some g ∈
R̂M(1, 5), we will prove that no function from the equivalence class C is in the
second metric complement.

The list of all representatives of equivalence classes of RM(1, 5) and the proof
that none of the classes, except for RM(1, 5) itself, belong to the second metric
complement can be found in the Appendix I of the paper under the

Theorem 1 The code RM(1, 5) is metrically regular.

4 Reed-Muller codes of orders 0, m, m− 1 and m− 2

Reed-Muller codes of orders 0, m and m−1 coincide with the repetition code, the
whole space and the even weight code respectively. It is trivial that all of them are
metrically regular.

The Reed-Muller code of order m− 2 has covering radius 2 [2]. By definition,
it consists of all Boolean functions of degree at most m− 2. Since all functions of
degree m have odd weight, and all functions of smaller degree have even weight,
functions of degree m are at distance 1 from Rm−2, while functions of degree m−1
are at distance 2 and therefore

R̂m−2 = Rm−1 \ Rm−2.

Since Rm−2 is linear, ρ(R̂m−2) = ρ(Rm−2) = 2 and thus functions of degree

m are at distance 1 from R̂m−2. It follows that
̂̂Rm−2 = Rm−2 and Rm−2 is

metrically regular.

5 Reed-Muller codes of order m− 3: Syndrome method

McLoughlin [5] has proved that

ρ(Rm−3) =

{
m+ 1, if m is odd,

m+ 2, if m is even.

We are going to reestablish this result following the “Covering codes” book by
Cohen et al, since our new results that follow rely on methods and terminology
described in the book. In particular, we will describe the method of obtaining the
covering radius of Rm−3 using syndrome matrices as it is presented in the book,
with few minor adjustments. After that we will proceed to study the metric com-
plement of Rm−3. Results in Chapters 5 and 6, as well as general result concerning
the covering radius of Rm−3, belong to Cohen et al [2], while all subsequent re-
sults concerning metric complements and metric regularity of the codes have been
obtained by the author.

Let us first consider the covering radius of the punctured Reed-Muller code
R◦m−3, i.e., the code without the 0-th coordinate (which corresponds to the value
of the function at zero). Let us denote the parity check matrix of this code as H.
The matrix H coincides with the parity check matrix of the non-punctured code
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Rm−3, but with the first all-one row and the first column removed. Since Rm−3

is dual to the code R2, the rows of H are punctured value vectors of the functions

x1, . . . , xm, x1x2, x1x3, . . . , xm−1xm.

The syndrome s of an arbitrary vector v ∈ Fn−1
2 is the product HvT. Let us

present the syndrome s as an m×m symmetric matrix S, where element si,j of the
matrix is equal to the component of the syndrome corresponding to the row xixj of
the parity check matrix H. Diagonal element si,i of this matrix corresponds to the
row xi of the matrix H. Thus we have built a one-to-one correspondence between
cosets of R◦m−3 and syndrome matrices S, i.e., all symmetric binary matrices.

Let e◦1, . . . e
◦
m ∈ Fn−1

2 be the punctured value vectors of the functions x1, . . . , xm.
Notice that the row of H corresponding to the function xixj is the componentwise
product e◦i ∗ e◦j .

Consider an m× (n− 1) matrix Bv which has e◦i ∗ v as its i-th row. Then the
symmetric matrix Sv = BvBT

v corresponds to the syndrome HvT of the vector
v. It is easy to see that if fv is a function with the punctured value vector v, then
the set of nonzero columns of Bv is precisely the support of fv (bar, possibly, the
zero vector). The number of nonzero columns in Bv is equal to the weight of the
vector v.

Given an arbitrary vector v ∈ Fn−1
2 , its distance d(v,R◦m−3) from the code is

equal to the weight of the coset leader:

d(v,R◦m−3) = min
u:HuT=HvT

wt(u).

Using the established correspondences between syndromes and symmetric matri-
ces, we can rewrite this as

d(v,R◦m−3) = min
u:BuBT

u =Sv

Col(Bu),

where Col(Bu) is the number of nonzero columns in the matrix Bu. Let us denote
this minimum as t(S) := min

u:BuBT
u =S

Col(Bu). Then

d(v,R◦m−3) = t(Sv),

and, since the correspondence between all syndromes and all symmetric matrices
is one-to-one, we have

ρ(R◦m−3) = max
v

d(v,R◦m−3) = max
S

t(S).

Moreover, a vector v is in the metric complement R̂◦m−3 if and only if t(Sv) =
ρ(R◦m−3).

We will call any matrix B such that BBT = S a factor of S. We can thus
describe the value t(S) as the minimum number of nonzero columns in a factor
over all factors of S of the form Bu, where u ∈ Fn−1

2 . We will call any factor
achieving this minimum a minimal factor.

Let us now expand the definition of the value t(S).

Lemma 1 Let S be a symmetric matrix, and let B be its factor (i.e. BBT = S).
The following operations do not change the property of B being a factor of S:
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1. deleting a zero column;
2. deleting two equal columns;
3. swapping any two columns;
4. adding an arbitrary vector b to each column from some subset of columns of B

of even size, given that all columns of this subset sum to zero.

Proof. Routine, left to the reader. ut

Since subsets of nonzero columns of matrices {Bu|u ∈ Fn−1
2 } are exactly all

possible subsets of nonzero columns of length m, and using Lemma 1, we can
remove all zero columns from allowed factors and ignore the possibility of duplicate
columns and thus reformulate the definition of the value t(S) in the following
manner, allowing arbitrary size matrices:

t(S) is the minimum number of columns in a factor over all factors of S. Any
factor achieving this minimum is called a minimal factor of S.

Moreover, any factor B of S corresponds to exactly one factor of the initial
form Bu — the factor with the set of nonzero columns coinciding with the set
of nonzero columns of B. Therefore, presenting a minimal factor for a symmetric
matrix S allows us to obtain a coset leader u for the coset which this symmetric
matrix represents.

6 Reed-Muller codes of order m− 3: Covering radius

In order to determine the covering radius of R◦m−3, let us now investigate the
maximum value of t(S). Obviously,

t(S) > min
B:BBT=S

rank(B) > rank(S)

for any matrix S, and therefore

max
S

t(S) > m.

Notice that, if S = BBT, then the vector consisting of all diagonal entries
of the matrix S is the sum of all columns of B. Assume that the matrix S is
nonsingular and has an all-zero diagonal. Then all columns of any of its factor B
sum to zero and thus all nonzero columns form a linearly dependent set of vectors.
Since rank(B) > rank(S) = m, this leads to t(S) > m + 1. Note that a matrix S
with such properties exists if and only if m is even (see e.g. [2] p. 249).

Combining these bounds, we obtain

max
S

t(S) > m+ 1− π(m),

where π(m) is the parity function, equal to 1 for odd m and to 0 for even m.
We will now prove that this bound is tight. The following lemma will help us

to characterize minimal factors:

Lemma 2 Let S be a symmetric matrix, and let B be its minimal factor. Then
all proper subsets of columns of B are linearly independent.

Proof. See Appendix II. ut
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Assume that for some symmetric matrix S it holds t(S) > m+ 2. This means
that any minimal factor B of S has at least m + 2 columns and therefore con-
tains a linearly dependent proper subset of columns, which contradicts Lemma 2.
Therefore, t(S) 6 m+ 1 for any matrix S.

7 Reed-Muller codes of order m− 3: Case m is even

7.1 Covering radius and metric complement of the punctured code

Let the number of variables m be even. Combining the upper and the lower bound
obtained in the previous chapter, we get:

ρ(R◦m−3) = max
S

t(S) = m+ 1

and a vector v is in the metric complement of R◦m−3 if and only if t(Sv) = m+ 1.
The following lemma will help us to characterize the metric complement of R◦m−3:

Lemma 3 Let S be a symmetric m ×m matrix, where m is even. Then t(S) =
m + 1 if and only if S = BBT for some m × (m + 1) matrix B of rank m such
that all its columns sum to zero.

Proof. See Appendix II. ut

Clearly, this lemma describes all minimal factors of all matrices S satisfying
t(S) = m+ 1. Let

U = {u : Bu has m+ 1 nonzero columns, m of which are

linearly independent and all of them sum to zero}.

It is easy to see that the set of matrices {Bu|u ∈ U} (up to columns permutations
and zero columns removal) includes exactly all minimal factors described in the
Lemma 3. Thus, if t(S) = m + 1 for some matrix S, then there exists a vector
u ∈ U such that S = BuBT

u . Conversely, for any u ∈ U it holds t(BuBT
u ) =

m + 1. Therefore, vectors from the set U cover all cosets contained in the metric
complement R̂◦m−3:

R̂◦m−3 =
⋃
u∈U

(
u +R◦m−3

)
.

7.2 Covering radius and metric complement of the non-punctured code

We have obtained the covering radius and described the metric complement of the
punctured code. Let us return to the regular, non-punctured Reed-Muller code
Rm−3. Since it is obtained from the punctured code by adding a parity check bit
at 0-th coordinate, the following result will be of use:

Lemma 4 Let C be a code with the covering radius r and the metric complement
Ĉ. Let Cπ be the code obtained from C by adding a parity check bit. Then ρ(Cπ) =

r + 1 and Ĉπ is obtained from Ĉ by
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1. adding a parity check bit to all vectors in case if r is odd or
2. adding a reverse parity check bit to all vectors in case if r is even.

Proof. See Appendix III. ut

Using this lemma we can conclude that the covering radius of the non-punctured
Reed-Muller code Rm−3 is equal to m+ 2 and its metric complement can be de-
scribed as follows:

R̂m−3 =
⋃
u∈U

((π(u),u) +Rm−3) .

Recall that, if fv is the function with the value vector v (non-punctured), then
the set of nonzero columns of the matrix Bv◦ coincides with the support of the
function fv, bar, possibly, the zero vector. Considering also that all vectors in
U have odd weight and added parity check bit corresponds to the value of the
function at the all-zero vector, we can rewrite the metric complement of Rm−3 in
terms of functions instead of their value vectors:

R̂m−3 =
⋃
f∈F

(f +Rm−3) ,

where

F = {f(π(u),u) : u ∈ U} = {f : supp(f) = {0, x1, x2 . . . , xm, x1 + . . .+ xm},
{x1, . . . , xm} are linearly independent}.

It is easy to see that all functions in F form an equivalence class with respect
to linear equivalence. Let us pick any function f∗ from this class. We can now say
that a function g is in R̂m−3 if and only if g = f∗ ◦ LA + h for some nonsingular
matrix A and some function h of degree at most m− 3.

Recall that functions f and g are ELk-equivalent if there exists a nonsingular
binary matrix A and a function h of degree at most k such that g = f ◦ LA +

h. Therefore, g ∈ R̂m−3 if and only if g
m−3∼ f∗, where f∗ is an arbitrarily

chosen representative of the class F . In fact, since all functions in the metric
complement are equivalent, we can pick any function from R̂m−3 as our reference
for equivalence (and we will actively change this reference whenever convenient).
We will call ELm−3–equivalence just “equivalence” for brevity from now on.

Let us give an explicit (algebraic normal form) description of a certain function
from F . Denote as f∗ the function with the support {0, e1, e2, . . . , em, 1}, where
ei is the vector with 1 only in the i-th coordinate. Clearly, f∗ ∈ F and it is
easy to construct the algebraic normal form of this function: it is the sum of all
monomials containing even number of variables, excluding the monomial with all
variables included:

f∗(x) = 1 +

m
2
−1∑

k=1

∑
16i1<...<i2k6m

xi1xi2 . . . xi2k .

This function is equivalent to the sum of all monomials containing m−2 variables,
so let us use this last function as f∗ moving forward. Let xi denote the product
of all m variables except xi, and let xixj denote the product of all m variables
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except xi and xj . Using these conventions, we can write this new representative
function as follows:

f∗(x) =
∑

16i<j6m

xixj .

7.3 Metric regularity

We have established that

R̂m−3 = {g : g
m−3∼ f∗},

where f∗ is some function from the class F (or from R̂m−3), and have presented
a representative.

Since the code Rm−3 is linear, it follows [8] that ρ(R̂m−3) = ρ(Rm−3) = m+2

and a function f is in
̂̂Rm−3 if and only if f + R̂m−3 = R̂m−3. With this in mind,

let us prove the metric regularity of Rm−3 by proving that no functions other that
those contained in Rm−3 preserve the metric complement under addition.

Case 1. Let f /∈ Rm−3 be a function of degree greater than m − 2. Since
ELm−3-equivalence preserves degree of functions with degree higher than m − 3,
any g ∈ R̂m−3 has degree m−2, while f+g has higher degree and therefore cannot
be equivalent to any of the functions from R̂m−3. Thus, functions of degree greater
than m−2 do not preserve any function from the metric complement and therefore

cannot be in
̂̂Rm−3.

Case 2. Let f /∈ Rm−3 be a function of degree m−2. Let us write it as follows:

f(x) =
∑

(i,j)∈I

xixj + h(x),

where deg(h) < m− 2. Denote as f̃ the quadratic function defined by:

f̃(x) =
∑

(i,j)∈I

xixj .

We will call f̃ the quadratic dual of f .
The following result would be of use when handling this case:

Lemma 5 Let f and g be two function of degree m−2. Then f
m−3∼ g if and only

if their quadratic duals are EL1-equivalent (EA-equivalent).

Proof. See Appendix III. ut

It is known that any quadratic boolean function is EA-equivalent to the func-
tion of the form x1x2 + x3x4 + . . . + x2k−1x2k for some k 6 m

2 , and any two
functions of this form with different number of variables are not EA-equivalent
one to the other. Using this result and Lemma 5 we can say that the function f is
equivalent to the function pk for some k (0 < k 6 m

2 ), where

pk(x) = x1x2 + x3x4 + . . .+ x2k−1x2k =
k∑
i=1

x2i−1x2i.
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Let A be the matrix and h be the function of degree at most m − 3 such that
f ◦ LA + h = pk.

Trivially, f∗ is equivalent to pm
2

. Then f ◦LA +h+ pm
2

is equivalent to pm
2
−k,

which is (by Lemma 5) not equivalent to pm
2

and therefore not equivalent to f∗.
Thus, for an arbitrarily chosen function f of degree m − 2 we have found a

function g = (h+ pm
2

) ◦LA−1 from the metric complement R̂m−3 such that f + g

is not equivalent to f∗. This means that f /∈ ̂̂Rm−3.
Since all functions which are not in Rm−3 have degree m − 2 or higher, we

have proven that none of them are in the second metric complement, and therefore
Rm−3 is metrically regular.

8 Reed-Muller codes of order m− 3: Case m is odd

8.1 Covering radius and metric complement of the punctured code

Let the number of variables m be odd. Many arguments for this case are similar
or identical to the ones for the previous case. The following lemma will be of use:

Lemma 6 Let S be a symmetric m×m matrix, where m is odd. Then t(S) 6 m,
and the equality is achieved if and only if S = BBT for some m ×m matrix B
which is either nonsingular, or has rank m− 1 and all columns summing to zero.

Proof. See Appendix II. ut

From Lemma 6 we can conclude that, in the case of odd m,

ρ(R◦m−3) = max
S

t(S) = m,

and a vector v is in the metric complement of R◦m−3 if and only if t(Sv) = m.
Lemma 6 also describes all minimal factors of all matrices S satisfying t(S) =

m. Let

U1 = {u : Bu has m nonzero columns which are linearly independent}

and

U2 = {u : Bu has m nonzero columns, m− 1 of which are

linearly independent and the sum of all columns is equal to zero}.

It is easy to see that the set of matrices {Bu|u ∈ U1 ∪ U2} (up to columns
permutations and zero columns removal) includes exactly all minimal factors de-
scribed in the Lemma 6. Thus, if t(S) = m for some matrix S, then there ex-
ists a vector u ∈ U such that S = BuBT

u . Conversely, for any u ∈ U it holds
t(BuBT

u ) = m. Therefore, vectors from the set U cover all cosets contained in the

metric complement R̂◦m−3:

R̂◦m−3 =
⋃

u∈U1∪U2

u +R◦m−3.
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8.2 Covering radius and metric complement of the non-punctured code

We have obtained the covering radius and described the metric complement of the
punctured code. Let us return to the regular, non-punctured Reed-Muller code
Rm−3. Since it is obtained from punctured code by adding a parity check bit,
using Lemma 4 we can conclude that the covering radius of Rm−3 is equal to
m+ 1, and its metric complement is

R̂m−3 =
⋃

u∈U1∪U2

(π(u),u) +Rm−3.

Recall once again that, if fv is the function with a value vector v (non-
punctured), then the set of nonzero columns of Bv◦ coincides with the support of
the function fv, bar, possibly, the zero vector. Considering also that all vectors in
U1 ∪ U2 have odd weight and added parity check bit corresponds to the value of
the function at the all-zero vector, we can rewrite the metric complement of Rm−3

in terms of functions instead of their value vectors:

R̂m−3 =
⋃

f∈F1∪F2

f +Rm−3,

where

F1 = {f(π(u),u) : u ∈ U1} =

= {f : supp(f) = {0, x1, x2 . . . , xm}, {x1, . . . , xm} are linearly independent},

and

F2 = {f(π(u),u) : u ∈ U2} =

= {f : supp(f) = {0, x1, x2 . . . , xm−1, x1 + . . .+ xm−1},
{x1, . . . , xm−1} are linearly independent}.

It is easy to see that all functions in F1 form an equivalence class with respect
to linear equivalence, so do functions in F2. Let us pick any two functions f∗1 , f∗2
from these two classes, one from each class. We can now say that a function g is
in R̂m−3 if and only if g = f∗1 ◦ LA + h or g = f∗2 ◦ LA + h for some nonsingular
matrix A and some function h of degree not greater than m− 3.

Therefore, g ∈ R̂m−3 if and only if g
m−3∼ f∗1 or g

m−3∼ f∗2 , where f∗1 is an
arbitrarily chosen representative of the class F1 and f∗2 is an arbitrarily chosen
representative of the class F2. In fact, we can pick any function from ELm−3–
equivalence class of F1 and from ELm−3–equivalence class of F2 respectively as
our references of equivalence f∗1 and f∗2 .

Let us give an explicit (algebraic normal form) description of a certain function
from F1. Denote as f∗1 the function with the support {0, e1, e2, . . . , em−1, 1}. After
a bit of calculation one can explicitly describe its ANF:

f∗1 (x) = xm + (1 + xm)

1 +

m−3
2∑

k=1

∑
16i1<...<i2k6m−1

xi1xi2 . . . xi2k

 .
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This function has degree m− 1 and, omitting terms of degree less than m− 2, is
trivially ELm−3–equivalent to the following function which we will use as f∗1 from
now on:

f∗1 = xm + xmf
?,

where f?, defined by

f?(x1, x2, . . . , xm−1) =

 ∑
16i<j6m−1

xixj


is a function of the first m−1 variables. Moving on we will denote the (m−1)-tuple
of the first m− 1 variables as x̄. We will also denote affine transforms of the first
m− 1 variables as L̄b

A (with matrix and vector of corresponding sizes).
Let us now give an explicit description of a certain function from F2. Denote

as f∗2 the function with the support {0, e1, e2, . . . , em−1,
m−1∑
i=1

ei}. After a bit of

calculation one can explicitly describe its ANF:

f∗2 (x) = (1 + xm)

1 +

m−3
2∑

k=1

∑
16i1<...<i2k6m−1

xi1xi2 . . . xi2k

 .

This function has degree m− 1 and is trivially ELm−3 equivalent to the function
xmf

?, which we will use as f∗2 from now on.
Note that f∗1 = xm + f∗2 .
Let us build some alternative representatives of the equivalence classes of F1

and F2. The following lemma will be helpful:

Lemma 7 Let f = xm+h, where deg(h) 6 m− 2. Let A be a nonsingular m×m
matrix. Then f ◦ LA = xm + h1 for some h1 of degree at most m− 2 if and only
if matrix A has the following form:

A =

(
Ā 0m−1

w 1

)
,

where 0m−1 is an all-zero column of length m − 1, Ā is an arbitrary nonsingular
(m− 1)× (m− 1) matrix and w is an arbitrary row of length m− 1.

Proof. See Appendix III. ut

This lemma shows us that all linear transformations of the described form,
and only such transformations among all linear, transform functions of the form
xm + h with deg(h) < m − 1 into functions of the same form, preserving xm as
the only monomial of degree m− 1.

Let g be an arbitrary function of degree m− 1 with the highest-degree compo-
nent of the form xm:

g = xm + xmg1 + g2,

where g1, g2 do not depend on xm and deg(g1) < m− 2, deg(g2) < m− 1. Let us
look at the action of a transformation described in the Lemma 7 onto such function
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14 Alexey Oblaukhov

g. Assume that A is a matrix satisfying conditions of Lemma 7. Discarding terms
of degree less than m− 2, we have:

g ◦ LA = xm + xm(g1 ◦ L̄Ā) + g3,

where g3 is some function of degree at most m − 2 which doesn’t depend on the
variable xm.

Let us now build alternative representatives for the metric complement of
Rm−3. Since Ā can be an arbitrary nonsingular matrix, choosing Ā so that f? ◦
L̄Ā = pm−1

2
(Lemma 5) and filling w with zeroes, we can obtain a matrix A such

that

f∗1A := f∗1 ◦ LA = xm + xm(f? ◦ L̄Ā) + h1 = xm + xmpm−1
2

+ h1.

Here pm−1
2
, h1 do not depend on xm and h1 has degree at most m−2. Additionally,

f∗2A := f∗2 ◦ LA = xm(f? ◦ L̄Ā) = xmpm−1
2
.

We will use these equivalent functions f∗1A and f∗2A as class representatives in some
cases.

8.3 Metric regularity

We have established that

R̂m−3 = {g : g
m−3∼ f∗1 } ∪ {g : g

m−3∼ f∗2 },

where f∗1 is a representative of an ELm−3–equivalence class of F1 and f∗2 is a
representative of an ELm−3–equivalence class of F2, and have presented some
variants of these representatives.

Since the code Rm−3 is linear, it follows [8] that ρ(R̂m−3) = ρ(Rm−3) = m+2

and function f is in
̂̂Rm−3 if and only if f + R̂m−3 = R̂m−3. With this in mind,

let us prove the metric regularity of Rm−3 by proving that no functions other that
those contained in Rm−3 preserve the metric complement under addition.

Case 1. Let f /∈ Rm−3 be a function of degree greater than m − 1. Since
ELm−3–equivalence preserves degree of functions with degree higher than m− 3,
any g ∈ R̂m−3 has degree m−2 or m−1, while f+g has higher degree and therefore
cannot be equivalent to any of the functions from R̂m−3. Thus, functions of degree

greater than m− 1 cannot be in
̂̂Rm−3.

Case 2. Let f /∈ Rm−3 be a function of degree m− 1. Any function of degree
m−1 is trivially ELm−3–equivalent to some function with xm as the only monomial
of degree (m− 1), so

f ◦ LB + h = xm + xmf1 + f2, (1)

for some nonsingular B and function h of degree at most m−3. Here f1, f2 do not
depend on xm, f1 is either zero or has degree m− 3, while f2 is either zero or has
degree m− 2.
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Case 2.1. If f1 in (1) is nonzero, then, using Lemma 7 and Lemma 5, we can
pick such a matrix B and function h of degree at most m− 3 that

f ◦ LB + h = xm + xmpk + f3

for some k > 0 and some f3 of degree at most m−2 (pk, f3 do not depend on xm).

If we now sum f and (f∗2A + h) ◦LB−1 ∈ R̂m−3, we obtain a function f†, which is
equivalent to:

f†
m−3∼ f∗2A + f ◦ LB + h = xm + xm(pk + pm−1

2
) + f3

m−3∼ xm + xmpm−1
2
−k + f4,

where f4 is some function of degree at most m− 2, not depending on xm, and the
last equivalence is just variable renaming.

Let us denote the function on the right of (1) as f�. It has degree m− 1 and
therefore cannot be equivalent to f∗2 . It cannot be equivalent to f∗1A either, because,
by Lemma 7, any linear transformation of variables with matrix D preserving xm,
will act onto it in the following manner:

f� ◦ LD = xm + xm(pm−1
2
−k ◦ L̄D̄) + f5,

where f5 is some function of degree at most m−2 in the first m−1 variables. It is
clear that no matrix D̄ can match the (m−2)-degree parts of f� and f∗1A containing
variable xm, since pm−1

2
−k is not equivalent to pm−1

2
. Thus, f† = f+(f∗2A+h)◦LB−1

is not in R̂m−3, and therefore, if f1 is nonzero, f is not in
̂̂Rm−3.

Case 2.2. If f1 in (1) is equal to zero, we have a couple more cases to study.
Assume that both f1 and f2 are zero and thus

f ◦ LB + h = xm.

Using transformation x1 → x1 + xm (and removing terms of degree less than
m− 2), the function f∗1 = xm + xmf

? transforms into xm + x1 + xmf
?.

If we now add f and (xm + x1 + xmf
? + h) ◦ LB−1 ∈ R̂m−3 we will obtain a

function f†, which is equivalent to:

f†
m−3∼ xm + x1 + xmf

? + f ◦ LB + h = x1 + xmf
?.

If we swap the variables x1 and xm in the right-hand side by another linear trans-
formation and regroup terms, we will obtain the following function:

xm +
∑

26i<j6m−1

xixj +

m−1∑
i=2

xixm,

which is in turn equivalent to

xm + xmpm−3
2

+ h†

for some h† of degree at most m − 2 in the first m − 1 variables. By Lemma 7
and Lemma 5, this function cannot be equivalent to f∗1A and it is not equivalent
to f∗2 by degree comparison. Thus, f† = f + (xm + x1 + xmf

? + h) ◦ L−1
1m is not

in R̂m−3, and therefore f is not in
̂̂Rm−3.
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16 Alexey Oblaukhov

Case 2.3. Assume that f1 is zero and f2 is nonzero in (1). Then

f ◦ LB + h = xm + f2.

Since f2 doesn’t contain the variable xm, all terms of f2 are of the form xixm
for some i. Without loss of generality (swapping variables among first m − 1 if
needed) we can assume that f2 contains xm−1xm. Renaming variables in f∗2A, we
can transform it into:

x2x3 + x4x5 + . . .+ xm−1xm.

If we now add f and the above function, which belongs to R̂m−3 we will obtain a
function f†, which is equivalent to:

f†
m−3∼

m−1
2∑

k=1

x2kx2k+1 + f ◦ LB + h = xm +

m−3
2∑

k=1

x2kx2k+1 +
∑
i∈I

xixm

which is equivalent to
xm + xmpm−3

2
+ h†

for some h† of degree at most m − 2 in the first m − 1 variables. By Lemma 7
and Lemma 5, this function cannot be equivalent to f∗1A and it is not equivalent

to f∗2 by degree comparison. Thus, f† = f +

(m−1
2∑

k=1

x2kx2k+1 + h

)
◦LB−1 is not in

R̂m−3, and therefore f is not in
̂̂Rm−3.

Case 3. If f /∈ Rm−3 is a function of degree m−2, then, by arguments similar
to the case of even m, f is equivalent to pk (in m variables) for some k > 0 using
some nonsingular linear transform L and some addition h of degree at most m−3.
Then

f ◦ L+ h+ f∗2A
m−3∼ pm−1

2
−k,

and therefore g = h ◦L−1 + f∗2A ◦L−1 is the function from the metric complement
such that f + g is inequivalent to both f∗2A (because m−1

2 6= m−1
2 − k) and f∗1 (by

degree comparison).
Since all functions which are not in Rm−3 have degree m − 2 or higher, we

have proven that none of them are in the double metric complement, and therefore
Rm−3 is metrically regular.

9 Conclusion

In this paper we have established metric regularity of theRM(1, 5) code and of the
codes RM(k,m) for k > m − 3. Factoring in the result by Tokareva [14], which
proves metric regularity of RM(1,m) for even m, we have covered all infinite
families of Reed-Muller codes with known covering radius. The only other Reed-
Muller codes with known covering radius, metric regularity of which has not been
yet established, are RM(1, 7), RM(2, 6) and RM(2, 7). Given these results, we
formulate the following

Conjecture. All Reed-Muller codes RM(k,m) are metrically regular.
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No Representative f Added g ∈ R̂M(1, 5) C(g) Sum h = f + g C(h)
0 0 — — — —
1 2345 123+14+25 22 2345+123+14+25 12
2 2345+14 123+14+25 22 2345+123+25 ∼ 2345+123+34 8
3 2345+24 2345+123+24+35 14 123+35 ∼ 123+14 21
4 2345+24+35 2345+123+24+35 14 123 19
5 2345+14+25 123+14+25 22 2345+123 6
6 2345+123 123+14+25 22 2345+14+25 5
7 2345+123+12 12+34 28 2345+123+34 8
8 2345+123+34 12+34 28 2345+123+12 7
9 2345+123+14 14+25 28 2345+123+25 ∼ 2345+123+34 8
10 2345+123+45 12+45 28 2345+123+12 7
11 2345+123+12+34 12+34 28 2345+123 6
12 2345+123+14+25 123+14+25 22 2345 1
13 2345+123+12+45 12+45 28 2345+123 6
14∗ 2345+123+24+35 2345+123+24+35 14 0 0
15 2345+123+145 123+14+25 22 2345+145+14+25 ∼ 2345+123+12+34 11
16 2345+123+145+45 123+145+45+24+35 26 2345+24+35 4
17 2345+123+145+24+45 2345+123+24+35 14 145+35+45 ∼ 123+14 21
18 2345+123+145+24+35 2345+123+24+35 14 145 ∼ 123 19
19 123 2345+123+24+35 14 2345+24+35 4
20 123+45 2345+123+24+35 14 2345+24+35+45 ∼ 2345+24+35 4
21 123+14 123+14+25 22 25 ∼ 12 27
22∗ 123+14+25 123+14+25 22 0 0
23 123+145 123+14+25 22 145+14+25 ∼ 145+25 ∼ 123+14 21
24 123+145+23 23+45 28 123+145+45 ∼ 123+145+23 24
25 123+145+24 123+15+24 22 145+15 ∼ 123 19
26∗ 123+145+45+24+35 123+145+45+24+35 26 0 0
27 12 12+34 28 34 ∼ 12 27
28∗ 12+34 12+34 28 0 0

Table 1 Table of even weight cosets of RM(1, 5) [1]. Classes marked with an asterisk are

those which constitute R̂M(1, 5). C(·) denotes the No of the class the function belongs to.

Appendix I: Metric regularity of RM(1, 5)

Theorem 1 The code RM(1, 5) is metrically regular.

Proof. It is known [1] that the cosets of the RM(1, 5) code can be partitioned into
48 classes with respect to the EA-equivalence. Four of these coset classes contain
coset leaders with the largest attainable weight 12 (classes 14, 22, 26 and 28 in the
Table 1), which proves

ρ(RM(1, 5)) = 12.

Since ρ(R̂M(1, 5)) = ρ(RM(1, 5)) = 12, the second metric complement of
RM(1, 5) can consist only of the cosets with codewords of even weight. There are
29 classes of such cosets, including the RM(1, 5) code itself; they are listed in the

Table 1. Classes marked with an asterisk are those which constitute R̂M(1, 5).
These classes were obtained in the work [1] by Berlekamp and Welch. In this work
some of the class representatives were modified from their original variants using
simple variable swaps. Functions in the table are presented in an abbreviated no-
tation: the number i1i2 . . . ik stands for the monomial xi1xi2 . . . xik . For example,
the representative function for the class 14 is x2x3x4x5 + x1x2x3 + x2x4 + x3x5.

As has been shown in the Section 3, in order to prove that no codeword from

a certain coset class C belongs to the second metric complement
̂̂RM(1, 5), we

must prove that f + g /∈ R̂M(1, 5) for some f ∈ C and some g ∈ R̂M(1, 5).
The proof can be found in the Table 1: for a representative f from each even

weight coset class we find a function g ∈ R̂M(1, 5) such that f + g is equivalent
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to the representative of some class which is not in R̂M(1, 5). Thus, the second

metric complement
̂̂RM(1, 5) contains only the code RM(1, 5) itself, proving that

RM(1, 5) is metrically regular.
Almost all equivalences presented in the fifth column of the table are variable

swaps or additions of the form xi → xi + 1, xi → xi + xj or (for the class 20)
xi → xi + xj + xk.

ut

Appendix II: Minimal syndrome matrices

Let us remember Lemma 1, since it is extensively used when proving subsequent
lemmas.

Lemma 1 Let S be a symmetric matrix, and let B be its factor (i.e. BBT = S).
The following operations do not change the property of B being a factor of S:

1. deleting a zero column;
2. deleting two equal columns;
3. swapping any two columns;
4. adding an arbitrary vector b to each column from some subset of columns of B

of even size, given that all columns of this subset sum to zero.

Lemma 2 Let S be a symmetric matrix, and let B be its minimal factor. Then
all proper subsets of columns of B are linearly independent.

Proof. Assume that B has a proper linearly dependent subset of columns which
sum to zero. If this subset has odd number of columns, we make it even by adding
a zero vector to it (and to the matrix B).

Let us denote the matrix comprised of the vectors from this subset as B̄. Then,
swapping columns if required, the matrix B can be represented as B = (B̄,D),
where B̄ has even number of columns summing to zero, while D is a nonempty
matrix, consisting of all remaining columns.

Let b1 and d1 be the first (nonzero) columns of B̄ and D respectively. Let
us add the column b1 + d1 to all columns of B̄ — we can do that by Lemma 1,
without changing the property of B being a factor of S. Now the first (nonzero)
columns of B̄ and D are equal, and we can delete them by Lemma 1.

Thus, we have added not more that one zero column to the factor B and then
removed two columns from it. This decreases the number of columns in B, which
contradicts with its minimality. ut

Lemma 3 Let S be a symmetric m ×m matrix, where m is even. Then t(S) =
m + 1 if and only if S = BBT for some m × (m + 1) matrix B of rank m such
that all its columns sum to zero.

Proof. =⇒
Assume that t(S) = m+ 1, and B is a minimal factor of S.
If some m-subset of columns of B is not linearly independent, then, by Lemma

2, B cannot be a minimal factor of S. Thus, each m-subset of columns of B is
linearly independent and B has rank m.
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Since B has m + 1 columns of length m, some subset of them must sum to
zero. If all columns of B do not sum to zero, then it must be a proper subset,
which contradicts with the minimality of B by Lemma 2. Therefore all columns
of B sum to zero.
⇐=
Assume that S = BBT, where B is a m × (m + 1) matrix of rank m with of

all its columns summing to 0. It is easy to see that each m-subset of columns of
such B is, in fact, linearly independent. Let us prove that B is a minimal factor
of S.

Assume that t(S) = k 6 m and D is an arbitrary minimal factor of S with k
columns. Since the sum of all columns of a factor is the vector consisting of the
diagonal elements of S, sum of all columns of D is also equal to zero. This implies
that rank(D) < m, and therefore rank(S) < m, since S = DDT.

This means that there exists a subset of rows in S summing to 0; we denote
these rows as Si1 ,Si2 , . . . ,Sip . Since Si = BiB

T, this implies

(Bi1 + . . .+ Bip)BT = 0.

Denote b = Bi1 + . . .+ Bip . From the above it follows that the sum of certain
columns of B (in particular, the columns corresponding to 1’s in the vector b) is
equal to zero.

If the vector b is zero, then rows of B are not linearly independent and
rank(B) < m, contradiction.

If it is nonzero and not an all-ones vector, then we obtain a proper subset of
columns of B which sum to 0, contradiction.

If b is an all-ones vector, then, since m is even, the length of the vector b is
odd and therefore bbT = 1, which contradicts with (B1 + . . .+ Bk)BT = 0.

Thus, t(S) = m+ 1 and B is a minimal factor of S.
ut

Proposition 1 Let S be a symmetric matrix. Then t(S) = m + 1 if and only if
rank(S) = m and S has an all-zero diagonal.

Proof. =⇒
Let S be a symmetric matrix with t(S) = m + 1, and let B be any of its

minimal factors. Assume that rank(S) < m. Then there exists a subset of rows in
S summing to 0; we denote these rows as Si1 ,Si2 , . . . ,Sip . Since Si = BiB

T, this
implies

(Bi1 + . . .+ Bip)BT = 0.

Denote b = Bi1 + . . .+ Bip . From the above it follows that the sum of certain
columns of B (in particular, the columns corresponding to ones in the vector b)
is equal to zero.

If the vector b is zero, then rank(B) < m and it must have a linearly dependent
proper subset of columns, hence B is not minimal by Lemma 2.

If it is nonzero and not an all-ones vector, then we obtain a proper subset of
columns of B which sum to 0, hence B is not minimal by Lemma 2.

If b is an all-ones vector, then all columns of B sum to zero.
If m is even, then the number of columns in B is odd and therefore bbT = 1,

which contradicts with (B1 + . . .+ Bk)BT = 0.
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If m is odd, then the number of columns in B is even and all rows have even
number of ones, so by Lemma 1, we can add any column of B to all its columns
and then delete a zero column from the result, keeping it a factor of S, which
contradicts the minimality of B.

Thus, rank(S) = m.

Assume that S has a non-zero diagonal. Since the vector consisting of diagonal
elements of S is the sum of all columns of B, all columns of B sum to a non-zero
vector, which means that B must have a proper subset of columns summing to 0,
thus contradicting the minimality of B.

⇐=

Clearly, t(S) > rank(S) = m. Let B be a minimal factor of S. Trivially, the
rank of B is also equal to m. Since the diagonal of S is all-zero, all columns of B
sum to zero, hence it cannot have only m columns while having rank m, and must
have at least m+ 1. ut

Lemma 6 Let S be a symmetric m×m matrix, where m is odd. Then t(S) 6 m,
and the equality is achieved if and only if S = BBT for some m ×m matrix B
which is either nonsingular, or has rank m− 1 and all columns summing to zero.

Proof. As mentioned in the Section 6, t(S) is at most m + 1 for any S. Assume
that t(S) = m+ 1. By Proposition 1, this can only happen if rank(S) = m and S
has all-zero diagonal, which is impossible in the case of odd m (see e.g. [2] p. 249).
Thus t(S) 6 m.

=⇒
Assume that t(S) = m and let B be a minimal factor of S with m columns.

If the rank of B is smaller than m − 1, then B has a proper subset of columns
summing to zero, contradicting minimality of B, so the rank of a factor must be
at least m− 1. If the rank is m, the proof is finished.

Assume that rank(B) = m− 1. Then some subset of columns of B must sum
to zero. Since B is minimal, it cannot be a proper subset by Lemma 2, therefore
all columns of B must sum to zero.

⇐=

Clearly, t(S) > rank(S), so if S = BBT for some nonsingular m ×m matrix
B, then the proof is finished.

Let S = BBT for some B of rank m− 1 with all columns summing to zero.

Assume that t(S) = k 6 m−1 and let D be some minimal factor of S. Note that
the sum of all columns of any factor is the vector composed of diagonal elements
of S, so the sum of all columns of D is also zero.

Assume that k = m − 1. Then D has even number of columns, and each row
has even number of ones, so we can add an arbitrary vector to all columns of D
while keeping it a factor of S using Lemma 1. Let us add the first column of D
to all columns of D. Now the first column of D is zero and we can remove it by
Lemma 1. We have now obtained a factor of S with fewer columns than in D,
which contradicts with the minimality of D.

Therefore, k must be at mostm−2. As mentioned before, the sum of all columns
of D is zero, which means that D is not a full-rank matrix. Hence rank(D) is at
most m− 3, which means that rank(S) is at most m− 3 as well.
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Since S = BBT, by Sylvester’s inequality we obtain rank(S) > rank(B) +
rank(BT) −m = m − 2. But we have just proved that rank(S) 6 m − 3, contra-
diction. Thus t(S) must be greater than m− 1 and is equal to m.

ut

Appendix III: Other results

Lemma 4 Let C be a code with the covering radius r and the metric complement
Ĉ. Let Cπ be the code obtained from C by adding a parity check bit. Then ρ(Cπ) =

r + 1 and Ĉπ is obtained from Ĉ by

1. adding a parity check bit to all vectors in case if r is odd or
2. adding a reverse parity check bit to all vectors in case if r is even.

Proof. Assume that r is even. Denote

C0 = {c ∈ C : wt(c) is even}, C1 = {c ∈ C : wt(c) is odd},

Ĉ0 = {c ∈ Ĉ : wt(c) is even}, Ĉ1 = {c ∈ Ĉ : wt(c) is odd}.

Due to r being even, vectors from Ĉ0 are at distance r from C0 and at a larger
distance from C1. Similarly, vectors from Ĉ1 are at distance r from C1 and at a
larger distance from C0. Denote

Cπ,0 = {(0, c) : c ∈ C0}, Cπ,1 = {(1, c) : c ∈ C1}.

Clearly, Cπ = Cπ,0 ∪ Cπ,1.

Let v = (1, c), where c ∈ Ĉ1. It is easy to see that d(v, Cπ,1) = d(c, C1) = r.

Let v = (0, c), where c ∈ Ĉ1. It follows that d(v, Cπ,1) = d(c, C1) + 1 = r + 1 and
d(v, Cπ,0) = d(c, C0) > r + 1.

Let v = (0, c), where c ∈ Ĉ0. It follows that d(v, Cπ,0) = d(c, C0) = r. Let

v = (1, c), where c ∈ Ĉ0. It follows that d(v, Cπ,0) = d(c, C0) + 1 = r + 1 and
d(v, Cπ,1) = d(c, C1) > r + 1.

Let v = (ε, c), where c /∈ Ĉ and ε ∈ {0, 1}. It follows that d(v, Cπ) 6 d(c, C) +
1 6 r.

We have examined all possibilities for the vector v and the claim of the Lemma
follows from these examinations.

The case of odd r is similar. ut

Lemma 5 Let f and g be two function of degree m−2. Then f
m−3∼ g if and only

if their quadratic duals are EL1-equivalent (EA-equivalent).

Proof. Since ELm−3-equivalence allows us to add functions of degree up to m− 3,
we will assume that both f and g contain only monomials of degree m − 2. In
what follows we will discard monomials of degree less than m − 2 when talking
about ELm−3-equivalence, and we will discard monomials of degree less than 2
when talking about EL1-equivalence.
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Let f(x) =
∑

(i,j)∈I
xixj be the ANF of f . Let us perform the following simple

nonsingular linear transformation of variables Lij :

Lij :

{
xi → xi + xj ,

xk → xk ∀k 6= i.

Let us inspect how the function f changes under this transformations (disregarding
monomials of degree less than m− 2):

Lij :


xixk → xixk ∀k 6= i,

xjxk → xjxk + xixk ∀k 6= i, j,

xkxl → xkxl ∀k, l 6= i, j.

Denote the function obtained after this transformation as f1. Then it is easy to
see that the dual f̃1 is obtained from the dual f̃ (disregarding monomials of degree
less than 2 since we consider EL1-equivalence) by the following linear transforma-
tion: {

xj → xj + xi,

xk → xk ∀k 6= j.

which is simply the transposed transformation Lji.
Assume now that g is obtained from f using linear transformation L. Then L

can be decomposed into a sequence of simple transformations:

L = Li1j1 ◦ Li2j2 ◦ . . . ◦ Lisjs .

From the above we can see that the dual g̃ is obtained from f̃ using the following
transformation L̃:

L̃ = Lj1i1 ◦ Lj2i2 ◦ . . . ◦ Ljsis
which is a sequence of transposed simple transformations.

Thus, if f
m−3∼ g, then f̃

1∼ g̃. The reverse can be proven using similar argu-
ments.

ut

Lemma 7 Let f = xm+h, where deg(h) 6 m− 2. Let A be a nonsingular m×m
matrix. Then f ◦ LA = xm + h1 for some h1 of degree at most m− 2 if and only
if matrix A has the following form:

A =

(
Ā 0m−1

w 1

)
,

where 0m−1 is an all-zero column of length m − 1, Ā is an arbitrary nonsingular
(m− 1)× (m− 1) matrix and w is an arbitrary row of length m− 1.

Proof. ⇐=
Trivially, such transformation of the first m − 1 variables keeps xm in f the

only monomial of degree (m − 1), and linear transformation cannot increase the
degree of h.

=⇒
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Assume that f ◦LA is of the form xm+h1 for some h1 of degree at most m−2,
as described in the lemma. This means that the change of variables keeps the
monomial xm intact and does not produce any other monomials of degree m− 1.
Clearly, the action of this change on the function h is irrelevant, so let us look at
the action on xm. It is easy to see that the coefficient of the monomial xi in the
resulting function, obtained after applying transformation A to the variables, is
precisely the value of a (m− 1)× (m− 1) minor, obtained from the matrix A by
removing m-th row and i-th column. So we need matrix A to have all such minors
be equal to zero, except for the last one, obtained by removing the last column.

Let us denote as Ā1, Ā2, . . . , Ām the columns of the matrix A with the last
coordinate removed. Denote as Ā the (m− 1)× (m− 1) matrix composed of the
first m−1 of these columns. Then the condition on the minors can be reformulated
as follows: sets of vectors {Ā1, . . . , Āi−1, Āi+1, . . . , Ām} are linearly dependent for
all i 6= m, while Ā is nonsingular. This implies that the following set of equations
holds: 

Ām +
∑

j6m−1

b1,jĀ
j = 0

Ām +
∑

j6m−1

b2,jĀ
j = 0

. . .

Ām +
∑

j6m−1

bm−1,jĀ
j = 0

where B = (bi,j) is some (m−1)×(m−1) matrix with bi,i = 0 for all i. If we denote
rows of the matrix B as Bi, then we can rewrite this in the following manner:

Ā · BT1 = Ām

Ā · BT2 = Ām

. . .

Ā · BTm−1 = Ām

Since Ā is nonsingular, the solution to each equation (which is a system of equa-
tions on bi,j ’s for i-th row) is unique and hence B1 = B2 = . . . = Bm−1. Since
bi,i = 0, the matrix B is a zero matrix, which leads to Ām = 0. This implies
that the last column of A can have 1 only in the last coordinate, and because A is
nonsingular, this must be the case. Thus, A is of the form stated in the lemma. ut
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1 Introduction

Boolean bent functions were introduced by Rothaus [25] as combinatorial objects re-

lated to difference sets, and have since enjoyed a great popularity in symmetric cryp-

tography and sequence design. They are, in particular, maps from Zn2 to Z2 with some

special spectral properties. Their importance in symmetric cryptography stems from

linear cryptanalysis of stream ciphers [17–19]. In that context bent functions are the

ones which are the worst approximated by affine functions, or, equivalently have the

best possible nonlinearity. More information concerning bent functions can be found in

monograph of Mesnager [21]. Several researchers [3,7,22,23] have explored extensions

Natalia Tokareva
Sobolev Institute of Mathematics, 4 Acad. Koptyug avenue, 630090 Novosibirsk, Russia
E-mail: tokareva@math.nsc.ru

Alexander Shaporenko
Novosibirsk State University, 2 Pirogova street, 630090 Novosibirsk, Russia
E-mail: shaporenko.alexandr@gmail.com

Patrick Solé
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of linear cryptanalysis to groups other than the usual elementary abelian 2-groups. In

this paper we study a notion of nonlinearity that seems consistent with their notions.

We discuss the connection between two notions of Z4-bentness introduced from a se-

quence design viewpoint (for applications in CDMA systems) and the classical notion

of bent function.

The first approach is to consider functions from Znq to Zq, q is any integer, see

the paper [11] of Kumar, Scholtz and Welch. We call them q-ary functions. Another,

more recent approach, which is more natural from the viewpoint of cyclic codes over

rings is to consider functions from Zn2 to Zq. This is the approach of Schmidt in [26].

We call these latter functions generalized Boolean functions. In this paper we focus

on the quaternary case (q = 4), and explore the interplay between the three types of

definitions for bentness.

Let us note that there exist other ways to generalize the concept of bent function.

For example, to study bent functions on a finite abelian group [13,31] (later these

results were rediscovered in [4]), etc. See a survey of distinct generalizations in [34] and

[35].

The material is organized as follows. Necessary definitions are given in section 2.

In section 3 we prove that a generalized Boolean function f(x, y) = a(x, y) + 2b(x, y)

is bent if and only if Boolean functions b and a⊕ b are both bent. Section 4 shows that

there is no direct link between notions of Boolean and quaternary bent functions but we

obtain several facts related to bent Boolean and quaternary functions. There is no direct

connection between notions of quaternary and generalized bent functions either, which

is shown in section 5. Then in section 6 we show that quaternary generalized Boolean

bent functions in n variables yield Boolean bent functions by Gray map, or semi bent

functions, depending on the parity of n. Section 7 characterizes bent functions by their

nonlinearity. Section 8.1 illustrates our results by a survey of the known constructions

of generalized bent functions and their Gray images. In section 8.2 we introduce two

simple constructions for quaternary bent functions.

Note that a variant of this paper appeared at ePrint archive [29] already in 2009 (see

also [30]) but it included an incorrect result about the connection between quaternary

and Boolean bent functions (see Lemma 33 and Theorem 34 in [29]). That is why

that variant of the paper was unpublished till now although it aroused an interest

between specialists. In this paper we correct that mistake and offer new results related

to quaternary and Boolean bent functions. After appearence [29] at ePrint archive

several related results were obtained by different authors. Thus, Stănică et al. [32]

extended the results of [29] related to generalized Boolean bent functions by considering

functions from Zn2 to Z8. Later the results were extended for functions from Zn2 to Z16

by Martinsen et al. [15]. Finally, Hodz̆ić et al. [9] gave a complete characterization of

generalized bent functions from Zn2 to Z2k for k > 1 in terms of both the necessary

and sufficient conditions their component Boolean functions need to satisfy. Two open

problems that were mentioned in the original paper [29] were solved. More specifically,

in [32] the quaternary analogue of Dillon’s construction was presented. Then Li et all.

[12] characterized the functions in n variables of the form f(x) = Tr(ax+ 2bx1+2k ) for

odd n/gcd(n/k). The results obtained in the original paper [29] were instrumental in

the following works [5,6,12,20,24]. The original paper [29] was also mentioned in [16,

28,33]. It remains to note that the present paper contains new results on connections

between Boolean, generalized Boolean and quaternary bent functions that were not

presented in [29].
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2 Definitions and Notation

In what follows by ⊕ we mean addition over Z2 (modulo 2). We will use + for two

types of addition: over Z4 and natural one. It always depends on the context.

We will also use the following two types of inner product:

〈x, y〉 = x1y1 ⊕ ...⊕ xnyn,

x.y = x1y1 + ...+ xnyn.

Let n, q be integers, q > 2.

We consider the following mappings:

1) f : Zn2 → Z2 — Boolean function in n variables. Its sign function is F :=

(−1)f . The Walsh Hadamard transform (WHT) of f is

F̂ (x) :=
∑
y∈Zn

2

(−1)f(y)⊕〈x,y〉 =
∑
y∈Zn

2

Fy(−1)〈x,y〉. (1)

A Boolean function f is said to be bent, iff |F̂ (x)| = 2n/2 for all x ∈ Zn2 . It is semi

bent iff F̂ (x) ∈ {0,±2(n+1)/2} (sometimes such functions are called near bent). This

is a partial case of plateaued functions [36]. Note that Boolean bent (resp. semi bent)

functions exist only if the number of variables, n, is even (resp. odd).

2) f : Zn2 → Zq — generalized Boolean function in n variables. Its sign function

is F := ωf , with ω a primitive complex root of unity of order q, i. e. ω = e2πi/q. When

q = 4, we write ω = i. Its WHT is given as

F̂ (x) :=
∑
y∈Zn

2

ωf(y)(−1)〈x,y〉 =
∑
y∈Zn

2

Fy(−1)〈x,y〉. (2)

As above, a generalized Boolean function f is bent, iff |F̂ (x)| = 2n/2 for all x ∈ Zn2 . In

comparison to the previous case it does not follow that n should be even if f is bent.

Such functions for q = 4 were studied by K.-U. Schmidt (2006) in his paper [26]. Here

we consider only this partial case q = 4.

3) f : Znq → Zq — q-ary function in n variables. Its sign function is given by

F := ωf as in the previous case. Its WHT is defined by

F̂ (x) :=
∑
y∈Zn

q

ωf(y)+x.y =
∑
y∈Zn

q

Fyω
x.y. (3)

Here + and x.y are addition and inner product over Zq. Note that the matrix of this

transform is no longer a Sylvester type Hadamard matrix as in the previous case,

but a generalized (complex) Hadamard matrix. A q-ary function f is called bent, iff

|F̂ (x)| = qn/2 for all x ∈ Znq . Notice that again it does not follow from the definition

that q-ary bent functions do not exist if n is odd. P. V. Kumar, R. A. Scholtz and

L. R. Welch [11] have studied q-ary bent functions in 1985. They proved that such

functions exist for any even n and q 6= 2(mod 4). Later S. V. Agievich [1] proposed an

approach to describe regular q-ary bent functions in terms of bent rectangles. If q = 4

we call f a quaternary function. Here we study such functions only. Note that in

1994 A. S. Ambrosimov [2] studied another type of q-ary bent functions defined over

the finite field.
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A bent function f : Znq → Zq is called regular if each of its Walsh Hadamard

coefficients can be expressed as

F̂ (z) = qn/2ω h(z)

for every z ∈ Znq and some q-ary function h. From [11] it is known that for quaternary

(q = 4) case all bent functions are regular.

3 Connections between Boolean and generalized Boolean bent functions

Let f : Z2n
2 → Z4 be any generalized Boolean function. Represent it as f(x, y) =

a(x, y) + 2b(x, y), for any x, y ∈ Zn2 where a, b : Z2n
2 → Z2 are Boolean functions. In

this section we study connection between properties of bentness of generalized Boolean

and Boolean functions.

Here and further by Â ·B we mean WHT of a ⊕ b. It is natural, since A · B =

(−1)a⊕b. In this section and in what follows by x.y we mean inner product over Z4:

x.y = x1y1 + ...+ xnyn mod4.

Lemma 31 Between Walsh Hadamard transforms of f , a⊕ b, b there is the relation

|F̂ (x, y)|2 =
1

2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
.

Proof Study the Walsh Hadamard Transform of f . According to (2) we have

F̂ (x, y) =
∑
x′,y′

(−1)〈x.x
′〉⊕〈y.y′〉⊕b(x′,y′) i a(x

′,y′).

Applying the formula is =
1+(−1)s

2 +
1−(−1)s

2 i for s = a(x′, y′) we get

F̂ (x, y) =
1

2

(
B̂(x, y) + Â ·B(x, y)

)
+
i

2

(
B̂(x, y)− Â ·B(x, y)

)
.

From this we directly get what we need. �

Note that Lemma 31 holds for any (not only even) number of variables of the

function f .

Theorem 32 The following statements are equivalent:

(i) the generalized Boolean function f is bent in 2n variables;

(ii) the Boolean functions of 2n variables b and a⊕ b are both bent.

Proof By Lemma 31 we have |F̂ (x, y)|2 = 1
2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
. If a ⊕ b and

b are bent functions then |F̂ (x, y)|2 = 1
2 (22n + 22n) = 22n and f is a bent function.

Conversely, if f is bent, then it holds B̂2(x, y) + Â ·B
2
(x, y) = 22n+1. Since WHT

coefficients of a Boolean function are integer, this equality has the unique solution

B̂2(x, y) = Â ·B
2
(x, y) = 22n (see [10] for detail). So, functions a ⊕ b and b are

bent. �

Note that there are some intersections between Lemma 31, the part (i)→(ii) of

Theorem 32 and results of the last version of [26].
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4 Connections between Boolean and quaternary bent functions

Define a quaternary function g : Zn4 → Z4 as g(x+2y) = a(x, y)+2b(x, y), for any x, y ∈
Zn2 where a, b : Z2n

2 → Z2 are Boolean functions. In this section we study connection

between properties of bentness of quaternary and Boolean functions.

4.1 Preliminaries and necessary statements

In this section we present several facts that will be instrumental in what follows.

Lemma 41 Let x, y ∈ Zn2 . If x.y 6= 〈x, y〉 then x.y = 〈x, y〉+ 2.

Proof There are four possible values for x.y : 0, 1, 2 and 3. For x.y = 0 or 1 it is obvious

that x.y = 〈x, y〉. For two remaning cases we have

x.y = 2→ 〈x, y〉 = 0→ x.y = 〈x, y〉+ 2,

x.y = 3→ 〈x, y〉 = 1→ x.y = 〈x, y〉+ 2.

�

The following fact is well known for Boolean functions.

Lemma 42 Let f be a linear Boolean function in n variables. Then there are two

possible values of Walsh Hadamard coefficients of f : 0 and 2n.

Proof Any linear Boolean function f in n variables can be represented as f(x) = 〈a, x〉
for a ∈ Zn2 . Therefore, by (1)

F̂ (x) =
∑
y∈Zn

2

(−1)〈a,y〉⊕〈x,y〉 =
∑
y∈Zn

2

(−1)〈a⊕x,y〉.

Using the well-known fact that∑
b∈Zn

2

(−1)〈b,c〉 =

{
2n, if c = 0,

0, otherwise.

the result follows. �

Proposition 43 (see, for instance, [35]) All quadratic Boolean functions in two vari-

ables, i.e. f : Z2
2 → Z2 such that f(x, y) = xy ⊕ c, where x, y, c ∈ Z2, are bent.

Proposition 44 (Rothaus, [25]) Let n > 4 and even. Then degree of a Boolean bent

function f in n variables is not more than n/2.

Proposition 45 (Rothaus, [25]) Let x ∈ Zr2 and y ∈ Zk2 , where r, k > 2 and even. A

Boolean function f(x, y) = f1(x) ⊕ f2(y) is a bent function in r + k variables if and

only if the functions f1 and f2 are bent functions in r and k variables respectively.

Proposition 46 (Singh et al, [27]) Let x ∈ Zr4 and y ∈ Zk4 for r, k > 1. A quaternary

function g(x, y) = g1(x) ⊕ g2(y) is a bent function in r + k variables if and only if

functions g1 and g2 are quaternary bent functions in r and k variables.

Note that results of Propositions 45 and 46 can be easily extended to sums with

more than two functions.
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Number of quaternary bent functions

Cases for b and a⊕ b Types of a in the case For each type of a Total in the case

a is a bent function 49152
b and a⊕ b

a is a linear function 3072 147456
are nonlinear functions

a is a nonliear function 95232
a is a bent function 16384

b and a⊕ b a is a linear 2304
are bent functions a is a constant 768

53248

a is a nonlinear function 33792

Table 1: Classification of functions b and a⊕ b for quaternary bent functions in 2 variables.

4.2 Quaternary bent functions in small number of variables

Here we present results on connections between notions of quaternary bent functions

in one and two variables and Boolean bent functions. Using computer search we obtain

the following facts.

Lemma 47 For every quaternary function g(x+2y) = a(x, y)+2b(x, y) in one variable

with x, y ∈ Z2 it is true that g is a quaternary bent function if and only if b is a bent

function and a does not depend on y, i.e. a(x, y) = 0, 1, x or x⊕ 1. Moreover, if g is

a bent function then b and a⊕ b are bent functions too.

Computer search shows that the number of quaternary bent functions in one vari-

able is equal to 32.

There are 200704 quaternary bent functions in 2 variables. Among them there are

98304 fuctions such that none of Boolean functions a, b and a ⊕ b is a bent function

but for 3072 of them a is a linear Boolean function. There are 36864 quaternary bent

functions such that b and a ⊕ b are bent functions, while for 33792 of them a is a

nonlinear function, and for 2304 and 768 functions a is a linear function or constant

respectively. The number of quaternary bent functions in 2 variables with each of a, b

and a⊕ b being a bent function is equal to 16384. For the remaining 49152 quaternary

functions, a is a bent function and b and a⊕ b are nonlinear Boolean functions.

We summarize the data described above in Table 1.

For functions in three and more variables an exhaustive search is not feasible (there

are 2128 quaternary functions in three variables).

4.3 Possibilities for bentness

From Lemma 47 we know that if g is quaternary bent then b and a⊕b are bent functions

too. In the previous section we showed that it does not hold for quaternary functions

in 2 variables. Let us prove that it does not hold for arbitrary n > 2.

Proposition 48 For every n > 2 there exists a quaternary bent function g(x+ 2y) =

a(x, y) + 2b(x, y) in n variables, with b and a⊕ b being not bent in 2n variables.

Proof In what follows, ’+’ denotes the addition over Z4 excepting summation of indices.
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Any quaternary function g in n variables can be uniquely represented as follows

g(x1 + 2xn+1, ..., xn + 2x2n) = a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let

b(x1, .., x2n) =

n⊕
i=3

xixi+n ⊕ x1xn+2 ⊕ x2xn+1 ⊕ x1x2xn+1,

a(x1, .., x2n) = x1xn+1.

One can see that b can be divided into sum of n− 2 Boolean functions in two variables

and one Boolean function in four variables

b(x1, ..., x2n) = b1(x1, x2, xn+1, xn+2)⊕ b2(x3, xn+3)⊕ ...⊕ bn−1(xn, x2n),

b1(x1, x2, xn+1, xn+2) = x1xn+2 ⊕ x2xn+1 ⊕ x1x2xn+1,

bi(xi+1, xn+i+1) = xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 45 we know that b is bent if and only if all bi are bent. According to

Proposition 44 we get that function b1 in four variables is not bent because its degree

is equal to three. Therefore, b is not bent.

It is easy to check that it holds

2b(x1, .., x2n) = (2x3xn+3 + ...+ 2xnx2n) + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1.

Moreover, g can be divided into sum of n− 2 quaternary functions in one variable and

one quaternary function in two variables

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1, x2 + 2xn+2)+

+g2(x3 + 2xn+3) + ...+ gn−1(xn + 2x2n),

where

g1(x1 + 2xn+1, x2 + 2xn+2) = x1xn+1 + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1,

gi(xi+1 + 2xn+i+1) = 2xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 43 we know that all xi+1, xn+i+1 are bent, i = 2, ..., n. Therefore,

according to Lemma 47 functions gi are quaternary bent functions, i = 2, ..., n− 1. It

was checked that the quaternary function g1 is also bent according to the definition:

its WHT coefficients are the following:

x ∈ Z24 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

Ĝ1(x) 4 4i 4 4 4 4i −4 4 4 −4i 4 −4 4 −4i −4 −4

From Proposition 46 we know that g is a quaternary bent function if and only if

all gi are quaternary bent functions, i = 1, ..., n− 1. This completes the proof. �

The next result shows that the bentness of a quaternary function does not follow

from bentness of Boolean functions in general.

Proposition 49 For every n > 1 there exists a quaternary function g(x + 2y) =

a(x, y) + 2b(x, y) in n variables that is not bent, while b and a ⊕ b are Boolean bent

functions in 2n variables.
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Proof Any quaternary function g in n variables can be uniquely represented as follows

g(x1 + 2xn+1, ..., xn + 2x2n) = a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let

b(x1, .., x2n) =

n⊕
i=1

xixi+n,

a(x1, .., x2n) = xn+1.

It is easy to check that 2b(x1, .., x2n) = 2x1xn+1 + ...+ 2xnx2n. One can see that

g can be divided into sum of n quaternary functions in one variable

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1) + ...+ gn(xn + 2x2n),

where

gi(xi + 2xn+i) = ai(xi, xn+i) + 2bi(xi, xn+i), i = 1, .., n,

bi(xi, xn+i) = xixn+i, i = 1, .., n,

a1(x1, xn+1) = xn+1,

ai(xi, xn+i) = 0, i = 2, .., n.

From Proposition 46 we know that g is a quaternary bent function if and only if all gi
are quaternary bent functions, i = 1, ..., n. From Lemma 47 and by the choice of a and

b we get that g1 is not quaternary bent. This completes the proof. �

From Propositions 48 and 49 we conclude that there is no direct link between

notions of Boolean and quaternary bent functions. Additionally, Proposition 48 shows

that if b and a ⊕ b are not bent it does not imply that g is not bent. According to

Proposition 49 it is also true that if g is not bent it does not imply that b and a ⊕ b
are not bent.

From the previous section we can see that for quaternary bent functions in one and

two variables a Boolean function b is bent if and only if a ⊕ b is also bent. Whether

this statement is true for arbitrary n remains an open problem.

4.4 Nonlinearity of component Boolean functions

Let g(x+2y) = a(x, y)+2b(x, y) be a quaternary function in n variabes, where x, y ∈ Zn2
and a, b are Boolean functions in 2n variables.

Let us represent WHT coefficients of quaternary functions in terms of the coeffi-

cients of Boolean functions b and a ⊕ b as we did for generalized functions in section

4. Here by Â ·B we mean the WHT of a⊕ b.

Lemma 410 Between the WHT coefficients of g, a⊕ b, b there is the relation

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
,

with

c f (u, x) =
∑

x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, u ∈ Zn2 , and Vx = { x′ | 〈x, x′〉 6= x.x′ }.
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Proof Study the Walsh Hadamard Transform of g. By (3) we know that

Ĝ(x+ 2y) =
∑
x′,y′

i (x+2y).(x′+2y′)+a(x′,y′)+2b(x′,y′).

From Lemma 41 and the fact that for any x′′, x′′′ ∈ Zn2 it holds 2〈x′′, x′′′〉 = 2x′′.x′′′

we have

(x+ 2y).(x′ + 2y′) =

{
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉, if x.x′ = 〈x, x′〉,
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉+ 2, if x.x′ 6= 〈x, x′〉.

Let Ux = { x′ ∈ Zn2 |x.x′ = 〈x, x′〉 } and Vx = { x′ ∈ Zn2 |x.x′ 6= 〈x, x′〉 }. Therefore,

we get Ux ∩ Vx = ∅ and Ux ∪ Vx = Zn2 . Note that |Ux| 6= |Vx| in general. Then

Ĝ(x+ 2y) =
∑

x∈Ux,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′)−

−
∑

x′∈Vx,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′).

Here we use the standard maps β, γ : Z4 → Z2 defined as

β : 0, 1→ 0 and β : 2, 3→ 1;

γ : 0, 2→ 0 and γ : 1, 3→ 1.

For any t ∈ Z4 it holds

it = (−1)β(t)
(

1 + (−1)γ(t)

2
+

1− (−1)γ(t)

2
i

)
.

Using this formula for t = x.x′ + a(x′, y′) and the fact that γ(〈x, x′〉 + a(x′, y′)) =

〈x, x′〉 ⊕ a(x′, y′) we get

Ĝ(x+ 2y) =
1

2
(S1 + S2 − S3 − S4) +

i

2
(S1 − S2 − S3 + S4) ,

where

S1 =
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S2 =
∑

x′∈Ux,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S3 =
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S4 =
∑

x′∈Vx,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)).

Let Mδ,x = { x′ ∈ Zn2 | 〈x, x′〉 = δ } for δ ∈ Z2. Note that M0,x ∪M1,x = Zn2 and

|M0,x| = |M1,x| = 2n−1. Let us divide every sum S1, S2, S3 and S4 into two sums
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∑
x′∈M0,x,y′

and
∑
x′∈M1,x,y′

. Note that β(a(x′, y′) + 〈x, x′〉) is equal to 0 or a(x′, y′)

for x′ ∈M0,x and x′ ∈M1,x respectively. Thus, we have

S1 =
∑

x′∈Ux∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S2 =
∑

x′∈Ux∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕a(x′,y′),

S3 =
∑

x′∈Vx∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S4 =
∑

x′∈Vx∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉a(x′,y′).

After grouping terms we obtain

S1 + S2 − S3 − S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉.

Then

S1 − S2 − S3 + S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+
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+
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉.

Since

c f (u, x) =
∑

x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables and u ∈ Zn2 , then one can see that

S1 + S2 − S3 − S4 =

= (B̂(x⊕ y, x)− cb(x⊕ y, x)) + (Â ·B(y, x)− ca⊕b(y, x))− cb(x⊕ y, x)− ca⊕b(y, x)

and

S1 − S2 − S3 + S4 =

= (B̂(y, x)− cb(y, x))− (Â ·B(x⊕ y, x)− ca⊕b(x⊕ y, x))− cb(y, x) + ca⊕b(x⊕ y, x).

After rearranging, the result follows. �

We can see that WHT coefficients of a quaternary function g do not directly depend

on WHT coefficients of Boolean functions b and a⊕ b. This result will not be useful in

studying connection between bentness of quaternary and Boolean functions but it will

be instrumental for the next result and also in section 8.2.

Theorem 411 Let g(x + 2y) = a(x, y) + 2b(x, y) be a quaternary bent function with

x, y ∈ Zn2 and a, b be Boolean functions in 2n variables. Then b and a⊕ b are nonlinear

functions for any n > 1.

Proof According to Lemma 42 there are two possible values of Walsh Hadamard coef-

ficients of a linear Boolean function in 2n variables: 0 and 22n.

From Lemma 410 we get that

Ĝ(2y) =
1

2
(B̂(y, 0) + Â ·B(y, 0)) +

i

2
(B̂(y, 0)− Â ·B(y, 0)), where y ∈ Zn2 .

Note that the reason why there are no coefficients c b(x⊕ y, x), c b(y, x), c a⊕b(x⊕ y, x)

and c a⊕b(y, x) is because the set Vx is empty for x = 0.

As it was mentioned in section 2 all quaternary bent functions are regular. It means

that there is only real or imaginary part of Ĝ(2y). Thus, we get that there are two

possible cases {
(B̂(y, 0) + Â ·B(y, 0))2 = 0,

(B̂(y, 0)− Â ·B(y, 0))2 = 4 · 4n.
or {

(B̂(y, 0) + Â ·B(y, 0))2 = 4 · 4n,
(B̂(y, 0)− Â ·B(y, 0))2 = 0.

From the first system we get{
B̂(y, 0) = −Â ·B(y, 0),

(2 · B̂(y, 0))2 = 4 · B̂(y, 0)2 = 4 · 4n.

Hence,

B̂(y, 0) = −Â ·B(y, 0) = ±2n.

By solving the second system one can get

B̂(y, 0) = Â ·B(y, 0) = ±2n.

Therefore, b and a⊕ b are nonlinear functions. �
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5 Connections between quaternary and generalized Boolean bent functions

Let g(x+ 2y) = f(x, y), where g : Zn4 → Z4, f : Zn2 → Z4 and x, y ∈ Zn2 .

In this section we will show that approach of Kumar et al and that of Schmidt are

not equivalent.

Proposition 51 For every n > 1 there exists a generalized bent function f(x, y) in 2n

variables such that a quaternary function g(x+2y) in n variables defined as g(x+2y) =

f(x, y) for all x, y ∈ Zn2 is not bent.

Proof From Proposition 49 there exists a quaternary function g(x + 2y) = a(x, y) +

2b(x, y) which is not bent, while b and a⊕ b are both bent.

Now from Theorem 32 we know that if b and a⊕ b are both bent then f(x, y) is a

generalized bent function. �

Proposition 52 For every n > 2 there exists a quaternary bent function g(x+ 2y) in

n variables such that a generalized function f(x, y) in 2n variables defined as f(x, y) =

g(x+ 2y) for all x, y ∈ Zn2 is not bent.

Proof From Proposition 48 for n > 1 there exists a quaternary bent function g(x+2y) =

a(x, y) + 2b(x, y) in n variables such that b and a⊕ b are both not bent.

From Theorem 32 we know that generalized function f(x, y) is bent iff b and a⊕ b
are both bent. Hence, f(x, y) is not bent. �

6 Gray images of bent functions

Let f be a generalized Boolean function from Zn2 to Z4. Write f = a + 2b with a, b

Boolean functions in n variables. Its Gray map φ(f) is the Boolean function in variables

(x, z) with x ∈ Zn2 and z ∈ Z2 defined as a(x)z + b(x). The proof of the next result is

implicit in the proof of [26, Th. 3.5] and is omitted.

Proposition 61 For the WHTs of functions f and φ(f) it holds

Φ̂(f)(u, v) = 2<(i−vF̂ (u)) = B̂(u) + (−1)vÂ ·B(u), where u ∈ Zn2 , v ∈ Z2. (4)

Here < denotes real part of a complex number. As far as the left side of equation (4)

is a WHT coefficient of a Boolean function, we easily get

Corollary 62 For any generalized Boolean function f in n variables it holds

max
u∈Zn

2 ,v∈Z2

|<(i−vF̂ (u))| > 2(n−1)/2.

Corollary 63 If f is bent in n variables then φ(f) is either bent (n odd) or semi bent

(n even).

Proof Write F̂ (u) = X + iY with X,Y integers. We know that 2n = X2 + Y 2. We

know that the solution to that diophantine equation in X > 0 and X > Y > 0 is

unique, see e.g. [10]. The obvious solutions for n odd are {|X| = |Y | = 2(n−1)/2},
{Y = 0, X = ±2n/2} and {Y = ±2n/2, X = 0} for n even.

Thus, if n is odd it holds Φ̂(f)(u, v) = ±2(n+1)/2 for all u, v, and hence φ(f) is

bent in n + 1 variables. If n is even we see that Φ̂(f)(u, v) equals 0 or ±2(n+2)/2, so

φ(f) is semi bent in n+ 1 variables. �
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There is a partial converse to Corollary 63. The proof is immediate.

Proposition 64 Let n be odd. If φ(f) is a Boolean bent function in n + 1 variables

then f is a generalized Boolean bent function in n variables.

This fact has also been obtained in the last variant of [26].

7 Notions of nonlinearity

It is well-known that Boolean bent functions are characterized by their maximal dis-

tance to the first order Reed Muller code. This fact is generalized in this section to

their quaternary analogues.

7.1 Generalized Boolean functions

Let RM(r, k) be the Reed Muller code of length 2k and of order r, see [14]. Define,

for 0 6 r 6 m the quaternary code ZRM(r,m) = φ−1(RM(r,m + 1)). This code is

spanned by vectors of values for functions of degree at most r − 1 together with twice

functions of degree at most r, see [8] for detail. We introduce the nonlinearity N(f)

of a generalized bent Boolean function f in n variables as

N(f) := 2n − 1

2
max

u∈Zn
2 ,v∈Z2

|Φ̂(f)(u, v)|. (5)

We denote by dL(·, ·) the Lee distance on ZN4 . Analogously, let dH(·, ·) be the

Hamming distance on Z2N
2 . According to Corollary 62 we have

Proposition 71 For any generalized Boolean function f in n variables it is true

N(f) 6 2n − 2(n−1)/2.

Proposition 72 With the above notation, for any generalized Boolean function in n

variables f we have

N(f) = dL(f, ZRM(1, n)) = dH(Φ(f), RM(1, n+ 1)).

Proof Let x, y be arbitrary vectors of ZN4 . Denote by ix the vector (ix1 , . . . , ixN ).

Recall first the well-known identities

d2E(ix, iy) = 2dL(x, y) = 2(N −<(

N∑
j=1

ixj−yj )),

where dE stands for the Euclidean distance. Observe that ZRM(1, n) is spanned by

the all-one vector, along with twice the binary linear functions, and that F̂ (u) =∑
y∈Zn

2

if(y)+2u.y. The second equality holds by the isometry property of the Gray map

[8]. �

Hence, using Propositions 71 and 72 we can reformulate one partial case from

Corollary 63 and Proposition 64 as follows.
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Corollary 73 Let n be odd. A function f is bent if and only if N(f) attains the

maximal possible value 2n − 2(n−1)/2.

The case of even n is more complicated. We have

Corollary 74 Let n be even. If a function f is bent then N(f) = 2n − 2n/2.

Proof By Corollary 63 the Boolean function φ(f) is semi bent in n+1 variables. Hence

the maximum value of |Φ̂(f)(u, v)| is equal to 2(n+2)/2. Then by Proposition 61 and

definition (5) we get N(f) = 2n − 2n/2. �

The converse statement is not right in general as far as from the equality

max
u∈Zn

2 ,v∈Z2

|Φ̂(f)(u, v)| = 2(n+2)/2

it does not follow that |F̂ (u)| = 2n/2 for any u ∈ Zn2 . Actually, it is not clear what is

the maximum possible value of N(f) if n is even. To know it one should find the value

of covering radius of the code RM(1, n + 1) when n + 1 is odd. But it is a hard old

problem without analogy to the easy case of even n+ 1.

7.2 Quaternary functions

Let g be a quaternary function in n variables. In this case, an immediate reduction to

the preceding subsection (namely, passing from g to f in the notations of section 5)

yields the definition

N(g) := 22n − 1

2
max

u,v∈Zn
2 ,w∈Z2

|Φ̂(g)(u, v, w)|.

The following analogue of Proposition 72 is immediate.

Proposition 75 For any quaternary function g in n variables we have

N(g) = dL(g, ZRM(1, 2n)) = dH(φ(g), RM(1, 2n+ 1)).

In particular if g is bent then N(g) = 22n−2n. As it was mentioned above the maximal

possible value of N(g) is not determined yet.

8 Examples of Constructions

The degree of a generalized Boolean function f denoted by deg(f) is understood in

the sense of its algebraic normal form (ANF). For computing degrees we require the

following lemma.

Lemma 81 For a generalized Boolean function f the degree of φ(f) is at most the

degree of f .

Proof Follows by definition of the ZRM(r,m) code by its generators [8]. �
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8.1 Generalized Boolean bent functions

In [26, Th. 4.3] figures a natural generalization of the classical Maiorana McFarland

construction.

Proposition 82 (Schmidt, [26]) The generalized Boolean function f in 2n variables

defined for x, y in Zn2 by

f(x, y) = 2x.π(y) + τ(y),

with τ an arbitrary generalized Boolean function in n variables and π an arbitrary

permutation of Zn2 is bent.

By Corollary 63 the Gray map of this function is a binary Boolean semi bent

function in 2n+ 1 variables. By Lemma 81 its degree is max(2, deg(τ)).

It is well-known that the binary Kerdock code contains bent functions. We assume

the reader has some familiarity with Galois rings as can be gained in, e.g. [8].

Proposition 83 (Schmidt, [26]) Let n > 3 denote an integer. Let Rn denote the

Galois ring of characteristic 4 and size 4n. Let Rxn denote Rn \ 2Rn. Let Tn denote

the Teichmuller set of Rn, and Tr the trace function of Rn. The generalized Boolean

function in n variables defined for x ∈ Tn by

f(x) = ε+ Tr(sx)

for constants ε, s ranging in Z4, R
x
n is bent. Its Gray image is either bent (n odd) or

semi bent (n even).

Proof The first assertion follows by [26, Construction 5.2] upon observing that ZRM(1, n)

is described by functions f(x) = ε+2Tr(sx). The second assertion follows by Corollary

63. �

A monomial construction of a bent generalized Boolean function is in [26, Th. 5.3].

Intuitively it detects the generalized bent functions in the dual of the Goethals code.

Proposition 84 (Schmidt, [26]) Keep the notation of Proposition 83. Let µ denote

the ”reduction mod 2” map from Rn to F2n . The generalized Boolean function in n

variables defined for x ∈ Tn by

f(x) = ε+ Tr(sx+ 2tx3)

for constants ε, s, t ranging in Z4, Rn, Tn \ {0} is bent if µ(s) = 0 and the equation

µ(t)z3 + 1 = 0

has no solutions in F2n , or if µ(s) 6= 0 and the equation

z3 + z +
µ(t)2

µ(t)6
= 0

has no solutions in F2n .

By Corollary 63 the Gray map of this function is a binary Boolean function in n+1

variables which is semi bent if n is even or bent if n is odd. It is quadratic by Lemma

81.

In the original paper [29] it was mentioned that it would be interesting, for instance,

to replace the exponent 3 in Proposition 84 by a Gold exponent 2k + 1. Then Li et all.

[12] characterized the functions in n variables of the form f(x) = Tr(ax+ 2bx1+2k ) for

odd n/gcd(n/k).

131



16

8.2 Quaternary bent functions

Proposition 85 For every n a quaternary function

g(x1 + 2xn+1, ..., xn + 2x2n) = cxj + x1xn+1 + ...+ xnx2n

is a quaternary bent function with c ∈ Z2, j ∈ {1, ..., n} and ’+’ is addition over Z4.

Proof One can see that g can be divided into sum of n quaternary functions in one

variable

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2x1+n) + ...+ gn(xn + 2x2n),

gi(xi + 2xi+n) =

{
2xixi+n, if i 6= j,

cxj + 2xjxj+n, if i = j.

From Proposition 43 we know that all xi, xi+n are bent, i = 2, ..., n. From Lemma 47

each of gi is a quaternary bent function in one variable, therefore, from Proposition 46

g is also a quaternary bent function. �

Proposition 86 Let g(x+2y) = a(x, y)+2b(x, y) and g′(x+2y) = a(x, y)+2(a(x, y)⊕
b(x, y)) be quaternary functions with x, y ∈ Zn2 and a, b be Boolean functions in 2n

variables. Then g is bent iff g′ is bent.

Proof Study the Walsh Hadamard Transform of g and g′. From Lemma 410 we have

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
and

Ĝ′(x+ 2(x⊕ y)) =
1

2

(
Â ·B(y, x) + B̂(x⊕ y, x)− 2c b(y, x)− 2c a⊕b(x⊕ y, x)

)
+

+
i

2

(
Â ·B(x⊕ y, x)− B̂(y, x) + 2c b(y, x)− 2c a⊕b(x⊕ y, x)

)
,

with

c f (u, x) =
∑

x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, u ∈ Zn2 , and Vx = { x′ | 〈x, x′〉 6= x.x′ }.
Let < and = be real and imaginary parts of a complex number respectively. Then

<(Ĝ(x+ 2y)) = <(Ĝ′(x+ 2(x⊕ y))) and =(Ĝ(x+ 2y)) = −=(Ĝ′(x+ 2(x⊕ y))).

As it was mentioned in section 2 all quaternary bent functions are regular. There-

fore, each of Walsh Hadamard coefficients of a quaternary bent function has only real

or imaginary part. Hence, if g is bent then |Ĝ′(x+ 2(x⊕ y))| = |Ĝ(x+ 2y)| = 4n/2. By

the same way we can proof that if g′ is bent then |Ĝ(x+2y)| = |Ĝ′(x+2(x⊕y))| = 4n/2.

This completes the proof. �
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9 Conclusion and open problems

In the present work we have shown how generalizations of the notion of bent functions

involving the ring Z4 could produce, by Gray map or by base 2 expansion, bent Boolean

functions in the classical sense. We have proved that the approach of Kumar et al and

that of Schmidt are not equivalent at least in quaternary case. Schmidt’s definition fits

better Z4-cyclic codes constructions. Conversely classical binary bent functions (but

perhaps not semi bent functions) can yield generalized bent functions by inverse Gray

map. These results motivate to explore further algebraic constructions of generalized

bent functions. Although the results show that there is no direct connection between

quaternary and Boolean bent functions it is still might be possible to connect these

notions if we will ask for additional conditions. For instance, it would be interesting to

solve the problem that we mentioned at the end of section 4.3. It is also possible that

notions of q − ary and Boolean bent functions more connected for q > 4.

Acknowledgment. Authors wish to thank Sihem Mesnager and Alexander Kutsenko for

helpful discussions. The work of the first author was supported by Mathematical Center

in Akademgorodok under agreement No. 075-15-2019-1613 with the Ministry of Science

and Higher Education of the Russian Federation and Laboratory of Cryptography

JetBrains Research. The second author was supported by RFBR (18-07-01394).

References

1. S. V. Agievich, Bent rectangles, NATO Advanced Study Institute on Boolean Functions
in Cryptology and Information Security (Zvenigorod, Russia. September 8–18, 2007). Proc:
Netherlands, IOS Press. 2008. P. 3–22. Available at http://arxiv.org/abs/0804.0209.

2. A. S. Ambrosimov, Properties of q-ary bent functions over finite fields, Discrete Mathe-
matics and Applications, 1994, V. 4. N 4. P. 341–350.

3. T. Baignères, P. Junod, S. Vaudenay, How Far Can We Go Beyond Linear Cryptanalysis?
Advances in Cryptology — ASIACRYPT ’04 (Jeju Island, Korea. December 5–9, 2004).
Proc. Berlin: Springer, 2004. P. 432–450 (LNCS 3329).

4. C. Carlet, C. Ding, Highly nonlinear mappings, J. of Complexity. 2004. V. 20. N 2–3. P.
205–244.
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На основе открытой блокчейн-платформы Ethereum разработана система тенде
ров, которая позволяет скрывать информацию о заявках на этапе запроса пред
ложений. Создан новый метод, позволяющий решить проблему приватности ин
формации в открытых блокчейн-системах с использованием криптографического 
протокола доказательства с нулевым разглашением zk-SNARK. Предложенный 
метод реализован в виде криптографической схемы на основе библиотеки libsnark. 
Для интеграции криптографической схемы в систему модифицирован Ethereum 
С++ клиент, куда добавлены новые функции и интерфейс для работы с ними 
в виде предкомпилированных контрактов.

Ключевые слова: тендеры, распределенные системы, блокчейн, доказатель
ство с нулевым разглашением, zk-SNARK, платформа Ethereum.
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A tender system has been developed based on the Ethereum open blockchain platform 
that allows to hide the information about applications at the request for proposals 
stage∙ A new method has been created to solve the problem of information privacy 
in open blockchain systems using the zk-SNARK, cryptographic zero-knowledge proof 
protocol∙ The proposed method has been implemented as a cryptographic scheme 
based on the libsnark library∙ To integrate the cryptographic scheme into the system, 
the Ethereum C++ client has been modified — a new tenderzkp module has been
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added. It implements functions for creating and verifying zk-SNARK proofs. Inter
action with the implemented cryptographic scheme from the smart contract codes is 
carried out through the new added precompiled contracts. A Solidity library has been 
created to work with these contracts. The JSON-RPC API of the Ethereum C++ 
client has been expanded to enable to call methods of the cryptographic scheme from 
third-party applications.

Keywords: tenders, distributed systems, blockchain, zero-knowledge proof, zk- 
SNARK, Ethereum platform.

Введение
На сегодняшний день большинство конкурсных закупок и электронных торгов про

водится через специализированные информационные системы. Для таких систем кри
тичным является вопрос доверия оператору торговой площадки. Участники должны 
быть уверены в том, что никто не имеет возможности нарушить правила проведения 
тендера или получить доступ к конфиденциальной информации. В рассмотренных 
системах вероятность нарушения этих правил не может быть полностью исключена.

Решить проблему доверия при проведении тендеров позволяет блокчейн-техноло- 
гия надёжного распределённого хранения записей о транзакциях. Преимущество этой 
технологии в том, что она позволяет взаимодействовать участникам напрямую без по
средника — оператора площадки. При этом данные хранятся распределённо на узлах 
блокчейн-сети, история транзакций не может быть изменена или удалена [1-3].

Однако при использовании этой технологии данные сохраняются в открытом ви
де и доступны всем участникам, что не всегда приемлемо при создании промышлен
ных программных систем. В случае с тендерами открытость информации нарушает 
тайну заявок, которая должна быть сохранена до окончания этапа запроса предло
жений. Это не позволяет проводить конкурсные закупки в существующих открытых 
блокчейн-системах.

Целью данной работы является разработка открытой блокчейн-системы для про
ведения тендеров, которая решила бы проблему приватности информации.

В работе проведён анализ предметной области, представлен краткий обзор тех
нологий, рассмотрены существующие проблемы электронных торговых площадок и 
предложен новый метод сокрытия приватной информации в открытых блокчейн- 
системах для реализации конкурсных закупок. Разработанный метод основан на про
токоле доказательства с нулевым разглашением zk-SNARK (zero-knowledge Succinct 
Non-Interactive Argument of Knowledge) и позволяет скрывать конфиденциальную ин
формацию на этапе подачи заявок.

Для реализации предложенного метода модифицирован Ethereum C++ клиент, 
в который интегрирована разработанная криптографическая схема на основе библио
теки libsnark. Добавлены новые предкомпилированные контракты для работы с крип
тографической схемой и реализована Solidity-библиотека для работы с ними.

1. Основные требования к системе
Основными принципами процедуры проведения тендеров являются открытость, 

прозрачность, конкурентность, равенство участников и справедливость [4]. Исходя из 
этого, можно сформулировать требования, которым должна удовлетворять информа
ционная система тендеров:
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Т1

Т2

Т3

Т4

Т5

Т6

Т7

Т8

Т9

Разработка метода сокрытия приватных данных 65

в виде отдельных доку-

у кого из пользователей 
должно быть возможно- 
конкурса до завершения

кто подал заявки на тен-

Невозможность изменения информации. Вся история транзакций в си
стеме должна быть неизменяемой. Участники не должны иметь возможности 
исправлять данные зарегистрированных заявок, а организатор — изменять пра
вила или результаты после окончания конкурса. Однако после того, как тен
дер опубликован, часто возникают уточнения или изменения. Все такие правки 
должны оформляться и регистрироваться в системе 
ментов.
Невозможность раннего вскрытия заявок. Ни 
системы (в том числе и у организатора тендера) не 
сти просматривать данные предложений участников 
периода приема заявок.
Анонимность заявок. Участники не должны знать, 
дер, до его завершения.
Сокрытие факта подачи заявки. Факт подачи конкретным пользователем 
заявки на какой-либо тендер должен быть скрыт от других пользователей си
стемы, поскольку знание этого факта раскрывает информацию о деятельности 
пользователя и может нарушать принцип конкурентности.
Запрет подмены пользователя. Осуществление действий в системе (объяв
ление тендера, подача заявки и др.) от имени другого пользователя должно 
быть запрещено.
Открытость информации. Вся информация должна быть в открытом до
ступе. Во-первых, это касается информации об объявленных тендерах, все по
тенциальные участники должны иметь к ней доступ, причём получать его од
новременно, чтобы не нарушить принцип честности. Во-вторых, после завер
шения тендера сторонние наблюдатели должны иметь возможность проверить 
честность проведения конкурса, поэтому им необходим доступ к результатам, 
заявкам и всей истории операций.
Невозможность нарушения сроков. Заявки не могут быть поданы до на
чала процедуры подачи заявок и после её окончания.
Гарантия выполнения правил тендера. Все правила должны быть чёт
ко зафиксированы и обязательны к исполнению всеми участниками процесса. 
Недопустимо изменение правил тендера после его объявления.
Доказательство подачи заявки. Участники конкурса должны иметь воз
можность доказать факт подачи своей заявки. При этом ни один пользователь 
системы не может подделать такое доказательство.

2. Обзор предлагаемого решения
Большинство существующих систем для проведения тендеров имеют общую схему 

функционирования. Какая-либо организация, выступающая в роли оператора, предо
ставляет площадку, которой могут пользоваться заинтересованные компании. В этом 
случае всё взаимодействие участников закупок с площадкой основано на доверии орга
низации-оператору. Подобные платформы не удовлетворяют требованиям открытости 
и прозрачности и не всегда могут считаться надёжными системами.

В настоящее время ведутся исследования в области децентрализованных систем 
проведения тендеров. Технология блокчейн позволяет создать площадку, с помощью 
которой пользователи могут проводить тендеры и заключать договоры напрямую без 
участия посредника. Вся информация о тендерах хранится на всех узлах блокчейн- 
сети, что делает систему более отказоустойчивой. Кроме того, любая транзакция, ко-
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торая записана в блокчейне, не может быть изменена или удалена. Корректность вы
полнения правил участниками контролируется смарт-контрактами, что позволяет из
бавиться от влияния человеческого фактора на результаты тендера (никто не может 
нарушить процедуру, поскольку все ограничения реализованы в виде программного 
кода, который не может быть изменён) [5].

Одним из достоинств технологии блокчейн является открытость информации. Лю
бой пользователь всегда имеет возможность просмотреть информацию, хранящуюся 
в блокчейне, а также проследить всю историю транзакций. Но полная открытость 
всей информации нарушает требования к организации конкурсных закупок. Процеду
ра проведения тендеров предполагает, что участники не имеют возможности ознако
миться с заявками других претендентов на стадии приёма заявок. Организатор тенде
ра тоже должен получать доступ к заявкам только после того, как завершён их прием. 
Поэтому открытые блокчейн-системы для проведения тендеров не обеспечивают необ
ходимый уровень приватности информации.

Решением проблемы приватности информации в блокчейн-системе может быть за
щита данных посредством шифрования. Согласно такому подходу, при подаче заявки 
участник генерирует симметричный ключ, шифрует информацию о заявке этим клю
чом и отправляет шифртекст в качестве своей заявки в блокчейн. После окончания 
срока приёма заявок все участники, отправившие заявки на тендер, должны отпра
вить ключи, которыми эти заявки шифровались. Имея ключ и зашифрованную заявку, 
любой желающий может проверить корректность данных. Такая система предложе
на в [6]. Однако такой подход не позволяет проверить корректность зашифрованной 
заявки в момент её подачи. Ещё одним недостатком является то, что все участники 
могут наблюдать факт подачи заявки пользователем.

Систему тендеров предлагается реализовать на основе технологии блокчейн, пото
му что она позволяет обеспечить прозрачность и открытость процедуры проведения 
конкурса; проверка действий участников может быть реализована в виде смарт-кон- 
трактов, которые выступают гарантом выполнения правил.

Необходимо реализовать возможность анонимной подачи заявок на тендеры и доба
вить сокрытие информации о заявках, при этом обеспечив проверку её корректности. 
По истечении сроков подачи заявок информация должна раскрываться и сохраняться 
в открытом виде. Таким образом, вся история будет открытой, что позволит обес
печить прозрачность процедуры тендеров, при этом не будут нарушаться правила 
конкурсных закупок.

3. Проблема сокрытия информации
На сегодняшний день можно выделить два основных подхода к сокрытию инфор

мации о транзакциях в блокчейн-сети [7]:
— механизм смешивания (mixing);
— подход на основе доказательства с нулевым разглашением.

3.1. М е х а н и з м с м е ш и в а н и я
Протоколы, основанные на данном подходе, принимают разные формы, но все ре

ализуют одну идею. Базовая перемешивающая сеть, также известная как mixnet, яв
ляется протоколом маршрутизации, в котором сервер принимает в качестве входных 
сообщения от нескольких отправителей, перемешивает их и отправляет в случайном 
порядке получателям. Цель такой сети — исключить возможность отследить соответ
ствия между отправителями и получателями транзакций [7].
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Такой подход реализуется в CoinShuffle [8], XIM [9], Mixcoin [10] и многих дру
гих системах и протоколах. Данный подход обладает рядом недостатков, которые не 
позволяют применять его в тендерных системах:

1)

2)

лишь частично решается проблема анонимности, поскольку не полностью скры
вается информация о транзакциях;
смешивание применимо только для задачи анонимизации транзакций (позво
ляет скрыть отправителя); нет возможности расширить алгоритм для более 
общего случая сокрытия произвольных данных в блокчейн-транзакциях.

3.2. Д о к а з а т е л ь с т в о с н у л е в ы м р а з г л а ш е н и е м
Доказательство с нулевым разглашением — криптографический протокол, в кото

ром принимают участие две стороны — доказывающая и проверяющая (верификатор). 
Цель протокола заключается в том, чтобы верификатор мог убедиться, что доказы
вающая сторона обладает знанием секретного параметра. При этом сам секретный 
параметр не должен раскрываться верификатору или кому-либо ещё [11].

Это может быть представлено в виде программы с двумя входами C(x, a). Вход x 
является открытым, a — секретный параметр (witness). Выход программы бинарный 
(true либо false). Задаётся конкретный общедоступный x. Задача состоит в том, 
чтобы доказать, что доказывающая сторона знает секретный параметр a, такой, что 
C(x, a) = true.

Доказательство с нулевым разглашением по определению должно удовлетворять 
следующим трём свойствам:

1)

2)

3)

Полнота: если утверждение верно и обе стороны следуют одному и тому же 
протоколу, то верификатор может убедиться в истинности утверждения.
Устойчивость: если утверждение ложно, верификатор с большой вероятностью 
не будет убеждён в его истинности.
Нулевое разглашение: верификатор не получает дополнительной информации.

Концепция интерактивных систем доказательства с нулевым разглашением впер
вые введена в работе [12]. За годы исследований в области доказательства с нулевым 
разглашением системы, основанные на этом методе, постепенно улучшались с упо
ром на оптимизацию их эффективности для конкретных приложений. Это привело 
к появлению алгоритмов, которые существенно сократили количество раундов взаи
модействия участников протокола.

Особенности технологии блокчейн, которая взята за основу построения системы 
тендеров, накладывают ряд ограничений на используемые криптографические прото
колы, в частности на доказательство с нулевым разглашением. Поскольку блокчейн 
является распределённой системой, пользователи могут не быть в сети одновремен
но. При этом доказательство должно быть доступно всем участникам. После того 
как доказательство предоставлено, любой пользователь должен иметь возможность 
проверить его корректность в любой момент времени. Это делает применение интер
активных протоколов доказательства с нулевым разглашением в блокчейн-системах 
труднореализуемым.

В работе [13] впервые предложен неинтерактивный протокол доказательства с ну
левым разглашением. Неинтерактивная система содержит только одно сообщение (до
казательство), которое доказывающая сторона отправляет верификатору, т. е. взаимо
действие между участниками протокола сводится к одному раунду. Дальнейшие ис
следования в области неинтерактивных протоколов были направлены на оптимизацию 
вычислительной эффективности и сокращение размера доказательства.
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Существенным прорывом в этом направлении можно считать появление zk- 
SNARK [14], который сделал возможным эффективное использование неинтерактив
ных протоколов доказательства с нулевым разглашением в блокчейн-системах.

3.3. К р и п т о г р а ф и ч е с к и й п р о т о к о л z k - S N A R K 
zk-SNARK — это криптографический протокол неинтерактивного доказательства 

знания с нулевым разглашением [15]. Он позволяет доказывать, что некоторые приват
ные данные удовлетворяют системе ограничений, выраженной в виде арифметической 
схемы C, не раскрывая эти данные.

zk-SNARK представляет собой тройку алгоритмов полиномиального времени вы
полнения (Gen, P, V ):
— Gen(λ, C) → (pk,vk). Этот алгоритм принимает в качестве входных данных па

раметр безопасности λ и арифметическую схему C. На их основе генератор Gen 
создаёт пару ключей — ключ доказательства (pk, proving key) и ключ верификации 
(vk, verification key). Оба ключа публикуются как открытые параметры и могут ис
пользоваться любое количество раз для создания доказательства и проверки его 
корректности.

— P(pk, X, а) → п. Принимая на вход ключ доказательства pk и любые (x, a), где x — 
публичные данные, a — секретный параметр, алгоритм P выводит неинтерактивное 
доказательство π.

— V(vk,x,π) → b. Принимая на вход ключ верификации vk, публичные данные x 
и доказательство π, верификатор V выдаёт b = 1 , если доказательство является 
корректным, и 0 иначе.
Данная конструкция удовлетворяет всем требованиям, предъявляемым к алгорит

мам доказательства с нулевым разглашением [15].
Преимущество zk-SNARK над другими протоколами доказательства с нулевым раз

глашением заключается в гарантиях эффективности: длина доказательства зависит 
только от параметра безопасности, а время проверки не зависит от размера схемы и 
секретного параметра. Таким образом, zk-SNARK можно рассматривать как неинтер
активный протокол с коротким доказательством и быстрым временем верификации, 
что делает его наиболее подходящим для использования в блокчейн-системах [16].

3.4. С окрытие информации в платфор ме Et her eum
Вся информация в Ethereum-блокчейне хранится в открытом виде, а транзакции не 

скрывают своих значений. Каждая транзакция содержит адреса аккаунтов отправи
теля и получателя и передаваемые данные [17]. При этом нет возможности средствами 
Ethereum скрыть часть полей транзакции (например, нельзя скрыть адрес аккаунта 
отправителя транзакции).

В zk-SNARK процедура проверки доказательства состоит из операций на эллипти
ческих кривых. В частности, верификатор требует скалярного умножения и сложения 
на группе точек эллиптических кривых, а также вычислительно более сложной опе
рации — билинейного спаривания.

Ethereum предоставляет реализацию этих операций в виде предварительно ском
пилированных контрактов. С их помощью есть возможность реализовать схемы на 
основе доказательства с нулевым разглашением в коде смарт-контрактов [18, 19].

Сами алгоритмы генерации и верификации доказательства zk-SNARK не реализо
ваны в платформе. В связи с этим возникает ряд проблем при использовании схем на 
основе zk-SNARK в Ethereum:
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1)

2)
3)

Нет возможности создавать сложные схемы. Все алгоритмы должны быть реа
лизованы в смарт-контрактах, на размер кода которых накладываются жёсткие 
ограничения, а криптографические схемы, как правило, требуют большого ко
личества операций.
Все алгоритмы приходится реализовывать вручную.
Для каждого нового контракта необходимо генерировать отдельные параметры.

3.5. Б и б л и о т е к а l i b s n a r k
Libsnark — криптографическая библиотека с открытым исходным кодом, написан

ная на языке C++, которая обеспечивает эффективные реализации конструкций 
zk-SNARK [20]. Библиотека является самым быстрым и полным набором доказа
тельств с нулевым разглашением, доступных на данный момент [16].

Для создания криптографических схем zk-SNARK библиотека представляет на
бор высокоуровневых интерфейсов (gadgetlib1, gadgetlib2 и др.). Эти интерфейсы осу
ществляют преобразования высокоуровневых спецификаций в арифметические схемы, 
реализованные в ядре библиотеки. С их помощью можно строить новые криптогра
фические схемы на основе реализованных низкоуровневых примитивов.

4. Архитектура системы проведения тендеров
В данной работе создана система проведения тендеров на основе платформы 

Ethereum. Архитектура системы состоит из следующих модулей, которые изображены 
на рис. 1:
— смарт-контракты в Ethereum, обеспечивающие работу с блокчейном;
— модифицированный Ethereum-клиент;
— Java-приложение, предоставляющее высокоуровневый интерфейс для работы с си

стемой.

Ethereum-клиент представляет собой реализацию протокола Ethereum. Это про
грамма, которая поддерживает состояние цепочки блоков транзакций и предостав
ляет API для проведения транзакций и запроса информации о текущем состоянии 
цепочки блоков. Через него происходит всё взаимодействие с блокчейном, в том чис
ле со смарт-контрактами. Клиент включает в себя реализацию виртуальной машины
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Ethereum, которая запускается при выполнении транзакций, взаимодействующих со 
смарт-контрактами [21]. Ещё одной его задачей является осуществление сетевого вза
имодействия с другими клиентами, вместе они образуют единую блокчейн-сеть.

Существует несколько реализаций Ethereum-клиента на различных языках про
граммирования. В разработанной системе используется C++ Ethereum-клиент (aleth), 
поскольку интегрировать библиотеку libsnark в код этого клиента оказалось наиболее 
просто и эффективно. При этом система не полагается на особенности реализации кли
ента aleth. Все необходимые модификации можно внести и в другие Ethereum-клиенты, 
для чего не потребуется менять архитектуру системы.

Всё взаимодействие между Java-приложением и Ethereum-клиентом (вызов мето
дов смарт-контрактов, прослушивание событий, запрос информации) осуществляет
ся с помощью JSON RPC. JSON-RPC — это легковесный протокол удалённого вызова 
процедур (RPC) без сохранения состояния [22]. Он использует JSON в качестве форма
та данных, а в качестве протокола передачи сообщений в системе используется HTTP.

Протокол JSON RPC, реализуемый клиентом Ethereum, является довольно низко
уровневым, и работать с ним напрямую неэффективно. Поэтому для взаимодействия 
со смарт-контрактами используется Java-библиотека web3j, которая работает поверх 
JSON-RPC API клиента Ethereum. Web3j позволяет работать с блокчейном без до
полнительных накладных расходов на написание собственного интеграционного кода. 
Библиотека поддерживает все методы JSON-RPC API и может работать с любым кли
ентом Ethereum, который его реализует [23].

Для более удобного взаимодействия со смарт-контрактами web3j позволяет создать 
Java-оболочки. На основе кода смарт-контрактов порождаются классы, которые предо
ставляют функции создания и развертывания смарт-контракта, вызова его функций 
и выполнения транзакций из Java-кода [24].

Рассмотрим подробно, как устроены отдельные модули.
4.1. М о д и ф и ц и р о в а н н ы й E t h e r e u m - к л и е н т

Реализация криптографических протоколов на основе zk-SNARK предполагает ге
нерацию и проверку ограничений, а также выполнение операций над эллиптическими 
кривыми.

Изначально реализация этих операций была выполнена в виде смарт-контрактов, 
однако оказалась неэффективной. Код смарт-контрактов хранится в блокчейне, а его 
выполнение происходит при процессе проверки корректности транзакций в виртуаль
ной машине Ethereum на каждом узле сети, поддерживающем цепочку блоков транз
акций. Поэтому к коду смарт-контрактов предъявляются жёсткие требования по эф
фективности вычисления и размеру. А криптографические операции, необходимые для 
работы системы, являются вычислительно затратными и при реализации непосред
ственно в смарт-контрактах сильно увеличивают размер кода. Поэтому было решено 
реализовать этот протокол на стороне Ethereum-клиента.

4.2. К р и п т о г р а ф и ч е с к а я с х е м а
Для реализации алгоритма сокрытия информации о заявках на основе доказатель

ства с нулевым разглашением в Ethereum C++ клиент добавлен отдельный модуль 
tenderzkp. Он построен на базе протокола zk-SNARK с предобработкой (preprocessing 
zk-SNARK) для NP-полного языка системы ограничений ранга 1 (R1CS — rank-1 
constraint systems). Протокол использует эллиптическую кривую Баррето — Наерига. 
Реализация криптографической схемы предоставлена библиотекой libsnark [20].
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Основной интерфейс этого модуля составляют две функции:
— generate_proof (proving_key, public__input, private_input) → proof;
— verify_proof (verification_key, public_input, proof) → {true, false}.
Функция генерации доказательства generate_proof принимает на вход открытые 
(public_input) и приватные (private_input) данные, а также ключ доказательства 
(proving_key) . Приватными данными для заявки на тендер являются:
— ID участника, подающего заявку;
— ID тендера, на который подается заявка;
— время подачи заявки;
— сумма предложения.

К открытым данным относится информация о тендерах (ID тендеров, время окон
чания приёма заявок, максимально допустимые суммы предложений), которые прово
дятся на данный момент, и ID пользователей системы.

Для приватных данных заявки необходимо проверить, что выполнены следующие 
условия:
— сумма предложения не превышает максимально допустимой для тендера, на кото

рый подаётся заявка;
— время подачи заявки не превышает времени окончания приёма заявок на данный 

тендер;
— участник с таким ID действительно зарегистрирован в системе.

Чтобы создать доказательство с нулевым разглашением, необходимо выразить эти 
условия в виде ограничений на приватные и открытые входные данные. Для этого 
создан класс T enderGadget , в котором реализована криптографическая схема.

T enderGadget выражает условия корректности заявки с помощью базовых 
схем библиотеки gadgetlib1. Для этого используются функции comparison_gadget, 
conjunction_gadget и disjunction_gadget , реализующие сравнение целочисленных 
значений (в данном случае это ID тендеров, ID пользователей, суммы предложений и 
время) и логические операции конъюнкции и дизъюнкции соответственно.

Построенная арифметическая схема преобразуется в более низкоуровневый вид — 
систему ограничений ранга 1. Полученное RICS-представление используется в даль
нейшем алгоритмами генерации и верификации доказательства libsnark.

На основе RICS-представления генерируется доказательство утверждения, что 
входные данные удовлетворяют системе ограничений. Это доказательство является 
возвращаемым значением функции generate_proof.

Функция проверки доказательства verify_proof принимает открытые данные 
(public_input), доказательство, сгенерированное функцией generate_proof (proof), 
и ключ верификации (verification_key). Она возвращает true, если доказательство 
корректно, и false иначе.

Пара ключей (доказательства и верификации), необходимая для работы алгорит
мов zk-SNARK, является общей для всей схемы, т. е. для всех контрактов тендеров 
используются одни и те же ключи. Благодаря этому, есть возможность не хранить па
ру ключей в смарт-контрактах, а переложить функцию управления ими на Ethereum- 
клиент, что более эффективно как с точки зрения используемой памяти, так и с точки 
зрения скорости загрузки. В разработанной системе ключи передаются в Ethereum- 
клиент в виде конфигурационных файлов и загружаются модулем tenderzkp при вы
зовах функций generate_proof и verify_proof.
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В разработанной схеме на тестовых данных параметры имеют следующие размеры:
— параметр безопасности λ — 192 байта;
— ключ доказательства рк — 231 кбайт;
— ключ верификации vk — 1 884 байта;
— публичные данные x — 480 байт;
— секретный параметр a — 192 байта;
— доказательство π — 576 байт;
— арифметическая схема C задаётся в коде (класс TenderGadget). Её размер в пре

образованном для алгоритмов доказательства и верификации виде составляет око
ло 77 кбайт.

4.3. В з а и м о д е й с т в и е с к р и п т о г р а ф и ч е с к о й с х е м о й
У смарт-контрактов должна быть возможность взаимодействовать с реализован

ной криптографической схемой — вызывать функции генерации и проверки доказа
тельства и получать возвращаемые значения. Выполнение кода смарт-контрактов про
исходит в виртуальной машине Ethereum, поэтому одним из возможных вариантов реа
лизации взаимодействия было бы добавление новых операций в EVM. Но при таком ре
шении необходимо вносить большое количество изменений в платформу Ethereum — не 
только дополнить набор команд EVM, но и внести соответствующие доработки в ком
пиляторы высокоуровневых языков написания смарт-контрактов (таких как Solidity).

Альтернативным подходом является создание предкомпилированных контрактов. 
Предкомпилированный контракт — это смарт-контракт, который имеет фиксирован
ный адрес и код которого реализован непосредственно в Ethereum-клиентах. Большая 
часть криптографических операций в Ethereum (восстановление адреса аккаунта из 
ECDSA подписи, хеш-функции SHA-256 и RIPEMD-160 и др.) реализована именно 
в виде предкомпилированных контрактов [25]. Такие контракты являются тестовы
ми изменениями архитектуры, которые впоследствии могут стать частью протокола 
Ethereum [26].

В разработанной системе решено использовать второй подход, чтобы миними
зировать количество изменений относительно существующих реализаций протокола 
Ethereum. В Ethereum C++ клиент добавлены новые предкомпилированные контрак
ты с адресами 0x00...09 и 0x00...0a. При обращении к ним из кода смарт-контрактов 
вызываются функции generate_proof и verif y_proof добавленного модуля tenderzkp.

Генерация доказательства должна происходить вне блокчейна, так как приватная 
информация заявки не должна попасть в открытый доступ на данном этапе. Всё вза
имодействие с клиентом происходит через JSON-RPC API, поэтому чтобы добавить 
возможность вызывать методы криптографической схемы из сторонних приложений, 
добавлены соответствующие интерфейсы в модуль web3jsonrpc Ethereum C++ кли
ента. На рис. 2 представлена схема всех модификаций, внесённых в Ethereum C++ 
клиент.
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Рис. 2. Модификации Ethereum-клиента, реализованные в системе

4.4. С м а р т - к о н т р а к т ы
Смарт-контракты — это объекты в блокчейне, которые содержат своё состояние и 

код функций. Они написаны на статически типизированном высокоуровневом язы
ке программирования Solidity, предоставляемом платформой Ethereum. Общая схема 
модуля смарт-контрактов изображена на рис. 3.

Рис. 3. Схема модуля смарт-контрактов

Основным смарт-контрактом является реестр тендеров (Registry). В нём хранится 
информация о зарегистрированных тендерах и ссылки на их контракты, а также все 
закрытые заявки на тендеры (доказательства, полученные алгоритмом криптографи
ческой схемы). Через этот контракт проходит регистрация всех тендеров в системе, 
а также подача закрытых заявок. Закрытая заявка может быть зарегистрирована в 
реестре только в том случае, если проходит проверка доказательства, реализованная 
в предкомпилированном контракте.
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Для каждого тендера создается отдельный контракт (Tender), в котором сохра
няется информация о нём, текущая стадия конкурса, поданные открытые заявки и 
информация о результатах. Подача открытых заявок происходит через контракт тен
дера. При этом для каждой открытой заявки происходит проверка корректности — 
вызывается предкомпилированный контракт, который генерирует доказательство на 
основе приватных данных, и полученное доказательство сравнивается с ранее зареги
стрированным в реестре.

Пользователи работают с контрактами реестра и тендеров не напрямую, вызы
вая их методы, а через специальные смарт-контракты пользователей (User, Organizer, 
Contractor). Это позволяет реализовать разграничение прав пользователей (заказчик 
может объявлять новые тендеры, а участник конкурса может только подавать заявки 
на существующие). Контракт хранит информацию о пользователе и адрес Ethereum- 
аккаунта, к которому он привязан. Только транзакции, отправленные от имени этого 
аккаунта, считаются корректными, поэтому никто, кроме владельца аккаунта, не мо
жет совершать действия от имени этого контракта. Кроме того, для каждого заказчика 
в контракте сохраняется список объявленных им тендеров, а для каждого участника 
конкурса — все поданные заявки.

Информация обо всех пользователях хранится в реестре пользователей (UserRegistry). 
Этот контракт регулирует добавление новых пользователей в систему, а также смену 
Ethereum-аккаунтов, от имени которых работают пользователи.

Стоит отметить, что реализация всех действий пользователей в системе через спе
циальные контракты User вместе с возможностью смены аккаунта позволяют решить 
одну из фундаментальных проблем блокчейн-систем — потерю приватного ключа ак
каунта. Она заключается в том, что отсутствует возможность восстановления приват
ного ключа аккаунта, и при его потере пользователь не сможет использовать этот ак
каунт для дальнейшей работы в блокчейн-системе. В разработанной системе в случае 
потери ключа есть возможность сменить аккаунт, не изменяя контракт пользователя. 
При этом информация о пользователе и история его действий в системе (создании 
тендеров и подаче заявок) сохраняются.

Использование проверок в коде функций смарт-контрактов исключает возмож
ность нарушения участниками правил проведения конкурсных закупок, таких, как:
— объявление тендеров от имени другого пользователя;
— объявление победителем участника, заявка которого не была зарегистрирована, и

т.д. [27].
Все проверки, которые осуществляются в смарт-контрактах, гарантированно вы

полняются, так как блокчейн-транзакции, которые не удовлетворяют условиям в коде 
проверок, откатываются. Для реализации проверок используется стандартная функ
ция языка Solidity require().

Функция require() компилируется в набор инструкций, которые осуществляют про
верку условия, и инструкцию REVERT (0xfd) виртуальной машины Ethereum, к ко
торой переходит управление в случае, когда условие не выполняется. Если во вре
мя выполнения кода смарт-контракта в виртуальной машине встречается инструкция 
REVERT, выполнение кода останавливается, а все изменения, произведенные тран
закцией, отменяются. Такой откат всех изменений позволяет сохранить атомарность 
транзакции. При этом сама транзакция сохраняется в блокчейне.

Контракты являются частью протокола и утверждаются участниками до старта 
работы системы.

146



Разработка метода сокрытия приватных данных 75

Во время работы системы могут создаваться новые объекты контрактов двух ти
пов — User и Tender. Однако их создание производится не напрямую пользователями, а 
через контракты UserRegistry и Registry соответственно, т. е. сам код контрактов User и 
Tender предварительно скомпилирован и интегрирован в код контрактов UserRegistry 
и Registry. У пользователей отсутствует возможность добавлять свои собственные ре
ализации каких-либо контрактов.

Если в процессе работы обнаруживаются ошибки в смарт-контрактах, они могут 
быть исправлены в новых версиях этих же контрактов. Переход на новую версию 
осуществляется только в случае одобрения изменений участниками системы.

Взаимодействие с предкомпилированными смарт-контрактами не может быть ре
ализовано средствами языка Solidity, для вызова кода функций таких контрактов ис
пользуются ассемблерные вставки. Для удобства работы создана Solidity-библиотека. 
Она инкапсулирует низкоуровневое взаимодействие с предкомпилированными кон
трактами и предоставляет интерфейс для работы с ними в виде Solidity-функций.

5. Алгоритм работы системы
Рассмотрим более подробно алгоритм работы системы. Можно выделить следую

щие этапы проведения тендера:
1)

2)
3)

4)

Заказчик создаёт контракт Tender, в котором размещает всю необходимую ин
формацию о проводимом конкурсе.
Пользователи подают скрытые заявки в общий реестр тендеров.
После окончания срока приёма заявок пользователи вскрывают заявки (отправ
ляют открытую информацию в контракт Tender со ссылкой на скрытую заяв
ку). Все заявки, которые не были вскрыты, аннулируются.
После окончания срока предоставления открытой информации заказчик оцени
вает заявки и определяет победителя.

Отдельные крупные этапы данного алгоритма — подача скрытой заявки и раскры
тие информации.

5.1. Пр оцесс подачи скрытой заявки
Процесс подачи скрытой заявки, схематично представленный на рис. 4, проходит 

следующим образом:

1)
2)

3)

4)

Пользователь создаёт новый анонимный Ethereum-аккаунт.
После этого пользователь формирует заявку на выбранный тендер, которая 
содержит необходимые приватные данные (ID участника, ID тендера, текущее 
время, сумму предложения).
На основе приватных данных заявки создаётся публичное доказательство. Для 
этого через JSON-RPC API модифицированного Ethereum-клиента вызывается 
функция генерации доказательства криптографической схемы доказательства 
с нулевым разглашением.
Далее от имени анонимного аккаунта пользователь отправляет доказательство 
в контракт Registry.
Смарт-контракт Registry осуществляет проверку корректности доказательства, 
вызывая код предкомпилированного контракта верификации. Если проверка 
пройдена успешно, заявка записывается в хранилище контракта Registry. В про
тивном случае заявка считается некорректной и отклоняется.

Благодаря тому, что для каждой подачи заявки генерируется новый аккаунт, нель
зя отследить, кто именно записывает публичное доказательство. Это обеспечивает со-

5)
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Рис. 4. UML-диаграмма последовательности процесса подачи скрытой
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крытие не только приватных данных заявки, но и самого факта подачи пользователем 
заявки на конкретный тендер.

Стоит отметить, что первые три шага описанного алгоритма выполняются вне 
блокчейна, поэтому секретная информация не видна никому, кроме самого пользо
вателя.

5.2. П р о ц е с с р а с к р ы т и я з а я в к и
После окончания срока приёма заявок начинается этап раскрытия информации 

(рис. 5). На этом этапе:
1)

2)

3)

4)

Пользователь отправляет раскрытые данные в контракт Tender, указывая ссыл
ку на закрытую заявку.
Контракт тендера запрашивает из контракта Registry зарегистрированное до
казательство.
Далее вызывается предкомпилированный контракт, который на основе раскры
тых приватных данных генерирует доказательство.
После этого контракт Tender производит ряд проверок:

— Предоставленная информация соответствует ранее зарегистрированной 
в реестре закрытой заявке. Для этого производится сравнение сгенери
рованного доказательство с сохранённым в реестре. Их совпадение сви
детельствует о том, что доказательства сгенерированы на основе одних и 
тех же приватных данных и заявка является подлинной. Если они не сов-

148



Разработка метода сокрытия приватных данных 77

падают, это означает, что доказательство, соответствующее подаваемой 
открытой заявке, не было зарегистрировано на этапе запроса предложе
ний, и такая заявка, согласно правилам проведения тендеров, не может 
принимать участие в конкурсе.

— ID пользователя в заявке совпадает с ID пользователя, который отправ
ляет данные.

— ID тендера в заявке совпадает с ID тендера контракта.
5) При успешном прохождении проверок предоставленная информация сохраня

ется в контракте.

Рис. 5. UML-диаграмма последовательности процесса раскрытия заявки
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Стоит отметить, что при раскрытии заявок пользователь производит действия 
в блокчейн-сети от имени своего аккаунта. Это позволяет удостовериться в личности 
пользователя и исключить возможность подачи заявки от лица другого участника.

Алгоритм работы системы, в основе которого лежит протокол доказательства с ну
левым разглашением, кроме возможности проверять корректность информации при 
подаче заявки, даёт ещё несколько преимуществ.

Во-первых, уже на этапе подачи заявок можно собирать статистику, которая может 
быть использована для различных целей.

Во-вторых, при раскрытии заявок можно предоставлять в открытом виде только 
некоторые данные, гарантируя корректность всей остальной информации.

В-третьих, есть возможность реализовать алгоритм предоставления информации 
только отдельным участникам на этапе вскрытия заявок. Такой алгоритм может быть 
применён в системах закрытых тендеров, где информация о раскрытых заявках долж-
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на быть доступна только организатору закупки. При этом за счёт использования ал
горитмов доказательства с нулевым разглашением все остальные участники смогут 
проверить корректность поданных заявок и удостовериться, что победитель тендера 
выбран согласно правилам, не получая доступ к самой информации заявок.

Таким образом, реализованный алгоритм даёт более богатые возможности для рас
ширения функциональности системы.

6. Развёртывание системы
Развёртывание любой программной системы, созданной на базе платформы 

Ethereum, может быть осуществлено двумя основными способами:
— в основной блокчейн-сети Ethereum (Ethereum Mainnet);
— в собственной блокчейн-сети.

Разработанный метод сокрытия приватной информации полагается на модифика
ции, внесенные в Ethereum-клиент, а внедрение модифицированных Ethereum-клиен
тов в основную сеть невозможно из-за несовместимости протокола с обычными узла
ми. Вызов предкомпилированных контрактов будет невозможен на обычных узлах, 
а механизм консенсуса полагается на то, что все операции должны одинаково вы
полняться на всех узлах блокчейн-сети. Поэтому для системы проведения тендеров 
необходимо развернуть собственную блокчейн-сеть, состоящую из узлов, поддержива
ющих внесённые модификации. Это могут быть модифицированные Ethereum C++ 
клиенты, которые описаны ранее, либо любые другие клиенты, в которых добавле
ны предкомпилированные контракты с теми же адресами и реализующие описанную 
криптографическую схему доказательства с нулевым разглашением.

Поскольку предполагается использовать отдельную блокчейн-сеть, механизм опла
ты действий в системе может регулироваться сообществом участников путём опре
деления своих правил поверх существующей стандартной схемы оплаты транзакций 
в Ethereum. Например, взимание комиссии можно полностью отменить. Кроме того, 
в отдельной блокчейн-сети количество транзакций должно быть значительно меньше, 
чем в основной сети Ethereum, что увеличивает пропускную способность системы.

Для работы криптографической схемы необходима пара ключей (доказательства 
и верификации). Их генерация должна выполняться доверенной стороной. Получив
шиеся в результате открытые параметры публикуются и становятся доступными для 
всех сторон. В разработанной системе ключи передаются в качестве конфигурацион
ных файлов при старте Ethereum-клиента. Процесс генерации ключей выполняется 
только один раз, после этого доверенная сторона не требуется.

Эта фаза является критической с точки зрения безопасности системы. Любой, кто 
обладает параметром безопасности, на основе которого сгенерированы ключи, полу
чит возможность генерировать ложные доказательства, которые будут приняты ал
горитмом верификации как корректные. Поэтому при внедрении системы процедуре 
генерации стоит уделить особое внимание. Как правило, используются многосторонние 
протоколы для безопасной генерации параметров, которые дают возможность не пола
гаться на честность единственного участника. В процессе инициализации параметров 
участвует ряд сторон, использующих многосторонний протокол для генерации ключей 
доказательства и верификации. Для обеспечения надёжности созданной криптографи
ческой схемы достаточно, чтобы хотя бы одна из сторон была честна. Распределённый 
протокол генерации параметров для zk-SNARK приведён в [16].
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Заключение
Предложена и реализована система тендеров, которая удовлетворяет критериям 

безопасности, открытости и конфиденциальности. Вопрос доверия решён с помощью 
технологии блокчейн, а сокрытие приватной информации — с помощью алгоритмов 
доказательства с нулевым разглашением.

Разработан принципиально новый метод, позволяющий решить проблему приват
ности информации в блокчейн-системах с использованием алгоритмов доказательства 
с нулевым разглашением. Метод позволяет участникам зафиксировать факт подачи 
заявки на тендер, не раскрывая её содержания.

Предложенный и реализованный метод может быть использован не только для 
тендеров, но и в других системах, где есть необходимость скрывать часть информации 
в открытой блокчейн-сети. Он расширяет область применения технологии блокчейн 
в промышленных программных комплексах.
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The Fifth International Students’ Olympiad in
cryptography—NSUCRYPTO: Problems and
their solutions
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ABSTRACT
Problems and their solutions of the Fifth International Students’
Olympiad in cryptography NSUCRYPTO’2018 are presented. We
consider problems related to attacks on ciphers and hash
functions, Boolean functions, quantum circuits, Enigma, etc. We
discuss several open problems on orthogonal arrays, Sylvester
matrices, and disjunct matrices. The problem of existing an
invertible Sylvester matrix whose inverse is again a Sylvester
matrix was completely solved during the Olympiad.

KEYWORDS
hash functions; Enigma;
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regular sets; irreducible
polynomials; orthogonal
arrays; Sylvester matrices;
disjunct matrices;
Olympiad; NSUCRYPTO

Introduction

NSUCRYPTO—The International Students’ Olympiad in cryptography—
celebrated its 5-year anniversary in 2018. Interest in the Olympiad around
the world is significant: there were more than 1,600 participants from 52
countries in the first five Olympiads from 2014 to 2018! The Olympiad
program committee includes specialists from Belgium, France, The
Netherlands, USA, Norway, India, Belarus’, and Russia.
Let us shortly formulate the format of the Olympiad. One of the Olympiad

main ideas is that everyone can participate! Each participant chooses his/her
category when registering on the Olympiad website nsucrypto.nsu.ru. There
are three categories: “school students” (for junior researchers: pupils and high
school students), “university students” (for participants who are currently
studying at universities), and “professionals” (for participants who have
already completed education or just want to be in the restriction-free
category). Awarding of the winners is held in each category separately.
The Olympiad consists of two independent Internet rounds: the first one

is individual (duration 4 hours 30minutes) while the second round is team
(duration 1week). The first round is divided into two sections: A—for
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“school students,” B—for “university students” and “professionals.” The
second round is general for all participants. Participants read the Olympiad
problems and submit their solutions using the Olympiad website. The lan-
guage of the Olympiad is English.
The Olympiad participants are always interested in solving different

problems of various complexities at the intersection of mathematics and
cryptography. They show their knowledge, creativity, and professionalism.
That is why the Olympiad not only includes interesting tasks with known
solutions but also offers unsolved problems in this area. This year, one of
such open problems, “Sylvester matrices,” was completely solved by three
teams! All the open problems stated during the Olympiad history can be
found at nsucrypto.nsu.ru/unsolved-problems. On the website we also mark
the current status of each problem. For example, in addition to “Sylvester
matrices” solved in 2018, the problem “algebraic immunity” was completely
solved during the Olympiad in 2016. And what is important for us, some
participants were trying to find solutions after the Olympiad was over. For
example, a partial solution for the problem “A secret sharing” (2014) was
proposed in Geut et al. (2017). We invite everybody who has ideas on how
to solve the problems to send your solutions to us!
The paper is organized as follows. We start with problem structure of

the Olympiad in each section (Problem structure of the Olympiad). Then
we present formulations of all the problems stated during the Olympiad
and give their detailed solutions in each section (Problems and their solu-
tions). Finally, we publish the lists of NSUCRYPTO’2018 winners in each
section (Winners of the Olympiad).
Mathematical problems of the previous International Olympiads

NSUCRYPTO’2014, NSUCRYPTO’2015, NSUCRYPTO’2016, and
NSUCRYPTO’2017 can be found in Agievich et al. (2015, 2017), Tokareva
et al. (2018), and Gorodilova et al. (2019), respectively.

Problem structure of the Olympiad

There were 16 problems stated during the Olympiad, and some of them
were included in both rounds (Tables 1 and 2). Section A of the first round
consisted of six problems, whereas section B contained seven problems.
Three problems were common for both sections. The second round was
composed of 11 problems. Three problems of the second round were
marked as unsolved (awarded special prizes from the Program Committee).

Problems and their solutions

In this section we formulate all the problems of NSUCRYPTO’2018 and
present their detailed solutions paying attention to solutions proposed by
the participants.
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Problem “A digital signature”

Formulation
Alice uses a new digital signature algorithm, that turns a text message M into
a pair (M, s), where s is an integer and generated in the following way:

1. The special function h transformsM into a big positive integer r ¼ hðMÞ:
2. The number t ¼ r2 is calculated, where t ¼ t1t2 . . . tn :
3. The signature s is calculated as s ¼ t1 þ t2 þ � � � þ tn:

Bob obtained the signed message

(Congratulations on the fifth year anniversary of NSUCRYPTO!, 2018)

from Alice and immediately recognized that something was wrong with the
signature! How did he discover it?

Remarks. By t ¼ t1t2:::tn we mean that t1, t2, :::, tn are decimal digits and all
digits under the bar form decimal number t.

Table 1. Problems of the first round.
Section A
N Problem title Maximum scores

1 A digital signature 4
2 Jack and the Beanstalk 4
3 Key matrices 4
4 A sequence 4
5 Solutions of the equation 4
6 Stickers 6

Table 2. Problems of the second round.
N Problem title Maximum scores

1 A digital signature 4
2 Orthogonal arrays Unsolved
3 Hash function FNV-1a 8
4 TwinPeaks2 6
5 An Enigmatic Challenge 8
6 Sylvester matrices Unsolved
7 Stickers 6
8 Bash-S3 8
9 Metrical cryptosystem—2 6
10 A fixed element 10
11 Disjunct Matrices Unsolved

Section B
N Problem title Maximum scores

1 Stickers 6
2 Key matrices 4
3 A sequence 4
4 Quantum circuits 4
5 Bash-S3 8
6 Metrical cryptosystem—2 6
7 A fixed element 10
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Solution
It is widely known that every integer is congruent to the sum of its digits
modulo 3. So, we have that t �3 2018 �3 2: But t is equal to r2 and a
square can not be equal to 2 modulo 3. Thus, we have a contradiction.
We got a lot correct solutions. The most accurate and detailed solutions

were sent by Ruxandra Icleanu (Tudor Vianu National College of Computer
Science, Romania), Petr Ionov (Yaroslavl State University, Russia), and the
team of Henning Seidler and Katja Stumpp (TU Berlin, Germany).

Problem “Jack and the Beanstalk”

Formulation
Little Jack is only 7 years old and likes solving riddles involving the powers
of two. Recently, his uncle Bitoshi gave him 16 BeanCoin seeds and prom-
ised that Jack can collect all BeanCoins which will grow from these seeds.
But in order for BeanCoins to grow big and fruitful, Jack must plant
the seeds in the garden in a special way. He has to draw eight lines on the
ground and plant all 16 seeds on these lines in such a way that each of
the lines contains exactly four seeds.
Can you help Jack to achieve his goal and suggest how to plant the seeds?

Solution
The seeds can be placed on the corners and intersection points of an octa-
gram, as depicted in Figure 1a. As is clear from this figure, all eight lines
contain exactly four seeds and it is impossible to draw other line contained
exactly four seeds.
Many school students found interesting ways to draw these lines, for

example Figure 1b. The most interesting ones were given by Gorazd
Dimitrov (Yahya Kemal College, Macedonia), Artem Ismagilov (The
Specialized Educational and Scientific Center UrFU, Russia), and Igor
Pastushenko (The Specialized Educational Scientific Center of Novosibirsk
State University, Russia).

Figure 1. Lines and seeds.
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Problem “Key matrices”

Formulation
Let n be an odd positive integer. In some cipher, a key is a binary n� nmatrix

A ¼

a1, 1 a1, 2 ::: a1, n
a2, 1 a2, 2 ::: a2, n

..

. ..
. . .

. ..
.

an, 1 an, 2 ::: an, n

0
BBBBB@

1
CCCCCA,

where ai, j is either 0 or 1, such that each diagonal of any length
1, 2, :::, n�1, n contains an odd number of 1s.
What is the minimal and the maximal number of 1s that can be placed

in a key matrix A?

Remarks. For example, for n¼ 3, diagonals are the following ten lines:

Solution
The correct solution of this problem must consist of two steps. The first step
is to find theoretical lower and upper bounds for the number of 1s, and the
second step is to prove that these bounds are tight. The best solution was pro-
posed by Aleksei Udovenko (University of Luxembourg), which we pro-
vide below.
1. Minimum. Consider the n� n matrix A (n is odd) with both the top

row filled with 1s, the bottom row filled with 1s, and the central cell equal
to 1; all other elements are 0:

a1, i ¼ 1, 1 � i � n;

an, i ¼ 1, 1 � i � n;

aðnþ1Þ=2, ðnþ1Þ=2 ¼ 1;

ai, j ¼ 0, otherwise:

8>>><
>>>:

Any diagonal of length less than n� 1 includes exactly a single 1 (either from
the top row or from the bottom row). The two diagonals of length n include
three 1s (one from the top row, one from the bottom row, and one from the
center). Therefore, this matrix satisfies the condition. It has 2nþ 1 1s.
We now prove that this number of 1s is minimal. Note that each corner cell

a1, 1, a1, n, an, 1, an, n makes a single element diagonal. Therefore, these cells must
contain 1s. There are 2ðn�2Þ diagonals going in the down-right direction and
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not touching the corners (starting from the cells of the leftmost column and
from the cells for the topmost row). Furthermore, the main diagonal without
the corner cells must have an odd number of 1s too. Therefore, 2n�3 disjoint
diagonals must contain at least one 1, in addition to 4 corner 1s. Therefore,
there should be at least 2ðn�2Þ þ 1þ 4 ¼ 2nþ 1 1s in the matrix.
2. Maximum. Consider the n� n matrix A (n is odd) filled with 1s except

cells in the leftmost and the rightmost columns which have an even row
index:

a2i, 1 ¼ 0, 1 � i � ðn�1Þ=2;
a2i, n ¼ 0, 1 � i � ðn�1Þ=2;
ai, j ¼ 1, otherwise:

8><
>:

It is easy to check that all diagonals that contain an even number of ele-
ments contain a single zero either from the leftmost or from the rightmost
column. Therefore, these diagonals have an odd number of 1s. Also, all
diagonals that contain an odd number of elements contain no zeroes and
thus have an odd number of 1s too. Therefore, this matrix satisfies the con-
dition. It has n2�2ðn�1Þ=2 ¼ n2�nþ 1 1s.
We now prove that this number is maximal. Consider diagonals going in the

down-right direction that have an even number of elements. There are
2ðn�1Þ=2 ¼ ðn�1Þ such diagonals and they are disjoint. Each of themmust con-
tain at least a single zero. Therefore, the maximum number of 1s is n2�nþ 1:

Problem “A sequence”

Formulation
Two friends, Roman and Anton, are very interested in sequences and
ciphers. Their new cryptosystem encrypts binary messages of length n, X ¼
ðx1, x2, :::, xnÞ, where each xi is either 0 or 1. A key K of the cipher is a set
of n integers a1, a2, :::, an: The ciphertext Y for the message X encrypted
with the key K is the integer

Y ¼ x1 � a1 þ x2 � a2 þ � � � þ xn � an:
Roman and Anton change their key regularly. Today, the key K is

defined by

ai ¼ 2i þ ð�1Þi for all i ¼ 1, :::, n:

The friends can easily decipher any message using the key defined by
this sequence for any n!

1. Prove that the encryption is correct for this key K for any n: there are no two
distinct input messages X1 and X2 such that their ciphertexts Y1 and Y2 are
equal, i.e., Y1 ¼ Y2:
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2. Describe an algorithm which can be used to easily decipher any cipher-
text Y encrypted with today’s key K. Here “easily” means that the algo-
rithm should work much faster than checking all possible variants for
an input message X.

Solution

Let us firstly show that the sequence faig is superincreasing, i.e., aiþ1 >Pi
k¼1 ak for any i> 0. Indeed,

Xi
k¼1

ak ¼
Xi
k¼1
ð2k þ ð�1ÞkÞ ¼ 2iþ1�2þ

Xi
k¼1
ð�1Þk

¼ 2iþ1�2, if i is even

2iþ1�3, if i is odd
< 2iþ1 þ ð�1Þi ¼ aiþ1:

�

1. Let us show that the encryption is correct. Let X1 ¼ ðx11, . . . , x1nÞ and
X2 ¼ ðx21, . . . , x2nÞ be two distinct messages, and i is the largest position
such that x1i 6¼ x2i : Without loss of generality, suppose that x1i ¼ 1: Then

Y1�Y2 ¼ ðx11 � a1 þ � � � þ x1i � ai þ � � � þ x1n � anÞ
�ðx21 � a1 þ � � � þ x2i � ai þ � � � þ x2n � anÞ
¼ ðx11�x21Þ � a1 þ � � � þ ðx1i�1�x2i�1Þ � ai�1 þ ai > 0

since faig is a superincreasing sequence.

2. The correctness of the decryption algorithm (Algorithm 1) is also based
on the superincreasing property of faig: The complexity of the
algorithm consists of n integer comparisons.

Algorithm 1. The decryption algorithm
Input: Y, n.
Output: X ¼ ðx1, :::, xnÞ:
Step 0. T :¼ Y, i :¼ n:
Step 1. If T > ai, then xi ¼ 1; else xi ¼ 0.
Step 2. T :¼ T�xi � ai, i :¼ i�1: If i> 0, go to step 1; else return X.

The problem was solved by the majority of participants including eight
school students.
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Problem “Solutions of the equation”

Formulation
Alice is studying special functions that are used in symmetric ciphers. Let En

be the set of all binary vectors x ¼ ðx1, x2, :::, xnÞ of length n, where xi is either
0 or 1. Given two vectors x and y from En consider their sum x� y ¼
ðx1� y1, :::, xn� ynÞ, where� is addition modulo 2.

Example. If n¼ 3, then E3 ¼ fð000Þ, ð001Þ, ð010Þ, ð011Þ, ð100Þ, ð101Þ, ð110Þ,
ð111Þg: Let x ¼ ð010Þ and y ¼ ð011Þ, then vector x� y is equal
to ð010Þ� ð011Þ ¼ ð0� 0, 1� 1, 0� 1Þ ¼ ð001Þ:
We will say that a function F maps En to En if it transforms any vector x

from En into some vector F(x) from En.

Example. Let n¼ 2. For instance, we can define F that maps E2 to E2 as
follows: Fð00Þ ¼ ð00Þ, Fð01Þ ¼ ð10Þ, Fð10Þ ¼ ð11Þ and Fð11Þ ¼ ð10Þ:
Alice found a function S that maps E6 to E6 in such a way that the vec-

tors S(x) and S(y) are not equal for any nonequal vectors x and y. Also, S
has another curious property: the equation

SðxÞ� Sðx� aÞ ¼ b

has either 0 or 2 solutions for any nonzero vector a from E6 and any vector
b from E6.

Find the number of pairs (a, b) such that this equation has exactly
two solutions!

Solution
Consider a function S that satisfies the conditions of the problem. Let us
fix an arbitrary vector a that is nonzero. Consider the set Ba of all possible
values of SðxÞ� Sðx� aÞ, i.e., Ba ¼ fSðxÞ� Sðx� aÞ j x 2 E6g: It holds
that jBaj ¼ 25, since SðxÞ� Sðx� aÞ ¼ Sðx� aÞ� Sðx� a� aÞ: Then for
every nonzero a there exist 25 values of b, such that SðxÞ� Sðx� aÞ ¼ b
has two solutions. Then the number of pairs is equal to 63 � 32 ¼ 2016:
Correct answers were sent by only three school students: Alexey Lvov

(Gymnasium 6 of Novosibirsk, Russia), Borislav Kirilov (The First Private
Mathematical Gymnasium of Sofia, Bulgaria), and Razvan Andrei Draghici
(National College Fratii Buzesti, Romania).

Problem “Quantum circuits”

Formulation
Alice and Bob are interested in quantum circuits. They studied quantum opera-
tions and would like to use them for their simple cipher. Let an input plaintext
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be P ¼ ðp1, p2, :::, p16Þ 2 F
16
2 : The ciphertext C 2 F

16
2 is calculated as

C ¼ K� ðFðp1, :::, p4Þ, Fðp5, :::, p8Þ, Fðp9, :::, p12Þ, Fðp13, :::, p16ÞÞ,

where K 2 F
16
2 is a secret key and F is a function from F

4
2 to F

4
2; � is bit-

wise XOR.
The friends found a representation of F from wires and elementary

quantum gates which form a quantum circuit. They use Dirac notation and
denote computational basis states by j0i and j1i: Further, quantum bits
(qubits) are considered only in quantum states j0i and j1i: Alice and Bob
used the following quantum gates and circuit symbols which are given in
Table 3.
A quantum circuit which describes action of F on x ¼ ðx1, x2, x3, x4Þ 2

F
4
2, where F ¼ ðf1, f2, f3, f4Þ and fi, i ¼ 1, 2, 3, 4, are Boolean functions in

four variables, is the following:

The problem. The friends encrypted the plaintext P ¼
ð0011010111110010Þ and got the ciphertext C ¼ ð1001101010010010Þ: Find
the secret key K!

Solution
One can notice that the given circuit can be simplified by observing that
the following evolutions

Table 3. Quantum gates and circuit symbols.

Pauli-X gate Acts on a single qubit in the state jxi, x 2 f0, 1g:
Controlled-NOT gate

(CNOT gate)
Acts on two qubits in the states jxi, jyi, x, y 2 f0, 1g; it

flips the second qubit if and only if the first qubit is
in the state j1i:

Toffoli gate
(CCNOT gate)

Acts on three qubits in the states
jxi, jyi, jzi, x, y, z 2 f0, 1g; it flips the third qubit if
and only if the states of the first and the second
qubits are both equal to j1i:

A measurement of a qubit in the state jxi, x 2 f0, 1g,
in the computational basis fj0i, j1ig:

A wire carrying a single qubit (time goes left to right).
A wire carrying a single classical bit.
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actually swap two states jxi, jyi, x, y 2 f0, 1g :

Both of the evolutions

have form

for jxi, jyi, x, y 2 f0, 1g:
The algebraic normal forms of coordinate Boolean functions of F are

f1ðxÞ ¼ x1� x2x3,

f2ðxÞ ¼ x2� x1x4� x2x3x4� 1,

f3ðxÞ ¼ x3� x4� x1x2� x1x3,

f4ðxÞ ¼ x4� 1,

where x 2 F
4
2: Then

K1, :::, 4 ¼ C1, :::, 4� Fðp1, :::, p4Þ ¼ C1, :::, 4� ð0100Þ ¼ ð1101Þ,
K5, :::, 8 ¼ C5, :::, 8� Fðp5, :::, p8Þ ¼ C5, :::, 8� ð0010Þ ¼ ð1000Þ,
K9, :::, 12 ¼ C9, :::, 12� Fðp9, :::, p12Þ ¼ C9, :::, 12� ð0000Þ ¼ ð1001Þ,
K13, :::, 16 ¼ C13, :::, 16� Fðp13, :::, p16Þ ¼ C13, :::, 16� ð0111Þ ¼ ð0101Þ,

and finally, the key is the following:

K ¼ ð1101100010010101Þ:
Many participants coped with this problem and correctly found the key.

232 A. GORODILOVA ET AL.

163



Problem “Stickers”

Formulation
Bob always takes into account all the recommendations of security
experts. He switched from short passwords to long passphrases and
changes them every month. Bob usually chooses passphrases from the
books he is reading. Passphrases are so lengthy and are changed so
often! In order to not forget them, Bob decided to use stickers with
hints. He places them on his monitors (ooh, experts… ). The only hope
is that Bob’s hint system is reliable because it uses encryption. But is
that true? Could you recover Bob’s current passphrase from the photo
of his workspace (Figure 2)?

Solution
Looking at the picture we see three stickers. One of them is “A Discourse
of Fire and Salt” that represents a title of a book written by Blaise de
Vigen�ere. This is the first hint that probably the Vigin�ere cipher was used.
Then we have a sticker with the ciphertext AJKTUWLWLZYABQYRSLS that
consists of 19 letters. And finally, we see the sticker with five directed
polygonal paths containing a total of 19 vertices. These 19 vertices could
correspond to the 19 ciphertext letters.
There is a keyboard at the picture. So, we can guess that these arrows

could be related to the letters from the keyboard. Let us look at the
first two keyboard rows (Figure 3). We can recover the secret key

Figure 2. Workspace.
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ESWAQRDFTGYHIJUKOLP. By deciphering the ciphertext using this key
and the Vigin�ere cipher, we get WROTEFIRSTATTHEHEAD. Thus, Bob’s
current passphrase is “Wrote first at the head.”
Surprisingly, nobody solved this problem in the first round, while five

teams solved it in the second round.

Problem “Bash-S3”

Formulation
The sponge function Bash-f (Agievich et al. 2016) uses the permutation S3
that transforms a triple of 64-bit binary words a, b, c in the following way:

S3ða, b, cÞ ¼ ðb� : c� a, a� c� b, a� b� cÞ:
Here : , � , � , � denote the binary bitwise operations “NOT,” “AND,”

“OR,” “XOR,” respectively. The operations are listed in descending order of
priority. Let wk also denote the cyclic shift of a 64-bit word w to the left by
k 2 f1, 2, :::, 63g positions.
Alice wants to strengthen S3. She can do this by XORing any input a, b,

c or its cyclic shift to any output. She must use at least one cyclic shift and
she cannot add two identical terms to the same output.
Help Alice change S3 in such a way that a modified S3 will still be a

permutation!

Remarks.
1. For example, in the expression b� : c� a, we firstly calculate : c,

then calculate b� : c, and after that the final result (according to
descending order of operations priority).

2. The modification

ðb� : c� a� a11, a� c� a7� c, a� b� b32Þ

is allowed but it does not satisfy the permutation condition.

Figure 3. Keyboard rows.
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3. S3 has three outputs: b� : c� a, a� c� b, a� b� c: Alice can add as
many inputs and cyclic shifts of inputs as she wants to each of these
outputs. In the remark 2 she adds a11 to the first output, b� a7� c to
the second output, and c� b32 to the third output. Note that the fact
that S3 is a permutation (as a function f0, 1g64�3 ! f0, 1g64�3) is not
obvious. But the problem is only to prove that the modification of S3 is
a permutation too (as a function f0, 1g64�3 ! f0, 1g64�3).

Solution
It is allowed to add to the outputs of S3 the outputs of the following linear
transformation:

Lða, b, cÞ ¼ ðL0ða, b, cÞ, L1ða, b, cÞ, L2ða, b, cÞÞ
that is defined by bitwise XOR operations and cyclic shifts.
The permutation property of a modified S3 will be broken if for some

distinct (a, b, c) and ða0, b0, c0Þ
S3ða, b, cÞ� S3ða0, b0, c0Þ ¼ Lða, b, cÞ� Lða0, b0, c0Þ: (1)

We will call the expressions from both sides of equality (1) and the sum
ða, b, cÞ� ða0, b0, c0Þ by differences. Let

ðw0,w1,w2Þ ¼ ða, b, cÞ� ða0, b0, c0Þ,
ðW0,W1,W2Þ ¼ S3ða, b, cÞ� S3ða0, b0, c0Þ:

On the one hand, input and output differences of S3 satisfy (for instance,
see Agievich et al. 2016) the equality

w0 �W0�w1 �W1�w2 �W2 ¼ 11:::1:

On the other hand, by (1) the permutation property of a modified S3 will
be broken if

ðW0,W1,W2Þ ¼ Lða, b, cÞ� Lða0, b0, c0Þ ¼ Lðw0,w1,w2Þ:
As a result, a modified S3 will be still a permutation if the following equal-
ity

w0 � L0ðw0,w1,w2Þ�w1 � L1ðw0,w1,w2Þ�w2 � L2ðw0,w1,w2Þ ¼ 11:::1 (2)

does not hold for any nonzero ðw0,w1,w2Þ: For example, if

Lða, b, cÞ ¼ ða� ad � b, a� c, bÞ, d 2 f1, 2, :::, 63g,
then (2) becomes

w0 � ðw0�wd
0 �w1Þ�w1 � ðw0�w2Þ�w2 � ðw1Þ ¼ w0 � ðw0�wd

0Þ 6¼ 11:::1:
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Thus, we found the following solution for the problem:

S3ða, b, cÞ� Lða, b, cÞ ¼ ðb� : c� ad � b, a� c� a� b� c, a� b� b� cÞ:
Note that there are many other possible solutions.
This problem was completely solved by three participants in the first

round and by nine teams in the second round. Many of these solutions
were interesting and compact.

Problem “Metrical cryptosystem—2”

Formulation
Let Fn

2 be an n-dimensional vector space over the field F2 ¼ f0, 1g: Alice
and Bob exchange messages using the following cryptosystem.

1. First, they use a supercomputer to calculate two special large secret sets
A,B � F

n
2 which have the following property: there exists a constant ‘

(‘ 	 26), such that for any x 2 F
n
2 it holds

dðx,AÞ þ dðx,BÞ ¼ ‘,

where d(x, A) denotes Hamming distance from the vector x to the
set A.

2. Alice then saves the number ‘, the set A and a set of vectors
a1, a2, . . . , ar such that for any k : 0 � k � ‘, there is a vector ai at dis-
tance k from A. Similarly, Bob saves the number ‘, the set B and a set
of vectors b1, b2, . . . , bs such that for any k : 0 � k � ‘, there is a vector
bi at distance k from B.

3. Text messages are encrypted letter by letter. In order to encrypt a letter
Alice replaces it with its number in the alphabet, say k. Then she choo-
ses some vector ai at distance k from the set A and sends this vector
over to Bob. Bob then calculates the distance dðai,BÞ and using the
property of the sets A, B, calculates k ¼ ‘�dðai,BÞ: So, he gets the letter
Alice sent. If Bob wants to send an encrypted message to Alice, he does
the same but using his saved vectors and the set B.

Eve was able to hack the supercomputer when it was calculating the sets A
and B. She extracted the set C from its memory, which consists of all vec-
tors of Fn

2 that are at distance 1 or less from either A or B. She also learned
that ‘ is even.
Help Eve to crack the presented cryptosystem (to decrypt any short

intercepted message)! You know that she has (illegal) access to the super-
computer, which can calculate and output the list of distances from all vec-
tors of Fn

2 to any input set D in reasonable (but not negligible) time.
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Remarks. Recall several definitions and notions. The Hamming distance
d(x, y) between vectors x and y is the number of coordinates in which
these vectors differ. Distance from vector y 2 F

n
2 to the set X � F

n
2 is

defined as dðy,XÞ ¼ minx2Xdðy, xÞ:

Solution
Let us denote by Ai (Bi respectively) the set of all vectors at distance i from
the set A (B respectively):

Ai ¼ fx 2 F
n
2 : dðx,AÞ ¼ ig,Bi ¼ fx 2 F

n
2 : dðx,BÞ ¼ ig:

It is easy to see that


 A ¼ A0 ¼ B‘,

 B ¼ B0 ¼ A‘,

 Ai ¼ B‘�i for any i 2 f0, . . . , ‘g,

 C ¼ A1 [ B1 [ A0 [ B0:

From the definition of the Hamming distance it is easy to prove that if a vec-
tor x lies in the set Ai, then it is at distance ji�jj from the set Aj for any i, j.

Proof . Indeed, if i¼ j, the statement is trivial.
Assume that i> j. By definition, dðx,AÞ ¼ i, so there exists a shortest path

of length i from A to x, consisting of vectors x0, x1, :::, xi ¼ x, where x0 2 A:
Since consecutive vectors in the path differ in only one coordinate, and vec-
tors from As and At can be neighbors only if js�tj � 1, it follows that xk 2 Ak

for every k ¼ 0, :::, i: So, vector xj from the path belongs to Aj and is at dis-
tance i � j from vector x. Therefore, dðx,AjÞ � i�j: Distance cannot be less
than i � j, because then d(x, A) would have been less than i, which contradicts
conditions of the statement. Thus, dðx,AjÞ ¼ i�j:
If i< j, then we can replace Ai with B‘�i, Aj with B‘�j and use B instead

of A for the same argument as in the previous case. w

In particular, given x is in Ai, it is at distance ji�1j from the set A1 and
at distance ji�ð‘�1Þj from the set B1.
Let us “feed” the set C to the supercomputer. We denote the maximal

distance from vectors of Fn
2 to vectors of C as r, and the set of all vectors

achieving this distance as Ĉ: Taking into account the statement proven
above (and the fact that ‘ is even), we can see that the maximum is

achieved for vectors of the set A‘
2
: Hence, r ¼ ‘

2�1 and Ĉ ¼ A‘
2
: Thus, we

can calculate ‘ as 2r þ 2:
Assume now that Alice sends a message ai1 , ai2 , :::, aik to Bob. Eve inter-

cepts it and (using the obtained table of distances from the set C) calculates
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that these vectors are at distances s1, s2, :::, sk from the set C. Therefore,
they are at distances s1 þ 1, s2 þ 1, :::, sk þ 1 from the set A [ B: Since
dðx,A [ BÞ ¼ minðdðx,AÞ, dðx,BÞÞ, each encrypted letter could be either
si þ 1 or ‘�ðsi þ 1Þ: If one of these two numbers is greater than 26, we can
easily determine the encrypted letter, if not, we can consider both possibil-
ities. In the worst case we would need to consider 2N variants, where N is
the length of the message, but since messages are short and are written in
natural language, we do not need to check all of them and the decryption
should not be hard.
Note: Sets A and B satisfying condition from Step 1 of the problem (for

an arbitrary constant ‘ not necessarily greater than 26) are called strongly
metrically regular and are studied in Oblaukhov (2019).
The best solutions to the problem were submitted by Alexey Chilikov

(Bauman Moscow State Technical University, Russia) and Saveliy
Skresanov (Novosibirsk State University, Russia).

Problem “A fixed element”

Formulation
A polynomial f ðX1, :::,XnÞ 2 F2½X1, :::,Xn� is called reduced if the degree of
each Xi in f is at most 1. For 0 � r � n, the rth order Reed—Muller code of
length 2n, denoted by R(r, n), is the F2-space of all reduced polynomials in
X1, :::,Xn of total degree less than or equal to r. We also define Rð�1, nÞ ¼ f0g:
The general linear group GLðn,F2Þ acts on R(r, n) naturally: Given A 2

GLðn,F2Þ and f ðX1, :::,XnÞ 2 Rðr, nÞ, Af is defined to be the reduced poly-
nomial obtained from f ððX1, :::,XnÞAÞ by replacing each power Xk

i (k 	 2)
with Xi. Consequently, GLðn,F2Þ acts on the quotient
space Rðr, nÞ=Rðr�1, nÞ:
Let A 2 GLðn,F2Þ be such that its characteristic polynomial is a primitive

irreducible polynomial over F2: Prove that the only element in
Rðr, nÞ=Rðr�1, nÞ, where 0 < r < n, fixed by the action of A is 0.

Solution

Let

� f1, :::, ng
r

�
denote the set of r-subsets of f1, :::, ng: When A acts on

Rðr, nÞ=Rðr�1, nÞ, its matrix with respect to the basis
Q

i2I Xi, I 2� f1, :::, ng
r

�
, is the rth compound matrix CrðAÞ of A. The eigenvalues of

A are c2
i
, 0 � i � n�1, where c is a primitive element of F2n : The

eigenvalues of CrðAÞ are all possible products of r eigenvalues of A, i.e.,
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c
P

i2I 2
i

, I 2 f0, :::, n�1g
r

� �
:

Clearly, the above expression never equals 1. Hence 1 is not an eigenvalue
of CrðAÞ: Therefore, the action of A does not fix any nonzero element
in Rðr, nÞ=ðr�1, nÞ:
The problem was solved by four teams in the second round: Aleksei

Udovenko (University of Luxembourg), the team of Dianthe Bose and
Neha Rino (Chennai Mathematical Institute, India), the team of Andrey
Kalachev, Danil Cherepanov and Alexey Radaev (Bauman Moscow State
Technical University, Russia), and the team of Sergey Titov and Kristina
Geut (Ural State University of Railway Transport, Russia).

Problem “Hash function FNV-1a”

Formulation
Hash function FNV-1a (http://www.isthe.com/chongo/tech/comp/fnv/)
processes a message x composed of bytes x1, x2, :::, xn 2 f0, 1, :::, 255g in the
following way:

1. h h0;
2. for i ¼ 1, 2, . . . , n : h ðh� xiÞg mod 2128;
3. return h.

Here h0 ¼ 144066263297769815596495629667062367629, g ¼ 288 þ 315:
The expression h� xi means that the least significant byte of h is added
bitwise modulo 2 with the byte xi.
Find a collision, that is, two different messages x and x0 such that

FNV�1aðxÞ ¼ FNV�1aðx0Þ: Collisions on short messages and collisions
that are obtained without intensive calculations are welcomed. Supply your
answer as a pair of two hexadecimal strings which encode bytes of colliding
messages.

Solution
We will base the solution to the problem on “FNV2” (NSUCRYPTO’2017)
(Gorodilova et al. 2019), where it was required to find a collision for the
similar hash function FNV2. FNV-1a differs from FNV2 in the following:
instead of the� operation for adding h and xi it uses standardþ operation.
It is easy to see that

FNV2ðx1x2:::xnÞ ¼ ðh0gnþx1gnþx2gn�1 þ :::þxngÞ mod 2128:
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For FNV2, we found a relation

a1g
n�1 þ a2g

n�2 þ � � � þ an � 0 ðmod 2128Þ,
where ai 2 f�255, :::, 255g:
Then we represented ai as the difference xi�x0i and found a collision

FNV2ðx1x2:::xnÞ�FNV2ðx01x02:::x0nÞ¼ a1g
nþa2gn�1 þ :::þang � 0 ðmod 2128Þ:

Let us call a representation ai ¼ xi�x0i as a splitting of ai. There can be
several splittings for a given ai. Each of them induces two trajectories of
intermediate values of h: the trajectory starting with a message x1x2:::xn
and the trajectory starting with a message x01x

0
2:::x

0
n:

Let hi and h0i be the low bytes of h for the first and second trajectories, respect-
ively before the additions hþ xi and hþ x0i: Let us call a splitting suitable if

hi þ xi < 256, h0i þ x0i < 256, i ¼ 1, 2, :::, n:

Let us evaluate the probability of existing a suitable splitting for ai. We
will assume that hi, h0i are realizations of independent random variables
with uniform distribution over f0, 1, :::, 255g:
Bytes xi and x0i can take any value from intervals f0, :::, 255�hig and
f0, :::, 255�h0ig, respectively. At the same time, the difference xi�x0i takes value
from the interval f�255þ h0i, :::, 255�hig:
Then ai is in the interval f�255þ h0i, :::, 255�hig with the probability

Prð�255þ h0i � ai � 255�hiÞ ¼
Prðhi � 255�aiÞ, ai 	 0,

Prðh0i � 255�jaijÞ, ai < 0,

�

that is equal to 1�jaij=256:
Thus, the probability that a suitable splitting exists for the whole

sequence a1a2:::an is the following:

p ¼
Yn
i¼1

1� jaij
256

� �
:

This probability can be rather high. For example, p � 1=25 for the follow-
ing sequence for n¼ 18:

ð�64, 5, 73, 35,�53, 19,�10,�78,�44, 48, 61,�1,�80, 26,�22, 72,�31, 0Þ:

Or, p � 1=13 for the following sequence for n¼ 19:

ð�37, 34,�74,�4,�17, 33,�18, 21, 54, 33,�1, 58,�71,�13,�10, 11,�88,�19, 0Þ:

Moreover, the probability can be increased if we change a strategy of
finding suitable splittings. We can allow to modify splittings a1, :::, ai�1 that
have been already built if it is impossible to find a splitting for ai.
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After finding a suitable splitting, we determine the sequences ðhiÞ, ðh0iÞ:
Then we determine the bytes ~xi, ~x

0
i such that

hi � ~xi ¼ hi þ xi, h0i� ~x0i ¼ h0i þ x0i, i ¼ 1, 2, :::, n:

It is important that there are no carries in high bytes in additions
hi þ xi, h0i þ x0i; and ~xi, ~x

0
i can be always found. Then a collision for FNV-1a

is a pair of messages ~x1~x2:::~xn and ~x01~x
0
2:::~x

0
n:

It remains to say that the sequence ðaiÞ can be found using LLL algo-
rithm. The algorithm is applied to the lattice defined by the basic vectors

b1 ¼ ð1, 0, :::, 0, gn�1 mod 2128Þ,
b2 ¼ ð0, 1, :::, 0, gn�2 mod 2128Þ,
:::

bn ¼ ð0, 0, :::, 1, g0 mod 2128Þ,
bnþ1 ¼ ð0, 0, :::, 0, t2128Þ,

where t is a small integer. LLL finds a short basis of the lattice, i.e., vectors

v ¼
Xnþ1
i¼1

aibi

with small coordinate values. Let the last coordinate v equal to 0. Then

Xnþ1
i¼1

aig
n�i � 0 ðmod 2128Þ,

i.e., ða1, :::, anÞ is a required solution.
This problem was completely solved by fourteen teams (the most of

them used a reduction to the problem FNV2). Some examples of collisions
proposed by participants (in HEX format) are given in Table 4.

Problem “TwinPeaks2”

Formulation
Bob realized that his cipher from last year, TwinPeaks (NSUCRYPTO’2017)
(Gorodilova et al. 2019), is not secure enough and modified it. He considerably

Table 4. Collisions of FNV-1a.
Message 1 Message 2

f1dd5921afd29cbd33b357184e8c 928ea41b7373792aae2bfa72ca64
eb18151b160aa95e0511357e158b58 ab775b3a7c7c7c7c7c7c3a5dc94e
f828e4070672220b195e0ddd2114a4c008 3638fa655d1b61e21419134803222bbb35
3a7a3a7a3a4a5a5a5a5a5a5a5a5a5a5a5a5a 51089c5e7fe7cc2d740b5f70b3cb5461824d
f4331cede51639057d05f80f1d6638b40b286f eb270505187332116c611402081f1155326013
07160c2e0b700b1338ef6e63360419060507 10610bf23b0573e2317106176a171c6a4c6e
00ca0000cb000000000000000029092100d814 2d000158001b773a6364fc0905000000e90000
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increased the number of rounds and made rounds more complicated. Bob’s
new cipher works as follows.
A message X is represented as a binary word of length 128. It is divided

into four 32-bit words a, b, c, d and then the following round transform-
ation is applied 48 times:

ða, b, c, dÞ  ðb, c, d, a� S3ðS1ðbÞ� S2ðb� : c� c� dÞ� S1ðdÞÞÞ,
Here S1, S2, S3 are secret permutations over 32-bit words; : , � , � , � are
binary bitwise “NOT”, “OR”, “AND”, “XOR”, respectively (the operations
are listed in descending order of priority). The concatenation of the final
a, b, c, d is the resulting ciphertext Y for the message X.
Agent Cooper again wants to read Bob’s messages! He intercepted the

ciphertext

Y ¼ DEB239852F1B47B005FB390120314478

and also captured Bob’s smartphone with the TwinPeaks2 implementa-
tion! Here it is (https://nsucrypto.nsu.ru/olymp/2018/round/2/task/4). Now
Cooper (and you too) can encrypt any messages with TwinPeaks2 but still
can not decrypt any. Help Cooper to decrypt Y.

Remarks. The ciphertext is given in hexadecimal notation, the first byte is DE.

Solution
Let F be the round transformation of TwinPeaks2:

Fða, b, c, dÞ ¼ ðb, c, d, a� f ðb, c, dÞÞ:
The encryption transformation is the composition of 48 copies of F, i.e., it
can be written as F48. Consequently, F�48 is the decryption transformation.
Let

sða, b, c, dÞ ¼ ðd, c, b, aÞ:
Let us note that f ðb, c, dÞ ¼ f ðd, c, bÞ: Then the composition of F, s and F
gives us s:

F  s  Fða, b, c, dÞ ¼ Fða� f ðb, c, dÞ, d, c, bÞ ¼ Fða� f ðd, c, bÞ, d, c, bÞ ¼ ðd, c, b, aÞ:

Hence,
F48sF48 ¼ s

or
F�48 ¼ sF48s�1 ¼ sF48s:

Thus, in order to decrypt Y one should write its 32-bit blocks in reverse
order, encrypt the result and then reverse the order of the blocks again.
The result will be a hexadecimal word, which gives us the desired message

attacksgetbetter:
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The best solution to the problem has been submitted by Carl L€ondahl
(Sweden), which not only provides a clean theoretical solution, but also
proposes a slide attack on the cipher.

Problem “An Enigmatic challenge”

Formulation
The Enigma machine is a symmetric cipher famous for being used during
the Second World War by the German military. Its internal structure com-
prises a 26-letter Latin alphabetic permutation, implemented as rotors. The
machine used for this problem consists of three rotors and a reflector.
Figure 4 shows how a simplified Enigma machine works. The key com-

ponents are the set of input switches (2)—which are reduced to 4 in the
example but could have been 26 for the Latin alphabet—an input plug-
board (3, 7, 8), three rotors (5), the reflector (6), and the output board (9).

Figure 4. A simplified Enigma.
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The components have the following functionality:


 Rotors: a rotor (5) is a wheel with the upper-case alphabet in order
on the rim and a hole for an axle. On both sides of a rotor are 26 elec-
trical contacts each under a letter. Each contact on one side is wired
to a contact on the other side at a different position. The rotor imple-
ments a one-to-one and onto function between the upper-case letters,
where each letter is mapped to a different one (an irreflexive
permutation).


 Reflector: the reflector (6) is positioned after the rotors and has con-
tacts for each letter of the alphabet on one side only. The letters are
wired up in pairs, so that an input current on a letter is reflected back
to a different letter.

The input message: is permuted by the rotors, passes through the
reflector, and then goes back through the rotors in the reverse order (as
depicted in the figure). Finally, the light bulb indicates the encrypted letter.
The plugboard plays no role in permuting the letter for this challenge,
although it could have.
To prevent simple frequency analysis attack the right rotor rotates with

every new input. After the right rotor completed a full rotation (after 26
letters were encrypted), the middle rotor rotates once. Similarly, after the
middle rotor completes a full rotation (and the right rotor complete 676
rotations), the left rotor rotates once.1

Challenge: you will play the role of an attacker that knows the source
of the plaintext to be encrypted. You are given a ciphertext correspond-
ing to a plaintext taken from this known source which happens to be
“Moby Dick” by Herman Melville, and you are asked to recover the
plaintext. The plaintext consists only of trimmed capital letters with no
punctuation marks and spaces and is contiguous. All letters are from
the Latin alphabet. Extra information on the settings of the rotors is
provided: the configuration of the first rotor is very close to the
one used in the 1930 commercial version (that was
EKMFLGDQVZNTOWYHXUSPAIBRCJ).

1.This means that an input letter is processed, in order, by three permutation—right, middle, and left—reflected
by the reflector, and processed once again, in order, by the inverse permutations corresponding to left,
middle and right rotors before being output. Once the letter passes through a rotor, it is permuted with one
position, the rotor’s permutation is applied, and the result goes directly into the following rotor, which
acts similarly.
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Ciphertext:

Link to ‘‘MobyDick’’ text file can be found in https://gist.githubusercon-
tent.com/StevenClontz/4445774/raw/1722a289b665d940495645a5eaaad4-
da8e3ad4c7/mobydick.txt.

Solution
It is easy to observe that the left and middle rotors will not change for
each block of 26 characters of the plaintext. From this point of view, we
can regard the composition of permutations induced (in order) by the mid-
dle and left rotors, the reflector and as well as the inverses of the left and
middle rotors, as one, fixed permutation. After the next 26 letters are proc-
essed, the middle rotor turns, and a distinct permutation is to be used for
the incoming block of 26 letters. Due to the fact the challenge ciphertext is
less than 676 characters, we do not bother with turning the left rotor.
To fix some notations, let pi, Li,Mi denote permutations defined on the

set fA, :::,Zg: If L : fA, :::,Zg ! fA, :::,Zg denotes the permutation
defining the left rotor, by Li : fA, :::,Zg ! fA, :::,Zg and Li ¼ L  Roti,
we represent the action of applying the left rotor over the alphabet, where
Roti represents the alphabet’s rotation by i. We use a similar notation for

Mi, with i denoting each block of 26 letters to be processed. That is i 2
f1, :::, djCj26eg, where jCj denotes the length of the ciphertext (its number of
characters). We also write

pi ¼ M�1i  L�10  q  L0 Mi, i 2 1, :::,
jCj
26

� �� �
:

The next step is to split the challenge ciphertext into blocks of 26 charac-
ters, and use the fact that for each block i, pi acts as an oracle that returns
the same value for the same input. We will correlate this with the informa-
tion that is a priori given on the first rotor. Although we do not have its
exact configuration, we use the fact that the unknown rotor is close to a
known one (EKMFLGDQVZNTOWYHXUSPAIBRCJ—commercial Enigma
1930). The configuration used for this problem permutes four elements
amongst the ones of the 1930 configuration and then applies a circular
permutation of length four.

RHSM ZHXX AOWW ZTWQ QQMB CRZA BARN MLAV MLSX SPBA ZTHG
YLGE VGZG KULJ FLOZ RQAW YGAA DCJB YWBW IYQQ FAAO RAGK
BGSW OARG EYSP IKYE LLUO YCNH HDBV AFKD HETA ONNR HXHE
BBRT ROZD XJCC OMXR PNSW UAZB TNJY BANH FGCS GJWY YTBV
VGLX KUZW PARO NMXP LDLZ ICBK XVSJ NXCF SOTA AQYS YZFX
MZDH MSZI ABAH RFXT FTPU VWMC PEXQ NZVA LMFX BHKG QGYS
BIYE MEUE PJNR AVTL JSUZ PLHQ MOUI IQFD HVXI NOOJ YJAF
WAVU PVQA FMKP AHLK XJYD GITB QSPK CUZU XPRK MUJJ YRJ
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The permutation corresponding to the given right rotor of the commer-
cial Enigma (1930) is the following:

Then we take the first block of 26 letters and obtain their inverses, mind-
ing the fact that the rotor shifts with one place to the left after we read one
letter. Hence, for the first block we obtain:

Now we remark on a “distance-preserving” property: if the distance
between identical characters returned by pi (the input to the Right rotors)
is ‘, then it maintained in the original plaintext. As an example, the group
ZHXX in the first block of ciphertext has been obtained for the group
FOFL and we note a distance of 2 (F ! O ! F) between F and F. This
means that an alphabetical distance of 2 exists between the corresponding
letters of the plaintext. More precisely, if:

p1ðRðxÞÞ ¼ p1ðR0ðyÞÞ,
where R0 is obtained by shifting R with ‘ elements, then the character y is
at a distance of ‘ from the character x (but in the opposite sense). Based
on this observation, the solution is to identify such pairs inside a block and
record the distance between them. As four elements are permuted in the
real configuration of the rotor, false positives will appear.
After the colliding characters per block, say in position i and j, have

been identified and their distance recorded, say the distance is ‘, one will
simply write a script that will pass through the given plaintext (after
removing the non-alphabetic characters) and identify the sequence (match-
ing the length of the ciphertext) where the distance between the characters
in position i and j is ‘:
Finally, the plaintext that is to be recovered is:

ALREADY we are boldly launched upon the deep; but soon we shall be lost in its
unshored, harbourless immensities. Ere that come to pass; ere the Pequod’a weedy
hull rolls side by side with the barnacled hulls of the leviathan; at the outset it is but
well to attend to a matter almost indispensable to a thorough appreciative
understanding of the more special leviathanic revelations and allusions of all sorts
which are to follow.

Finally, eight teams completely solved the problem. Note, that many
teams used a simple method that almost completely determined the plain-
text. It is based on the fact that no letter from the plaintext gets mapped to

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
E K M F L G D Q V Z N T O W Y H X U S P A I B R C J

RHSM ZHXX AOWW ZTWQ QQMB CRZA BA
UVAH FOFL VRDQ TDNG DQLA BOIR JJ
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the same letter in the ciphertext using Enigma. But this approach gives two
possible solutions and does not allow one to prove that one of them is
not correct.

Problem “Orthogonal arrays” (unsolved)

Formulation
Orthogonal arrays are closely connected with cryptographic Boolean func-
tions. Namely, supports of correlation immune functions give orthogonal
arrays when their elements are written as the rows of an array.
Given three positive integers n, t, and k such that t< n, we call a k2t � n

binary array (i.e., matrix over the two-element field) a t�ð2, n, kÞ orthog-
onal array if in every subset of t columns of the array, every (binary) t-
tuple appears in exactly k rows. t is called the strength of this orthog-
onal array.
Find a 4�ð2, 11, kÞ orthogonal array with minimal value of k.

Solution
The best known answer to this question is k¼ 8 (Picek et al. 2015), but it
is unknown whether there exists a 4�ð2, 11, kÞ orthogonal array for k < 8:
This open problem remains unsolved. Participants suggested several ideas.
The most interesting one was proposed by Aleksei Udovenko (University

of Luxembourg). His study starts with the Nordstrom—Robinson code
(that is, the Kerdock code of length 16 and size 256, whose dual distance is
the minimum distance of the Preparata code, that is 6, which gives a
strength of the orthogonal array (OA) equal to 5). Only the codewords
with the first element equal to zero are kept and their coordinate at 0 is
deleted, which makes size 128, length 15 and strength 4. Then three col-
umns are erased from the OA, which does not reduce the strength, and the
resulting OA provides a solution to the problem with k¼ 8. It is then
shown (by using known results) that, for any solution to the problem, k is
at least 6. This is interesting. The solution found is written in the form
ðx, FðxÞÞ where F is a quadratic (7, 4)-function. Its determination allows
one to determine the 4-th order correlation immune function whose sup-
port is this OA. This is an 11-variable Boolean function of algebraic degree
5. Then the annihilators of this function are studied. It is shown that the
function has a linear annihilator (and has then algebraic immunity 1).
After an observation on the impossibility of extending a solution which
would have k � 7, the Xiao—Massey characterization of OA is proved
again in different terms. It is also shown that any affine annihilator of a t-
th order correlation immune function must be t-resilient which is a nice
observation. A computer search is made with Integer Linear Programing
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showing that any 4-th order correlation immune function having an affine
annihilator should have weight at least 128, which is a nice observation.
This nice work concludes with open questions.
Another good solution was given by the team of Evgeniya Ishchukova,

Vyacheslav Salmanov, and Oksana Shamilyan (Southern Federal University,
Russia). They first studied the maximum value of n, given t, for small val-
ues of t. Then an algorithm was designed which reduces the search to solu-
tions having some symmetries observed in smaller values of t and n.
Finally, a solution was given with k¼ 8 which is the coset of a linear code
of length n¼ 11 and dimension k¼ 7 (and therefore 128 codewords), with
dual distance 5, and the corresponding function is then indeed 4th order
correlation immune giving a 4�ð2, 11, kÞ orthogonal array. Unfortunately,
the question whether 128 is minimal was not addressed.

Problem “Sylvester matrices” (unsolved)

Formulation
Sylvester matrices play a role in security since they are connected with
topics like secret sharing and MDS codes constructed with cellu-
lar automata.
Consider two univariate polynomials over the two-element field, P1ðxÞ of

degree m and P2ðxÞ of degree n, where P1ðxÞ ¼ amxm þ � � � þ a0 and
P2ðxÞ ¼ bnxn þ � � � þ b0: The Sylvester matrix is an ðmþ nÞ � ðmþ nÞ
matrix formed by filling the matrix beginning with the upper left corner
with the coefficients of P1ðxÞ, then shifting down one row and one column
to the right and filling in the coefficients starting there until they hit the
right side. The process is then repeated for the coefficients of P2ðxÞ: All the
other positions are filled with zero.
Let n> 0, m> 0. Prove whether there exist ðmþ nÞ � ðmþ nÞ invertible

Sylvester matrices whose inverses are Sylvester matrices as well.

Example. Form¼ 4 and n¼ 3, the Sylvester matrix is the following:

a4 a3 a2 a1 a0 0 0

0 a4 a3 a2 a1 a0 0

0 0 a4 a3 a2 a1 a0
b3 b2 b1 b0 0 0 0

0 b3 b2 b1 b0 0 0

0 0 b3 b2 b1 b0 0

0 0 0 b3 b2 b1 b0

0
BBBBBBBBBBB@

1
CCCCCCCCCCCA
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Solution
We are pleased to say that three teams completely solved this problem!
They are Alexey Chilikov (Bauman Moscow State Technical University,
Russia), the team of Radu Caragea, Madalina Bolboceanu and Miruna
Rosca (Bitdefender, Romania), and the team of Samuel Tang and Harry
Lee (Hong Kong). Here we present the main idea for the solution.

Case 1: m � n: Let P1ðxÞ ¼ xm and P2ðxÞ ¼ xn þ 1: Then their Sylvester
matrix is the following: � In 0n�m

Im 0m�ðn�mÞ Im

	
,

where Ik denotes the k� k identity matrix; and 0k�‘ is the k� ‘ zero
matrix. Taking all operations over the two-element field, it is clear that

� In 0n�m
Im 0m�ðn�mÞ Im

	
�
� In 0n�m
Im 0m�ðn�mÞ Im

	
¼ In 0n�m

0m�n Im

 !
¼ Imþn:

Thus, the considered Sylvester matrix is an involutory matrix. Therefore,
its inverse is the Sylvester matrix as well.

Case 2: m	 n. Assume that the inverse of the Sylvester matrix of P1ðxÞ
and P2ðxÞ is also the Sylvester matrix for two polynomials over the two-
element field, say Q1ðxÞ ¼ cpxp þ cp�1xp�1 þ � � � þ c0,Q2ðxÞ ¼ dqxq þ
dq�1xq�1 þ � � � þ d0, of degrees p> 0 and q> 0, respectively, which satisfy
pþ q ¼ mþ n: The product of Sylvester matrices which correspond to
P1ðxÞ, P2ðxÞ and Q1ðxÞ,Q2ðxÞ is equal to Imþn, in particular

am am�1 ::: a0
am am�1 ::: a0

. .
. . .

.

am am�1 ::: a0
bn bn�1 ::: b0 0 ::: 0

bn bn�1 ::: b0
. .
. . .

.

bn bn�1 ::: b0

0
BBBBBBBBBBBB@

1
CCCCCCCCCCCCA
�

cp
0
..
.

0
dq
0
..
.

0

0
BBBBBBBBBBBB@

1
CCCCCCCCCCCCA
¼

1
0
..
.

0

0
BBB@

1
CCCA 2 F

mþn
2 :

The condition q> n implies bncp ¼ 0, but bn ¼ cp ¼ 1 since the polyno-
mials P2ðxÞ and Q1ðxÞ have degrees n and p, respectively. Therefore, it
must hold q � n: Since Q2ðxÞ has degree q, then dq ¼ 1 and ð1þ bn�qÞ ¼
bn�qþ1 ¼ bn�qþ2 ¼ ::: ¼ bn�qþminfq,m�1g ¼ 0: From bn ¼ 1 it follows that
minfq,m�1g < q, that is m � q: Finally, we get m � q � n < m that is a
contradiction.
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Thus, in the case m � n there exist invertible Sylvester matrices whose
inverse are Sylvester matrices as well but for m> n it does not hold.

Problem “Disjunct matrices” (unsolved)

Formulation
Disjunct matrices are used in some key distribution protocols for traitor
tracing. Disjunct matrices (DM) are a particular kind of binary matrices
which have been applied to solve the non-adaptive group testing (NAGT)
problem, where the task is to detect any configuration of t defectives out
of a population of N items. Traditionally, the methods used to construct
DM leverage on error-correcting codes and other related alge-
braic techniques.
Let A ¼ ðx>1 , x>2 , :::, x>NÞ be an M�N binary matrix. Then, A is called t-

disjunct if, for all subsets of t columns S ¼ fxi1 , :::, xitg, and for all remain-
ing columns xj 62 S, it holds that

suppðxjÞ 6� [
t

k¼1
suppðxikÞ,

where suppðxÞ denotes the set of coordinate positions of a binary vector x
with 1s.
In other words, a matrix A is t-disjunct if for every subset S of t columns

the support of any other column is not contained in the union of the sup-
ports of the columns in S.
Prove what is the minimum number of rows in a 5-disjunct matrix.

Solution
We must admit that the formulation of the problem did not include the
condition which makes this problem non-trivial. The condition is that
the number of columns must be greater than the number of rows. This
formulation comprises practical significance and has the following
equivalent form: given t, when does there exist a t-disjunct algorithm
better than the trivial one that tests each item individually? Readers may
find details regarding non-adaptive group testing (NAGT) problem
together with known results and mentioned formulations in Shangguan
and Ge (2016).
The solution of the originally stated problem is 6—consider the 6� 6

identity matrix. This solution was discovered by several participants.
However some participants (Alexey Chilikov from Bauman Moscow State
Technical University, Aleksei Udovenko from University of Luxembourg,
and the team of Henning Seidler and Katja Stumpp from Technical
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University of Berlin) obtained bounds for the number of rows depending
the parameter t and the number of columns.

Winners of the Olympiad

Figure 5 shows NSUCRYPTO winners from 2014 to 2018. Here we list
information about the winners of NSUCRYPTO’2018 in Tables 5–10.

Figure 5. Winners of NSUCRYPTO from 2014 to 2018.

Table 5. Winners of the first round in school section A (“school student”).
Place Name Country, City School Scores

1 Borislav Kirilov Bulgaria, Sofia The First Private Mathematical
Gymnasium

22

1 Alexey Lvov Russia, Novosibirsk Gymnasium 6 21
1 Razvan Andrei Draghici Romania, Craiova National College Fratii Buzesti 20
2 Gorazd Dimitrov Macedonia, Skopje Yahya Kemal College 18
3 Ivan Baksheev Russia, Novosibirsk Gymnasium 6 16
3 Artem Ismagilov Russia, Yekaterinburg The Specialized Educational

and Scientific Center UrFU
16

3 Bogdan Circeanu Romania, Craiova National College Fratii Buzesti 16
3 Ruxandra Icleanu Romania, Craiova Tudor Vianu National College

of Computer Science
15

Diploma Sofya Gorbunova Russia, Yekaterinburg The Specialized Educational
and Scientific Center UrFU

13

Diploma Kirill Poltoradnev Russia, Yekaterinburg The Specialized Educational
and Scientific Center UrFU

13

Diploma Tudor Moga Romania, Brasov Grigore Moisil National College
of Computer Science

11

Diploma Markas Cerniauskas Lithuania, Kaunas Kaunas Technology University
Gymnasium

11

Diploma Mircea-Costin Preoteasa Romania, Bucharest Tudor Vianu National College
of Computer Science

11

Diploma Kirill Tugolukov Russia, Ulan-Ude School 19, Olympiad training
center ENTER

11
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Table 6. Winners of the first round, section B (in the category “university student”).
Place Name Country, City University Scores

1 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 25
2 Robert Koprinkov Netherlands, Nijmegen Radboud University 20
2 Irina Slonkina Russia, Moscow National Research Nuclear

University MEPhI
18

2 Marc Houben Belgium, Leuven KU Leuven 18
3 Dheeraj M Pai India, Chennai Indian Institute of Technology Madras 17
3 Alexander Grebennikov Russia, Saint Petersburg Saint Petersburg State University 16
3 Roman Lebedev Russia, Novosibirsk Novosibirsk State University 16
3 Dianthe Bose India, Chennai Chennai Mathematical Institute 15
3 Ivan Sutormin Russia, Novosibirsk Novosibirsk State University 15
Diploma Harikumar Krishnamurthy India, Chennai Indian Institute of Technology Madras 14
Diploma Roman Tarasov Russia, Odintsovo Higher School of Economics 13
Diploma Sander Suverkropp Netherlands, Wageningen Radboud University 13
Diploma Saeed Odak Iran, Tehran Khajeh Nasir Toosi University

of Technology
13

Diploma Thijs van Loenhout Netherlands, Nijmegen Radboud University 12
Diploma Daniil Gurev Russia, Novosibirsk Novosibirsk State University 12
Diploma Neha Rino India, Chennai Chennai Mathematical Institute 12
Diploma Kristina Volyakova Russia, Yaroslavl Yaroslavl State University 12

Table 7. Winners of the first round, section B (in the category “professional”).
Place Name Country, City Organization Scores

1 Alexey Udovenko Luxembourg, Luxembourg University of Luxembourg 23
3 Henning Seidler Germany, Berlin TU Berlin 16
Diploma Alexey Chilikov Russia, Moscow Bauman Moscow State

Technical University
14

Diploma Samuel Tang Hong Kong, Hong Kong Blocksquare Limited 12
Diploma Amedeo Sgueglia United Kingdom, London London School of Economics

and Political Science
12

Diploma Samad Alaamati Iran, Tehran American Society for
Industrial Security

12

Table 8. Winners of the second round (in the category “school student”).
Place Names Country, City School Scores

Diploma Brian Ncube Zimbabwe, Hwange Hwange High School 7

Table 9. Winners of the second round (in the category “university student”).
Place Name Country, City University Scores

1 Maxim Plushkin Russia, Moscow Lomonosov Moscow
State University

43

2 Irina Slonkina Russia, Moscow National Research Nuclear
University MEPhI

38

2 Dmitry Lavrenov, Egor
Lavrenov,
Uladzimir Paprotski

Belarus, Minsk Belarusian State University 37

3 Thanh Nguyen Van, Tuong
Nguyen Van, Dinh Ton

Vietnam, Ho Chi
Minh City

Ho Chi Minh City University
of Technology, University
of Science

37

3 Ngoc Ky Nguyen, Phuoc
Nguyen Ho Minh, Danh
Nam Tran

Vietnam, Ho Chi
Minh City;
France, Paris

Ho Chi Minh City Pedagogical
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Abstract
A bent function is a Boolean function in even number of variables which is on the maxi-
mal Hamming distance from the set of affine Boolean functions. It is called self-dual if it
coincides with its dual. It is called anti-self-dual if it is equal to the negation of its dual. A
mapping of the set of all Boolean functions in n variables to itself is said to be isometric if it
preserves the Hamming distance. In this paper we study isometric mappings which preserve
self-duality and anti-self-duality of a Boolean bent function. The complete characterization
of these mappings is obtained for n � 4. Based on this result, the set of isometric mappings
which preserve the Rayleigh quotient of the Sylvester Hadamard matrix, is characterized.
The Rayleigh quotient measures the Hamming distance between bent function and its dual,
so as a corollary, all isometric mappings which preserve bentness and the Hamming distance
between bent function and its dual are described.

Keywords Boolean functions · Self-dual bent · Isometric mappings · The group of
automorphisms · The Rayleigh quotient

1 Introduction

The term “bent function” was introduced by Oscar Rothaus in the 1960s [18]. It is
known [21], that at the same time Boolean functions with maximal nonlinearity were also
studied in the Soviet Union. The term minimal function, which is actually a counterpart of
a bent function, was proposed by the Soviet scientists Eliseev and Stepchenkov in 1962.
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Bent functions have connections with such combinatorial objects as Hadamard matri-
ces and difference sets. Since bent functions have maximum Hamming distance to linear
structures and affine functions they deserve attention for practical applications in symmet-
ric cryptography, in particular, for block and stream ciphers. We refer to the survey [3] and
monographies of Mesnager [17] and Tokareva [21] for more information concerning known
results and open problems related to bent functions.

For each bent function, its dual bent function is uniquely defined. More information
about properties of dual bent functions one can find in work [3]. A bent function that
coincides with its dual is called self-dual. There are a number of papers devoted to open
problems including characterization and description of the class of self-dual bent functions.

All equivalence classes of self-dual bent functions in 2, 4, and 6 variables and all
quadratic self-dual bent functions in 8 variables with a respect to a restricted form of affine
transformation which preserves self-duality were given in [2]. Further, equivalence classes
of cubic self-dual bent functions in 8 variables with respect to the mentioned above restricted
form of affine transformation one can find in [7]. In [8] a classification of quadratic self-
dual bent functions was obtained. The upper bound for the cardinality of the set of self-dual
bent functions was given in [9]. In [19] Sok et al. discovered a connection between qua-
ternary self-dual bent functions and self-dual bent Boolean functions. New constructions
of self-dual bent functions were presented in [13, 16]. The complete Hamming distance
spectrum between self-dual Maiorana–McFarland bent functions was obtained in [11]. Iter-
ative constructions and metrical properties, in particular, sets of Boolean functions which
are maximally distant from the sets of self-dual and anti-self-dual bent functions and also
the questions concerning metrical regularity of the sets of self-dual and anti-self-dual bent
functions, were studied in [12].

Study of automorphism groups of mathematical objects deserve attention since these
groups are closely connected with the structure of the objects. There exists an essential
generally non-trivial question: how groups of automorphisms of two mathematical objects,
one of which is embedded to another one, are related.

The group of automorphisms of the set of bent functions was completely characterized
by Tokareva in [20]: it was proved that each isometric mapping of the set of Boolean func-
tions in n variables to itself preserving the class of bent functions is a combination of an
affine transformation of coordinates and a shift by an affine function. The said group is a
semidirect product of the affine group GA (n,F2) and F

n+1
2 . A natural question arises how

the automorphism group of the set of self-dual bent functions is connected with the group
of automorphisms of the set of bent functions.

As it was mentioned, in papers [2, 7] the classification of self-dual bent functions based
on the restricted form of affine equivalence preserving self-duality that forms the extended
orthogonal group, was proposed. We study a question whether there exist other isometric
mappings of Boolean functions in n variables to itself which preserve the class of self-
dual bent function. In this paper, we prove that there are no other mappings satisfying such
a property, thus obtaining a characterization of the group of automorphisms of the set of
self-dual bent functions.

In this paper we study isometric mappings of the set of all Boolean functions in n � 4
variables to itself which preserve self-duality and anti-self-duality of a Boolean function.
The complete characterization of these mappings is obtained. It is proved that every such
mapping has form

f (x) −→ f (L (x ⊕ c)) ⊕ 〈c, x〉 ⊕ d,
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where L is a n × n orthogonal binary matrix, c ∈ F
n
2, c has even Hamming weight, d ∈ F2.

Based on this result, the set of isometric mappings which preserve the Rayleigh quotient
of the Sylvester Hadamard matrix of every Boolean function is obtained. As a corollary
all isometric mappings which preserve bentness and the Hamming distance between bent
function and its dual are given.

The work has the following structure: basic definitions and notions concerning iso-
metric mappings and groups of automorphisms are in the Sections 2 and 3. In Section 4
required material on sign functions of (anti-)self-dual bent function, which is directly used
throughout the paper, is given. In Section 5 we characterize isometric mappings preserv-
ing self-duality (Theorem 1) and prove that isometric mapping preserves self-duality if and
only if it preserves anti-self-duality (Proposition 2). In Section 6 isometric mappings which
define bijections between the sets of self-dual and anti-self-dual bent functions (Theorem 2)
are characterized. Section 7 is devoted to the Rayleigh quotient of a Boolean function
and isometric mappings which preserve it (Theorem 3) and change its sign (Theorem 4)
for every Boolean function. In Section 8 we summarize results from this paper (Theo-
rems 6 and 7), the group of automorphisms of (anti-)self-dual bent functions is provided in
Theorem 8. The conclusion is in Section 9.

2 Preliminaries

Let Fn
2 be a set of binary vectors of length n.

A Boolean function f in n variables is any map from F
n
2 to F2. The set of Boolean

functions in n variables is denoted by Fn.
The (0, 1)-sequence defined by (f (v0) , f (v1) , ..., f (v2n−1)) is called the truth table

of f ∈ Fn , where

v0 = (0, 0, ..., 0) ∈ F
n
2

v1 = (0, 0, ..., 0, 1) ∈ F
n
2

...

v2n−1 = (1, 1, ..., 1) ∈ F
n
2,

ordered by lexicographical order.
The sign function F of a Boolean function f ∈ Fn is a real-valued function

F(x) = (−1)f (x), x ∈ F
n
2. Obviously, we have (−1)f (x) = 1 − 2f (x) for any

x ∈ F
n
2. We will denote the sign function by F = (−1)f and refer to it as to a vector

F =
(
(−1)f (v0), (−1)f (v1), ..., (−1)f (v2n−1)

)
from the set {±1}2n

(it is also known as a

(1,−1)-sequence of the function f ∈ Fn, see [4]).

The sign ⊕ denotes a sum modulo 2. For x, y ∈ F
n
2 denote 〈x, y〉 =

n⊕
i=1

xiyi . Boolean

function f ∈ Fn which can be represented in the form f (x) = 〈a, x〉 ⊕ a0, x ∈ F
n
2,

where a ∈ F
n
2, a0 ∈ F2, is called affine. Two Boolean functions f, g ∈ Fn are said to be

affinely equivalent if g(x) = f (Ax ⊕ b) ⊕ 〈b, x〉 ⊕ d , where b, c ∈ F
n
2, d ∈ F2 and A

is a n × n nonsingular binary matrix. If no such transformation exists, then f, g are called
inequivalent.

The Hamming weight wt(x) of the vector x ∈ F
n
2 is the number of nonzero coordinates of

x. The Hamming weight wt(f ) of the function f ∈ Fn is the Hamming weight of its vector
of values. The Hamming distance dist(f, g) between Boolean functions f, g in n variables
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is a cardinality of the set
{
x ∈ F

n
2 |f (x) ⊕ g(x) = 1

}
. The Walsh–Hadamard transform

(WHT) of the Boolean function f in n variables is an integer function Wf : F
n
2 → Z,

defined as
Wf (y) =

∑
x∈Fn

2

(−1)f (x)⊕〈x,y〉, y ∈ F
n
2.

A Boolean function f in an even number n of variables is said to be bent if

|Wf (y)| = 2n/2,

for all y ∈ F
n
2. The set of bent functions in n variables is denoted by Bn. From the definition of

bent function f it follows that there exists such Boolean function f̃ ∈ Fn that for any y ∈ F
n
2

we have
Wf (y) = (−1)f̃ (y)2n/2.

The Boolean function f̃ defined above is called the dual function of the bent function f .
The duality of bent functions was introduced by Dillon [6].

Some known properties of dual functions [1]:

– Every dual function is a bent function;

– If f̃ is dual to f and ˜̃
f is dual to f̃ , then ˜̃

f = f ;
– The mapping f → f̃ which acts on the set of bent functions, preserves the Hamming

distance.

If bent function f coincides with its dual, that is f = f̃ , it is said to be self-dual bent. A
bent function f which coincides with the negation of its dual, that is f = f̃ ⊕ 1, is called
an anti-self-dual bent. The set of (anti-)self-dual bent functions in n variables, according
to [8], is denoted by SB+(n)

(
SB−(n)

)
.

Denote, according to [10], the orthogonal group of index n over the field F2 as

On =
{
L ∈ GL(n,F2) |LLT = In

}
,

where LT denotes the transpose of L and In is an identity matrix of order n over the field F2.

3 Isometric mappings and automorphism groups

A mapping ϕ of the set of all Boolean functions in n variables to itself is called isometric if
it preserves the Hamming distance between functions, that is

dist(ϕ(f ), ϕ(g)) = dist(f, g),

for any f, g ∈ Fn. The set of all isometric mappings of the set of all Boolean functions in n

variables to itself is denoted by In.

Example 1 Composition of an affine transform of coordinates and an affine shift, that is the
mapping of the form

f (x) −→ f (Lx ⊕ b) ⊕ 〈c, x〉 ⊕ d, (1)

where L is a n × n nonsingular binary matrix, b, c ∈ F
n
2, d ∈ F2, is an element of In.

The general form of isometric mappings of all Boolean functions in n variables to itself is

f (x) −→ f (π(x)) ⊕ g(x),
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where π is a permutation on the set Fn
2 and g ∈ Fn [15]. The mapping of this form is

denoted by ϕπ,g ∈ In.
Recall that a square matrix is called monomial (or generalized permutation matrix) if

it has exactly one nonzero entry in each row and each column. There is an one-to-one
correspondence between In and the set of monomial matrices of order 2n ×2n with nonzero
elements from the set {±1}. Indeed, consider arbitrary mapping ϕπ,g ∈ In.

Then for any f ∈ Fn and its sign function

F =
(
(−1)f (v0), (−1)f (v1), ..., (−1)f (v2n−1)

)
,

the sign function

F ′ =
(
(−1)f

′(v0), (−1)f
′(v1), ..., (−1)f

′(v2n−1)
)

,

of f ′ = ϕπ,g (f ) ∈ Fn can be expressed as F ′ = AF , where A is a 2n × 2n monomial
matrix, constructed by the permutation π and the function g:

j

i

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

...
0
...

. . . 0 . . . (−1)g(vi−1) . . . 0 . . .
...
0
...

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

,

in which in the i-th row a nonzero element (−1)g(vi−1) is in the j -th column, where (j−1) is
a number with binary representation π (vi−1). So the i-th component of the vector F ′ = AF

is equal to

(−1)f
′(vi−1) = (−1)f (π(vi−1)) · (−1)g(vi−1) = (−1)f (π(vi−1))⊕g(vi−1),

where i = 1, 2, ..., 2n, from which it follows that

f ′ (x) = f (π (x)) ⊕ g (x) , x ∈ F
n
2.

The group of automorphisms of a fixed subset M ⊆ Fn is the group of isometric map-
pings of the set of all Boolean functions in n variables to itself preserving the set M . It is
denoted by Aut (M).

The group of automorphisms of the set of bent functions was completely characterized
by Tokareva in 2010: it was proved that every isometric mapping of the set of all Boolean
functions in an even number n of variables to itself that transforms bent functions to bent
functions is a combination of an affine transform of coordinates and an affine shift [20], in
other words, it is described by (1).

4 Sign functions of self-dual bent functions

A non-zero vector v ∈ C
n is called an eigenvector of a square n × n matrix A attached to

the eigenvalue λ ∈ C if Av = λv. A linear span of eigenvectors attached to the eigenvalue
λ is called an eigenspace associated with λ.
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Consider a linear mapping ψ : Cn → C
n represented by a n × n complex matrix A. A

kernel of ψ is the set
Ker (ψ) = {

x ∈ C
n|Ax = 0 ∈ C

n
}
,

where 0 is a zero element of the space C
n.

Let In be the identity matrix of size n and Hn = H⊗n
1 be the n-fold tensor product of the

matrix H1 with itself, where

H1 =
(

1 1
1 −1

)
.

It is known the Hadamard property of this matrix

HnH
T
n = 2nI2n ,

where HT
n is transpose of Hn (it holds HT

n = Hn by symmetricity of Hn). Denote Hn =
2−n/2Hn, this matrix is symmetric and orthogonal.

Recall an orthogonal decomposition of R2n
in eigenspaces of Hn from [2] (Lemma 5.2):

R
2n = Ker

(
Hn + 2n/2I2n

)
⊕ Ker

(
Hn − 2n/2I2n

)
,

where the symbol ⊕ denotes a direct sum of subspaces.
Since all rows of the matrix Hn correspond to sign functions of all linear functions

(see [4] for instance), equivalently, a bent function can be defined as a function whose sign
function, say F , satisfies HnF ∈ {±1}2n

. From the definition of self-duality it follows that
sign function of any self-dual bent function is the eigenvector of Hn attached to the eigen-
value 1, that is an element from the subspace Ker (Hn − I2n) = Ker

(
Hn − 2n/2I2n

)
. The

same holds for a sign function of any anti-self-dual bent function, which obviously is an
eigenvector of Hn attached to the eigenvalue (−1), that is an element from the subspace
Ker (Hn + I2n) = Ker

(
Hn + 2n/2I2n

)
.

It is known that

dim (Ker (Hn + I2n)) = dim (Ker (Hn − I2n)) = 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ R
2n

. Moreover, from symmetricity of
Hn it follows that

(Ker (Hn + I2n))⊥ = Ker (Hn − I2n )

and
(Ker (Hn − I2n))⊥ = Ker (Hn + I2n) .

In [12] the following result was obtained:

Proposition 1 ([12], Theorem 2) Let n � 4, then the linear span of sign functions of (anti-)
self-dual bent functions in n variables has dimension 2n−1.

In other words, among sign functions of self-dual bent functions in n variables there
exists a basis of the eigenspace of the matrix Hn attached to the eigenvalues 1, that is the
subspace Ker

(
Hn − 2n/2I2n

)
. Similarly, among sign functions of anti-self-dual bent func-

tions in n variables there exists a basis of the eigenspace of the matrix Hn attached to the
eigenvalues (−1), that is the subspace Ker

(
Hn + 2n/2I2n

)
.

For n = 2 there are two self-dual bent functions, namely x1x2 and x1x2 ⊕ 1, which
have sign functions (1, 1, 1, −1) and (−1,−1, −1, 1) respectively. These sign functions are
linearly dependent vectors in R

4. The set SB−(2) consists of functions x1x2 ⊕ x1 ⊕ x2 and
x1x2 ⊕x1 ⊕x2 ⊕1 with sign functions (1,−1, −1,−1) and (−1, 1, 1, 1) respectively. These
sign functions are linearly dependent vectors in R

4 as well.
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5 Isometric mappings preserving self-duality

In [7] (Theorem 1) it was shown that the mapping

f (x) −→ f (L (x ⊕ c)) ⊕ 〈c, x〉 ⊕ d,

where L ∈ On, c ∈ F
n
2, wt(c) is even, d ∈ F2, preserves self-duality of a bent function. It

is obvious that every mapping of such form is an element of In with π(x) = L (x ⊕ c) and
g(x) = 〈c, x〉 ⊕ d , x ∈ F

n
2. The group which consists of mappings of such form is called an

extended orthogonal group and denoted by On [5, 7]. It holds On � GL (n + 2,F2).
Assume that n � 4 is an even integer. In this section we generalize this result within

isometric mappings from the set In.
At first there is the question of how the sets of isometric mapping preserving self-

duality and anti-self-duality or, in other words, automorphism groups of the sets SB+(n)

and SB−(n) are connected.

Proposition 2 For isometric mapping ϕπ,g ∈ In with matrix A the following conditions
are equivalent:

1) ϕπ,g preserves self-duality;
2) ϕπ,g preserves anti-self-duality;
3) AHn = HnA.

Proof By Proposition 1 for n � 4 within the set SB+(n) there exist a subset {fi}2n−1

i=1 ⊆SB+(n)

with linearly independent sign functions {Fi}2n−1

i=1 ⊆ Ker (Hn − I2n) and a subset

{gi}2n−1

i=1 ⊆ SB−(n) with linearly independent sign functions {Gi}2n−1

i=1 ⊆ Ker (Hn + I2n).
Prove that from the first assertions of the Proposition the second one follows. Assume

ϕπ,g preserves self-duality. Since the matrix A is a nonsingular one, the vectors {AFi}2n−1

i=1

are also linearly independent sign functions of self-dual bent functions
{
ϕπ,g (fi)

}2n−1

i=1 ⊆
SB+(n). Then for any sign function R ∈ Ker (Hn + I2n) of r ∈ SB−(n) we have

〈AR,AFi〉 =
〈
AT AR,Fi

〉
= 〈R,Fi〉 = 0

for i =1, 2, ...,2n−1, hence it holds AR ∈ Ker (Hn + I2n) and immediately ϕπ,g(r)∈SB−(n).
That is, for every anti-self-dual bent function r its image ϕπ,g(r) is also an anti-self-dual
bent function.

By using the same arguments one can show that from the second assertions the first one
follows as well, and we can conclude that the first and the second ones are equivalent.

Now prove the equivalence of the first and the third assertions. If AHn = HnA, then for
any sign function F of f ∈ SB+(n) it holds

Hn (AF) = A (HnF ) = AF,

hence the mapping preserves self-duality.
Denote B = HnA − AHn and assume that the mapping with matrix A preserves self-

duality and, as proved above, anti-self-duality. In particular, for i = 1, 2, ..., 2n−1 it holds

Hn (AFi) = AFi

and

Hn (AGi) = −AGi .
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For i = 1, 2, ..., 2n−1 we have:

(HnA − AHn) Fi = Hn (AFi) − A (HnFi) = Hn (AFi) − AFi = BFi .

Then BFi = 0 ∈ R
2n

for every i = 1, 2, ..., 2n−1. From the fact that the set {Fi}2n−1

i=1 forms
a basis of the subspace Ker (Hn − I2n) it follows that all rows of the matrix B are vectors
from the subspace (Ker (Hn − I2n))⊥ = Ker (Hn + I2n).

For i = 1, 2, ..., 2n−1 we also have

(HnA − AHn) Gi = Hn (AGi) − A (HnGi) = Hn (AGi) + AGi = BGi .

In this case BGi = 0 ∈ R
2n

for every i = 1, 2, ..., 2n−1. Since the set {Gi}2n−1

i=1 forms a basis
of the subspace Ker (Hn + I2n) we can conclude that all rows of the matrix B are vectors
from the subspace (Ker (Hn + I2n))⊥ = Ker (Hn − I2n).

Thus, we have proved that all rows of the matrix B lie in Ker (Hn + I2n)∩Ker (Hn − I2n)

but the intersection of orthogonal subspaces consists only of the zero element of the space
R

n. Therefore the matrix B is zero matrix.

Corollary 1 It holds
Aut

(
SB+(n)

) = Aut
(
SB−(n)

)
.

The criterion (condition AHn = HnA) can be reformulated as follows: if n � 4 then
isometric mapping ϕπ,g ∈ In belongs to Aut

(
SB+(n)

)
if and only if for any x, y ∈ F

n
2 it

holds
〈π(x), y〉 ⊕ g(x) =

〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
.

From Proposition 2 it follows that the problem of characterization of isometric mappings
with considered properties is directly linked with the problem of enumerating all monomial
matrices of order 2n × 2n with elements from the set {0,±1}, which commute with the
matrix Hn. The solution of this problem is given by the following

Theorem 1 Isometric mapping ϕπ,g ∈ In preserves (anti-)self-duality if and only if

π(x) = L (x ⊕ c) , x ∈ F
n
2,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ F

n
2,

where L ∈ On, c ∈ F
n
2 , wt(c) is even, d ∈ F2.

Proof The opposite direction immediately comes from [7] (Theorem 1).
Assume that A is a matrix of the mapping ϕπ,g ∈ In preserving (anti-)self-duality. Let

Ta,r be a sign function of an affine function l(x) = 〈a, x〉 ⊕ r , where a, x ∈ F
n
2, r ∈ F2. In

other words Ta,r is equal to some row (column) of the matrix Hn if r = 0 or (−Hn) in the
case r = 1. From Proposition 2 it follows that AHn = HnA hence

Hn

(
ATa,r

) = A
(
HnTa,r

) = 2n/2σ · Aek = 2n/2σ ′ · ek′ ,

where k, k′ ∈ {1, 2, ..., 2n} , σ, σ ′ ∈ {±1}. Then

ATa,r = 2n/2σ ′ · Hnek′ = Ta′,r ′

for some a′ ∈ F
n
2, r ′ ∈ F2.

Thus, the considered mapping transforms the set of all affine functions in n variables to
itself hence it has form

f (x) −→ f (Lx ⊕ b) ⊕ 〈c, x〉 ⊕ d,
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where L is a n × n nonsingular binary matrix, b, c ∈ F
n
2, d ∈ F2, see [14], for example.

Now consider the relation AHn = HnA in details. Recall that

Hn =

⎛
⎜⎜⎜⎜⎝

(−1)〈v0,v0〉 (−1)〈v0,v1〉 . . . (−1)〈v0,v2n−1〉
(−1)〈v1,v0〉 (−1)〈v1,v1〉 . . . (−1)〈v1,v2n−1〉

...
...

. . .
...

(−1)〈v2n−1,v0〉 (−1)〈v2n−1,v1〉 . . . (−1)〈v2n−1,v2n−1〉

⎞
⎟⎟⎟⎟⎠

.

The i-th row of the matrix A has the following form

j(
0 . . . 0 (−1)〈c,vi−1〉⊕d 0 . . . 0

)
,

where the nonzero element (−1)〈c,vi−1〉⊕d is in the j -th column, where (j − 1) is a number
with binary representation (Lvi−1 ⊕ b).

Fix arbitrary i, j ∈ {0, 1, ..., 2n − 1}. Write explicitly

(AHn)i+1,j+1 = (−1)〈c,vi 〉⊕〈Lvi⊕b,vj 〉⊕d .

The j -th column of the matrix A has the following form

i

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

0
...
0

(−1)
〈
c,L−1(vj−1⊕b)

〉⊕d

0
...
0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

, ,

where the nonzero element (−1)
〈
c,L−1(vj−1⊕b)

〉⊕d is in the i-th row, where (i−1) is a number
with binary representation L−1

(
vj−1 ⊕ b

)
.

Then it clear that

(HnA)i+1,j+1 = (−1)
〈
vi ,L

−1(vj ⊕b)
〉⊕〈

c,L−1(vj ⊕b)
〉⊕d .

Since AHn = HnA implies (AHn)i+1,j+1 = (HnA)i+1,j+1 for any i, j ∈ {0, 1, ..., 2n −
1}, the following relation must hold

(−1)〈c,vi 〉⊕〈Lvi⊕b,vj 〉⊕d = (−1)
〈
vi ,L

−1(vj ⊕b)
〉⊕〈

c,L−1(vj ⊕b)
〉⊕d ,

or, equivalently,

〈c, x〉 ⊕ 〈Lx ⊕ b, y〉 ⊕ d =
〈
x, L−1 (y ⊕ b)

〉
⊕

〈
c, L−1 (y ⊕ b)

〉
⊕ d (2)

for any x, y ∈ F
n
2.

Put zero vector y ∈ F
n
2 in (2). Then

〈c, x〉 =
〈
x, L−1b

〉
⊕

〈
c, L−1b

〉
,

〈
x, L−1b ⊕ c

〉
=

〈
c, L−1b

〉
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for any x ∈ F
n
2. Then {

L−1b ⊕ c = 0,〈
c, L−1b

〉 = 0,{
b = Lc,

wt (c) is even.
(3)

Return to (2) and take (3) into account:

〈c, x〉 ⊕ 〈Lx ⊕ Lc, y〉 =
〈
x, L−1 (y ⊕ Lc)

〉
⊕

〈
c, L−1 (y ⊕ Lc)

〉
,

〈c, x〉 ⊕ 〈Lx, y〉 ⊕ 〈Lc, y〉 =
〈
x, L−1y

〉
⊕ 〈x, c〉 ⊕

〈
c, L−1y

〉
⊕ 〈c, c〉 ,

〈Lx, y〉 ⊕ 〈Lc, y〉 =
〈
x, L−1y

〉
⊕

〈
c, L−1y

〉
,

〈L (x ⊕ c) , y〉 =
〈(

L−1
)T

(x ⊕ c) , y

〉
.

for any x, y ∈ F
n
2. In this case

L (x ⊕ c) =
(
L−1

)T

(x ⊕ c)

for any x ∈ F
n
2 that is

L(z) =
(
L−1

)T

(z)

for any z ∈ F
n
2. It holds if and only if

L =
(
L−1

)T

. (4)

Thus, combining (3) and (4) we obtain⎧⎨
⎩

L−1 = LT ,

b = Lc,

wt (c) is even.

Corollary 2 It holds
Aut

(
SB+(n)

) = On.

It can be concluded that from Proposition 2 and Theorem 1 it follows that the group
of automorphisms of the set of (anti-)self-dual bent functions coincides with the extended
orthogonal group, that is

Aut
(
SB+(n)

) = Aut
(
SB−(n)

) = On.

5.1 Sets of (anti-)self-dual bent function in two variables

The case n = 2 is out of the ordinary, because, in particular, Propositions 1 and 2 do not
hold. Indeed, consider isometric mapping ϕπ,g ∈ I2 with the followong matrix:

A =

⎛
⎜⎜⎝

0 −1 0 0
0 0 0 1

−1 0 0 0
0 0 1 0

⎞
⎟⎟⎠ .
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It transforms sign function (1, 1, 1,−1) of self-dual bent function f (x1, x2) = x1x2 to its
negation (−1,−1,−1, 1) and sign function (1,−1,−1, −1) of anti-self-dual bent function
f (x1, x2) = x1x2 ⊕ x1 ⊕ x2 to itself, that is this isometric mapping preserves both self-
duality and anti-self-duality. But we have

AHn =

⎛
⎜⎜⎝

−1 1 −1 1
1 −1 −1 1

−1 −1 −1 −1
1 1 −1 −1

⎞
⎟⎟⎠ , HnA =

⎛
⎜⎜⎝

−1 −1 1 1
−1 −1 −1 −1
1 −1 −1 1
1 −1 1 −1.

⎞
⎟⎟⎠ ,

and AHn �= HnA.
Consider another isometric mapping ϕπ ′,g′ ∈ I2 with the followong matrix:

A′ =

⎛
⎜⎜⎝

0 0 1 0
0 0 0 −1
0 1 0 0

−1 0 0 0

⎞
⎟⎟⎠ .

It transforms sign function (1, 1, 1, −1) of the self-dual bent function f (x1, x2) = x1x2
to itself but sign function (1,−1, −1,−1) of the anti-self-dual bent function f (x1, x2) =
x1x2 ⊕ x1 ⊕ x2 it transforms to sign function (−1, 1,−1, −1) of bent function f (x1, x2) =
x1x2 ⊕ x2 ⊕ 1 which is neither self-dual nor anti-self-dual, that is this isometric mapping
preserves self-duality but does not preserve anti-self-duality.

6 Isometric bijections between self-dual and anti-self-dual bent
functions

It is known [2] (Theorems 5.1, 5.3) that there exists a bijection between SB+(n) and
SB−(n), based on the decomposition of sign functions of (anti-)self-dual bent functions.
Also note that from the existence of such bijection it follows that

∣∣SB+(n)
∣∣ = ∣∣SB−(n)

∣∣.
Namely, let (Y, Z) ∈ {±1}2n

, where Y,Z ∈ {±1}2n−1
, be a sign function for some

f ∈ SB+(n). Then a vector (Z,−Y ) ∈ {±1}2n
is a sign function for some function from

SB−(n). In terms of isometric mappings the mentioned transform can be represented as

f (x) −→ f (x ⊕ c) ⊕ 〈c, x〉 ,

where c = (1, 0, 0, ..., 0) ∈ F
n
2.

In paper [8] it was mentioned that the more general form of this mapping

f (x) −→ f (x ⊕ c) ⊕ 〈c, x〉 ,

where c ∈ F
n
2, wt(c) is odd, is a bijection between SB+(n) and SB−(n). It is obvious that

every mapping of such form is an element of In.
Assume that n � 4 is an even integer. In this section we generalize these results within

isometric mappings from the set In.

Proposition 3 Isometric mapping ϕπ,g ∈ In with matrix A is a bijection between SB+(n)

and SB−(n) if and only if AHn = −HnA.

Proof If HnA = −AHn, then for any sign functions F,R of f ∈ SB+(n) and r ∈ SB−(n)

respectively it holds
Hn (AF) = −A (HnF ) = −AF,
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Hn (AR) = −A (HnR) = AR,

hence the mapping is a bijection between SB+(n) and SB−(n).
Take {fi}2n−1

i=1 ⊆ SB+(n) with linearly independent sign functions {Fi}2n−1

i=1 ⊆
Ker (Hn − I2n) and {gi}2n−1

i=1 ⊆ SB−(n) with linearly independent sign functions

{Gi}2n−1

i=1 ⊆ Ker (Hn + I2n) from the proof of the Proposition 2. Denote B = HnA + AHn

and assume that the mapping with matrix A is a bijection between SB+(n) and SB−(n). In
particular, for i = 1, 2, ..., 2n−1 it holds

Hn (AFi) = −AFi

and

Hn (AGi) = AGi .

For i = 1, 2, ..., 2n−1 we have

(HnA + AHn) Fi = Hn (AFi) + A (HnFi) = Hn (AFi) + AFi = BFi .

Then BFi = 0 ∈ R
2n

for every i = 1, 2, ..., 2n−1. Since the set {Fi}2n−1

i=1 forms a basis of the
subspace Ker (Hn − I2n), it can be deduced that all rows of the matrix B are vectors from
the subspace (Ker (Hn − I2n))⊥ = Ker (Hn + I2n).

For i = 1, 2, ..., 2n−1 we also have:

(HnA + AHn) Gi = Hn (AFi) + A (HnGi) = Hn (AGi) − AGi = BGi .

In this case BGi = 0 ∈ R
2n

for every i = 1, 2, ..., 2n−1. Since the set {Gi}2n−1

i=1 forms a basis
of the subspace Ker (Hn + I2n) we can conclude that all rows of the matrix B are vectors
from the subspace (Ker (Hn + I2n))⊥ = Ker (Hn − I2n).

Thus, we have proved that all rows of the matrix B lie in Ker (Hn + I2n)∩Ker (Hn − I2n)

but the intersection of orthogonal subspaces consists only of the zero element of the space
R

n. Therefore the matrix B is zero matrix.

The criterion (condition AHn = −HnA) can be reformulated as follows: if n � 4 then
isometric mapping ϕπ,g ∈ In is a bijection between the sets SB+(n) and SB−(n) if and
only if for any x, y ∈ F

n
2 it holds

〈π(x), y〉 ⊕ g(x) =
〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
⊕ 1.

Theorem 2 Isometric mapping ϕπ,g ∈ In is a bijection between SB+(n) and SB−(n) if
and only if

π(x) = L (x ⊕ c) , x ∈ F
n
2,

and

g(x) = 〈c, x〉 ⊕ d, x ∈ F
n
2,

where L ∈ On, c ∈ F
n
2 , wt(c) is odd, d ∈ F2.

Proof Let f ∈ SB+(n) ∪ SB−(n) that is f̃ = f ⊕ ε for some ε ∈ F2. Consider a function
g(x) = f (L (x ⊕ c)) ⊕ 〈c, x〉 ⊕ d , where L ∈ On, c ∈ F

n
2, wt(c) is odd, d ∈ F2. Its
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Walsh-Hadamard transform is

Wg(y) =
∑
x∈Fn

2

(−1)〈x,y〉⊕g(x) =
∑
x∈Fn

2

(−1)〈x,y〉⊕f (L(x⊕c))⊕〈c,x〉⊕d

= (−1)d
∑
x∈Fn

2

(−1)〈x,y⊕c〉⊕f (L(x⊕c)) = (−1)d
∑
z∈Fn

2

(−1)
〈
L−1z⊕c,y⊕c

〉⊕f (z)

= (−1)d⊕〈c,y〉⊕〈c,c〉 ∑
z∈Fn

2

(−1)〈z,L(y⊕c)〉⊕f (z)

= (−1)d⊕〈c,y〉⊕12n/2(−1)f̃ (L(y⊕c)) = 2n/2(−1)f (L(y⊕c))⊕〈c,y〉⊕d⊕ε⊕1

= 2n/2(−1)g(y)⊕ε⊕1 = 2n/2(−1)g̃(y),

hence g̃(y) = g(y) ⊕ ε ⊕ 1 for any y ∈ F
n
2. The opposite direction has been proved.

By using the same arguments as in the proof of the Theorem 1 it can be deduced that the
considered isometric mapping preserves affinity of a Boolean function and therefore has
form

f (x) −→ f (Lx ⊕ b) ⊕ 〈c, x〉 ⊕ d,

where L is a n × n nonsingular binary matrix, b, c ∈ F
n
2, d ∈ F2.

From Proposition 3 it follows that AHn = −HnA. Recall from the proof of the
Theorem 1 that

(AHn)i+1,j+1 = (−1)〈c,vi 〉⊕〈Lvi⊕b,vj 〉⊕d ,

(HnA)i+1,j+1 = (−1)
〈
vi ,L

−1(vj ⊕b)
〉⊕〈

c,L−1(vj ⊕b)
〉⊕d ,

for any i, j ∈ {0, 1, ..., 2n − 1}.
Since AHn = −HnA implies (AHn)i+1,j+1 = − (HnA)i+1,j+1 for any i, j ∈

{0, 1, ..., 2n − 1}, the following relation must hold

(−1)〈c,vi 〉⊕〈Lvi⊕b,vj 〉⊕d = (−1)
〈
vi ,L

−1(vj ⊕b)
〉⊕〈

c,L−1(vj ⊕b)
〉⊕d⊕1,

or, equivalently,

〈c, x〉 ⊕ 〈Lx ⊕ b, y〉 ⊕ d =
〈
x, L−1 (y ⊕ b)

〉
⊕

〈
c, L−1 (y ⊕ b)

〉
⊕ d ⊕ 1 (5)

for any x, y ∈ F
n
2.

Put zero vector y ∈ F
n
2 in (5). Then

〈c, x〉 =
〈
x, L−1b

〉
⊕

〈
c, L−1b

〉
⊕ 1,

〈
x, L−1b ⊕ c

〉
=

〈
c, L−1b

〉
⊕ 1

for any x ∈ F
n
2. Then {

L−1b ⊕ c = 0,〈
c, L−1b

〉 = 1,
{

b = Lc,

wt (c) is odd.
(6)

Return to (5) and take (6) into account:

〈c, x〉 ⊕ 〈Lx ⊕ Lc, y〉 =
〈
x, L−1 (y ⊕ Lc)

〉
⊕

〈
c, L−1 (y ⊕ Lc)

〉
⊕ 1,

〈c, x〉 ⊕ 〈Lx, y〉 ⊕ 〈Lc, y〉 =
〈
x, L−1y

〉
⊕ 〈x, c〉 ⊕

〈
c, L−1y

〉
⊕ 〈c, c〉 ⊕ 1,
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〈Lx, y〉 ⊕ 〈Lc, y〉 =
〈
x, L−1y

〉
⊕

〈
c, L−1y

〉
,

〈L (x ⊕ c) , y〉 =
〈(

L−1
)T

(x ⊕ c) , y

〉

for any x, y ∈ F
n
2. It holds if and only if

L =
(
L−1

)T

. (7)

Thus, combining (6) and (7) we obtain
⎧⎨
⎩

L−1 = LT ,

b = Lc,

wt (c) is odd.

7 Isometric mappings and the Rayleigh quotient of the Sylvester
Hadamardmatrix

In this section isometric mappings from the set In, which preserve and change the sign of
the Rayleigh quotient (Rayleigh ratio) of the Sylvester Hadamard matrix defined for every
Boolean function in n variables, are studied.

7.1 Definition and characterization

In [2] the Rayleigh quotient Sf of a Boolean function f ∈ Fn was defined as

Sf =
∑

x,y∈Fn
2

(−1)f (x)⊕f (y)⊕〈x,y〉 =
∑
y∈Fn

2

(−1)f (y)Wf (y).

For any f ∈ Bn the normalized Rayleigh quotient Nf is a number

Nf =
∑
x∈Fn

2

(−1)f (x)⊕f̃ (x) = 2−n/2Sf .

In [2] (Theorem 3.1) it was proved that for any f ∈ Fn the absolute value of Sf is at
most 23n/2 with equality if and only if f is self-dual

(+23n/2
)

and anti-self-dual
(−23n/2

)
bent function.

In the article [5] the operations on Boolean functions that preserve bentness and the
Rayleigh quotient were given. Namely, it was proved that for any f ∈ Bn, L ∈ On, c ∈
F

n
2, d ∈ F2 the functions g, h ∈ Bn defined as g(x) = f (Lx) ⊕ d and h(x) = f (x ⊕ c) ⊕

〈c, x〉 provide Ng = Nf and Nh = (−1)〈c,c〉Nf .
One can notice that the mentioned operations are isometric mappings from In.
Assume that n � 4 is an even integer. In the following subsections we generalize these

results within isometric mappings from the set In.

7.2 Isometric mappings preserving the Rayleigh quotient

Theorem 3 Isometric mapping ϕπ,g ∈ In preserves the Rayleigh quotient if and only if it
preserves self-duality.
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Proof For straight direction it is enough to mention that Sf = +23n/2 if and only if f ∈
SB+(n) ([2], Theorem 3.1).

Assume that the mapping ϕπ,g preserves self-duality. Let A be its matrix. Then by Propo-
sition 2 we have AHn = HnA. Take arbitrary f ∈ Fn and rewrite the Rayleigh quotient in
the following form:

Sf =
∑

x,y∈Fn
2

(−1)f (x)⊕f (y)⊕〈x,y〉 = 〈F,HnF 〉 ,

where F is a sign function of f . The mapping preserves the Rayleigh quotient if

Sϕπ,g(f ) = 〈AF,Hn (AF)〉 = 〈F,HnF 〉 = Sf .

Consider

〈AF,Hn (AF)〉 = 〈AF,A (HnF)〉 =
〈
AT AF,HnF

〉
= 〈F,HnF 〉 ,

therefore ϕπ,g preserves the Rayleigh quotient.

Corollary 3 Isometric mapping ϕπ,g ∈ In preserves the Rayleigh quotient if and only if

π(x) = L (x ⊕ c) , x ∈ F
n
2,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ F

n
2,

where L ∈ On, c ∈ F
n
2 , wt(c) is even, d ∈ F2.

7.3 Isometric mappings changing the sign of the Rayleigh quotient

Theorem 4 Isometric mapping ϕπ,g ∈ In changes the sign of the Rayleigh quotient if and
only if it is a bijection between SB+(n) and SB−(n).

Proof For straight direction it is enough to mention that Sf = +23n/2 if and only if
f ∈ SB+(n) and Sf = −23n/2 if and only if f ∈ SB−(n) ([2], Theorem 3.1).

Assume that the mapping ϕπ,g is a bijection between SB+(n) and SB−(n). Let A be its
matrix. Then by Proposition 3 we have AHn +HnA = 0. Take arbitrary f ∈ Fn and rewrite
the Rayleigh quotient in the following form:

Sf =
∑

x,y∈Fn
2

(−1)f (x)⊕f (y)⊕〈x,y〉 = 〈F,HnF 〉 ,

where F is a sign function of f . The mapping changes the sign of the Rayleight quotient if

Sϕπ,g(f ) = 〈AF,Hn (AF)〉 = − 〈F,HnF 〉 = −Sf .

Consider

〈AF,Hn (AF)〉 = 〈AF,−A (HnF)〉 = −
〈
AT AF,HnF

〉
= − 〈F,HnF 〉 ,

therefore ϕπ,g changes the sign of the Rayleigh quotient.

Corollary 4 Isometric mapping ϕπ,g ∈ In changes the sign of the Rayleigh quotient if and
only if

π(x) = L (x ⊕ c) , x ∈ F
n
2,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ F

n
2,
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where L ∈ On, c ∈ F
n
2 , wt(c) is odd, d ∈ F2.

From Theorems 3 and 4 it follows

Corollary 5 Isometric mapping ϕπ,g ∈ In, which preserves the Rayleigh quotient or
changes the sign of the Rayleigh quotient, also preserves bentness.

7.4 Isometric mappings preserving the Hamming distance between bent function
and its dual

The Rayleigh quotient characterizes the Hamming distance between a bent-function and its
dual. Indeed, let f ∈ Bn, then

dist
(
f, f̃

) = 2n−1 − 1

2n/2+1
Sf = 2n−1 − 1

2
Nf .

Theorem 5 Isometric mapping ϕπ,g ∈ In preserves bentness and the Hamming distance
between any bent function in n variables and its dual if and only if it preserves (anti-)self-
duality.

Proof If ϕπ,g preserves the Hamming distance between any bent function in n variables and
its dual then it preserves (anti-)self-duality.

If ϕπ,g preserves (anti-)self-duality then by Theorem 3 it preserves the Rayleigh quotient
and from Theorem 1 it follows that this mapping preserves bentness. The characterization
of the Hamming distance between a bent function and its dual in terms of the Rayleigh
quotient yields the result.

The form of such mappings is described by Theorem 1.

8 Summary

In this section we summarize and group results from the paper.
Assume that n � 4 is an even integer.
Let ϕπ,g be an isometric mapping of the set of all Boolean functions in n variables to

itself with matrix A, namely

ϕπ,g : f (x) −→ f (π(x)) ⊕ g(x),

where π is a permutation in F
n
2 and g ∈ Fn. The matrix A is the following

j

i

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

...
0
...

. . . 0 . . . (−1)g(vi−1) . . . 0 . . .
...
0
...

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

,
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in which in the i-th row a nonzero element (−1)g(vi−1) is in the j -th column, where (j − 1)

is a number with binary representation π (vi−1).

Theorem 6 The following conditions are equivalent:

1) ϕπ,g preserves self-duality;
2) ϕπ,g preserves anti-self-duality;
3) ϕπ,g preserves the Rayleigh quotient of every Boolean function;
4) ϕπ,g preserves bentness and the Hamming distance between any bent function and its

dual;
5) π(x) = L (x ⊕ c) , g(x) = 〈c, x〉 ⊕ d , where L ∈ On, c ∈ F

n
2 , wt(c) is even, d ∈ F2;

6) AHn = HnA.

Theorem 7 The following conditions are equivalent:

1) ϕπ,g is a bijection between SB+(n) and SB−(n);
2) ϕπ,g changes sign of the Rayleigh quotient of every Boolean function;
3) π(x) = L (x ⊕ c) , g(x) = 〈c, x〉 ⊕ d , where L ∈ On, c ∈ F

n
2 , wt(c) is odd, d ∈ F2;

4) AHn = −HnA.

Recall that the extended orthogonal group On consists of mappings of all Boolean
functions in n variables to itself which have form

f (x) −→ f (L (x ⊕ c)) ⊕ 〈c, x〉 ⊕ d,

where L ∈ On, c ∈ F
n
2, wt(c) is even, d ∈ F2.

The group of automorphisms of (anti-)self-dual bent functions is characterized by the
following

Theorem 8 It holds

Aut
(
SB+(n)

) = Aut
(
SB−(n)

) = On.

From the obtained results it follows that an approach to equivalence of self-dual bent
functions in n � 4 variables based on the restricted form of affine equivalence proposed
in articles [2, 7] is the most general within isometric mappings of the set of all Boolean
functions in n variables to itself.

9 Conclusion

In current paper isometric mappings of all Boolean functions in n � 4 variables to itself
preserving self-duality and anti-self-duality of a Boolean bent function were completely
studied. The obtained results were used to determine isometric mappings preserving the
Rayleigh quotient of a Boolean function and isometric mappings preserving bentness and
the Hamming distance between any bent function and its dual. The group of automorphisms
of the set of (anti-)self-dual bent functions is obtained.

An interesting open problem is to characterize isometric mappings preserving self-
duality which are not necessarily isometric mappings of the set of all Boolean functions in
n variables.
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Abstract—It is well known that every stream cipher is based on
a good pseudorandom generator. For cryptographic purposes we
are interested in generation of pseudorandom sequences of the
maximal possible period. A feedback register is one of the most
known cryptographic primitives that is used in construction of
stream generators. In this paper we analyze periodic properties
of pseudorandom sequences produced by filter and combiner
generators (two known schemes of stream generators based on
feedback registers). We determine which nonlinear functions
in these schemes lead to pseudorandom sequences of the not
maximal possible length. We call such functions unsuitable and
count the exact number of them for an arbitrary n.

Index Terms—stream cipher, filter generator, combiner gener-
ator, gamma, Boolean function

I. INTRODUCTION

Symmetric ciphers usually are divided into block and stream
ones. Stream ciphers are considered as more fast but not as
secure as block ciphers. One of the most known cryptographic
primitives that is used for stream ciphers construction is a
feedback register. There are attacks [6] and defenses [5] on
such ciphers.

Remember that a feedback shift register (FSR) contains two
parts: a binary block x = (xn−1, . . . x0) of length n and a
feedback function f : (xn−1, . . . , x0)→ {0, 1}, where f is a
Boolean function in n variables. First, we fill the block x with
concrete values of bits; together they form the initial state of
the register. For functioning of the FSR the time is considered
to be discrete, i. e. it is divided into clock cycles. On each
clock cycle, the value of f(x) is calculated first, then the state
x = (xn−1, . . . , x1, x0) of the register will be changed to the
state x′ = (xn−2, . . . x0, f(x)) while the bit xn−1 will be
written as the first bit of the generated sequence gamma.

The properties of gamma generated by FSR are well studied
in case when f is a linear function. If f is nonlinear, [7],
then there are too many open questions with properties of
gamma that all are connected to analysis of nonlinear recurrent
sequences, [4] and [3]. That is why in cryptography some
nonlinear combinations of linear FSRs are considered, for
instance —- filter and combining models of stream generators
based on LFSR, [1].

The work was carried out within the framework of the state contract of the
Sobolev Institute of Mathematics (project no. 0314-2019-0017) and supported
by Russian Foundation for Basic Research (project no. 18-07-01394) and
Laboratory of Cryptography JetBrains Research.

In this paper we analyze pseudorandom sequences produced
by filter and combiner generators. Namely, we study which
nonlinear functions h in these schemes lead to pseudorandom
sequences such that their length are not maximal possible. We
call such functions unsuitable and count the exact number of
them for an arbitrary n.

II. PRELIMINARIES

A Boolean function in n variables is a function of the form
f : Fn2 → F2, where Fn2 = {0, 1}n is a set of all binary vectors
of length n.A linear feedback shift register (LFSR) consists of
two parts: a binary vector

x = (xn−1, . . . x0)

of length n and a linear state function

f : (xn−1, . . . , x0)→ {0, 1},

where f is a Boolean function in n variables. A state of
the register is a filling of vector x. During the encryption
the register is changing its state using the feedback function.
Gamma is a pseudorandom sequence generated by LFSR. A
period is a length of repeating part of gamma.

Also, LFSR can be specified using feedback polynomials.
It is a polynomial of degree n defining bits to be summed. If

f(xn−1, . . . , x0) = a0xn−1 ⊕ a1xn−2 ⊕ · · · ⊕ an−1x0,

than the corresponding feedback polynomial is defined as

p(z) = a0z
n + a1z

n−1 + · · ·+ an−1z + 1.

If p(z) is a primitive polynomial, i.e. the primitive element of
the field GF (2n) is its root, then the period of a pseudorandom
sequence generated by LFSR is maximal, i.e. is equal to 2n−1.
Thererfore, linear feedback shift registers are usually considers
with primitive polinomials.

III. THE ANALYSIS OF GAMMA FOR LINEAR FEEDBACK
SHIFT REGISTER GENERATORS

A. Filter generators

The filter generator consists of a single shift register of
length n with a linear feedback and uses a primitive poly-
nomial to change states. A Boolean function h(xn−1, . . . , x0)
generates a pseudorandom sequence gamma.
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xn−1 xn−2 x0

gamma

Fig. 1. Filter generator.

The work of the filter generator is shown in fig. 1, [8].
Let be γ = (y1y2 . . . y2n−1), where h(xn−1, . . . , x0) =
y1, h(xn−2, . . . , x0, f(xn−1, . . . , x0)) = y2, etc.. Since the
state x0 = (0, . . . , 0) is not used, the number of all states
equals 2n − 1. A Boolean function can generate gamma with
the period from 1 to 2n − 1. In this paper we study how
does the choice of the Boolean function h affect on periodic
properties of generated gamma. Namely, we would like do
determine all Boolean function h in n variables that lead to
gammas with non-maximum period. Let us call such functions
unsuitable. Note that the number of Boolean function does
not depend on the linear state function. We give examples of
suitable and unsuitable functions. Let n = 4 be a length of
shift register, p(z) = z4+z3+1 be primitive polynomial, h1 =
x0x1x2x3⊕x0x2x3⊕x1x3⊕x1x2⊕x0x3⊕x3⊕x2⊕x1⊕1
and h2 = x2x3 ⊕ x1x2 ⊕ x0x3 ⊕ x3 ⊕ x1 ⊕ 1 be Boolean
functions.

TABLE I
EXAMPLES OF SUITABLE AND UNSUITABLE FUNCTIONS

conditions h1(x3, x2, x1, x0) h2(x3, x2, x1, x0)
0001 1 1
0010 0 0
0100 0 1
1001 1 1
0011 0 0
0110 0 1
1101 1 0
1010 0 1
0101 0 1
1011 1 0
0111 0 1
1111 0 0
1110 1 1
1100 0 1
1000 0 0

As we see, h1 generates gamma with period equals 3 and
h2 generates gamma with period equals 15.

Theorem 1. Let n be an integer and

2n − 1 = pα1
1 pα2

2 . . . pαss

where pi are distinct prime numbers, αi > 0, s is an
integer. Then the number of unsuitable Boolean functions in

n variables for filter generators is equal to

2
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).

Proof. Since 2n − 1 = pα1
1 pα2

2 . . . pαss the sequence can
be divided into blocks of length pi11 p

i2
2 . . . p

is
s , where ij =

0, . . . , αj and
∑s
j=1 ij <

∑s
j=1 αj . Let us denote such

blocks as Bi1,i2,...,is = (y1y2 . . . ypi11 p
i2
2 ...p

is
s
). Let the de-

gree of a block be denoted as degree(Bi1,i2,...,is) =∑s
j=1 ij . For blocks Bi1,i2,...,is and Bj1,j2,...,js , where

gcd(pi11 p
i2
2 . . . p

is
s , p

j1
1 p

j2
2 . . . pjss ) = pk11 p

k2
2 . . . pkss , let us call

block Bk1,k2,...,ks as a common block. The number of un-
suitable sequences can be calculated using all possible blocks
Bi1,i2,...,is of degree less than

∑s
j=1 αj . Consider all such

blocks Bi1,i2,...,is , where
∑s
j=1 ij =

∑s
j=1(αj) − 1. These

blocks include all blocks of degree less than
∑s
j=1 αj . Let

us count the number of blocks that are common for blocks of
degree equal to

∑s
j=1(αj)−1. Thus, the number of unsuitable

sequences can be calculated as

s∑
i=1

(2p
α1
1 ...p

αi−1

i ...pαss )−A

where A is the number of blocks which are common for blocks
of degree equal to (

∑s
j=1 αj)− 1 .

For any two blocks Bα1,...,(αa−1),...,αb,...,αs and
Bα1,...,αa,...,(αb−1),...,αs accordingly, there will be a common
block Bα1,...,(αa−1),...,(αb−1),...,αs . Thus, the number of
unsuitable sequences can be calculated as

s∑
i=1

(2p
α1
1 ...p

αi−1

i ...pαss )−
∑

1≤i<j≤s

2p
α1
1 ...p

(αi−1)

i ...p
(αj−1)

j ...pαss +B

where B is the number of blocks which are common for
blocks of degree equal to (

∑s
j=1 αj)− 2. So, we continue in

this way until we reach a common block between all blocks,
namely B(α1−1),(α2−1),...,(αs−1) , and its degree is equal to
(
∑s
j=1 αj)−s. Therefore, the number of unsuitable sequences

is

2p
(α1−1)
1 p

α2
2 ...pαss +2p

α1
1 p

(α2−1)
2 ...pαss +· · ·+2p

α1
1 p

α2
2 ...p(αs−1)

s −

− 2p
(α1−1)
1 p

(α2−1)
2 p

α3
3 ...pαss − 2p

(α1−1)
1 p

α2
2 p

(α3−1)
3 ...pαss −

· · · − 2p
α1
1 p

α2
2 ...p

(αs−1−1)

s−1 p(αs−1)
s + . . .

+ (−1)s−12p
(α1−1)
1 p

(α2−1)
2 ...p(αs−1)

s .

We can write all states of our register one by one: from one
state we get the second one as the next state. Consider the
vector of values of a Boolean function h that generates our
gamma. Since in our set of states there is no zero state (it
generates the cycle of length 1), our function h can take any
value (0 or 1) on the zero vector. That is why there are exactly
two Boolean functions that generate the same sequence.
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So, the number of unsuitable functions is

2(2p
(α1−1)
1 p

α2
2 ...pαss + 2p

α1
1 p

(α2−1)
2 ...pαss +

· · ·+ 2p
α1
1 p

α2
2 ...p(αs−1)

s −

− 2p
(α1−1)
1 p

(α2−1)
2 p

α3
3 ...pαss − 2p

(α1−1)
1 p

α2
2 p

(α3−1)
3 ...pαss −

· · · − 2p
α1
1 p

α2
2 ...p

(αs−1−1)

s−1 p(αs−1)
s + . . .

+ (−1)s−12p
(α1−1)
1 p

(α2−1)
2 ...p(αs−1)

s ).

B. Combiner generators

Combiner generators use several linear feedback shift reg-
isters and each register has its own length ni and use its own
primitive polynomial for changing states. A Boolean function
h(Xm−1, . . . , X0) where Xi is a register bit string i which
generates pseudorandom sequence gamma. The work of the

hgamma

LFSR1
Xm−1

LFSR2
Xm−2

LFSRm
X0

Fig. 2. Combiner generator.

combiner generator is shown in fig.2, [8]. Since we do not
use the zero state the total number of states does not exceed
(2n1−1)(2n2−1) . . . (2nm−1). In this case, the maximum is
reached at gcd(ni, nj) = 1 where i, j = 1, . . . ,m, i 6= j. Then
the Boolean function can generate a gamma with the period
from 1 to (2n1−1)(2n2−1) . . . (2nm−1). Boolean functions h
in n variables leading to gammas generated non-maximum pe-
riod are called unsuitable. Show that gcd(2ni−1, 2nj−1) = 1
where i, j = 1, . . . ,m, i 6= j.

(2nj − 1, 2ni − 1) = (2nj − 2ni , 2ni − 1) =

= (2nj−ni − 1, 2ni − 1) = 2(ni,nj) − 1 = 21 − 1 = 1.

For better understanding [2]. It means that each factor (2ni−1)
can be divided into

p
αk1
k1

p
αk2
k2

. . . p
αks
ks

.

Theorem 2. Let n be an integer,

m∑
i=1

ni = n,

where i, j = 1, . . . ,m, i 6= j. And

(2n1 − 1)(2n2 − 1) . . . (2nm − 1) = pα1
1 pα2

2 . . . pαss ,

where pi are different prime numbers, αi > 0, s is an
integer. Then the number of unsuitable Boolean functions in
n variables for the combiner generators is equal to

22
n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)·

·
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).

Proof. Number of sequences for the combiner generators is
equal to

∑
β∈Fs2,β 6=0((−1)β1+···+βs+12p

α1−β1
1 ...pαs−βss ). Proof

of this is similar to proof of number of sequences for the
filter generators in theorem 1. As we use only (2n1 −
1)(2n2 − 1) . . . (2nm − 1) states and a total number of states
is equal to 2n1 · 2n2 . . . 2nm = 2n1+n2+···+nm , then we have
2n1+n2+···+nm−(2n1−1)(2n2−1) . . . (2nm−1) states, where
our function can be equal 0 or 1. Therefore, for one this state
we have two functions. In this way, the number of unsuitable
Boolean functions in n variables for the combiner generators
is equal to

22
n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)·

·
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the dif-
ferential cryptanalysis and are widely studied. Most known construction of APN
functions are obtained as functions over finite fields F2n and very little is known
about combinatorial constructions in Fn

2 . In this work we proposed two approaches
for constructing quadratic APN functions in Fn

2 . The first approach exploits a sec-
ondary construction idea, it considers how to obtain quadratic APN function in
n+ 1 variables from a given quadratic APN function in n variables using special re-
strictions on new terms. The second approach is searching quadratic APN functions
that have matrix form partially filled with standard basis vectors in a cyclic manner.
Also, we conjectured that a quadratic part of an arbitrary APN function has a low
differential uniformity. This conjecture allowed us to introduce a new subclass of
APN functions, so-called stacked APN functions. We found cubic examples of such
functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let Fn
2 be the n-dimensional vector space over F2. A

function F from Fn
2 to Fm

2 , where n and m are integers is called a vectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function
F can be represented as a set of m coordinate functions F = (f1, . . . , fm), where fi is a
Boolean function in n variables. Any vectorial function F can be represented uniquely in
its algebraic normal form (ANF):

F (x) =
∑

I∈P(N)

aI(
∏
i∈I

xi),

∗The work was carried out within the framework of the state contract of the Sobolev Institute of
Mathematics (project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research
(projects no. 18-07-01394 and 20-31-70043) and Laboratory of Cryptography JetBrains Research.
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where P(N) is a power set of N = {1, . . . , n} and aI ∈ Fm
2 . The algebraic degree of a

given function F is the degree of its ANF: deg (F ) =max{|I| : aI 6= 0, I ∈ P(N)}. If
algebraic degree of a function F is not more than 1 then F is called affine. If for an affine
function F it holds F (0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F is called quadratic.

Two vectorial functions F and G are extended affinely equivalent (EA-equivalent) if
F = A1 ◦ G ◦ A2 + A where A1, A2 are affine permutations on Fn

2 and A is an affine
function. Two functions F and G are called Carlet-Charpin-Zinoviev [6] equivalent (CCZ-
equivalent) if their graphs {(x, y) ∈ Fn

2×Fn
2

∣∣ y = F (x)} and {(x, y) ∈ Fn
2×Fn

2

∣∣ y = G(x)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A1, A2) of
Fn
2 × Fn

2 such that y = F (x)⇔ A2(x, y) = G(A1(x, y)).
Let F be a vectorial Boolean function from Fn

2 to Fn
2 . For vectors a, b ∈ Fn

2 , where
a 6= 0, consider the value

δ(a, b) =
∣∣{ x ∈ Fn

2

∣∣ F (x+ a) + F (x) = b}
∣∣.

Denote by ∆F the following value:

∆F = max
a6=0, b∈Fn

2

δ(a, b).

Then F is called differentially ∆F -uniform function. The smaller the parameter ∆F is
the better the resistance of a cipher containing F as an S-box to differential cryptanalysis.
For the vectorial functions from Fn

2 to Fn
2 the minimal possible value of ∆F is equal to

2. In this case the function F is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [8].

APN fuctions draw attention of many researchers, but there is still a significant list
[5] of important open questions, such as lower and upper bounds on the number of APN
functions, an upper bound on algebraic degree of an APN function [4], the existence of
bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[5]. The second problem is to find new constructions of APN functions in vectorspace Fn

2 ,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [7].

In this work we propose two approaches for generating quadratic APN functions in
Fn
2 . The first approach considers the algebraic normal form of a given quadratic APN

function G in n variables and extends it into an ANF of a quadratic function F in n+ 1
variables, using special restrictions on coefficients of new terms. In the second method we
consider special matrices that are partially filled with vectors of standard basis and search
for corresponding APN functions using the same idea of restrictions. Generally, quadratic
APN functions are not suitable as secure S-boxes due to the low algebraic degree, but
obtaining new quadratic representatives can lead us to another useful functions. This is
very important for even n > 8, since new APN permutations CCZ-equivalent to quadratic
functions can be found for these dimensions [3].
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In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary construction of quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. Further we will consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following theorem gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1, . . . , fn) be an APN function in n variables. Then every
quadratic term xixj, where i 6= j, appears at least in one coordinate function of F .

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1, . . . , gn) be a quadratic APN-function in n variables. Consider
vectorial function F = (f1, . . . , fn, fn+1) in n+ 1 variables such that:

f1 = g1 +
n∑

i=1

α1,ixixn+1;

. . .

fn = gn +
n∑

i=1

αn,ixixn+1;

fn+1 = gn+1 +
n∑

i=1

αn+1,ixixn+1,

(1)

where α1,i . . . , αn+1,i ∈ F2 for i = 1, . . . , n and gn+1 =
∑

16j<k6n βj,kxjxk for some
fixed βj,k ∈ F2. Note that if α1,i, . . . , αn,i are such that each term xixn+1 appears at least
in one of the coordinate functions f1, . . . , fn, then the necessary condition of Theorem 1
is held for the constructed function F . Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F .

Let us denote the lexicographically ordered elements of Fn
2 as x0, . . . , x2

n−1. Since
all the values G(x0), . . . , G(x2

n−1) of function G are known, we can represent values of
the constructed function F only through unknown coefficients αi,k and some constant
terms. Since F is an APN function, for a nonzero a all sums F (x) + F (x + a) and
F (y) + F (y + a), where x 6= y and x 6= y + a, should be pairwise different. This fact
applies special restrictions on coefficients αi,k. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (gij), where each element gij ∈ Fn

2 is a vector of coefficients corresponding to
term xixj in the algebraic normal form of G and all diagonal elements gii are null.
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Example 2. For n = 3 let us consider function G = (g1, g2, g3) = (x1x2, x2x3, x1x3)

=

1
0
0

 · x1x2 +

0
0
1

 · x1x3 +

0
1
0

 · x2x3.
Then the corresponding matrix G is the following:

G =

(000) (100) (001)
(100) (000) (010)
(001) (010) (000)


It is necessary to mention that these matrices also were used in [10] and [9] to construct

and classify a lot of new quadratic APN functions over finite fields. Using these matrices
the APN property can be formulated in the following way:

Proposition 3. Let G be the matrix that corresponds to quadratic vectorial function G.
Then function G is APN if and only if x · (G · a) 6= 0 for all x 6= a, where a, x ∈ Fn

2 and
a 6= 0.

In terms of matrices the construction from (1) can be considered as an extension of a
given G with an extra bit that represents gn+1 in every element and an extra pair of row
and column that represents a set of new terms xixn+1.

Example 4. For the considered APN function G = (g1, g2, g3) = (x1x2, x2x3, x1x3) we
choose null gn+1 and construct APN function F = (f1, f2, f3, f4) in 4 variables, where:

f1 = g1;
f2 = g2 + x3x4;
f3 = g3 + x2x4 + x3x4;
f4 = x1x4 + x3x4.
Then the corresponding matrix F is the following:

F =


(0000) (1000) (0010) (0001)
(1000) (0000) (0100) (0010)
(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)


Consider a quadratic APN function G and the corresponding n×n matrix G. Denote

the vector of nonzero coefficients as α = (α1, . . . , αn). Let us fix gn+1 and construct
(n+ 1)× (n+ 1) matrix F by adding (α1, . . . , αn, 0) as the last column and the last row
and adding new bit to every element according to the choice of gn+1. Let us denote as G ′
the submatrix (fij) of F , such that i, j < n+ 1. Let 〈X〉 denote the linear span of X and
F be the quadratic vectorial that is corresponded with the constructed matrix F

Theorem 5. A function F is APN if and only if α · a′ does not belong to 〈G ′ · a′〉 for all
a′ ∈ Fn

2 , a′ 6= 0.
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Let us note that Theorem 5 shows how to obtain restrictions on new coefficients in
the convenient form.

For the given k ∈ N let us consider the following sets:

Si,k = {αi + v | v ∈ 〈G ′ · (ei + ek)〉};
Si,j,k = {αi + αj + v | v ∈ 〈G ′ · (ei + ej + ek)〉};
. . .

S1,2,...,k−1,k = {α1 + α2 + . . .+ αk−1 + v | v ∈ 〈G ′ · (e1 + e2 + . . .+ ek−1 + ek)〉},
where e1, . . . , en is the standard basis in Fn

2 . Let us call a vector α = (α1, . . . , αn),
where αi ∈ Fn+1

2 , admissible for matrix G ′ if it satisfies the condition in Theorem 5. We
call a sequence (α∗1, . . . , α

∗
k), where α∗i ∈ Fn+1

2 , to be k-admissible for some k 6 n, if vector
α∗ = (α∗1, . . . , α

∗
k,0, . . . ,0) of length n is admissible for all nonzero a′ = (a′1, . . . , a

′
n) ∈ Fn

2

such that a′k+1 = 0, . . . , a′n = 0. An n-admissible sequence can be considered as an
admissible vector of length n. Consider an APN function G in n variables and a fixed
gn+1.

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G using the construction from (1) is equal to the number of admissible vectors
α = (α1, . . . , αn) for matrix G ′.

It can be seen that there are 2n+1− | 〈G ′ · (e1)〉 | vectors α1 such that (α1) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (α1, α2, . . . , αk−1) be the (k − 1)-admissible sequence for some k <
n+ 1. Then there exist

2n+1− | 〈G ′ · (ek)〉 ∪ {
k−1⋃
i=1

Si,k} ∪ {
⋃

16i<j<k,

Si,j,k} ∪ . . . ∪ S1,2,...,k−1,k |

vectors αk such that sequence (α1, α2, . . . , αk−1, αk) is k-admissible.

Also, our method can be extended to the case whenG is not an APN function, but ANF
of G and gn+1 together contain all possible quadratic terms. The following proposition
describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a vectorial function in n variables and F be an APN function
in n+ 1 variables that it is obtained from G using construction (1). Then ∆G 6 4.

For example, for differential 4-uniform function G = (g1, g2, g3, g4, g5), where:
g1 = x1x2 + x3x5 + x4x5;
g2 = x1x3 + x4x5;
g3 = x2x3 + x1x4 + x3x5 + x4x5;
g4 = x2x4 + x1x5 + x4x5;
g5 = x3x4 + x2x5 + x4x5.
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and g6 contains all the terms xixj, where i < j 6 n, we obtained 13 CCZ classes among
constructed functions. Let us recall that there exist only 13 CCZ classes of quadratic APN
functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3, 4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4, 5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables.

Note that for the given APN function G in n variables we have 2
(n2−n)

2 possibilities to
choose gn+1. It is interesting that the choice of gn+1 affects the capability to obtain APN
function F in n + 1 variables, the number of such constructed functions and the variety
of different CCZ-classes among constructed classes. For example, when n = 5 and gn+1 is
null both quadratic CCZ-representatives give us the only one CCZ-class for 6 variables. At
the same time for another choices of gn+1 these functions give 13 CCZ-classes of quadratic
APN functions in 6 variables. Unfortunately, for n > 7 it becomes computationally harder
to choose the proper initial function and gn+1 and to obtain a large amount of generated
functions. It seems that construction from (1) is not so efficient on large dimensions.

3 On cyclic construction of quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let e1, . . . , en be the standard basis in Fn

2 . For the
given n consider the following matrix with elements from Fn

2 :

T =



0 e1 e2 e3 . . . en−2 en−1
e1 0 e3 e4 . . . en−1 en
e2 e3 0 e5 . . . en t3,n
e3 e4 e5 0 . . . t4,n−1 t4,n
...

...
...

...
. . .

...
...

en−2 en−1 en tn−1,4 . . . 0 tn−1,n
en−1 en tn,3 tn,4 . . . tn,n−1 0


,

where ti,j = tj,i and ti,j denote some unknown elements in Fn
2 .

Our aim is to find values of missed matrix elements such that matrix T represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix T that is
t3,n. According to Theorem 5 the last column of T should satisfy (en−1, en, t3,n, . . . , 0)·a′ /∈
〈T ′ · a′〉, where a′ ∈ Fn−1

2 , a′ 6= 0 and T ′ = T \ (en−1, en, t3,n, . . . , 0). If we consider all
a′ = a′1, . . . , a

′
n−1 such that a′3 = 1 and a′i = 0, if i > 3, we obtain restrictions on the

value of t3,n that are independent from any other unknown element of T . Repeating this
procedure step by step for every new element after fixing values of previous variables ti,j
allows us to obtain all possible fillings for the given matrix T .

For n = 3, 4 and 5 this construction covered all quadratic CCZ-classes. For n = 6 it
covered 11 out of 13 classes. Unfortunately, for larger dimensions the number of generated

Sequences and Their Applications (SETA) 2020 6

214



On secondary and cyclic constructions of quadratic APN functions

functions dropped dramatically and the construction covers only 7 classes for n = 7 and
only one class for n = 8. As a consequence, we consider the following generalization of
this construction.

Let T be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements en in T . It is easy to see that we can remove any element en
from this diagonal and apply the above procedure to the new matrix with k+ 1 unknown
elements. Moreover, we can remove any number of elements en from this diagonal and the
more elements are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element en from the diagonal in T the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements en on the diagonal we generated 2341888 quadratic APN
functions, the variety of CCZ classes is still being checking at the moment as well as
generating quadratic APN functions for n = 8 is in progress. It is interesting to note that
such construction generates, in some sense, lexicographically smallest quadratic functions.

4 The differential uniformity of APN functions quadratic parts
and stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = F (c) +F (1) +F (2) + . . .+F (d), where each function F (j) contains only monomials
of algebraic degree j and F (c) is a constant term. We observed that if F is an APN
function then its quadratic part F (2) has a low differential uniformity.

Conjecture 9. Let F be an APN function in n variables, where 4 6 n 6 7. Then
∆F (2) 6 4.

The conjecture is true for n = 4. When n = 8, 9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
∆F (2) = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms. Let F
be an APN function in n variables, where F = F (2) + F (3) + . . .+ F (d).

Proposition 10. If H = F + F (2) = (0, . . . , 0, hj, 0, . . . , 0) for some 1 6 j 6 n, then
∆F (2) 6 4.

For n = 4, 6 there exist cubic APN functions such that H = F + F (2) = (0, . . . , 0, hj,
0, . . . , 0) for some 1 6 j 6 n. Let us note that these simple results allow us to use
quadratic APN or differential 4-uniform functions to construct functions of higher degrees,
particularly, cubic APN functions.

The observation on low differential uniformity of an APN function quadratic part
motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F (2) + . . .+F (d) be an APN function of algebraic degree d. If all
functions F +F (d), F +F (d) +F (d−1), . . . , F +F (d) +F (d−1) + . . .+F 3 are APN functions
then F is called a stacked APN function.
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Let us describe one of the possible approaches to constructing stacked APN functions
of degree 3. Let H be a cubic vectorial function in n variables with no affine or quadratic
terms. Then H =

∑
i,j,k aijkxixjxk, where 1 6 i < j < k 6 n and aijk ∈ Fn

2 . Let ai1j1k1
be an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 6 i < j < k 6 n vector aijk is null or equal to ai1j1k1 . For n = 4, 5 we implemented
the search of cubic APN functions F = F (2) + F (3) such that F (3) is some cubic part and
F (2) is an APN quadratic function, that is constructed using the cyclic matrix T from the
previous section. For n = 6 we implemented the similar search, but F (3) was a cubic shift
since it is computationally hard to search through all the possible cubic parts. We have
found a large amount of cubic stacked APN functions for n = 4, 5, 6. Some examples are
provided below:

Table 1: Examples of stacked cubic APN functions (both F and F (2) are APN).

F 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F (2) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13

F 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9

F (2) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6

F 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41

F (2) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35

It is worth mentioning that we have found more than 70 000 cubic stacked APN
functions when n = 6 and all these functions belong to the same CCZ-class that is the
only known class that does not contain quadratic functions (the class number 13 in the
list from [2]).

There have been left a few open questions:

1. How to choose properly the initial function G in secondary approach? It seems
that for most APN functions in n variables it is possible to find corresponding APN
functions in n + 1 variables for some gn+1, but we have found one counterexample
when n = 6.

2. The same question arised for the choice of gn+1, since it greatly affects the outcome
of the search.
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3. It is possible to extend the above idea of restrictions on larger algebraic degree cases,
in particular, on cubic case. How to find a convenient systematic way of obtaining
these restrictions (as it was made with matrices in quadratic case)?

4. Conjecture 9 can be extended for larger dimensions, i.e. ∆F (2) 6 8 when 8 6 n 6 N1

for some N1. Can we estimate value N1?

5. Is there exist stacked APN functions of degree more than 3?
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Abstract

Bent functions of the form Fn2 → Zq, where q > 2 is a positive integer, are known
as generalized bent (gbent) functions (K.-U Schmidt, 2006). There is a class of gbent
functions for which it is possible to define a dual gbent function, gbent functions
that possess this property are called regular. A regular gbent function is said to be
self-dual if it coincides with its dual. In this paper we explore self-dual generalized
bent functions. We give necessary and sufficient conditions for the self-duality of
Maiorana–McFarland gbent functions, consider self-dual bent functions obtained by
the direct sum of generalized Boolean functions. We provide a sufficient condition
for a gbent function from Dillon’s Partial Spreads to be self-dual. Two iterative
constructions based on the generalization of iterative constructions of Boolean self-
dual bent functions are presented. We prove that the set of sign functions of self-
dual gbent functions in n variables has dimension 2n−1. We find all self-dual gbent
functions symmetric with respect to two variables and prove that self-dual gbent
function can not be affine. Symmetries that preserve self-duality are also discussed.

1 Introduction

Boolean bent functions were introduced by [19], they have applications in cryptograohy
and coding theory. In 2000, Wada [28] established a connection between bent functions
and binary constant-amplitude codewords.

Having applications of functions from Fn2 to Z4 in code-division multiple access (CDMA)
systems, K.-U Schmidt introduced in [20] the bentness of a generalized Boolean function
and also studied quaternary generalized bent (gbent) functions (see also paper [21]). Note
that generalized Boolean functions were also studied in a perspective of obtaining linear
codes, see [15]. In recent years generalized bent functions obtained much attention. In

*The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-
2019-1613 with the Ministry of Science and Higher Education of the Russian Federation and Laboratory
of Cryptography JetBrains Research.
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papers [13, 23] several constructions and properties of generalized bent functions were
obtained. The question of the characterization of generalized bent functions was recently
studied in [7, 14, 24].

Self-dual bent functions were explored by C. Carlet et al. in 2010 [3], main construc-
tions and properties were given and the classification for small number of variables was
provided. Next steps for the classification were made in [5], quadratic self-dual bent func-
tions were characterized in [9]. Other constructions, metrical properties and groups of
automorphisms of self-dual bent functions were studied in [10, 11, 12]. In 2018 L. Sok.
et al. in paper [22] studied quaternary self-dual bent functions from the viewpoints of
existence, construction, and symmetry. In current work we investigate constructions,
symmetries and other properties of self-dual generalized bent functions Fn2 → Zq, when q
is even.

A survey on different generalizations of bent functions can be found in [25].

2 Notation

Let Fn2 be a set of binary vectors of length n. For x, y ∈ Fn2 denote 〈x, y〉 =
n⊕
i=1

xiyi, where

the sign ⊕ denotes a sum modulo 2.
A generalized Boolean function f in n variables is any map from Fn2 to Zq, the integers

modulo q. The set of generalized Boolean functions in n variables is denoted by GF qn. Let
ω = e2πi/q. A sign function of f ∈ GF qn is a complex valued function ωf , we will also refer
to it as to a complex vector

(
ωf0 , ωf1 , ..., ωf2n−1

)
of length 2n, where (f0, f1, ..., f2n−1) is a

vector of values of the function f .
The Hamming weight wtH(x) of the vector x ∈ Fn2 is the number of nonzero coordinates

of x. The Hamming distance distH(f, g) between generalized Boolean functions f, g in n
variables is the cardinality of the set {x ∈ Fn2 |f(x) 6= g(x)}. The Lee weight of the element
x ∈ Zq is wtL(x) = min {x, q − x}. The Lee distance distL(f, g) between f, g ∈ GF qn is

distL(f, g) =
∑
x∈Fn

2

wtL (δ(x)) ,

where δ ∈ GF qn and δ(x) = f(x) + (q − 1)g(x) for any x ∈ Fn2 . For Boolean case q = 2
the Hamming distance coincides with the Lee distance.

The (generalized) Walsh–Hadamard transform of f ∈ GF qn is the complex valued
function:

Hf (y) =
∑
x∈Fn

2

ωf(x)(−1)〈x,y〉.

A generalized Boolean function f in n variables is said to be generalized bent (gbent)
if

|Hf (y)| = 2n/2,

for all y ∈ Fn2 [20]. If there exists such f̃ ∈ GF qn that Hf (y) = ωf̃(y)2n/2 for any y ∈ Fn2 , the

gbent function f is said to be regular and f̃ is called its dual. Note that f̃ is generalized
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bent as well. A regular gbent function f is said to be self-dual if f = f̃ , and anti-self-dual
if f = f̃ + q

2
. Consequently, it is the case only for even q. So throughout this paper we

assume that q is a natural even number.

3 Constructions

3.1 Direct sum

Suppose n = n1 + n2 + · · · + nr and pk 6 q, where nk, pk are positive integers for k =
1, 2, ..., r. Let f ∈ GF qn, consider gbent functions fk ∈ GFpkn , k = 1, 2, ..., r. The function

f(x) = f1
(
x(1)
)

+ f2
(
x(2)
)

+ · · ·+ fr
(
x(r)
)
,

where x(k) ∈ Fnk
2 and x =

(
x(1), x(2), ..., x(r)

)
∈ Fn2 , is a direct sum of generalized Boolean

functions fk. Gbent functions obtained by a direct sum of generalized Boolean functions
were studied in paper [8], it was proved that function f is gbent if and only if all fk are
gbent functions. Here we consider self-dual bent functions obtained by this construction.

Proposition 1. Assume all numbers pk are even and fk ∈ GFpkn are gbent functions such

that f̃k = fk + ck (pk/2), where ck ∈ F2, k = 1, 2, ..., r. If there is an even number of
nonzero coefficients ck, the function f is a self-dual gbent function in n variables.

3.2 Maiorana–McFarland class

Bent functions in 2k variables which have a representation

f(x, y) = 〈x, π(y)〉 ⊕ g(y),

where x, y ∈ Fk2, π : Fk2 → Fk2 is a permutation and g is a Boolean function in k variables,
form the well known Maiorana–McFarland class of bent functions. It is known [2] that a
dual of a Maiorana–McFarland bent function f(x, y) is equal to

f̃(x, y) = 〈π−1(x), y〉 ⊕ g
(
π−1(x)

)
.

A generalization of this construction for the case q = 4 was given by Schmidt in [20].
In [23] this construction was given for any even q, thus, forming the following construction

f(x, y) =
q

2
〈x, π(y)〉+ g(y),

where x, y ∈ Fk2, π : Fk2 → Fk2 is a permutation and g is a generalized Boolean function in
k variables. Its dual is

f̃(x, y) =
q

2
〈π−1(x), y〉+ g

(
π−1(x)

)
.

In the article [3] necessary and sufficient conditions of (anti-)self-duality of Maiorana–
McFarland bent functions, denoted by SB+

M(n) (SB−M(n)), were given. In [22] quaternary
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self-dual Maiorana–McFarland bent functions were studied and necessary and sufficient
conditions of self-duality were obtained for them.

In the current work we generalize these results for any even q. Denote the sets of
(anti-)self-dual generalized Maiorana–McFarland bent functions by SB+

Mq(n) (SB−Mq(n))

Theorem 2. A generalized Maiorana–McFarland bent function

f(x, y) =
q

2
〈x, π(y)〉+ g(y), x, y ∈ Fn/22 ,

is (anti-)self-dual bent if and only if for any y ∈ Fn/22

π(y) = L (y ⊕ b) , g(y) =
q

2
〈b, y〉+ d,

where L ∈ On/2, b ∈ Fn/22 , wt (b) is even (odd), d ∈ Zq.

It follows that the number of such functions is a function of q and the cardinality of
the orthogonal group.

Corollary 3. It holds∣∣SB+
GMq(n)

∣∣ =
∣∣SB−GMq(n)

∣∣ = q · 2n/2−1 |O (n/2,F2)| .

3.3 Dillon functions type

In [13] an explicit representation of functions in a generalization of Dillon’s PSap class to
gbent functions with q = 2k was presented. By comparing the function from PSap in a
bivariate form with its dual (that was also given in [13]) we obtain the following result.

Theorem 4. Assume Gj, j = 0, 1, ..., k− 1, be balanced Boolean functions in m variables

with Gj(0) = 0 and
∑

t∈F2m

ω

k−1∑
j=0

2jGj(t)

= 0. Then, if Gj(u) = Gj(1/u) for any u ∈ F2m (with

the convention 1/0 = 0), then the function f : F2m × F2m → Z2k given by

f(x, y) =
k−1∑
j=0

2jGj(x/y)

is self-dual gbent in 2m variables.

3.4 Iterative construction

Let f0, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean function g in
n+ 2 variables which is defined as

g(00, x) = f0(x), g(01, x) = f1(x), g(10, x) = f2(x), g(11, x) = f3(x), x ∈ Fn2 .
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It is known (Preneel et al., 1991; see also [1, 26]) that under condition that all f0, f1, f2, f3
are Boolean bent functions in n variables, the mentioned function g is a bent function in
n+ 2 variables if and only if

f̃0 ⊕ f̃1 ⊕ f̃2 ⊕ f̃3 = 1,

that gives the construction of a bent function in n+2 variables through the concatenation
of vectors of values of four bent functions in n variables [16].

Following N. Tokareva [26], we will refer to Boolean bent functions obtained by this
construction as bent iterative functions (BI) the set of such bent functions in n variables is
denoted by BIn. A construction of generalized bent functions in n+ 2 variables obtained
by concatenation of four generalized Boolean functions on n variables was studied in [17].

Bent iterative constructions of self-dual Boolean bent functions in n+2 variables, based
on concatenation of 4 Boolean bent functions in n variables, were presented in [3, 11].
In current work we give two constructions of generalized bent iterative functions that
generalize the constructions for Boolean case:

Theorem 5. 1) Let f be a regular gbent function in n variables, then the sign function(
F, F̃ , F̃ ,−F

)
,

is the sign function of a self-dual gbent function in n+ 2 variables;

2) Let f be a self-dual gbent function in n variables with the sign function F , and g
be an anti-self-dual gbent function in n variables with the sign function G, then the
sign function

(F,G,−G,F ) ,

is the sign function of a gbent function in n+ 2 variables.

4 Sign functions of (anti-)self-dual gbent functions

Let In be the identity matrix of size n and Hn = H⊗n1 be the n-fold tensor product of the
matrix H1 with itself, where

H1 =

(
1 1
1 −1

)
.

It is known the Hadamard property of this matrix

HnH
T
n = 2nI2n ,

where HT
n is transpose of Hn (it holds HT

n = Hn by symmetricity of Hn).
Recall an orthogonal decomposition of R2n in eigenspaces of Hn from [3] (Lemma 5.2):

R2n = Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,

where the symbol ⊕ denotes a direct sum of subspaces. Consider the same decomposition

C2n = Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,
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for a complex space C2n .
As for the Boolean case (see [12]), we note that sign function of any self-dual gbent

function is the eigenvector of Hn attached to the eigenvalue 1, that is an element from
the subspace Ker (Hn − I2n) = Ker

(
Hn − 2n/2I2n

)
. The same holds for a sign func-

tion of any anti-self-dual gbent function, which obviously is an eigenvector of Hn at-
tached to the eigenvalue (−1), that is an element from the subspace Ker (Hn + I2n) =
Ker

(
Hn + 2n/2I2n

)
.

It is known that

dim (Ker (Hn + I2n)) = dim (Ker (Hn − I2n)) = 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ R2n . Moreover, sinceHn is symmetric
(Hermitian), the subspaces Ker (Hn + I2n) and Ker (Hn − I2n) are mutually orthogonal.

In [11] it was proved that provided n > 4, the linear span of sign functions of self-dual
as we;; as anti-self-dual Boolean bent functions in n variables has dimension 2n−1. The
same result can be also given for gbent functions:

Theorem 6. Let n > 4, then the linear span of sign functions of (anti-)self-dual gbent
functions in n variables has dimension 2n−1.

5 Self-dual gbent functions symmetric with respect to two vari-
ables

A generalized Boolean function h ∈ GF qn+2 is symmetric with respect to two variables y
and z if and only if there exist functions f, g, s ∈ GF qn such that

h(z, y, x) = f(x) + (y ⊕ z)g(x) + yzs(x), y, z ∈ F2, x ∈ Fn2 . (1)

In paper [23] it was proved that a function of such form is gbent if and only if the
functions f, f + g are gbent and s(x) = q/2, x ∈ Fn2 . We study the conditions for self-
duality of functions of such form.

Theorem 7. Let h be a gbent function of the form (1). Then h is self-dual if and only

if f is gbent, g = f̃ + (q − 1)f , and s(x) = q/2, x ∈ Fn2 .

6 Affinity of self-dual gbent function

In paper [17] for the case when q is divisible by 4, necessary and sufficient conditions for
the bentness of generalized Boolean functions of the form

f(x) =
n∑
i=1

λixi + λ0,

where λ0, λ1, ..., λn ∈ Zq, were obtained. Functions from this class are referred to as affine
functions.
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It is well known that Boolean bent function and, as a consequence, self-dual Boolean
bent function can not be affine. The next result shows non-existence of self-dual gbent
functions in the class of affine functions.

Theorem 8. There are no self-dual generalized bent functions in n variables of the form

f(x) =
n∑
i=1

λixi + λ0,

where λ0, λ1, ..., λn ∈ Zq.

7 Symmetries

Denote, according to [6], the orthogonal group of index n over the field F2 as

On =
{
L ∈ GL (n,F2) |LLT = In

}
,

where LT denotes the transpose of L and In is an identical matrix of order n over the
field F2.

In paper [5] (see also [3]) it was shown that the mapping

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d,
where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2, preserves self-duality of a bent function.
The group which consists of mappings of such form is called an extended orthogonal group
and denoted by On [4, 5]. It is known that this group is a subgroup of GL (n+ 2,F2) [5].

In paper [12] known results were generalized within isometric mappings from the set
of all mappings of all Boolean functions in n > 4 variables into itself, which preserve the
Hamming distance. Namely it was proved the necessity of such a form of mappings for
prserving of (anti-)self-duality.

In current work we consider the mappings of the set of all generalized Boolean functions
in n variables to itself of the form

f(x) −→ f(π(x)) + g(x),

where π is a permutation on the set Fn2 and g ∈ GFn. It is clear that such mappings
preserve both Hamming and Lee distances between generalized Boolean functions.

The following result provides the construction of mappings of such form that preserves
(anti-)self-duality of a Boolean function.

Theorem 9. The mapping of the set of all generalized Boolean functions in n variables
to itself of the form

f(x) −→ f(π(x)) + g(x),

with
π(x) = L (x⊕ c) ,

and
g(x) =

q

2
〈c, x〉+ d,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2, preserves (anti-)self-duality of a gbent
function.

Sequences and Their Applications (SETA) 2020 7

225



A. Kutsenko

References

[1] Canteaut A., Charpin P. Decomposing bent functions. IEEE Trans. Inform. Theory,
49(8), 2004–2019 (2003).

[2] Carlet C. Boolean functions for cryptography and error correcting code. In: Crama Y.,
Hammer P.L. (eds.) Boolean Models and Methods in Mathematics, Computer Science,
and Engineering. p. 257–397. Cambridge University Press, Cambridge (2010).

[3] Carlet C., Danielson L.E., Parker M.G., Solé. P. Self-dual bent functions. Int. J.
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[7] Hodžić S., Meidl W., Pasalic E. Full Characterization of Generalized Bent Functions
as (Semi)-Bent Spaces, Their Dual, and the Gray Image. IEEE Trans. Inform. Theory,
64(7), 5432–5440, 2018.

[8] Hodžić S., Pasalic E. Generalized Bent Functions — Some General Construction
Methods and Related Necessary and Sufficient Conditions. Cryptogr. Commun., 7,
469–483, 2015.

[9] Hou X.-D. Classification of self dual quadratic bent functions. Des. Codes Cryptogr.,
63(2), 183–198 (2012).

[10] Kutsenko A.V., The Hamming Distance Spectrum Between Self-Dual Maiorana–
McFarland Bent Functions, Journal of Applied and Industrial Mathematics, 12(1),
112–125 (2018).

[11] Kutsenko A. Metrical properties of self-dual bent functions. Des. Codes Cryptogr.,
88, 201–222 (2020).

[12] Kutsenko A. The group of automorphisms of the set of self-dual bent functions.
Cryptogr. Commun., (2020). DOI: 10.1007/s12095-020-00438-y
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Metrical properties of the set of bent functions in

view of duality

Aleksandr Kutsenko and Natalia Tokareva

Abstract

In this work 1 we give a review of metrical properties of the entire set of bent
functions and its signi�cant subclasses of self-dual and anti-self-dual bent functions.
We give results for iterative contruction of bent functions in n+2 variables based on
the concatention of four bent functions and consider related open problem proposed
by one of the authors. Criterion of self-duality for bent iterative functions and corol-
laries on sign functions and constructions of self-dual bent functions are discussed.
It is explored that the pair of sets of bent functions and a�ne functions as well as
a pair of sets of self-dual and anti-self-dual bent functions in n > 4 variables is a
pair of mutually maximally distant sets that implies metrical duality. The solution
to the problems of preserving bentness and anti-self-duality within automorphisms
of the set of all Boolean functions is considered.

Keywords: Boolean bent function, self-dual bent function, Hamming distance, metrical
regularity, automorphism group, iterative construction

1 Introduction

How much do we know about some cryptographic objects? One way to
measure it is to describe what we can do with them. Otherwise to characterize
groups of automorphisms of these objects � separately for each object or
together while they form some special class. The question about the group of
automorphisms of a set in the Boolean cube necessarily leads us to metrical
properties of this set. That is why we are very interested inmetrical properties
of distinct cryptographic Boolean functions.

The term �bent function� was introduced by Oscar Rothaus in
the 1960s [28]. It is known [36], that at the same time Boolean functions
with maximal nonlinearity were also studied in the Soviet Union. The term

1The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-

1613 with the Ministry of Science and Higher Education of the Russian Federation and Laboratory of

Cryptography JetBrains Research.
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minimal function, which is actually a counterpart of a bent function, was
proposed by the Soviet scientists Eliseev and Stepchenkov in 1962. Bent
functions have connections with such combinatorial objects as Hadamard
matrices and di�erence sets. Since bent functions have maximum Hamming
distance to linear structures and a�ne functions they deserve attention for
practical applications in symmetric cryptography, in particular, for block and
stream ciphers. We refer to the survey [5] and monographies of Mesnager [25]
and Tokareva [36] for more information concerning known results and open
problems related to bent functions. Results regarding the study of metrical
properties of the set of bent functions one can �nd in article [16].

In this paper we study the class of bent function Bn and its important
subclasses � self-dual bent functions SB+(n) (i.e. functions such that f = f̃)
and anti-self-dual bent functions SB−(n) (i.e. functions such that f ⊕ 1 =
f̃), where f̃ is the dual of f . We suppose that the keys to the nontrivial
and important properties of the class of bent functions are in understanding
how does the duality mapping f → f̃ operate with bent functions. Recall

that
˜̃
f = f for every bent function f . It is important to note that the duality

mapping is the unique known isometric mapping of the bent functions into
themselves that can not be extended to a typical isometry of the whole set
of all Boolean functions that preserves bent functions.

On other hand, the essence of bent functions is expressed in their met-
rical properties, namely in maximizing distances between them and a�ne
functions. Note that this very idea in more general form is realized in the
concept of metrical complement and metrically regular sets. Recall that X̂ is
the metrical complement of the set of functions X if it contains all Boolean
functions that are on the maximal possible distance from X. The set is met-

rically regular, if
̂̂
X = X. There is a some similarity to the self-duality of

bent functions, is not it?
Our attention is drawn to automorphism groups of the sets Bn, An,

SB+(n), SB−(n) and their metrical properties. Previously, we established
that the set of all bent functions Bn and the set of all a�ne functions

An form a pair of metrically regular sets, i.e.
̂̂Bn = Ân = Bn. Now we

prove the same fact for the classes of self-dual and anti-self-dual func-
tions: they form another such pair of metrically complement functions,

i.e.
̂̂
SB+(n) = ŜB−(n) = SB+(n). In both cases for elements in a pair of met-

rically regular sets we prove the coincidence of automorphism groups. Thus,
Aut (Bn) = Aut (An) and Aut

(
SB+(n)

)
= Aut

(
SB−(n)

)
. Some other cu-

rious properties of bent functions related to their special constructions are

2
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discussed in the paper.
The work has the following structure: notation and de�nitions are in the

Section 2. In Section 3 the duality of a bent function is described, including
some its important properties and relevant hypothesis (Section 3.1). Some
general and metrical properties of the set of bent functions which coincide
with their duals, namely self-dual bent functions, are given in Section 3.2.
In Section 4 we discuss the iterative construction of bent function in n + 2
variables based on the concatenation of four bent functions in n variables.
The lower bounds on its cardinality and open problem relevant for the set
of bent function are in Section 4.1. Criterion of self-duality for bent iterative
functions and its corollaries for sign functions together with constructions of
self-dual bent functions are discussed in Sections 4.2 and 4.3. In Section 5 the
metrical complement of the set of bent functions is studied (Section 5.2) and
the results regarding metrical regularity of the set of bent functions and the
set of a�ne functions are given. Metrical complement of the set of (anti-)self-
dual bent functions is in Section 5.3. In Section 6 groups of automorphisms
of considered sets are studied. The group of automorphisms of the set of bent
functions is characterized in Section 6.3 while the (anti-)self-dual case is in
Section 6.5. In Section 6.4 we discuss automorphisms of the set of all Boolean
functions in n variables which de�ne bijections between sets of self-dual and
anti-self-dual bent functions. In Section 6.6 we state the relation between the
results from Section 6.5 and preserving of the Rayleigh quotient of a Boolean
function.

2 Notation

Let Fn2 be a space of binary vectors of length n. Denote, following [12],
the orthogonal group of index n over the �eld F2 as

On =
{
L ∈ GL (n,F2) |LLT = In

}
,

where LT denotes the transpose of L and In is an identical matrix of order
n over the �eld F2.

A Boolean function f in n variables is a map from Fn2 to F2. Its sign
function is F (x) = (−1)f(x), x ∈ Fn2 . We will also refer to a sign function as
to a vector from the set {±1}2

n

:

F = (−1)f =
(
(−1)f0, (−1)f1, ..., (−1)f2n−1

)
∈ {±1}2

n

,

where (f0, f1, ..., f2n−1) ∈ F2n
2 is a truth-table representation of f with ar-

guments given in the lexicographic order. The set of Boolean functions in n
variables is denoted by Fn.

3
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The algebraic normal form (ANF, Zhegalkin polynomial) of a Boolean
function f ∈ Fn is de�ned to be

f (x1, x2, ..., xn) =
⊕

(i1,i2,...,in)∈Fn
2

ai1i2...inx
i1
1 x

i2
2 ...x

in
n ,

where az ∈ F2 for any z ∈ Fn2 (with the convention 00 = 1). The algebraic
degree deg(f) of a Boolean function f is the maximal degree of monomials
which occur in its algebraic normal form with nonzero coe�cients.

The Hamming weight wt(x) of the vector x ∈ Fn2 is the number of nonzero
coordinates of x. The Hamming weight wt(f) of the function f ∈ Fn is
the Hamming weight of its vector of values. The sign ⊕ denotes a sum
modulo 2. The Hamming distance dist(f, g) between Boolean functions f, g
in n variables is a cardinality of the set {x ∈ Fn2 : f(x)⊕ g(x) = 1}. For
x, y ∈ Fn2 denote 〈x, y〉 =

n⊕
i=1

xiyi. Boolean functions in n variables of the

form f(x) = 〈a, x〉 ⊕ a0, x ∈ Fn2 , where a0 ∈ F2, a ∈ Fn2 , are called a�ne
functions. The set of a�ne functions in n variables is denoted by An.

The Walsh�Hadamard transform (WHT) of a Boolean function f in n

variables is an integer valued function Wf : Fn2 → Z, de�ned as

Wf(y) =
∑
x∈Fn

2

(−1)f(x)⊕〈x,y〉, y ∈ Fn2 .

A Boolean function f in an even number n of variables is called bent if

|Wf(y)| = 2n/2,

for all y ∈ Fn2 . The set of all bent functions in n variables is denoted by Bn.

3 The dual of a bent function

From the de�nition of a bent function it follows that for any y ∈ Fn2 we
have

Wf(y) = (−1)f̃(y)2n/2,

for some f̃ ∈ Fn. The Boolean function f̃ de�ned above is called the dual
function of the bent function f . Thus, for any bent function in n variables
its dual Boolean function is uniquely de�ned. The duality of bent functions
was introduced by Dillon [10].

4

231



3.1 Properties

Some basic known properties of dual functions are the following [5]:

� Every dual function is a bent function;

� If f̃ is dual to f and
˜̃
f is dual to f̃ , then

˜̃
f = f ;

� The mapping f → f̃ which acts on the set of bent functions, preserves
the Hamming distance.

There is the following connection between the algebraic degrees of a bent
function and its dual [13]:

n/2− deg(f) >
n/2− deg

(
f̃
)

deg
(
f̃
)
− 1

.

Some results obtained for dual functions can be used in proving the results
concerning bent functions, in particular, the connection between algebraic
normal form (ANF) coe�cients of a bent function and its dual, see [7]:∑

x4y

f(x) = 2wt(y) − 2n/2−1 + 2wt(y)−n/2
∑
x4y⊕1

f̃(x).

One of the most important problem in bent functions is to �nd the num-
ber of them. A new approach to this problem was introduced in [32], see
Section 4.1, and the following hypothesis was formulated.

Hypothesis (Tokareva, 2011): any Boolean function in n variables of
degree not more than n/2 can be represented as the sum of two bent functions
in n variables, where n > 2 is an even number.

The review of partial results regarding this problem and also in favour of
the Hypothesis one can �nd in [34]. It was also proved in [35] that

Theorem 1. A bent function in n > 4 variables can be represented as the
sum of two bent functions in n variables if and only if its dual bent function
does.

So, it follows that the mentioned Hypothesis with the decomposition
problem, see Section 4.1, can not be considered separately for a bent function
and its dual.

It is worth noting that this hypothesis is a counterpart of the Goldbach's
conjecture in number theory unsolved since 1742: any even number n > 4
can be represented as the sum of two prime numbers.
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Isometric mappings of the set of all Boolean functions in n variables to
itself which preserve bentness and the Hamming distance between every bent
function and its dual were characterized in [19], namely it was proved that

Theorem 2. An isometric mapping ϕ of the set of all Boolean functions in
n variables into itself preserves bentness and the Hamming distance between
every bent function and its dual if and only if ϕ has form

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d, x ∈ Fn2 ,

for some L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2.

3.2 Self-duality

If a bent function f coincides with its dual it is said to be self-dual, that
is f = f̃ . A bent function which coincides with the negation of its dual is
called an anti-self-dual, that is f = f̃ ⊕ 1. The set of (anti-)self-dual bent
functions in n variables, according to [14], is denoted by SB+(n)

(
SB−(n)

)
.

Self-dual bent functions were explored in paper of Carlet et. al. [4] in 2010,
where some important properties and constructions were given. All equiv-
alence classes of self-dual bent functions in 2, 4, and 6 variables and all
quadratic self-dual bent functions in 8 variables with respect to a restricted
form of an a�ne transformation

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2, which preserves self-duality were
also presented. Further, equivalence classes of cubic self-dual bent functions
in 8 variables with respect to the mentioned above restricted form of a�ne
transformation one can �nd in [11]. In [14] a classi�cation of quadratic self-
dual bent functions was obtained. The upper bound for the cardinality of the
set of self-dual bent functions was given in [15]. In [20, 24] one can �nd new
constructions of self-dual bent functions. A connection of quaternary self-
dual bent functions and self-dual bent Boolean functions was shown in [29].
In [18] it was proved that for any d ∈ {2, 3, ..., n/2} there exists a self-dual
bent function of algebraic degree d.

In papers [17, 18, 19] metrical properties of the sets of (anti-)self-dual
bent functions in n variables were studied. Below we brie�y discuss some of
them.

Recall that bent functions in 2k variables which have a representation

f(x, y) = 〈x, π(y)〉 ⊕ g(y), x, y ∈ Fk2,
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where π : Fk2 → Fk2 is a permutation and g is a Boolean function in k variables,
form the well known Maiorana�McFarland class of bent functions [23]. Let
the denotion SB+

M(n) stands for the set of self-dual Maiorana�McFarland
bent functions and SB−M(n) for the set of anti-self-dual ones. Necessary and
su�cient conditions of (anti-)self-duality of bent functions from Maiorana�
McFarland class are known from [4]. Regarding the spectrum of Hamming
distances in [17] the following result was proved.

Theorem 3. Let f, g ∈ SB+
M(n) ∪ SB−M(n), then

dist(f, g) ∈
{
2n−1, 2n−1

(
1± 1

2r

)
, r = 0, 1, ..., n/2− 1

}
,

Moreover, if either f, g ∈ SB+
M(n) or f, g ∈ SB−M(n), then all distances

except 2n−1 are attainable, and for any pair f ∈ SB+
M(n) and g ∈ SB−M(n)

it holds dist(f, g) = 2n−1.

By analysis of the set of distances from Theorem 3 the minimal Hamming
distance between considered functions can be obtained:

Corollary 1. The minimal Hamming distance between (anti-)self-dual
Maiorana�McFarland bent functions is equal to 2n−2.

Moreover, since the minimal Hamming distance between quadratic
Boolean functions in n variables (which correspond to codewords of
the RM(2, n) code) is at least 2n−2 [21], the following fact holds

Corollary 2. The minimal Hamming distance between quadratic bent func-
tions can be attained on (anti-)self-dual Maiorana�McFarland bent functions.

It is well known that the minimal Hamming distance between bent func-
tions in n variables is equal to 2n/2, see [16] for instance. In [18] it was proved
that this extremal value can be attained on (anti-)self-dual bent functions.

Theorem 4. Let n > 4, then the minimal Hamming distance between dis-
tinct (anti-)self-dual bent functions in n variables is equal to 2n/2.

4 Iterative construction BI

Let f0, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean
function g in n+ 2 variables which is de�ned as

g(00, x) = f0(x), g(01, x) = f1(x),

7
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g(10, x) = f2(x), g(11, x) = f3(x),

where x ∈ Fn2 .
It is known (Preneel et. al., 1991; see also [1, 32]) that under condition

f0, f1, f2, f3 ∈ Bn the mentioned function g is a bent function in n + 2
variables if and only if

f̃0 ⊕ f̃1 ⊕ f̃2 ⊕ f̃3 = 1,

that gives the construction of a bent function in n+ 2 variables through the
concatenation of vectors of values of four bent functions in n variables [27].

Bent functions which are obtained by this construction, in accordance
with [32], are called bent iterative functions (BI) and the set of such bent
functions in n variables is denoted by BIn.

In the article [6] the comparison of cardinalities of di�erent known iter-
ative constructions of bent functions in n 6 10 variables was presented and
the class BI had the biggest cardinality among them.

According to [1] there exist bent functions from Maiorana�McFarland
class [23] and from the class PS (Partial Spreads) [10] that can not be rep-
resented as bent iterative functions. Also from paper [2] on nonnormal bent
functions it follows that there exist bent functions in BIn that are nonequiv-
alent to Maiorana�McFarland bent functions.

4.1 Lower bounds on the cardinality and related open problem

In paper [32] some possible ways of how to calculate the number of bent
iterative functions were shown.

Theorem 5. For any even n > 4

|BIn| =
∑

f ′∈Bn−2

∑
f ′′∈Bn−2

|(Bn−2 ⊕ f ′) ∩ (Bn−2 ⊕ f ′′)| .

Denote Xn = {f ⊕ h|f, h ∈ Bn} and consider the system {Cf : f ∈ Bn}
of its subsets de�ned as Cf = Bn ⊕ f . So,

Xn =
⋃
f∈Bn

Cf .

Let ψ be an element ofXn. The number of subsets Cf that cover ψ, according
to [32], is called multiplicity of ψ and is denoted by m (ψ). One can notice
that if ψ is covered by Cf then it is covered by any set Cf ′, where f

′ is
obtained from f by adding an a�ne function.

In [32] the exact number of bent iterative functions through the multi-
plicities was obtained.
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Theorem 6. For any even n > 2

|BIn+2| =
∑
ψ∈Cf

m2 (ψ) .

So, in order to evaluate |BIn+2| (and then |Bn+2|) we have to study the
set Xn and the distribution of multiplicities for its elements. Such analysis,
as shown in [32], gives the following lower bound.

Theorem 7. For any even n > 2

|Bn+2|4

|Xn|
6 |BIn+2| 6 |Bn+2| .

Thus for calculating the exact number of bent iterative functions one has
to study the structure of the setXn. So, we come to a new problem statement.

Open problem: bent sum decomposition (Tokareva, 2011).What
Boolean functions can be represented as the sum of two bent functions in n
variables? How many such representations does a Boolean function admit?

The related Hypothesis was previuosly mentioned in the Section 3.1.

4.2 Self-dual bent iterative functions

The set of (anti-)self-dual bent functions from BIn is further denoted by
SB+
BI(n)

(
SB−BI(n)

)
.

In paper [18] the necessary and su�cient conditions of self-duality of bent
iterative functions were studied, namely the following result was obtained.

Theorem 8. Let g ∈ BIn+2 then g is self-dual if and only if there exists
such pair of functions g1, g2 ∈ Bn and a function h ∈ Fn that:

f0 = (g1 ⊕ g2)h⊕ g1 = g̃2,

f1 = (g1 ⊕ g2)h⊕ g2 = g̃1 ⊕ h,
f2 = (g1 ⊕ g2)h⊕ g2 ⊕ h = g̃1,

f3 = (g1 ⊕ g2)h⊕ g1 ⊕ h⊕ 1 = g̃2 ⊕ h⊕ 1.

Remark 1. It can be proved that the function h is uniquely de�ned by a pair
of bent functions g1, g2, namely: h = g1 ⊕ g̃1 ⊕ g2 ⊕ g̃2.

By considering constant function h one can immediately obtain two con-
structions of self-dual bent iterative functions.
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Corollary 3. Functions

f ′ (y1, y2, x) = (y1 ⊕ y2)
(
f(x)⊕ f̃(x)

)
⊕ f(x)⊕ y1y2,

f ′′ (y1, y2, x) = (y1 ⊕ y2) (ϕ(x)⊕ ω(x))⊕ ϕ(x)⊕ α1y1 ⊕ α2y2 ⊕ y1y2,
where

y1, y2, α1, α2 ∈ F2, α1 ⊕ α2 = 1, x ∈ Fn2 ,

f ∈ Bn, ϕ ∈ SB+(n), ω ∈ SB−(n),

are self-dual bent functions in n+ 2 variables.

Remark 2. The �rst construction from those listed above (for f ′) was pre-
sented in [4] as an example of the construction which uses the indirect sum of
bent functions, see [3]. It is worth noting that the second construction (for f ′′)
can also be obtained from indirect sum of bent functions.

Since these constructions do not intersect, the sum of their cardinalities
is a lower bound for the cardinality of the set of self-dual bent iterative
functions.

Corollary 4. It holds

|Bn−2|+
∣∣SB+(n− 2)

∣∣2 6 ∣∣SB+
BI(n)

∣∣ 6 |Bn−2|2 .
4.3 The dimension of linear span of sign functions of self-dual

bent functions

Let In be an identity matrix of size n and Hn = H⊗n1 be the n-fold tensor
product of the matrix H1 with itself, where

H1 =

(
1 1
1 −1

)
.

It is known the Hadamard property of this matrix

HnH
T
n = 2nI2n.

Denote Hn = 2−n/2Hn. In terms of sign functions the function f ∈ Fn is
bent if for its sign function F it holds HnF ∈ {±1}2

n

.
Recall that a non-zero vector v ∈ Cn is called an eigenvector of a square

n×n matrix A attached to the eigenvalue λ ∈ C if Av = λv. A linear span of
eigenvectors attached to the eigenvalue λ is called an eigenspace associated
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with λ. Consider a linear mapping ψ : Cn → Cn represented by a n × n
complex matrix A. A kernel of ψ is the set

Ker (ψ) = {x ∈ Cn|Ax = 0 ∈ Cn} ,

where 0 is a zero element of the space Cn.
From the de�nition of self-duality it follows that sign function of any

self-dual bent function is the eigenvector of Hn attached to the eigenvalue 1,
that is an element from the subspace Ker (Hn − I2n) = Ker

(
Hn − 2n/2I2n

)
.

The same holds for a sign function of any anti-self-dual bent function, which
obviously is an eigenvector of Hn attached to the eigenvalue (−1), that is an
element from the subspace Ker (Hn + I2n) = Ker

(
Hn + 2n/2I2n

)
.

In [4] an orthogonal decomposition of R2n in eigenspaces of Hn was given:

R2n = Ker
(
Hn + 2n/2I2n

)
⊕ Ker

(
Hn − 2n/2I2n

)
, (1)

where the symbol ⊕ denotes a direct sum of subspaces.
It is known that

dim
(
Ker

(
Hn + 2n/2I2n

))
= dim

(
Ker

(
Hn − 2n/2I2n

))
= 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ R2n. Moreover, from
symmetricity of Hn it follows that the subspaces Ker

(
Hn − 2n/2I2n

)
and

Ker
(
Hn + 2n/2I2n

)
are mutually orthogonal.

In [18] it was proved that within the set of sign functions of self-dual
and anti-self-dual bent functions in n > 4 variables there exist basises of
the eigenspaces of the matrix Hn attached to the eigenvalues 1 and (−1)
correspondingly.

Theorem 9. The linear span of sign functions of (anti-)self-dual bent func-
tions in n > 4 variables has dimension 2n−1.

It is worth notice that the desired basises consist of sign functions of
(anti-)self-dual bent iterative functions provided by two constructions from
Corollary 3.

5 Metrical complement and regularity

In this section we give results regarding notable metrical property of a
subset of Boolean cube called metrical regularity. The sets of a�ne Boolean
functions and bent functions possess it. The sets of self-dual and anti-self-
dual bent functions in n > 4 variables are also mutually maximaly distant.
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That implies metrical duality, in some sence, between the considered pairs of
subsets of Boolean functions.

Regarding that some essential and intriguing questions arise: for instance,
are there any pairs of metrically regular subsets inside the metrically regular
set of bent functions in n variables? If additionally, in order to exclude some
trivial cases we consider only the subsets which include functions together
with their negations, the maximal Hamming distance from the considered
sets is at most 2n−1. Are there any pairs of metrically regular subsets with
additional mentioned requirement such that the distance between them is
exactly 2n−1, that is to say they are extremal in a manner?

5.1 De�nitions

Let X ⊆ Fn2 be an arbitrary set and let y ∈ Fn2 be an arbitrary vector.
De�ne the distance between y and X as dist(y,X) = min

x∈X
dist(y, x). The

maximal distance from the set X is

d(X) = max
y∈Fn

2

dist(y,X).

In coding theory this number is also known as the covering radius of
the set X. A vector z ∈ Fn2 is called maximally distant from a set X if
dist(z,X) = d(X). The set of all maximally distant vectors from the set
X is called the metrical complement of the set X and denoted by X̂. A set

X is said to be metrically regular if
̂̂
X = X. De�ne, a subset of Boolean

functions to be metrically regular if the set of corresponding vectors of values
is metrically regular [36].

Sets of functions which have maximum distance from partition set func-
tions were studied in [30], it was shown that partition set functions de�ned by
some partition are mutually maximally distant sets. Lower bound on size of
the largest metrically regular subset of the Boolean cube was studied in [26].

5.2 The set of bent functions

It is well-known that

Proposition 1. Any isometric mapping of the form

f(x) −→ f (Ax⊕ b)⊕ 〈c, x〉 ⊕ d,

where A ∈ GL(n), b, c ∈ Fn2 , d ∈ F2, preserves bentness.

In [33] the following theorem was proved:
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Theorem 10. For each non-a�ne Boolean function h ∈ Fn there exists a
bent function f ∈ Bn such that f ⊕ h is not bent.

From Proposition 1 and Theorem 10 it follows that the set of bent func-
tions is closed under addition of a�ne Boolean functions only. This fact
implies that the a�ne functions are precisely all Boolean functions which are
at the maximum distance from the class of bent functions. Namely, in [33] it
was shown that

Theorem 11. A Boolean function in n variables is

� a bent function if and only if it has the maximal possible distance 2n−1−
2n/2−1 to the set of all a�ne functions, that is it is an element of Ân;

� an a�ne function if and only if it has the maximal possible distance
2n−1 − 2n/2−1 to the set of all bent functions, that is it is an element
of B̂n.

Thus, from the results given in [33] it follows that there exists a duality,
in some sense, between the de�nitions of bent functions and a�ne functions.
In particular, we obtain metrical regularity of the sets of a�ne functions and
bent functions.

Corollary 5. It holds:

� the set An of all a�ne Boolean functions in n variables is metrically
regular;

� the set Bn of all bent functions in n variables is metrically regular.

5.3 The set of (anti-)self-dual bent functions

Since for any self-dual Boolean function f ∈ SB+(n) its negation f ⊕ 1
is also self-dual, the maximal Hamming distance from the set SB+(n) is at
most 2n−1. It was proved by Carlet et. al. in [4] that the Hamming distance
between any pair of self-dual and anti-self-dual bent functions, both in n
variables, is equal to 2n−1. From that it follows that

d
(
SB+(n)

)
= 2n−1,

and all anti-self-dual bent functions in n variables belong to the metrical
complement of the set of self-dual bent functions in n variables.

In paper [18] the metrical complement of the set of (anti-)self-dual bent
functions in n > 4 variables was completely characterized by using the or-
thogonal decomposition (1) and the existence of the basis provided by the
Theorem 9, namely it was proven that
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Theorem 12. Let n > 4, then the following statements hold:

� The metrical complement of the set of self-dual bent functions coincides
with the set of anti-self-dual bent functions;

� The metrical complement of the set of anti-self-dual bent functions co-
incides with the set of self-dual bent functions.

As for the pair of the sets of bent functions and a�ne functions, it follows
that there exists a duality, in some sense, between the sets of self-dual and
anti-self-dual bent functions in n > 4 variables.

The case n = 2 was considered explicitely and it appeared that both
SB+(2) and SB−(2) are metrically regular sets. From that and the Theo-
rem 12 it follows

Theorem 13. The sets SB+(n), SB−(n) are metrically regular sets, both
with covering radius 2n−1.

6 The group of automorphisms

Study of automorphism groups of mathematical objects deserves atten-
tion since these groups are closely connected with the structure of the objects.
There exists a natural question: how groups of automorphisms of two math-
ematical objects, one of which is embedded to another one, are related.

An example of such a problem statement is the set of bent functions in
n variables and one of its signi�cant subclasses which consisits of self-dual
bent functions in n variables.

It is also worth mentioning that the complexity of classi�cation of com-
binatorial objects depends on generality of the approach. Consequently, the
question 'if the common approach to classify (self-dual) bent functions is the
most general within automorphisms of the set of Boolean functions', arises
naturally.

6.1 Isometric mappings and automorphism groups

A mapping ϕ of the set of all Boolean functions in n variables to itself
is called isometric if it preserves the Hamming distance between functions,
that is

dist(ϕ(f), ϕ(g)) = dist(f, g),

for any f, g ∈ Fn. Following [19] denote the set of all isometric mappings of
the set of all Boolean functions in n variables to itself by In.
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It is known (A. A. Markov, 1956) that every isometric mapping of all
Boolean functions in n variables to itself has the unique representation of the
form

f(x) −→ f(π(x))⊕ g(x), (2)

where π is a permutation on the set Fn2 and g ∈ Fn [22]. The mapping of
this form is denoted by ϕπ,g ∈ In.

The group of automorphisms of a �xed subset M ⊆ Fn is the group of
isometric mappings of the set of all Boolean functions in n variables to itself
preserving the set M . It is denoted by Aut (M).

6.2 Matrix representation

For a number k ∈ {0, 1, ..., 2n − 1} denote by vk ∈ Fn2 its binary repre-
sentation.

Recall that a square matrix is called monomial (or generalized permuta-
tion matrix) if it has exactly one nonzero entry in each row and each column.

There is an one-to-one correspondence between the set In and the set of
monomial matrices of order 2n×2n with nonzero elements from the set {±1}.
Indeed, consider an arbitrary mapping ϕπ,g ∈ In. Then for any f ∈ Fn and
its sign function

F =
(
(−1)f(v0), (−1)f(v1), ..., (−1)f(v2n−1)

)
∈ {±1}2

n

,

the sign function

F ′ =
(
(−1)f ′(v0), (−1)f ′(v1), ..., (−1)f ′(v2n−1)

)
∈ {±1}2

n

,

of f ′ = ϕπ,g (f) ∈ Fn can be expressed as F ′ = AF , where A is a 2n × 2n

monomial matrix, constructed by the permutation π and the function g:



j
...
0
...

i . . . 0 . . . (−1)g(vi−1) . . . 0 . . .
...
0
...


,

in which in the i-th row a nonzero element (−1)g(vi−1) is in the j-th column,
where (j − 1) is a number with binary representation π (vi−1). So the i-th
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component of F ′ = AF is equal to

(−1)f ′(vi−1) = (−1)f(π(vi−1)) · (−1)g(vi−1) = (−1)f(π(vi−1))⊕g(vi−1),

for any i ∈ {1, 2, ..., 2n}, that is equivalent to

f ′ (x) = f (π (x))⊕ g (x) , x ∈ Fn2 .

6.3 The group of automorphisms of the set of bent functions

Some attempts to determine the automorphism group of a given bent
function were undertaken by Dempwol� [9] in 2006. Results were presented
in terms of elementary Abelian Hadamard di�erence sets (equivalently, bent
functions).

A natural question whether there exist isometric mappings of Boolean
functions into itself, distinct from those mentioned in Proposition 1, which
preserve the class of bent function was completely solved in paper [31], where
it was proved that there were no other mappings possessing such a property.
Namely by using the Theorem 11 in view of the duality the following coinci-
dence was shown.

Theorem 14.
Aut (Bn) = Aut (An) .

Note that the set of all a�ne functions in n variables forms a group
isomorphic to Fn+1

2 . The group of automorphisms of the set of all a�ne
functions in n variables consists, as it is well known, of mappings of the
form (2) with a�ne permutation π and a�ne shift g, see, for example, [21].
So, the result is formulated as follows.

Theorem 15. It holds

Aut (Bn) = GA(n)n Fn+1
2 ,

where GA(n) stands for the a�ne group and the symbol n for semidirect
product.

These results imply the non-existence of a more general approach to
equivalence of bent functions than that on the base of isometric mappings.
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6.4 Isometric bijections between self-dual and anti-self-dual bent
functions

It is known [4] that there exists a bijection between SB+(n) and SB−(n),
based on the decomposition of sign functions of (anti-)self-dual bent func-
tions. Also note that from the existence of such bijection it follows that∣∣SB+(n)

∣∣ = ∣∣SB−(n)∣∣.
Namely, let (Y, Z) ∈ {±1}2

n

, where Y, Z ∈ {±1}2
n−1

, be a sign function
for some f ∈ SB+(n). Then a vector (Z,−Y ) ∈ {±1}2

n

is a sign function for
some function from SB−(n). In terms of isometric mappings the mentioned
transformation can be represented as

f(x) −→ f (x⊕ c)⊕ 〈c, x〉 ,

where c = (1, 0, 0, ..., 0) ∈ Fn2 .
In paper [14] it was mentioned that the more general form of this mapping

f(x) −→ f (x⊕ c)⊕ 〈c, x〉 ,

where c ∈ Fn2 , wt(c) is odd, is a bijection between SB+(n) and SB−(n). It is
obvious that this mapping is an element from In.

In paper [19] these results were generalized within isometric mappings
from the set In for n > 4.

The criterion of bijectivity between self-dual and anti-self-dual bent func-
tions was obtained in [19] with a use of the orthogonal decomposition (1) and
the basis from the Theorem 9.

Theorem 16. Let n > 4, then isometric mapping ϕπ,g ∈ In with matrix A
is a bijection between SB+(n) and SB−(n) if and only if AHn = −HnA.

By using this criterion in [19] the general form of considered isometric
bijections was found.

Theorem 17. For n > 4 isometric mapping ϕπ,g ∈ In is a bijection between
SB+(n) and SB−(n) if and only if

π(x) = L (x⊕ c) , x ∈ Fn2 ,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is odd, d ∈ F2.
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6.5 The group of automorphisms of the set of (anti-)self-dual bent
functions

In [4] the followng problem was pointed:
Open question (Carlet, Danielson, Parker, Sol�e, 2010): to �nd

mappings preserving self-duality, distinct from the known ones, or give a
proof that there are no more.

In paper [19] this question was resolved within isometric mappings of the
set of all Boolean functions in n > 4 variables into itself.

At �rst the problem of how the sets of isometric mapping preserving self-
duality and anti-self-duality or, in other words, groups of automorphisms of
the sets SB+(n) and SB−(n) are related. This problem was solved in [19],
where with a use of the orthogonal decomposition (1) and the basis from
the Theorem 9, the criterion of preserving self-duality was given.

Theorem 18. Let n > 4, then for isometric mapping ϕπ,g ∈ In with matrix
A the following conditions are equivalent:

1) ϕπ,g preserves self-duality;

2) ϕπ,g preserves anti-self-duality;

3) AHn = HnA.

From this result it follows that

Corollary 6. For n > 4 it holds Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
.

The problem of characterizing mappings which preserve self-duality was
studied by Carlet et. al. in [4] and Feulner et. al. in [11], where it was shown
that the mapping

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2, preserves self-duality of a
bent function. It is obvious that this mapping is isometric and corresponds
to ϕπ,g ∈ In with

π(x) = L (x⊕ c) , x ∈ Fn2 ,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2. The group which consists of
mappings of such form is called an extended orthogonal group and denoted
by On [8, 11]. It is known that this group is a subgroup of GL (n+ 2,F2) [11].
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In paper [19] known results were generalized within isometric mappings
from the set In for n > 4. Namely by using the criterion from Theorem 18
and the matrix representation of isometric mappings it was obtained that
the desired group of automorphisms coincides with the extended orthogonal
group.

Theorem 19. For n > 4 it holds

Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
= On.

In view of Theorems 17 and 19 it appeares that bijections and mappings
which preserve self-duality are quite similar except the parity of the vector
c ∈ Fn2 , which 'switches' them in some sence.

It follows that the classi�cation of self-dual bent functions in n > 4
variables based on the restricted form of a�ne equivalence proposed in ar-
ticles [4, 11] is the most general within isometric mappings of the set of all
Boolean functions in n variables into itself.

6.6 Isometric mappings and the Rayleigh quotient

In [4] the Rayleigh quotient Sf of a Boolean function f ∈ Fn was de�ned
as

Sf =
∑
x,y∈Fn

2

(−1)f(x)⊕f(y)⊕〈x,y〉 =
∑
y∈Fn

2

(−1)f(y)Wf(y).

In a scope of bent functions the Rayleigh quotient characterizes the Ham-
ming distance between a bent function and its dual. Indeed, let f ∈ Bn, then

dist(f, f̃) = 2n−1 − 1

2n/2+1
Sf = 2n−1 − 1

2
Nf .

In [4] it was proved that for any f ∈ Fn the absolute value of Sf is at
most 23n/2 with equality if and only if f is self-dual

(
+23n/2

)
and anti-self-

dual
(
−23n/2

)
bent function. That is the maximum (minimum) value of the

Rayleigh quotient of a Boolean function in an even number of variables is
attainable on self-dual (anti-self-dual) bent functions and only them, thus
providing a criterion for (anti-)self-duality in terms of the Rayleigh quotient
values.

In article [8] the operations on Boolean functions that preserve bentness
and the Rayleigh quotient were given. Namely, it was proved that for any
f ∈ Bn, L ∈ On, c ∈ Fn2 , d ∈ F2 the functions g, h ∈ Bn de�ned as g(x) =
f (Lx) ⊕ d and h(x) = f (x⊕ c) ⊕ 〈c, x〉 provide Ng = Nf and Nh =
(−1)〈c,c〉Nf .
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The mentioned operations are isometric mappings from In. The complete
characterization of isometric mappings that preserve the Rayleigh quotient
as well as change it was given in [19].

Theorem 20. If n > 4 then isometric mapping ϕπ,g ∈ In preserves the
Rayleigh quotient if and only if it preserves self-duality.

Theorem 21. If n > 4 then isometric mapping ϕπ,g ∈ In changes the sign
of the Rayleigh quotient if and only if it is a bijection between SB+(n) and
SB−(n).

7 Conclusion

In this work we considered metrical properties of the set of bent functions
and its subset of functions which coincide with their duals. The group of
automorphisms and metrical complements of these sets are described. We also
gave some general metrical properties of the set of self-dual bent functions
and considered an iterative construction.

An interesting question is the characterization of isometric mappings pre-
serving bentness and self-duality, which are not necessarily automorphisms
of the set of all Boolean functions.
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Abstract—First imlementation of blockchain technology was
appeared in 2008, and 12 years later more than 2000 different
implementations of it have appeared. After deep analysis we
found that approaches for development blockchain technologies is
fragmented, there are no common system of concepts and general
model of technology. In this article we want to propose the general
universal model and system of concepts for the blockchain
technology irrespective of differenced of some implementations.
Our approach is based on a technical analysis of the popular
blockchains. The results of this work can be used by architects
of new blockchains implementstions, by researchers to achieve
theirs goals and also in educational process.

I. INTRODUCTION

A. Blockchain definition

BLOCKCHAIN technology has become popular due to the
its properties such as openness, immutability, inability to

delete stored data, decentralization and the ability to make
decisions in an untrusted environment between equal partic-
ipants in this network without the participation of a trusted
party (trusted centre). Thus, blockchain uses in a wide variety
of subject areas, especially in logistics, banking and public
administration.

Blockchain is a type of decentralized system that collects,
stores and manages data, in which:

• consensus will be reached in an untrusted environment;
• transactions are stored in a data structure called blocks,

and each subsequent block stores the value of the hash
function from the contents of the previous one;

• copies of the blockchain are stored at the same time by
all its users and are automatically updated.

In this work, under the blockchain is meant a system that
uses a chain of blocks as a technology for storing data.
It provides ensures the immutability and integrity of the
data stored in the blocks. Unlike centralized systems, where
consensus can be achieved through a central node, blockchain
technology allows to reach consensus in decentralized environ-
ment. Moreover, in the blockchain system, consensus can be

This work was supported by Math Centre in Academgorodok by agreement
of The Ministry of Science and Higher Education of the Russian Federation
number 075-15-2019-1613 and by JetBrains Research Cryptography Labora-
tory.

reached when the network nodes are not authorized. It means
that the probability of malicious nodes or Byzantine nodes
[1] appearing on the network is increase. In decentralized
networks with unauthorized (untrusted) nodes, a Sybil [2]
attack may occur. It can happens when the node performing the
calculations connects only to nodes controlled by the attacker,
which entails incorrect behavior and consensus in making a
decision that is beneficial to the attacker. Blockchain tech-
nology allows to make the right decisions in a decentralized
network with untrusted nodes, provided that 51% of the nodes
are not intruders.

B. Introduction to history

The first practical implementation of blockchain technology
was done in 2008, it was described in the article by S.
Nakomoto about digital monetary system Bitcoin [3]. Bitcoin
is a protocol for exchanging digital money in a decentralized
untrusted environment that allows to make transactions without
the participation of third parties (trusted centre).

But before the publication of this article, it was made lots
of reseaches influented over on the blockchain technology
appearing. In 1982 D. Chaum proposed the blind signature
algorithm and introduced the concept of digital money [4]. S.
Haber and S. Shtornetta presented a theoretical description of
the system for certifying immutability of documents, built on
timestamps in 1991 [5]. The Proof of Work (PoW) mechanism
was proposed by A. Back in the Hashcash project to prevent
[6] spamming. The idea of smart contracts was proposed by
N. Szabo in 1996 [7]. N. Szabo also proposed a protocol for
digital money Bit-gold in 1998, which was published in 2005
[8]; it was based on bit-chain computation and used the PoW
consensus mechanism. But the system was not implemented
in practice and was vulnerable to the Sybil attack.

However, the first implementation of blockchain technology
was created only as a part of the Bitcoin cryptocurrency
project. Subsequently, new cryptocurrency systems began to
appear, similar to Bitcoin. It was added data hiding mecha-
nisms, such as in Zcash [9], transaction acceleration mecha-
nisms, such as in Litecoin [10]. Currencies were created for
various purposes, for example, providing a set of alternative
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DNS servers as in Namecoin [11]. The first implemented
blockchain which was a platform for creating a smart contracts
was Ethereum, created by V. Buterin in 2013 [12].

II. MOTIVATION OF CREATION A BLOCKCHAIN
TECHNOLOGY MODEL

A. Statement of the Problem

An analysis of several hundred articles in Scopus on the
topic of blockchain technologies showed that there are practi-
cally no scientific works that describes blockchain technology
in general focused on its technical construction, covering all
components of technology, regardless of specific implemen-
tations. In this direction it is worth highlighting this work
[13], an overview of the blockchain technology components
from the developers of the “Roadmap for the development
of Distributed Ledger Technology (DLT)” in Russian Fed-
eration [14], an activity of the Geneva Telecommunication
Standardization Sector Assembly (ITU) [15] and an activity
of ISO/TC 307 committees [16]. But the results of most
researchers work are not yet publicly available or have obvious
flaws. This confirms the assumption that knowledge about
technology is fragmented and the overall picture is not visible
to researchers. This slows down the development of new
technology implementations and makes it difficult to analyze
new blockchains when we need to find real innovations, in
contrast to the result of applying marketing tools.

B. Methods, Purpose and Criteria of the Developed Model

In this article the task of constructing a general universal
model was to propose a model that would meet the following
criteria: it would make it possible to make a universal descrip-
tion of current blockchain systems, answer questions about the
structure of the system, and pose new questions to researchers
and industry engineers. To build the model, an experimental-
analytical approach was used: based on existing software im-
plementations of the blockchain technology, the components of
the technology were analyzed, then the obtained components
were generalized, and a system of concepts was formulated
for them. Then it was shown that each specific technology
implementation corresponded to the proposed model.

To make a general universal model, five popular blockchains
were analyzed, which are independent implementations of
platforms for developing decentralized applications and cryp-
tocurrencies. Among them: Bitcoin [17], Ethereum [18], NEO
[19], DASH [20], EOS [21]. The choice of these technologies
is due to their relevance as platforms for the development
of decentralized applications, the high level of readiness of
the technology for application, its developed by community
to support them and the availability of satisfactory docu-
mentation. The characteristics of the selected blockchains are
presented in the table (cf. table I).

To solve this problem the general model of blockchain
technology was developed. This model does not depend on
specific implementations. A key components of blockchain
technology were defined and their definitions were supposed
with the aim of eliminating disagreements of interpretations.

Fig. 1. Proposed blockchain technology model

The developed general model of blockchain technology is
presented in the next section.

III. PROPOSED BLOCKCHAIN TECHNOLOGY MODEL

For the five selected blockchains some documents as s
technical documentations, technical concepts, «yellow papers»
were analyzed. Common components that uniquely determine
the blockchain technology were identified. These components
are shown in the figure 1 and described in the text below.

At the first, basic, level of the model are the infrastructure
components that ensure the functioning of the system. This
is node – a single computer that performs actions on the
network; client – software that implements the protocol of
interaction with the blockchain; and virtual machine (VM)
– a software system that emulates distributed work of a
decentralized blockchain platform and executing decentralized
applications and smart contracts.

At the second level, components are placed that ensure the
functioning of the blockchain network. Depending on how this
level is built, implementation features are established.

Network architecture – a combination of network nodes and
a set of rules which uses for the the transmission of messages
over the network. Blockchain networks can be single-layer or
two-layer, public or private; they can have separation of nodes
by roles.

Consensus Mechanism is a protocol that allows to reach an
agreement between equal participants in a decentralized net-
work. There are many implementations, but the most popular
consensus is PoW, PoS, BFT and etc.

Transaction Model is a set of algorithms and features of
design of the blockchain implementations that determine the
method of conducting transactions and fixing the state of a
distributed system. Currently, there are only two models uses
in blockchains - UTXO or account model.

Network Protocol - the rules which uses for transmitted data
over the network.

At the third level, objects and processes are located. This
level arrangement depends on the implementation of the
previous level. To begin with, we list objects, the presence
of which is uniquely determined the blockchain technology.
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TABLE I
CHARACTERISTICS OF THE INVESTIGATED BLOCKCHAINS

Blockchain Transaction validation speed Block size One block creation speed Bandwidth
Bitcoin 78 Min. 1 Mb 10 Min. 3 TPS

Ethereum 6 Min. 1 Mb 15 Sec. 20 (PoW), 400 (PoA) TPS

EOS 1,5 Sec. About 1 Mb 1 Sec. 50000 TPS

NEO 15 Sec. About 1 Mb 15 Sec. 1000-10000 TPS

DASH 15 Min. 2 Mb 1 Sec. 28-56 TPS

Block is a data structure uses to store data on the blockchain.
The block stores transactions, network status, smart contracts,
permissions to access data and other information.

Block chain is a data structure constructed by sequentially
combining blocks into a chain. By storing the value of the
hash function from the previous block, all blocks are strictly
sequential, numbered by continuous numbering, the child
block always refers to only one parent block.

Transaction is the minimum logically meaningful operation
of the transfer or exchange of assets that makes sense and can
only be completed in full. A transaction can transfer messages,
actions, create a contract, and more.

Address (account, account) is a structure for identifying an
active object on the network. Addresses uniquely determine
the sender and recipient of the assets transferred to the
blockchain network, all actions of the user in the network
are associated with the address. Depending on the blockchain,
the address can be either a string or a data structure, it can be
associated with a user or with a smart contact.

Smart contract is a set of formalized rules implemented in
the form of program code, the execution of which entails some
events in the real world or digital systems. Smart contracts
are not a mandatory component of the blockchain network,
however, as practice has shown, contracts have become the
main functional element of blockchain technology. Depending
on the structure of the blockchain, smart contracts can be
implemented either in Turing-complete languages or non-
Turing-complete ones.

The objects listed above are part of the processes. The main
processes taking place in the blockchain network are presented
below.

Transactional life cycle: transaction signing process; broad-
casting over the network; transaction verification; transaction
completion. Including a transaction in a block: process of
taking a set of transactions for a block; transaction validation;
block signing process; sending a block to the network; block
fixing in a common chain. Network Maintenance: consensus
mechanism; network complexity regulation; selecting a chain
that continues the block of several branches; payment for
computing resources.

The fourth level defines additional functionality for
blockchain networks that do not affect the internal architecture
of the technology, but significantly expand its functionality.
For example, mechanisms that provide increased speed and
confidentiality of transactions, mechanisms for off-chain trans-

actions, modules that protect blockchain against attacks by
quantum computers, and others.

IV. CONCLUSIONS

After analyzing the blockchain implementations and build-
ing model as a result, we can offer a method for considering
each new technology being developed. To analyze the new
blockchain implementation, first of all, we should pay attention
to the transaction model. Currently, only two models are pre-
sented - UTXO and the accounts model. The transaction model
affects on: the structure of blockchain blocks, the structure of
addresses (accounts), the existence of smart contracts in this
blockchain and the principles of their construction, approaches
to fixing the state of the system. Next, we should pay attention
to the number of layers in the blockchain network, identify
the purpose of each of the layers, consider the consensus
mechanisms used in each layer. This information will give
us an understanding of the transaction validation process –
we can assume the bounds of transaction confirmation rate
and network bandwidth. Based on this, we can suppose the
requirenments to the necessary infrastructure to provide the
network. The transactions rate is determined by the consensus
mechanism, by the number of nodes involved in the transaction
validation process and by the principles of working with
orphaned blocks. The more stronger requirenments to network
decentralization, the lower the transactions speed. The ability
to create smart contracts is determined by the transaction
model.

Using the results of this research we can explain approaches
to the implementation of specific blockchain technologies.
After researches we suppose that the majority of blockchain
implementations are based on Bitcoin and Ethereum con-
struction, and subsequently they were supplemented by some
improvements at different levels. According to data obtained
from open sources, it seems that the NEO blockchain consist
of configuration of networks based on UTXO models and
account models. We suppose that it makes in order to smooth
out the limitations of the Bitcoin network, taken as the basis
for NEO blockchain. This assumption was also made because
the duplicate assets CNEO and CGAS seems artificial in
these network. There is an assumption that the EOS and
NEO blockchains are not blockchains, since the blockchain
operates in an untrusted environment by definition, but for
these networks the main transaction validators are authorized
nodes, which suggests the centralization of these networks.
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The Dash blockchain ensures data confidentiality and transac-
tion speed through mechanisms operating at the fourth level
of the blockchain model.

V. RESULTS

As a result of this work, the general model of blockchain
technology was proposed. This model allows to make a univer-
sal description of current blockchains, answer some questions
about components and links between it in the system, and pose
new questions to researchers. In this work, it was proved that
the proposed model does not depend on specific implementa-
tions of the five selected blockchains and suggest methods for
considering each new blockchain implementation and explain
approaches to the implementation. In the future, it is planned
to investigate a larger number of different blockchains in order
to confirm the correctness of the model and its quality, also
we plan to show connections of blockchain technology to the
environment.
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Abstract—In this paper, the relationship between quaternary
and Boolean bent functions is studied. The importance of Boolean
bent functions in symmetric cryptography stems from linear
cryptanalysis of stream ciphers. In that context bent functions are
the ones which are the worst approximated by affine functions.
There are also connections between bent functions and distinct
objects of coding theory such as Reed-Muller and Kerdock
codes. The concept of bent functions was generalized for q-
ary functions g : Zn

q → Zq . Function g : Zn
4 → Z4 is

called a quaternary function in n variables. Any quaternary
function g in n variables can be uniquely represented for any
x, y ∈ Zn

2 as g(x + 2y) = a(x, y) + 2b(x, y) with a and b be
Boolean funtions in 2n variables. A representation of the Walsh–
Hadamard coefficients of a quaternary function is obtained in
terms of the coefficients of Boolean functions b and a⊕b. A series
of statements are proved showing that the bentness property of
a quaternary function g doesn’t directly depend on the bentness
of Boolean functions b and a⊕b. The number of quaternary bent
functions in one and two variables is obtained with a description
of properties of Boolean functions b and a⊕b. It was proved that
bentness of a quaternary function implies that b and a ⊕ b are
nonlinear. A simple construction of quaternary bent functions in
any number of variables is presented.

Index Terms—cryptography, quaternary functions, Boolean
functions, bent functions

I. INTRODUCTION

A Boolean function in even number of variables is called
bent if it is maximal nonlinear [1]. Nonlinearity is an important
property in cryptography. Ciphers in which functions with
high nonlinearity are used as components are more resistant
to linear cryptanalysis [2] method because bent fucntions are
bad in being approximated by affine functions. Bent functions
were used in design of the block cipher CAST as coordinate
functions of S-blocks [3]. The nonlinear feedback polynomial
of the NFSR (nonlinear feedback shift register) of the stream
cipher Grain is constructed as the sum of a linear function
and a bent function [4]. There are also connections between
bent functions and distinct objects of coding theory such as
Reed-Muller and Kerdock codes [5].

In [6] q-ary (g : Znq → Zq) bent functions were defined for
q > 1. The study of such functions was due to the desire of

The work is supported by Mathematical Center in Akademgorodok under
agreement No. 075-15-2019-1613 with the Ministry of Science and Higher
Education of the Russian Federation and Laboratory of Cryptography Jet-
Brains Research.

authors to summarize the results of [7] on the use of Boolean
bent functions in CDMA (Code Division Multiple Access)
systems. There are also some works related to extension of
usual linear cryptanalysis such as Z4-linear cryptanalysis [8].

In [9] direct links between Boolean bent functions and an-
other generalization of Boolean bent functions (f : Zn2 → Zq)
[10] were explored. We continue this work.

In this paper, the relationship between quaternary (g :
Zn4 → Z4) and Boolean bent functions is studied. It was
proven that the bentness property of a quaternary function
g(x + 2y) = a(x, y) + 2b(x, y) doesn’t directly depend on
the bentness of Boolean functions b and a⊕ b. The number of
quaternary bent functions in one and two variables is obtained
with a description of properties of Boolean functions b and
a ⊕ b. A simple construction of quaternary bent functions in
any number of variables is presented.

Let Z2 = {0, 1} and Z4 = {0, 1, 2, 3}. Denote by Zn2
the n-dimensional vector space over Z2 and by Zn4 the n-
dimensional vector space over Z4. Let 〈x, y〉 be an inner
product of vectors with summation modulo 2 (denote by ⊕)
and x.y be an inner product of vectors over Z4. The Walsh–
Hadamard transform of Boolean function f in n variables is
the integer-valued function on Zn2 defined as

Wf (x) =
∑
y∈Zn

2

(−1)〈x,y〉⊕f(y) for every x ∈ Zn2 .

Numbers Wf (x) are called Walsh–Hadamard coefficients of a
Boolean function f . A bent function is a Boolean function in
n variables (n is even) such that |Wf (x)| = 2n/2 for every
x ∈ Zn2 .

Let g be a function from Zn4 to Z4. The Walsh–Hadamard
transform of a quaternary function g is defined as follows

Wg(x) =
∑
y∈Zn

4

ix.y+g(y) for every x ∈ Zn4 ,

where ’+’ is the addition over Z4. A quaternary function g in n
variables is called quaternary bent function if |Wg(x)| = 4n/2

for every x ∈ Zn4 .
Functions f(x) = 〈a, x〉 with a, x ∈ Zn2 are called linear

Boolean functions in n variables.
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II. QUATERNARY BENT FUNCTIONS IN ONE AND TWO
VARIABLES

Results presented in this section were obtained via exhaus-
tive search of all quaternary functions in one (44 in total) and
two (416 in total) variables.

Note that any quaternary function g in n variables can be
uniquely represented as follows

g(x+ 2y) = a(x, y) + 2b(x, y) for every x, y ∈ Zn2 .

Here ’+’ is the addition over Z4 and a, b are Boolean functions
in 2n variables.

Proposition 1. Let g(x + 2y) = a(x, y) + 2b(x, y) be a
quaternary bent function in one variable with x, y ∈ Z2 and
a, b be Boolean functions in two variables. Then b and a⊕ b
are bent functions. Here ’+’ is the addition over Z4.

Proposition 2. For every quaternary function g(x + 2y) =
a(x, y) + 2b(x, y) in one variable with x, y ∈ Z2 it is true
that g is a quaternary bent function if and only if b is a bent
function and a does not depend on y, i.e. a(x, y) = 0, 1, x or
x⊕ 1. Here ’+’ is the addition over Z4.

Computer search shows that the number of quaternary bent
functions in one variable is equal to 32.

There are 200704 quaternary bent functions in 2 variables.
Among them there are 98304 fuctions such that none of
Boolean functions a, b and a ⊕ b is a bent function but for
3072 of them a is a linear Boolean function. There are 36864
quaternary bent functions such that b and a ⊕ b are bent
functions, while for 33792 of them a is a nonlinear function,
and for 2304 and 768 functions a is a linear function or
constant respectively. The number of quaternary bent function
in 2 variables with each of a, b and a⊕b being a bent function
is equal to 16384. For the remaining 49152 functions, a is a
bent function and b and a⊕b are nonlinear Boolean functions.

For functions in three and more variables an exhaustive
search is too hard (there are 2128 quaternary functions in three
variables).

III. CONNECTION BETWEEN QUATERNARY AND BOOLEAN
BENT FUNCTIONS

Results presented in this section shows that the bentness
property of a quaternary function g doesn’t directly depend on
the bentness of Boolean functions b and a⊕ b. The following
two lemmas are instrumental in what follows.

Lemma 1.

2(

n⊕
i=1

zi) = 2z1 + ...+ 2zn.

Here ’+’ is the addition over Z4.

Proof. Let |{i : zi = 1}| = k. We have two cases:
1) k is even. Then

2(
n⊕
i=1

zi) = 2 · 0 = 0,

2z1 + ...+ 2zn = 2 · k mod 4 = 2 · (2 · l) mod 4 =

= 4 · l mod 4 = 0,

l ∈ N ∪ {0}.

2) k is odd. Then

2(
n⊕
i=1

zi) = 2 · 1 = 2,

2z1 + ...+ 2zn = 2 · k mod 4 = 2 · (2 · l + 1) mod 4 =

= 4 · l + 2 mod 4 = 2,

l ∈ N ∪ {0}.

Lemma 2. There is a relation between Walsh–Hadamard
coefficients of g, b and a⊕ b

Wg(x+ 2y) =

=
1

2
(Wb(x⊕ y, x) +Wa⊕b(y, x)− 2c1 − 2d1)+

+
i

2
(Wb(y, x)−Wa⊕b(x⊕ y, x)− 2c2 + 2d2),

with

c1 =
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉

c2 =
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉

d1 =
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉

d2 =
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉.

Here X = {x′|〈x, x′〉 = x.x′}.

Proof. In what follows, ’+’ in exponent denotes addition over
Z4.

For function g(x + 2y) = a(x, y) + 2b(x, y) the Walsh–
Hadamard coefficient is represented as follows

Wg(x+ 2y) =
∑

x′∈Zn
2 ,y

′∈Zn
2

i(x+2y).(x′+2y′)+a(x′,y′)+2b(x′,y′).

From Lemma 1 we get that 2〈x′′, x′′′〉 = 2x′′.x′′′ for every
x′′, x′′′ ∈ Zn2 . Then

(x+ 2y).(x′ + 2y′) =

=

{
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉, if x.x′ = 〈x, x′〉,
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉+ 2, if x.x′ 6= 〈x, x′〉.
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Let X = {x′|x.x′ = 〈x, x′〉} then

Wg(x+ 2y) =

=
∑

x′∈X,y′∈Zn
2

i〈x,x
′〉+2〈x,y′〉+2〈y,x′〉+a(x′,y′)+2b(x′,y′)

+
∑

x′∈Zn
2 \X,y′∈Zn

2

i〈x,x
′〉+2〈x,y′〉+2〈y,x′〉+a(x′,y′)+2b(x′,y′)+2

=
∑

x∈X,y′∈Zn
2

(−1)〈x,y
′〉+〈y,x′〉+b(x′,y′)i〈x,x

′〉+a(x′,y′)

−
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)〈x,y
′〉+〈y,x′〉+b(x′,y′)i〈x,x

′〉+a(x′,y′).

Here we use the standard maps β, γ : Z4 → Z2 defined as

β : 0, 1→ 0 and β : 2, 3→ 1;

γ : 0, 2→ 0 and γ : 1, 3→ 1.

For any t ∈ Z4 it holds

it = (−1)β(t)
(
1 + (−1)γ(t)

2
+

1− (−1)γ(t)

2
i

)
.

Using this formula for t = 〈x, x′〉 + a(x′, y′) and the fact
that γ(〈x, x′〉+ a(x′, y′)) = 〈x, x′〉 ⊕ a(x′, y′) we get that

Wg(x+ 2y) =

=
1

2
(S1 + S2 − S3 − S4) +

i

2
(S1 − S2 − S3 + S4),

with

S1 =∑
x′∈X,y′∈Zn

2

(−1)z+β(〈x,x
′〉+a(x′,y′))

S2 =∑
x′∈X,y′∈Zn

2

(−1)z+〈x,x
′〉+a(x′,y′)+β(〈x,x′〉+a(x′,y′))

S3 =∑
x′∈Zn

2 \X,y′∈Zn
2

(−1)z+β(〈x,x
′〉+a(x′,y′))

S4 =∑
x′∈Zn

2 \X,y′∈Zn
2

(−1)z+〈x,x
′〉+a(x′,y′)+β(〈x,x′〉+a(x′,y′)).

Here z = 〈x, y′〉+ 〈y, x′〉+ b(x′, y′).
Let Mδ = {x′|〈x.x′〉 = δ} for δ ∈ Z2. Therefore, we get

Zn2 = (M0∩X)∪ (M1∩X)∪ (M0∩Zn2\X)∪ (M1∩Zn2\X).
Let us divide every sum S1, S2, S3 and S4 into two sums∑
x′∈M0,y′∈Zn

2

and
∑

x′∈M1,y′∈Zn
2

.

Note that β(a(x′, y′)+ 〈x, x′〉) is equal to 0 or a(x′, y′) for
x′ ∈M0 and x′ ∈M1 respectively. Thus, after grouping items
we obtain

S1 + S2 − S3 − S4 =

=
∑

x′∈X,y′∈Zn
2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈X,y′∈Zn
2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉.

Then

S1 − S2 − S3 + S4 =

=
∑

x′∈X,y′∈Zn
2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈X,y′∈Zn
2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Zn
2 \X,y′∈Zn

2

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉.

The reason why addition over Z4 in exponent was replaced
by addition over Z2 is because (−1)z mod4 = (−1)z mod2 for
any z ∈ Z.

Adding and subtracting c1 and d1 in the first equation and
c2 and d2 in the second one, we obtain the necessary.

Theorem 1. Let g(x + 2y) = a(x, y) + 2b(x, y) be a
quaternary bent function with x, y ∈ Zn2 and a, b be Boolean
functions in 2n variables. Then b and a ⊕ b are nonlinear
functions for any n > 1.

Proof. There are three possible values of Walsh–Hadamard
coefficients of a linear Boolean function in 2n variables,
{0,±22n}.

From Lemma 2 we get that

Wg(2y) =

=
1

2
(Wb(y, 0) +Wa⊕b(y, 0)) +

i

2
(Wb(y, 0)−Wa⊕b(y, 0)),

with y ∈ Zn2 . Note that the reason why there are no coefficients
c1, c2, d1 and d2 is because the set Zn2\X is empty for x =
{0, ..., 0}.

For any complex number z = x + iy it is known that
|z|2 = x2 + y2. We know that |Wg(2y)| = 4n/2 because g
is a quaternary bent. Hence,

(Wb(y, 0) +Wa⊕b(y, 0))
2 + (Wb(y, 0)−Wa⊕b(y, 0) = 4 · 4n.

From [6] we know that each of Walsh–Hadamard coeffi-
cients of quaternary bent function can be expressed as

Wg(z) = 4n/2ih(x) for every z ∈ Zn4
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for some quaternary function h. It means that there is only
real or imaginary part of Wg(2y). Thus, we get that there are
two possible cases{

(Wb(y, 0) +Wa⊕b(y, 0))
2 = 0

(Wb(y, 0)−Wa⊕b(y, 0))
2 = 4 · 4n.

or {
(Wb(y, 0) +Wa⊕b(y, 0))

2 = 4 · 4n

(Wb(y, 0)−Wa⊕b(y, 0))
2 = 0.

From the first system we get{
Wb(y, 0) = −Wa⊕b(y, 0),

(2 ·Wb(y, 0))
2 = 4 ·Wb(y, 0)

2 = 4 · 4n.

Hence,

Wb(y, 0) = −Wa⊕b(y, 0) = ±2
n.

One can get that by solving the second system you get

Wb(y, 0) =Wa⊕b(y, 0) = ±2
n.

Therefore, b, a⊕ b are nonlinear functions.

Proposition 3. For every n > 1 there exists a quaternary
function g(x+ 2y) = a(x, y) + 2b(x, y) in n variables which
is not bent, while b and a ⊕ b are Boolean bent functions in
2n variables.

Proof. In what follows, ’+’ denotes addition over Z4 except-
ing summation of indices.

Any quaternary function g in n variables can be uniquely
represented as follows

g(x1 + 2xn+1, ..., xn + 2x2n) =

= a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let

b(x1, .., x2n) =

n⊕
i=1

xixi+n,

a(x1, .., x2n) = xn+1 ⊕ c,

with c ∈ Z2.
From Lemma 1 we know that

2b(x1, .., x2n) = 2x1xn+1 + ...+ 2xnx2n.

One can see that g can be divided into sum of n quaternary
functions in one variable

g(x1 + 2xn+1, ..., xn + 2x2n) =
= g1(x1 + 2xn+1) + ...+ gn(xn + 2x2n),

gi(xi + 2xn+i) = ai(xi, xn+i) + 2bi(xi, xn+i),
bi(xi, xn+i) = xixn+i,

ai(xi, xn+i) =

{
xn+i ⊕ c, i = 1,

0, otherwise.

It is known that g is a quaternary bent function if and only
if all of gi are quaternary bent functions [11], i = 1, ..., n.

From Proposition 2 and by the choice of a and b we get that
g1 is not quaternary bent. This completes the proof.

Proposition 4. For every n > 2 there exists a quaternary bent
function g(x + 2y) = a(x, y) + 2b(x, y) in n variables, with
b and a⊕ b being not bent in 2n variables.

Proof. In what follows, ’+’ denotes addition over Z4 except-
ing summation of indices.

Any quaternary function g in n variables can be uniquely
represented as follows

g(x1 + 2xn+1, ..., xn + 2x2n) =

= a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let

b(x1, .., x2n) =
n⊕
i=3

xixi+n ⊕ x1xn+2⊕
⊕x2xn+1 ⊕ x1x2xn+1,
a(x1, .., x2n) = x1xn+1.

One can see that b can be divided into sum of n−2 Boolean
functions in two variables and one Boolean function in four
variables

b(x1, ..., x2n) = b1(x1, x2, xn+1, xn+2)⊕
⊕b2(x3, xn+3)⊕ ...⊕ bn−1(xn, x2n),

b1(x1, x2, xn+1, xn+2) = x1xn+2 ⊕ x2xn+1 ⊕ x1x2xn+1,
bi(xi+1, xn+i+1) = xi+1xn+i+1,

i = 2, ..., n− 1.

It is known that b is a bent function if and only if all of
bi are bent functions [5]. Function b1 in four variables is not
bent because its degree is equal to three [5].

From Lemma 1 we know that

2b(x1, .., x2n) = 2x3xn+3 + ...+ 2xnx2n+

+ 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1.

Moreover, g can be divided into sum of n − 2 quaternary
functions in one variable and one quaternary function in two
variables

g(x1+2xn+1, ..., xn+2x2n) = g1(x1+2xn+1, x2+2xn+2)+
+g2(x3 + 2xn+3) + ...+ gn−1(xn + 2x2n),
g1(x1 + 2xn+1, x2 + 2xn+2) = x1xn+1+
+2x1xn+2 + 2x2xn+1 + 2x1x2xn+1,
gi(xi+1 + 2xn+i+1) = 2xi+1xn+i+1,

i = 2, ..., n− 1.

From Proposition 2 functions gi are quaternary bent func-
tions, i = 2, ..., n − 1. It was checked that the quaternary
function g1 is also bent.

It is true that g is a quaternary bent function if and only if all
of gi are bent quaternary bent functions [11], i = 1, ..., n− 1.
This completes the proof.

Next hypothesis is based on the fact that the following
statement is true for quaternary functions in one and two
variables.
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Hypothesis 1. For a quaternary bent function g(x + 2y) =
a(x, y) + 2b(x, y) in any number of variables it is true that

b is a bent function ⇐⇒ a⊕ b is a bent function.

IV. CONSTRUCTION OF QUATERNARY BENT FUNCTIONS

Following result can be used as a simple construction for
quaternary bent function in any number of variables.

Proposition 5. For every n a quaternary function

g(x1 + 2xn+1, ..., xn + 2x2n) = axj + x1xn+1 + ...+ xnx2n

is a quaternary bent function with a ∈ Z2, j ∈ {1, ..., n} and
’+’ is addition over Z4.

Proof. One can see that g can be divided into sum of n
quaternary functions in one variable

g(x1 + 2xn+1, ..., xn + 2x2n) =
= g1(x1 + 2x1+n) + ...+ gn(xn + 2x2n),
gi(xi + 2xi+n) = 2xixi+n, for i 6= j,
gj(xj + 2xj+n) = axj + 2xjxj+n.

From Proposition 2 each of gi is a quaternary bent function
in one variable, therefore, g is also a quaternary bent function
[11].

V. CONCLUSION AND OPEN PROBLEMS

Although the results show that there is no direct connection
between quaternary and Boolean bent functions it’s still might
be possible to connect these notions if we will ask for
additional conditions like it did in Hypothesis 1.

The next step besides proving or refuting Hypothesis 1 can
be generalization of all results for arbitrary q.

Author wish to thank Natalia Tokareva and Aleksandr
Kutsenko for helpful advices and interest to this work.
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Abstract—The paper is devoted to the construction of vectorial
Boolean functions used in S-boxes. We consider the method to
construct vectorial Boolean functions using Boolean functions and
permutations on variables in order to simplify the construction of
vectorial Boolean functions with certain cryptographic properties
such as high nonlinearity, balancedness, low differential δ-
uniformity and high algebraic degree. Cryptographic properties
of vectorial Boolean functions constructed via our method are
analyzed for the small number of variables. Necessary and
sufficient conditions for bijectivity of the constructed vectorial
Boolean function are determined for an arbitrary number of
variables.

Index Terms—Boolean function, vectorial Boolean function, S-
box

I. INTRODUCTION

S-boxes play the crucial role for providing resistance of a
block cipher to different types of attacks. The major reason for
this is the following: in classical and modern block ciphers the
main complicated and nonlinear layer is presented namely by
S-boxes. Mathematically, S-box is a vectorial Boolean function
that maps n bits to m bits, or, n → m. Usually, n coincides
with m, moreover, it is a necessary condition for S-box to
be one-to-one, i. e. bijective. Often, the number n that is
considered in practice is not too big. For example, in block
ciphers GOST 28147-89 [1] and Present [2] S-boxes 4 → 4
are used, cipher DES (ex-standard of USA) operates with S-
boxes of type 6 → 4, modern ciphers AES [3] and GOST R
34.12-15 (known as Kuznyechik [4]) use S-boxes 8→ 8.

Indeed, it is very difficult to construct S-boxes of big sizes.
Let us remind that the number of distinct vectorial Boolean
functions from Fn2 to Fn2 is equal to 2n·2

n

. It means that even
for dimension n = 4 there are 264 distinct vectorial Boolean
functions in n variables; in case n = 6 we can not even desire

The work is supported by Mathematical Center in Akademgorodok under
agreement No. 075-15-2019-1613 with the Ministry of Science and Higher
Education of the Russian Federation and Laboratory of Cryptography Jet-
Brains Research.

to check them all using computer search, since the number of
them is 2384. But in fact, we are very interested in obtaining
good S-boxes in order to construct resistant ciphers. It is well
known that some special mathematical properties of S-box,
such as high nonlinearity, low differential uniformity, high
algebraic immunity, etc. make a cipher with such S-box be
resistant to linear, differential, algebraic and other methods of
cryptanalysis. It is well known that cryptographic properties of
a Boolean (vectorial) function contradict to each other, [5], [6].
That is why we seek to find vectorial Boolean functions that
reach a tradeoff between different cryptographic properties.
That is why we are obligated to use mathematical methods
(and not a direct computer search) for their constructing.

In this paper we propose a simple method of construct-
ing S-boxes using Boolean functions. We take a Boolean
function f in n variables and a permutation π on n vari-
ables and construct a vectorial Boolean function Fπ that
maps n bits into n bits by the following rule: Fπ(x) =
(f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))), where x runs
through Fn2 . Then we study the cryptographic properties of Fπ
with respect to f and π. In general case we give an answer
when Fπ is a one-to-one function; for the small number of
variables we analyze what cryptographic properties of Fπ we
can provide. So, we invite specialists to use this construction
for obtaining good S-boxes. Note that for a fixed π the number
of distinct functions Fπ is 22

n

, i. e. is equal to the number
of all Boolean functions in n variables. So, exhaustive search
methods are still useful for relatively big dimensions.

II. DEFINITIONS

Let Fn2 be the vector space of dimension n over F2. Let

x = (x1, . . . , xn) be a binary vector and ⊕ denote the addition
modulo 2 (XOR). Recall that standard inner product of two
binary vectors is 〈x, y〉 = x1y1 ⊕ . . .⊕ xnyn.
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The Walsh — Hadamard transform of a Boolean function
f is

Wf (y) =
∑
x∈Fn2

(−1)〈x,y〉⊕f(x).

We know that any Boolean function can be uniquely repre-
sented in its algebraic normal form (ANF):

f(x1, . . . , xn) =

 n⊕
k=1

⊕
i1,...,ik

ai1,...,ik xi1 · . . . · xik

⊕ a0,
where for each k indices i1, . . . , ik are pairwise distinct and
sets {i1, . . . , ik} are exactly all different nonempty subsets of
the set {1, . . . , n}; coefficients ai1,...,ik , a0 take values from
F2. For a Boolean function f the number of variables in the
longest item of its ANF is called the algebraic degree of
a function (or briefly degree) and is denoted by deg(f). A
Boolean function is affine, quadratic, cubic and so on if its
degree is not more than 1, or equal to 2, 3, etc.

III. CRYPTOGRAPHIC PROPERTIES OF THE FUNCTIONS

A Boolean function f in n variables is called balanced if
it takes every value (0 or 1) the same number of times [7].
A vectorial Boolean function F : Fn2 → Fn2 is balanced if it
takes every value of Fn2 equally often [6] .

The nonlinearity nl(f) of a Boolean function f in n
variables is the minimum Hamming distance between f and
the set of all affine Boolean functions in n variables [7] . The
nonlinearity nl(F ) of a vectorial Boolean function F is the
minimal nonlinearity of all its component Boolean functions:

nl(F ) = min
v∈Fn2

nl(Fv) = min
v∈Fn2

d(〈v, F 〉,An) =

= min
v∈Fn2

min
g∈An

d(〈v, F 〉, g),

where v 6= 0 and An = {〈a, x〉 ⊕ b : a ∈ Fn2 , b ∈ F2} is the
class of all affine Boolean functions of n variables [6].

The algebraic degree of a vectorial Boolean function is the
maximal algebraic degree of its component functions [6] .

Let δ be a positive even integer. A vectorial Boolean func-
tion F : Fn2 → Fn2 is differential δ-uniform if for every a 6= 0
in Fn2 and every b ∈ Fn2 the equation F (x) ⊕ F (x ⊕ a) = b
has not more than δ solutions [6] . The minimal possible value
of δ for functions from Fn2 to Fn2 is 2. Differential 2-uniform
functions are called APN functions.

IV. S-BOX CONSTRUCTION BASED ON A BOOLEAN
FUNCTION

Let us present the following construction of a vectorial
Boolean function based on a Boolean function and a per-
mutation. Let π be an arbitrary permutation on n elements,
π ∈ Sn. If x = (x1, . . . , xn) is a binary vector then let π(x)
be a vector obtained as π(x) = (xπ(1), . . . , xπ(n)). Let f be
a Boolean function in n variables. Define a vectorial Boolean
function Fπ : Fn2 → Fn2 as follows

Fπ(x) = (f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))).

In this paper we would like to study cryptographic proper-
ties of the vectorial Boolean function Fπ in dependence of
properties of the Boolean function f and the permutation π.

Denote by ∆π,n the class of all vectorial Boolean functions
in n variables obtained in the described manner. So,

∆π,n = {Fπ : Fn2 → Fn2 :

Fπ(x) = (f(x), f(π(x)), . . . , f(πn−1(x)))

for some f : Fn2 → F2}.

Separately, we consider the special case of a permutation.
Let ρ be a cyclic permutation on n coordinates, namely

ρ(x) = (xn, x1, x2, . . . , xn−1).

It is a permutation that very naturally can be found in different
cryptographic constructions. It reflects the principle of acting
for shift registers and is used for defining rotation symmetric
functions [5] applied for cryptography.

If π is identical then the class ∆π,n we denote briefly as
∆n. If π is a cyclic rotation, i. e. π = ρ then we deal with
class ∆ρ,n. Otherwise, in notation ∆π,n we suppose that π is
an arbitrary permutation.

V. FUNCTIONS IN SMALL NUMBER OF VARIABLES

Let us give a classification of vectorial Boolean functions
in ∆π,n, where n = 2, 3, 4 and π ∈ Sn.

Proposition 5.1: It holds |∆π,n| = 22
n

for an arbitrary
permutation π on n variables.

Proof: If Boolean functions f and g are not equal, then
vectorial Boolean functions Fπ and Gπ are not equal, because
their first coordinates are f and g respectively. So |∆π,n|
equals to number of Boolean functions in n variables which
is 22

n

�
All of the following propositions in this chapter are obtained

by the results of computer programs.
Let An be the set of all derangement permutations for n

elements. For example, A4 contains permutations:
(
1
2

2
1

3
4

4
3

)
,(

1
2

2
3

3
4

4
1

)
,
(
1
2

2
4

3
1

4
3

)
,
(
1
3

2
1

3
4

4
2

)
,
(
1
3

2
4

3
1

4
2

)
,
(
1
3

2
4

3
2

4
1

)
,(

1
4

2
1

3
2

4
3

)
,
(
1
4

2
3

3
1

4
2

)
,
(
1
4

2
3

3
2

4
1

)
.

A. Case n = 2

Note that for any Boolean function f in 2 variables nl(f) 6
1, deg(f) 6 2.

In the table I the crypto properties for function Fπ in 2
variables are presented.

Table I
CRYPTO PROPERTIES FOR FUNCTION Fπ IN 2 VARIABLES

Nonlinearity For any permutation π ∈ S2 and any Boolean
function f in 2 variables it holds nl(F ) = 0.

Balancedness Proposition 5.2Algebraic degree

Differential
δ-uniformity

For any permutation π ∈ S2 there exists a
Boolean function f in 2 variables such that
δF ≥ 2.
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Proposition 5.2: There exist only two balanced vectorial
Boolean functions F in 2 variables with δF = 2 in ∆ρ,2,
constructed with fi(x) = xi, i = 1, 2.

B. Case n = 3

For any Boolean function f in 3 variables nl(f) 6 2,
deg(f) 6 3. In the table II the crypto properties for function
Fπ in 3 variables are presented.

Table II
CRYPTO PROPERTIES FOR FUNCTION Fπ IN 3 VARIABLES

Nonlinearity

For permutations π′, π′′ ∈ S3, π′ =
(

1
2

2
1

3
3

)
,

π′′ =
(

1
3

2
1

3
2

)
there exists a Boolean function

f in 3 variables such that nl(f) = nl(Fπ′ ) =
nl(Fπ′′ ) = 2. It also holds that if π 6= π′, π′′

then for arbitrary Boolean function f in 3 vari-
ables nl(Fπ) < 2.

Balancedness
For any permutation π ∈ A3 there exists a
balanced Boolean function f in 3 variables such
that vectorial Boolean function Fπ is balanced.

Algebraic degree
For any permutation π ∈ S3 there exists a
Boolean function f in 3 variables such that
deg(f) = deg(Fπ) = 3.

Differential
δ-uniformity

For any permutation π ∈ A3 there exists a
Boolean function f in 3 variables such that
δFπ = 2. It also holds that if π /∈ A3 then
for arbitrary Boolean function f in 3 variables
δFπ > 4.
Proposition 5.3

Proposition 5.3: For permutations π′, π′′ ∈ A3 there exists
a Boolean function f in 3 variables such that if δF π′ = 2 then
δFπ′′ = 2.

C. Case n = 4

For any Boolean function f in 4 variables nl(f) 6 6,
deg(f) 6 4. |S4| = 4! = 24, |A4| = 9. Denote as A1

4 the
subset of deranged permutations of all 4 elements, consisting
of three pairs of permutations such that π−12i

= π1i, i = 1, 2, 3:
π11 =

(
1
2

2
3

3
4

4
1

)
, π21 =

(
1
4

2
1

3
2

4
3

)
; π12 =

(
1
2

2
4

3
1

4
3

)
,

π22 =
(
1
3

2
1

3
4

4
2

)
; π13 =

(
1
3

2
4

3
2

4
1

)
, π23 =

(
1
4

2
3

3
1

4
2

)
.

In the table III the crypto properties for function Fπ in 4
variables are presented.

Table III
CRYPTO PROPERTIES FOR FUNCTION Fπ IN 4 VARIABLES

Nonlinearity

There is no such vectorial Boolean function F
in ∆π,4 that nl(F ) = 6 for any permutation
π ∈ S4.
Proposition 5.4

Balancedness
For any permutation π ∈ A1

4 and a balanced
Boolean function f in 4 variables such that
δFπ = 2, Fπ is not balanced.

Algebraic degree Proposition 5.4

Differential
δ-uniformity

For any permutation π ∈ A1
4 there exists a

Boolean function f in 4 variables such that
δF = 2. It holds also if π /∈ A1

4 then
for arbitrary Boolean function f in 4 variables
δFπ > 4.

Proposition 5.4: For any permutation π ∈ A1
4 there exists

a Boolean function f in 4 variables such that if δFπ = 2 and
nonlinearity and algebraic degree of f and Fπ are the same
then δFπ−1 = 2. Moreover, nonlinearity and algebraic degree
of Fπ−1 and f coincide.

VI. ONE-TO-ONE PROPERTY

In this section we study properties of a Boolean function
f that provide the bijectiveness of the corresponding vectorial
function Fπ .

Proposition 6.1: Let π ∈ Sn, Fπ ∈ ∆π,n. Then Fπ(π(x)) =
ρ−1(Fπ(x)) for all x ∈ Fn2 ;
Proof: We obtain the result directly from definition. �

Let π be an arbitrary permutation, we define action of π on
Fn2 by the rule: if x ∈ Fn2 then x◦π = π(x). This action splits
Fn2 into orbits relatively to π . If x in some orbit o, we call x
generator of o. We call Oπ(x) the orbit relative to the action
of π.

Example: Let us give some examples of the orbits.
For n = 3 the set Fn2 is divided into four orbits with respect

to permutation ρ:

Oρ((0, 0, 0)) (0, 0, 0)
Oρ((1, 0, 0)) (1, 0, 0), (0, 1, 0), (0, 0, 1)
Oρ((0, 1, 1)) (1, 0, 1), (1, 1, 0), (0, 1, 1)
Oρ((1, 1, 1)) (1, 1, 1)

For n = 4:

Oρ((0, 0, 0, 0)) (0, 0, 0, 0)
Oρ((1, 0, 0, 0)) (1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), (0, 0, 0, 1)
Oρ((1, 0, 1, 0)) (1, 0, 1, 0), (0, 1, 0, 1)
Oρ((1, 0, 0, 1)) (1, 0, 0, 1), (1, 1, 0, 0), (0, 1, 1, 0), (0, 0, 1, 1)
Oρ((0, 1, 1, 1)) (0, 1, 1, 1), (1, 0, 1, 1), (1, 1, 0, 1), (1, 1, 1, 0)
Oρ((1, 1, 1, 1)) (1, 1, 1, 1)

We denote by Θπ,n a set of all orbits relatively action
of π on Fn2 . The proposition 6.1 implies that for arbitrary
Fπ ∈ ∆π,n values of elements of some π-orbit g ∈ Θπ,n

are elements of some ρ-orbit q ∈ Θρ,n, since F (πn(x)) =
ρ−n(F (x)). Let Mk

π,n = {g ∈ Θπ,n : |g| = k}.
Denote ΨFπ,n : Θπ,n → Θρ,n obtained by the rule:

ΨFπ,n(Oπ(x)) = Oρ(Fπ(x)). Now we can formulate con-
ditions of Fπ one-to-one property in terms of ΨFπ,n.

Proposition 6.2: Fπ ∈ ∆π,n is an one-to-one function if
and only if ΨFπ,n is one-to-one function. In case if ΨFπ,n is
one-to-one then |ΨFπ,n(g)| = |g|, for all g ∈ Θπ,n.

Proof: =⇒ Suppose that Fπ is one-to-one function and
ΨFπ,n is not. Let us note that from proposition 6.1 we have
Fπ(πk(x)) = ρ−k(Fπ(x)), so ΨFπ,n may map orbit of length
k only to orbit of length q where q 6 k. Since if q > k
then Fπ(x) = Fπ(πk(x)) = ρk(Fπ(x)) 6= Fπ(x). Thus, there
exists g ∈ Θρ,n which is not a value of ΨFπ,n, or there exist
q, g ∈ Θπ,n such as ΨFπ,n(q) = ΨFπ,n(g). Let us consider the
first case. We have elements of g that are not values of Fπ and
this contradicts to the one-to-one property of Fπ . The second
case leads us to a contradiction because orbits q, g ∈ Θπ,n are
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mapped to o ∈ Θρ,n and |o| 6 |q|, |o| 6 |g|. So, Fπ can not
be an one-to-one function.
⇐= In order to prove reverse statement, let us show that if

ΨFπ,n is bijective, then the length of ΨFπ,n(g) equals to the
length of g. Consider some orbit g1 of length k that is mapped
to orbit g2 of length q and q < k, then reverse function of
ΨFπ,n can not map g2 to g1, since q < k. So now we conclude
that Fπ is an one-to-one function, since the cardinality of the
image equals to the cardinality of the preimage. �

As a consequence of proposition 6.2 we get the following
result:

Proposition 6.3: If it holds for some k : |Mk
π,n| 6= |Mk

ρ,n|
then the set of one-to-one functions from ∆π,n is empty.

Example: Let π be a partial derangement. This means
π reorders elements except for some of them, which
are called fixed points. Without loss of generality, we
assume that the first coordinate is fixed. Then vectors
(1, 0, . . . , 0), (0, . . . , 0), (1, . . . , 1) form orbits of length 1. But
for ρ there are always only two orbits which lengths are equal
to one: (0, . . . , 0) and (1, . . . , 1). Thus, for every π with fixed
points there are no one-to-one functions from ∆π,n.

Proposition 6.2 means that in order to construct one-to-one
functions Fπ ∈ ∆π,n we can use bijective maps Ψn : Θπ,n →
Θρ,n, which satisfy |Ψn(g)| = |g| , where g ∈ Θπ,n. Then,
depending on them, we can construct Fπ ∈ ∆π,n such that
ΨFπ,n ≡ Ψn.

Proposition 6.4: Let Ψn : Θπ,n → Θρ,n which satisfies
|Ψn(g)| = |g| for all g ∈ Θπ,n. Then restriction of Ψn on
Mk
π,n is arbitrary permutation from S|Mk

π,n|.

Now consider the case π = ρ. We define Mk
n = Mk

ρ,n.
Consider an one-to-one function Ψn which satisfies |Ψn(g)| =
|g| for all g ∈ Θπ,n. Let us construct function Fρ ∈ ∆ρ,n based
on Ψn. Let o ∈ Θρ,n be an orbit of length k. If value of Fρ for
some x ∈ O is determined then value of Fρ is determined for
all x ∈ Fρ, since Fρ(ρn(x)) = ρ−n(Fρ(x)). Thus for every
ΨFρ,n we are able to construct

∏
k:k|n k

|Mk
n | functions and

they are all pairwise different.
Proposition 6.5: It holds 2k =

∑
`:`|k ` · |M `

n|.

Proof: Orbits do not intersect by definition and their union
give us Fn2 . �

This formula allows us to calculate |Mk
n | for every k. There

are always only two orbits which lengths are equal to one,
so we can calculate |Mk

n | for every prime k. Then we can
calculate it for every k. Therefore we can get a number of
one-to-one functions from ∆n via the following result:

Theorem 6.6: The number of one-to-one vectorial Boolean
functions in class ∆ρ,n is equal to

∏
k:k|n |Mk

n |! · k|M
k
n |.

Proof: Let us count the number of one-to-one maps Ψn from
Θρ,n to Θρ,n that satisfies |Ψn(g)| = |g|, g ∈ Θρ,n. This map
permutes elements of Mk

n , so the number of one-to-one Ψn

is
∏
k:k|n |Mk

n |!. Every Ψn generates product of
∏
k:k|n k

|Mk
n |

different functions and combining these possibilities we obtain
the result. �

VII. CONCLUSION

In the paper, we proposed a simple method of constructing
S-boxes using Boolean functions in a small number of vari-
ables. We take a Boolean function f and a permutation π and
construct a vectorial Boolean function Fπ . We analyzed what
cryptographic properties of Fπ can be provided with respect
to f and π. For arbitrary n we study whether there exist one-
to-one functions in ∆π,n and found their exact number. Also
we describe one-to-one functions Fπ ∈ ∆π,n as mappings of
orbits with respect to action π on Fn2 . As a consequence, we
offer an algorithm for constructing one-to-one functions that
belong to ∆π,n. Other cryptographic properties of F and a
larger number of variables should be studied in the future.
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Abstract

In this work properties of a secondary bent function construction, that inverts values of
the given bent function on an affine subspace, are obtained. Some results regarding normal
and weakly normal bent functions are generalized. Bent functions and their dual functions
are considered in the construction context.

1 Preliminaries

Let us recall some definitions. A bent function is a Boolean function in even number of variables
that are at the maximal possible Hamming distance from the set of all affine Boolean functions.
They were introduced by O. Rothaus [1]. Additional information regarding bent functions can
be found in [2, 3]. Dαf is the derivative of f in the direction α. Let 〈x, y〉 = x1y1 ⊕ . . .⊕ xnyn,
where x, y ∈ Fn2 . Denote by IndS characteristic function of a set S ⊆ Fn2 . Let us define for
x ∈ Fn2 and k ≤ n

Projk(x) = (x1, . . . , xk),

P rojk(S) = {Projk(x) | x ∈ S},
Elemk(S) = {x ∈ Fk2 | (x, 0, . . . , 0︸ ︷︷ ︸

n−k

) ∈ S}.

Hereinafter suppose that n is even. By Bn we denote the set all bent functions in n variables,
by f̃ — a dual bent function for f ∈ Bn.

In this work we consider properties of bent function construction

f ⊕ IndU ,

where f ∈ Bn is a given bent function and U is an affine subspace of an arbitrary dimension.
Necessary and sufficient conditions for f ⊕ IndU to be a bent function were proven by C.
Carlet [4].

Theorem 1.1 (C. Carlet, 1994) Let f ∈ Bn, L ≤ Fn2 be a linear subspace and a ∈ Fn2 . Then

f ⊕ Inda⊕L is a bent function if and only if any of the following equivalent conditions hold:

• Dαf is balanced on a⊕ L for all α ∈ Fn2 \ L;

• f̃(x)⊕ 〈a, x〉 is either constant or balanced on each coset of L⊥.

We will use the second condition. Thus, the next two sections in some sense describe prop-
erties of dual bent function f̃ .
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2 A balanced representation

Let us introduce the following notion for our convenience.

Definition 2.1 A Boolean function f in n variables has a balanced representation by a linear
subspace L ≤ Fn2 if f is either constant or balanced on each coset of L.

Note that any function has a balanced representation by the 0-dimensional linear subspace
(“either constant or balanced” case allows us to ignore its odd cardinality). The same situation
is for an 1-dimensional linear subspace.

First of all, there are some additional details regarding balanced representations of bent
functions.

Theorem 2.2 Let f ∈ Bn and L be a linear subspace, dimL ≤ n/2. Then

• f has a balanced representation by L if and only if f is constant on each of some 2n−2 dimL

different cosets of L;

• f can not be constant on more than 2n−2 dimL different cosets of L.

Note that the case dimL = n/2 is very interesting for bent functions: for instance, H. Dob-
bertin introduced a large class of normal bent functions for this representation [5].

3 A balanced representation of iterative constructed functions

Let us consider the simplest iterative construction of bent function f+2 by f ∈ Bn:

f+2(x1, . . . , xn+2) = f(x1, . . . , xn)⊕ xn+1xn+2.

Recall that f+2 ∈ Bn+2 if and only if f ∈ Bn. Also, it is true

f̃+2(x1, . . . , xn+2) = f̃(x1, . . . , xn)⊕ xn+1xn+2.

The question is the balanced representations for f and f+2 are connected or not. Let us
prove the following proposition.

Proposition 3.1 Let f ∈ Bn and have a balanced representation by L ≤ Fn2 . Then bent function
f+2 has balanced representations by

• L0 = {(x, 0, 0) | x ∈ L}, i. e. dimL0 = dimL;

• L1 = {(x, y, 0) | x ∈ L, y ∈ F2}, i. e. dimL1 = dimL+ 1.

Moreover, there is “feedback” from the f+2 to f .

Theorem 3.2 Let f ∈ Bn and f+2 have a balanced representation by L ≤ Fn+2
2 . Then there

exists L′ ≤ Fn2 with
dimL− 1 ≤ dimL′ ≤ dimL,

such that f has a balanced representation by L′. Moreover, it holds

Elemn(L) ≤ L′ ≤ Projn(L).

In case dimL = n/2 + 1 the theorem can be easily transform to “f is a normal if and only if f+2

is normal” proved in [6], i. e. it is a generalization of weakly normal and normal bent function
properties.
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4 Subspaces for iterative constructed functions

Using Theorem 1.1, the results of Section 3 can be generalized to the construction properties.

Proposition 4.1 Let f ∈ Bn and f ⊕ IndU ∈ Bn, where U is an affine subspace of Fn2 . Then
for bent function f+2 the following holds:

• f+2 ⊕ IndU1 ∈ Bn+2, where U1 = {(x, y, 0) | x ∈ U, y ∈ F2}, i. e. dimU1 = dimU + 1.

• f+2 ⊕ IndU2 ∈ Bn+2, where U2 = {(x, y, z) | x ∈ U, y, z ∈ F2}, i. e. dimU2 = dimU + 2;

Theorem 4.2 Let f+2 ∈ Bn+2 and f+2 ⊕ Inda⊕L ∈ Bn+2, where L ≤ Fn+2
2 , a ∈ Fn+2

2 . Then
there exists L′ ≤ Fn2 with

dimL− 2 ≤ dimL′ ≤ dimL− 1,

such that f ⊕ IndProjn(a)⊕L′ ∈ Bn. Moreover, it holds

Elemn(L) ≤ L′ ≤ Projn(L).

Similar to Theorem 3.2, in case dimL = n/2+1 the theorem can be rephrase in terms of weakly
normal bent function properties.

Here, trivial subspace dimensions for f ∈ Bn are n (just negation of the function) and n− 1
(addition of an affine function). So, it is naturally to skip these dimensions in the construction.

Computational experiments (see Section 5) show that for non-weakly normal bent function
f10 ∈ B10 found in [7] (Fact 14) the following fact holds.

Fact 4.3 For any affine subspace U ≤ F10
2 , dimU ≤ 8, it is true that f10 ⊕ IndU /∈ B10.

Corollary 4.4 For any n ≥ 10 there exists a bent function f ∈ Bn such that f ⊕ IndU /∈ Bn for
any affine subspace U ≤ Fn2 of dimension at most n/2 + 3.

5 Search subspaces

For the given f ∈ Bn, the algorithm described in [6] can help to construct all affine subspaces
U ≤ Fn2 (of an arbitrary dimension), such that f ⊕ IndU ∈ Bn. Though it constructs affine
subspaces such that f is affine on each of them, it “sorts” cosets for convenient usage in a
balanced representation.

Its complexity can be calculated in the following way:

n

n/2∑
m=1

(
|Lm(f̃)|+ (2m − 2)|L0

m(f̃)|
)

+O(n2n),

where Lm(f) (L0
m(f)) are all m-dimensional affine subspaces such that f is affine (constant) on

them.

6 Count of the constructed functions

Let us define for f ∈ Bn and 0 ≤ m ≤ n

Constrm(f) = {f ⊕ IndU | U is an m-dimensional affine subspace of Fn2} ∩ Bn.

Theorem 6.1 Let f ∈ Bn and f⊕IndU ∈ Bn, where U is an affine subspace of Fn2 of dimension
at most n/2 + 1. Then

supp{f̃ ⊕ ˜(f ⊕ IndU )}

is an affine subspace too.
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Corollary 6.2 |Constrm(f)| = |Constrm(f̃)| for m ≤ n/2 + 1.

Unlike n/2 and n/2 + 1 dimensions, for other cases we have

• supp{f̃ ⊕ ˜(f ⊕ IndU )} may not be an affine subspace;

• |Constrm(f)| and |Constrm(f̃)| may not be equal; such bent functions in 8 variables exist,
for instance, in Maiorana–McFarland class [8].

So, for an arbitrary subspace dimensions some construction properties differ from the case
m = n/2.

It is well known that |Constrm(f)| = 0 for m < n/2. The following theorem estimates
cardinalities of all other Constrm(f).

Theorem 6.3 For f ∈ Bn and m ≥ n/2 it holds

|Constrm(f)| ≤ 2n−m
n−m∏
i=1

22m+2i−n − 1

2i − 1
.

Moreover, for m ≤ n− 2 the bound is reached if and only if f is quadratic.

This estimate generalizes the bound from [9] for the case m = n/2.
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Metrical properties of self-dual generalized bent functions
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Abstract

Bent functions of the form Fn
2 → Zq (K.-U Schmidt, 2006) are known as generalized

bent (gbent) functions. In this paper we explore self-dual generalized bent functions and
their metrical properties. Necessary and sufficient conditions for self-duality of Maiorana–
McFarland gbent functions are given. We find the complete Hamming and Lee distance
spectrums between self-dual Maiorana–McFarland gbent functions. It is proved that the set
of quaternary self-dual gbent functions is metrically regular within the Lee distance. Minimal
Lee distance between mentioned functions is obtained as a corollary. We define the action
of a linear operator C2n → C2n on the set of generalized Boolean functions in n variables
and characterize all unitary operators which transform the set of all generalized Boolean
functions in n variables into itself and preserve self-duality. It is proved that there is no such
unitary operator which assigns to every regular generalized bent function in even number n
of variables its dual gbent function. In particular, from this result it follows that there is no
isometric mapping of the set of all Boolean functions into itself which assigns to every bent
function its dual function.

Let Fn2 be a set of binary vectors of length n. For x, y ∈ Fn2 denote 〈x, y〉 =
n⊕
i=1

xiyi, where

the sign ⊕ denotes a sum modulo 2.
A generalized Boolean function f in n variables is any map from Fn2 to Zq, the integers

modulo q. The set of generalized Boolean functions in n variables is denoted by GFqn. Let
ω = e2πi/q. A sign function of f ∈ GFqn is a complex valued function ωf , we will also refer to it
as to a complex vector

(
ωf0 , ωf1 , ..., ωf2n−1

)
of length 2n, where (f0, f1, ..., f2n−1) is a vector of

values of the function f .
The Hamming weight wtH(x) of the vector x ∈ Fn2 is the number of nonzero coordinates of

x. The Hamming distance distH(f, g) between generalized Boolean functions f, g in n variables
is the cardinality of the set {x ∈ Fn2 |f(x) 6= g(x)}. The Lee weight of the element x ∈ Zq
is wtL(x) = min {x, q − x}. The Lee distance dL(f, g) between f, g ∈ GFqn is

distL(f, g) =
∑
x∈Fn

2

wtL (δ(x)) ,

where δ ∈ GFqn and δ(x) = f(x) + (q − 1)g(x) for any x ∈ Fn2 . For Boolean case q = 2 the
Hamming distance coincides with the Lee distance.

The (generalized) Walsh–Hadamard transform of f ∈ GFqn is the complex valued function:

Hf (y) =
∑
x∈Fn

2

ωf(x)(−1)〈x,y〉.

A generalized Boolean function f in n variables is said to be generalized bent (gbent) if

|Hf (y)| = 2n/2,

*The work was carried out within the framework of the state contract of the Sobolev Institute of Mathematics
(project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research (project no. 18-07-01394,
20-31-70043) and Laboratory of Cryptography JetBrains Research.
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for all y ∈ Fn2 [9]. If there exists such f̃ ∈ GFqn that Hf (y) = ωf̃(y)2n/2 for any y ∈ Fn2 , the

gbent function f is said to be regular and f̃ is called its dual. Note that f̃ is generalized bent as
well. A regular gbent function f in said to be self-dual if f = f̃ , and anti-self-dual if f = f̃ + q

2 .
Consequently, it is the case only for even q. So throughout this paper we assume that q is a
natural even number.

In paper [6] for the case when q is divisible by 4, necessary and sufficient conditions for the
bentness of generalized Boolean functions of the form

f(x) =
n∑
i=1

λixi + λ0,

where λ0, λ1, ..., λn ∈ Zq, were obtained. Functions from this class are referred to as affine
functions.

It is well known that Boolean bent function and, as a consequence, self-dual Boolean bent
function can not be affine. The next result shows non-existence of self-dual generalized bent
functions in the class of affine functions.

Theorem 0.1 There are no self-dual generalized bent functions in n variables of the form

f(x) =
n∑
i=1

λixi + λ0,

where λ0, λ1, ..., λn ∈ Zq.

Bent functions in 2k variables which have a representation

f(x, y) = 〈x, π(y)〉 ⊕ g(y),

where x, y ∈ Fk2, π : Fk2 → Fk2 is a permutation and g is a Boolean function in k variables, form
the well known Maiorana–McFarland class of bent functions. It is known [1] that a dual of a
Maiorana–McFarland bent function f(x, y) is equal to

f̃(x, y) = 〈π−1(x), y〉 ⊕ g
(
π−1(x)

)
.

A generalization of this construction for the case q = 4 was given by Schmidt in [9]. In [11]
this construction was given for any even q, thus, forming the following construction

f(x, y) =
q

2
〈x, π(y)〉 ⊕ g(y),

where x, y ∈ Fk2, π : Fk2 → Fk2 is a permutation and g is a generalized Boolean function in k
variables. Its dual is

f̃(x, y) =
q

2
〈π−1(x), y〉 ⊕ g

(
π−1(x)

)
.

In the article [2] necessary and sufficient conditions of (anti-)self-duality of Maiorana–McFarland
bent functions, denoted by SB+

M(n) (SB−M(n)), were given. In [10] quaternary self-dual Maiorana–
McFarland bent functions were studied and necessary and sufficient conditions of self-duality
were obtained.

In the current work we generalize these results for any even q. Denote the sets of (anti-)self-
dual generalized Maiorana–McFarland bent functions by SB+

Mq(n) (SB−Mq(n))

Theorem 0.2 A generalized Maiorana–McFarland bent function

f(x, y) =
q

2
〈x, π(y)〉+ g(y), x, y ∈ Fn/22 ,

is (anti-)self-dual bent if and only if for any y ∈ Fn/22

π(y) = L (y ⊕ b) , g(y) =
q

2
〈b, y〉+ d,

where L ∈ On/2, b ∈ Fn/22 , wt (b) is even (odd), d ∈ Zq.
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It follows that the number of such functions is a function of q and the cardinality of the
orthogonal group.

Corollary 0.3 It holds∣∣SB+
GMq(n)

∣∣ =
∣∣SB−GMq(n)

∣∣ = q · 2n/2−1 |O (n/2,F2)| .

In paper [3] the possible Hamming distances between (anti-)self-dual Maiorana–McFarland
bent functions for the Boolean case were studied and the complete Hamming distances of these
distances was presented, namely it was shown that for f, g ∈ SB+

M(n) ∪ SB−M(n), then

dist(f, g) ∈
{

2n−1, 2n−1
(

1± 1

2r

)
, r = 0, 1, ..., n/2− 1

}
.

Moreover, it was shown that if either f, g ∈ SB+
M(n) or f, g ∈ SB−M(n), then all distances given

above are attainable. If f is self-dual bent and g is anti-self-dual bent, then dist(f, g) = 2n−1.
In the current work we generalize this result for any even q in both Hamming and Lee dis-

tances. Denote the mentioned spectrum for the Hamming distance by SpH
(
SB+
GMq(n) ∪ SB−GMq(n)

)
,

while for the Lee distance the notation SpL
(
SB+
GMq(n) ∪ SB−GMq(n)

)
is used.

Theorem 0.4 It holds

SpH
(
SB+
GMq(n) ∪ SB−GMq(n)

)
=
{

2n−1
}
∪
n/2−1⋃
r=0

{
2n−1

(
1± 1

2r

)}
,

SpL
(
SB+
GMq(n) ∪ SB−GMq(n)

)
=
{
q · 2n−2

}
∪

q/2⋃
w=0

n/2−1⋃
r=0

{
q · 2n−2

(
1± 1

2r

)
∓ w · 2n−r

}
.

Moreover, all given distances are attainable.

It is possible to derive minimal distances from these spectrums.

Corollary 0.5 The minimal Lee distance between generalized (anti-)self-dual Maiorana–McFarland
bent functions in n variables is equal to 2n−3q, while the minimal Hamming distance is 2n−2.

Recall that RM (r,m) is the length 2m linear code over that is generated by the monomials
of order at most r in variables x1, x2, ..., xm, its minimal Lee distance is equal to 2m−r [8]. Hence
for RM (2,m) minimal Lee distance is equal to 2n−2. From the obtained results it follows that

Corollary 0.6 The minimal Lee distance 2n−2 between quadratic (generalized) bent functions
is attainable on (anti-)self-dual Maiorana–McFarland bent functions from GMq

n only for q = 2.

Let X ⊆ Znq be an arbitrary set and let y ∈ Znq be an arbitrary vector. Define the distance
between y and X as dist(y,X) = min

x∈X
dist(y, x). The maximal distance from the set X is

d(X) = max
y∈Zn

q

dist(y,X).

In coding theory this number is also known as the covering radius of the set X. A vector
z ∈ Znq is called maximally distant from a set X if dist(z,X) = d(X). The set of all maximally
distant vectors from the set X is called the metrical complement of the set X and denoted by

X̂. A set X is said to be metrically regular if
̂̂
X = X. A subset of Boolean functions is said to

be metrically regular if the set of corresponding vectors of values is metrically regular [13].
In paper [4] it was proved that the set of Boolean self-dual bent functions is metrically regular

within the Hamming distance. In current work we prove that within Lee distance this statement
holds for the quaternary case q = 4 as well.
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Theorem 0.7 The sets of (anti-)self-dual generalized quaternary bent functions are metrically
regular within the Lee distance.

Let ϕ : C2n → C2n be a linear operator with matrix A in canonical basis of the space Cn.
We will say that ϕ transforms the generalized function f ∈ GFqn with sign function F = ωf

to the function f ′ ∈ GFqn if the sign function of f ′ is equal to AF . Denote by Uqn the set of
unitary operators C2n → C2n which transform the set of q-ary generalized Boolean functions in
n variables into itself.

The general form of these mappings is given by the following

Theorem 0.8 Every operator from Uqn can be uniquely represented in the form

f(x) −→ f (π(x)) + g(x),

where π is a permuation on Fn2 and g ∈ GFqn.

Corollary 0.9 Every operator from Uqn preserves Lee and Hamming distances between general-
ized Boolean functions and Euclidian distance between their sign functions.

Corollary 0.10 It holds
|Uqn| = 2n! · q2n .

From Markov’s theorem (1956) [7] it follows that the general form of isometric mappings of
all Boolean functions in n variables to itself is

f(x) −→ f(π(x))⊕ g(x),

where π is a permutation on the set Fn2 and g ∈ Fn [7]. Thus for the Boolean case we have the
following:

Corollary 0.11 For q = 2 there is an one-to-one correspondence between the set Uqn and the
set of isometric mappings of all Boolean functions in n variables into itself, defined by Markov’s
theorem.

Corollary 0.12 It holds
|Uqn| = 2n! · q2n .

In paper [5] isometric mappings of all Boolean functions in n variables into itself which
preserve self-duality were completely described, namely it was proved that isometric mapping
ϕ : f(x)→ f(π(x))⊕ g(x) preserves self-duality if and only if

π(x) = L (x⊕ c) , x ∈ Fn2 ,

and
g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ F2. It was also shown that isometric mappings of
all Boolean functions in n variables into itself preserves self-duality if and only if it preserves
anti-self-duality.

We generalize this result within the set Uqn:

Theorem 0.13 Isometric mapping ϕ : f(x) → f(π(x)) ⊕ g(x) preserves (anti-)self-duality of
generalized regular bent function if and only if

π(x) = L (x⊕ c) , x ∈ Fn2 ,

and
g(x) =

q

2
〈c, x〉 ⊕ d, x ∈ Fn2 ,

where L ∈ On, c ∈ Fn2 , wt(c) is even, d ∈ Zq.
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Regarding the mapping f → f̃ , which assigns the dual bent function to every regular bent
function the following statement holds.

Theorem 0.14 If n is an even number, then in the set Uqn there is no such operator which
assigns the dual gbent function to every regular gbent function from the set GBqn.

Corollary 0.15 There is no isometric mapping of the set of all Boolean functions into itself
which assigns to every Boolean bent function its dual Boolean bent function.

From this fact and the general form of isometric mappings which preserve bentness [12] it
follows that

Corollary 0.16 The mapping defined on the set of Boolean bent functions in n variables as
follows

f(x) −→ f̃(x),

cannot be represented as a combination of an affine transform of coordinates and an affine shift.
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Abstract

In this work we study metric properties of the well-known family of binary Reed-Muller
codes. Let A be an arbitrary subset of the Boolean cube, and Â be the metric complement
of A — the set of all vectors of the Boolean cube at the maximal possible distance from A. If
the metric complement of Â coincides with A, then the set A is called a metrically regular set.
The problem of investigating metrically regular sets appeared when studying bent functions,
which have important applications in cryptography and coding theory and are also one of the
earliest examples of a metrically regular set. In this work we describe metric complements
and establish the metric regularity of the codes RM(0,m) and RM(k,m) for k > m − 3.
Additionally, the metric regularity of the codesRM(1, 5) andRM(2, 6) is proved. Combined
with previous results by Tokareva N. (2012) concerning duality of affine and bent functions,
this proves the metric regularity of most Reed-Muller codes with known covering radius. It
is conjectured that all Reed-Muller codes are metrically regular.

1 Introduction

The problem of investigating and classifying metrically regular sets was posed by Tokareva
[14, 15] when studying metric properties of bent functions [11]. A Boolean function f in even
number of variables m is called a bent function if it is at the maximal possible distance from the
set of affine functions.

Bent functions have various applications in cryptography, coding theory and combinatorics
[6, 15]. In cryptography, bent functions are valued because of their outstanding nonlinearity,
which allows one to construct S-boxes for block ciphers which possess high resistance to the linear
cryptanalysis [6]. However, many problems related to bent functions remain unsolved; in partic-
ular, the gap between the best known lower and upper bound on the number of bent functions
is extremely large; currently known constructions of bent functions are rather scarse. In 2012
[14], Tokareva has proved that, like bent functions are maximally distant from affine functions,
affine functions are at the maximal possible distance from bent functions, thus establishing the
metric regularity of both sets. This discovery arouses interest in studying the property of metric
regularity in order to better understand the structure of the set of bent functions.

Let us briefly overview the results obtained in this area. Metric regularity of several classes
of partition set functions is studied in [13]. The work [4] examines metric properties of self-
dual bent functions. Metric regularity has been actively investigated by the author: metric
complements of linear subspaces of the Boolean cube are studied in the paper [8], while the
works [9] and [10] are studying possible sizes of the largest and smallest metrically regular set.

In this work we investigate metric properties of Reed-Muller codes. Among the codes of high
order, covering radii of the codes RM(k,m), for k > m− 3 are known. The covering radius of
RM(1,m) for odd m > 7 is unknown, but has been determined for RM(1, 5) [1] and RM(1, 7)
[7, 3]. In [12], Schatz has found the covering radius of RM(2, 6), while recently Wang has

∗The work was carried out within the framework of the state contract of the Sobolev Institute of Mathematics
(project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research (projects no. 18-07-01394,
19-31-90093) and Laboratory of Cryptography JetBrains Research.
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established the covering radius of RM(2, 7) [16]. For m > 7, the covering radius of RM(2,m)
is still unknown. We prove that the codes RM(k,m), for k = 0 and k > m − 3 and the codes
RM(1, 5) and RM(2, 6) are metrically regular and also describe their metric complements in
most cases.

2 Preliminaries

Let Fn
2 be the space of binary vectors of length n with the Hamming metric. The Hamming

distance d(·, ·) between two binary vectors is defined as the number of coordinates in which these
vectors differ, while wt(·) denotes the weight of a vector, i.e. the number of nonzero values it
contains. The plus sign + denotes addition modulo two (componentwise in case of vectors).

Let X ⊆ Fn
2 be an arbitrary set and y ∈ Fn

2 be an arbitrary vector. The distance from the
vector y to the set X is defined as

d(y,X) = min
x∈X

d(y, x).

The covering radius of the set X is defined as

ρ(X) = max
z∈Fn

2

d(z,X).

The set X with ρ(X) = r is also called a covering code [2] of radius r.
Consider the set

Y = {y ∈ Fn
2 |d(y,X) = ρ(X)}

of all vectors at the maximal possible distance from the set X. This set is called the metric
complement [8] of X and is denoted by X̂. Vectors from the metric complement are sometimes

called deep holes of a code. If
̂̂
X = X then the set X is said to be metrically regular [15].

Note that metrically regular sets always come in pairs, i.e. if A is a metrically regular set,
then its metric complement Â is also a metrically regular set and both of them have the same
covering radius. For some simple examples of metric complements and metrically regular sets,
refer to [8, 9, 10].

The following trivial auxiliary lemma, established in [8], will be used throughout the paper.

Lemma 2.1 Let C ⊆ Fn
2 be a linear code. Then ρ(Ĉ) = ρ(C) and a vector x ∈ Fn

2 is in
̂̂
C if

and only if x+ Ĉ = Ĉ.

Let Fm be the set of all Boolean functions in m variables. The Reed-Muller code of order k
is defined as:

RM(k,m) = {f ∈ Fm : deg(f) 6 k},

where deg(·) denotes the degree of the algebraic normal form (ANF) of the function.
Let f and g be two functions in m variables. Denote as Lb

A : Fm
2 → Fm

2 the affine transfor-
mation of the variables with the matrix A and the vector b):

(f ◦ Lb
A)(x) = f(Ax + b).

Here ◦ denotes the composition of the functions. If the vector b is zero, it will be omitted from
the notation. Functions f and g are called linearly equivalent if one can be obtained from the
other by applying a nonsingular linear transformation to the variables, i.e. f = g ◦ LA, where
det A 6= 0.

Extended affine equivalence is more common when classifying boolean functions: functions
f and g are called EA-equivalent if there exists a nonsingular linear transformation of variables
A, a boolean vector b of length m and a function h of degree at most 1 such that f = g ◦Lb

A +h.
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For our study we will use a variant of these two equivalence relations, which will be referred
to as extended linear equivalence (to the power of k). Functions f and g are called ELk-equivalent
if there exists a nonsingular binary matrix A and a function h of degree at most k such that

f = g ◦ LA + h.

It is easy to see that this relation is indeed an equivalence. We will denote this equivalence by

f
k∼ g.
The Reed-Muller code of order k in m variables is usually denoted as RM(k,m). Since we

will refer to these codes regularly, we will instead often use Rk,m to denote the Reed-Muller
code of order k in m variables. We will sometimes omit the number of variables m if it is clear
from the context.

3 The Reed-Muller code RM(1, 5)

In the work [1], Berlekamp and Welch presented a partition of all cosets of the R1,5 code into
48 classes with respect to the EA-equivalence and obtained weight distributions for each class
of cosets. Four of these cosets contain only codewords of weight 12 and higher, and those cosets
constitute the metric complement of R1,5. Thus we can present the metric complement of this
code as:

R̂1,5 = {f : f
EA∼ g for some g from one of 4 farthest classes}

Since R1,5 is linear, it follows that ρ(R̂1,5) = ρ(R1,5) = 12, and f ∈ ̂̂R1,5 if and only if

f + R̂1,5 = R̂1,5. Thus, in order to establish the metric regularity of R1,5, we must prove that

for every f /∈ R1,5 it holds f + R̂1,5 6= R̂1,5.
This is done by taking a representative fc from every class of cosets C (aside from R1,5 itself)

and showing that there exists a function gc ∈ R̂1,5 such that fc + gc /∈ R̂1,5. Since the metric

complement R̂1,5 consists of EA-equivalence classes, this proves that none of the functions from

the class C belong to R̂1,5. Therefore, the following holds:

Theorem 3.1 The code R1,5 is metrically regular.

4 The Reed-Muller codes of orders 0, m, m− 1 and m− 2

The Reed-Muller codes of orders 0, m and m − 1 coincide with the repetition code, the whole
space and the even weight code respectively. It is trivial that all of them are metrically regular.

The Reed-Muller code of order m− 2 has covering radius 2 [2]. By definition, it consists of
all Boolean functions of degree at most m− 2. Since all functions of degree m have odd weight,
and all functions of smaller degree have even weight, functions of degree m are at distance 1
from Rm−2, while functions of degree m− 1 are at distance 2 and therefore

R̂m−2 = Rm−1 \ Rm−2.

Since Rm−2 is linear, ρ(R̂m−2) = ρ(Rm−2) = 2 and thus functions of degree m are at distance

1 from R̂m−2. It follows that
̂̂Rm−2 = Rm−2 and Rm−2 is metrically regular.

5 The Reed-Muller code of order m− 3

5.1 Covering radius

McLoughlin [5] has proved that

ρ(Rm−3) =

{
m+ 1, if m is odd,

m+ 2, if m is even.
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This result is reestablished by Cohen et al in the book “Covering codes” [2], using a method of
syndrome matrices, different from that in [5]. This method allows us not only to obtain covering
radius of the Reed-Muller code of order m − 3, but also to describe the metric complement of
this code. As with the covering radius, the cases of even and odd m are distinct.

5.2 Case m is even

In this case, the metric complement can be described as follows:

R̂m−3 =
⋃
g∈G

(g +Rm−3) ,

where

G = {g : supp(g) = {0, x1, x2 . . . , xm, x1 + . . .+ xm},
{x1, . . . , xm} are linearly independent}.

It is easy to see that all functions in G form an equivalence class with respect to the linear
equivalence. Let us pick any function g∗ from this class. We can now say that a function g is
in R̂m−3 if and only if g = g∗ ◦ LA + h for some nonsingular matrix A and some function h of
degree at most m − 3, or, in other words, g is in R̂m−3 if and only if g is ELm−3-equivalent to
g∗. Therefore,

R̂m−3 = {g : g
m−3∼ g∗},

where g∗ is some function from the class G (or from R̂m−3, since all functions in metric com-
plement are ELm−3-equivalent).

5.3 Case m is odd

In this case, the metric complement can be described as follows:

R̂m−3 =
⋃

g∈G1∪G2

(g +Rm−3),

where

G1 = {g : supp(g) = {0, x1, x2 . . . , xm}, {x1, . . . , xm} are linearly independent},

and

G2 = {g : supp(f) = {0, x1, x2 . . . , xm−1, x1 + . . .+ xm−1},
{x1, . . . , xm−1} are linearly independent}.

Same as with the case of even m, all functions in G1 form an equivalence class with respect
to the linear equivalence, so do functions from G2. If we now choose a representative from each
class, g∗1 from G1 and g∗2 from G2, we can describe metric complement in the following manner:

R̂m−3 = {g : g
m−3∼ g∗1} ∪ {g : g

m−3∼ g∗2}.

5.4 Metric regularity

Since the code Rm−3 is linear, it follows that ρ(R̂m−3) = ρ(Rm−3) and a function f is in
̂̂Rm−3

if and only if f + R̂m−3 = R̂m−3. Thus, like in the Section 3, we prove the metric regularity
of Rm−3 by proving that no functions other that those contained in Rm−3 preserve the metric
complement under addition, using the representations of metric complements obtained in the
previous subsections.
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6 The Reed-Muller code RM(2, 6)

Let us consider one other special case. If we change the order of values in the value vectors of
functions so that the first half of values corresponds to the values of the function when the last
variable is set to 0, and the other half corresponds to the values of the function when the last
variable is set to 1, then each Reed-Muller code (for m > 1, r > 0) can be inductively defined
as follows:

Rr,m = {(u,u + v)|u ∈ Rr,m−1,v ∈ Rr−1,m−1}.

In particular,
R2,6 = {(u,u + v)|u ∈ R2,5,v ∈ R1,5}.

Since both R2,5 and R1,5 were shown to be metrically regular, this construction proves useful
and allows us to establish the metric regularity of the code R2,6 as well. From now on, vectors
in bold will represent value vectors of functions in 5 variables (of length 32), while value vectors
of 6-variable functions will be presented as pairs of value vectors of 5-variable functions.

Let (ũ, ũ + ṽ) ∈ ̂̂R2,6. We will prove that (ũ, ũ + ṽ) is in R2,6 in two steps: first we establish
that ũ is in R2,5, then we prove that ṽ is in R1,5. The following results heavily rely on the fact
thatR2,6 attains the upper bound on the covering radius provided by the (u,u + v) construction,
i.e. ρ(R2,6) = ρ(R2,5) + ρ(R1,5) [12].

Recall (Section 5) that R̂2,5 = {g : g
2∼ g1} ∪ {g : g

2∼ g2}, where g1 and g2 are some
representatives of two EL2-equivalence classes. Let us denote

R̂1
2,5 := {g : g

2∼ g1}, R̂2
2,5 := {g : g

2∼ g2}.

The following lemma is useful when proving that ũ ∈ R2,5:

Lemma 6.1 For each i = 1, 2 one of the following statements holds:

1. ∀y ∈ R̂i
2,5 ∀w ∈ F32

2 it holds (y,w) /∈ R̂2,6;

2. ∀y ∈ R̂i
2,5 ∃w ∈ F32

2 such that (y,w) ∈ R̂2,6;

This lemma tells us that for each EL2-equivalence class of R̂2,5, either all vectors appear in
the metric complement of R2,6 as the first half of the vector, or no vectors do. Since for any

(ũ, ũ + ṽ) ∈ ̂̂R2,6 it holds (ũ, ũ + ṽ) + R̂2,6 = R̂2,6, it is easy to show that ũ must keep R̂2,5,

R̂1
2,5 or R̂2

2,5 in place under addition. From the proof of the metric regularity of the code Rm−3,m
for odd m it is not hard to see that only the vectors from R2,5 do that, and thus the following
holds:

Proposition 6.2 Let (ũ, ũ + ṽ) ∈ ̂̂R2,6. Then ũ ∈ R2,5.

Recall from Section 3 that R̂1,5 is composed of 4 EA-equivalence classes: R̂1,5 =
⋃4

i=1 R̂i
1,5.

Somewhat similar to Lemma 6.1, the following statement holds:

Lemma 6.3 For each i = 1, 2, 3, 4 one of the following statements holds:

1. ∀w′ ∈ R̂i
1,5 ∀(y,w) ∈ R̂2,6 ∀u ∈ R2,5 (d(y,u) = 6→ w + u 6= w′);

2. ∀w′ ∈ R̂i
1,5 ∃(y,w) ∈ R̂2,6 ∃u ∈ R2,5 : (d(y,u) = 6 ∧w + u = w′);

The following result shows that any of the EA-equivalence classes of the metric complement
of R1,5 are also rather “unstable” when summed with a non-affine function:

Lemma 6.4 For any v /∈ R1,5 and any i = 1, 2, 3, 4 there exists a vector w ∈ R̂i
1,5 such that

v + w /∈ R̂1,5.
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These last two lemmas allow us to show that for any (ũ, ũ + ṽ) ∈ ̂̂R2,6, the vector ṽ is in
R1,5. Combined with Proposition 6.2, this results in the

Theorem 6.5 Let (ũ, ũ + ṽ) ∈ ̂̂R2,6. Then (ũ, ũ + ṽ) ∈ R2,6.

Since the inverse inclusion holds for any linear code, Theorem 6.5 establishes the metric
regularity of the code R2,6.

7 Conclusion

We have established the metric regularity of the codes RM(1, 5), RM(2, 6) and of the codes
RM(k,m) for k > m − 3. Factoring in the result by Tokareva [14], which proves the metric
regularity of RM(1,m) for even m, we have covered all infinite families of Reed-Muller codes
with known covering radius. The only other Reed-Muller codes with known covering radius,
metric regularity of which has not been yet established, are RM(1, 7) and RM(2, 7). Given
these results, we formulate the following

Conjecture 1 All Reed-Muller codes RM(k,m) are metrically regular.

References

[1] Berlekamp E., Welch L. Weight distributions of the cosets of the (32, 6) Reed-Muller code.
IEEE Transactions on Information Theory. 18(1), 203–207 (1972).

[2] Cohen, G., Honkala, I., Litsyn, S., Lobstein, A. Covering codes. Elsevier. 54, (1997).

[3] Hou X. D. Radius of the Reed-Muller code R(1, 7) – A Simpler Proof. Journal of Combina-
torial Theory, Series A. 74(2), 337–341 (1996).

[4] Kutsenko, A. Metrical properties of self-dual bent functions. Designs, Codes and Cryptog-
raphy (2019). doi:10.1007/s10623-019-00678-x

[5] McLoughlin A. M. Covering Radius of the (m−3)-rd Order Reed Muller Codes and a Lower
Bound on the (m−4)-th Order Reed Muller Codes. SIAM Journal on Applied Mathematics.
37(2), 419–422 (1979).

[6] Mesnager S.: Bent Functions: Fundamentals and Results. Springer International Publish-
ing, (2016).

[7] Mykkeltveit J. The covering radius of the (128, 8) Reed-Muller code is 56. IEEE Transactions
on Information Theory. 26(3), 359–362 (1980).

[8] Oblaukhov A. K. Metric complements to subspaces in the Boolean cube. Journal of Applied
and Industrial Mathematics. 10(3), 397–403 (2016).

[9] Oblaukhov A. K. Maximal metrically regular sets. Siberian Electronic Mathematical Re-
ports. 15, 1842–1849 (2018).

[10] Oblaukhov A. lower bound on the size of the largest metrically regular subset of the Boolean
cube. Cryptography and Communications. 11(4), 777–791 (2019).

[11] Rothaus O. S. On “bent” functions. Journal of Combinatorial Theory, Series A. 20(3),
300–305 (1976).

[12] Schatz J. The second order Reed-Muller code of length 64 has covering radius 18. IEEE
Transactions on Information Theory. 27(4), 529–530 (1981).

277



[13] Stanica P., Sasao T., Butler J. T. Distance duality on some classes of Boolean functions.
Journal of Combinatorial Mathematics and Combinatorial Computing. 2018.

[14] Tokareva N. Duality between bent functions and affine functions. Discrete Mathematics.
312(3), 666–670 (2012).

[15] Tokareva N. Bent functions: results and applications to cryptography. Academic Press,
(2015).

[16] Wang Q. The covering radius of the Reed–Muller code RM(2, 7) is 40. Discrete Mathemat-
ics. 342(12), Article 111625 (2019).

278



Неозаглавленная секция 1

УДК 519.7 DOI 10.17223/2226308X/X/1

ON THE NUMBER OF UNSUITABLE BOOLEAN FUNCTIONS IN
CONSTRUCTIONS OF FILTER AND COMBINING MODELS OF

STREAM CIPHERS

T.A. Bonich, M.A. Panferov, N.N. Tokareva

Bonich T. A., Panferov M. A., Tokareva N. N. ON THE NUMBER OF UNSUIT-
ABLE BOOLEAN FUNCTIONS IN CONSTRUCTIONS OF FILTER AND
COMBINING MODELS OF STREAM CIPHERS. It is well known that every
stream cipher is based on a good pseudorandom generator. For cryptographic purposes we
are interested in generation of pseudorandom sequences of the maximal possible period. A
feedback register is one of the most known cryptographic primitives that is used in construc-
tion of stream generators. In this paper we analyze periodic properties of pseudorandom
sequences produced by filter and combiner generators equipped with nonlinear Boolean
functions. We determine which nonlinear functions in these schemes lead to pseudorandom
sequences of not maximal possible period. We call such functions unsuitable and count the
exact number of them for an arbitrary n.
Keywords: stream cipher, filter generator, combiner generator, gamma, Boolean function

Remember that a feedback shift register (FSR) contains two parts: a binary block x =
(xn−1, . . . x0) of length n and a feedback function f : (xn−1, . . . , x0) → {0, 1}, where f is
a Boolean function in n variables. First, we fill the block x with concrete values of bits;
together they form the initial state of the register. For functioning of the FSR the time
is considered to be discrete, i. e. it is divided into clock cycles. On each clock cycle, the
value of f(x) is calculated first, then the state x = (xn−1, . . . , x1, x0) of the register will be
changed to the state x′ = (xn−2, . . . x0, f(x)) while the bit xn−1 will be written as the first
bit of the generated sequence gamma.

The properties of gamma generated by FSR are well studied in the case when f is a
linear function. If f is nonlinear,[1], then there are too many open questions with properties
of gamma that all are connected to analysis of nonlinear recurrent sequences, [2] and [3].
That is why in cryptography some nonlinear combinations of linear FSRs are considered,
for instance, filter and combining models of stream generators based on LFSR, [4] and [5].

In this paper we analyze pseudorandom sequences produced by filter and combiner
generators. Namely, we study which nonlinear functions h in these schemes lead to
pseudorandom sequences such that their periods are not maximally possible. We call such
functions unsuitable and count the exact number of them for an arbitrary n.

A linear feedback shift register (LFSR) consists of two parts: a binary vector x =
(xn−1, . . . x0) of length n and a linear feedback function f in n variables. A state of the
register is a filling of vector x. During the encryption the register changes its states under
an action of the feedback function. Gamma is a pseudorandom sequence generated by LFSR.

Also, LFSR can be specified using feedback polynomials. It is a polynomial of degree
n defining bits to be summed. If f(xn−1, . . . , x0) = a0xn−1 ⊕ a1xn−2 ⊕ · · · ⊕ an−1x0, where
⊕ is sum modulo 2, then the corresponding feedback polynomial is defined as p(z) =
a0z

n + a1z
n−1 + · · · + an−1z + 1. If p(z) is a primitive polynomial, then the period of a

0The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-
1613 with the Ministry of Science and Higher Education of the Russian Federation and Laboratory of
Cryptography JetBrains Research.
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Неозаглавленная секция 2

pseudorandom sequence generated by LFSR is maximal, i.e. is equal to 2n − 1. Thererfore,
linear feedback shift registers are usually considers with primitive polinomials.

0.1. F u n c t i o n s f o r t h e f i l t e r m o d e l
The filter generator consists of a single shift register of length n with a linear feedback

and uses a primitive polynomial to change states. A Boolean function h(xn−1, . . . , x0)
applied to the current state generates a pseudorandom sequence gamma.

Let γ = (y1y2 . . . y2n−1), where y1 = h(xn−1, . . . , x0), y2 = h(xn−2, . . . , x0, f(xn−1, . . . , x0)),
etc. Since the number of all nonzero states is equal to 2n−1, the maximal period of gamma
is 2n−1 too. In this paper we would like do determine all Boolean function h in n variables
that lead to gammas with non-maximum period. Let us call such functions unsuitable.

Note that the number of them does not depend on a linear feedback function. But
whether function is suitable or not for the given generator — it depends on the feedback
function. When we count the number of unsuitable functions h, we do not consider a specific
set of states. We say that there is a certain number of different states which the generator
uses (all sets, that primitive polynomials generate, fit this definition). Next, we study
which pseudorandom sequences will have the maximum length. We analyze the number
of unsuitable sequences and then the number of unsuitable functions. Thus, our reasonings
do not affect the specific order of the states. Accordingly, for any set of states which the
generator uses, there will be the number of unsuitable functions h exactly that we calculated.

Theorem 1. Let n be an integer and 2n − 1 = pα1
1 p

α2
2 . . . pαss , where pi are distinct

prime numbers, αi are positive integers, s is a some number. Then the number of unsuitable
Boolean functions in n variables for the filter generator with LFSR based on a primitive
polynomial is equal to

2
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs), and + is a usual summing.

0.2. F u n c t i o n s f o r t h e c o m b i n i n g m o d e l
Combiner generators use several linear feedback shift registers. Each register has its

own length ni, uses its primitive polynomial for changing states. A Boolean function
h(X1, . . . , Xm) generates the pseudorandom sequence gamma where Xi is a register bit
string i. Since we do not use the zero state in combiner generator the total number of
states does not exceed (2n1− 1)(2n2− 1) . . . (2nm− 1). In this case, the maximum is reached
at gcd(ni, nj) = 1 where i, j = 1, . . . ,m, i 6= j and if all LFSRs have primitive feedback
polynomials. Then the Boolean function can generate a gamma with period from 1 to
(2n1 − 1)(2n2 − 1) . . . (2nm − 1). Boolean functions h in n variables leading to gammas of
non-maximum period in this case are called unsuitable.

We consider a more general model of a combiner generator. This generalized combining
model is applied in ciphers such as Grain[6] and Bean[7]. Note that the classical combining
model does not allow to describe a number of modern stream ciphers based on the more
complicated operating with bits from different registers. In this case, the more known version
of the combiner generator in which the function depends only on the extreme bits of the
registers is included in the model we are considering. In a nonlinear model sometimes it
is more convenient to work with several smaller registers than with one large register. It
should be noted that the model that we consider can be used not only in cases of all linear
or all non-linear registers but also in cases of mixed registers (i.e. some registers are linear,
some are non-linear).
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Theorem 2. Let n be an integer,
∑m

i=1 ni = n. And

(2n1 − 1)(2n2 − 1) . . . (2nm − 1) = pα1
1 p

α2
2 . . . pαss ,

where pi are different prime numbers, αi > 0, s is an integer. Then the number of
unsuitable Boolean functions in n variables for the combiner generator with LFSRs of
lengths n1, . . . , nm all based on primitive polynomials is equal to

22n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs), and + denotes a usual summing.

0.3. F u n c t i o n s f o r m o d e l s w i t h n o n l i n e a r r e g i s t e r s
A nonlinear feedback shift register (NFSR) consists of two parts: a binary vector x =

(xn−1, . . . x0) of length n and a nonlinear state function f : (xn−1, . . . , x0) → {0, 1}, in n
variables.

Similarly to the linear case, consider the filter generator. We assume that NFSR passes
over all 2n states, i.e. it has maximal possible period.

Theorem 3. Let n be an integer. Then the number of unsuitable Boolean functions
in n variables for the filter generator with NFSR of the maximal possible period is equal to
22n−1

.

There is an another question related to NFSRs: how to determine for which nonlinear
feedback functions NFSR of length n has the maximal possible period 2n? This question is
hard and still open.

We kindly thank the reviewer for careful reading of our paper and significant remarks.
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УДК 519.7

ON A SECONDARY CONSTRUCTION OF QUADRATIC APN
FUNCTIONS

Kalgin K.V., Idrisova V.A.1

Almost perfect nonlinear functions possess the optimal resistance to the differential
cryptanalysis and are widely studied. Most known constructions of APN functions are
obtained as functions over finite fields F2n and very little is known about combinatorial
constructions in Fn

2 . In this work we consider how to obtain a quadratic APN function
in n + 1 variables from a given quadratic APN function in n variables using special
restrictions on new terms.

Ключевые слова: Vectorial Boolean function, APN function, quadratic function,
secondary construction

Let us recall some definitions. Let Fn
2 be the n-dimensional vector space over F2. A

function F from Fn
2 to Fm

2 , where n and m are integers is called a vectorial Boolean function.
If m = 1 such a function is called Boolean. Every vectorial Boolean function F can be
represented as a set of m coordinate functions F = (f1, . . . , fm), where fi is a Boolean
function in n variables. Any vectorial function F can be represented uniquely in its algebraic
normal form (ANF):

F (x) =
∑

I∈P(N)

aI(
∏
i∈I

xi),

where P(N) is a power set of N = {1, . . . , n} and aI ∈ Fm
2 . The algebraic degree of a given

function F is the degree of its ANF: deg (F ) =max{|I| : aI 6= 0, I ∈ P(N)}. If algebraic
degree of a function F is not more than 1 then F is called affine. If for an affine function F
it holds F (0) = 0 then F is called linear. If algebraic degree of a function F is equal to 2
then F is called quadratic. Two vectorial functions F and G are extended affinely equivalent
(EA-equivalent) if F = A1 ◦ G ◦ A2 + A where A1, A2 are affine permutations on Fn

2 and
A is an affine function. Let F be a vectorial Boolean function from Fn

2 to Fn
2 . For vectors

a, b ∈ Fn
2 , where a 6= 0, consider the value

δ(a, b) =
∣∣{ x ∈ Fn

2

∣∣ F (x+ a) + F (x) = b}
∣∣.

Denote by ∆F the following value:

∆F = max
a6=0, b∈Fn

2

δ(a, b).

Then F is called differentially ∆F -uniform function. The smaller the parameter ∆F is
the better the resistance of a cipher containing F as an S-box to differential cryptanalysis.
For the vectorial functions from Fn

2 to Fn
2 the minimal possible value of ∆F is equal to

2. In this case the function F is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [7]. APN fuctions draw attention of many researchers, but
there is still a significant list (see, for example, surveys [3], [6] or [8]) of important open
questions. We are especially interested how to find new constructions of APN functions in
vectorspace Fn

2 , since almost all the known constructions of this class are found only as
1The work was carried out within the framework of the state contract of the Sobolev Institute of

Mathematics (project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research
(projects no. 18-07-01394, 20-31-70043) and Laboratory of Cryptography JetBrains Research.
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Неозаглавленная секция 2

polynomials over the finite fields, and to the best of our knowledge, only a few approaches
to such combinatorial constructions was proposed, for example, in [4] and [5].

Recall that two vectorial functions F and G are extended affinely equivalent (EA-
equivalent) if F = A1 ◦ G ◦ A2 + A where A1, A2 are affine permutations on Fn

2 and A
is an affine function. Since EA-equivalence preserves APNness, it is always possible to omit
linear and constant terms in the algebraic normal form of a given APN function. Further
we will consider quadratic vectorial Boolean functions that have only quadratic terms in
their ANF. The following theorem gives a necessary condition on the ANF of a given APN
function.

Теорема 1. [1] Let F = (f1, . . . , fn) be an APN function in n variables. Then every
quadratic term xixj, where i 6= j, appears at least in one coordinate function of F .

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1, . . . , gn) be a quadratic APN-function in n variables. Consider
vectorial function F = (f1, . . . , fn, fn+1) in n+ 1 variables such that:

f1 = g1 +
n∑

i=1

α1,ixixn+1;

. . .

fn = gn +
n∑

i=1

αn,ixixn+1;

fn+1 = gn+1 +
n∑

i=1

αn+1,ixixn+1,

(1)

where α1,i . . . , αn+1,i ∈ F2 for i = 1, . . . , n and gn+1 =
∑

16j<k6n βj,kxjxk for some fixed
βj,k ∈ F2. Note that if α1,i, . . . , αn,i are such that each term xixn+1 appears at least in one
of the coordinate functions f1, . . . , fn, then the necessary condition of Theorem 1 is held
for the constructed function F .

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (gij), where each element gij ∈ Fn

2 is a vector of coefficients corresponding to
term xixj in the algebraic normal form of G and all diagonal elements gii are null. It is
necessary to mention that these matrices are essentially the same as so-called QAMmatrices
that were used in [10] and [9] to construct and classify a lot of new quadratic APN functions
over finite fields. Using these matrices the APN property can be formulated in the following
way:

Утверждение 1. Let G be the matrix that corresponds to quadratic vectorial
function G. Then function G is APN if and only if x · (G · a) 6= 0 for all x 6= a, where
a, x ∈ Fn

2 and a 6= 0.

In terms of matrices the construction from (1) can be considered as an extension of a given
G with an extra bit that represents gn+1 in every element and an extra pair of row and
column that represents a set of new terms xixn+1.

Consider a quadratic APN function G and the corresponding n × n matrix G. Denote
the vector of nonzero coefficients as α = (α1, . . . , αn). Let us fix gn+1 and construct (n +
1) × (n + 1) matrix F by adding (α1, . . . , αn, 0) as the last column and the last row and
adding new bit to every element according to the choice of gn+1. Let us denote as G ′ the
submatrix (fij) of F , such that i, j < n+ 1. Let 〈X〉 denote the linear span of X and F be
the quadratic vectorial that is corresponded with the constructed matrix F
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Теорема 2. A function F is APN if and only if α · a′ does not belong to 〈G ′ · a′〉 for
all a′ ∈ Fn

2 , a′ 6= 0.

This theorem shows how to choose new coefficients α1,i . . . , αn+1,i ∈ F2 in the
construction from (1) such that an obtained function F is APN. When n = 3, 4 and 5
for APN functions that are EA classes representatives we obtained all the possible classes
of quadratic APN functions for 4, 5 and 6 variables from the classification [2] and large
variety of classes for constructing from 6 to 7 variables.
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S-boxes are widely used in cryptography. In particular, they form important
components of SP and Feistel networks. Mathematically, S-box is a vectorial Boolean
function F : Fn2 → Fm2 that should satisfy several cryptographic properties. Usually
n = m. In this work we study one-to-one property of a vectorial Boolean function
constructed in a special way on the base of a Boolean function and a permuation on
n elements. We count the number of all one-to-one functions of this type.

Keywords: Boolean function, vectorial Boolean function, S-box.

Let π ∈ Sn be a permutation such that πn(x) = x. Consider some x ∈ Fn2 , x =
(x1, . . . , xn), de�ne π(x) = (xπ(1), . . . , xπ(n)). Let f be a Boolean function in n variables, we
construct vectorial Boolean function Fπ : Fn2 → Fn2 by the rule, already mentioned in [1]:

Fπ(x) = (f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))).

Let ∆π,n be a set of these functions. De�ne ρ(x) = (xn, x1, x2, . . . , xn−1), i.e. ρ =
(n, 1, 2, . . . , n− 1).

Proposition 1. Let π ∈ Sn such that πn(x) = x, Fπ ∈ ∆π,n. Then Fπ(π(x)) =
ρ−1(Fπ(x)) for all x ∈ Fn2 .

Further we consider that πn(x) = x for all x ∈ Fn2 . Let π be an arbitrary permutation,
we de�ne action of π on Fn2 by the rule: if x ∈ Fn2 then x ◦ π = π(x). This action splits Fn2
into orbits with respect to π . If x is in some orbit o, we call x a generator of o. We call
Oπ(x) the orbit with respect to the action of π.

Example: Let us give some examples of the orbits.
For n = 4 the set Fn2 is divided into six orbits with respect to the permutation ρ:

Oρ((0, 0, 0, 0)) (0, 0, 0, 0)
Oρ((1, 0, 0, 0)) (1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), (0, 0, 0, 1)
Oρ((1, 0, 1, 0)) (1, 0, 1, 0), (0, 1, 0, 1)
Oρ((1, 0, 0, 1)) (1, 0, 0, 1), (1, 1, 0, 0), (0, 1, 1, 0), (0, 0, 1, 1)
Oρ((0, 1, 1, 1)) (0, 1, 1, 1), (1, 0, 1, 1), (1, 1, 0, 1), (1, 1, 1, 0)
Oρ((1, 1, 1, 1)) (1, 1, 1, 1)

We denote by Θπ,n a set of all orbits with repect to the action of π on Fn2 . Proposition 1
implies that for arbitrary Fπ ∈ ∆π,n values of elements of some π-orbit g ∈ Θπ,n are elements
of some ρ-orbit q ∈ Θρ,n, since Fπ(πi(x)) = ρ−i(Fπ(x)). Let Mk

π,n = {g ∈ Θπ,n : |g| = k}.
Let ΨFπ ,n : Θπ,n → Θρ,n be a mapping de�ned by the rule: ΨFπ ,n(Oπ(x)) = Oρ(Fπ(x)).

Now we can formulate conditions for Fπ to be one-to-one in terms of ΨFπ ,n.

0Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314-2019-0017) ïðè
ïîääåðæêå Ðîññèéñêîãî Ôîíäà Ôóíäàìåíòàëüíûõ Èññëåäîâàíèé (ïðîåêò 18-07-01394) è ëàáîðàòîðèè
êðèïòîãðàôèè JetBrains Research
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Theorem 1. Fπ ∈ ∆π,n is an one-to-one function if and only if ΨFπ ,n is one-to-one. If
ΨFπ ,n is one-to-one, then |ΨFπ ,n(g)| = |g|, for all g ∈ Θπ,n.

As a consequence of Theorem 1 we get the following result.

Proposition 2. If for some k it holds |Mk
π,n| 6= |Mk

ρ,n| then the set of one-to-one
functions from ∆π,n is empty.

Theorem 1 means that in order to construct one-to-one functions Fπ ∈ ∆π,n we can
use bijective maps Ψn : Θπ,n → Θρ,n that satisfy |Ψn(g)| = |g| , where g ∈ Θπ,n. Then,
depending on them, we can construct Fπ ∈ ∆π,n such that ΨFπ ,n ≡ Ψn.

Proposition 3. Let Ψn : Θπ,n → Θρ,n satisfy |Ψn(g)| = |g| for all g ∈ Θπ,n. Then for
all k ∈ N the restriction of Ψn on M

k
π,n is a permutation of Mk

π,n.

Now consider the case π = ρ. We de�ne Mk
n = Mk

ρ,n. Consider an one-to-one function
Ψn which satis�es |Ψn(g)| = |g| for all g ∈ Θπ,n. Let us construct function Fρ ∈ ∆ρ,n based
on Ψn. Let O ∈ Θρ,n be an orbit of length k. If value of Fρ for some x ∈ O is determined
then value of Fρ is determined for all x ∈ O, since Fρ(ρn(x)) = ρ−n(Fρ(x)). Thus for every

ΨFρ,n we are able to construct
∏

k∈In k
|Mk

n | functions, where In = {z ∈ N : z|n}, and all of
them are pairwise di�erent.

Proposition 4. For any k ∈ N it holds
∑

`∈Ik ` · |M
`
n| = 2k.

This formula allows us to calculate |Mk
n | for every k. There are always only two orbits of

length one, so we can calculate |Mk
n | for every prime k. Then we can calculate it for every

k. Therefore we get the number of one-to-one functions from ∆ρ,n via the following result:

Theorem 2. The number of one-to-one vectorial Boolean functions in class ∆ρ,n is

equal to
∏

k∈In |M
k
n |! · k|M

k
n |.
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We study a simple method of constructing S-boxes using Boolean functions and

permutations. Let π be an arbitrary permutation on n elements, f be a Boolean

function in n variables. De�ne a vectorial Boolean function Fπ : Fn2 → Fn2
as Fπ(x) = (f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))). In this paper we study

cryptographic properties of Fπ such as high nonlinearity, balancedness, low di�erential

δ-uniformity in dependence on properties of f and π for small n.

Êëþ÷åâûå ñëîâà: Boolean function, vectorial Boolean function, S-box, high

nonlinearity, balancedness, low di�erential δ-uniformity, high algebraic degree.

S-boxes play the crucial role for providing resistance of a block cipher to di�erent
types of attacks. The major reason for this that in classical and modern block ciphers
the main complicated and nonlinear layer is presented namely by S-boxes. Mathematically,
S-box is a vectorial Boolean function that maps n bits to m bits, or, n → m. Usually, n
coincides with m. It is well known that some special mathematical properties of S-boxes,
such as high nonlinearity, low di�erential uniformity, high algebraic immunity, etc. make
a cipher with such S-boxes be resistant to linear, di�erential, algebraic and other methods
of cryptanalysis. It is well known that cryptographic properties of a Boolean (vectorial)
function contradict to each other, [1], [2]. That is why we try to �nd vectorial Boolean
functions that reach a tradeo� between di�erent cryptographic properties and obligated to
use mathematical methods (and not a direct computer search) for their constructing.

In this paper we propose a simple method of constructing S-boxes using Boolean
functions. Let π be an arbitrary permutation on n elements, π ∈ Sn. If x = (x1, . . . , xn)
is a binary vector then let π(x) be a vector obtained as π(x) = (xπ(1), . . . , xπ(n)). Let f be
a Boolean function in n variables. De�ne a vectorial Boolean function Fπ : Fn2 → Fn2 as
follows

Fπ(x) = (f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))).

In this paper we would like to study cryptographic properties of the vectorial Boolean
function Fπ in dependence on properties of the Boolean function f and the permutation π.

Note that this way of constructing vectorial Boolean functions was already mentioned
before but only for obtaining some examples. Thus, A. Udovenko proposed a vectorial
Boolean function of this type in 5 variables with the maximal possible algebraic immunity
3. It is a unique known solution of the previously unsolved problem from NSUCRYPTO
2016 [3]. So, functions Fπ can have good crypto properties.

1The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-

1613 with the Ministry of Science and Higher Education of the Russian Federation and Laboratory of

Cryptography JetBrains Research.
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Separately, we consider the special case of a permutation. Let An be the set of all full
cycle permutations for n elements. For example, A4 consists of 6 permutations: (2, 3, 4, 1),
(2, 4, 1, 3), (3, 1, 4, 2), (3, 4, 2, 1), (4, 1, 2, 3), (4, 3, 1, 2) presented as vectors or (1234), (1243),
(1342), (1324), (1432), (1423) in cyclic representation.

Let us recall de�nitions of several cryptographic properties.
A Boolean function f in n variables is called balanced if it takes every value (0 or 1) the

same number of times [4]. A vectorial Boolean function F : Fn2 → Fn2 is balanced if it takes
every value of Fn2 equally often [2] .

Let An = {〈a, x〉 ⊕ b : a ∈ Fn2 , b ∈ F2} be the class of all a�ne Boolean functions
in n variables [5]. The nonlinearity nl(f) of a Boolean function f in n variables is the
Hamming distance between f and the set of all a�ne Boolean functions in n variables [5] .
The nonlinearity nl(F ) of a vectorial Boolean function F is the minimal nonlinearity of all
its component Boolean functions:

nl(F ) = min
v∈Fn2

nl(Fv) = min
v∈Fn2

d(〈v, F 〉,An) = min
v∈Fn2

min
g∈An

d(〈v, F 〉, g),

where v 6= 0.
The algebraic degree of a vectorial Boolean function is the maximal algebraic degree of

its component functions [2]. Note that for our construction deg(F ) = deg(f) for an arbitrary
π, since all coordinate functions of F have degree deg(f).

For a vectorial Boolean function F : Fn2 → Fn2 let δF denote the maximal number of
solutions for the equation F (x)⊕ F (x⊕ a) = b while a, b run trough Fn2 and a is nonzero.
Then F is called di�erential δF -uniform, see for instance [2]. Note that the minimal possible
value of δF , where F maps from Fn2 to Fn2 is 2.

We consider cryptographic properties of Fπ for small n in relation to f and π.
All of the following propositions are obtained via computer search.

1. Case n = 2

• For any permutation π ∈ S2 there exists a Boolean function f in 2 variables such that
δFπ = 2. Moreover, such Boolean functions are constructed as f(x) = x1x2⊕a1x1⊕a2x2⊕a0,
where a0, a1, a2 ∈ F2.

2. Case n = 3

For any Boolean function f in 3 variables nl(f) 6 2.
• For any permutation π ∈ A3 there exists a balanced Boolean function f in 3 variables
such that vectorial Boolean function Fπ is balanced.
• For any permutation π ∈ A3 it holds nl(Fπ) = nl(f). Note that if nl(Fπ) = 2, i.e. is
maximal, then δFπ = 2, i.e. is minimal possible. The number of such funñtions f is 48.
• For arbitary permutation π /∈ A3 and Boolean function f in 3 variables δFπ > 4.

3. Case n = 4

Let us introduce the notation for permutations from the set A4: π1 = (2, 3, 4, 1), π2 =
(4, 1, 2, 3), π3 = (2, 4, 1, 3), π4 = (3, 1, 4, 2), π5 = (3, 4, 2, 1), π6 = (4, 3, 1, 2). Note that
π−11 = π2, π

−1
3 = π4, π

−1
5 = π6.

• For any permutation π ∈ A1
4 and a balanced Boolean function f in 4 variables such that

δFπ = 2, Fπ is not balanced.
• For any permutation π ∈ A1

4 there exists a Boolean function f in 4 variables such that if
δFπ = 2 and nonlinearity of f and Fπ are the same then δFπ−1 = 2. Moreover, nonlinearity
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of Fπ−1 and f coincide.
• For any permutation π /∈ A1

4 for arbitary Boolean function f in 4 variables δFπ > 4.
Based on the results, we suppose that it is possible to construct vectorial Boolean

functions in the arbitrary number of variables with cryptographic properties good enough
using our simple construction for necessary Booleans functions and permutations.

We plan to use our program for studying vectorial Boolean functions with larger number
of variables, now this work is in progress.
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Î ÄÈÔÔÅÐÅÍÖÈÀËÀÕ ÄËß ÌÎÄÈÔÈÊÀÖÈÈ ØÈÔÐÀ SIMON ÍÀ

ÎÑÍÎÂÅ ÑÕÅÌÛ ËÀß � ÌÝÑÑÈ1

À.À. Áåëîóñîâà, Í.Í. Òîêàðåâà

E-mail:

Ðàññìàòðèâàþòñÿ áëî÷íûé èòåðàòèâíûé øèôð Simon 32/64, îñíîâàííûé íà ñåòè
Ôåéñòåëÿ, è åãî ìîäèôèêàöèè íà îñíîâå ñõåìû Ëàÿ�Ìýññè. Ïîëó÷åíû îöåíêè
âåðîÿòíîñòåé äèôôåðåíöèàëîâ 12 ðàóíäîâ èñõîäíîãî øèôðà è åãî ìîäèôèêàöèé.

Êëþ÷åâûå ñëîâà: ñõåìà Ëàÿ � Ìýññè, ñåòü Ôåéñòåëÿ, äèôôåðåíöèàëüíûé

êðèïòîàíàëèç.

Â ðàáîòå ðàññìàòðèâàþòñÿ áëî÷íûå èòåðàòèâíûå øèôðû, îñíîâàííûå íà ñåòè Ôåé-
ñòåëÿ (ðèñ. 1) è íà àëüòåðíàòèâíîé ñõåìå � ñõåìå Ëàÿ�Ìýññè [1] (ðèñ. 2). Äëÿ èññëå-
äîâàíèÿ âûáðàí øèôð Simon 32/64 [2], îñíîâàííûé íà ñåòè Ôåéñòåëÿ, è ïîñòðîåíû äâå
åãî ìîäèôèêàöèè ïîäñòàíîâêîé ñõåìû Ëàÿ�Ìýññè íà ìåñòî ñåòè Ôåéñòåëÿ. Ïîëó÷å-
íû îöåíêè äëÿ âåðîÿòíîñòåé äèôôåðåíöèàëîâ, ïîñòðîåííûõ äëÿ 12 ðàóíäîâ èñõîäíîé
è ìîäèôèöèðîâàííûõ âåðñèé øèôðà Simon 32/64. Îöåíêà äëÿ âåðîÿòíîñòè äèôôå-
ðåíöèàëîâ äëÿ øèôðà Simon âçÿòà èç ðàáîòû [3], ãäå ïîëó÷åíî, ÷òî äëÿ Simon 32/64
ìàêñèìàëüíàÿ âåðîÿòíîñòü äèôôåðåíöèàëà ïîñëå ïðîõîæäåíèÿ 12 ðàóíäîâ ñîñòàâëÿåò
2−36.

Ðèñ. 1. Ñåòü Ôåéñòåëÿ Ðèñ. 2. Ñõåìà Ëàÿ-Ìýññè

Îäèí ðàóíä ñõåìû Ëàÿ�Ìýññè â å¼ îðèãèíàëüíîì âèäå çàïèñûâàåòñÿ êàê (yL, yR) =
= (xL ⊕ F (xL ⊕ xR), xR ⊕ F (xL ⊕ xR)), è â ýòîì åñòü ñóùåñòâåííûé íåäîñòàòîê: äëÿ
ëþáîãî âõîäà (xL, xR) âûïîëíÿåòñÿ ñîîòíîøåíèå xL⊕xR = yL⊕yR, ãäå (yL, yR)� âûõîä
ðàóíäà. Â ðàáîòå [4] îòìå÷åíî, ÷òî äëÿ óñòðàíåíèÿ ýòîãî íåäîñòàòêà ê ñõåìå íåîáõîäèìî
äîáàâèòü ïåðåñòàíîâêó-îðòîìîðôèçì σ.

Ïóñòü σ : Zn
2 → Zn

2 �ïåðåñòàíîâêà íà Zn
2 ; σ íàçûâàåòñÿ îðòîìîðôèçìîì Zn

2 , åñëè
σ ⊕ I � òàêæå ïåðåñòàíîâêà íà Zn

2 , ãäå I � òîæäåñòâåííàÿ ïåðåñòàíîâêà. Òîãäà îäèí

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �0314-2019-0017)
ïðè ïîääåðæêå ÐÔÔÈ (ïðîåêò �18-07-01394) è ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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ðàóíä ñõåìû çàïèñûâàåòñÿ êàê (yL, yR) = (σ(xL ⊕ F (xL ⊕ xR)), xR ⊕ F (xL ⊕ xR)), à
ðàçíèöà òåêñòîâ yL ⊕ yR = σ(xL ⊕ F (xL ⊕ xR))⊕ (xR ⊕ F (xL ⊕ xR)).

Ïðîâåäåíî ñðàâíåíèå îöåíîê âåðîÿòíîñòåé äèôôåðåíöèàëîâ [5] îðèãèíàëüíîé ñõå-
ìû Ëàÿ�Ìýññè è ñõåìû ñ äîáàâëåíèåì îðòîìîðôèçìà. Äëÿ ýòîãî íàïèñàíà ïðîãðàì-
ìà, êîòîðàÿ ðåàëèçóåò ïåðåáîð âñåõ ðàçíîñòåé îòêðûòûõ òåêñòîâ. Íà êàæäîé èòåðàöèè
øèôðà íàõîäèòñÿ îäèí èç íàèáîëåå âåðîÿòíûõ âûõîäîâ íà ðàóíäå ñ ïîìîùüþ ïîñòðîå-
íèÿ ñòðîêè òàáëèöû äèôôåðåíöèàëîâ, ñîîòâåòñòâóþùåé âõîäíîé ðàçíîñòè. Äàëåå íàé-
äåííûå âåðîÿòíîñòè ïåðåìíîæàþòñÿ äëÿ ïîëó÷åíèÿ îöåíêè ìàêñèìàëüíîé âåðîÿòíîñòè
äèôôåðåíöèàëîâ.

Áûëî ïîëó÷åíî, ÷òî ïîñëå 12 ðàóíäîâ îöåíêà ìàêñèìàëüíîé âåðîÿòíîñòè äèôôå-
ðåíöèàëà äëÿ ìîäåðíèçèðîâàííîãî øèôðà Simon32/64 áåç äîáàâëåíèÿ îðòîìîðôèçìà
ñîñòàâëÿåò 2−24, à ñ äîáàâëåíèåì îðòîìîðôèçìà íàõîäèòñÿ â èíòåðâàëå ìåæäó 2−24 è
2−63.

Òàêèì îáðàçîì, îöåíêà ìàêñèìàëüíîé âåðîÿòíîñòè äèôôåðåíöèàëà ìîäåðíèçàöèè
øèôðà Simon 32/64 áåç äîáàâëåíèÿ îðòîìîðôèçìà âûøå, ÷åì ó îðèãèíàëüíîãî øèôðà.
Êîìïüþòåðíûå âû÷èñëåíèÿ íà ÷àñòè äàííûõ ïîçâîëÿþò ïðåäïîëîæèòü, ÷òî ìîäåðíè-
çàöèÿ ñ îðòîìîðôèçìîì ìîæåò áûòü áîëåå óñòîé÷èâîé, ÷åì îðèãèíàëüíûé øèôð è
ìîäåðíèçàöèÿ áåç îðòîìîðôèçìà.
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TION OF THE CIPHER SIMON BASED ON THE LAI — MESSI SCHEME.
We consider the block iterative cipher Simon based on the Feistel network and its modifica-
tion based on the Lai -— Messi scheme. Received estimates of differentials of the considered
ciphers are compared. The results show that after 12 rounds, estimate of the maximum
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the estimate of maximum probability for the original version is 2−36.
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ÏÎÈÑÊ ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ ÁÓËÅÂÛÕ ÔÓÍÊÖÈÉ Ñ
ÏÎÌÎÙÜÞ SAT-ÐÅØÀÒÅËÅÉ 1

À.Å. Äîðîíèí, Ê.Â. Êàëãèí

Íîâîñèáèðñêèé Ãîñóäàðñòâåííûé Óíèâåðñèòåò,

ëàáîðàòîðèÿ êðèïòîãðàôèè JetBrains Research, ã. Íîâîñèáèðñê, Ðîññèÿ

E-mail: artem96dor@gmail.com, kalginkv@gmail.com

Â äàííîé ðàáîòå ïðåäñòàâëåí ïîäõîä ê ðåøåíèþ íåêîòîðûõ êðèïòîãðàôè÷åñêèõ
çàäà÷, îñíîâàííûé íà èõ ñâåäåíèè ê êëàññè÷åñêîé çàäà÷å î âûïîëíèìîñòè è íà
ïîñëåäóþùåì èñïîëüçîâàíèè SAT-ðåøàòåëåé. Ïðåäñòàâëåíî ïîñòðîåíèå íåñêîëü-
êèõ ôîðìóë, îïðåäåëÿþùèõ óñëîâèÿ âçàèìíîé îäíîçíà÷íîñòè è äèôôåðåíöè-
àëüíîé ðàâíîìåðíîñòè âåêòîðíîé áóëåâîé ôóíêöèè, à òàêæå ïðîâåðÿþùèõ EA-
ýêâèâàëåíòíîñòü äâóõ áóëåâûõ ôóíêöèé.

Êëþ÷åâûå ñëîâà: SAT-ðåøàòåëè, êðèïòîãðàôèÿ, áóëåâû ôóíêöèè, EA-ýêâèâàëåíò-

íîñòü.

Â íàñòîÿùåå âðåìÿ SAT-ðåøàòåëè èñïîëüçóþòñÿ äëÿ ðåøåíèÿ êðèïòîãðàôè÷åñêèõ
çàäà÷ ðàçíîãî òèïà. Íàïðèìåð, äëÿ ïðîâåäåíèÿ êðèïòîàíàëèçà àñèììåòðè÷íîé êðèï-
òîñèñòåìû RSA [1], ñåìåéñòâà øèôðîâ Trivium [2]. Â [3] áûëà ïðåäñòàâëåíà ãîìîìîðô-
íàÿ êðèïòîñèñòåìà ñ îòêðûòûì êëþ÷îì, îñíîâàííàÿ íà SAT-çàäà÷å. Òàêæå ñ ïîìîùüþ
SAT-ðåøàòåëåé óñïåøíî ïðîâîäèëàñü ïðîâåðêà îáðàòèìîñòè èçâåñòíûõ âåêòîðíûõ áó-
ëåâûõ ôóíêöèé [4].

Â äàííîé ðàáîòå ïðåäëàãàåòñÿ èñïîëüçîâàíèå SAT-ðåøàòåëåé â çàäà÷àõ ïîèñ-
êà êðèïòîãðàôè÷åñêèõ áóëåâûõ ôóíêöèé è ïðîâåðêè ýêâèâàëåíòíîñòè äâóõ áóëåâûõ
ôóíêöèé. Äëÿ ïîëó÷åíèÿ íàáîðà áóëåâûõ ôîðìóë áûëè èñïîëüçîâàíû ñëåäóþùèå ïî-
íÿòèÿ è ñâîéñòâà.

Îïðåäåëåíèå 1. Âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Zn
2 → Zn

2 íàçûâàåòñÿ âçàèìíî

îäíîçíà÷íîé, åñëè îíà èíúåêòèâíà èëè ñþðúåêòèâíà, òî åñòü âûïîëíÿåòñÿ îäíî èç
ñëåäóþùèõ óñëîâèé:

1) ∀x′ ∈ Zn
2 ∀x′′ ∈ Zn

2 : x′ 6= x′′ → F (x′) 6= F (x′′),
2) ∀y ∈ Zn

2 ∃x ∈ Zn
2 : F (x) = y.

Îïðåäåëåíèå 2. Âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Zn
2 → Zn

2 ÿâëÿåòñÿ äèôôåðåí-

öèàëüíî δ-ðàâíîìåðíîé, åñëè äëÿ ëþáîãî íåíóëåâîãî a ∈ Zn
2 è ïðîèçâîëüíîãî b ∈ Zn

2

óðàâíåíèå F (x)⊕ F (x⊕ a) = b èìååò íå áîëåå δ ðåøåíèé.

Îïðåäåëåíèå 3. Âåêòîðíûå áóëåâû ôóíêöèè F è G, äåéñòâóþùèå èç Zn
2 â Zn

2 ,
íàçûâàþòñÿ EA-ýêâèâàëåíòíûìè, åñëè âûïîëíÿåòñÿ: G = B ◦ F ◦A+C, ãäå A, B è C
� àôôèííûå ôóíêöèè.

Óñëîâèÿ, ôèãóðèðóþùèå â äàííûõ îïðåäåëåíèÿõ, ïðåäñòàâëÿþòñÿ â âèäå ÊÍÔ è
ïîäàþòñÿ íà âõîä SAT-ðåøàòåëÿ. Â ðåçóëüòàòå åãî ðàáîòû ïðîèñõîäèò îçíà÷èâàíèå ïå-
ðåìåííûõ òàêèì îáðàçîì, ÷òîáû ôîðìóëû áûëè èñòèííûìè, à ñëåäîâàòåëüíî óñëîâèÿ
âûïîëíÿëèñü.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ðîññèéñêîãî ôîíäà ôóíäàìåíòàëüíûõ èññëåäîâàíèé (ïðîåêò
18-07-01394) è ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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Âåêòîðíûå áóëåâû ôóíêöèè áûëè çàêîäèðîâàíû â äâóõ ïðåäñòàëåíèÿõ ïðè ïîìîùè
ñîîòâåòñòâóþùèõ áóëåâûõ ïåðåìåííûõ.

fx,y = 1 ⇐⇒ F (x) = y, ãäå x, y ∈ Zn
2 � ðàçðåæåííîå ïðåäñòàâëåíèå.

fbx,k = 1 ⇐⇒ Fk(x) = 1, ãäå k = 0, . . . , n− 1, x ∈ Zn
2 � ïëîòíîå ïðåäñòàâëåíèå.

Îïðåäåëåíèÿ âûøå îïðåäåëÿþòñÿ ñëåäóþùèìè ôîðìóëàìè.

Òåîðåìà 1. Ìíîæåñòâî ïåðåìåííûõ fx,y êîäèðóåò ôóíêöèþ F òîãäà è òîëüêî òî-
ãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

FS(f) =
∧
x∈Zn

2

(
∧

y′,y′′∈Zn
2

y′<y′′

fx,y′ ∨ fx,y′′) ∧
∧
x∈Zn

2

(
∨
y∈Zn

2

fx,y). (1)

Òåîðåìà 2. Ìíîæåñòâî ïåðåìåííûõ fx,y êîäèðóåò âçàèìíî îäíîçíà÷íóþ ôóíê-
öèþ òîãäà è òîëüêî òîãäà, êîãäà âûïîëíÿþòñÿ óñëîâèÿ Òåîðåìû 1, è ñëåäóþùàÿ
ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

PS(f) =
∧
y∈Zn

2

(
∧

x′,x′′∈Zn
2

x′<x′′

fx′,y ∨ fx′′,y) ∧
∧
y∈Zn

2

(
∨
x∈Zn

2

fx,y). (2)

Òåîðåìà 3. Ïåðåìåííûå fbqx,y,k è fbx,k êîäèðóþò âçàèìíî îäíîçíà÷íóþ âåêòîð-
íóþ áóëåâó ôóíêöèþ òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñ-
òèííîé:

PD
sum(fb, fbq) =

∧
x,y∈Zn

2

∨
k

fbqx,y,k ∧ SoPD(fb, fbq). (3)

Òåîðåìà 4. Ïåðåìåííûå fx,y è fbx,k êîäèðóþò âçàèìíî îäíîçíà÷íóþ âåêòîðíóþ
áóëåâó ôóíêöèþ òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

PD
sparse(f, fb) =

∧
x

∨
y 6=x

fx,y ∧ SpDen(f, fb). (4)

Òåîðåìà 5. Îòîáðàæåíèå F : Zn
2 → Zn

2 ÿâëÿåòñÿ APN-ôóíêöèåé òîãäà è òîëüêî
òîãäà, êîãäà âûïîëíÿþòñÿ óñëîâèÿ Òåîðåìû 1, è ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèí-
íîé:

APNS(f, d) = DerS(f, d) ∧
∧

b 6=0,a 6=0,
x,y 6=x

(dx,a,b ∨ dy,a,b). (5)

Òåîðåìà 6. Ïåðåìåííûå fbx,k, fbqx,x⊕a,k è dbqx,y,a,k êîäèðóþò APN-ôóíêöèþ òî-
ãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

APND(fb, fbq, dbq) = SoPEqD(fbq, dbq) ∧ SoPD(fb, fbq) ∧
∧
a,x,y

∨
k

dbqx,y,a,k. (6)

Òåîðåìà 7. Ïåðåìåííûå Ai,j, Bi,j, Ci,j, ai è ci êîäèðóþò EA-ýêâèâàëåíòíîñòü áó-
ëåâûõ ôóíêöèé, åñëè ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

EA(fb, gb) =
∧
x

(
MatVec(y, A, x, a) ∧MatVec(r, C, x, c) ∧MatVec(z,B,gby, 0) ∧

PD
sum(y, yq) ∧PD

sum(z, zq)
)
∧ SoPD

EA(fb, z, r),
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Ïîèñê êðèïòîãðàôè÷åñêèõ áóëåâûõ ôóíêöèé 3

ãäå MatVec(y, A, x, c) = 1 ⇐⇒ y = A · x ⊕ c, SoPD
EA(f, z, r) =

∧
x,k

(fbx,k ∨ zk ∨ rk) ∧

(fbx,k ∨ zk ∨ rk) ∧ (fbx,k ∨ zk ∨ rk) ∧ (fbx,k ∨ zk ∨ rk).

Â äàííîé ðàáîòå ïðåäñòàâëåí íàáîð ôîðìóë äëÿ ïîèñêà êðèïòîãðàôè÷åñêèõ
ôóíêöèé è ïðîâåðêè EA-ýêâèâàëåíòíîñòè äâóõ áóëåâûõ ôóíêöèé ïðè ïîìîùè SAT-
ðåøàòåëåé. Áûëî îïèñàíî ïîñòðîåíèå ôîðìóë äëÿ âçàèìíîé îäíîçíà÷íîñòè, äèôôå-
ðåíöèàëüíîé ðàâíîìåðíîñòè, à òàêæå EA-ýêâèâàëåíòíîñòè äâóõ âåêòîðíûõ áóëåâûõ
ôóíêöèé. Âõîäíîé ôàéë äëÿ SAT-ðåøàòåëÿ ãåíåðèðóåòñÿ íà îñíîâå ýòèõ ôîðìóë. Ïî-
ëó÷åííûé íàáîð ôîðìóë òàêæå ìîæíî èñïîëüçîâàòü äëÿ òåñòèðîâàíèÿ ðàáîòû íîâûõ
SAT-ðåøàòåëåé, ñîçäàííûõ äëÿ êðèïòîãðàôè÷åñêèõ çàäà÷.
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ÏÐÈÊËÀÄÍÀß ÄÈÑÊÐÅÒÍÀß ÌÀÒÅÌÀÒÈÊÀ

Íàçâàíèå ðàçäåëà æóðíàëà X(X)
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ÖÅËÛÕ ×ÈÑËÀÕ1

Å.Â. Çàâàëèøèíà

Íîâîñèáèðñêèé ãîñóäàðñòâåííûé óíèâåðñèòåò
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Â ðàáîòå ïðåäñòàâëåíû ñâåäåíèÿ î êðèïòîàíàëèçå áàçîâîé âåðñèè êðèïòîñèñòåìû

ñ îòêðûòûì êëþ÷îì, îñíîâàííîé íà ñëîæíîñòè ðåøåíèÿ ñèñòåì ïîëèíîìèàëüíûõ

óðàâíåíèé â öåëûõ ÷èñëàõ. Àâòîðîì ðàáîòû áûë ðàçðàáîòàí àëãîðèòì àòàêè íà

îñíîâå ïîäîáðàííîãî îòêðûòîãî òåêñòà, ïîçâîëÿþùèé ïîëó÷èòü íàáîð ìàòðèö, êî-

òîðûå ìîãóò èñïîëüçîâàòüñÿ â êà÷åñòâå ñåêðåòíîãî êëþ÷à. Áûëî îáíàðóæåíî, ÷òî

íàáîð òàêèõ ìàòðèö íå åäèíñòâåííûé, à òàêæå âûÿâëåíû íåêîòîðûå ñâîéñòâà ýòèõ

íàáîðîâ.

Êëþ÷åâûå ñëîâà: îòêðûòûé êëþ÷, êðèïòîàíàëèç, ïîñòêâàíòîâàÿ êðèïòîãðà-

ôèÿ, ïîëèíîìèàëüíûå óðàâíåíèÿ.

Â 2016 ãîäó the National Institute of Standards and Technology ïðåäñòàâèë äîêëàä
ïîä íàçâàíèåì Report on Post-Quantum Cryptography [1], â êîòîðîì ïîëàãàåò, ÷òî ïðè-
øëî âðåìÿ ïîäãîòîâèòüñÿ ê ïåðåõîäó íà êâàíòîâî-óñòîé÷èâóþ êðèïòîãðàôèþ, òàê êàê
íåêîòîðûå çàäà÷è, ëåæàùèå â îñíîâå èñïîëüçóþùèõñÿ íà ïðàêòèêå êðèïòîãðàôè÷å-
ñêèõ àëãîðèòìîâ, ìîãóò áûòü ðåøåíû êâàíòîâûìè êîìïüþòåðàìè.

Â ñâÿçè ñ ýòèì àâòîðîì íàñòîÿùåé ðàáîòû è ñîàâòîðàìè áûëà ïðåäïðèíÿòà ïîïûòêà
ñîçäàòü íîâûé àëãîðèòì øèôðîâàíèÿ äàííûõ ñ îòêðûòûì êëþ÷îì, îñíîâàííûé íà
ðåøåíèè ñèñòåìû îäíîðîäíûõ ïîëèíîìèàëüíûõ óðàâíåíèé â öåëûõ ÷èñëàõ [2]. Êðàòêî
îïèøåì îñíîâíîé ïðèíöèï ðàáîòû.

Èìååì îòêðûòûé òåêñò P = (P1, ..., Pn)
T , ãäå Pi � öåëîå ÷èñëî îò 0 äî 2b − 1 äëÿ

íåêîòîðîãî ïîëîæèòåëüíîãî b. Ïóñòü Kpriv = {m,A,B}, Kpub = {f(x)}, ãäå
� m = m1m2...mk � öåëî÷èñëåííûé ìîäóëü, òàêîé, ÷òî m > 2b, à ϕ(mi) mod 3 6= 0

äëÿ ëþáîãî mi;
� A è B � öåëî÷èñëåííûå ìàòðèöû n× n;
� f(x) = (f1(x), ..., fn(x))

T , ãäå fi(x) � ïîëèíîìû îò âåêòîðà ïåðåìåííûõ x =
(x1, ..., xn)

T , âû÷èñëåííûå â òðè øàãà ïî ìîäóëþ m:

1) u(x) = A× x;
2) s(x) = ((u1(x))

3, ..., (un(x)
3));

3) f(x) = B × s(x).
Øèôðòåêñò C = (C1, ..., Cn)

T âû÷èñëÿåòñÿ êàê C = f(P1, ..., Pn).
Äàííàÿ ðàáîòà ïîñâÿùåíà êðèïòîàíàëèçó îïèñàííîé ñèñòåìû.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî Öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìèíè-

ñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè íîìåð 075-15-2019-1613 è ëàáîðàòîðèè

êðèïòîãðàôèè JetBrains Research.
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2 Å. Â. Çàâàëèøèíà

Àâòîðîì ðàáîòû áûë ðàçðàáîòàí àëãîðèòì àòàêè íà îñíîâå ïîäîáðàííîãî îòêðû-
òîãî òåêñòà, êîòîðûé ïîçâîëÿåò ïîëó÷èòü íàáîð ìàòðèö � ýêâèâàëåíòíûõ êëþ÷åé ñè-
ñòåìû, êîòîðûå ìîãóò èñïîëüçîâàòüñÿ â êà÷åñòâå ñåêðåòíîãî êëþ÷à.

Íàáîð ïîëèíîìîâ, èñïîëüçóþùèéñÿ â êà÷åñòâå îòêðûòîãî êëþ÷à â áàçîâîé âåðñèè,
èìååò ñòðîãî îïðåäåëåííûé âèä. Ðàññìîòðèì îáùèé âèä ñèñòåìû ïîëèíîìîâ íà ïðî-
ñòåéøåì ïðèìåðå ñ äâóìÿ ïåðåìåííûìè.

Ïóñòü ìàòðèöû A è B èìåþò ñëåäóþùèé âèä:

A =

(
a11 a12
a21 a22

)
, B =

(
b11 b12
b21 b22

)
.

Òîãäà îòêðûòûé êëþ÷ âûãëÿäèò òàê:

x31(a
3
11b11 + a321b12) + x21x2(3a

2
11a12b11 + 3a221a22b12)+

+ x1x
2
2(3a11a

2
12b11 + 3a21a

2
22b12) + x32(a

3
12b11 + a322b12) =

= α1x
3
1 + α2x

2
1x2 + α3x1x

2
2 + α4x

3
2

x31(a
3
11b21 + a321b22) + x21x2(3a

2
11a12b21 + 3a221a22b22)+

+ x1x
2
2(3a11a

2
12b21 + 3a21a

2
22b22) + x32(a

3
12b21 + a322b22) =

= α5x
3
1 + α6x

2
1x2 + α7x1x

2
2 + α8x

3
2.

(1)

Äëÿ íàõîæäåíèÿ ýêâèâàëåíòíûõ êëþ÷åé íåîáõîäèìî âûðàçèòü êîýôôèöèåíòû ïî-
ëèíîìîâ îòêðûòîãî êëþ÷à (1) ÷åðåç ýëåìåíòû ìàòðèö A è B è ðåøèòü ñèñòåìó ñðàâ-
íåíèé (2). Íàáîð ðåøåíèé ñèñòåìû ñðàâíåíèé (2) ÿâëÿåòñÿ íàáîðîì ýêâèâàëåíòíûõ
êëþ÷åé êðèïòîñèñòåìû. Èìååì

a311b11 + a321b12 ≡ α1 (mod m)

3a211a12b11 + 3a221a22b12 ≡ α2 (mod m)

3a11a
2
12b11 + 3a21a

2
22b12 ≡ α3 (mod m)

a312b11 + a322b12 ≡ α4 (mod m)

a311b21 + a321b22 ≡ α5 (mod m)

3a211a12b21 + 3a221a22b22 ≡ α6 (mod m)

3a11a
2
12b21 + 3a21a

2
22b22 ≡ α7 (mod m)

a312b21 + a322b22 ≡ α8 (mod m).

(2)

Óðàâíåíèÿ òàêîãî âèäà ìîæíî ïîñòðîèòü äëÿ ëþáûõ n èm, óäîâëåòâîðÿþùèõ óñëî-
âèÿì äëÿ ïàðàìåòðîâ êðèïòîñèñòåìû.

Òàê êàê ñèñòåìà ñðàâíåíèé íåëèíåéíà è íå ñóùåñòâóåò àëãîðèòìà, ïîçâîëÿþùåãî
ýôôåêòèâíî ðåøàòü òàêèå ñèñòåìû, ðåøåíèå ïðîèçâîäèòñÿ ïåðåáîðîì.

Ìåæäó ìàòðèöàìè òàêæå áûëè îòìå÷åíû ëèíåéíûå çàâèñèìîñòè.

Óòâåðæäåíèå 1. Äëÿ îïèñàííîé êðèïòîèñòåìû ñ ëþáûìè n è m, óäîâëåòâîðÿ-
þùèìè óñëîâèÿì, ìîæíî âûðàçèòü êîýôôèöèåíòû ïîëèíîìîâ îòêðûòîãî êëþ÷à ÷å-
ðåç ýëåìåíòû ìàòðèö ñåêðåòíîãî êëþ÷à è ïîëó÷èòü ñèñòåìó ñðàâíåíèé ïî ìîäóëþ m.
Ëþáîå ðåøåíèå ýòîé ñèñòåìû ñðàâíåíèé ÿâëÿåòñÿ ýêâèâàëåíòíûì ñåêðåòíûì êëþ÷îì
êðèïòîñèñòåìû.

Óòâåðæäåíèå 2. Äëÿ ëþáîãî Kpriv = {A,B,m}, óäîâëåòâîðÿþùåãî óñëîâèÿì
äëÿ ïàðàìåòðîâ êðèïòîñèñòåìû, ñóùåñòâóþò ýêâèâàëåíòíûå êëþ÷è, îáðàçîâàííûå âñå-
ìè âîçìîæíûìè ïåðåñòàíîâêàìè ñòðîê ìàòðèöû A è ñîîòâåòñòâóþùèõ ñòîëáöîâ ìàò-
ðèöû B. Óòâåðæäåíèå âåðíî äëÿ ëþáûõ n.
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Êðèïòîàíàëèç áàçîâîé âåðñèè êðèïòîñèñòåìû ñ îòêðûòûì êëþ÷îì, îñíîâàííîé íà ñëîæíîñòè

ðåøåíèÿ ñèñòåìû ïîëèíîìèàëüíûõ óðàâíåíèé â öåëûõ ÷èñëàõ 3

Â òàáëèöå 1 óêàçàíû íåêîòîðûå ýêñïåðèìåíòàëüíûå äàííûå. Îáîçíà÷èì êîëè÷åñòâî
ýêâèâàëåíòíûõ êëþ÷åé Keq, à êîëè÷åñòâî âñåõ âîçìîæíûõ íàáîðîâ ìàòðèö A è B äëÿ
êîëè÷åñòâà ïåðåìåííûõ n è ìîäóëÿ m � Mtotal.

Òà á ë è ö à 1

Êîëè÷åñòâî ýêâèâàëåíòíûõ êëþ÷åé

n m Keq Mtotal Keq/Mtotal

2 11 200 214 358 881 9,3e−7

2 17 512 6 975 757 441 7,3e−8

2 23 968 78 310 985 281 1,2e−8

2 29 1568 500 246 412 961 3,1e−9

2 41 3200 7 984 925 229 121 4e−10

2 53 5408 62 259 690 411 361 0,1e−10

2 59 6728 146 830 437 604 321 4,5e−11

3 11 6000 5 559 917 313 492 231 481 0,1e−15

Èç ýêñïåðèìåíòàëüíûõ äàííûõ ìîæíî ïðåäïîëîæèòü, ÷òî êðèïòîãðàôè÷åñêàÿ
ñòîéêîñòü ðàññìàòðèâàåìîé ñèñòåìû ðàñòåò ñ óâåëè÷åíèåì ìîäóëÿ è êîëè÷åñòâà ïå-
ðåìåííûõ.
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Zavalishina E.V. CRYPTANALYSIS OF THE BASIC VERSION OF A PUB-
LIC KEY CRYPTOSYSTEM BASED ON THE COMPLEXITY OF SOLVING
A SYSTEM OF POLYNOMIAL EQUATIONS WITH AN INTEGER SOLU-
TION. The paper provides information about cryptanalysis of the basic version of a public
key cryptosystem based on the complexity of solving a system of polynomial equations with
an integer solution. The author of the theses developed the chosen-plaintext attack algo-
rithm, which allows to obtain a set of matrices that can be used as a secret key.

It was found that the set of such matrices is not the only one, and also some properties
of these sets were revealed.
Keywords: public key, cryptanalysis, post-quantum cryptography, polynomial equations.
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МЕТОД СОКРЫТИЯ ПРИВАТНЫХ ДАННЫХ ДЛЯ
БЛОКЧЕЙН-СИСТЕМЫ ПРОВЕДЕНИЯ ТЕНДЕРОВ1
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В работе предложен новый метод, позволяющий решить проблему приватности
информации в открытых блокчейн-системах с использованием криптографиче-
ского протокола доказательства с нулевым разглашением zk-SNARK. Предложен-
ный метод реализован в виде криптографической схемы на основе библиотеки
libsnark и интегрирован в модифицированный Ethereum С++ клиент.

Ключевые слова: тендеры, распределенные системы, блокчейн, доказатель-
ство с нулевым разглашением, zk-SNARK, платформа Ethereum.

На сегодняшний день большинство конкурсных закупок и электронных торгов
проводится через специализированные информационные системы. В таких системах
участники должны быть уверены в том, что никто не имеет возможности нарушить
правила проведения тендера или получить доступ к конфиденциальной информации.

Решить проблему доверия при проведении тендеров позволяет блокчейн. Однако,
при использовании этой технологии все данные сохраняются в открытом виде и до-
ступны всем участникам. В случае с тендерами открытость информации нарушает
тайну заявок, которая должна быть сохранена до окончания этапа запроса предложе-
ний.

Ранее была разработана блокчейн-система для проведения тендеров с шифрова-
нием заявок [1]. Однако такой подход не позволяет проверить корректность зашиф-
рованной заявки в момент ее подачи. Еще одним недостатком является то, что все
участники могут наблюдать факт подачи заявки пользователем.

В данной работе предложена и реализована система тендеров, которая удовлетво-
ряет критериям безопасности, открытости и конфиденциальности. Вопрос доверия ре-
шен с помощью технологии блокчейн, а сокрытие приватной информации – с помощью
алгоритмов доказательства с нулевым разглашением.

Разработанная система основана на платформе Ethereum. Вся ключевая информа-
ция о тендерах сохраняется в блокчейне, а проверка правил и отслеживание выполне-
ния условий участниками реализованы в виде кода смарт-контрактов.

В работе предложен новый метод сокрытия приватной информации в открытых
блокчейн-системах. Разработанный метод основан на криптографическом протоколе
неинтерактивного доказательства знания с нулевым разглашением zk-SNARK [2] и
позволяет скрывать конфиденциальную информацию на этапе подачи заявок.

1Работа выполнена при поддержке Математического Центра в Академгородке, соглашение с Мини-
стерством науки и высшего образования Российской Федерации номер 075-15-2019-1613 и лаборатории
криптографии JetBrains Research.
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Для реализации алгоритма сокрытия информации о заявках в Ethereum C++ кли-
ент был добавлен отдельный модуль tenderzkp. Он построен на базе протокола zk-
SNARK с предобработкой (preprocessing zk-SNARK) для NP-полного языка системы
ограничений ранга 1 (R1CS – rank-1 constraint systems). Этот протокол использует
эллиптическую кривую Баррето-Наерига. Реализация этой криптографической схемы
предоставлена библиотекой libsnark [3].

В модуле tenderzkp реализованы функции для создания и верификации доказа-
тельства о корректности заявки. Доказательство строится на основе ограничений на
приватные и открытые входные данные заявки, выраженных с помощью базовых схем
библиотеки libsnark.

Для работы с добавленной криптографической схемой в Ethereum C++ клиент бы-
ли созданы новые предкомпилированные контракты с адресами 0x00...09 и 0x00...0a.
Была разработана Solidity-библиотека, которая инкапсулирует низкоуровневое взаи-
модействие с предкомпилированными контрактами и предоставляет интерфейс для
работы с ними в виде Solidity-функций. Чтобы добавить возможность вызывать мето-
ды разработанной криптографической схемы из сторонних приложений был расширен
JSON-RPC API Ethereum клиента.

Предложенный и реализованный в данной работе метод может быть использован
не только для тендеров, но и в других системах, где есть необходимость скрывать
часть информации в открытой блокчейн-сети. Он расширяет область применения тех-
нологии блокчейн в промышленных программных комплексах.
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ÓÄÊ 519.7

Î ÌÅÒÐÈ×ÅÑÊÈÕ ÑÂÎÉÑÒÂÀÕ ÌÍÎÆÅÑÒÂÀ ÑÀÌÎÄÓÀËÜÍÛÕ
ÁÅÍÒ-ÔÓÍÊÖÈÉ1

À.Â. Êóöåíêî

Áåíò-ôóíêöèÿ íàçûâàåòñÿ ñàìîäóàëüíîé, åñëè îíà ñîâïàäàåò ñî ñâîåé äóàëü-
íîé áåíò-ôóíêöèåé è àíòè-ñàìîäóàëüíîé, � åñëè îíà ñîâïàäàåò ñ îòðèöàíè-
åì ñâîåé äóàëüíîé. Â äàííîé ðàáîòå ïðèâîäèòñÿ îáçîð èçâåñòíûõ ìåòðè÷åñêèõ
ñâîéñòâ ìíîæåñòâà ñàìîäóàëüíûõ áåíò-ôóíêöèé. Ïðèâîäèòñÿ ïîëíûé ñïåêòð ðàñ-
ñòîÿíèé Õýììèíãà ìåæäó ñàìîäóàëüíûìè áåíò-ôóíêöèÿìè èç êëàññà Ìýéîðàíà�
ÌàêÔàðëàíäà. Äàþòñÿ ðåçóëüòàòû, êàñàþùèåñÿ õàðàêòåðèçàöèè áóëåâûõ ôóíê-
öèé, íàõîäÿùèõñÿ íà ìàêñèìàëüíî âîçìîæíîì óäàëåíèè îò ìíîæåñòâà ñàìîäóàëü-
íûõ áåíò-ôóíêöèé. Ïðèâîäèòñÿ îïèñàíèå ãðóïï àâòîìîðôèçìîâ ìíîæåñòâ ñàìî-
äóàëüíûõ è àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðåìåííûõ. Äà¼òñÿ îïèñàíèå
àâòîìîðôèçìîâ ìíîæåñòâà áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ, êîòîðûå ìåíÿþò
ìåñòàìè ìíîæåñòâà ñàìîäóàëüíûõ è àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé. Ïðèâî-
äèòñÿ îïèñàíèå èçîìåòðè÷íûõ îòîáðàæåíèé, ñîõðàíÿþùèõ íåèçìåííûì îòíîøå-
íèå Ðýëåÿ êàæäîé áóëåâîé ôóíêöèè îò n ïåðåìåííûõ. Äà¼òñÿ õàðàêòåðèçàöèÿ âñåõ
èçîìåòðè÷íûõ îòîáðàæåíèé, ñîõðàíÿþùèõ ìàêñèìàëüíóþ íåëèíåéíîñòü è ðàññòî-
ÿíèå Õýììèíãà ìåæäó êàæäîé áåíò-ôóíêöèé è äóàëüíîé ê íåé.

Êëþ÷åâûå ñëîâà: áóëåâà ôóíêöèÿ, ñàìîäóàëüíàÿ áåíò-ôóíêöèÿ, ðàññòîÿíèå

Õýììèíãà, èçîìåòðè÷íîå îòîáðàæåíèå, ìåòðè÷åñêàÿ ðåãóëÿðíîñòü, ãðóïïà àâ-

òîìîðôèçìîâ, îòíîøåíèå Ðýëåÿ

×åðåç Fn2 îáîçíà÷èì ëèíåéíîå ïðîñòðàíñòâî âñåõ äâîè÷íûõ âåêòîðîâ äëèíû n íàä
ïîëåì F2. Áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ íàçûâàåòñÿ îòîáðàæåíèå âèäà Fn2 → F2.
Ìíîæåñòâî âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷àåòñÿ ÷åðåç Fn. Äëÿ êàæ-
äîé ïàðû x, y ∈ Fn2 ÷åðåç 〈x, y〉 îáîçíà÷èì ÷èñëî

n⊕
i=1

xiyi, ãäå îïåðàöèÿ ⊕ åñòü ñëîæåíèå

ïî ìîäóëþ 2. Âåñîì Õýììèíãà wt(x) âåêòîðà x ∈ Fn2 íàçûâàåòñÿ ÷èñëî åãî íåíóëå-
âûõ êîîðäèíàò. Ðàññòîÿíèå Õýììèíãà ìåæäó áóëåâûìè ôóíêöèÿìè f, g îò n ïåðå-
ìåííûõ � ÷èñëî äâîè÷íûõ âåêòîðîâ äëèíû n, íà êîòîðûõ ýòè ôóíêöèè ïðèíèìàþò
ðàçëè÷íûå çíà÷åíèÿ, îáîçíà÷àåòñÿ êàê dist(f, g). Ïðåîáðàçîâàíèåì Óîëøà�Àäàìàðà
áóëåâîé ôóíêöèè f îò n ïåðåìåííûõ íàçûâàåòñÿ öåëî÷èñëåííàÿ ôóíêöèÿWf : Fn2 → Z,
çàäàííàÿ ðàâåíñòâîì

Wf (y) =
∑
x∈Fn

2

(−1)f(x)⊕〈x,y〉, y ∈ Fn2 .

Áóëåâà ôóíêöèÿ f îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n íàçûâàåòñÿ áåíò-ôóíêöèåé, åñëè
|Wf (y)| = 2n/2 äëÿ êàæäîãî y ∈ Fn2 [1]. Äëÿ ìíîæåñòâà áåíò-ôóíêöèé îò n ïåðåìåííûõ
èñïîëüçóåòñÿ îáîçíà÷åíèå Bn. Äëÿ êàæäîé f ∈ Bn îäíîçíà÷íûì îáðàçîì èç ñîîòíîøå-

íèÿ Wf (y) = (−1)f̃(y)2n/2 îïðåäåëÿåòñÿ äóàëüíàÿ ê íåé áåíò-ôóíêöèÿ f̃ ∈ Bn, çíà÷åíèÿ
êîòîðîé íàõîäÿòñÿ èç ñîîòâåòñòâèÿ äëÿ êàæäîãî y ∈ Fn2 . Áåíò-ôóíêöèÿ f íàçûâàåòñÿ

ñàìîäóàëüíîé (àíòè-ñàìîäóàëüíîé), åñëè f = f̃ (ñîîòâåòñòâåííî f = f̃⊕1). Ìíîæåñòâà
ñàìîäóàëüíûõ è àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷àþòñÿ ÷å-
ðåç SB+(n) è SB−(n), ñîîòâåòñòâåííî [2].

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314-2019-0017)
ïðè ïîääåðæêå Ðîññèéñêîãî Ôîíäà Ôóíäàìåíòàëüíûõ Èññëåäîâàíèé (ïðîåêòû � 18-07-01394, 20-31-
70043) è ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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Îòêðûòîé ïðîáëåìîé ÿâëÿåòñÿ ïîëíàÿ õàðàêòåðèçàöèÿ è îïèñàíèå êëàññà ñàìîäó-
àëüíûõ áåíò-ôóíêöèé. Ýòîìó è äðóãèì âîïðîñàì, ñâÿçàííûì ñ ñàìîäóàëüíûìè áåíò-
ôóíêöèÿìè, ïîñâÿù¼í ðÿä ðàáîò (C. Carlet, L. E. Danielson, M. G. Parker, P. Sol�e,
X. Hou, T. Feulner, L. Sok, A. Wassermann è äð.). Â ÷àñòíîñòè, â ðàáîòå [3] ïðèâå-
äåíà àôôèííàÿ êëàññèôèêàöèÿ ñàìîäóàëüíûåõ áåíò-ôóíêöèè îò 2, 4, 6 ïåðåìåííûõ è
âñåõ êâàäðàòè÷íûõ ñàìîäóàëüíûõ áåíò-ôóíêöèé îò 8 ïåðåìåííûõ îòíîñèòåëüíî ïðå-
îáðàçîâàíèÿ, ñîõðàíÿþùåãî ñàìîäóàëüíîñòü. Â ñòàòüå [2] ïðèâåäåíà êëàññèôèêàöèÿ
âñåõ êâàäðàòè÷íûõ ñàìîäóàëüíûõ áåíò-ôóíêöèé. Àôôèííóþ êëàññèôèêàöèþ êâàä-
ðàòè÷íûõ è êóáè÷åñêèõ ñàìîäóàëüíûõ áåíò-ôóíêöèé îò 8 ïåðåìåííûõ îòíîñèòåëüíî
ïðåîáðàçîâàíèÿ, ñîõðàíÿþùåãî ñàìîäóàëüíîñòü, ìîæíî íàéòè â ðàáîòå [4]. Âåðõíþþ
îöåíêó íà êîëè÷åñòâî ñàìîäóàëüíûõ áåíò-ôóíêöèé ìîæíî íàéòè â ñòàòüå [5]. Â ðà-
áîòàõ [6, 7, 8] ïðåäñòàâëåíû êîíñòðóêöèè ñàìîäóàëüíûõ áåíò-ôóíêöèé. Ñâÿçü ñàìîäó-
àëüíûõ êâàòåðíàðíûõ áåíò-ôóíêöèé è ñàìîäóàëüíûõ áóëåâûõ áåíò-ôóíêöèé îòìå÷åíà
â [9].

Ñîãëàñíî [10], íàçîâ¼ì îðòîãîíàëüíîé ãðóïïîé ïîðÿäêà n íàä ïîëåì F2 ãðóïïó

On =
{
L ∈ GL (n,F2) : LLT = In

}
,

ãäå LT � òðàíñïîíèðîâàíèå L, è In � åäèíè÷íàÿ ìàòðèöà ïîðÿäêà n íàä ïîëåì F2.
Äàëåå áóäóò ïðåäñòàâëåíû èçâåñòíûå ðåçóëüòàòû, êàñàþùèåñÿ ìåòðè÷åñêèõ ñâîéñòâ

ñàìîäóàëüíûõ áåíò-ôóíêöèé, îïóáëèêîâàííûå â ðàáîòàõ [11, 12, 13] (ñì. òàê-
æå [14],[15],[16]).

1. Ñàìîäóàëüíûå áåíò-ôóíêöèè Ìýéîðàíà�ÌàêÔàðëàíäà

Áåíò-ôóíêöèè îò 2k ïåðåìåííûõ, ïðåäñòàâèìûå â âèäå

f(x, y) = 〈x, π(y)〉 ⊕ g(y), x, y ∈ Fk2,

ãäå π � ïåðåñòàíîâêà íà ìíîæåñòâå Fk2, è g � áóëåâà ôóíêöèÿ îò k ïåðåìåííûõ, ôîð-
ìèðóþò õîðîøî èçâåñòíûé êëàññ Ìýéîðàíà �ÌàêÔàðëàíäà [17]. Äàííûé êëàññ èìååò
ìîùíîñòü, ðàâíóþ 2k! · 22k .

×åðåç SB+
M(n) îáîçíà÷èì ìíîæåñòâî ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðåìåííûõ

èç êëàññà Ìýéîðàíà �ÌàêÔàðëàíäà, à ÷åðåç SB−M(n) � ìíîæåñòâî àíòè-ñàìîäóàëüíûõ
áåíò-ôóíêöèé îò n ïåðåìåííûõ èç êëàññà Ìýéîðàíà �ÌàêÔàðëàíäà. Â ðàáîòå [3] áûëè
íàéäåíû íåîáõîäèìûå è äîñòàòî÷íûå óñëîâèÿ ñàìîäóàëüíîñòè áåíò-ôóíêöèé èç êëàññà
Ìýéîðàíà �ÌàêÔàðëàíäà, à èìåííî, áûëî ïîêàçàíî, ÷òî áåíò-ôóíêöèÿ f(x, y) Ìýéî-
ðàíà �ÌàêÔàðëàíäà ïðèíàäëåæèò ìíîæåñòâó SB+

M(2k) òîãäà è òîëüêî òîãäà, êîãäà

π(y) = L(y ⊕ c), g(y) = 〈c, y〉 ⊕ d, y ∈ Fk2,

ãäå L ∈ Ok, c ∈ Fk2, wt(c) � ÷¼òíîå ÷èñëî, d ∈ Fn2 . Çàìåòèì, ÷òî
∣∣SB+

M(2k)
∣∣ = 2k · |Ok|.

Âñþäó äàëåå ïðåäïîëàãàåòñÿ, ÷òî n � ÷¼òíîå íàòóðàëüíîå ÷èñëî. Â ðàáî-
òå [11] èññëåäîâàëèñü âîçìîæíûå ðàññòîÿíèÿ Õýììèíãà ìåæäó ñàìîäóàëüíûìè áåíò-
ôóíêöèÿìè èç êëàññà Ìýéîðàíà �ÌàêÔàðëàíäà.

Òåîðåìà 1 [11]. Ïóñòü n > 4 è f, g ∈ SB+
M(n) ∪ SB−M(n), òîãäà

dist(f, g) ∈
{

2n−1, 2n−1
(

1± 1

2r

)
, r = 0, 1, ..., n/2− 1

}
.

Áîëåå òîãî, åñëè f, g ∈ SB+
M(n) èëè f, g ∈ SB−M(n), òî âñå ïðèâåä¼ííûå ðàññòîÿíèÿ,

êðîìå 2n−1, ÿâëÿþòñÿ äîñòèæèìûìè. Ïðè ýòîì äëÿ ïðîèçâîëüíîé ïàðû ôóíêöèé f ∈
SB+
M(n) è g ∈ SB−M(n) ñïðàâåäëèâî dist(f, g) = 2n−1.
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Àíàëèç ïðèâåä¼ííûõ ðàññòîÿíèé ïîçâîëÿåò âû÷èñëèòü ìèíèìàëüíîå ðàññòîÿíèå
Õýììèíãà ìåæäó ðàññìàòðèâàåìûìè ôóíêöèÿìè.

Ñëåäñòâèå 1. Ïóñòü n > 4, òîãäà ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà ìåæäó ñà-
ìîäóàëüíûìè áåíò-ôóíêöèÿìè îò n ïåðåìåííûõ èç êëàññà Ìýéîðàíà�ÌàêÔàðëàíäà
ðàâíî 2n−2.

Áîëåå òîãî, â ñèëó òîãî, ÷òî ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà ìåæäó êâàä-
ðàòè÷íûìè áóëåâûìè ôóíêöèÿìè îò n ïåðåìåííûõ (êîäîâûìè ñëîâàìè êîäà Ðèäà�
Ìàëëåðà RM(2, n)) íå ìåíüøå, ÷åì 2n−2 [18], ïîëó÷àåì ñëåäóþùåå

Ñëåäñòâèå 2. Ïóñòü n > 4, òîãäà ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà ìåæäó
êâàäðàòè÷íûìè áóëåâûìè ôóíêöèÿìè äîñòèæèìî íà ñàìîäóàëüíûõ áåíò-ôóíêöèÿõ
îò n ïåðåìåííûõ èç êëàññà Ìýéîðàíà�ÌàêÔàðëàíäà.

2. Ìåòðè÷åñêàÿ ðåãóëÿðíîñòü

Âñþäó â ýòîé ãëàâå ïðåäïîëàãàåòñÿ, ÷òî n � ÷¼òíîå íàòóðàëüíîå ÷èñëî.
Èçâåñòíî [19], ÷òî ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà ìåæäó áåíò-ôóíêöèÿìè îò n

ïåðåìåííûõ ðàâíî 2n/2. Â ðàáîòå [12] äîêàçàíî, ÷òî ïðè n > 4 äàííîå ðàññòîÿíèå
äîñòèæèìî íà ìíîæåñòâå (àíòè-)ñàìîäóàëüíûõ áåíò-ôóíêöèé.

Óòâåðæäåíèå 1 [12]. Ïóñòü n > 4, òîãäà ìèíèìàëüíîå ðàññòîÿíèå Õýììèíãà
ìåæäó (àíòè-)ñàìîäóàëüíûìè áåíò-ôóíêöèÿìè îò n ïåðåìåííûõ ðàâíî 2n/2.

Ïóñòü A ⊆ Fn2 � ïðîèçâîëüíîå ìíîæåñòâî, è y ∈ Fn2 � ïðîèçâîëüíûé
äâîè÷íûé âåêòîð. Ðàññòîÿíèå îò âåêòîðà y äî ìíîæåñòâà A îïðåäåëÿåòñÿ êàê
dist(y, A) = min

x∈A
dist(y, x). Ðàäèóñîì ïîêðûòèÿ ìíîæåñòâà A íàçûâàåòñÿ ÷èñëî d(A) =

max
y∈Fn

2

dist(y, A). Ìíîæåñòâî äâîè÷íûõ âåêòîðîâ, íàõîäÿùèõñÿ íà ðàññòîÿíèè d(A) îò

ìíîæåñòâà A ⊆ Fn2 , íàçûâàåòñÿ ìåòðè÷åñêèì äîïîëíåíèåì ìíîæåñòâà A è îáîçíà÷àåò-

ñÿ Â [20]. Åñëè ñïðàâåäëèâî
̂̂
A = A, òî ìíîæåñòâî íàçûâàåòñÿ ìåòðè÷åñêè ðåãóëÿðíûì.

Ðàññìàòðèâàÿ äàííûå îïðåäåëåíèÿ ïðèìåíèòåëüíî ê âåêòîðàì çíà÷åíèé áóëåâûõ
ôóíêöèé, ìîæíî îïðåäåëèòü ðàäèóñ ïîêðûòèÿ, ìåòðè÷åñêîå äîïîëíåíèå è ìåòðè÷å-
ñêóþ ðåãóëÿðíîñòü ïðîèçâîëüíîãî ïîäìíîæåñòâà M ⊆ Fn [21].

Â ðàáîòå [3] áûëî äîêàçàíî, ÷òî ðàäèóñ ïîêðûòèÿ ìíîæåñòâà SB+ (n) ðàâåí 2n−1.
Ñëåäóþùåå óòâåðæäåíèå îïèñûâàåò ìåòðè÷åñêîå äîïîëíåíèå ìíîæåñòâà ñàìîäóàëüíûõ
áåíò-ôóíêöèé.

Òåîðåìà 2 [12]. Ïóñòü n > 4, òîãäà áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ

� ÿâëÿåòñÿ ñàìîäóàëüíîé áåíò-ôóíêöèåé â òîì è òîëüêî â òîì ñëó÷àå, êîãäà îíà
íàõîäèòñÿ íà ðàññòîÿíèè 2n−1 îò ìíîæåñòâà âñåõ àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé

îò n ïåðåìåííûõ, òî åñòü ÿâëÿåòñÿ ýëåìåíòîì ìíîæåñòâà ŜB−(n);
� ÿâëÿåòñÿ àíòè-ñàìîäóàëüíîé áåíò-ôóíêöèåé â òîì è òîëüêî â òîì ñëó÷àå, êîãäà îíà

íàõîäèòñÿ íà ðàññòîÿíèè 2n−1 îò ìíîæåñòâà âñåõ ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n

ïåðåìåííûõ, òî åñòü ÿâëÿåòñÿ ýëåìåíòîì ìíîæåñòâà ŜB+(n).

Â ðàáîòå [22] áûëî äîêàçàíî, ÷òî àôôèííûìè ÿâëÿþòñÿ áóëåâû ôóíêöèè, êîòîðàÿ
íàõîäÿòñÿ íà ìàêñèìàëüíî àîçìîæíîì óäàëåíèè îò ìíîæåñòâà áåíò-ôóíêöèé, ÷òî âëå-
÷¼ò äóàëüíîñòü â îïðåäåëåíèè àôôèííûõ ôóíêöèé è áåíò-ôóíêöèé. Òàêèì îáðàçîì,
íà îñíîâàíèè Òåîðåìû 2 ìîæíî ãîâîðèòü î òîì, ÷òî ìåæäó ìíîæåñòâàìè ñàìîäóàëü-
íûõ è àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n > 4 ïåðåìåííûõ ñóùåñòâóåò ìåòðè÷åñêàÿ
äóàëüíîñòü.
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Íà îñíîâàíèè Òåîðåìû 2 (ñëó÷àé n = 2 ðàññìîòðåí îòäåëüíî) â [12] áûëî ïîêàçàíî,
÷òî

Ñëåäñòâèå 3.

1) Ìíîæåñòâî SB+(n) âñåõ ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðåìåííûõ ÿâëÿåòñÿ
ìåòðè÷åñêè ðåãóëÿðíûì;

2) Ìíîæåñòâî SB−(n) âñåõ àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðåìåííûõ ÿâ-
ëÿåòñÿ ìåòðè÷åñêè ðåãóëÿðíûì.

3. Ãðóïïà àâòîìîðôèçìîâ

Îòîáðàæåíèå âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ â ñåáÿ íàçûâàåòñÿ èçîìåò-
ðè÷íûì, åñëè îíî ñîõðàíÿåò ðàññòîÿíèå Õýììèíãà ìåæäó êàæäîé ïàðîé áóëåâûõ ôóíê-
öèé îò n ïåðåìåííûõ. Ìíîæåñòâî èçîìåòðè÷íûõ îòîáðàæåíèé ìíîæåñòâà âñåõ áóëåâûõ
ôóíêöèé îò n ïåðåìåííûõ â ñåáÿ áóäåì îáîçíà÷àòü ÷åðåç In. Èçâåñòíî, ÷òî êàæäîå òà-
êîå îòîáðàæåíèå îäíîçíà÷íî ïðåäñòàâëÿåòñÿ â âèäå

f(x) −→ f(π(x))⊕ g(x),

ãäå π � ïåðåñòàíîâêà íà ìíîæåñòâå Fn2 , à g � áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ [23].
Îòîáðàæåíèå òàêîãî âèäà îáîçíà÷ì ÷åðåç ϕπ,g ∈ In. Èçâåñòíî, ÷òî êàæäîå èçîìåòðè÷-
íîå îòîáðàæåíèå ìíîæåñòâà âñåõ áóëåâûõ ôóíêöèé îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n â
ñåáÿ, îñòàâëÿþùåå ìíîæåñòâî Bn íà ìåñòå, ïðåäñòàâèìî â âèäå êîìïîçèöèÿ àôôèííîãî
ïðåîáðàçîâàíèÿ êîîðäèíàò è ïðèáàâëåíèÿ àôôèííîé ôóíêöèè îò n ïåðåìåííûõ [24].

Ãðóïïîé àâòîìîðôèçìîâ ôèêñèðîâàííîãî ïîäìíîæåñòâàM ⊆ Fn íàçûâàåòñÿ ãðóï-
ïà ýëåìåíòîâ ìíîæåñòâà In, îñòàâëÿþùàÿ ìíîæåñòâîM íà ìåñòå. Ãðóïïà àâòîìîðôèç-
ìîì ìíîæåñòâà M îáîçíà÷àåòñÿ ÷åðåç Aut (M).

Äàëåå ïðåäïîëàãàåòñÿ, ÷òî n � ÷¼òíîå íàòóðàëüíîå ÷èñëî.
Â ðàáîòå [4] (ñì. òàêæå [3]) áûëî äîêàçàíî, ÷òî îòîáðàæåíèå âñåõ áóëåâûõ ôóíêöèé

îò n ïåðåìåííûõ â ñåáÿ, èìåþùåå âèä

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d,

ãäå L ∈ On, c ∈ Fn2 , wt(c) � ÷¼òíîå ÷èñëî, d ∈ F2, ñîõðàíÿåò ñàìîäóàëüíîñòü áåíò-
ôóíêöèè. Íåòðóäíî âèäåòü, ÷òî âñå îòîáðàæåíèÿ äàííîãî âèäà ÿâëÿþòñÿ ýëåìåíòàìè
ìíîæåñòâà In. Ãðóïïà òàêèõ ïðåîáðàçîâàíèé íàçûâàåòñÿ ðàñøèðåííîé îðòîãîíàëüíîé
ãðóïïîé è îáîçíà÷àåòñÿ On [4, 25]. Èçâåñòíî, ÷òî On ÿâëÿåòñÿ ïîäãðóïïîé ãðóïïû
GL (n+ 2,F2) [4].

Â ðàáîòå [2] áûëî îòìå÷åíî, ÷òî îòîáðàæåíèå âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåí-
íûõ â ñåáÿ, èìåþùåå âèä

f(x) −→ f (x⊕ c)⊕ 〈c, x〉 ,

ãäå c ∈ Fn2 , wt(c) � íå÷¼òíîå ÷èñëî, îïðåäåëÿåò áèåêöèþ ìåæäó ìíîæåñòâàìè SB+(n) è
SB−(n). Î÷åâèäíî, ÷òî òàêîå îòîáðàæåíèå ñîõðàíÿåò ðàññòîÿíèå Õýììèíãà. ×àñòíûé
ñëó÷àé îòîáðàæåíèÿ äàííîãî âèäà � ïðè c = (1, 0, 0, ..., 0) ∈ Fn2 � ðàíåå áûë ðàñìîòðåí
â ñòàòüå [3], íà îñíîâàíèè ÷åãî áûë ñäåëàí âûâîä î òîì, ÷òî ìåæäó ìíîæåñòâàìè SB+(n)
è SB−(n) ñóùåñòâóåò âçàèìíî-îäíîçíà÷íîå ñîîòâåòñòâèå.

Â ñòàòüå [13] ïîëó÷åíî îáîáùåíèå äàííûõ ðåçóëüòàòîâ â ðàìêàõ êëàññà èçîìåò-
ðè÷íûõ îòîáðàæåíèé. Áûëî äîêàçàíî, ÷òî ãðóïïû àâòîìîðôèçìîâ ìíîæåñòâ SB+(n) è
SB−(n) ñîâïàäàþò.

Òåîðåìà 3 [13]. Ïðè n > 4, ñïðàâåäëèâî Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
.
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Áûë ïîëó÷åí ñëåäóþùèé êðèòåðèé ñîõðàíåíèÿ ñàìîäóàëüíîñòè.

Òåîðåìà 4 [13]. Ïóñòü n > 4, òîãäà èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g ÿâëÿåòñÿ ýëå-
ìåíòîì ãðïïû Aut

(
SB+(n)

)
â òîì è òîëüêî â òîì ñëó÷àå, êîãäà äëÿ ëþáûõ x, y ∈ Fn2

ñïðàâåäëèâî
〈π(x), y〉 ⊕ g(x) =

〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
.

Ñ èñïîëüçîâàíèåì âûøåóïîìÿíóòîãî êðèòåðèÿ è Òåîðåìû 3 áûëî ïîëó÷åíî îïèñà-
íèå ãðóïïû àâòîìîðôèçìîâ ìíîæåñòâà (àíòè-)ñàìîäóàëüíûõ áåíò-ôóíêöèé îò n ïåðå-
ìåííûõ.

Òåîðåìà 5 [13]. Ïðè n > 4 ñïðàâåäëèâî

Aut
(
SB+(n)

)
= Aut

(
SB−(n)

)
= On.

Èç ïîëó÷åííûõ ðåçóëüòàòîâ ñëåäóåò, ÷òî áîëåå îáùåãî ïîäõîäà ê êëàññèôèêàöèè ñà-
ìîäóàëüíûõ áåíò-ôóíêöèé íà îñíîâå èçîìåòðè÷íûõ îòîáðàæåíèé, ÷åì ïðåäëîæåííûé
â ðàáîòàõ [3, 4], íå ñóùåñòâóåò.

Ïðèìåíèòåëüíî ê áèåêöèÿì ìåæäó ìíîæåñòâàìè SB+(n) è SB−(n) áûë ïîëó÷åí
ñëåäóþùèé êðèòåðèé.

Òåîðåìà 6 [13]. Ïóñòü n > 4, òîãäà èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g îïðåäåëÿåò
áèåêöèþ ìåæäó ìíîæåñòâàìè SB+(n) è SB−(n) â òîì è òîëüêî â òîì ñëó÷àå, êîãäà äëÿ
ëþáûõ x, y ∈ Fn2 ñïðàâåäëèâî

〈π(x), y〉 ⊕ g(x) =
〈
x, π−1(y)

〉
⊕ g

(
π−1(y)

)
⊕ 1.

Ñ èñïîëüçîâàíèåì äàííîãî êðèòåðèÿ áûëà ïîëó÷åíà îáùàÿ ôîðìà èçìåòðè÷íûõ
îòîáðàæåíèé, îïðåäåëÿþùèõ áèåêöèþ ìåæäó ìíîæåñòâàìè SB+(n) è SB−(n).

Òåîðåìà 7 [13]. Ïðè n > 4 èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g ∈ In îïðåäåëÿåò áè-
åêöèþ ìåæäó ìíîæåñòâàìè SB+(n) è SB−(n) åñëè è òîëüêî åñëè

π(x) = L (x⊕ c) , g(x) = 〈c, x〉 ⊕ d, x ∈ Fn2 ,

ãäå L ∈ On, c ∈ Fn2 , wt(c) � ÷¼òíîå ÷èñëî, d ∈ F2.

Èç Òåîðåì 5 è 7 ñëåäóåò, ÷òî ÷¼òíîñòü âåñà Õýììèíãà âåêòîðà c ∈ Fn2 , ôèãóðèðóþùå-
ãî â îïèñàíèè ðàñøèðåííîé îðòîãîíàëüíîé ãðóïïû, ÿâëÿåòñÿ �ïåðåêëþ÷àòåëåì� ìåæäó
èçîìåòðè÷íûì îòîáðàæåíèåì, ñîõðàíÿþùèì (àíòè-)ñàìîäóàëüíîñòü, è èçîìåòðè÷íûì
îòîáðàæåíèåì, ìåíÿþùèì ìåñòàìè ñàìîäóàëüíûå è àíòè-ñàìîäóàëüíûå áåíò-ôóíêöèè.

4. Ðàññòîÿíèå Õýììèíãà ìåæäó áåíò-ôóíêöèé è äóàëüíîé ê íåé

Ñîãëàñíî [3, 25] îòíîøåíèåì Ðýëåÿ (the Rayleigh quotient) Sf áóëåâîé ôóíêöèè f
îò n ïåðåìåííûõ íàçûâàåòñÿ ÷èñëî

Sf =
∑
x,y∈Fn

2

(−1)f(x)⊕f(y)⊕〈x,y〉 =
∑
y∈Fn

2

(−1)f(y)Wf (y).

Èçâåñòíî [3], ÷òî àáñîëþòíîå çíà÷åíèå Sf íå ïðåâîñõîäèò ÷èñëà 23n/2, ïðè ýòîì â
ñëó÷àå, êîãäà n � ÷¼òíîå ÷èñëî, äàííàÿ îöåíêà äîñòèãàåòñÿ òîëüêî íà ñàìîäóàëüíûõ
áåíò-ôóíêöèÿõ

(
+23n/2

)
è àíòè-ñàìîäóàëüíûõ áåíò-ôóíêöèÿõ

(
−23n/2

)
.

Äàëåå ïðåäïîëàãàåòñÿ, ÷òî n � ÷¼òíîå íàòóðàëüíîå ÷èñëî.
Â ðàáîòå [13] áûëè èññëåäîâàíû âîïðîñû ñîõðàíåíèÿ, à òàêæå ñìåíû çíàêà îòíî-

øåíèÿ Ðýëåÿ êàæäîé áóëåâîé ôóíêöèè îò n ïåðåìåíûõ ïðè èçîìåòðè÷íûõ ïðåîáðàçî-
âàíèÿõ.

305



Íåîçàãëàâëåííàÿ ñåêöèÿ 6

Òåîðåìà 8 [13]. Ïóñòü n > 4, òîãäà èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g ∈ In ñîõðà-
íÿåò îòíîøåíèå Ðýëåÿ êàæäîé áóëåâîé ôóíêöèè îò n ïåðåìåííûõ â òîì è òîëüêî â
òîì ñëó÷àå, êîãäà ϕπ,g ∈ Aut

(
SB+(n)

)
.

Òåîðåìà 9 [13]. Ïóñòü n > 4, òîãäà èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g ∈ In ìåíÿåò
çíàê îòíîøåíèÿ Ðýëåÿ êàæäîé áóëåâîé ôóíêöèè îò n ïåðåìåííûõ â òîì è òîëüêî â
òîì ñëó÷àå, êîãäà îíî îïðåäåëÿåò áèåêöèþ ìåæäó ìíîæåñòâàìè SB+(n) è SB−(n).

Ïóñòü f ∈ Bn, èç ñîîòíîøåíèÿ

dist(f, f̃) = 2n−1 − 1

2n/2+1
Sf

ñëåäóåò, ÷òî îòíîøåíèå Ðýëåÿ ïîëíîñòüþ õàðàêòåðèçóåò ðàññòîÿíèå Õýììèíãà ìåæäó
áåíò-ôóíêöèåé f ∈ Bn è äóàëüíîé ê íåé ôóíêöèåé f̃ ∈ Bn. Òàêèì îáðàçîì, íà îñíîâå
Òåîðåì 5 è 8 ìîæíî ïîëó÷èòü ñëåäóþùèé ðåçóëüòàò.

Òåîðåìà 10 [13]. Ïðè n > 4 èçîìåòðè÷íîå îòîáðàæåíèå ϕπ,g ∈ In îñòàâëÿåò ìíî-
æåñòâî áåíò-ôóíêöèé îò n ïåðåìåííûõ íà ìåñòå è ñîõðàíÿåò ðàññòîÿíèå Õýììèíãà
ìåæäó áåíò-ôóíêöèåé è äóàëüíîé ê íåé òîãäà è òîëüêî òîãäà, êîãäà

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d, x ∈ Fn2 , (1)

ãäå L ∈ On, c ∈ Fn2 , wt(c) � ÷¼òíîå ÷èñëî, d ∈ F2.
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Kutsenko A.V. ON METRICAL PROPERTIES OF THE SET OF SELF-DUAL
BENT FUNCTIONS. For every bent function f its dual bent function f̃ is uniquely de-
fined. If f̃ = f then f is called self-dual bent and it is called anti-self-dual bent if f̃ = f ⊕1.
In this work we give a review of metrical properties of the set of self-dual bent functions.
We give a complete Hamming distance spectrum between self-dual Maiorana — McFarland
bent functions. The set of Boolean functions which are maximally distant from the set of
self-dual bent functions is discussed. We give a characterization of automorphim groups of
the sets of self-dual and anti-self-dual bent functions in n variables as well as the description
of isometric mappings that define bijections between the sets of self-dual and anti-self dual
bent functions. The set of isometric mappings which preserve the Rayleigh quotient of a
Boolean function is given. As a corollary all isometric mappings which preserve bentness
and the Hamming distance between bent function and its dual are given.
Keywords: Boolean function, self-dual bent function, Hamming distance, isometric map-
ping, metrical regularity, automorphism group, Rayleigh quotient of Sylvester Hadamard
matrix
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Íàçâàíèå ðàçäåëà æóðíàëà X(X)

ÓÄÊ 519.7

ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÅ ÑÂÎÉÑÒÂÀ ÎÐÒÎÌÎÐÔÈÇÌÎÂ1

Þ.Ï.Ìàêñèìëþê

Èíñòèòóò ìàòåìàòèêè èì. Ñ. Ë. Ñîáîëåâà, ã. Íîâîñèáèðñê, Ðîññèÿ

E-mail: yumaximlyuk@gmail.com

Â ðàáîòå ðàññìîòðåíû âçàèìíî îäíîçíà÷íûå îòîáðàæåíèÿ F : Zn
2 → Zn

2 , íàçûâàå-
ìûå îðòîìîðôèçìàìè, òàêèå, ÷òî îòîáðàæåíèÿ G(x) = F (x)⊕ x òàê æå ÿâëÿþòñÿ
âçàèìíî îäíîçíà÷íûìè. Îíè èñïîëüçóþòñÿ â ñõåìå Ëàÿ-Ìåññè â êà÷åñòâå ïåðå-
ìåøèâàþùåãî ýëåìåíòà ìåæäó ðàóíäàìè, à òàêæå äëÿ ïîñòðîåíèÿ êðèïòîãðàôè-
÷åñêè ñòîéêèõ S-áëîêîâ. Èññëåäîâàëèñü îñíîâíûå êðèïòîãðàôè÷åñêèå ñâîéñòâà, à
èìåííî, íåëèíåéíûå õàðàêòåðèñòèêè è äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü. Âûÿâ-
ëåíî, ÷òî îðòîìîðôèçìû îò ìàëîãî ÷èñëà ïåðåìåííûõ íå óñòîé÷èâû ê ëèíåéíîìó
è äèôôåðåíöèàëüíîìó êðèïòîàíàëèçàì.

Êëþ÷åâûå ñëîâà: îðòîìîðôèçì, òàáëèöà ëèíåéíîãî ïðåîáëàäàíèÿ, òàáëèöà

äèôôåðåíöèàëîâ.

Â ñèììåòðè÷íîé êðèïòîãðàôèè ÷àñòî èñïîëüçóþòñÿ îòîáðàæåíèÿ ìíîæåñòâà Zn
2 ,

ñîñòîÿùåãî èç äâîè÷íûõ íàáîðîâ äëèíû n, íà ñåáÿ. Â ÷àñòíîñòè, â êíèãå [1] â øèô-
ðàõ FOX (IDEA NXT), èñïîëüçóþùèõ ñõåìó Ëàÿ-Ìåññè, ïðåäëàãàåòñÿ èñïîëüçîâàòü
îòîáðàæåíèå, íàçûâàåìîå îðòîìîðôèçìîì.

Îðòîìîðôèçì Zn
2 � ýòî âçàèìíî îäíîçíà÷íîå îòîáðàæåíèå F : Zn

2 → Zn
2 òàêîå, ÷òî

îòîáðàæåíèå G(x) = F (x)⊕x òàê æå ÿâëÿåòñÿ âçàèìíî îäíîçíà÷íûì, ãäå ⊕ � ïîáèòîâîå
ñëîæåíèå ïî ìîäóëþ 2.

Â ëèòåðàòóðå â îñíîâíîì îñâåùàþòñÿ ïåðåìåøèâàþùèå ñâîéñòâà îðòîìîðôèçìîâ.
Íàïðèìåð, â ðàáîòå [2] îðòîìîðôèçìû õàðàêòåðèçóþòñÿ ñâîéñòâîì îòîáðàæàòü êàæ-
äóþ ìàêñèìàëüíóþ ïîäãðóïïó ãðóïïû äâîè÷íûõ íàáîðîâ äëèíû n íàïîëîâèíó â ñåáÿ
è íàïîëîâèíó â ñâîå äîïîëíåíèå.

Â ðàìêàõ äàííîé ðàáîòû áûëà íàïèñàíà ïðîãðàììà, êîòîðàÿ èñïîëüçóåò ðàçðà-
áîòàííûé ðåêóðñèâíûé àëãîðèòì ïîñòðîåíèÿ âñåõ îðòîìîðôèçìîâ äëÿ çàäàííîãî n.
Îíà ïåðåáèðàåò âñå çíà÷åíèÿ äëÿ k-ãî ýëåìåíòà è ïðîâåðÿåò âûïîëíåíèå îïðåäåëåíèÿ
îðòîìîðôèçìà. Åñëè ïðîâåðêà óñïåøíà, òî ïåðåõîäèò ê k+1-ìó ýëåìåíòó, èíà÷å ïðîâå-
ðÿåòñÿ ñëåäóþùåå çíà÷åíèå k-ãî ýëåìåíòà. Êîãäà ïðîâåðåíû âñå âîçìîæíûå çíà÷åíèÿ
äëÿ k-îé ïîçèöèè, ïðîèñõîäèò âîçâðàò ê äàëüíåéøåé ïðîâåðêè çíà÷åíèé äëÿ ïîçèöèè
k − 1. Ñ ïîìîùüþ ýòîé ïðîãðàììû áûëè ïîëó÷åíû îðòîìîðôèçìû äëÿ ìàëûõ çíà÷å-
íèé n è îäèí îòðîìîðôèçì ïðè n = 16 äëÿ èññëåäîâàíèÿ ìîäèôèêàöèè øèôðà Simon
32/64 [3], ãäå âìåñòî ñåòè Ôåéñòåëÿ èñïîëüçîâàëàñü ñõåìà Ëàÿ-Ìåññè.

Äëÿ ìàëûõ çíà÷åíèé n áûëî ïîëó÷åíî, ÷òî:
• ïðè n = 2 ñóùåñòâóåò 8 îðòîìîðôèçìîâ;
• ïðè n = 3 ñóùåñòâóåò 384 îðòîìîðôèçìà;
• ïðè n = 4 ñóùåñòâóåò 244744192 îðòîìîðôèçìà.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî Öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìèíè-

ñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè íîìåð 075-15-2019-1613 è ëàáîðàòîðèè

êðèïòîãðàôèè JetBrains Research.
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Äëÿ âñåõ ïîëó÷åííûõ îðòîìîðôèçìîâ ýêñïåðåìåíòàëüíî èññëåäîâàëèñü îñíîâíûå
êðèïòîãðàôè÷åñêèå ñâîéñòâà, à èìåííî, íåëèíåéíûå õàðàêòåðèñòèêè è äèôôåðåíöè-
àëüíàÿ ðàâíîìåðíîñòü.

Îáîçíà÷èì âõîä è âûõîä ôóíêöèè F : Zn
2 → Zn

2 ÷åðåç x = (x1, . . . , xn) è y =
(y1, . . . , yn) ñîîòâåòñòâåííî. Äëÿ ëèíåéíîãî êðèïòîàíàëèçà ñòðîèòñÿ òàáëèöà ëèíåéíîãî
ïðåîáëàäàíèÿ, ãäå íà ïåðåñå÷åíèè ñòðîêè u ∈ Zn

2 è ñòîëáöà v ∈ Zn
2 íàõîäèòñÿ ÷èñëî λ

òàêîå, ÷òî ñîîòíîøåíèå 〈u, x〉 = 〈v, y〉 âûïîëíÿåòñÿ ñ âåðîÿòíîñòüþ (2n−1 + λ)/2n, ãäå
〈u, x〉 = u1x1 ⊕ · · · ⊕ unxn.

Óòâåðæäåíèå 1. Ïðè n ðàâíûõ 2, 3 è 4 òàáëèöû ëèíåéíîãî ïðåîáëàäàíèÿ îðòî-
ìîðôèçìîâ ñîñòîÿò èç çíà÷åíèé 0 è ±2n−1.

Äëÿ äèôôåðåíöèàëüíîãî êðèïòîàíàëèçà â òàáëèöå äèôôåðåíöèàëîâ íà ïåðåñå-
÷åíèè ñòðîêè u ∈ Zn

2 è ñòîëáöà v ∈ Zn
2 íàõîäèòñÿ ÷èñëî λ òàêîå, ÷òî ðàâåíñòâî

F (x⊕ u)⊕ F (x) = v âûïîëíÿåòñÿ â òî÷íîñòè äëÿ λ ðàçëè÷íûõ x.
Óòâåðæäåíèå 2. Ïðè n ðàâíûõ 2, 3 è 4 òàáëèöû äèôôåðåíöèàëîâ îðòîìîðôèçìîâ

ñîñòîÿò èç çíà÷åíèé 0 è 2n.
Äëÿ ïîëó÷åííîãî îðòîìîðôèçìà ïðè n = 16 òàêæå èññëåäîâàëèñü òàáëèöû ëèíåé-

íîãî ïðåîáëàäàíèÿ è äèôôåðåíöèàëîâ. Òàáëèöà ëèíåéíîãî ïðåîáëàäàíèÿ ñîñòîèò èç
çíà÷åíèé 0 è ±2n−1, à òàáëèöà äèôôåðåíöèàëîâ èç 0 è 2n.

Óòâåðæäåíèÿ 1, 2 è òî÷å÷íîå èññëåäîâàíèå îðòîìîðôèçìà äëÿ n = 16 ïîçâîëÿ-
þò ïðåäïîëîæèòü, ÷òî äëÿ ëþáîãî çíà÷åíèÿ n òàáëèöû äèôôåðåíöèàëîâ è ëèíåéíîãî
ïðåîáëàäàíèÿ îðòîìîðôèçìîâ èìåþò âèä, îïèñàííûé âûøå. Èç ÷åãî ñëåäóåò, ÷òî îð-
òîìîðôèçìû ñàìè ïî ñåáå íå óñòîé÷èâû ê ëèíåéíîìó è äèôôåðåíöèàëüíîìó êðèïòî-
àíàëèçàì è äîëæíû èñïîëüçîâàòüñÿ â øèôðàõ â êà÷åñòâå âñïîìîãàòåëüíîãî ýëåìåíòà
� äëÿ ïîñòðîåíèÿ áîëåå óñòîé÷èâûõ ê êðèïòîàíàëèçó ïåðåìåøèâàþùèõ îòîáðàæåíèé.
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Maksimluk J. P. CRYPTOGRAPHIC PROPERTIES OF ORTHOMORPHIC
PERMUTATIONS. In this paper, we consider bijective mappings F : Zn

2 → Zn
2 called

orthomorphisms such that the mappings G(x) = F (x) ⊕ x are also bijective. It is used
in the Lai-Massey scheme as a mixing element between rounds and it also can be used to
construct cryptographically strong S-boxes. The main cryptographic properties are stud-
ied, namely nonlinearity and differential uniformity. It turned out that orthomorphisms of
a small number of variables are not resistant to linear and differential cryptanalysis.
Keywords: orthomorphic permutation, linear approximation table, difference distribution
table.

ÌÀÊÑÈÌËÞÊ Þëèÿ Ïàâëîâíà � ì.í.ñ. Èíñòèòóòà ìàòåìàòèêè èì. Ñ. Ë. Ñî-
áîëåâà ÑÎ ÐÀÍ, ñòóäåíòêà ìàãèñòðàòóðû Íîâîñèáèðñêîãî ãîñóäàðñòâåííîãî óíèâåð-
ñèòåòà, èññëåäîâàòåëü ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research, Íîâîñèáèðñê.
E-mail: yumaximlyuk@gmail.com

309



Íåîçàãëàâëåííàÿ ñåêöèÿ 1

ÓÄÊ 519.7

Î ÐÀÇËÎÆÅÍÈÈ ÂÅÊÒÎÐÍÎÉ ÁÓËÅÂÎÉ ÔÓÍÊÖÈÈ Â
ÊÎÌÏÎÇÈÖÈÞ ÄÂÓÕ ÂÅÊÒÎÐÍÛÕ ÔÓÍÊÖÈÉ1

Ã.Ì.Ïèíòóñ

Â äàííîé ðàáîòå èññëåäóåòñÿ âîçìîæíîñòü ïðåäñòàâëåíèÿ âåêòîðíîé áóëåâîé
ôóíêöèè â âèäå êîìïîçèöèè äâóõ âåêòîðíûõ áóëåâûõ ôóíêöèé ìåíüøåé àëãåáðà-
è÷åñêîé ñòåïåíè. Ââîäèòñÿ ïîíÿòèå ðàçëîæèìîñòè âåêòîðíîé áóëåâîé ôóíêöèè.
Èçó÷åí âîïðîñ ñîõðàíåíèÿ ðàçëîæèìîñòè ïðè ðàñøèðåííîì àôôèííîì ïðåîáðà-
çîâàíèè. Ïðåäñòàâëåíà êîíñòðóêöèÿ âåêòîðíîé áóëåâîé ôóíêöèè òðåòüåé ñòåïåíè
îò ïðîèçâîëüíîãî ÷èñëà ïåðåìåííûõ, ÿâëÿþùåéñÿ ðàçëîæèìîé. Òàêæå áûë ïðî-
âåäåí âû÷èñëèòåëüíûé ýêïåðèìåíò, â ðåçóëüòàòå êîòîðîãî áûëî äîêàçàíî, ÷òî âñå
êóáè÷åñêèå âåêòîðíûå áóëåâû ôóíêöèè îò òð¼õ ïåðåìåííûõ ÿâëÿþòñÿ ðàçëîæè-
ìûìè.

Êëþ÷åâûå ñëîâà: âåêòîðíàÿ áóëåâà ôóíêöèÿ, äåêîìïîçèöèÿ, ïîðîãîâàÿ ðåàëè-

çàöèÿ

Àòàêè ïî ñòîðîííèì êàíàëàì [1] � âèä àòàê, öåëüþ êîòîðûõ ÿâëÿåòñÿ íàõîæäåíèå
óÿçâèìîñòåé â ðåàëèçàöèè êðèïòîãðàôè÷åñêîé ñèñòåìû. Íà äàííûé ìîìåíò ýòè àòàêè
ÿâëÿþòñÿ îäíèìè èç íàèáîëåå ýôôåêòèâíûõ ñðåäè âñåõ âèäîâ êðèïòîàíàçèçà. Â àòàêàõ
ïî ñòîðîííèì êàíàëàì èñïîëüçóåòñÿ èíôîðìàöèÿ, ïîëó÷åííàÿ ïðè îòñëåæèâàíèè ïå-
ðåïàäîâ íàïðÿæåíèé, âðåìåíè âûïîëíåíèÿ ïðîöåññîâ, ýëåêòðîìàãíèòíîãî èçëó÷åíèÿ
èëè çâóêîâ ïðè ïðîâîäèìûõ àëãîðèòìîì âû÷èñëåíèÿõ.

Ïîðîãîâàÿ ðåàëèçàöèÿ [2] ÿâëÿåòñÿ êîíòðìåðîé ïî îòíîøåíèþ ê àòàêàì ïî ñòîðîí-
íèì êàíàëàì, ðàçäåëÿÿ íàáîðû âõîäíûõ äàííûõ è èñïîëüçóåìûå âåêòîðíûå áóëåâû
ôóíêöèè íà ÷àñòè, ïîçâîëÿÿ ñêðûòü ðàçëè÷èÿ ìåæäó îïåðàöèÿìè. Òàêèì îáðàçîì, åñ-
ëè ðàçáèåíèå óäîâëåòâîðÿåò ðÿäó óñëîâèé, ïðè ðàáîòå àëãîðèòìà íå ïðîèñõîäèò óòå÷êè
èíôîðìàöèè, êîòîðàÿ ìîæåò áûòü èñïîëüçîâàíà â àòàêå ïî ñòîðîííèì êàíàëàì.

Â äàííîì ìåòîäå íåîáõîäèìî ïîñòðîèòü ðàçáèåíèå äëÿ âåêòîðíîé áóëåâîé ôóíêöèè
îïðåäåëåííûì îáðàçîì, ÷òî íå âñåãäà óäàåòñÿ ñäåëàòü. Îäíàêî áûë ïðèäóìàí ñïîñîá
ðåøåíèÿ äàííîé ïðîáëåìû, èñïîëüçóþùèé ïîñòðîåíèå ðàçáèåíèÿ äëÿ áîëåå ïðîñòûõ
ôóíêöèé, êîìïîçèöèåé êîòîðûõ ÿâëÿåòñÿ èçíà÷àëüíî ðàññìàòðèâàåìàÿ âåêòîðíàÿ áó-
ëåâà ôóíêöèÿ.

Â äàííîé ðàáîòå àíàëèçèðóåòñÿ âîçìîæíîñòü ïðåäñòàâëåíèÿ âåêòîðíûõ áóëåâûõ
ôóíêöèé â âèäå êîìïîçèöèè âåêòîðíûõ áóëåâûõ ôóíêöèé ìåíüøèõ ñòåïåíåé. Â ïåðâóþ
î÷åðåäü äàííàÿ çàäà÷à ïðèìåíèìà ê ïîðîãîâîé ðåàëèçàöèè, êîòîðóþ íå âñåãäà âîçìîæ-
íî îñóùåñòâèòü ñ èçíà÷àëüíîé âåêòîðíîé áóëåâîé ôóíêöèåé èç àëãîðèòìà, íî âîçìîæ-
íî ñ ôóíêöèÿìè, êîìïîçèöèÿ êîòîðûõ ðàâíÿåòñÿ äàííîé. Áûëè ðàññìîòðåíû âåêòîð-
íûå áóëåâû ôóíêöèè îò òðåõ ïåðåìåííûõ ñ àëãåáðàè÷åñêîé ñòåïåíüþ ðàâíîé òðåì è
âîçìîæíîñòü èõ ïðåäñòàâëåíèÿ â âèäå êîìïîçèè äâóõ âåêòîðíûõ áóëåâûõ ôóíêöèé
àëãåáðàè÷åñêîé ñòåïåíè äâà.

Òàê êàê âàæíûì ïðè ðàññìîòðåíèè ÿâëÿåòñÿ ñîõðàíåíèå ñâîéñòâ ïðè ïðåîáðàçîâà-
íèÿõ, à îäíèì èç íàèáîëåå ðàñïðîñòðàíåííûõ ÿâëÿåòñÿ ðàñøèðåííîå àôôèííîå ïðåîá-
ðàçîâàíèå, ìû èññëåäóåì âîïðîñ ñîõðàíåíèÿ ðàçëîæèìîñòè âåêòîðíîé áóëåâîé ôóíê-
öèè ïðè ðàñøèðåííîé àôôèííîé ýêâèâàëåíòíîñòè.

Âåêòîðíîé áóëåâîé ôóíêöèåé ((n,m)-ôóíêöèåé) F íàçûâàåòñÿ ïðîèçâîëüíîå îòîá-
ðàæåíèå F : Fn

2 → Fm
2 . Â ñëó÷àå m = 1 ãîâîðÿò, ÷òî F �- áóëåâà ôóíêöèÿ îò n

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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ïåðåìåííûõ. Âåêòîðíàÿ áóëåâà (n,m)-ôóíêöèÿ F ìîæåò áûòü çàäàíà íàáîðîì èçm êî-
îðäèíàòíûõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ: F (x) = (f1(x), f2(x), ..., fm(x)), x ∈ Fn

2 .
Ëþáóþ (n,m)- ôóíêöèþ ìîæíî åäèíñòâåííûì îáðàçîì çàïèñàòü â âèäå ïîëèíîìà Æå-

ãàëêèíà, èëè àëãåáðàè÷åñêîé íîðìàëüíîé ôîðìû (ÀÍÔ):

F (x1, ..., xn) =

(
n⊕

k=1

⊕
i1,...,ik

ai1,...,ikxi1 · ... · xik

)
⊕ a0,

ãäå äëÿ êàæäîãî k èíäåêñû i1, ..., ik ïîïàðíî ðàçëè÷íû è ìíîæåñòâà {i1, ..., ik} ÿâëÿþò-
ñÿ âñåìè ðàçëè÷íûìè íåïóñòûìè ïîäìíîæåñòâàìè ìíîæåñòâà {1, ..., n}; êîýôôèöèåí-
òû ai1,...,ik , a0 ïðèíèìàþò çíà÷åíèÿ èç Fm

2 . Àëãåáðàè÷åñêîé ñòåïåíüþ deg(F ) ôóíêöèè
F : Fn

2 → Fm
2 íàçûâàåòñÿ êîëè÷åñòâî ïåðåìåííûõ â ñàìîì äëèííîì ñëàãàåìîì ÀÍÔ,

ïðè êîòîðîì êîýôôèöèåíò íå ðàâåí íóëåâîìó âåêòîðó. Ôóíêöèÿ ñòåïåíè íå âûøå 1
íàçûâàåòñÿ àôôèííîé, ïðè ýòîì â ñëó÷àå a0 = 0 ôóíêöèÿ ëèíåéíà.

Äâå âåêòîðíûå (n, n)-ôóíêöèè F è G íàçûâàþòñÿ ðàñøèðåííî àôôèííî ýêâèâà-

ëåíòíûìè (EA-ýêâèâàëåíòíûìè), åñëè ñóùåñòâóþò äâå àôôèííûå (n, n)-ïîäñòàíîâêè
A,B íà ìíîæåñòâå Fn

2 è àôôèííàÿ (n, n)-ôóíêöèÿ C, òàêèå ÷òî G(x) = (B ◦F ◦A)(x)+
C(x), x ∈ Fn

2 .
Ïóñòü F � âåêòîðíàÿ áóëåâà (n, n)-ôóíêöèÿ, òàêàÿ, ÷òî ñóùåñòâóþò âåêòîðíûå áó-

ëåâû (n, n)-ôóíêöèè G,H, òàêèå ÷òî max {deg(G), deg(H)} < deg(F ) è F (x) = G(H(x))
äëÿ âñåõ x ∈ Fn

2 . Âåêòîðíóþ áóëåâó (n, n)-ôóíêöèþ F ñòåïåíè d > 2, äîïóñêàþùóþ
òàêóþ äåêîìïîçèöèþ, áóäåì íàçûâàòü ðàçëîæèìîé.

Òåîðåìà 1. Ïóñòü (n, n)-ôóíêöèÿ F ñòåïåíè d > 2 ðàçëîæèìà. Òîãäà (n, n)-
ôóíêöèÿ F ′ = A2 ◦ F ◦A1, ãäå A1, A2 �� ïðîèçâîëüíûå àôôèííûå (n, n)-ïîäñòàíîâêè,
òàêæå áóäåò ÿâëÿòüñÿ ðàçëîæèìîé. Åñëè F ïðåäñòàâèìà â âèäå êîìïîçèöèè äâóõ (n, n)-
ôóíêöèé G,H ñòåïåíèìåíüøå d,òàêèõ ÷òî ôóíêöèÿ H îáðàòèìà, è äëÿ ôóíêöèè H−1

ñïðàâåäëèâî óñëîâèå deg(H−1) 6 max {deg(G), deg(H)}, òî (n, n)-ôóíêöèÿ F
′′

= F +A0

áóäåò ðàçëîæèìîé äëÿ ëþáîé àôôèííîé (n, n)-ôóíêöèè A0 .

Òàêæå áûëà ïîëó÷åíà êîíñòðóêöèÿ, êîòîðàÿ ïîçâîëÿåò äëÿ ëþáîãî n ïîñòðîèòü
êëàññ ðàçëîæèìûõ âåêòîðíûõ áóëåâûõ ôóíêöèé òðåòüåé ñòåïåíè.

Òåîðåìà 2. Ïóñòü i, j, p, q ∈ {1, .., n} � ÷èñëà, òàêèå ÷òî i 6= j è p 6= q,
{lk}nk=1, {l

′
r}nr=1 � íàáîðû ïðîèçâîëüíûõ ëèíåéíûõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ,

òàêèå ÷òî deg(xpxq(li(x) + lj(x))) = 3, Y (x) = (y1(x), ..., yn(x)), ãäå yk(x) = xpxq + lk(x)
ïðè k = 1, . . . , n, x ∈ Fn

2 . Òîãäà ðàçëîæèìîé ÿâëÿåòñÿ âåêòîðíàÿ áóëåâà ôóíêöèÿ F (x),
îïðåäåëåííàÿ ñëåäóþùèì îáðàçîì:

F (x) =


f1(x)
f2(x)
...

fn(x)

 =


xpxq(li(x) + lj(x)) + xpxq + li(x)lj(x) + l′1(Y (x))
xpxq(li(x) + lj(x)) + xpxq + li(x)lj(x) + l′2(Y (x))

........
xpxq(li(x) + lj(x)) + xpxq + li(x)lj(x) + l′n(Y (x))
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preserving the possibility of representation the vectorial Boolean function as a composition
of two vectorial Boolean functions of lower degrees after extended affine transformation
was proved. The construction of a vectorial Boolean function of the third degree from an
arbitrary number of variables that is decomposable is presented. Also a computational
experiment was conducted, which proved that all vector Boolean functions of the third
degree in three variables are decomposable.
Keywords: vectorial boolean function, decomposition, threshold implementation
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В работе представлен программный комплекс, позволяющий преобразовывать
описание криптографической задачи (шифр, хэш-функция, поиск криптографи-
ческих функций) в КНФ. В дальнейшем SAT-решатель устанавливает истинность
формулы и находит означивание переменных. Отличительные особенности дан-
ной разработки - универсальность, малый объем исходного кода (300 строк С++),
легко модифицируемая и расширяемая реализация.

Ключевые слова: криптоанализ, SAT-решатель, атака "угадай-и-вычисли".

В основе одного из методов анализа симметричных шифров лежит использование
SAT-решателей. Для этого исходный шифр или хэш-функция записываются в виде
логической формулы, истинность которой предстоит установить SAT-решателю. SAT-
задача – задача определения выполнимости логической формулы [4]. SAT-решатель
– программа, которая ищет означивание переменных, на котором формула истинна.
Логическая формула записывается в конъюнктивной нормальной форме (конъюнкция
дизъюнкций переменных, далее – КНФ). Известно, что эта задача NP-полная. Суще-
ствует ли в общем случае алгоритм поиска подходящего значения переменных не из-
вестно. Поиск начальных значений, подающихся исследуемому алгоритму, которые яв-
ляются решением поставленных задач, производится SAT-решателем. SAT-решатель
не гарантирует, что означивание найдется за полиномиальное время. Однако для мно-
гих практических задач такой подход позволяет определять выполнимость формул
с тысячами переменных. Для проведения криптоанализа с помощью SAT-решателя
необходим только механизм для представления криптографических алгоритмов в ви-
де КНФ в формате DIMACS.

На данный момент существуют две разработки с разным подходом, добившиеся
хороших результатов в решении проблемы автоматизации криптоанализа: Grain of
salt [1] и Transalg [2].

Transalg универсален и позволяет сводить к задаче о выполнимости не только крип-
тографические задачи, но и некоторые задачи биоинформатики. Описание шифров
происходит на специальном си-подобном языке с последующей генерацией КНФ . Уже
реализованы ряд шифров и хэш-функций [5]. Являясь полноценным транслятором,
Transalg анализирует текст описания с помощью лексического, синтаксического и се-
мантического анализаторов, что делает его достаточно сложным для модификации и
расширения.

Grain of Salt (далее – GoS) — программный комплекс описания поточных шиф-
ров и последующего автоматического проведения атаки "угадай-и-вычисли", который

1Работа выполнена при поддержке Математического Центра в Академгородке, соглашение с Мини-
стерством науки и высшего образования Российской Федерации номер 075-15-2019-1613 и лаборатории
криптографии JetBrains Research.
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разработал автор cryptominisat [3], M. Soos. Данный вариант хорошо оптимизирован
с помощью карт Карно, espresso (логический оптимизатор), предсказыванием значе-
ний переменных, поэтому выходная КНФ имеет меньший размер и упрощает работу
SAT-решателя. GoS предназначен для описания поточных шифров, построенных на
базе регистров сдвига. Другая важная особенность — автоматизация проведения ата-
ки "угадай-и-вычисли" на шифр. Автором [1] уже реализованы шифры Grain, Trivium,
Bivium, Crypto1 и Hitag2. Данная разработка позволяет описать только шифры, осно-
ванные на регистрах сдвига и фильтрующих функциях, другие не могут быть пред-
ставлены в этом программном комплексе (например, А5/1 из-за отсутствия поддержки
if/else конструкции, другие симметричные шифры и хэш-функции).

В данной работе представлет программный комплекс, одновременно универсаль-
ный, легко расширяемый, простой и понятный для пользователей (в том числе на
уровне реализации). Под криптографическими задачами далее подразумеваем не толь-
ко задачи анализа шифров и хэш-функций, но и задачи поиска криптографических
функций, определения эквивалентности булевых и векторных функций.

Основная идея заключается в том, что криптографическая задача (алгоритм или
множество ограничений) описывается на языке С++ с использованием специальных
классов varBool и varInt, у которых переопределены все операторы. Полиморфизм в
С++ позволяет переопределить работу операторов для новых типов так, что при вы-
полнении некоторых действий над данными происходит формирование КНФ (в зависи-
мости от операций добавляются разные конструкции) или же реальное исполнение ал-
горитма. С помощью параметров настраивается результат работы – вычисление выход-
ного значения или заполнение КНФ. Также есть возможность отметить константность
определенного значения varBool для оптимизации выходной КНФ. Работа программы
построена на операциях, обрабатывающих новые типы и неявно формирующих КНФ
на основе логики операций. Это обеспечивает простоту работы с системой, возмож-
ность посмотреть код программы и специализировать описание под свои конкретные
задачи. Немаловажным плюсом является то, что большинство шифров описываются
на языке С. Криптоанализ таких шифров легко осуществляется в проекте заменой
типов данных в коде. Также этот факт позволяет утверждать правильность работы
ядра, ведь отладить код можно на примерах входных и выходных данных шифров,
предоставленных их создателями. Программа является гибкой, использование всех
возможностей языка С++ делает реализованный предметно-ориентированный язык
крайне функциональным – циклы, условные операторы, шаблоны — все это позволяет
описывать алгоритмы разной сложности. Также необходимо отметить возможность
означивания переменных или реализации других условий на любом шаге описания
задачи. В качестве дополнительных возможностей уже описан механизм регистров
линейного сдвига с определенными методами, позволяющих реализацию алгоритмов,
основанных на этой технологии. Реализованы шифры, приведенные в описании GoS и
шифр А5/1.
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variables after that. Features of this development are universality, a small code size (300
lines of C ++), an easily modifiable and extensible implementation.
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ÄÎÁÁÅÐÒÈÍÀ1

È.À.Ñóòîðìèí

Íîâîñèáðñèé ãîñóäàðñòâåííûé óíèâåðñèòåò, ã. Íîâîñèáèðñê, Ðîññèÿ;
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Â ðàáîòå ïðåäëîæåíî îáîáùåíèå êîíñòðóêöèè Äîááåðòèíà 1995 ã. äëÿ âûñîêîíåëè-
íåéíûõ ñáàëàíñèðîâàííûõ áóëåâûõ ôóíêöèé. Èññëåäîâàí ñïåêòð Óîëøà-Àäàìàðà
è ïîëó÷åíû îöåíêè ñïêåòðàëüíîãî ðàäèóñà ïîëó÷èâøèõñÿ ôóíêöèé. Äîêàçàíà òî÷-
íàÿ âåðõíÿÿ îöåíêà íà ñïåêòðàëüíûé ðàäèóñ (íèæíÿÿ îöåíêà íåëèíåéíîñòè), è
ïðåäëîæåí ñïîñîá ïîñòðîèòü ñáàëàíñèðîâàííóþ ôóíêöèþ îò 2n ïåðåìåííûõ ïðè
ïîìîùè ñáàëàíñèðîâàííîé θ îò n − k ïåðåìåííûõ ñî ñïåêòðàëüíûì ðàäèóñîì
2n + 2kRθ, ãäå Rθ - ñïåêòðàëüíûé ðàäèóñ θ.

Êëþ÷åâûå ñëîâà: áóëåâû ôóíêöèè, áåíò-ôóíêöèè, ñáàëàíñèðîâàííîñòü, íåëè-

íåéíîñòü, ñïåêòðàëüíûé ðàäèóñ

Â ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìàõ ÷àñòî èñïîëüçóþòñÿ áóëåâû ôóíê-
öèè. Íåëèíåéíîñòü � îäíî èç îñíîâíûõ äëÿ íèõ ñâîéñòâ. Îíî ïîêàçûâàåò, íàñêîëüêî
õîðîøî ôóíêöèþ ìîæíî ïðèáëèçèòü íåêîòîðîé ëèíåéíîé ôóíêöèåé, ðàáîòàòü ñ êîòî-
ðîé çíà÷èòåëüíî ïðîùå. Øèôð ìîæåò ñòàòü óÿçâèìûì ê ëèíåéíîìó êðèïòîàíàëèçó
ïðè íèçêîé íåëèíåéíîñòè äàæå îäíîé åãî ÷àñòè. Ïðèìåðîì êðèïòîãðàôè÷åñêîãî àëãî-
ðèòìà, ñêîìïðîìåòèðîâàííîãî ñâîèìè êîìïîíåíòàìè ñ íèçêîé íåëèíåéíîñòüþ, ìîæåò
ïîñëóæèòü ñòàðûé ñòàíäàðò øèôðîâàíèÿ ÑØÀ � DES.

Ââåä¼ì íåîáõîäèìûå îïðåäåëåíèÿ. Ïðåîáðàçîâàíèå Óîëøà�Àäàìàðà áóëåâîé ôóíê-
öèè f îïðåäåëÿåòñÿ êàê Wf (a) =

∑
x∈Fn

2
(−1)f(x)+〈x,a〉, a ∈ Fn2 , ñïåêòðàëüíûé ðàäèóñ

Rf = max
a∈Fn

2

|Wf (a)| è íåëèíåíîñòü Nf = 2n−1 − Rf/2. Áåíò-ôóíêöèÿìè íàçûâàþòñÿ

ôóíêöèè îò ÷åòíîãî ÷èñëà ïåðåìåííûõ ñ ìàêñèìàëüíîé âîçìîæíîé íåëèíåéíîñòüþ.
Îíè áûëè âïåðâûå îïèñàíû â [1]. Ïîäðîáíóþ èíôîðìàöèþ îá ýòîì êëàññå ôóíêöèé
ìîæíî íàéòè â [2, 3]. Áóëåâû ôóíêöèè f è g îò n ïåðåìåííûõ àôôèííî ýêâèâàëåíòíû,
åñëè äëÿ âñåõ x âûïîëíåíî g(x) = f(Ax+b), ãäå A � íåâûðîæäåííàÿ ìàòðèöà ðàçìåðà
n× n, à b � âåêòîð äëèíû n.

Â ïðàêòè÷åñêèõ öåëÿõ òàêæå ÷àñòî òðåáóåòñÿ ÷òîáû ôóíêöèÿ áûëà ñáàëàíñèðî-

âàííîé � ïðèíèìàëà çíà÷åíèÿ 0 è 1 íà îäíîì è òîì æå ÷èñëå àðãóìåíòîâ. Íî ìàêñè-
ìàëüíîå çíà÷åíèå íåëèíåéíîñòè ñáàëàíñèðîâàííûõ ôóíêöèé íåèçâåñòíî íà÷èíàÿ óæå ñ
âîñüìè ïåðåìåííûõ. Ëó÷øèå îöåíêè ïîëó÷àþòñÿ êàê ñëåäñòâèå êîíêðåòíûõ êîíñòðóê-
öèé ñáàëàíñèðîâàííûõ ôóíêöèé.

Êîíñòðóêöèÿ, îïèñàííàÿ Äîááåðòèíîì â [4], îñíîâàíà íà ìîäèôèêàöèè íîðìàëü-
íûõ áåíò ôóíêöèé � ôóíêöèé îò 2n ïåðåìåííûõ, ïîñòîÿííûõ íà íåêîòîðîì àôôèííîì
ïîäïðîñòðàíñòâå L ðàçìåðíîñòè n. Ñóòü êîíñòðóêöèè çàêëþ÷àåòñÿ â çàìåíå çíà÷åíèé

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314�2019�0017)
ïðè ïîääåðæêå Ðîññèéñêîãî Ôîíäà Ôóíäàìåíòàëüíûõ Èññëåäîâàíèé (ïðîåêò 20�31�70043) è ëàáîðà-
òîðèè êðèïòîãðàôèè JetBrains Research.
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áåíò-ôóíêöèè íà ïîäïðîñòðàíñòâå L çíà÷åíèÿìè ñáàëàíñèðîâàííîé ôóíêöèè θ îò n
ïåðåìåííûõ. Ïðè ýòîì ñïåêòðàëüíûé ðàäèóñ ïîëó÷èâøåéñÿ ñáàëàíñèðîâàííîé ôóíê-
öèè Θ ðàâåí RΘ = 2n+Rθ, à å¼ íåëèíåéíîñòü, ñîîòâåòñòâåííî NΘ = 22n−1−2n−1−Rθ/2.
Òàêæå â [4] áûëà ñôîðìóëèðîâàíà íå îïðîâåðãíóòàÿ äî ñèõ ïîð ãèïîòåçà î íåñóùåñòâî-
âàíèè ñáàëàíñèðîâàííûõ ôóíêöèé ñ íåëèíåéíîñòüþ âûøå, ÷åì ìîæíî ïîëó÷èòü ïðè
ïîìîùè ýòîé êîíñòðóêöèè.

Â ðàáîòå ðàññìîòðåíî îáîáùåíèå êîíñòðóêöèè Äîááåðòèíà, èñïîëüçóþùåå áåíò-
ôóíêöèè ñ áëèçêèìè ê íîðìàëüíîñòè ñâîéñòâàìè, à èìåííî áåíò-ôóíêöèè îò 2n ïåðå-
ìåííûõ, ïðèíèìàþùèå ïîñòîÿííîå çíà÷åíèå íà íåñêîëüêèõ ñäâèãàõ íåêîòîðîãî ïîäïðî-
ñòðàíñòâà L ðàçìåðíîñòè n−k, çäåñü 0 6 k 6 n−2. Òàê êàê àôôèííàÿ ýêâèâàëåíòíîñòü
ñîõðàíÿåò íåëèíåéíîñòü è ñáàëàíñèðîâàííîñòü, ìû ìîæåì áåç îãðàíè÷åíèÿ îáùíîñòè
ðàññìàòðèâàòü òàêèå áåíò-ôóíêöèè â âèäå f : Fn−k2 × Fn+k

2 → F2, äëÿ êîòîðîé ñóùå-
ñòâóþò ïîäìíîæåñòâà I0, I1 ⊂ Fn+k

2 , ìîùíîñòè |I0| = 22k−1 + 2k−1, |I1| = 22k−1 − 2k−1,
äëÿ êîòîðûõ ñïðàâåäëèâî:

f(x, y) ≡ 0, ïðè y ∈ I0

f(x, y) ≡ 1, ïðè y ∈ I1

Òàêîå ïðåäñòàâëåíèå ïðÿìî ñâÿçàííî ñ êîíñòðóêöèåé âèäà f̃ ⊕ IndL⊥ , ïîäðîáíóþ èí-
ôîðìàöèþ î êîòîðîé ìîæíî íàéòè â [5, 6, 7]. Çäåñü f̃ � äóàëüíàÿ ê f ôóíêöèÿ, ñì.[3].

Ïðè ïîìîùè áåíò ôóíêöèè òàêîãî âèäà è íàáîðà θy, y ∈ I0 ∪ I1 ñáàëàíñèðîâàí-
íûõ ôóíêöèé îò n − k ïåðåìåííûõ ñòðîèòñÿ îáîáùàþùàÿ êîíñòðóêöèþ Äîááåðòèíà
ôóíêöèÿ Θ:

Θ(x, y) =

{
θy(x), ïðè y ∈ I0 ∪ I1

f(x, y), èíà÷å.
(1)

Ïðè k = 0 îïèñàííàÿ êîíñòðóêöèÿ ïîëíîñòüþ ñîâïàäàåò ñ êîíñòðóêöèåé Äîááåðòè-
íà. Ïðè k = 1 îíà òàêæå ýêâèâàëåíòíà êîíñòðóêöèè Äîááåðòèíà. Äëÿ ôóíêöèè Θ
âûïîëíåííû:

Òåîðåìà 1. Ôóíêöèÿ Θ âèäà (1) ÿâëÿåòñÿ ñáàëàíñèðîâàííîé ôóíêöèåé è å¼ êî-
ýôôèöèåíòû Óîëøà-Àäàìàðà âû÷èñëÿþòñÿ ïî ôîðìóëå

WΘ(a, b) =

Wf (a, b) +
∑

y∈I0∪I1
(−1)〈b,y〉Wθi(a), åñëè a 6= 0

0, èíà÷å
.

Ñëåäñòâèå 1. Ñïåêòðàëüíûé ðàäèóñ Θ íå ïðåâîñõîäèò 2n +
∑

y∈I0∪I1 Rθy , ïðè÷åì
âñåãäà ìîæíî âûáðàòü θy, ïðè êîòîðûõ îöåíêà äîñòèãàåñÿ.

Òåîðåìà 2. Ïóñòü θ � ñáàëàíñèðîâàííàÿ ôóíêöèÿ n− k ïåðåìåííûõ, θy = θ ïðè
y ∈ I0 , è θy = θ ⊕ 1 ïðè y ∈ I1. Òîãäà

RΘ = 2n + 2kRθ.

Ïîëó÷èâøååñÿ RΘ çàâèñèò îò Rθ, k è n. Íåñìîòðÿ íà òî, ÷òî θ ÿâëÿåòñÿ ôóíêöèåé
îò n − k ïåðåìåííûõ, íàèëó÷øèé ðåçóëüòàò äîñòèãàåòñÿ ïðè k = 0, òî åñòü â ñëó÷àå,
îïèñàííîì Äîááåðòèíîì.
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Íåîçàãëàâëåííàÿ ñåêöèÿ 1

ÓÄÊ 519.7

ÑÂßÇÜ ÌÅÆÄÓ ÊÂÀÒÅÐÍÀÐÍÛÌÈ È ÊÎÌÏÎÍÅÍÒÍÛÌÈ

ÁÓËÅÂÛÌÈ ÁÅÍÒ-ÔÓÍÊÖÈßÌÈ1

À.Ñ. Øàïîðåíêî

Â ðàáîòå èññëåäóþòñÿ êâàòåðíàðíûå áåíò-ôóíêöèè. Ôóíêöèÿ g : Zn
4 → Z4 íàçûâà-

åòñÿ êâàòåðíàðíîé ôóíêöèåé îò n ïåðåìåííûõ. Â ðàáîòå äîêàçàíî, ÷òî ñâîéñòâî
êâàòåðíàðíîé ôóíêöèè g(x+2y) = a(x, y) + 2b(x, y) áûòü áåíò íàïðÿìóþ íå çàâè-
ñèò îò òîãî, ÿâëÿåòñÿ ëè ôóíêöèè b è a⊕ b áóëåâûìè áåíò-ôóíêöèÿìè. Ïîëó÷åíî
êîëè÷åñòâî êâàòåðíàðíûõ áåíò-ôóíêöèé îò îäíîé è äâóõ ïåðåìåííûõ ñ îïèñàíèåì
ñâîéñòâ áóëåâûõ ôóíêöèé b è a ⊕ b. Ïðåäñòàâëåíû ïðîñòûå êîíñòðóêöèè êâàòåð-
íàðíûõ áåíò-ôóíêöèé îò ëþáîãî ÷èñëà ïåðåìåííûõ.

Êëþ÷åâûå ñëîâà: êâàòåðíàðíûå ôóíêöèè, áóëåâû ôóíêöèè, áåíò-ôóíêöèè

Ïóñòü 〈x, y〉 îáîçíà÷àåò ñêàëÿðíîå ïðîèçâåäåíèå äâîè÷íûõ âåêòîðîâ ïî ìîäóëþ 2
(îáîçíà÷èì ⊕), à x.y � ñêàëÿðíîå ïðîèçâåäåíèå âåêòîðîâ ïî ìîäóëþ 4.

Ôóíêöèÿ f : Zn
2 → Z2 íàçûâàåòñÿ áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ. Ïðåîáðàçîâà-

íèåì Óîëøà�Àäàìàðà áóëåâîé ôóíêöèè f îò n ïåðåìåííûõ íàçûâàåòñÿ öåëî÷èñëåííàÿ
ôóíêöèÿ Wf (x), çàäàííàÿ íà ìíîæåñòâå Zn

2 ðàâåíñòâîì

Wf (x) =
∑
y∈Zn

2

(−1)〈x,y〉⊕f(y).

Áóëåâà ôóíêöèÿ f îò n (÷åòíîå) ïåðåìåííûõ íàçûâàåòñÿ áåíò-ôóíêöèåé, åñëè
|Wf (x)| = 2n/2 äëÿ ëþáîãî x ∈ Zn

2 .
Øèôðû, â êîòîðûõ èñïîëüçóþòñÿ áåíò-ôóíêöèè, áîëåå óñòîé÷èâû ê ëèíåéíîìó

êðèïòîàíàëèçó [1], ïîòîìó ÷òî áåíò-ôóíêöèè êðàéíå ïëîõî àïïðîêñèìèðóþòñÿ àôôèí-
íûìè ôóíêöèÿìè. Áåíò-ôóíêöèè èñïîëüçîâàëèñü â äèçàéíå áëî÷íîãî øèôðà CAST

êàê êîîðäèíàòíûå ôóíêöèè S�áëîêîâ [2], à òàêæå äëÿ ïîñòðîåíèÿ ðåãèñòðà ñäâèãà ñ
íåëèíåéíîé îáðàòíîé ñâÿçüþ â ïîòî÷íîì øèôðå Grain [3]. Òàêæå áåíò-ôóíêöèè ñâÿçà-
íû ñ íåêîòîðûìè îáúåêòàìè òåîðèè êîäèðîâàíèÿ, íàïðèìåð, ñ êîäàìè Ðèäà-Ìàëëåðà

[4].
Ôóíêöèÿ g : Zn

4 → Z4 íàçûâàåòñÿ êâàòåðíàðíîé ôóíêöèåé îò n ïåðåìåííûõ [5].
Ïðåîáðàçîâàíèå Óîëøà�Àäàìàðà êâàòåðíàðíîé ôóíêöèè g îïðåäåëÿåòñÿ ñëåäóþùèì
îáðàçîì:

Wg(x) =
∑
y∈Zn

4

ix.y+g(y),

ãäå '+' îçíà÷àåò ñëîæåíèå ïî ìîäóëþ 4.
Êâàòåðíàðíàÿ ôóíêöèÿ g îò n ïåðåìåííûõ íàçûâàåòñÿ áåíò-ôóíêöèåé, åñëè

|Wg(x)| = 4n/2 äëÿ ëþáîãî x ∈ Zn
4 .

Öåëüþ äàííîé ðàáîòû ÿâëÿåòñÿ èçó÷åíèÿ ñâÿçè ñâîéñòâ áûòü áåíò êâàòåðíàðíûõ è
áóëåâûõ ôóíêöèé. Ýòà çàäà÷à áûëà âïåðâûå ïîñòàâëåíà â ðàáîòå [6] (ñì. òàêæå [7]).

Êàæäàÿ êâàòåðíàðíàÿ ôóíêöèÿ g îò n ïåðåìåííûõ ìîæåò áûòü ïðåäñòàâëåíà äëÿ
ëþáûõ x, y ∈ Zn

2 ñëåäóþùèì îáðàçîì:

g(x+ 2y) = a(x, y) + 2b(x, y),

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314-2019-0017) ïðè
ïîääåðæêå Ðîññèéñêîãî Ôîíäà Ôóíäàìåíòàëüíûõ Èññëåäîâàíèé (ïðîåêò 18-07-01394) è ëàáîðàòîðèè
êðèïòîãðàôèè JetBrains Research.
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ãäå ñëîæåíèå ïðîèçâîäèòñÿ ïî ìîäóëþ 4, à ôóíêöèè a è b � ýòî êîìïîíåíòíûå áóëåâû
ôóíêöèè îò 2n ïåðåìåííûõ.

Óòâåðæäåíèå 1. Äëÿ ëþáîé êâàòåðíàðíîé ôóíêöèè g(x+2y) = a(x, y)+2b(x, y)
îò îäíîé ïåðåìåííîé, ãäå x, y ∈ Z2, ñïðàâåäëèâî, ÷òî g � êâàòåðíàðíàÿ áåíò-ôóíêöèÿ
òîãäà è òîëüêî òîãäà, êîãäà b(x, y) � áåíò-ôóíêöèÿ è a(x, y) ðàâíà 0, 1, x èëè x⊕1. Êðîìå
òîãî, åñëè g � êâàòåðíàðíàÿ áåíò-ôóíêöèÿ, òîãäà b è a⊕ b � áóëåâû áåíò-ôóíêöèè.

Êîìïüþòåðíûå âû÷èñëåíèÿ ïîêàçàëè, ÷òî êîëè÷åñòâî êâàòåðíàðíûõ áåíò-ôóíêöèé
îò îäíîé ïåðåìåííîé ðàâíî 32.

Êîëè÷åñòâî êâàòåðíàðíûõ áåíò-ôóíêöèé ïðè n = 2 ðàâíî 200704. Ñðåäè íèõ 98304
ôóíêöèé òàêèõ, ÷òî íè îäíà èç áóëåâûõ ôóíêöèé a, b è a⊕b íå ÿâëÿåòñÿ áåíò-ôóíêöèåé,
íî ïðè ýòîì äëÿ 3072 èç íèõ a ëèíåéíàÿ. Ñóùåñòâóþò 36864 ôóíêöèè òàêèõ, ÷òî b
è a ⊕ b � áåíò-ôóíêöèè, ïðè ýòîì äëÿ 33792 èç íèõ ôóíêöèÿ a íåëèíåéíàÿ, à äëÿ
2304 è 768 a ÿâëÿåòñÿ ëèíåéíîé ôóíêöèåé èëè êîíñòàíòîé ñîîòâåòñòâåííî. Êîëè÷åñòâî
êâàòåðíàðíûõ ôóíêöèé, äëÿ êîòîðûõ êàæäàÿ èç ôóíêöèé a, b è a⊕ b � áåíò-ôóíêöèÿ,
ðàâíî 16384. Äëÿ îñòàâøèõñÿ 49152 ôóíêöèé a ÿâëÿåòñÿ áåíò�ôóíêöèåé, à b è a ⊕ b
íåëèíåéíûå áóëåâû ôóíêöèè.

Òåîðåìà 1. Ïóñòü g(x+2y) = a(x, y)+2b(x, y) � êâàòåðíàðíàÿ áåíò-ôóíêöèÿ, ãäå
x, y ∈ Zn

2 è a, b � áóëåâû ôóíêöèè îò 2n ïåðåìåííûõ. Òîãäà b è a ⊕ b � íåëèíåéíûå
ôóíêöèè ïðè ëþáîì ÷èñë ïåðåìåííûõ n > 1.

Ñëåäóþùèå äâà óòâåðæäåíèÿ ïîêàçûâàþò, ÷òî ìåæäó ñâîéñòâàìè áûòü áåíò êâà-
òåðíàðíîé ôóíêöèè g è åå êîìïîíåíòíûõ áóëåâûõ ôóíêöèé b è a⊕ b íåò ïðÿìîé ñâÿçè.

Óòâåðæäåíèå 2. Äëÿ ëþáîãî n > 2 ñóùåñòâóåò êâàòåðíàðíàÿ áåíò-ôóíêöèÿ
g(x+2y) = a(x, y)+2b(x, y) îò n ïåðåìåííûõ, ãäå b è a⊕b íå ÿâëÿþòñÿ áåíò-ôóíêöèÿìè
îò 2n ïåðåìåííûõ.

Óòâåðæäåíèå 3. Äëÿ ëþáîãî n ñóùåñòâóåò êâàòåðíàðíàÿ ôóíêöèÿ g(x + 2y) =
a(x, y) + 2b(x, y) îò n ïåðåìåííûõ, êîòîðàÿ íå ÿâëÿåòñÿ áåíò-ôóíêöèåé, êîãäà b è a⊕ b
� áóëåâû áåíò ôóíêöèè îò 2n ïåðåìåííûõ.

Äàëåå ïðåäñòàâèì äâå ïðîñòûå êîíñòðóêöèè äëÿ êâàòåðíàðíûõ áåíò-ôóíêöèé îò
ëþáîãî ÷èñëà ïåðåìåííûõ.

Óòâåðæäåíèå 4. Êâàòåðíàðíàÿ ôóíêöèÿ îò n ïåðåìåííûõ

g(x1 + 2xn+1, ..., xn + 2x2n) =
n∑

i=1

2xixi+n + cxj,

ãäå c ∈ Z2, j ∈ {1, ..., n} è '+' � ñëîæåíèå ïî ìîäóëþ 4, ÿâëÿåòñÿ áåíò-ôóíêöèåé ïðè
ëþáîì n. Çàìåòèì, ÷òî ïðè ýòîì

b(x1, ..., x2n) =
n⊕

i=1

xixi+n,

a(x1, ..., x2n)⊕ b(x1, ..., x2n) =
n⊕

i=1

xixi+n ⊕ cxj

� áåíò-ôóíêöèè îò 2n ïåðåìåííûõ.

Óòâåðæäåíèå 5. Ïóñòü g(x+2y) = a(x, y)+2b(x, y), ãäå x, y ∈ Zn
2 è a è b � áóëåâû

ôóíêöèè îò 2n ïåðåìåííûõ, ÿâëÿåòñÿ áåíò-ôóíêöèåé, òîãäà ôóíêöèÿ g′(x + 2y) =
3a(x, y) + 2b(x, y) òàêæå ÿâëÿåòñÿ êâàòåðíàðíîé áåíò-ôóíêöèåé îò n > 1 ïåðåìåííûõ.

Îòìåòèì, ÷òî óòâåðæäåíèå âåðíî è â îáðàòíóþ ñòîðîíó.
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4 → Z4 is called quaternary on n variables. It was proven that
bentness of a quaternary function g(x+2y) = a(x, y) + 2b(x, y) doesn’t directly depend on
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Разработка методов анализа блокчейн сетей

Д. А. Бадер
Новосибирский государственный университет

В данной работе рассматриваются транзакции блокчен сети Ethereum. Идея
исследования состоит в том, чтобы провести временной анализ транзакций
блокчейн сети Ethereum и оценить, как изменялось поведение аккаунтов со
временем.Планируется провести анализ контрактных аккаунтов, их создания
и назначения, а также провести анализ типов Ethereum-токенов. Это поможет
понять как и для чего используют криптовалюту Ethereum.

Блокчейн - выстроенная по определенным правилам непрерывная после-
довательная цепочка (связный список) блоков, содержащих информацию.
Основная задача технологии блокчейн - доверительная передача собственно-
сти на цифровые активы в недоверенной среде без посредников. Транзакция -
единственный способ изменить состояние данных. Блок - структура данных,
позволяющая хранить список транзакций. Криптовалюта - это реализация
блокчейн. Миксер - сервис анонимизации, который усложняет или делает
практически невозможным отслеживание транзакций в системе блокчейн.

В работе проведен временной анализ по количеству транзакций, отправ-
ленных на адрес, и количество транзакций, отправленных с него. Был состав-
лен график, показывающий количество адресов с определенным набором
исходящих и входящих транзакций. На основе этого графика был замечен
аномальный рост числа адресов с двумя отправителями и тремя получате-
лями с февраля 2017 по апрель 2018. Был построен граф этих адресов, что
показало, что эти адреса связаны в большой миксер.

В работе был проведен временной анализ токенов ERC-20, ERC-223, ERC-
721, ERC-827 на предмет того, какие токены выпускаются и как они использу-
ются. В результате видно, что интерес к созданию новых токенов не спадает.
То же касается количества переводов токенов, что показывало их активное
использование.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] Buterin, V.: Ethereum: a next generation smart contract and decentralized applicationplatform
(2013). URL: https://github.com/ethereum/wiki/wiki/White-Paper

Научный руководитель – канд. физ.-мат. наук Н. Н. Токарева, П.А. Сазонова
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Легковесные шифры типа Лая-Мэсси

А. А. Белоусова
Новосибирский государственный университет

В данной работе рассматриваются блочные итеративные шифры, основа-
ные на сетиФейстеля и на альтернативной схеме – схемеЛая-Мэсси. Идея ис-
следования состоит в том, чтобы рассмотреть шифр Simon 32/64, основаный
на сети Фейстеля, и сравнить его криптографические свойства со свойствами
адаптации схемы Лая-Мэсси на место сети Фейстеля. Результаты дифферен-
циального криптоанализа шифра Simon были взяты из работы [2], где было
получено, что для Simon 32/64 максимальная вероятность дифференциала
после прохождения 12 раундов составляет 2−36.

Один раунд схемы Лая-Мэсси в её оригинальном виде записывается как
(yL, yR) = (xL⊕F (xL⊕xR), xL⊕F (xL⊕xR)) и в данном случае есть суще-
ственный недостаток: для любого входа (xL, xR) выполняется соотношение
xL ⊕ xR = yL ⊕ yR, где (yL, yR) это выход раунда.

В работе [1] сказано, что для того чтобы убрать описаный выше недоста-
ток к схеме необходимо добавить перестановку-ортоморфизм σ.

Определение 1. Пусть σ : Zn → Zn перестановка на Zn, σ называется ор-
томорфизмом Zn, если σ + I так же является перестановкой на Zn, где I -
тождественная перестановка.

Тогда один раунд схемы будет записан как (yL, yR) = (σ(xL ⊕ F (xL ⊕
xR)), xR ⊕ F (xL ⊕ xR)), а разница текстов будет записана как yL ⊕ yR =

(σ(xL⊕F (xL⊕xR))⊕(xL⊕F (xL⊕xR)))⊕(xL⊕xR).Для сравнения шиф-
ров был проведён дифференциальный криптоанализ оригинальной схемы и
схемы с добавлением ортоморфизма.

Утверждение 1. После 12 раундов максимальная вероятность дифференци-
ала для модернизированного шифра Simon32/64 без добавления ортомор-
физма составляет 2−24, а с добавлением ортоморфизма > 2−63.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] Vaudenay S. On the Lai-Massey Scheme. Ecole Normale Superieure,1999.
[2] Abed F., List E., Lucks S.,Wenzel J. Differential and Linear Cryptanalysis of Reduced-Round

Simon. Bauhaus-University Weimar, Germany, 2013.

Научный руководитель – канд. физ.-мат. наук Н.Н. Токарева
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Анализ гаммы, порожденной фильтрующим генератором

Т. А. Бонич
Новосибирский государственный университет
Лаборатория криптографии JetBrains Research

Для построения поточных шифров часто используются регистры с обратной
связью. Наибольшее распространение получили регистры сдвига с линейны-
ми обратными связями (РСЛОС). РСЛОС состоит из двух частей: бинарный
вектор x = (xn−1, . . . x0) длины n и определенная на нем функция обратной
связи f : (xn−1, . . . , x0)→ {0, 1}, где f − булева функция от n переменных.
Фильтрующий генератор состоит из одного регистра сдвига с линейной об-
ратной связью длины n, для изменения состояний использует примитивный
многочлен. Булева функция h(xn−1, . . . , x0) будет генерировать последова-
тельность γ. Работа генератора представлена, например, в [1]. Пусть γ =

(y1y2 . . . y2n−1), гдеh(xn−1, . . . , x0) = y1, h(xn−2, . . . , x0, f(xn−1, . . . , x0)) =

y2, и т.д. Так как нулевое состояние не используется, тогда количество всех
возможных состояний генератора равно 2n−1. Тогда, булева функция может
генерировать γ с периодом от 1 до 2n − 1. В данной работе изучено, как
выбор булевой функции h влияет на периодические свойства генерируемой
γ. А именно, определено количество всех булевых функций h, которые по-
рождают последовательность не максимального периода (< 2n − 1). Такие
функции будем называть неподходящими.

Теорема 1. Пусть 2n − 1 = pα1
1 pα2

2 . . . pαss , где pi − различные простые це-
лые числа, αi - положительное целое число, s − количество чисел, участ-
вующих в разложении. Тогда количество неподходящих булевых функций
от n переменных для фильтрующего генератора равно

2 ·
∑

β∈Zs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

где β = (β1, . . . , βs).
Работа выполнена при поддержке лаборатории криптографии JetBrains

Research.

[1] Н. Н. Токарева. Симметричная криптография. Краткий курс. – Новосибирский государ-
ственный университет. – 2012.

Научный руководитель – канд. физ.-мат. наук, доц. Н.Н.Токарева
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Тесты для SAT-решателей, основанные на криптографических задачах

А. Е. Доронин
Новосибирский государственный университет
Лаборатория криптографии JetBrains Research

В настоящее время в криптографии SAT-решатели используются для прове-
дения криптоанализа семейства шифров Trivium в работе [1] и некоторых
поточных шифров в работе [2]. В данной работе предлагается их исполь-
зование в задачах поиска криптографических булевых функций и проверки
эквивалентности двухфункций. Для получения набора булевыхформул были
использованы следующие понятия и свойства:

Векторная булева функция F : Zn
2 → Zn

2 является взаимно-однозначной,
если выполняется одно из следующих условий:
∀x1 ∈ Zn

2 ∀x2 ∈ Zn
2 : x1 6= x2 → F (x1) 6= F (x2),

∀y ∈ Zn
2 ∃!x ∈ Zn

2 : F (x) = y.
Векторная булева функция F : Zn

2 → Zn
2 является дифференциально δ-

равномерной, если для любых a 6= 0, b уравнение F (x)⊕F (x⊕ a) = b имеет
не более δ решений.

Векторные булевы функции F иG называются EA-эквивалентными, если
выполняется следующее: G = B ◦ F ◦ A + C, где A, B и C - аффинные
функции.

Данные понятия представляются в виде КНФ и подаются на вход SAT-
решателя. В результате его работы происходит означивание переменных та-
ким образом, чтобы формулы были истинными. Полученный набор формул
также можно использовать для тестирования работы новых SAT-решателей,
созданных для решения криптографических задач.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] О. С. Заикин, И. В. Отпущенников, А. А. Семёнов, “Оценки стойкостишифров семейства
Trivium к криптоанализу на основе алгоритмов решения проблемы булевой выполнимо-
сти”, ПДМ. Приложение, 2016, № 9, 46–48

[2] А. С. Игнатьев, А. А. Семенов, Д. В. Беспалов, О. С. Заикин, “Гибридный подход
(SAT+ROBDD) в задачах криптоанализа поточных систем шифрования”, ПДМ, 2009,
приложение № 1, 19–20

Научный руководитель – канд. физ.-мат. наук К. В. Калгин,
канд. физ.-мат. наук Н. Н. Токарева
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Криптоанализ базовой версии криптографической системы с 

открытым ключом, основанной на сложности решения системы 

полиномиальных уравнений в целых числах 

E. В. Завалишина 

Новосибирский государственный университет 

Лаборатория криптографии JetBrains Research 

 

В 2016 году the National Institute of Standards and Technology представил 

доклад под названием Report on Post-Quantum Cryptography, в котором 

полагает, что пришло время подготовиться к переходу на квантово-

устойчивую криптографию, так как некоторые задачи, лежащие в основе 

использующихся на практике криптографических алгоритмов, могут быть 

решены квантовыми компьютерами. 

В связи с этим автором настоящей работы и соавторами была 

предпринята попытка создать новый алгоритм шифрования данных с 

открытым ключом, основанный на решении системы однородных 

полиномиальных уравнений в целых числах, описанный в статье [1]. 

Данная работа посвящена криптоанализу описанной системы. Автором 

работы был разработан алгоритм атаки на основе подобранного открытого 

текста, который позволяет получить набор матриц, которые могут 

использоваться в качестве закрытого ключа.  

Так как набор полиномов, использующийся в качестве открытого 

ключа, имеет строго определенный вид, следовательно, возможно 

выразить коэффициенты полиномов открытого ключа через элементы 

матриц. Так как коэффициенты известны, можно составить систему 

уравнений, решение которой даст набор искомых матриц. 

На основе данного исследования проведена оценка целесообразности 

усложнения системы и пути ее реализации. 

Работа выполнена при поддержке лаборатории криптографии JetBrains 

Research. 

______________________________ 
[1] Волков, E., Баранов А., Завалишина Е. Криптографическая система с открытым 

ключом // Second Conference on Software Engineering and Information Management 

(SEIM-2017), 2017. С. 41-44. 

 

Научный руководитель - канд. физ.-мат. наук, доц. Токарева Н. Н. 
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УДК 519.7

О числе взаимно однозначных векторных булевых функций
специального вида

М. М. Запольский
Новосибирский государственный университет

S-блоки [1] являются частью блочных шифров. С точки зрения математи-
ки S-блок – это биективная векторная булева функция, обладающая рядом
свойств, обеспечивающих криптостойкость. На практике поиск подходящих
функций перебором даже при малом числе переменных не представляется
возможным. Мы будем изучать некоторые классы векторных булевых функ-
ций, и искать число биекций в них.

Пусть π ∈ Sn – произвольная перестановка. Рассмотрим бинарный вектор
x ∈ Fn2 , x = (x1, . . . , xn), обозначим π(x) = (xπ(1), . . . , xπ(n)). Пусть f –
булева функция n переменных, построим векторную булеву функцию Fπ :

Fn2 → Fn2 следующим образом:

Fπ(x) = (f(x), f(π(x)), f(π2(x)), . . . , f(πn−1(x))).

Также введем множество ∆π,n всех таких векторных булевых функций.
Пусть ρ(x) = (xn, x1, x2, . . . , xn−1), – циклический сдвиг.

Предложение 1. Пусть π ∈ Sn, Fπ ∈ ∆π,n. Для любого x ∈ Fn2 и k ∈ Z
справедливо соотношение: Fπ(πk(x)) = ρ−k(Fπ(x)).

Введем действие π на множестве Fn2 следующим образом: x ◦ π = π(x).
Данное действие разбивает Fn2 на орбиты относительно π. За Oπ(x) обозна-
чим орбиту, порожденную x ∈ Fn2 . Обозначим через Θπ,n множество всех
орбит относительно π. Из предложения 1 следует:

Предложение 2. Пусть π ∈ Sn, Fπ ∈ ∆π,n. Для любой орбиты o ∈ Θπ,n

существует g ∈ Θρ,n такая, что образ множества o под действием Fπ
лежит в g.

ВведемотображениеΨFπ,n : Θπ,n → Θρ,n так:ΨFπ,n(Oπ(x)) = Oρ(Fπ(x)).
Данное отображение корректно определено в силу предложения 2.

Предложение 3. Fπ ∈ ∆π,n взаимно однозначна тогда и только тогда
ΨFπ,n взаимно однозначная функция. Если ΨFπ,n биекция, тогда для каж-
дой орбиты o ∈ Θπ,n выполнено: |ΨFπ,n(o)| = |o|.

1
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Обозначим через Mk
π,n множество орбит o ∈ Θπ,n таких, что |o| = k.

Будем считатьMk
ρ,n = Mk

n . Заметим, что выполнено: 2k =
∑
`:`|k ` · |M `

n|

Теорема 1. Если |Mk
π,n| = |Mk

n | для всех k, тогда число взаимно однознач-
ных функций из ∆π,n равно

∏
k:k|n |Mk

n |! · k|M
k
n |, иначе оно пусто.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] Токарева Н. Н. Симметричная криптография. Краткий курс // Учебное пособие: Ново-
сибирский государственный университет, 2012.

Научный руководитель – канд. физ.-мат. наук. Н. Н. Токарева
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Криптографические свойства S-блока, построенного на основе булевой 

функции и перестановки 

Д. А. Зюбина 

Новосибирский государственный университет 

Лаборатория криптографии JetBrains Research 

 

S-блоки играют решающую роль в обеспечении стойкости блочных шифров 

относительно разных типов атак. S-блок - это отображение из множества двоичных 

векторов длины n в себя. Проектироваться S-блоки должны наиболее тщательно, так 

как стойкость всего шифра существенно зависит от их криптографических 

характеристик. В данной работе S-блок представлен в виде векторной булевой 

функции 𝐹𝜋(𝑥) =  (𝑓(𝑥), 𝑓(𝜋(𝑥)), 𝑓(𝜋2(𝑥) ), … , 𝑓(𝜋𝑛−1(𝑥) )), где f - булева функция 

от n переменных, π - перестановка n элементов. Были изучены криптографические 

свойства 𝐹𝜋 (такие как алгебраическая степень, нелинейность, дифференциальная 𝛿-

равномерность и уравновешенность) в зависимости от свойств f и перестановки π 

(например, перестановка-беспорядок[1]) при малых значениях n. Векторная булева 

функция F называется дифференциально δ-равномерной, если при любом векторе a ≠ 

0 и произвольном векторе b уравнение 𝐹(𝑥) ⊕ 𝐹(𝑥 ⊕ 𝑎)  = 𝑏 имеет не более δ 

решений, где δ - целое число. Минимальное возможное значение δ равно 2. Пусть 𝐴4
1  

множество перестановок-беспорядков для 4 элементов, содержащее три пары 

перестановок таких, что 𝜋2𝑖

−1 =  𝜋1𝑖
, 𝑖 =  1,2,3: 𝜋11

=  (2 3 4 1), 𝜋21
= (4 1 2 3), 𝜋12

=

 (2 4 1 3), 𝜋22
=  (3 1 4 2), 𝜋13

=  (3 4 2 1), 𝜋23
=  (4 3 1 2).  

Утверждение 1. Для n = 2,3 существует булева функция f от n переменных и 

перестановка-беспорядок 𝜋 ∈ 𝑆𝑛 такая, что 𝛿𝐹𝜋
=  2. Для всякой перестановки 𝜋 ∈ 𝐴4

1  

существует булева функция f от 4 переменных такая, что 𝛿𝐹𝜋
=  2. 

Данные результаты будут использованы для построения S-блока на основе 

булевой функции и перестановки с необходимыми криптографическими свойствами. 

Работа выполнена при поддержке лаборатории криптографии JetBrains Research. 

______________________________ 

1. Р.Стенли. Перечислительная комбинаторика. — М.: Мир, 1990. 

Научный руководитель – к.ф.-м.н. Н.Н.Токарева 
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УДК 519.7

Анализ гаммы, порождаемой комбинирующим генератором

М. А. Панферов
Новосибирский государственный университет
Лаборатория криптографии JetBrains Research

Регистры сдвига с линейной обратной связью используются для построения
генераторов в поточных шифрах. Комбинирующие генераторы состоят из
несколько регистров сдвига с линейной обратной связью, причем каждый
регистр имеет свою длину ni и использует свой примитивный многочлен
для изменения состояний. Булева функция h(X1, . . . , Xm), гдеXi – битовая
строка регистра i, будет генерировать псевдослучайную последовательность
гамма. Заполнение векторовX1, . . . , Xm конкретными значениями будем на-
зывать состоянием регистров. Состояние нулевое, если все Xi = (0, . . . , 0).
Работа комбинирующего генератора подробнее описана в [1]. Так как мы не
используем нулевое состояние в каждом регистре, то общее количество со-
стояний регистров не превосходит (2n1 − 1)(2n2 − 1) . . . (2nm − 1). При этом
максимум достигается при (ni, nj) = 1, где i, j = 1, . . . ,m, i 6= j. В дан-
ной работе исследовалось, как выбор функции h влияет на периодические
свойства генерируемой гаммы. А именно, определено количество булевых
функций h, которые порождают последовательность с периодом меньше, чем
(2n1 − 1)(2n2 − 1) . . . (2nm − 1). Такие функции будем называть неподходя-
щими.

Теорема 1. Пусть m – количество регистров с длинами n1, . . . , nm. И
(2n1 − 1)(2n2 − 1) . . . (2nm − 1) = pα1

1 pα2
2 . . . pαss , где pi различные про-

стые числа, αi > 0. Тогда количество неподходящих булевых функций от
n переменных для комбинирующего генератора равно

2 ·
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

где β = (β1, . . . , βs).
Работа выполнена при поддержке лаборатории криптографии JetBrains

Research.

[1] Н. Н. Токарева. Симметричная криптография. Краткий курс. – Новосибирский государ-
ственный университет. – 2012.

Научный руководитель – к.ф.-м.н. Н. Н. Токарева

1

330



УДК 519.7

О декомпозиции векторных булевых функций

Г. М. Пинтус
Новосибирский государственный университет

Лаборатория криптографии JetBrains Research, г. Новосибирск

Векторной булевой (n,m)-функцией называется произвольное отобра-
жение вида Fn

2 → Fm
2 . Векторная булева (n,m)-функция F задается на-

бором из m координатных булевых функций от n переменных правилом
F (x) = (f1(x), f2(x), ..., fm(x)), x ∈ Fn

2 . Нетривиальные линейные комбина-
ции функций {fi}mi=1 называются компонентными функциями. Минималь-
ная из алгебраических степеней компонентных функций называется алгеб-
раической степенью функции F и обозначается через deg(F ).

Задача нахождения декомпозиции векторной булевой (n, n)-функции F

состоит в поиске двух векторных булевых (n, n)-функций G,H , таких что
max {deg(G),deg(H)} < deg(F ) и F (x) = G(H(x)) для всех x ∈ Fn

2 .
Векторную булеву (n, n)-функцию F степени d > 2, допускающую такую де-
композицию, будем называть разложимой. Решение данной задачи примени-
тельно к векторным булевым функциям, описывающим нелинейные преобра-
зования раундовой функции симметричного блочного шифра, имеет прямое
отношение к защите от атак по сторонним каналам [1].

Две векторные (n, n)-функции F и G называются расширенно аффин-
но эквивалентными (EA-эквивалентными), если существуют две аффинные
(n, n)-подстановки A,B и аффинная (n, n)-функция C, такие что G(x) =

(B ◦ F ◦A)(x) + C(x), x ∈ Fn
2 .

Утверждение 1. Пусть (n, n)-функция F степени d > 2 разложима. Тогда
(n, n)-функция F ′ = A2 ◦ F ◦ A1, где A1, A2 — произвольные аффинные
(n, n)-подстановки, также будет являться разложимой.

Если F представима в виде композиции двух (n, n)-функций G,H сте-
пени меньше d, таких что функцияH обратима, и для функцииH−1 спра-
ведливо условие deg

(
H−1

)
6 max {deg(G),deg(H)}, то (n, n)-функция

F ′′ = F +A0 будет разложимой для любой аффинной (n, n)-функции A0 .

[1] Bilgin B., Nikova S., Nikov V., Rijmen V., Tokareva N., Vitkup V., Threshold implementations
of small S-boxes, Cryptogr. Commun., 7(1), 33–33 (2015).

Научный руководитель – к.ф.-м.н., доц. Н. Н. Токарева, А. В. Куценко
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Применение SAT решателей в криптоанализе  

Д.А. Софронова 

Новосибирский государственный университет 

Лаборатория криптографии JetBrains Research 

 
В основе одного из методов анализа шифров лежит использование SAT-

решателей. Для этого исходный шифр или хэш-функция записываются в 
виде логической формулы, истинность которой предстоит установить SAT-
решателю.SAT-задача – задача определения выполнимости логической 
формулы[1].SAT-решатель – программа, которая ищет означивание 
переменных, на котором формула истинна. 

Существуют два проекта для описания криптографических шифров – 
Transalg[3] и Grainofsalt[2]. Первый имеет заметный недостаток – 
отсутствие документации, затрудняющее использование. Второй подходит 
только для описания шифров, основанных на регистрах сдвига, хотя 
хорошо оптимизирован и удобен в работе. 

Цель данной работы – разработка легковесного, гибкого, свободно 

расширяемого программного комплекса для описания шифров, хэш-

функций и криптографических задач, позволяющего получать как КНФ, 

так и реализацию самого алгоритма для проверки правильности 

реализации и тестирования криптостойкости другими средствами (NIST, 

Dieharder). 

Реализован простой предметно-ориентированный язык описания 

шифров – основа проекта. Ядро программы насчитывает 250 строк кода на 

С++, что обеспечивает легкую расширяемость 

функционала.ОписанышифрыА5/1, Grain, Crypto1, Bivium, Trivium, Hitag2. 

Были проведены атаки угадай-и-вычисли на шифр А5/1.  

Работа выполнена при поддержке лаборатории криптографии 

JetBrainsResearch. 

______________________________ 
[1] Armin Biere, Marijn Heule, Hans van Maaren, Toby Walsh, “HANDBOOK OF 

SATISFIABILITY, Frontiers in Artificial Intelligence and Applications”. IOS 
Press, 2009 

[2] Mate Soos, “Grain of Salt — An Automated Way to Test Stream Ciphers through 
SAT Solvers”, Workshop on Tools for Cryptanalysis, Royal Holloway, University 
of London, 2010. 
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С ростом различных реализаций блокчейнов - децентрализованных баз 

данных транзакций, в которых транзакции хранятся в структуре данных, 

называемой блоки, - появляется необходимость решения задачи их 

взаимодействия. С технической точки зрения можно выделить 3 типа 

взаимодействия блокчейнов: Нотариальные схемы, Боковые цепи и Хэш-

блокировка. Рассмотрим Хэш-блокировку - алгоритм, описывающий 

действия в цепочке A и цепочке B, которые имеют один и тот же триггер, 

как правило, обнаружение прообраза конкретного хэша. Более подробное 

описание можно найти в статье В. Бутерина [1]. 

На данный момент существует алгоритм "Атомарного обмена"[2] 

валютами в двух различных сетях, основанный на Хэш-блокировке. Это 

значит, что в результате сделки в обеих цепях валюта либо дойдет до 

получателя, либо вернется обратно к владельцу. 

Основным результатом данной работы является создание алгоритма 

для сценария залогового удержания, использующего идею "Атомарного 

обмена" с некоторыми изменениями. В сценарии залогового удержания 

подразумевается закрытие активов А в цепи Х при наличии условий 

блокировки в зависимости от активности в цепи Y. Из этого следует, что 

все проходит в два этапа: (1)Блокировка залога на время использования 

активов; (2)Возврат залога пользователю через некоторое время при 

условии возвращения активов обратно их владельцу. Созданный алгоритм 

реализуется на платформе Ethereum [3]. Код для smart-контрактов пишется 

на языке Solidity. Тестирование алгоритма проводится на языке Python. 

Работа выполнена при поддержке лаборатории криптографии JetBrains 

Research. 
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В [1] были определены q-арные (g : Zn
q → Zq) бент-функции для q > 1.

Изучение таких функций было обусловлено желанием авторов обобщить ре-
зультаты работы [2] о применении булевых бент-функций в системах CDMA
(Code Division Multiple Access). В настоящей работе исследуется связь ква-
тернарных и булевых бент-функций.

Утверждение 1. Пусть g(x+2y) = a(x, y)+2b(x, y), где x, y ∈ Z2 и a и b—
булевы функции от 2 переменных, является кватернарной бент-функцией,
тогда b и a⊕ b— бент-функции.

Теорема1. Пусть g(x+2y) = a(x, y)+2b(x, y), гдеx, y ∈ Zn
2 иa и b—булевы

функции от 2n переменных, является кватернарной бент-функцией, тогда
b и a⊕ b— нелинейные функции при любом n.

Утверждение 2. Кватернарная функция от n перемнных g(x + 2y) =

a(x, y) + 2b(x, y), которая не является бент-функцией, тогда как b и a⊕ b

— булевы бент-функции от 2n перемнных, существует для любого n.

Утверждение 3. Кватернарная функция от n перемнных g(x + 2y) =

a(x, y) + 2b(x, y), которая является бент-функцией, тогда как b и a ⊕ b

не являются бент-функциями от 2n переменных, существует для любого
n > 1.

Работа выполнена при подддержке лаборатории криптографии JetBrains
Research и РФФИ (18-07–01394).
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[2] Olsen G. D., Scholtz R. A., Welch L. R. Bent-function sequences. IEEE Trans. Inform.
Theory(1982) P. 858 — 864.
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