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Cocras 1a6opaTopuu:

e TokapeBa Haranbs HukonaeBHa,
K.(p.-M.H., c.H.c. UHcTUTyTa MatemaTuku uM. C.JI.Cobonea CO PAH,
noteHT kad. komi.cucteM OUT HI'Y, kad. reop.ku6. MM HI'Y, kad.

muckp.mat.u uad. CYHL] HI'Y, pykoBoauTens rpymmbl

e Konomeer Hukonaii AnekcanapoBu,
K.p.-M.H., H.c. UHncTuTyTa Mmatemaruku um. C.JI.CoboneBa CO PAH,
accucteHT Kadenpsl napamiensubix Beruuciaennit ®UT HI'Y u kadbenps
TeopeTudeckon kuoepHetuku MM® HI'Y

e ['oponunoBa Anactacusi AjeKkcaHIpOBHA
K.p.-M.H., H.C. UHcTuTyTa MaTemaruku uMm. C.JI.Cobonera CO PAH,
CTapIlMi IpenoaBarenb Kageapsl TeopeTuueckoil kuoepuetuku MM @
HI'Y u xadenps! quckpetHoit marematuku U uHpopmatuku CYHI] HI'Y

e Kanrun Koncrantun BukropoBuu
K.(p.-M.H., H.Cc. UHCTUTYTa BBIUUCTUTEIHHON MATEMATUKU U
matematnyeckoi reopusuku CO PAH, crapmmii npenogaBatens kadeapb
napajuienbHbIX Beruncinenud OUT HI'Y

e Unpucoa Banepus AnekcanIpoBHa
K.p.-M.H., H.C. UHcTUTyTa MaTeMatuku um. C.JI.Cobonesa CO PAH,
accucTeHT kadenpsl TeopeTrnueckoit kubepuetnku MMO® HI'Y

e Kynenko Anekcanap Bnagumuposuu
K.(p.-M.H., acnupant MM® HI'Y, accucrent kadeapsl TeopeTudecKoi
kubepHetuku MM® HI'Y, m.H.c. UncTtutyTra Mmarematuku um. C.J1.
Cobonesa CO PAH

e Kongsipes Jmutpuit Oneropuy
Acnupantr ®UT HI'Y, npenoaasarens HI'Y, m.H.c. UHCTUTYyTa MaTteMaThKu
uM.C.JI.Co6onea CO PAH

e TkaueB Anexkcanap BuraibeBuu
Acnupant ®UT HI'Y, npenonasatens PUT HI'Y

e Jlopouun Aprtemuii EBrenreBuu
Acnupant OUT HI'Y, m.H.c. UacturyTa matematuku um.C.JI.CoboneBa

e [Ilanopenko Anekcanap Cepreesud,
Acnupant MM® HI'Y, m.1.c. UnctutyTa Mmatematuku um.C.J1.Cobonena



Makcumimok FOnus [1aBnoBHa
Acnupantka MM® HI'Y, m.H.c. UnctuTyTa Mmatematuku um.C.J1.CoGoneBa

Howmownpne lapon Manannga, acimpanrka HI'Y
Acnupantka MM® HI'Y

bonunu Tarbsina AnapeeBHa
Maructpantka 2-ro kypca MM® HI'Y

3aBanuiuHa Enena BiaagumupoBHa

Maructpantka 2-ro kypca PUT HI'Y, m.H.c. UHCcTUTYTa MaTeMaTUKK
uM.C.JI.Cobonera CO PAH, npenogaBarens kadeapbl TUCKPETHON
mateMatuku 1 nHpopmatuku CYHI HI'Y

[TandepoB MaTseit AnapeeBuy
Maructpant 2-ro kypca MM® HI'Y

Cytopmun MBaH AnekcaHapoBUY

Maructpant 1-ro kypca MM® HI'Y, m.H.c. MHCTUTYTa MaTemMaTuku
uM.C.JI.Cobonea CO PAH

3to06uHa Jlapbsa AnekcaHapoBHa

Crynentka 4-ro kypca ®UT HI'Y, m.H.c. UHCTUTYyTa MaTeMaTUKHU
uM.C.JI.Co6onea CO PAH

AtyroBa Haranbs JIMmuTpueBHa
Crynentka 3-ro kypca MM® HI'Y

baxapeB Anekcannp Onerosuu
Crynenrt 3-ro kypca MM® HI'Y

brikoB Jlenuc AnexkcanapoBuy
Crynent 3-ro kypca MM® HI'Y

Jlaxanckuit Anexceit AnpeeBuy
Crynenrt 3-ro kypca ®UT HI'Y

Cadenpeiitep Amutpuit AnekceeBud
Crynent 3-ro kypca ®UT HI'Y

[Tapdenos Jlennc PomanoBuu
Crynent 4-ro kypca ®UT HI'Y



N30panHble HAy4YHbIC HATIPABJICHUS JJadopaTopuu
Kpuntorpaduueckue 6yneBsl pyHkuuu (0eHT-Gpynkuuu, APN-pyHkumm, u 1.1.).

CaMoe mIMpOKOE HampaBiI€HUE M HaumOojee MPEeACTaBIECHHOE B J1a00paTOpHUU.
Bonpocel wu3yueHuss ¥ mocTpoeHus OyieBbIX (YHKIUH CO CleHUalbHBIMU
KpUNTOrpapuuecKuMu CBOWCTBaMU IIHPOKO HCCIEAYIOTCS B KpUOTOrpaduu.
Takue QyHKIMHU HETIOCPEICTBEHHO UCTIONB3YIOTCS MJI KOHCTPYUPOBAHMS MIH(pa
C CEKpPETHBIM KJIFOUOM. MBI Hccneyem
¢ (YHKIIUN, MAKCUMAJILHO OTKJIOHSAIOIINECS OT JUHEHHBIX (OeHT-(DyHKINN),
e (¢yHKIUMN, HauboJiee PaBHOMEpPHBIE MO MapaM pa3HOCTEW BXOJ U BBIXOJ
(APN-¢dyHKIIHH)
e (QyHKIUM, 3aTPYIHSIONINE NPOBEJCHHE alreOpanvyecKoro KpUIITOaHAIN3a
(anreOpanyecky UMMYHHBIE (DYHKIIUH)
K naHHOMYy HampaBiI€HUIO OTHOCHUTCS OOJblllas YacTh HAMIMX NyOJuKamui —
MOHOrpa(uu, Hay4HbI€ CTaTbH, KAHAUAATCKUE JUCCEPTALIUH.

Kpunroananu3 cuMMETpUYHBIX IIH(PPOB.

B »TOM HampaBiieHHH MBI UCCIENYEM CTOMKOCTH IHU(PPOB C CEKPETHHIM KIIIOUOM
M0 OTHOIICHHWIO K COBPEMEHHBIM METOJIaM aHajn3a, TaKUM KaK JIMHEHHBIMN,
mudepeHnnanbablil, anreOpandeckuid, KPUNTOAHAIN3 MO CTOPOHHHUM KaHAJIaM.
Uccnenyrorcss nuddepeHnnanbaple W anreOpandecKue XapaKTePUCTHUKH Kak
OTJIEJIbHBIX KOMITOHEHT MUuGpoB (S-0JI0KOB), Tak U MHU(PPOB B IEJIOM, TAKHX KaK
ARX-mmmdpsl, mmdpser Simon u Speck — crangaptel aias mudposanus B RFID-
METKax M Jpyrue. 3ajaud WHTEPECHBI TEM, YTO OJHOBPEMEHHO COAepIKaT
WHTEPECHYIO MaTeMaTUKY U OJIM3KU K MPUIIOKECHUSIM.

BJIOKYEHH-TEXHOIOTUH U UX TTPUIIOKEHUS.

B nanHOM HampaBleHWHM MBI peEIIaeM 3aJadd, CBSI3aHHBIC C pPa3padOTKOW U
peanu3anuell alropuTMOB COKPBHITHS MH(POpPMAIMA O TPAH3AKIUAX B OTKPBITHIX
pacnpeneneHHbIX peecTpax (B TOM umcie, OJiokuelH-cucteMax). Mccnemyrorcs
Kpunrorpadguyueckre aaropuTMbl JOKa3aTeIhCTBA C HYJIEBBIM pa3TiallleHuEM, MX
MOAU(PUKAIINN U PealTU3aIiH.

KBaHTOBas 1 OCTKBaHTOBAsI KpUnTorpadus.

OmuuM Y3 TEpPCHEeKTUBHBIX  HANpaBJIEHUM TMOCTKBAHTOBOM KpuNTorpaduu
SABJISIETCA pa3pabOTKa M aHAIM3 CHUCTEM MU(PPOBaHUS, OCHOBAHHBIX Ha
WCIIOJIB30BaHUN KOJIOB, MCHPABJISIONIMX OIIMOKU. B JaHHOM HampaBiIE€HUU MbI
3aHMMAEMCsl M3Y4YEHHEM IOAKOAOB Koaa Puma-Mamnepa u JOpyrux KOHOB,
MOJXOISAIIUX JJI IOCTPOCHUS CTOMKUX KPUIITOCUCTEM.



Me:xkayHapoanas oaumnuana no kpunrorpagum Non-stop University
CRYPTO 2020

Hama xomaHaa BBICTYHAae€T OCHOBHBIM OpPraHU3aTOpPOM  MEXKIyHApOIHOU
ommmiagsl NSUCRYPTO.

NSUCRYPTO — eauHcTBeHHass MEXIyHapoJHas OJIMMIIHaAa Mo Kpunrorpadumu,
KOTOpasi OOBEANHSET KaK IIKOJbHUKOB M CTYJIEHTOB, TaK U MPOECcCHOHAIOB. 3a
BpeMs cymiecTBoBaHus oymmMinuaabl (¢ 2014 roga) B HeMl MpUHSIN ydacTue Oojiee
1600 yuyactHukoB u3 56 ctpan mupa (cpeau Hux — ctpansl EC, ctpansr CHI,
Kanana, Kuraii, Uunus, FOAP, Upan, Unnonesus, Beetnam u np.). [lo uroram
KOKIOW OJIMMIIMAABl MyOJUKYIOTCSI Hay4yHbIe CTaThU C pa3bopom mpobdiieMm,
MPEMIOKCHHBIX yJacTHUKaM, B TOM YHCJI€ — HEPEIMIEHHBIX, TPEOYIOMMX
OTJENBHOTO HAy4yHOTO wuccienoBanus. OTIWYUTENbHAS dYepTa OJUMIIAAIBI —
BKJIIOYCHHE B YHCIO €€ 3aJa4 HepeUIeHHBIX MpoljeM Kpunrorpabuu u
uH(OPMAITMOHHOW 0€30MaCHOCTH, MPEMJIOKEHHBIX BEAYIIMMH CIEIUATUCTaMU B
JAHHOM 00JacTU. DTO KakK pa3 COOTBETCTBYET IEIU OJUMIHNAABl — IPHUBJICUYD
MOJIOJIBIX MCCJIe/IOBATENIEH K COBPEMEHHBIM BOIIpOcaM Kpunrtorpaduu U IoOMOYb
UM CJIeNIaTh CBOU MPOQECCUOHAIBHBIN BBIOOD.

Omumnuana NSUCRYPTO — Non Stop University Crypto — mpoXoauT exXeroHo,
OPUHATE B HEH ydacThe MOXeT Jo0oi xenaromuid. OQUUUATbHBIN  A3BIK
onuMnuaasl — aarauiickuii. Cait — https://nsucrypto.nsu.ru.

Ommmnuana 3apomunack B HoBocmbupckom Axamemroponke. B 2020 roxy ona
npoxoauia ¢ 17 mo 25 okTs0ps B 1Ba HE3aBUCHUMBIX dTama: JUYHBIN 1 KOMaH IHbIH.
[[TxonpHUKM Akanemropoaka u cryaeHTsl HI'Y npuHsaam B HEld aKTUBHOE y4acTHE.

bouibiie cTa y4aCTHUKOB M KOMaH/I 3aC1y>KEHHO MOJIYYUIIU MIPU3bI U JUILIOMBL.
Bpyu4aroTcst Takke 651arolapCTBEHHbIE TUChMa PYKOBOJUTENSAM U YUUTEISIM
IIPU3EPOB.


https://nsucrypto.nsu.ru/

3amuTHI BHIYCKHBIX PAa0OT CTY/ICHTOB M aCIIMPAHTOB JadopaTtopuu B 2021
roay:

KanaunaTckue nuccepraiuu:

o Kymnenko Anekcanap Brnagumuposud (pyk. - Tokapea H.H.)
CamopyanbHble OCHT-(PYHKITUU U X METPUICCKHE CBOMCTBA // TuCCepTaIus

Ha COMCKaHWE CTENEeHU KaHauaaTa (u3.-MaT. HayK MO CTIeIHAIBHOCTH
01.01.09. 3ammra cocrosiace 24.03.2021.

e Oo6nayxoB Anekceit Koncrantunosud (pyk. - Tokapesa H.H.)
MeTtpuuecku peryisipHble MHOKECTBA B OyJIeBOM KyOe: KOHCTPYKIIUU U
CBOMCTBa // quccepTaliys Ha COMCKaHHMe CTeNeH! KaHauaaTa (hu3.-Mat. HayK
o cneruanbHocTr 01.01.09. 3amura cocrosutaces 24.03.2021.

Marucrepckue quccepTanum:

e bouunu TaTtesina AnapeeBHa (pyk. - Tokapesa H.H.)
Periodic properties of the sequence generated by the filter generator -
HepI/IO,Z[I/ILICCKHe CBOICTBA II0CJIEA0BATCIBbHOCTH, HOpO)KI[&GMOﬁ
¢mipTpytrommm reaeparopom (Ipemus JlsmyHosa | cTenenn)

e 3apanummna Enena Bnagumuposna (pyk. - Tokapesa H.H.)
Post-quantum cryptosystem with a public key - IToctkBanTOBas
KPHUIITOCUCTEMA C OTKPBITHIM KitouoM (aumioM |l crenenn MHCK)

e [landepoB Martseit AnnpeeBuu (pyk. - Tokapesa H.H.)
Analysis of the gamma generated by the combining generator - Ananus
raMMBbl, TTOPOXKIAeMON KOMOMHUPYIOIITUM T'eHEePaTOPOM

bakanaBpckue quccepTanuu:
e 3io6una Jlapbs AnekcanapoBHa (pyk. - Tokapesa H.H.)

Kpunrorpaduueckue cBoiictBa S-6510Ka, MOCTPOEHHOTO Ha OCHOBE OYJIeBOM
¢dbynkuuu u nepectaHoBku (aumiom | crenenn MHCK)



Y4eOHbIe Kypchl, IPOBOAMMBIE B Y4eOHOM roAy:
1) "Kpunrorpadus u kpunroananui" (CrericeMuHap)

CeMuHap 0 HOBBIX COOBITHUSIX U pe3yJibTaTax B obsactu kpunrorpaduu. OH Beceraa
MPOXOJUT C OOBABICHUSIMU. MBIl MOXKEM 3aCIylIaTh U HOBBIA PE3yNbTaT C
JI0Ka3aTEIbCTBOM B HEKOTOPOM Y3KOM HAMNPABJIEHUU, U OCIYIIATh PACCKa3bl
pebsIT 0 Toe31Ke Ha HAYYHYIO0 KOH(PEPEHIINIO WIIH CTAKUPOBKY. Y HAC BBICTYMAIOT
npenojaBaTeiiv, CTyACHThI, IPUTIAlIeHHbIE JOKIaAYUKU. TeMbl CEMHUHApPOB
HUKOT/Ia HE TIOBTOPSIFOTCS BOT YK€ JAEBATH JieT)) CeMuHap sl TeX, KTO XOTel Obl
CBsI3aTh CBOIO HAYYHYIO aKTUBHOCTH C KpUMITOrpaduei.

PykoBonutens: Tokapesa H. H.

2) "MaTemMaTu4ecKrue OCHOBBI U MIPHIIOKEHUSI KBAHTOBOU MH(OPMATUKHU:
kpunrorpadus u Beraucienus" (Crnenxypce)

B kypce OyayT npuBeieHbl MaTEMaTHYECKHUE OCHOBBI KBAHTOBOM MH(POPMATUKH —
HAyYHOM JAUCIUIUIMHBI, U3y4arolleil 3aKOHOMEPHOCTH Tepeaaun nHpopmauu,
Oasupyromrecs: Ha 3aKOHaxX KBaHTOBOM MexaHukH. [lonpoOHo OyneT paccMoTpeH
P51 KBAHTOBBIX AJITOPUTMOB U MPOTOKOJIOB KBAaHTOBOM KpunTorpapuu. Taxxe B
Kypce OyAyT MpeACTaBIEHbI OCHOBBI TOCTKBAHTOBOW KPUIITOTpa(Uu.

PykoBonurens: Kynenko A. B., Tokapesa H. H.
3) "OcHoBsl Teopun uHGopManuu u kpunrorpapun" (OCHOBHOI Kypc)

PykoBonurens: Toxkapesa H.H.
Cemunapuctsl: H.A.Konowmeen, A.E./loponun, A.C.I1lanopenko

Kypc nocasitiien ocHOBaM COBpEMEHHOM Teopuu nHpopManuu u kpunrorpaduu. B
HETO BXOJISIT TaAKUE HATIPABJICHHUS, KaK

. 00paboTka HeMpepHIBHOM MHPOPMAIIUN; METOABI JUCKPETU3AIINH;

. OCHOBBI Teopuu UHPOpMaIUU (M3MEPEHUs KOJInUecTBa HH(MOOPMALIHH,
CJIOHOCTH COOOILEHUH, 0COOEHHOCTH UCTOYHUKOB JaHHBIX);

. METO/IbI TOMEXOYCTOMYMBOTO KOJUPOBAHUS (OCOOCHHO HCCIIEIYIOIUECs B

nocnenuue, 2000-e, Toabl METO/AbI IMHEMHOTO KOJUPOBAHUS, TOCTUTAIOIIINAE
ONTUMAJIbHON OLICHKHU MO CKOPOCTH);

. METO/IbI CKaThsl HH(popMaluu (0€3 MOTePh U € MOTEPSIMU; U3TI0KEHUE
TEOPETUYECKHX OCHOB M pa300p COBPEMEHHBIX apXUBAaTOPOB);

. 3aJla4M XpaHeHus: nHpopMaluu (HaeKHOCTh U OTKa30yCTONYHBOCTb,
RAID-maccuBhbl);

. KpunTorpadus 1 KpunToaHadu3 (TEOPETUUECKUE U MTPAKTUIECKHE
pE3yNbTAThl, HOBBIE HAIIPABJIEHUS UCCIIEA0BAHUM MMOCIEIHETO NECATHIIETHSA);
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. NICEBAOCTyYaiiHbIe TTOCTIEA0BATEIbHOCTH; CTATUCTUYECKIE METOIBI UX
aHaIIN3a,

. METO/IbI XpaHEHUsI, 00pabOTKH U Nepeaayn nHopManmu B 1@ poBoit
COTOBOW CBSI3M, OECIIPOBOJIHBIX CETSX; MpeICTaBlIeHIEe HHDOPMAIINK Ha
Pa3IUYHBIX YPOBHSIX CETEBBIX MTPOTOKOJIOB.

Kypc coBMmeniaeT n3nokeHue CTpOruX MaTeMaTHIEeCKUX Pe3yIbTaToB (M UX
JI0Ka3aTeNbCTB) C MPAKTUYECKUMU Pe3yIbTaTaMH BHEJPEHUS METOIOB TCOPHH
uHbOpMaIlMU B KOHKPETHBIE CUCTEMBI U TPOTOKOJIBL. Llens kypca — nath
CTyZeHTaM 0a30BbI€ 3HAHUS 110 OCHOBHBIM HAIPABICHUSIM COBPEMEHHOU TEOPUU
uHpopMaiuu. B coctaB Kypca kpome JeKIui BXOAST CEMUHAPCKUE 3aHATHS (C
peleHrneM TEOPETUUECKUX 3a/1a4) U JabopaTopHble pabOThl B KOMITBIOTEPHOM
knacce. byaer copmynupoBan Taxke psijI UCCIETOBATENIbCKHUX 3a1ad CTyICHTaM,
MHTEPECYIOIHUMCS CelMaln3anuei B JaHHOW 00J1acTu.

4) "Kpunirorpadus B 3agadax” (CrericeMuHap)

Kypc 1o3BoJisieT norpy3uTbcsi B MATEMaTUKY, KOTOpasi UCTIOJb3YETCs B
Kpunrorpadgun. AITropuTMBbI KU(POBaHUS, OCHOBHBIE METObI KPUIITOAHAIH3A,
CBsI3b C Teopuel nHdopmaiuu, kpunrorpaduaeckue GyHKINUUA: pa3o0opaThbCst BO
BCEM 3TOM MOMOKET pEUICHUE 3a7a4.

PykoBonurens: Konomeen H.A.

5) "Kpuntorpadus u kpunroananu3. CoBpemennbie Metoasl" (Crieukypc)
BBonHbI Kypc B OCHOBBI Kpuntorpaduu. Eciiu Bl AyMaere, ¢ 4ero Hauath B 3TON
007acTH, TO, Ja, IMEHHO C HETO.

PykoBonutens: Uapucosa B.A., Tokapesa H.H.

6) "byness! pynkiuu B kpuntorpaduu" (Crnenkypc)

B kypce paccmarpuBatorcs 0yseBbl QyHKUINHU, TPEACTABIAIOIINE HHTEPEC IS
KpunTorpadpuueckux npunoxenui. L{enb kypca — ocHOBaTeIbHOE 3HAKOMCTBO
clIyliaTesield ¢ OCHOBHBIMHU KPUNTOTpapUUECKUMU CBOMCTBAMHU OYyJIEBbIX (YHKIUN
Y METOJIAaMH MX aHaJIM3a, C MOCIEAHUMHU MaTEMAaTUHUECKUMHU PE3yJIbTaTaMH B 3TOU

00JIaCTH M COBPEMEHHBIMHU OTKPBITHIMHU MPOOJIEMaAMH.

PykoBoaurens: ['opoauiiosa A. A.

7) "Omumnuannsie 3agaun o kpunrorpadun" (Crneuxype CYHIL HI'Y)

Hes3ameHnnmpIi cienkypc 1Jisi HOATOTOBKHU KO BCEPOCCUMCKOUN OJIMMIIMAJE 110
matemaTuke u kpunrorpapuu ot MUKCHU u k MexayHapogHONH OJTUMITHAAE T10
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kpuntorpapuu NSUCRYPTO. Xoyemb moAroTOBUTHCSA K OJIMMITHAIAM B
MHTEPECHOM cCOpeBHOBaTENbHOM (opMe - Tebe croaa!

PykoBonutens: 'oponunosa A.A., boanu T.A., [Tandepo M.A.

8) "Maremaruueckue metoibl B kpuntorpaduu" (Cnenxkypec CYHL HI'Y)
OcHOBHBIE METO/BI MHU(PPOBAHUS U 0A30BBIE ATOPUTMBI KPUTITOTpaPUH
paccMaTpuBalOTCA B ’TOM BBOJHOM KypCe ISl TKOJIBHUKOB.

PykoBoautens: 3aBanmumuna E.B., 'opoguinosa A.A.
9) «Kpunrorpadus» (OcHoBHO# Kypc [D HI'Y)

PykoBoaurens: Makcumuntok FO.IT.

3acenanus cemunapa «Kpunrorpadgus u KpunToaHains»

15 urons 2021 r.

A.B.Kynenko, A.C.Ilanopenko, H.JI.ATyToBa

06 yuactuu B X cumno3uyme «CoBpeMeHHbIE TEHACHIIMU B KPUIITOTpapum»
CTCrypt 2021 (1-4 uronst 2021, MockBsa)

04 mas 2021 r.

A. B. Kynenko, H. /[. AtyTtoBa, JI. A. 3100uHa

O moe3ake Ha BCEPOCCUICKYIO HAyUYHO-TEXHUUECKYI0 KoHpepeHIuto «CocTosiHIe
Y TIEPCTIEKTUBBI Pa3BUTHS COBPEMEHHOM HAYKH 110 HAIIPaBICHUIO
«Mudpopmanmonnas 6e3onacHocThy (AHara, 21-22 anpens 2021).

H. 1. AtytoBa

O noe3nike Ha CAaMMUT MOJIOABIX YUEHBIX U UHXKEHEPOB "BoJibliie BI30BbI AJIS
oOmiecTBa, rocyaapersa u Hayku" (Coun, 26-30 anpens 2021).

13 anpens 2021 r.

Brictymnenuns crynenros nepen MHCK:

H. [I. AtyroBa

[TpuMeHeHre IBPUCTUIECKUX METOIOB /ISl TOUCKa OyNeBbIX (DYHKIIUH C BBICOKOM
anredpanyeckol UMMYHHOCTBIO.

H. 1. Atyrtosa, /. A. 3ro6una, C. 1. dununmnon

Pa3zpaboTka aBTOMaTH3MPOBAHHOTO aHAIN3a MU(POB HA ANTeOPanIECKyIO
KPUNITOYCTONYUBOCTb.

A. O. baxapes



Peanuzanus u ananu3 ruOpuHoi ataku Ha Kpunrorpaguyeckyro cucremy NTRU
IIPU MaJIbIX 3HAYEHUAX [TapaMETPOB C UCIIOJIb30BAaHUEM AIITOPUTMA KBAHTOBOI'O
MIOMCKa.

T. A. boHnu

CpoiicTBa QYHKIIMU B PETUCTPE CABUTA C HETUHEHHON 0OpaTHON CBSI3bIO.

E. B. 3aBanumnHa

OO0 5KBUBAJIEHTHBIX KIIIOUYaX. AHAIN3 KPUIITOCUCTEMBI C OTKPBITHIM KITIFOUOM,
OCHOBAHHOM Ha CIJI0KHOCTH PELICHHS CUCTEMBI IIOJTMHOMUAJIBHBIX YPABHEHUH B
L[EJIBIX YMCIIaX.

J. A. 3100uHa

S-010KM C BHICOKOM KOMITOHEHTHOM alnre0panieckoil HIMMYHHOCTBIO.

A. A. Jlaxauckuii, JI. A. Cadenpeiitep

HNHTerpanus aropuTMoB JOKA3aTENBCTBA C HYJIEBBIM Pa3TJIAIIEHHEM B CMAPT-
KoHTpakThl Ethereum.

M. A. TTandepos

[Toctpoenue pyHKIMI U3MEHEHUS! COCTOSIHUN B HEJTMHEWHOM PErrCTpe CIBUTa C
0o0paTHOM CBSA3BIO.

H. A. Cyropmun

PexyppenTHbsie GpopmyIisl 17151 pa3HOCTHOM xapakTepucTUki XOR oTHOCUTENBHO
CIIoXeHus 1o Moayiio $2°'n$.

30 mapTta 2021 T.

Konomeen H. A.
Pedepar crateu J. Daemen, V. Rijmen, "The Wide Trail Design Strategy".

25 mapra 2021 r.
H. A. TlankpaToBa (3aB. 1abopatopuu KommbsioTepHoit kpuntorpaduu TI'Y)
Kpurnirocuctems! ¢ pyHKIIMOHATBHBIMU KITFOUAMHU.

9 maprta 2021 r.
A. Kynenko, H. Atyrosa, JI. 3ro6una, E. Mapo (FO®YVY), C. ®ununmos (CIIOIY)
AnreOpandeckuii kpurnroaHanu3 mmdpos Simon u Speck.

2 mapta 2021 r.

A. loponun, K. Kanruu

[Tpumenenue SAT-pemareneit B 3anaue norcka APN-QyHKIuii ¢ noMouisio
UTEPATUBHBIX KOHCTPYKIIUH.

16 ¢peBpans 2021 r.
A. IllanopeHko
O npou3BOAHBIX OyJEBBIX OCHT-(QYHKIUH.

9 despans 2021 .
H. H. Tokapena
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Bcerpeua maboparopun: OTYET ¥ MIIaHEL.

27 okTs6ps 2020 r.

. Konapipes, A. Jlaxanckuit, . Cadbenpeiitep

ANTOPUTMBI JI0Ka3aTENIbCTBA C HYJIEBBIM pa3rilalliecHueM B OJIOKUYEHH-CUCTEMAX:
MPUHIUIIBL paOO0THI ¥ MPUMEPHI peaTn3alui.

19 oxTsa6ps 2020 r.
H. Cyropmun
HenuneltnocTh cOamancupoBaHHBIX OyineBbIX GyHKIH. O030p.

29 centsiops 2020 r.
H. Konomeen, A. Kynenko, K. Kanrun, A. Obnayxos, B. Unpucosa

06 yyactuu B MexayHapoaHbix koHpepenusx BFA (Hopserus, 15-17 centsaops
2020) u SETA (Cankt-IletepOypr, 22-25 centsiops 2020).

22 centsa6ps 2020 r.

A. Kynenko

O noesake Ha | X cummno3nym «CoBpeMeHHbIE TEHJECHIIUU B KpUTITOTpadum
CTCrypt 2020 (MockoBckas o0nacTh, 15-17 centsiops 2020).

15 cenTsa6ps 2020 r. A. O6mayxoB
MeTpudecku peryIsspHble MHOYKECTBA B OyJIeBOM KyOe: KOHCTPYKITUU U CBOMCTBA
(KaHIMIaTCKas IUCcepTaius).

10 cenTs6ps 2020 r. A. Kyuenko
CamopyanbHbie OEHT-(PYHKITUU U KX METPUYECKHE CBOMCTBA (KaHIUIATCKasI
JICCepTaLns ).

Hosbie yueoHbie Kypebl As1t PUT (pa3padoTaHbl NporpaMmMbl, Ha0paHbI
CTY/JI€HTbI):

1) BBenenue B pacnpeieiieHHbIC PEECTPhI U TEXHOJOTHIO OJIOKYCHH
(1.0.Kongsipes, I1.A.CazonoBa)

2) Kpunrorpaduyeckue mpoeKTh
(H.A.Konowmeen, [1.0.Konasipes, FO.I1.Makcumiitok)

3) Kpunrorpadus u KpurnroaHamms
(H.H.Toxapesa, A.B.Kyuenko)

4) CoBpeMEHHbIC BBIUUCIUTEIbHBIC CUCTEMBI JUIS PEIICHUS 3a/1a4
KpunTorpaduu u ”HPOPMAITMOHHOM 0€30MaCHOCTH
(K.B.Kanrun, A.E.Jloponun)
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CorpyanundectBo (yuactue B JleTHeH mikoJie no kpunrorpagum u
HH(OPMALMOHHOM 0€30I1ACHOCTH, COBMECTHbIC HAYYHbIE HCCJICI0BAHMA):

Jlaboparopus kpuntorpaduu HIIK "Kpuntorut" (r. Mockga)

[enTp Oe3omacHocT koMMyHuKaiuii um. Cenmepa beprenckoro ynuepcurera
(r. bepren, Hopserus)

Jlabopatopus 6nokueiin, [TAO «Coepbank» (r. MockBa)
Poccuiickuii kBaHTOBBIN 1IeHTp (T. MoCKkBa)
JlaGoparopus npo6siem 6e30nacHocTH MHPOpMAITMOHHBIX TexHonoruit HU

MPUKIAAHBIX Tpo0sieM MaTeMaThKU U nHpopMmaTuku bermopycckoro
rocyapCcTBEHHOT0 yHUBepcuTeTa (T.MUHCK)

[1naHbI IO COTPYAHUYECTBY:

e CorpynHnuectBo ¢  bantmiickum  yHuBepcuretom  uM.  M.Kanta
(Kanmuuunrpan)

e [lpoBenenue cumnosuyma mno kpunrorpapuu 2022.

CoTpyaHUYECTBO C MHUHUCTEPCTBOM IIM(POBOTO pa3BUTHS, CBSI3H U
MAacCOBBIX KOMMYHUKalni Poccuiickoint denepannm.
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JleTHsist mkosaa-koHgepenuusa « Kpunrorpagus u ungopmanmoHHas
0esomacHocTh» 2021

JleTHsis mIKoa-KOHQEpPEeHIMsT ¢ MEXKIyHapoAHbIM ydactueMm «Kpunrorpadus u
nHopmarmonHas 6e3onacHocts — 2021» mamstu npodeccopa C. @. Kpenaenena
— TpaJIMUHUOHHOE MepompuaThe, npoxomdimee B creHax HI'Y kaxnapid rop.
Opranuzatopamu Beictynator Kpunrtorpaduueckuit uentp (HoBocubupck),
nabopatopus kpuntorpaduu JetBrains Research, ®akynprer nHGpOpPMAIMOHHBIX
TEXHOJIOTUI, MexayHapoaHblii matematuueckuid LleHTp B AkKaaemMropoake,
opranuzatopbl MexayHapoaHoud onumnuaakl NSUCRYPTO wu  Mexanuko-
MaTeMaTHYeCKuid (PaKyIbTeT.

VYyactue B 1Ikoje-KOH(PEpEeHIIMHU NPUHUMAIHN CTYACHTHI, BBIMTYCKHUKH IIKOI U
mkoapHUKH 11 knmaccos. Ikoma nmpoxoauna ¢ 5 o 19 utons B ounoM popmare.

B Teuenue AByx Hezelb ¢ ydYaCTHUKaMU IIKOJIbI pabotanu 20 mpemnojaBaresie.
OT0 KypaTophel MpoeKToB U JekTopel U3 HoBocubupcka, Tomcka, MOCKBBI
(Poccuiickuit  kBaHTOBBIM 1eHTp, MIY, nabopatopuss Onokueiin [TAO
«Coepbank»), beprena (Hopserus), Muncka (benapycs), Jlapro (CILIA). Yacts
IIKOJIBI-KOH(EPEHIIMU TTPOXO0IUJia Ha aHTIUNHCKOM si3bike. [IpounTana 31 nekius,
pOBEAEH KPYTJIBIM CTOJM, a CaMO€ TJIABHOE — MPOBEACHBI MUCCIEAOBAHNUS MaJbIMU
TpyHnaM TOJA PYKOBOJCTBOM KypaTOpoB. Tembl MPOEKTOB OBUIM CBSI3aHBI C
aKTyaJIbHBIMH BOIIPOCAMH CHMMETPUYHOM KpuINTOrpaduu, KpUIITOAHAIH3A,
MOCTKBAHTOBOM Kpunrorpadguu, OJOKYEHH-TEXHONOTMH U UHOOPMAIMOHHON
6e3omacHoctu. [lo psay HampaBieHUN TPyNIaMy YYaCTHUKOB IIKOJIBI TTOTYYECHBI
pe3ynabTaThl, KOTOPHIE JIATYT B OCHOBY HAYYHBIX MyOJIMKAIMA, WX TUTAHUPYETCS
nopaboTath B TeYeHHE OCEHH. UTOOBI CTYAEHThl M IMIKOJLHUKH pPa3BUBAIA HE
TOJILKO CBOM HMHTEJUIEKTyalbHbIE CIIOCOOHOCTH, HO M HE 3a0bIBaJl O 3/I0POBbBE,
TPaJAMIIMOHHO MPOBOMWINCH CIIOPTUBHBIC 3aHATHUS TI0JI PYKOBOJICTBOM TpEHEpa U3
HoBocubupcka.

[Hxony ycnemno okoHums 31 ygactHuk. 210 cryaeHTtsl HI'Y (OUT, MM, D),
bantuiickoro ynuBepcurera uM. Kanrta (Kamunuurpazn), TI'Y (Tomck), IOOY
(Taranpor) w mmkonbHUKKM TuUMHa3uM «lopHoctai» (HoBocubupck), Jlunes
nHopmarmonusix TexHosioruit (HoBocubupck), Jlumes Ne 6 (bepack). Bee onu
MOJTyYMJIN TTAMATHBIE cepTU(UKAThI U cTuneHauu ot JetBrains Foundation.

Ha caiite neTHel WIKOJIbI JTOCTYNHO pAaclHUCAHWE JIEKIUA W COOPHUK TPYIOB
IIKOJIBI — TE3MCHI, MOJATOTOBJICHHBIE YYAaCTHHKAMH BMECTE C KypaTopaMH IO
pe3yapTaTaM UCCIEeA0BaHUN, TPOBOAUBIINXCS B PAMKaX IIKOJIBI.

— B aToM roay Ham ynajaoch MPOBECTH IIKOJNY OYHO, KOMOWHHUPYS OOBIYHBIN
dbopMaT npoBeaeHHs JEKIUN ¢ BUAEO-(hopMaToOM, KOTJa CTYACHTHI U IIKOJIbHUKU
HAXOATCSI B ayJJUTOPHUH, a JIEKTOp oOIIaeTcsi ¢ HUMH 4yepe3 3kpad. [lomyuusocs,
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Ha MOU B3rJIsif, NpOAYKTUBHO. OUHBIA (popMaT, KOHEUHO, IUIOAOTBOPHBII: TO, UTO
psAIoM ¢ TOOOM, 3a COCETHUM CTOJIOM M B COCEJHUX KOMHATax, KaXIbId JEHb
aKTUBHO PabOTalOT YYaCTHUKH IIKOJBI, CIIOPST, YBICYEHHO YTO-TO OOCYXIAlOT,
POrpaMMUPYIOT, TUIIYT HAa JOCKE — OYEHb BJIOXHOBIISIET Ha padory. S 3ameTuia,
YTO MHOTHE paHee HE 3HAKOMbIE MEXIy coO0M pedsaTa CAPYXKUIUCH, U 3TO OYEHb
xopomo, — otMmerwia Hataness TokapeBa, pyKOBOAWTENb NIKOJbI, JOLEHT
kadeapel kommbioTepHbix cucteM OUT HI'Y wu 3aBemyromas nabopaTopueit
kpuntorpaduu JetBrains Research.

— It was really a pleasure to take part in the summer school. | got the impression
that everything was running very smoothly both from the technical and
organizational side (which is no small feat for such a big event, especially when
remote and physical lectures have to be combined), so | also want to congratulate
you (and the entire team) with the successful event! — kommeHTHpPYET CBOE ydacTue
B KkauectBe JekTtopa Huxomaii Kaneiickuii, kpunrorpadp wu3 bepreHckoro
yauBepcurtera (Hopserus).

— MHe ObUI0 OYEHb MHTEPECHO MO3HAKOMUTHCS C COBEPIIEHHO HOBOM Uil ceOs
cdepoit. Ilporpamma seTHel MIKOJBI OYEHb HAChIMIEHHAsA. JIEKIUU OT BeXylIUX
CIIELIMAJICTOB, KOTOPBIE HAXOAATCS Ha MEPENOBOM HAYKU U PACCKA3BIBAIOT HE II0
KHIDKKaM, a M3 COOCTBEHHOTO OIbITa M CBOMX HCCIEAOBaHWM, KOTOPBIMH OHU
3aHUMAIOTCS KaXIbI JeHb. O4YeHb MOHPABUIICS MPENOIABATENBCKAM COCTAB, 3TO
OT3bIBUMBBIE M YBJICUEHHBIE CBOMM JEJIOM JIIOAU. Takke MHE BbIIaja
BO3MOYKHOCTh TO3HAKOMUTBCA M paboTaTb B OJHOW KOMaHAE C pedsTamMu H3
JIPYTUX YHUBEPCUTETOB U PETMOHOB. OT JETHEN IIKOJBl Y MEHS OCTAINCHh TOJBKO
MTOJIOKUATENIBHBIE DMOLIMM M HOBBIE 3HaHMs, — numer Bragucnas Illamapenko,
BBINTYCKHUK MIKOJbI-KOH(epennu, crynenr MM® HI'Y.

— JleTHsAd 1WIKOJIA TPAJWLMOHHO IIPUHOCHT MHOIO HOBBIX 3HAKOMCTB W
MHTEPECHBIX MPOEKTOB. CIHUCOK JIEKTOPOB € KaXAbIM TOJOM IOIMOJHSAETCH,
pacmupsieTcst reorpadus, CTaHOBUTCS pa3HooOpaszHee wMmatepuan. He cran
UCKJIIIOYeHHeM M 3ToT roj. KomaHzae Hamiero mpoekTta yJaloch pa3padoTaTh
ONTHUMM3ALHMIO AITOPUTMA IIOMCKAa TapaHTUPOBAHHOIO YHCIA AKTUBALMNA [S-
OJIOKOB TMpHU NPOBEICHUHM PA3HOCTHOIO KpUIITOAHAIM3a]|, KOTOpas IMO3BOJSET
3HAYUTEJIBHO YCKOPUTH BBIYHCIICHUE JIAHHOM XapaKTEPUCTUKU, YTO BBITVIAAUT
MHoOrooOemarome. Takke, Henp3si 3a0bBaTh M O JPYTUX TPATUIUOHHBIX
aKTUBHOCTAX, KOTOpBIE SIBISIOTCA WHTEPECHBIMM — BOJICMOONBHBIA Marty,
KPYTJIBIA CTON U KpUNTOKBECT, — oTMedaeT [enuc [Mappénos, cryngent ®UT HI'Y.

— JleTHs1s mIKoJIa — 3TO CITOCO0 HAWTH €IUHOMBIIIUICHHUKOB, C KOTOPBIMHA MOKHO
OyZeT peann3oBaTh MPOEKT U MOJYYUTh OTBIT BRICTYIUICHUS TEpe]] ayAUTOPUEH, —
cuntaeT Anekcanap baxapes, ctynentr MM® HI'Y, a Haranss AtyTOBa,
ctyaentka MM® HI'Y ormeuaer: «BO3MOXHOCTH HENOCPEACTBEHHOTO
B3aUMO/ICHCTBUS C JIFOJIbMU, KOTOPBIE TOPSIT CBOUM JEJIOM, — OYEHb IICHHBII OMBIT.
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[ToMHUMO JIEKIIUI 1 TPYIIOBBIX 3aHATUIA MHE 3alIOMHUIICS] KPUIITO-KBECT U MaT4 10
BOJICHOOITY cpey MmpernoaaBaTesie U y4aCTHUKOBY.

Opranuzatopsl  MIKOJBI-KOH(PEPEHIIMH TOTOBBI  MPOJOJDKUTH  paboTy €O
CTyJICHTaMHU-y4aCTHUKAMH IIKOJIBI B Jaboparopuu kpunrtorpaduum JetBrains
Research na 6aze ®UT HI'Y.

JIekTophI ¥ IPENnOAABATENN IIKOJIBIL:

1) Nicky Mouha (USA) - PhD, Hay4HbIif COTpYTHUK OT/IejIa KOMITBIOTEPHOM
oe3onacHocTH HallMoHaIpHOro MHCTUTYTA CTaHAAPTOB U TexHoJorui CHIA
(NIST);

2) Nikolay Kaleyski (bonrapus) - HayuHbli coTpyaauk LleHTp O6e3omacHoCTH
koMMmyHuKanuii um. Cenmepa beprenckoro yauBepcuteta (r. bepren,
Hopsgerus);

3) Aruesuu Cepreii Banepbeuu (pecmyoiuka benapycs) - K.¢.-M.H.,
3aBeayromuit HUJI npobnem 6e3onacHocT HHPOPMAITMOHHBIX TEXHOJIOTUH
HUU npuknagueix npodiaem matemMaTuku U nHopmaTuku benopycckoro
rocyapCcTBEHHOro yHuBepcuteTa (r. MuHck, benapycs);

4) BanuaxmetoB Wb Bagumosud - maructpant 1-ro kypca ®UT HI'Y;

5) Beicorkas Bukropust BnagumuposHa — aciupantka BMK MI'Y um. M.B.
JloMoHOCOBA, CIEUAIUCT-UCCIEA0BATENb Ja00OpaTOpuu Kpunrorpaduu
HIIK "Kpunrouut" (r. MockBa);

6) ToponminoBa Anacracusi AJEKCaHIPOBHA - K.().-M.H., CTapIIHiA
npenojaBaresb kKageapsl Teopetudueckoil knoepuernku MMO® HI'Y, H.c.
UM CO PAH;

7) I'pebner Cepreit BnanuMupoBud - Bexynuii kpuntorpad-uccie1oBaTesb
QApp, Poccuiickuii kBaHTOBBIH 11IeHTp (T. MoCKkBa);

8) Unpucosa Banepust AnekcanaposHa - K.(h.-M.H., H.c. UHCTHTYyTa
marematuku uMm. C.JI.CoboneBa CO PAH, accucteHnt kadeapol
Teopernueckor kubepuetnkn MM® HI'Y;

9) Kanrun Koncrantun BukTopoBuY - K.().-M.H., CTapIIHid IpernoaBaTellb
kadeapsl napamienbHoro nporpammupoBanus OUT HI'Y, m.H.c.
NBMuMTI', 1.c. UM CO PAH;

10) Koneros Jlenuc HukonaeBuy - K.T.H., JOLEHT Kadeapbl
KoMIbIoTepHOU Oe3omacHocTH TI'Y, riaBHbBIN pa3paboTYMK 001a4HOM
iaTgopMbl kubepoesonacHocT koMmnanuu Bi.Zone (1. Tomck);

11) Konomeen Hukonait AnexkcanapoBud - K..-M.H., aCCUCTEHT KadeIphl
TeopeTudeckon kuobepHetuku MM® HI'Y, n.c. UM CO PAH;

12) KongpipeB Imutpuii Onerosuu - acnupant ®UT HI'Y, accuctent
kadenpsl cuctem uHpopmatuku OUT HI'Y, m.a.c. UM CO PAH;

13) Kocrouka Ceetnana Bnagumuposna — M.H.c. UM CO PAH, tpenep
MM® u ®UT;
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14) Kyuenko Anekcannp Bnagumuposuu - acnupanr MM® HI'Y,
accUCTeHT Kadeapsl TeopeTrnueckor kubepuetnku MM® HI'Y, m.H.c. UM
CO PAH;

15) Kspxun Cepreit HukomaeBud - K.(¢.-M.H., pyKOBOJIUTEIb IPOSKTOB
JlabopaTtopuu 6mnokuerin, [IAO «Coepbank» (r. MockBa);
16) HukomnaeB AHTOH AHATOJIbEBHY - CTYACHT KaeIpbl KOMIBIOTEPHON

oe3onacHocty TI'Y, pa3paboTUNK CEPBUCOB aHAJIN3A 3AIUIIICHHOCTH
Bi.Zone, rnaBubIii pazpadotunk dppaitmBopka Grinder (Tomck);

17) Makcumimrok FOnus [TaBnoBHa - acnupantka MM® HI'Y, M.H.c.
Huctutyra marematuku uM.C.JI1.Co6oneBa CO PAH,;

18) Ca3onoBa [lonuna AnapeeBna - aciupantka @UT HI'Y, accucrent
kadenpel oomeit uapopmaruku OUT HI'Y, m.a.c. UM CO PAH;

19) Cyropmun MBan AnekcanapoBUY - MATUCTPAHT 1-ro kypca MM®
HI'Y, m.H.c. UnctutyTa Mmarematuku uM.C.JI.Co6onea CO PAH;

20) Tokapesa Hatanbst HukonaeBHa, 1o1eHT KaeIpbl KOMIBIOTEPHBIX

cucteM OUT, kadbenpst TeopeTnueckont kudbepHetuku MM®, c.i.c. UM CO
PAH.
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[yoaukanuu

Cratbu onyonmkoBanHbie (7):

e Kalgin K., Idrisova V. On combinatorial approaches to search for APN
functions and the classification of quadratic APN functions in 7 variables //
Cryptography and Communications, Accepted, 2021 (SETA special issue,
18 pages). Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

e Tokareva N.N., Shaporenko A.S., Sol¢ P.
Connections between quaternary and Boolean bent functions, pp. 561-578.
DOI 10.33048/semi.2021.18.041
http://semr.math.nsc.ru/v18/n1/p561-578.pdf

e Gorodilova, N. Tokareva, S. Agievich, C. Carlet, V. Idrisova, K. Kalgin, D.
Kolegov, A. Kutsenko, N. Mouha, M. Pudovkina, A. Udovenko. The
Seventh International Olympiad in Cryptography: problems and solutions.
https://arxiv.org/abs/2106.01053

e Kondyrev, D. O. Overview of privacy preserving technologies for
distributed ledgers. // Eurasian Journal of Mathematical and Computer
Applications. Volume 9, Issue 1, 2021, Pages 55-68.

DOI: 10.32523/2306-6172-2021-9-1-55-68.

e Mouha N., Kolomeec N., Akhtyamov D., Sutormin I., Panferov M., Titova
K., Bonich T., Ischukova E., Tokareva N., Zhantulikov B. Maximums of the
Additive Differential Probability of Exclusive-Or // IACR Transactions on
Symmetric Cryptology, Volume 2021, Issue 2, 2021. Pages 292-313.

DOI: https://doi.org/10.46586/tosc.v2021.i2.292-313.

e A. Gorodilova, N. N. Tokareva, S. V. Agievich, C. Carlet, E. V. Gorkunov,
V. A. Idrisova, N. A. Kolomeec, A. V. Kutsenko, R. K. Lebedev, S. Nikova,
A. K. Oblaukhov, I. A. Pankratova, M. A. Pudovkina, V. Rijmen, A. N.
Udovenko. On the Sixth International Olympiad in Cryptography
NSUCRYPTO // Journal of Applied and Industrial Mathematics volume 14,
623-647(2020). DOI: https://doi.org/10.1134/S1990478920040031

e Kolomeec N. Some general properties of modified bent functions through
addition of indicator functions // Cryptography and Communications, 2021.
Available online, 18 pages.DOI:https://doi.org/10.1007/s12095-021-00528-
5WoS - 1.291 (Q2); Scopus - 0.816 (Q1)
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https://doi.org/10.1134/S1990478920040031
https://doi.org/10.1007/s12095-021-00528-5
https://doi.org/10.1007/s12095-021-00528-5

Crarpu, c1aHHble B evarts (4)

Bonich T., Panferov M., Tokareva N. On the number of unsuitable Boolean

functions in constructions of filter and combining models of stream ciphers
/[ lEEE Trans. on Inform. Theory. Submitted, 2020 (Npages). Scopus -

1.879 (Q1), WoS - 3.036 (Q2).

Kanrun K.B, Joponun A.E. Tectsl ania SAT-pemaTeneil, O0CHOBaHHbIE Ha
KpunTorpadguueckux 3aaadax, caaHo B nedats, 2020 // Tlpuknagnas
JTUCKpeTHas MaTemaTHKa (18 pages)

Kutsenko A. On constructions and properties of self-dual generalized bent
functions // Cryptography and Communications, Submitted, 2020 (22
pages), Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

CytopmuHn U. O HenuHeitHOCTH OyJIeBbIX (YHKINNA, TOCTPOEHHBIX
0000111eHHON KOHCTpyKIMel JJo00epTuna // JIucKpeTHbIN aHamu3 u
UCCIIEIOBaHKE ONepalui, IpUHATO K nmyonukauuu (16 crpanui).

ABTtopedepatsl nuccepranmii (2)

Kynenko A. CamopayanbHble OCHT-QYHKIIMHA M UX METPUYECKUE CBocTBa //
ABTopedepaT auccepTalid Ha COMCKaHWE CTeNeHW KaHaujaara ¢us.-mart.
Hayk mo cnemmansHocT 01.01.09. 2021. 18 ctpanum. 3amura coCTOsAIACH
24 mapra 2021 rona.

Oo6mayxoB A. MeTpuuecku perysasipHble MHOXeCTBa B OyJIeBOM KyoOe:
KOHCTPYKIIMM M cBoiicTBa// ABTOopedepaT auccepTalii Ha COMCKaHHE
cTeneHu KaHauaata ¢us.-mat. Hayk no crnenunansHocty 01.01.09. 2021. 16
cTpaHuil. 3amnuTa cocrosuiack 24 mapta 2021 ropa.

Tpynsl ¥ Te3uckl KoHbepeHmi (18)

Kutsenko A. The duality mapping and unitary operators acting on the set of
all generalized Boolean functions // Simposium "Current Trends in
Cryptography" (June 2021, Moscow) ctcrypt.ru

Shaporenko A. On derivatives of Boolean bent functions // Simposium
"Current Trends in Cryptography" (June 2021, Moscow) ctcrypt.ru

Kutsenko A., Atutova N., Zyubina D., Maro E., Filippov S. Algebraic
cryptanalysis of round-reduced lightweight ciphers Simon and Speck //
Simposium "Current Trends in Cryptography” (June 2021, Moscow)
cterypt.ru
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A Kyuenko, [.3i06una, H.ATyTtoBa AHanM3 CTOMKOCTM CTaHAApTOB
JIETKOBECHOW KpunTorpaduu JUisi CUCTEM CBA3M MO paguouHTepdeiicy k
anreOpanueckuM atakam // 1II Bcepoccuiickas HaydyHO-TEXHUYECKAs
koH(pepenuusa «CoCTOSHHE U MEPCHNEKTUBBI Pa3BUTHS COBPEMEHHOW HAyKH
no Hanparieanio «MHbopmanmonnas Oe3omacHocTh» (ampenb 2021,
Amnama)  https://www.era-tehnopolis.ru/events/iii-vserossiyskaya-nauchno-
tekhnicheskaya-konferentsiya-sostoyanie-i-perspektivy-razvitiya/

AtyroBa H. (HoBocubupck). ['mOpuanblii mMoaxoa K TOUCKY OyJIeBBIX
GyHKUMA C  BBICOKOM aire0panyeckoi HMMMYHHOCTbIO Ha OCHOBE
IBpUCTUYECKUX MeToJoB// CuOupckas HaydHas IIKOJAa-CEMUHAp C
MexayHapoaHbiM  ywyactuem  "KommblorepHas ~— Oe3omacHOCTb U
kpunrorpadpus" SIBECRYPT 2021 (centsiops 2021, HoBocubupck)
http://sibecrypt.ru/

KongeipeB [I. Meton oOecneueHrs KOH(PUACHIMAIBHOCTH JaHHBIX Ha
ocHoBe zk-SNARK /[ Cubupckas HayyHas IIKOJIa-CEMHUHAp C
MEXIYHAPOJHBIM  Y4aCTHUEM "KoMnbroTepHas 0e30MacHOCTh U
kpunrorpadpus" SIBECRYPT 2021 (centsiopr 2021, HoBocubupck)
http://sibecrypt.ru/
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the differen-
tial cryptanalysis and are widely studied. Most known APN functions are obtained
as functions over finite fields Fo» and very little is known about combinatorial con-
structions in F5. In this work we proposed two approaches for obtaining quadratic
APN functions in F3. The first approach exploits a secondary construction idea,
it considers how to obtain quadratic APN function in n + 1 variables from a given
quadratic APN function in n variables using special restrictions on new terms. The
second approach is searching quadratic APN functions that have matrix form par-
tially filled with standard basis vectors in a cyclic manner. This approach allowed
us to find a new APN function in 7 variables. Also, we conjectured that a quadratic
part of an arbitrary APN function has a low differential uniformity. This conjecture
allowed us to introduce a new subclass of APN functions, so-called stacked APN
functions. We found cubic examples of such functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let F} be the n-dimensional vector space over Fy. A
function F' from F7 to F7', where n and m are integers, is called a wvectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function F
can be represented as an ordered set of m coordinate functions F' = (fi,..., fm), where f;
is a Boolean function in n variables. Any vectorial function F' can be represented uniquely
in its algebraic normal form (ANF):

F(zx) = Z)a;(Hwi),

IeP(N iel
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where P(N) is a power set of N = {1,...,n} and a; € F". The algebraic degree of a
given function F' is the degree of its ANF: deg (F) =max{|I| : a; # 0,1 € P(N)}. If
algebraic degree of a function F' is not more than 1 then F' is called affine. If for an affine
function F' it holds F'(0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F'is called quadratic.

We can put the finite field Fo» in one-to-one correspondence to the vector space F and
consider vectorial Boolean functions as functions over Fy».. Then any vectorial function
F" has the unique univariate polynomaial representation over Fan:

2" —1

F(ﬁ) = Z )\Z‘l‘i, /\j € Fon.
1=0

Two vectorial functions F' and G are eztended affinely equivalent (EA-equivalent) if
F = A 0Go Ay + A where Ay, Ay are affine permutations on F} and A is an affine
function. Two functions F' and G are called Carlet-Charpin-Zinoviev [7] equivalent (CCZ-
equivalent) if their graphs {(z,y) € Fy x Fy | y = F(z)} and {(z,y) € F§ xF3 | y=G(z)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A, Ay) of
F2 x F4 such that y = F(z) < As(x,y) = G(AL(z,y)).

Let F' be a vectorial Boolean function from F} to F5. For vectors a,b € F, where
a # 0, consider the value

5(a,b) = |{ z € Fy | F(z +a) + F(z) = b}|.
Denote by Ag the following value:
Ar = max 6(a,b).

a#0, beFy

Then F is called differentially Ap-uniform function. The smaller the parameter A is
the better the resistance of a cipher containing F' as an S-box to differential cryptanalysis.
For the vectorial functions from F} to F} the minimal possible value of Ap is equal to
2. In this case the function F' is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [9].

APN functions are widely studied by many researchers, but there is still a significant
list [6] of important open questions, such as lower and upper bounds on the number of
APN functions, an upper bound on algebraic degree of an APN function [4], the existence
of bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[6]. The second problem is to find new constructions of APN functions in vectorspace F%,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [8].

In this work we propose two approaches for generating quadratic APN functions in
F%. The first approach considers the algebraic normal form of a given quadratic APN
function G in n variables and extends it into an ANF of a quadratic function F in n + 1
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variables, using special restrictions on coefficients of new terms. In the second method
we consider special matrices that are partially filled with vectors of standard basis and
search for corresponding APN functions using the same idea of restrictions. Using this
approach we found previously unknown (in the sense of CCZ-equivalence) quadratic APN
function for n = 7. Generally, quadratic APN functions are not suitable as secure S-boxes
due to the low algebraic degree, but obtaining new quadratic representatives can lead
us to another useful functions. This is very important for even n > 8, since new APN
permutations CCZ-equivalent to quadratic functions can be found for these dimensions
3].

In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary approach to search for quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. We shall then consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following known result gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1,..., fn) be an APN function in n variables. Then every
quadratic term x;x;, where i # j, appears at least in one coordinate function of F.

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1,...,9») be a quadratic APN-function in n variables. Consider
vectorial function F' = (fi,..., fu, fur1) in n + 1 variables such that:

n
=g+ E Q15T Tpy1;

i=1

fo=0n+ Y Qi (1)

i=1

n
frt1 = Gni1 + 5 Q1T Tna1s
i=1

where aq;..., 0041, € Fo for ¢ = 1,...,n and g,41 = ZKKK” Bjkxjr), for some
fixed B;; € F5. Note that if a4, ..., o, are such that each term z;x,4, appears at least
in one of the coordinate functions fi,..., f,, then the necessary condition of Theorem 1

is held for the constructed function F. Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F'.

Let us denote the lexicographically ordered elements of F% as z2°,..., 22" 1. Since all
the values G(z°),...,G(2*' ) of the function G are known, we can represent values of
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the constructed function F' only through unknown coefficients «;j and some constant
terms. Since F' is an APN function, for a nonzero a all sums F(z) + F(z + a) and
F(y) + F(y + a), where z # y and = # y + a, should be pairwise different. This fact
applies special restrictions on coefficients «; ;. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (g;;), where each element g;; € F3 is a vector of coefficients corresponding to
term z;z; in the algebraic normal form of G and all diagonal elements g;; are null.

t is necessary to mention that these matrices also were used in [11] and [10] to construct
and classify a lot of new quadratic APN functions over finite fields.

Example 2. For n = 3 let us consider function G = (g1, g2,93) = (T122, T2x3, T173)
1 0 0

= |0 -xy22+ |0] - zy234+ |1| - x223.
0 1 0

Then the corresponding matrix G is the following:

(000) (100) (001)
G = |(100) (000) (010)
(001) (010) (000)

It is necessary to mention that these matrices also were used in [11] and [10] to con-
struct and classify a lot of new quadratic APN functions over finite fields. Using these
matrices the APN property can be formulated in the following way:

Proposition 3. Let G be the matriz that corresponds to quadratic vectorial function G.
Then function G is APN if and only if z - (G - a) # 0 for all x # a, where a,xz € Fy and
a # 0.

In terms of matrices method (1) can be considered as an extension of a given G with
an extra bit that represents g,.1 in every element and an extra pair of row and column
that represents a set of new terms z;x, 1.

Example 4. For the considered APN function G = (g1, g2, 93) = (T122, 2223, T123) We
choose null g, 11 and construct APN function F' = (f1, fa, f3, f4) in 4 variables, where:
J1=91;
Jo = go + w324;
J3 = g3 + o4 + T37y4;
fi= 2104 + 1374
Then the corresponding matrix F is the following:
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(0000) (1000) (0010) (0001)

& _ | (1000) (0000) (0100) (0010)
~ |(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)

Consider a quadratic APN function G and the corresponding n x n matrix G. Denote
the vector of nonzero coefficients for new variables as a = (o, . .., ay,), where a; € Fyth,
Let us fix ¢,,+1 and construct (n+ 1) X (n+ 1) matrix F by adding (o, ..., a,,0) to G as
the last column and the last row and adding new bit to every element of G according to
the choice of g,11. Let us denote as G’ the submatrix (f;;) of F, such that i, j < n+1. Let
(X) denote the linear span of an arbitrary set X C F7 and F' be the quadratic vectorial
function corresponding to the constructed matrix F. Then the following proposition is
true.

Proposition 5. F' is APN if and only if a - a’ does not belong to (G'-d’) for all a’ € Fy,
a # 0.
Let us note that Proposition 5 shows how to obtain restrictions on new coefficients in

the convenient form.
For the given k£ € N let us consider the following sets:

S@k = {Oéi + v | RS <g/ . (61' + ek)>};
Sigr ={ai+aj+v|ve(F (e +e;+ex))h

5172 ,,,,, k_l,k:{al—l-ozg—i-...—i-ozk_l—i-v | NS <g/'(61+62+...—|—6k_1+6k)>},

where ¢4, ..., ¢, is the standard basis in Fy. Let us call a vector o = (aq, ..., ),
where a; € F3™, admissible for matrix G’ if it satisfies the condition in Proposition 5. We
call a sequence (f, ..., a}), where af € Fy™ to be k-admissible for some k < n, if vector
a* = (of,...,a;,0,...,0) of length n is admissible for all nonzero o’ = (a},...,al) € F}
such that a;,, = 0,...,a, = 0. An n-admissible sequence can be considered as an

admissible vector of length n. Consider an APN function GG in n variables and a fixed
9n+1-

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G wusing the construction from (1) is equal to the number of admissible vectors
a=(ag,...,ap) for matriz G'.

It can be seen that there are 2"*1— | (G’ - (e;)) | vectors ay such that (aq) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (a1, a9, ..., 1) be the (k — 1)-admissible sequence for some k <
n+ 1. Then there exist

k-1
2 — [ (G (en)) UL St U{ | Sigwd U US1a ki |
i=1

1<i<j<k,

vectors ay, such that sequence (o, g, . .., p_1,0y) is k-admissible.
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Also, our method can be extended to the case when G is not an APN function, but
the ANF of G and g,,1 together contain all possible quadratic terms. The following
proposition describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a quadratic vectorial function in n variables and F be an APN
function in n+1 variables that it is obtained from G using construction (1). Then Ag < 4.

For example, for differentially 4-uniform function G = (g1, g2, 93, 94, g5), where:

g1 = T1T2 + T3T5 + T4l5;

g2 = X1T3 + T4Ts5;

g3 = To2Z3 + T1%4 + X3T5 + T4Ts5;

g4 = oy + X1T5 + L4255

g5 = T3T4 + ToXs5 + T4T5.

and g¢ contains all the terms z;x;, where ¢ < j < n, we obtained 13 CCZ classes of
APN functions among constructed functions. Let us recall that there exist only 13 CCZ
classes of quadratic APN functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3,4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4,5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables. ,

Note that for the given APN function G in n variables we have 9l possibilities
to choose g,.1. It is interesting that the choice of g,.1 affects the capability to obtain
APN function F' in n + 1 variables, the number of such constructed functions and the
variety of different CCZ-classes among constructed classes. For example, when n = 5
and g, 1 is null both quadratic CCZ-representatives give us the only one CCZ-class for 6
variables (class 11 in the list from [2]). At the same time, when ¢, 41 contains all quadratic
terms z;x;, these functions give 13 CCZ-classes of quadratic APN functions in 6 variables.
Unfortunately, for n > 7 it becomes computationally harder to choose the proper initial
function and g¢,,; and to obtain a large amount of generated functions. It seems that
method (1) is not so efficient on large dimensions.

3 On cyclic approach to search for quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let eq, ..., e, be the standard basis in F}. For the
given n consider the following matrix with elements from [F7:

0 €1 ()] €3 SN €n—2 Cn—1
el 0 es €4 R | en
€9 €3 0 €5 ce €n t3,n
T = €3 €4 €5 0 A t47n_1 t47n ,
€n—2 €En—-1 €n tn71,4 oo 0 tnfl,n
_en—l €n tn,?) tn,4 cee tn,n—l 0 |




where ¢; ; = t;; and ¢; ; denote some unknown elements in .

Our aim is to find values of missed matrix elements such that matrix 7 represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix 7 that is ¢3 ,,.
According to Proposition 5 the last column of 7 should satisfy (e,-1,€en,t35,...,0)-a’ &
(T"-d'), where / € 7', a/ # 0 and T' = T \ (én_1,€n;st3m,---,0). If we consider all
a = aj,...,al,_; such that a;, = 1 and a, = 0, if ¢ > 3, we obtain restrictions on the
value of ¢3,, that are independent from any other unknown element of 7. Repeating this
procedure step by step for every new element after fixing values of previous variables ¢; ;
allows us to obtain all possible fillings for the given matrix 7.

For n = 3,4 and 5 this construction covered all quadratic CCZ classes of APN func-
tions. For n = 6 it covered 11 out of 13 classes. Unfortunately, for larger dimensions the
number of generated functions dropped dramatically and the construction covers only 7
classes for n = 7 and only one class for n = 8. As a consequence, we consider the following
generalization of this construction.

Let 7 be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements e, in 7. It is easy to see that we can remove any element e,
from this diagonal and apply the above procedure to the new matrix with £+ 1 unknown
elements. Moreover, we can remove any number of elements from 7 and the more elements
are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element e, from the diagonal in 7 the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements e, on the diagonal we generated 2341888 quadratic APN
functions. We have found a new CCZ class for n = 7 among obtained functions. Here we
provide a representative of this class in the univariate form:

F(z) = a2+ a®2? + a®23 4+ 0221 + a®" 25 + a*825 + 028 + a%2° + a®8210 4 00212 +
QL0916 | (AT 1T | (44008 | (27,20 4 (01,24 | (T1.82 | 96,33 4 10134 4 (7,86 | 12,40 4
a8 4 80500 | g4y | g0 | T3 y08 4 73572 4 56,80 4 20,96

where a is the primitive element whose minimal polynomial over For is 27 + x + 1.

4 The differential uniformity of quadratic parts of APN func-
tions and the class of stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = FO 4+ FO 4L @ 4 4 F where each function FU) contains only monomials
of algebraic degree j and F(© is a constant term. We observed that if F is an APN
function then its quadratic part F® has a low differential uniformity.

Conjecture 9. Let F' be an APN function in n variables, where 4 < n < 7. Then

The conjecture is true for n = 4. When n = 8,9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
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Ape = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms.

Proposition 10. Let F be an APN function in n variables, where F = F® +F®) 4+
FO IfH=F+F®=(0,...,0,h,0,...,0) for some 1 < j < n, then Ape < 4.

For n = 4,6 there exist cubic APN functions such that H = F + F?) = (0,...,0, h;,
0,...,0) for some 1 < j < n. Examples of such F and F® for n = 4 can be found in
Table 1. An example of F' for n = 6 is the following:

J1 = 2102 + 2476 + T5T6 + T2T375;

fo = 1123 + 1375 + T4T5 + T2T6 + T5T6;

f3 = ox3 + T124 + T4T5 + T5T6;

f1 = Toxy + x175 + X375 + Tokg + X3T + T4k + Txs;

f5 = X3q4 + Loy + 3Ty + T4y + T1Tg + Tolg + T3Tg + T5T6,
J6 = 375 + Tox6 + T5T6.

Let us note that these simple results allow us to use quadratic APN or differentially
4-uniform functions to construct functions of higher degrees, particularly, cubic APN
functions. The observation on low differential uniformity of quadratic parts of APN
functions motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F®) + ..+ F( be an APN function of algebraic degree d. If all
functions F — F@, F— pld) _ p=1) — p_ pld _ pl=1) _ [ are APN functions
then F' is called a stacked APN function.

Let us describe possible approaches to constructing stacked APN functions of degree
3. Let H be a cubic vectorial function in n variables with no affine or quadratic terms.
Then H = Z”k a;jpxiv;xy, where 1 < ¢ < j < k < n and a;;, € Fy. Let ;5,1 be
an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 <1< j <k < nvector a;j; is null or equal to a;, 1,

For n = 4,5 we implemented the search of cubic APN functions F = F® 4+ F®) such
that F® is some cubic part and F® is an APN quadratic function, that is constructed
using the cyclic matrix 7 from the previous section. For n = 6 we implemented the similar
search, but F'® was a cubic shift since it is computationally hard to search through all
the possible cubic parts. We have found a large amount of cubic stacked APN functions
for n = 4,5,6. Some examples are listed in Table 1.

It is worth mentioning that for quadratic APN functions from differenet different CCZ
classes for n = 6 we have found more than 70 000 cubic stacked APN functions and all
these functions belong to the same CCZ-class that is the only known class that does not
contain quadratic functions (class number 13 in the list from [2]), despite that all 14 CCZ
classes contains (see [5]) cubic representatives.



Table 1: Examples of stacked cubic APN functions (both F and F®) are APN).§

T o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F®@) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13
T 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Fz) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9
F®@) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6
T O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
F) 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41
F®@) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35
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