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Состав лаборатории: 

 

 Токарева Наталья Николаевна,  

к.ф.-м.н., с.н.с. Института математики им. С.Л.Соболева СО РАН, 

доцент каф. комп.систем ФИТ НГУ, каф. теор.киб. ММФ НГУ, каф. 

дискр.мат.и инф. СУНЦ НГУ, руководитель группы 

 

 Коломеец Николай Александрович,  

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

ассистент кафедры параллельных вычислений ФИТ НГУ и кафедры 

теоретической кибернетики ММФ НГУ 

 

 Городилова Анастасия Александровна 

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

старший преподаватель кафедры теоретической кибернетики ММФ 

НГУ и кафедры дискретной математики и информатики СУНЦ НГУ 

 

 Калгин Константин Викторович 

к.ф.-м.н., н.с. Института вычислительной математики и 

математической геофизики СО РАН, старший преподаватель кафедры 

параллельных вычислений ФИТ НГУ 

 

 Идрисова Валерия Александровна 

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

ассистент кафедры теоретической кибернетики ММФ НГУ 

 

 Куценко Александр Владимирович 

к.ф.-м.н., аспирант ММФ НГУ, ассистент кафедры теоретической 

кибернетики ММФ НГУ, м.н.с. Института математики им. С.Л. 

Соболева СО РАН 

 

 Кондырев Дмитрий Олегович 

Аспирант ФИТ НГУ, преподаватель НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Ткачев Александр Витальевич 

Аспирант ФИТ НГУ, преподаватель ФИТ НГУ 

 

 Доронин Артемий Евгеньевич 

Аспирант ФИТ НГУ, м.н.с. Института математики им.С.Л.Соболева  

 

 Шапоренко Александр Сергеевич,  

Аспирант ММФ НГУ, м.н.с. Института математики им.С.Л.Соболева  
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 Максимлюк Юлия Павловна 

Аспирантка ММФ НГУ, м.н.с. Института математики им.С.Л.Соболева  

 

 Номонде Шарон Маланда, аспирантка НГУ 

Аспирантка ММФ НГУ 

 

 Бонич Татьяна Андреевна 

Магистрантка 2-го курса ММФ НГУ 

 

 Завалишина Елена Владимировна 

Магистрантка 2-го курса ФИТ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН, преподаватель кафедры дискретной 

математики и информатики СУНЦ НГУ 

 

 Панферов Матвей Андреевич 

Магистрант 2-го курса ММФ НГУ 

 

 Сутормин Иван Александрович 

Магистрант 1-го курса ММФ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Зюбина Дарья Александровна 

Студентка 4-го курса ФИТ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Атутова Наталья Дмитриевна 

Студентка 3-го курса ММФ НГУ 

 

 Бахарев Александр Олегович 

Студент 3-го курса ММФ НГУ 

 

 Быков Денис Александрович 

Студент 3-го курса ММФ НГУ 

 

 Лаханский Алексей Адреевич 

Студент 3-го курса ФИТ НГУ 

 

 Сафенрейтер Дмитрий Алексеевич 

Студент 3-го курса ФИТ НГУ 

 

 Парфенов Денис Романович 

Студент 4-го курса ФИТ НГУ 
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Избранные научные направления лаборатории 

 

Криптографические булевы функции (бент-функции, APN-функции, и т.д.). 

 

Самое широкое направление и наиболее представленное в лаборатории. 

Вопросы изучения и построения булевых функций со специальными 

криптографическими свойствами широко исследуются в криптографии. 

Такие функции непосредственно используются  для конструирования шифра 

с секретным ключом. Мы исследуем  

 функции, максимально отклоняющиеся от линейных (бент-функции),  

 функции, наиболее равномерные по парам разностей вход и выход 

(APN-функции) 

 функции, затрудняющие проведение алгебраического криптоанализа 

(алгебраически иммунные функции) 

К данному направлению относится большая часть наших публикаций –   

монографии, научные статьи, кандидатские диссертации. 

 

Криптоанализ симметричных шифров. 

 

В этом направлении мы исследуем стойкость шифров с секретным ключом 

по отношению к современным методам анализа, таким как линейный, 

дифференциальный, алгебраический, криптоанализ по сторонним каналам. 

Исследуются дифференциальные и алгебраические характеристики как 

отдельных компонент шифров (S-блоков), так и шифров в целом, таких как 

ARX-шифры, шифры Simon и Speck – стандарты для шифрования в RFID-

метках и другие. Задачи интересны тем, что одновременно содержат 

интересную математику и близки к приложениям. 

 

Блокчейн-технологии и их приложения. 

 

В данном направлении мы решаем задачи, связанные с разработкой и 

реализацией алгоритмов сокрытия информации о транзакциях в открытых 

распределенных реестрах (в том числе, блокчейн-системах). Исследуются 

криптографические алгоритмы доказательства с нулевым разглашением, их 

модификации и реализации.  

 

Квантовая и постквантовая криптография. 

 

Одним из перспективных направлений постквантовой криптографии 

является разработка и анализ систем шифрования, основанных на 

использовании кодов, исправляющих ошибки. В данном направлении мы 

занимаемся изучением подкодов кода Рида-Маллера и других кодов, 

подходящих для построения стойких криптосистем. 
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Международная олимпиада по криптографии Non-stop University 

CRYPTO 2020 

 

Наша команда выступает основным организатором международной 

олимпиады NSUCRYPTO.  

NSUCRYPTO – единственная международная олимпиада по криптографии, 

которая объединяет как школьников и студентов, так и профессионалов. За 

время существования олимпиады (с 2014 года) в ней приняли участие более 

1600 участников из 56 стран мира (среди них – страны ЕС, страны СНГ, 

Канада, Китай, Индия, ЮАР, Иран, Индонезия, Вьетнам и др.). По итогам 

каждой олимпиады публикуются научные статьи с разбором проблем, 

предложенных участникам, в том числе – нерешенных, требующих 

отдельного научного исследования. Отличительная черта олимпиады – 

включение в число ее задач нерешенных проблем криптографии и 

информационной безопасности, предложенных ведущими специалистами в 

данной области. Это как раз соответствует цели олимпиады – привлечь 

молодых исследователей к современным вопросам криптографии и помочь 

им сделать свой профессиональный выбор. 

 

Олимпиада NSUCRYPTO – Non Stop University Crypto – проходит ежегодно, 

принять в ней участие может любой желающий. Официальный язык 

олимпиады – английский. Сайт – https://nsucrypto.nsu.ru.  

Олимпиада зародилась в Новосибирском Академгородке. В 2020 году она 

проходила с 17 по 25 октября в два независимых этапа: личный и командный. 

Школьники Академгородка и студенты НГУ приняли в ней активное участие. 

 

Больше ста участников и команд заслуженно получили призы и дипломы.  

Вручаются также благодарственные письма руководителям и учителям 

призеров. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://nsucrypto.nsu.ru/


6 
 

Защиты выпускных работ студентов и аспирантов лаборатории в 2021 

году:  

 

Кандидатские диссертации: 

 

 Куценко Александр Владимирович (рук. - Токарева Н.Н.) 

Самодуальные бент-функции и их метрические свойства // диссертация 

на соискание степени кандидата физ.-мат. наук по специальности 

01.01.09. Защита состоялась 24.03.2021. 

 

 Облаухов Алексей Константинович (рук. - Токарева Н.Н.) 

Метрически регулярные множества в булевом кубе: конструкции и 

свойства // диссертация на соискание степени кандидата физ.-мат. наук 

по специальности 01.01.09. Защита состоялась 24.03.2021. 

 

Магистерские диссертации: 

 

 Бонич Татьяна Андреевна (рук. - Токарева Н.Н.) 

Periodic properties of the sequence generated by the filter generator - 

Периодические свойства последовательности, порождаемой 

фильтрующим генератором (Премия Ляпунова I степени) 

 

 Завалишина Елена Владимировна (рук. - Токарева Н.Н.) 

Post-quantum cryptosystem with a public key - Постквантовая 

криптосистема с открытым ключом  (диплом II степени МНСК) 

 

 Панферов Матвей Андреевич (рук. - Токарева Н.Н.) 

Analysis of the gamma generated by the combining generator - Анализ 

гаммы, порождаемой комбинирующим генератором 

 

Бакалаврские диссертации: 

 

 Зюбина Дарья Александровна (рук. - Токарева Н.Н.) 

Криптографические свойства S-блока, построенного на основе булевой 

функции и перестановки  (диплом I степени МНСК) 
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Учебные курсы, проводимые в учебном году: 

 

1) "Криптография и криптоанализ" (Спецсеминар) 

 

Семинар о новых событиях и результатах в области криптографии. Он всегда 

проходит с объявлениями. Мы можем заслушать и новый результат с 

доказательством в некотором узком направлении, и послушать рассказы 

ребят о поездке на научную конференцию или стажировку. У нас выступают 

преподаватели, студенты, приглашенные докладчики. Темы семинаров 

никогда не повторяются вот уже девять лет)) Семинар для тех, кто хотел бы 

связать свою научную активность с криптографией. 

 

Руководитель: Токарева Н. Н. 

 

2) "Математические основы и приложения квантовой информатики: 

криптография и вычисления" (Спецкурс) 

 

В курсе будут приведены математические основы квантовой информатики – 

научной дисциплины, изучающей закономерности передачи информации, 

базирующиеся на законах квантовой механики. Подробно будет рассмотрен 

ряд квантовых алгоритмов и протоколов квантовой криптографии. Также в 

курсе будут представлены основы постквантовой криптографии. 

 

Руководитель: Куценко А. В., Токарева Н. Н. 

 

3) "Основы теории информации и криптографии" (Основной курс) 

 

Руководитель: Токарева Н.Н.  

Семинаристы: Н.А.Коломеец, А.Е.Доронин, А.С.Шапоренко 

 

Курс посвящен основам современной теории информации и криптографии. В 

него входят такие направления, как  

• обработка непрерывной информации; методы дискретизации;  

• основы теории информации (измерения количества информации, 

сложности сообщений, особенности источников данных);  

• методы помехоустойчивого кодирования (особенно исследующиеся в 

последние, 2000-е, годы методы линейного кодирования, достигающие 

оптимальной оценки по скорости);  

• методы сжатия информации (без потерь и с потерями; изложение 

теоретических основ и разбор современных архиваторов);  

• задачи хранения информации (надежность и отказоустойчивость, 

RAID-массивы);  

• криптография и криптоанализ (теоретические и практические 

результаты, новые направления исследований последнего десятилетия);  
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• псевдослучайные последовательности; статистические методы их 

анализа;  

• методы хранения, обработки и передачи информации в цифровой 

сотовой связи, беспроводных сетях; представление информации на 

различных уровнях сетевых протоколов. 

Курс совмещает изложение строгих математических результатов (и их 

доказательств) с практическими результатами внедрения методов теории 

информации в конкретные системы и протоколы. Цель курса – дать 

студентам базовые знания по основным направлениям современной теории 

информации. В состав курса кроме лекций входят семинарские занятия (с 

решением теоретических задач) и лабораторные работы в компьютерном 

классе. Будет сформулирован также ряд исследовательских задач студентам, 

интересующимся специализацией в данной области.  

 

4) "Криптография в задачах" (Спецсеминар) 

 

Курс позволяет погрузиться в математику, которая используется в 

криптографии. Алгоритмы шифрования, основные методы криптоанализа, 

связь с теорией информации, криптографические функции: разобраться во 

всем этом поможет решение задач. 

 

Руководитель: Коломеец Н.А. 

 

5) "Криптография и криптоанализ. Современные методы" (Спецкурс) 

Вводный курс в основы криптографии. Если вы думаете, с чего начать в этой 

области, то, да, именно с него. 

 

Руководитель: Идрисова В.А., Токарева Н.Н. 

 

6) "Булевы функции в криптографии" (Спецкурс) 

 

В курсе рассматриваются булевы функции, представляющие интерес для 

криптографических приложений. Цель курса – основательное знакомство 

слушателей с основными криптографическими свойствами булевых функций 

и методами их анализа, с последними математическими результатами в этой 

области и современными открытыми проблемами. 

 

Руководитель: Городилова А. А. 

 

 

7) "Олимпиадные задачи по криптографии" (Спецкурс СУНЦ НГУ) 

 

Незаменимый спецкурс для подготовки ко всероссийской олимпиаде по 

математике и криптографии от ИКСИ и к международной олимпиаде по 
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криптографии NSUCRYPTO. Хочешь подготовиться к олимпиадам в 

интересной соревновательной форме - тебе сюда! 

 

Руководитель: Городилова А.А., Бонич Т.А., Панферов М.А. 

 

 

8) "Математические методы в криптографии" (Спецкурс СУНЦ НГУ) 

Основные методы шифрования и базовые алгоритмы криптографии 

рассматриваются в этом вводном курсе для школьников. 

 

Руководитель: Завалишина Е.В., Городилова А.А. 

 

9) «Криптография» (Основной курс ГФ НГУ) 

 

Руководитель: Максимлюк Ю.П. 

 

 

Заседания семинара «Криптография и криптоанализ» 

 

15 июня 2021 г. 

А.В.Куценко, А.С.Шапоренко, Н.Д.Атутова 

Об участии в X симпозиуме «Современные тенденции в криптографии» 

CTCrypt 2021 (1-4 июня 2021, Москва) 

 

04 мая 2021 г. 

А. В. Куценко, Н. Д. Атутова, Д. А. Зюбина 

О поездке на всероссийскую научно-техническую конференцию «Состояние 

и перспективы развития современной науки по направлению 

«Информационная безопасность» (Анапа, 21-22 апреля 2021). 

Н. Д. Атутова 

О поездке на саммит молодых учѐных и инженеров "Большие вызовы для 

общества, государства и науки" (Сочи, 26-30 апреля 2021). 

 

13 апреля 2021 г. 

Выступления студентов перед МНСК: 

Н. Д. Атутова 

Применение эвристических методов для поиска булевых функций с высокой 

алгебраической иммунностью. 

Н. Д. Атутова, Д. А. Зюбина, С. Д. Филиппов 

Разработка автоматизированного анализа шифров на алгебраическую 

криптоустойчивость. 

А. О. Бахарев 
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Реализация и анализ гибридной атаки на криптографическую систему NTRU 

при малых значениях параметров с использованием алгоритма квантового 

поиска. 

Т. А. Бонич 

Свойства функции в регистре сдвига с нелинейной обратной связью. 

E. В. Завалишина 

Об эквивалентных ключах. Анализ криптосистемы с открытым ключом, 

основанной на сложности решения системы полиномиальных уравнений в 

целых числах. 

Д. А. Зюбина 

S-блоки с высокой компонентной алгебраической иммунностью. 

А. А. Лаханский, Д. А. Сафенрейтер 

Интеграция алгоритмов доказательства с нулевым разглашением в смарт-

контракты Ethereum. 

М. А. Панферов 

Построение функций изменения состояний в нелинейном регистре сдвига с 

обратной связью. 

И. А. Сутормин 

Рекуррентные формулы для разностной характеристики XOR относительно 

сложения по модулю $2^n$. 

 

30 марта 2021 г. 

Коломеец Н. А. 

Реферат статьи J. Daemen, V. Rijmen, "The Wide Trail Design Strategy". 

 

25 марта 2021 г. 

И. А. Панкратова (зав. лаборатории компьютерной криптографии ТГУ) 

Криптосистемы с функциональными ключами. 

 

9 марта 2021 г. 

А. Куценко, Н. Атутова, Д. Зюбина, Е. Маро (ЮФУ), С. Филиппов (СПбГУ) 

Алгебраический криптоанализ шифров Simon и Speck. 

 

2 марта 2021 г. 

А. Доронин, К. Калгин 

Применение SAT-решателей в задаче поиска APN-функций с помощью 

итеративных конструкций. 

 

16 февраля 2021 г. 

А. Шапоренко 

О производных булевых бент-функций. 

 

9 февраля 2021 г. 

Н. Н. Токарева 
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Встреча лаборатории: отчѐт и планы. 

 

27 октября 2020 г. 

Д. Кондырев, А. Лаханский, Д. Сафенрейтер 

Алгоритмы доказательства с нулевым разглашением в блокчейн-системах: 

принципы работы и примеры реализаций. 

 

19 октября 2020 г. 

И. Сутормин 

Нелинейность сбалансированных булевых функций. Обзор. 

 

29 сентября 2020 г. 

Н. Коломеец, А. Куценко, К. Калгин, А. Облаухов, В. Идрисова 

Об участии в международных конференциях BFA (Норвегия, 15-17 сентября 

2020) и SETA (Санкт-Петербург, 22-25 сентября 2020). 

 

22 сентября 2020 г. 

А. Куценко 

О поездке на IX симпозиум «Современные тенденции в криптографии» 

CTCrypt 2020 (Московская область, 15-17 сентября 2020). 

 

15 сентября 2020 г. А. Облаухов 

Метрически регулярные множества в булевом кубе: конструкции и свойства 

(кандидатская диссертация). 

 

10 сентября 2020 г. А. Куценко 

Самодуальные бент-функции и их метрические свойства (кандидатская 

диссертация). 

 

Новые учебные курсы для ФИТ (разработаны программы, набраны 

студенты): 

 

1) Введение в распределенные реестры и технологию блокчейн 

(Д.О.Кондырев, П.А.Сазонова) 

 

2) Криптографические проекты 

(Н.А.Коломеец, Д.О.Кондырев, Ю.П.Максимлюк) 

 

3) Криптография и криптоанализ 

(Н.Н.Токарева, А.В.Куценко) 

 

4) Современные вычислительные системы для решения задач 

криптографии и информационной безопасности 

(К.В.Калгин, А.Е.Доронин) 
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Сотрудничество (участие в Летней школе по криптографии и 

информационной безопасности, совместные научные исследования): 

 

Лаборатория криптографии НПК "Криптонит" (г. Москва) 

 

Центр безопасности коммуникаций им. Селмера Бергенского университета 

(г. Берген, Норвегия) 

 

Лаборатория блокчейн, ПАО «Сбербанк» (г. Москва) 

 

Российский квантовый центр (г. Москва) 

 

Лаборатория проблем безопасности информационных технологий НИИ 

прикладных проблем математики и информатики Белорусского 

государственного университета (г.Минск) 

 

 

 

Планы по сотрудничеству: 

 

 

 Сотрудничество с Балтийским университетом им. И.Канта 

(Калининград) 

 

 Проведение симпозиума по криптографии 2022.  

Сотрудничество с министерством цифрового развития, связи и 

массовых коммуникаций Российской Федерации.  
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Летняя школа-конференция «Криптография и информационная 

безопасность» 2021 

 

Летняя школа-конференция с международным участием «Криптография и 

информационная безопасность – 2021» памяти профессора С. Ф. Кренделева 

— традиционное мероприятие, проходящее в стенах НГУ каждый год. 

Организаторами выступают Криптографический центр (Новосибирск), 

лаборатория криптографии JetBrains Research, Факультет информационных 

технологий, Международный математический Центр в Академгородке, 

организаторы международной олимпиады NSUCRYPTO и Механико-

математический факультет. 

 

Участие в школе-конференции принимали студенты, выпускники школ и 

школьники 11 классов. Школа проходила с 5 по 19 июля в очном формате. 

 

В течение двух недель с участниками школы работали 20 преподавателей. 

Это кураторы проектов и лекторы из Новосибирска, Томска, Москвы 

(Российский квантовый центр, МГУ, лаборатория блокчейн ПАО 

«Сбербанк»), Бергена (Норвегия), Минска (Беларусь), Ларго (США). Часть 

школы-конференции проходила на английском языке. Прочитана 31 лекция, 

проведѐн круглый стол, а самое главное – проведены исследования малыми 

группами под руководством кураторов. Темы проектов были связаны с 

актуальными вопросами симметричной криптографии, криптоанализа, 

постквантовой криптографии, блокчейн-технологий и информационной 

безопасности. По ряду направлений группами участников школы получены 

результаты, которые лягут в основу научных публикаций, их планируется 

доработать в течение осени. Чтобы студенты и школьники развивали не 

только свои интеллектуальные способности, но и не забывали о здоровье, 

традиционно проводились спортивные занятия под руководством тренера из 

Новосибирска. 

 

Школу успешно окончил 31 участник. Это студенты НГУ (ФИТ, ММФ, ФФ), 

Балтийского университета им. Канта (Калининград), ТГУ (Томск), ЮФУ 

(Таганрог) и школьники гимназии «Горностай» (Новосибирск), Лицея 

информационных технологий (Новосибирск), Лицея № 6 (Бердск). Все они 

получили памятные сертификаты и стипендии от JetBrains Foundation. 

 

На сайте летней школы доступно расписание лекций и сборник трудов 

школы – тезисы, подготовленные участниками вместе с кураторами по 

результатам исследований, проводившихся в рамках школы. 

 

— В этом году нам удалось провести школу очно, комбинируя обычный 

формат проведения лекций с видео-форматом, когда студенты и школьники 

находятся в аудитории, а лектор общается с ними через экран. Получилось, 
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на мой взгляд, продуктивно. Очный формат, конечно, плодотворный: то, что 

рядом с тобой, за соседним столом и в соседних комнатах, каждый день 

активно работают участники школы, спорят, увлеченно что-то обсуждают, 

программируют, пишут на доске – очень вдохновляет на работу. Я заметила, 

что многие ранее не знакомые между собой ребята сдружились, и это очень 

хорошо, — отметила Наталья Токарева, руководитель школы, доцент 

кафедры компьютерных систем ФИТ НГУ и заведующая лабораторией 

криптографии JetBrains Research. 

 

— It was really a pleasure to take part in the summer school. I got the impression 

that everything was running very smoothly both from the technical and 

organizational side (which is no small feat for such a big event, especially when 

remote and physical lectures have to be combined), so I also want to congratulate 

you (and the entire team) with the successful event! – комментирует своѐ участие 

в качестве лектора Николай Калейский, криптограф из Бергенского 

университета (Норвегия). 

 

— Мне было очень интересно познакомиться с совершенно новой для себя 

сферой. Программа летней школы очень насыщенная. Лекции от ведущих 

специалистов, которые находятся на передовой науки и рассказывают не по 

книжкам, а из собственного опыта и своих исследований, которыми они 

занимаются каждый день. Очень понравился преподавательский состав, это 

отзывчивые и увлечѐнные своим делом люди. Также мне выпала 

возможность познакомиться и работать в одной команде с ребятами из 

других университетов и регионов. От летней школы у меня остались только 

положительные эмоции и новые знания, – пишет Владислав Шапаренко, 

выпускник школы-конференции, студент ММФ НГУ. 

 

— Летняя школа традиционно приносит много новых знакомств и 

интересных проектов. Список лекторов с каждым годом пополняется, 

расширяется география, становится разнообразнее материал. Не стал 

исключением и этот год. Команде нашего проекта удалось разработать 

оптимизацию алгоритма поиска гарантированного числа активаций [S-

блоков при проведении разностного криптоанализа], которая позволяет 

значительно ускорить вычисление данной характеристики, что выглядит 

многообещающе. Также, нельзя забывать и о других традиционных 

активностях, которые являются интересными — волейбольный матч, 

круглый стол и криптоквест, – отмечает Денис Парфѐнов, студент ФИТ НГУ. 

 

— Летняя школа – это способ найти единомышленников, с которыми можно 

будет реализовать проект и получить опыт выступления перед аудиторией, – 

считает Александр Бахарев, студент ММФ НГУ, а Наталья Атутова, 

студентка ММФ НГУ отмечает: «Возможность непосредственного 

взаимодействия с людьми, которые горят своим делом, – очень ценный опыт. 
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Помимо лекций и групповых занятий мне запомнился крипто-квест и матч по 

волейболу среди преподавателей и участников». 

 

Организаторы школы-конференции готовы продолжить работу со 

студентами-участниками школы в лаборатории криптографии JetBrains 

Research на базе ФИТ НГУ. 

 

Лекторы и преподаватели школы: 

 

1) Nicky Mouha (USA) - PhD, научный сотрудник отдела компьютерной 

безопасности Национального института стандартов и технологий США 

(NIST); 

2) Nikolay Kaleyski (Болгария) - научный сотрудник Центр безопасности 

коммуникаций им. Селмера Бергенского университета (г. Берген, 

Норвегия); 

3) Агиевич Сергей Валерьевич (республика Беларусь) - к.ф.-м.н., 

заведующий НИЛ проблем безопасности информационных технологий 

НИИ прикладных проблем математики и информатики Белорусского 

государственного университета (г. Минск, Беларусь); 

4) Валиахметов Илья Вадимович - магистрант 1-го курса ФИТ НГУ; 

5) Высоцкая Виктория Владимировна – аспирантка ВМК МГУ им. М.В. 

Ломоносова, специалист-исследователь лаборатории криптографии 

НПК "Криптонит" (г. Москва); 

6) Городилова Анастасия Александровна - к.ф.-м.н., старший 

преподаватель кафедры теоретической кибернетики ММФ НГУ, н.с. 

ИМ СО РАН; 

7) Гребнев Сергей Владимирович - ведущий криптограф-исследователь 

QApp, Российский квантовый центр (г. Москва); 

8) Идрисова Валерия Александровна - к.ф.-м.н., н.с. Института 

математики им. С.Л.Соболева СО РАН, ассистент кафедры 

теоретической кибернетики ММФ НГУ; 

9) Калгин Константин Викторович - к.ф.-м.н., старший преподаватель 

кафедры параллельного программирования ФИТ НГУ, м.н.с. 

ИВМиМГ, н.с. ИМ СО РАН; 

10) Колегов Денис Николаевич - к.т.н., доцент кафедры 

компьютерной безопасности ТГУ, главный разработчик облачной 

платформы кибербезопасности компании Bi.Zone (г. Томск); 

11) Коломеец Николай Александрович - к.ф.-м.н., ассистент кафедры 

теоретической кибернетики ММФ НГУ, н.с. ИМ СО РАН; 

12) Кондырев Дмитрий Олегович - аспирант ФИТ НГУ, ассистент 

кафедры систем информатики ФИТ НГУ, м.н.с. ИМ СО РАН; 

13) Косточка Светлана Владимировна – м.н.с. ИМ СО РАН, тренер 

ММФ и ФИТ; 
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14) Куценко Александр Владимирович - аспирант ММФ НГУ, 

ассистент кафедры теоретической кибернетики ММФ НГУ, м.н.с. ИМ 

СО РАН; 

15) Кяжин Сергей Николаевич - к.ф.-м.н., руководитель проектов 

Лаборатории блокчейн, ПАО «Сбербанк» (г. Москва); 

16) Николаев Антон Анатольевич - студент кафедры компьютерной 

безопасности ТГУ, разработчик сервисов анализа защищенности 

Bi.Zone, главный разработчик фрэймворка Grinder (Томск); 

17) Максимлюк Юлия Павловна - аспирантка ММФ НГУ, м.н.с. 

Института математики им.С.Л.Соболева СО РАН; 

18) Сазонова Полина Андреевна - аспирантка ФИТ НГУ, ассистент 

кафедры общей информатики ФИТ НГУ, м.н.с. ИМ СО РАН; 

19) Сутормин Иван Александрович - магистрант 1-го курса ММФ 

НГУ, м.н.с. Института математики им.С.Л.Соболева СО РАН; 

20) Токарева Наталья Николаевна, доцент кафедры компьютерных 

систем ФИТ, кафедры теоретической кибернетики ММФ, с.н.с. ИМ СО 

РАН. 
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the differen-
tial cryptanalysis and are widely studied. Most known APN functions are obtained
as functions over finite fields F2n and very little is known about combinatorial con-
structions in Fn

2 . In this work we proposed two approaches for obtaining quadratic
APN functions in Fn

2 . The first approach exploits a secondary construction idea,
it considers how to obtain quadratic APN function in n + 1 variables from a given
quadratic APN function in n variables using special restrictions on new terms. The
second approach is searching quadratic APN functions that have matrix form par-
tially filled with standard basis vectors in a cyclic manner. This approach allowed
us to find a new APN function in 7 variables. Also, we conjectured that a quadratic
part of an arbitrary APN function has a low differential uniformity. This conjecture
allowed us to introduce a new subclass of APN functions, so-called stacked APN
functions. We found cubic examples of such functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let Fn
2 be the n-dimensional vector space over F2. A

function F from Fn
2 to Fm

2 , where n and m are integers, is called a vectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function F
can be represented as an ordered set of m coordinate functions F = (f1, . . . , fm), where fi
is a Boolean function in n variables. Any vectorial function F can be represented uniquely
in its algebraic normal form (ANF):

F (x) =
∑

I∈P(N)

aI

(∏
i∈I

xi

)
,
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Mathematics (project no. 0314-2019-0017) and supported by Russian Foundation for Basic Research
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where P(N) is a power set of N = {1, . . . , n} and aI ∈ Fm
2 . The algebraic degree of a

given function F is the degree of its ANF: deg (F ) =max{|I| : aI 6= 0, I ∈ P(N)}. If
algebraic degree of a function F is not more than 1 then F is called affine. If for an affine
function F it holds F (0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F is called quadratic.

We can put the finite field F2n in one-to-one correspondence to the vector space Fn
2 and

consider vectorial Boolean functions as functions over F2n . Then any vectorial function
F has the unique univariate polynomial representation over F2n :

F (x) =
2n−1∑
i=0

λix
i, λj ∈ F2n .

Two vectorial functions F and G are extended affinely equivalent (EA-equivalent) if
F = A1 ◦ G ◦ A2 + A where A1, A2 are affine permutations on Fn

2 and A is an affine
function. Two functions F and G are called Carlet-Charpin-Zinoviev [7] equivalent (CCZ-
equivalent) if their graphs {(x, y) ∈ Fn

2×Fn
2

∣∣ y = F (x)} and {(x, y) ∈ Fn
2×Fn

2

∣∣ y = G(x)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A1, A2) of
Fn
2 × Fn

2 such that y = F (x)⇔ A2(x, y) = G(A1(x, y)).
Let F be a vectorial Boolean function from Fn

2 to Fn
2 . For vectors a, b ∈ Fn

2 , where
a 6= 0, consider the value

δ(a, b) =
∣∣{ x ∈ Fn

2

∣∣ F (x+ a) + F (x) = b}
∣∣.

Denote by ∆F the following value:

∆F = max
a6=0, b∈Fn

2

δ(a, b).

Then F is called differentially ∆F -uniform function. The smaller the parameter ∆F is
the better the resistance of a cipher containing F as an S-box to differential cryptanalysis.
For the vectorial functions from Fn

2 to Fn
2 the minimal possible value of ∆F is equal to

2. In this case the function F is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [9].

APN functions are widely studied by many researchers, but there is still a significant
list [6] of important open questions, such as lower and upper bounds on the number of
APN functions, an upper bound on algebraic degree of an APN function [4], the existence
of bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[6]. The second problem is to find new constructions of APN functions in vectorspace Fn

2 ,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [8].

In this work we propose two approaches for generating quadratic APN functions in
Fn
2 . The first approach considers the algebraic normal form of a given quadratic APN

function G in n variables and extends it into an ANF of a quadratic function F in n+ 1

2



variables, using special restrictions on coefficients of new terms. In the second method
we consider special matrices that are partially filled with vectors of standard basis and
search for corresponding APN functions using the same idea of restrictions. Using this
approach we found previously unknown (in the sense of CCZ-equivalence) quadratic APN
function for n = 7. Generally, quadratic APN functions are not suitable as secure S-boxes
due to the low algebraic degree, but obtaining new quadratic representatives can lead
us to another useful functions. This is very important for even n > 8, since new APN
permutations CCZ-equivalent to quadratic functions can be found for these dimensions
[3].

In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary approach to search for quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. We shall then consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following known result gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1, . . . , fn) be an APN function in n variables. Then every
quadratic term xixj, where i 6= j, appears at least in one coordinate function of F .

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1, . . . , gn) be a quadratic APN-function in n variables. Consider
vectorial function F = (f1, . . . , fn, fn+1) in n+ 1 variables such that:

f1 = g1 +
n∑

i=1

α1,ixixn+1;

. . .

fn = gn +
n∑

i=1

αn,ixixn+1;

fn+1 = gn+1 +
n∑

i=1

αn+1,ixixn+1,

(1)

where α1,i . . . , αn+1,i ∈ F2 for i = 1, . . . , n and gn+1 =
∑

16j<k6n βj,kxjxk for some
fixed βj,k ∈ F2. Note that if α1,i, . . . , αn,i are such that each term xixn+1 appears at least
in one of the coordinate functions f1, . . . , fn, then the necessary condition of Theorem 1
is held for the constructed function F . Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F .

Let us denote the lexicographically ordered elements of Fn
2 as x0, . . . , x2

n−1. Since all
the values G(x0), . . . , G(x2

n−1) of the function G are known, we can represent values of

3



the constructed function F only through unknown coefficients αi,k and some constant
terms. Since F is an APN function, for a nonzero a all sums F (x) + F (x + a) and
F (y) + F (y + a), where x 6= y and x 6= y + a, should be pairwise different. This fact
applies special restrictions on coefficients αi,k. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (gij), where each element gij ∈ Fn

2 is a vector of coefficients corresponding to
term xixj in the algebraic normal form of G and all diagonal elements gii are null.

t is necessary to mention that these matrices also were used in [11] and [10] to construct
and classify a lot of new quadratic APN functions over finite fields.

Example 2. For n = 3 let us consider function G = (g1, g2, g3) = (x1x2, x2x3, x1x3)

=

1
0
0

 · x1x2 +

0
0
1

 · x1x3 +

0
1
0

 · x2x3.

Then the corresponding matrix G is the following:

G =

(000) (100) (001)
(100) (000) (010)
(001) (010) (000)



It is necessary to mention that these matrices also were used in [11] and [10] to con-
struct and classify a lot of new quadratic APN functions over finite fields. Using these
matrices the APN property can be formulated in the following way:

Proposition 3. Let G be the matrix that corresponds to quadratic vectorial function G.
Then function G is APN if and only if x · (G · a) 6= 0 for all x 6= a, where a, x ∈ Fn

2 and
a 6= 0.

In terms of matrices method (1) can be considered as an extension of a given G with
an extra bit that represents gn+1 in every element and an extra pair of row and column
that represents a set of new terms xixn+1.

Example 4. For the considered APN function G = (g1, g2, g3) = (x1x2, x2x3, x1x3) we
choose null gn+1 and construct APN function F = (f1, f2, f3, f4) in 4 variables, where:

f1 = g1;
f2 = g2 + x3x4;
f3 = g3 + x2x4 + x3x4;
f4 = x1x4 + x3x4.
Then the corresponding matrix F is the following:

4



F =


(0000) (1000) (0010) (0001)
(1000) (0000) (0100) (0010)
(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)


Consider a quadratic APN function G and the corresponding n×n matrix G. Denote

the vector of nonzero coefficients for new variables as α = (α1, . . . , αn), where αi ∈ Fn+1
2 .

Let us fix gn+1 and construct (n+ 1)× (n+ 1) matrix F by adding (α1, . . . , αn, 0) to G as
the last column and the last row and adding new bit to every element of G according to
the choice of gn+1. Let us denote as G ′ the submatrix (fij) of F , such that i, j < n+1. Let
〈X〉 denote the linear span of an arbitrary set X ⊆ Fn

2 and F be the quadratic vectorial
function corresponding to the constructed matrix F . Then the following proposition is
true.

Proposition 5. F is APN if and only if α · a′ does not belong to 〈G ′ · a′〉 for all a′ ∈ Fn
2 ,

a′ 6= 0.

Let us note that Proposition 5 shows how to obtain restrictions on new coefficients in
the convenient form.

For the given k ∈ N let us consider the following sets:

Si,k = {αi + v | v ∈ 〈G ′ · (ei + ek)〉};
Si,j,k = {αi + αj + v | v ∈ 〈G ′ · (ei + ej + ek)〉};
. . .

S1,2,...,k−1,k = {α1 + α2 + . . .+ αk−1 + v | v ∈ 〈G ′ · (e1 + e2 + . . .+ ek−1 + ek)〉},
where e1, . . . , en is the standard basis in Fn

2 . Let us call a vector α = (α1, . . . , αn),
where αi ∈ Fn+1

2 , admissible for matrix G ′ if it satisfies the condition in Proposition 5. We
call a sequence (α∗1, . . . , α

∗
k), where α∗i ∈ Fn+1

2 , to be k-admissible for some k 6 n, if vector
α∗ = (α∗1, . . . , α

∗
k,0, . . . ,0) of length n is admissible for all nonzero a′ = (a′1, . . . , a

′
n) ∈ Fn

2

such that a′k+1 = 0, . . . , a′n = 0. An n-admissible sequence can be considered as an
admissible vector of length n. Consider an APN function G in n variables and a fixed
gn+1.

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G using the construction from (1) is equal to the number of admissible vectors
α = (α1, . . . , αn) for matrix G ′.

It can be seen that there are 2n+1− | 〈G ′ · (e1)〉 | vectors α1 such that (α1) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (α1, α2, . . . , αk−1) be the (k − 1)-admissible sequence for some k <
n+ 1. Then there exist

2n+1− | 〈G ′ · (ek)〉 ∪ {
k−1⋃
i=1

Si,k} ∪ {
⋃

16i<j<k,

Si,j,k} ∪ . . . ∪ S1,2,...,k−1,k |

vectors αk such that sequence (α1, α2, . . . , αk−1, αk) is k-admissible.

5



Also, our method can be extended to the case when G is not an APN function, but
the ANF of G and gn+1 together contain all possible quadratic terms. The following
proposition describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a quadratic vectorial function in n variables and F be an APN
function in n+1 variables that it is obtained from G using construction (1). Then ∆G 6 4.

For example, for differentially 4-uniform function G = (g1, g2, g3, g4, g5), where:
g1 = x1x2 + x3x5 + x4x5;
g2 = x1x3 + x4x5;
g3 = x2x3 + x1x4 + x3x5 + x4x5;
g4 = x2x4 + x1x5 + x4x5;
g5 = x3x4 + x2x5 + x4x5.
and g6 contains all the terms xixj, where i < j 6 n, we obtained 13 CCZ classes of

APN functions among constructed functions. Let us recall that there exist only 13 CCZ
classes of quadratic APN functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3, 4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4, 5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables.

Note that for the given APN function G in n variables we have 2
(n2−n)

2 possibilities
to choose gn+1. It is interesting that the choice of gn+1 affects the capability to obtain
APN function F in n + 1 variables, the number of such constructed functions and the
variety of different CCZ-classes among constructed classes. For example, when n = 5
and gn+1 is null both quadratic CCZ-representatives give us the only one CCZ-class for 6
variables (class 11 in the list from [2]). At the same time, when gn+1 contains all quadratic
terms xixj, these functions give 13 CCZ-classes of quadratic APN functions in 6 variables.
Unfortunately, for n > 7 it becomes computationally harder to choose the proper initial
function and gn+1 and to obtain a large amount of generated functions. It seems that
method (1) is not so efficient on large dimensions.

3 On cyclic approach to search for quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let e1, . . . , en be the standard basis in Fn

2 . For the
given n consider the following matrix with elements from Fn

2 :

T =



0 e1 e2 e3 . . . en−2 en−1
e1 0 e3 e4 . . . en−1 en
e2 e3 0 e5 . . . en t3,n
e3 e4 e5 0 . . . t4,n−1 t4,n
...

...
...

...
. . .

...
...

en−2 en−1 en tn−1,4 . . . 0 tn−1,n
en−1 en tn,3 tn,4 . . . tn,n−1 0


,
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where ti,j = tj,i and ti,j denote some unknown elements in Fn
2 .

Our aim is to find values of missed matrix elements such that matrix T represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix T that is t3,n.
According to Proposition 5 the last column of T should satisfy (en−1, en, t3,n, . . . , 0) · a′ /∈
〈T ′ · a′〉, where a′ ∈ Fn−1

2 , a′ 6= 0 and T ′ = T \ (en−1, en, t3,n, . . . , 0). If we consider all
a′ = a′1, . . . , a

′
n−1 such that a′3 = 1 and a′i = 0, if i > 3, we obtain restrictions on the

value of t3,n that are independent from any other unknown element of T . Repeating this
procedure step by step for every new element after fixing values of previous variables ti,j
allows us to obtain all possible fillings for the given matrix T .

For n = 3, 4 and 5 this construction covered all quadratic CCZ classes of APN func-
tions. For n = 6 it covered 11 out of 13 classes. Unfortunately, for larger dimensions the
number of generated functions dropped dramatically and the construction covers only 7
classes for n = 7 and only one class for n = 8. As a consequence, we consider the following
generalization of this construction.

Let T be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements en in T . It is easy to see that we can remove any element en
from this diagonal and apply the above procedure to the new matrix with k+ 1 unknown
elements. Moreover, we can remove any number of elements from T and the more elements
are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element en from the diagonal in T the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements en on the diagonal we generated 2341888 quadratic APN
functions. We have found a new CCZ class for n = 7 among obtained functions. Here we
provide a representative of this class in the univariate form:

F (x) = a100x+a88x2 +a89x3 +a107x4 +a57x5 +a98x6 +a56x8 +a9x9 +a58x10 +a60x12 +
a109x16 + a47x17 + a44x18 + a27x20 + a91x24 + a71x32 + a96x33 + a101x34 + a7x36 + a12x40 +
a34x48 + a66x64 + a4x65 + a4x66 + a73x68 + a73x72 + a56x80 + a20x96,

where a is the primitive element whose minimal polynomial over F27 is x7 + x+ 1.

4 The differential uniformity of quadratic parts of APN func-
tions and the class of stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = F (c) +F (1) +F (2) + . . .+F (d), where each function F (j) contains only monomials
of algebraic degree j and F (c) is a constant term. We observed that if F is an APN
function then its quadratic part F (2) has a low differential uniformity.

Conjecture 9. Let F be an APN function in n variables, where 4 6 n 6 7. Then
∆F (2) 6 4.

The conjecture is true for n = 4. When n = 8, 9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
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∆F (2) = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms.

Proposition 10. Let F be an APN function in n variables, where F = F (2) +F (3) + . . .+
F (d). If H = F + F (2) = (0, . . . , 0, hj, 0, . . . , 0) for some 1 6 j 6 n, then ∆F (2) 6 4.

For n = 4, 6 there exist cubic APN functions such that H = F + F (2) = (0, . . . , 0, hj,
0, . . . , 0) for some 1 6 j 6 n. Examples of such F and F (2) for n = 4 can be found in
Table 1. An example of F for n = 6 is the following:

f1 = x1x2 + x4x6 + x5x6 + x2x3x5;

f2 = x1x3 + x3x5 + x4x5 + x2x6 + x5x6;

f3 = x2x3 + x1x4 + x4x5 + x5x6;

f4 = x2x4 + x1x5 + x3x5 + x2x6 + x3x6 + x4x6 + x5x6;

f5 = x3x4 + x2x5 + x3x5 + x4x5 + x1x6 + x2x6 + x3x6 + x5x6;

f6 = x3x5 + x2x6 + x5x6.

Let us note that these simple results allow us to use quadratic APN or differentially
4-uniform functions to construct functions of higher degrees, particularly, cubic APN
functions. The observation on low differential uniformity of quadratic parts of APN
functions motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F (2) + . . .+F (d) be an APN function of algebraic degree d. If all
functions F −F (d), F −F (d)−F (d−1), . . . , F −F (d)−F (d−1)− . . .−F 3 are APN functions
then F is called a stacked APN function.

Let us describe possible approaches to constructing stacked APN functions of degree
3. Let H be a cubic vectorial function in n variables with no affine or quadratic terms.
Then H =

∑
i,j,k aijkxixjxk, where 1 6 i < j < k 6 n and aijk ∈ Fn

2 . Let ai1j1k1 be
an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 6 i < j < k 6 n vector aijk is null or equal to ai1j1k1 .

For n = 4, 5 we implemented the search of cubic APN functions F = F (2) + F (3) such
that F (3) is some cubic part and F (2) is an APN quadratic function, that is constructed
using the cyclic matrix T from the previous section. For n = 6 we implemented the similar
search, but F (3) was a cubic shift since it is computationally hard to search through all
the possible cubic parts. We have found a large amount of cubic stacked APN functions
for n = 4, 5, 6. Some examples are listed in Table 1.

It is worth mentioning that for quadratic APN functions from differenet different CCZ
classes for n = 6 we have found more than 70 000 cubic stacked APN functions and all
these functions belong to the same CCZ-class that is the only known class that does not
contain quadratic functions (class number 13 in the list from [2]), despite that all 14 CCZ
classes contains (see [5]) cubic representatives.

8



Table 1: Examples of stacked cubic APN functions (both F and F (2) are APN).§

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F (x) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F (2)(x) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

F (x) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9

F (2)(x) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

F (x) 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41

F (2)(x) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35
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Abstract. Boolean bent functions were introduced by Rothaus (1976)
as combinatorial objects related to di�erence sets, and have since
enjoyed a great popularity in symmetric cryptography and low correlation
sequence design. In this paper connections between classical Boolean
bent functions, generalized Boolean bent functions and quaternary bent
functions are studied. We also study Gray images of bent functions
and notions of generalized nonlinearity for functions that are relevant
to generalized linear cryptanalysis.
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1. Introduction

Boolean bent functions were introduced by Rothaus [23] as combinatorial objects
related to di�erence sets, and have since enjoyed a great popularity in symmetric
cryptography and sequence design. They are, in particular, maps from Zn2 to Z2

with some special spectral properties. Their importance in symmetric cryptography
stems from linear cryptanalysis of stream ciphers [15, 16, 17]. In that context bent
functions are the ones which are the worst approximated by a�ne functions, or,
equivalently have the best possible nonlinearity. More information concerning bent
functions can be found in the monographs [19, 32]. Several researchers [3, 6, 20, 21]
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have explored extensions of linear cryptanalysis to groups other than the usual
elementary abelian 2-groups. In this paper we study a notion of nonlinearity that
seems consistent with their notions. We discuss the connection between two notions
of Z4-bentness introduced from a sequence design viewpoint (for applications in
CDMA systems) and the classical notion of bent function.

The �rst approach is to consider functions from Znq to Zq, q is any integer, see the
paper [10] of Kumar, Scholtz and Welch. We call them q-ary functions. Another,
more recent approach, which is more natural from the viewpoint of cyclic codes
over rings is to consider functions from Zn2 to Zq. This is the approach of Schmidt
in [24]. We call these latter functions generalized Boolean functions. In this
paper we focus on the quaternary case (q = 4), and explore the interplay between
the three types of de�nitions for bentness.

Let us note that there exist other ways to generalize the concept of bent function.
See surveys of distinct generalizations in [31] and [32].

The material is organized as follows. Necessary de�nitions are given in section 2.
In section 3 we prove that a generalized Boolean function f(x, y) = a(x, y)+2b(x, y)
is bent if and only if Boolean functions b and a⊕b are both bent. Section 4 shows that
there is no direct link between notions of Boolean and quaternary bent functions but
we obtain several facts related to bent Boolean and quaternary functions. There is
no direct connection between notions of quaternary and generalized bent functions
either, which is shown in section 5. Then in section 6 we show that quaternary
generalized Boolean bent functions in n variables yield Boolean bent functions
by Gray map, or semi bent functions, depending on the parity of n. Section 7
characterizes bent functions by their nonlinearity. Section 8.1 illustrates our results
by a survey of the known constructions of generalized bent functions and their Gray
images. In section 8.2 we introduce two simple constructions for quaternary bent
functions.

Note that the �rst variant of this paper appeared at ePrint archive [27], see also
[28]. After that several related results were obtained by di�erent authors. Thus,
St�anic�a et al. [29] extended the results of [27] related to generalized Boolean bent
functions by considering functions from Zn2 to Z8. Later the results were extended
for functions from Zn2 to Z16 by Martinsen et al. [13]. Finally, Hod�zi�c et al. [8]
gave a complete characterization of generalized bent functions from Zn2 to Z2k for
k > 1 in terms of both the necessary and su�cient conditions their component
Boolean functions need to satisfy. Two open problems that were mentioned in the
original paper [27] were solved. More speci�cally, in [29] the quaternary analogue of
Dillon's construction was presented. Then Li et al. [11] characterized the functions

in n variables of the form f(x) = Tr(ax + 2bx1+2k) for odd n/gcd(n, k). The
results obtained in the original paper [27] were instrumental in the following works
[4, 5, 11, 18, 22]. The original paper [27] was also mentioned in [14, 26, 30].

2. Definitions and Notation

In what follows by ⊕ we mean addition over Z2 (modulo 2). We will use + for
two types of addition: over Z4 and natural one. It always depends on the context.
We will also use the following two types of inner product:

〈x, y〉 = x1y1 ⊕ ...⊕ xnyn,

x.y = x1y1 + ...+ xnyn.
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Let n, q be integers, q > 2.
We consider the following mappings:

1) f : Zn2 → Z2 � Boolean function in n variables. Its sign function is F :=
(−1)f . The Walsh�Hadamard transform (WHT) of f is

(1) F̂ (x) :=
∑
y∈Zn

2

(−1)f(y)⊕〈x,y〉 =
∑
y∈Zn

2

F (y)(−1)〈x,y〉.

A Boolean function f is said to be bent, i� |F̂ (x)| = 2n/2 for all x ∈ Zn2 . It is semi
bent i� F̂ (x) ∈ {0,±2(n+1)/2} (sometimes such functions are called near bent). This
is a special case of plateaued functions [33]. Note that Boolean bent (resp. semi
bent) functions exist only if the number of variables, n, is even (resp. odd).

2) f : Zn2 → Zq � generalized Boolean function in n variables. Its sign

function is F := ωf , with ω a primitive complex root of unity of order q, i. e.
ω = e2πi/q. When q = 4, we write ω = i. Its WHT is given as

(2) F̂ (x) :=
∑
y∈Zn

2

ωf(y)(−1)〈x,y〉 =
∑
y∈Zn

2

F (y)(−1)〈x,y〉.

As above, a generalized Boolean function f is bent, i� |F̂ (x)| = 2n/2 for all x ∈ Zn2 .
In comparison to the previous case it does not follow that n should be even if f is
bent. Such functions for q = 4 were studied by K.-U. Schmidt (2006) in [24]. Here
we consider only this partial case q = 4.

3) f : Znq → Zq � q-ary function in n variables. Its sign function is given by

F := ωf as in the previous case. Its WHT is de�ned by

(3) F̂ (x) :=
∑
y∈Zn

q

ωf(y)+x.y =
∑
y∈Zn

q

F (y)ωx.y.

Here + and x.y are addition and inner product over Zq. Note that the matrix of this
transform is no longer a Sylvester type Hadamard matrix as in the previous case,
but a generalized (complex) Hadamard matrix. A q-ary function f is called bent, i�

|F̂ (x)| = qn/2 for all x ∈ Znq . Notice that again it does not follow from the de�nition
that q-ary bent functions do not exist if n is odd. P. V. Kumar, R. A. Scholtz
and L. R. Welch [10] studied q-ary bent functions in 1985. They proved that such
functions exist for any even n and q 6= 2(mod 4). Later S. V. Agievich [1] proposed
an approach to describe regular q-ary bent functions in terms of bent rectangles. If
q = 4 we call f a quaternary function. Here we study such functions only. Note
that in 1994 A. S. Ambrosimov [2] studied another type of q-ary bent functions
de�ned over the �nite �eld.

A bent function f : Znq → Zq is called regular if each of its Walsh�Hadamard

coe�cients can be expressed as F̂ (z) = qn/2ω h(z) for every z ∈ Znq and some q-ary
function h. From [10] it is known that for quaternary (q = 4) case all bent functions
are regular.

3. Connections between Boolean and generalized Boolean bent

functions

Let f : Z2n
2 → Z4 be a generalized Boolean function. Represent it as f(x, y) =

a(x, y) + 2b(x, y), for any x, y ∈ Zn2 where a, b : Z2n
2 → Z2 are Boolean functions.
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In this section we study connection between properties of bentness of generalized
Boolean and Boolean functions.

Here and further by Â ·B we mean WHT of a ⊕ b. It is natural, since A · B =
(−1)a⊕b. In this section and in what follows, by x.y we mean the inner product
over Z4: x.y = x1y1 + ...+ xnyn mod 4.

Lemma 1. Between Walsh�Hadamard transforms of f , a⊕b, b, there is the relation

|F̂ (x, y)|2 =
1

2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
.

Proof. Let us study the Walsh�Hadamard transform of f . According to (2) we have

F̂ (x, y) =
∑
x′,y′

(−1)〈x,x
′〉⊕〈y,y′〉⊕b(x′,y′) i a(x

′,y′).

Applying the formula is = 1+(−1)s
2 + 1−(−1)s

2 i for s = a(x′, y′) we get

F̂ (x, y) =
1

2

(
B̂(x, y) + Â ·B(x, y)

)
+
i

2

(
B̂(x, y)− Â ·B(x, y)

)
.

From this we directly get what we need. �

Note that Lemma 1 holds for any (not only even) number of variables of the
function f .

Theorem 1. The following statements are equivalent:
(i) the generalized Boolean function f is bent in 2n variables;
(ii) the Boolean functions in 2n variables b and a⊕ b are both bent.

Proof. By Lemma 1 we have |F̂ (x, y)|2 = 1
2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
. If a⊕ b and

b are bent functions then |F̂ (x, y)|2 = 1
2 (22n + 22n) = 22n and f is a bent function.

Conversely, if f is bent, then it holds B̂2(x, y) + Â ·B
2
(x, y) = 22n+1. Since WHT

coe�cients of a Boolean function are integer, this equality has the unique solution

B̂2(x, y) = Â ·B
2
(x, y) = 22n (see [9] for details). So, functions a ⊕ b and b are

bent. �

Note that there are some intersections between Lemma 1, the part (i)→(ii) of
Theorem 1 and results of the last version of [24].

4. Connections between Boolean and quaternary bent functions

De�ne a quaternary function g : Zn4 → Z4 as g(x + 2y) = a(x, y) + 2b(x, y), for
any x, y ∈ Zn2 where a, b : Z2n

2 → Z2 are Boolean functions. In this section we study
connection between properties of bentness of quaternary and Boolean functions.

4.1. Preliminaries and necessary statements. In this section we present several
facts that will be instrumental in what follows.

Lemma 2. Let x, y ∈ Zn2 . If x.y 6= 〈x, y〉 then x.y = 〈x, y〉+ 2.
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Proof. There are four possible values for x.y : 0, 1, 2 and 3. For x.y = 0 or 1, it is
obvious that x.y = 〈x, y〉. For two remaning cases, we have

x.y = 2→ 〈x, y〉 = 0→ x.y = 〈x, y〉+ 2,

x.y = 3→ 〈x, y〉 = 1→ x.y = 〈x, y〉+ 2.

�

The following fact is well known for Boolean functions.

Lemma 3. Let f be a linear Boolean function in n variables. Then there are two
possible values of WHT coe�cients of f : 0 and 2n.

Proof. Any linear Boolean function f in n variables can be represented for some
a ∈ Zn2 as f(x) = 〈a, x〉. Therefore, by (1)

F̂ (x) =
∑
y∈Zn

2

(−1)〈a,y〉⊕〈x,y〉 =
∑
y∈Zn

2

(−1)〈a⊕x,y〉.

Using the well-known fact that∑
b∈Zn

2

(−1)〈b,c〉 =

{
2n, if c = 0,
0, otherwise.

the result follows. �

Proposition 1. (see, for instance, [32]) All quadratic Boolean functions in two
variables, i.e. f : Z2

2 → Z2 such that f(x, y) = xy ⊕ c, where x, y, c ∈ Z2, are bent.

Proposition 2. (Rothaus, [23]) The degree of Boolean bent function f in n ≥ 4
variables is not more than n/2.

Proposition 3. (Rothaus, [23]) Let x ∈ Zr2 and y ∈ Zk2 , where r, k > 2 and even. A
Boolean function f(x, y) = f1(x)⊕ f2(y) is a bent function in r+k variables if and
only if the functions f1 and f2 are bent functions in r and k variables respectively.

Proposition 4. (Singh et al., [25]) Let x ∈ Zr4 and y ∈ Zk4 for r, k > 1. A
quaternary function g(x, y) = g1(x)⊕ g2(y) is a bent function in r + k variables if
and only if functions g1 and g2 are quaternary bent functions in r and k variables
respectively.

Note that results of Propositions 3 and 4 can be easily extended to sums with
more than two functions.

4.2. Quaternary bent functions in small number of variables. Here we
present results on connections between notions of quaternary bent functions in one
and two variables and Boolean bent functions. Using computer search we obtain
the following facts.

Statement 1. For every quaternary function g(x+ 2y) = a(x, y) + 2b(x, y) in one
variable with x, y ∈ Z2, it is true that g is a quaternary bent function if and only
if b is bent and a does not depend on y, i.e. a(x, y) is equal to 0, 1, x or x ⊕ 1.
Moreover, if g is bent then b and a⊕ b are bent functions too.
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Number of quaternary bent functions

Cases for b and a⊕ b Types of a in the case For each type of a Total in the case

b and a⊕ b a is bent 49152
are nonlinear a is linear (not constant) 3072 147456
(not bent) a is nonliear (not bent) 95232

a is bent 16384
b and a⊕ b a is linear (not constant) 2304
are bent a is constant 768

53248

a is nonlinear (not bent) 33792

Table 1. Classi�cation of functions b and a⊕ b for quaternary bent functions in 2 variables.

Computer search shows that the number of quaternary bent functions in one
variable is equal to 32.

There are 200704 quaternary bent functions in 2 variables. Among them there
are 98304 fuctions such that none of Boolean functions a, b and a ⊕ b is bent but
for 3072 of them a is a linear Boolean function. There are 36864 quaternary bent
functions such that b and a ⊕ b are bent functions, while for 33792 of them a is a
nonlinear function, and for 2304 and 768 functions a is a linear function or constant
respectively. The number of quaternary bent functions in 2 variables with each of
a, b and a ⊕ b being bent is equal to 16384. For the remaining 49152 quaternary
functions, a is bent and b and a⊕ b are nonlinear Boolean functions. We summarize
the data described above in Table 1.

For functions in three and more variables an exhaustive search is unfeasible (there
are 2128 quaternary functions in three variables).

4.3. Possibilities for bentness. From Statement 1, we know that for n = 1 if g is
quaternary bent then b and a⊕ b are bent functions too. In the previous section we
showed that it does not hold for quaternary functions in 2 variables. Let us prove
that it does not hold for arbitrary n > 2.

Proposition 5. For every n > 2 there exists a quaternary bent function g(x+2y) =
a(x, y) + 2b(x, y) in n variables, with b and a⊕ b being not bent in 2n variables.

Proof. In what follows, '+' denotes the addition over Z4 excepting summation of
indices. Any quaternary function g in n variables can be uniquely represented as
follows: g(x1+2xn+1, ..., xn+2x2n) = a(x1, ..., x2n)+2b(x1, ..., x2n). Let b(x1, .., x2n) =
n⊕
i=3

xixi+n⊕x1xn+2⊕x2xn+1⊕x1x2xn+1,a(x1, .., x2n) = x1xn+1. One can see that

b can be divided into sum of n − 2 Boolean functions in two variables and one
Boolean function in four variables like this:

b(x1, ..., x2n) = b1(x1, x2, xn+1, xn+2)⊕ b2(x3, xn+3)⊕ ...⊕ bn−1(xn, x2n),

b1(x1, x2, xn+1, xn+2) = x1xn+2 ⊕ x2xn+1 ⊕ x1x2xn+1,

bi(xi+1, xn+i+1) = xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 3, we know that b is bent if and only if all bi are bent. According
to Proposition 2, we get that function b1 in four variables is not bent since its degree
is equal to three. Therefore, b is not bent.

It is easy to check that

2b(x1, .., x2n) = (2x3xn+3 + ...+ 2xnx2n) + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1.
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Moreover, g can be divided into sum of n− 2 quaternary functions in one variable
and one quaternary function in two variables

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1, x2 + 2xn+2)+

+g2(x3 + 2xn+3) + ...+ gn−1(xn + 2x2n),

where

g1(x1 + 2xn+1, x2 + 2xn+2) = x1xn+1 + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1,

gi(xi+1 + 2xn+i+1) = 2xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 1, we know that all xi+1xn+i+1 are bent, i = 2, ..., n. Therefore,
according to Statement 1 functions gi are quaternary bent functions, i = 2, ..., n− 1.
It was checked that the quaternary function g1 is also bent according to the de�nition:
its WHT coe�cients are the following:

x ∈ Z2
4 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

Ĝ1(x) 4 4i 4 4 4 4i −4 4 4 −4i 4 −4 4 −4i −4 −4

From Proposition 4, g is a quaternary bent function if and only if all gi are
quaternary bent functions, i = 1, ..., n− 1. This completes the proof. �

The next result shows that bentness of a quaternary function does not follow
from bentness of Boolean functions in general.

Proposition 6. For every n > 1, there exists a quaternary function g(x + 2y) =
a(x, y) + 2b(x, y) in n variables that is not bent, while b and a⊕ b are Boolean bent
functions in 2n variables.

Proof. Any quaternary function g in n variables can be uniquely represented as
g(x1 + 2xn+1, ..., xn + 2x2n) = a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let b(x1, .., x2n) =
n⊕
i=1

xixi+n,a(x1, .., x2n) = xn+1. It is easy to check that

2b(x1, .., x2n) = 2x1xn+1 + ... + 2xnx2n. Note that g can be divided into sum of n
quaternary functions in one variable:

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1) + ...+ gn(xn + 2x2n),

where

gi(xi + 2xn+i) = ai(xi, xn+i) + 2bi(xi, xn+i), i = 1, .., n,

bi(xi, xn+i) = xixn+i, i = 1, .., n,

a1(x1, xn+1) = xn+1,

ai(xi, xn+i) = 0, i = 2, .., n.

From Proposition 4, we know that g is a quaternary bent function if and only if all
gi are quaternary bent functions, i = 1, ..., n. From Statement 1 and by the choice
of a and b, we get that g1 is not quaternary bent. This completes the proof. �

From Propositions 5 and 6, we conclude that there is no direct link between
notions of Boolean and quaternary bent functions. Additionally, Proposition 5
shows that if b and a ⊕ b are not bent, it does not imply that g is not bent.
According to Proposition 6, it is also true that if g is not bent, it does not imply
that b and a⊕ b are not bent.
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From the previous section, we can see that for quaternary bent functions in one
and two variables, a Boolean function b is bent if and only if a ⊕ b is also bent.
Whether this statement is true for arbitrary n remains an open problem.

4.4. Nonlinearity of component Boolean functions. Let g(x+2y) = a(x, y)+
2b(x, y) be a quaternary function in n variabes, where x, y ∈ Zn2 and a, b are Boolean
functions in 2n variables.

Let us represent WHT coe�cients of quaternary functions in terms of the coe�cients
of Boolean functions b and a ⊕ b as we did for generalized functions in section 4.

Here by Â ·B we mean the WHT of a⊕ b.

Lemma 4. Between the WHT coe�cients of g, a⊕ b, b there is the relation

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
,

with

c f (u, x) =
∑

x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, Vx = { x′ ∈ Zn2 | 〈x, x′〉 6= x.x′ }, and
u ∈ Zn2 .

Proof. Let us study the Walsh�Hadamard transform of g. By (3) we know that

Ĝ(x+ 2y) =
∑
x′,y′

i (x+2y).(x′+2y′)+a(x′,y′)+2b(x′,y′).

From the fact that for any x′′, x′′′ ∈ Zn2 it holds 2〈x′′, x′′′〉 mod 4 = 2x′′.x′′′ and
Lemma 2, we have

(x+ 2y).(x′ + 2y′) =

{
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉, if x.x′ = 〈x, x′〉,
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉+ 2, if x.x′ 6= 〈x, x′〉.

Let Ux = { x′ ∈ Zn2 |x.x′ = 〈x, x′〉 } and Vx = { x′ ∈ Zn2 |x.x′ 6= 〈x, x′〉 }. Therefore,
we get Ux ∩ Vx = ∅ and Ux ∪ Vx = Zn2 . Note that |Ux| 6= |Vx| in general. Then

Ĝ(x+ 2y) =
∑

x∈Ux,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′)−

−
∑

x′∈Vx,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′).

Here we use the standard maps β, γ : Z4 → Z2 de�ned as

β : 0, 1→ 0 and β : 2, 3→ 1;

γ : 0, 2→ 0 and γ : 1, 3→ 1.

For any t ∈ Z4 it holds

it = (−1)β(t)
(

1 + (−1)γ(t)

2
+

1− (−1)γ(t)

2
i

)
.

Using this formula for t = x.x′ + a(x′, y′) and the fact that γ(〈x, x′〉+ a(x′, y′)) =
〈x, x′〉 ⊕ a(x′, y′) we get

Ĝ(x+ 2y) =
1

2
(S1 + S2 − S3 − S4) +

i

2
(S1 − S2 − S3 + S4) ,
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where

S1 =
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S2 =
∑

x′∈Ux,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S3 =
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S4 =
∑

x′∈Vx,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)).

Let Mδ,x = { x′ ∈ Zn2 | 〈x, x′〉 = δ } for δ ∈ Z2. Note that M0,x ∪M1,x = Zn2 and
|M0,x| = |M1,x| = 2n−1. Let us divide every sum S1, S2, S3 and S4 into two sums∑
x′∈M0,x,y′

and
∑
x′∈M1,x,y′

. Note that β(a(x′, y′)+〈x, x′〉) is equal to 0 or a(x′, y′)

for x′ ∈M0,x and x′ ∈M1,x respectively. Thus, we have

S1 =
∑

x′∈Ux∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S2 =
∑

x′∈Ux∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕a(x′,y′),

S3 =
∑

x′∈Vx∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S4 =
∑

x′∈Vx∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉a(x′,y′).

After grouping terms we obtain

S1 + S2 − S3 − S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉.
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Then
S1 − S2 − S3 + S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉.

Since
c f (u, x) =

∑
x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables and u ∈ Zn2 , then one can see that

S1 + S2 − S3 − S4 =

= (B̂(x⊕ y, x)− cb(x⊕ y, x)) + (Â ·B(y, x)− ca⊕b(y, x))− cb(x⊕ y, x)− ca⊕b(y, x)

and
S1 − S2 − S3 + S4 =

= (B̂(y, x)− cb(y, x))− (Â ·B(x⊕ y, x)− ca⊕b(x⊕ y, x))− cb(y, x) + ca⊕b(x⊕ y, x).

After rearranging, the result follows. �

We can see that WHT coe�cients of a quaternary function g do not directly
depend on WHT coe�cients of Boolean functions b and a ⊕ b. This result will be
used in proof of the next theorem and also in section 8.2.

Theorem 2. Let g(x+ 2y) = a(x, y) + 2b(x, y) be a quaternary bent function with
x, y ∈ Zn2 and a, b be Boolean functions in 2n variables. Then b and a ⊕ b are
nona�ne functions for any n > 1.

Proof. According to Lemma 3 there are two possible values of WHT coe�cients of
a linear Boolean function in 2n variables: 0 and 22n.

From Lemma 4, we get

Ĝ(2y) =
1

2
(B̂(y, 0) + Â ·B(y, 0)) +

i

2
(B̂(y, 0)− Â ·B(y, 0)), where y ∈ Zn2 .

Note that Vx is empty for x = 0, hence c b(x ⊕ y, x), c b(y, x), c a⊕b(x ⊕ y, x) and
c a⊕b(y, x) are zero too.

As it was mentioned in section 2 all quaternary bent functions are regular. It

means that there is only real or imaginary part of Ĝ(2y). Thus, we get that there
are two possible cases {

(B̂(y, 0) + Â ·B(y, 0))2 = 0,

(B̂(y, 0)− Â ·B(y, 0))2 = 4 · 4n.
or {

(B̂(y, 0) + Â ·B(y, 0))2 = 4 · 4n,
(B̂(y, 0)− Â ·B(y, 0))2 = 0.

From the �rst system we get
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B̂(y, 0) = −Â ·B(y, 0),

(2 · B̂(y, 0))2 = 4 · B̂(y, 0)2 = 4 · 4n.

Hence,

B̂(y, 0) = −Â ·B(y, 0) = ±2n.

By solving the second system one can get

B̂(y, 0) = Â ·B(y, 0) = ±2n.

Therefore, b and a⊕ b are nona�ne functions. �

5. Connections between quaternary and generalized Boolean bent

functions

Let g(x+ 2y) = f(x, y), where g : Zn4 → Z4, f : Zn2 → Z4 and x, y ∈ Zn2 .
In this section, we show that the approach of Kumar et al. and that of Schmidt

are not equivalent.

Proposition 7. For every n > 1, there exists a generalized bent function f(x, y)
in 2n variables such that a quaternary function g(x+ 2y) in n variables de�ned as
g(x+ 2y) = f(x, y) for all x, y ∈ Zn2 is not bent.

Proof. From Proposition 6, there exists a quaternary function g(x+2y) = a(x, y)+
2b(x, y) which is not bent, while b and a⊕b are both bent. Now from Theorem 1 we
know that if b and a⊕b are both bent then f(x, y) is a generalized bent function. �

Proposition 8. For every n > 2, there exists a quaternary bent function g(x+ 2y)
in n variables such that a generalized function f(x, y) in 2n variables de�ned as
f(x, y) = g(x+ 2y) for all x, y ∈ Zn2 is not bent.

Proof. From Proposition 5 there exists a quaternary bent function g(x + 2y) =
a(x, y) + 2b(x, y) in n > 1 variables such that both b and a⊕ b are not bent. From
Theorem 1 we know that a generalized function f(x, y) is bent i� b and a ⊕ b are
both bent. Hence, f(x, y) is not bent. �

6. Gray images of bent functions

Let f be a generalized Boolean function from Zn2 to Z4. Write f = a + 2b with
a, b Boolean functions in n variables. Its Gray map φ(f) is the Boolean function in
variables (x, z) with x ∈ Zn2 and z ∈ Z2 de�ned as a(x)z + b(x). The proof of the
next result is implicit in the proof of [24, Th. 3.5] and is omitted.

Proposition 9. For the WHTs of functions f and φ(f) it holds

(4) Φ̂(f)(u, v) = 2<(i−vF̂ (u)) = B̂(u) + (−1)vÂ ·B(u), where u ∈ Zn2 , v ∈ Z2.

Here < denotes real part of a complex number. As far as the left side of equation (4)
is a WHT coe�cient of a Boolean function, we easily get

Corollary 1. For any generalized Boolean function f in n variables it holds

max
u∈Zn

2 ,v∈Z2

|<(i−vF̂ (u))| > 2(n−1)/2.

Corollary 2. If f is generalized bent in n variables then φ(f) is either bent (n
odd) or semi bent (n even).
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Proof. Write F̂ (u) = X + iY with X,Y integers. We know that 2n = X2 + Y 2. We
know that the solution to that diophantine equation in X > 0 and X > Y > 0 is
unique, see e.g. [9]. The obvious solutions for n odd are {|X| = |Y | = 2(n−1)/2},
{Y = 0, X = ±2n/2} and {Y = ±2n/2, X = 0} for n even.

Thus, if n is odd it holds Φ̂(f)(u, v) = ±2(n+1)/2 for all u, v, and hence φ(f) is

bent in n + 1 variables. If n is even we see that Φ̂(f)(u, v) equals 0 or ±2(n+2)/2,
so φ(f) is semi bent in n+ 1 variables. �

There is a partial converse to Corollary 2. The proof is immediate.

Proposition 10. Let n be odd. If φ(f) is a Boolean bent function in n+1 variables
then f is a generalized Boolean bent function in n variables.

Proof. Let F̂ (u) = X + iY with X,Y integers. We know that for all u, v it holds

Φ̂(f)(u, v) = ±2(n+1)/2. Therefore, from Proposition 9

Φ̂(f)(u, 0) = 2<(F̂ (u)) = 2X = ±2(n+1)/2,

and

Φ̂(f)(u, 1) = 2<(i−1F̂ (u)) = 2Y = ±2(n+1)/2.

Hence, |F̂ (u)|2 = X2 + Y 2 = 2n. �

This fact has also been obtained in the last variant of [24].

7. Notions of nonlinearity

It is well-known that Boolean bent functions are characterized by their maximal
distance to the �rst order Reed�Muller code. This fact is generalized in this section
to their quaternary analogues.

7.1. Generalized Boolean functions. Let RM(r, k) be the Reed�Muller code
of length 2k and of order r, see [12]. De�ne, for 0 6 r 6 m the quaternary code
ZRM(r,m) = φ−1(RM(r,m + 1)). This code is spanned by vectors of values for
functions of degree at most r − 1 together with twice functions of degree at most
r, see [7] for details. We introduce the nonlinearity N(f) of a generalized bent
Boolean function f in n variables as

(5) N(f) := 2n − 1

2
max

u∈Zn
2 ,v∈Z2

|Φ̂(f)(u, v)|.

The Lee weights of 0, 1, 2, 3 ∈ Z4 are 0, 1, 2, 1, respectively, and the Lee weight
wtL(a) of a ∈ ZN4 is the rational sum of the Lee weights of its components. This
weight function de�nes a distance dL(f, g) = wt(f − g) between two generalized
functions on ZN4 called the Lee distance. Analogously, let dH(·, ·) be the Hamming
distance on Z2N

2 . According to Corollary 1 we have

Proposition 11. For any generalized Boolean function f in n variables, it is true
N(f) 6 2n − 2(n−1)/2.

Proposition 12. With the above notation, for any generalized Boolean function in
n variables f we have

N(f) = dL(f, ZRM(1, n)) = dH(Φ(f), RM(1, n+ 1)).
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Proof. Let x, y be arbitrary vectors of ZN4 . Denote by ix the vector (ix1 , . . . , ixN ).
Recall �rst the well-known identities

d2E(ix, iy) = 2dL(x, y) = 2(N −<(

N∑
j=1

ixj−yj )),

where dE stands for the Euclidean distance. Observe that ZRM(1, n) is spanned

by the all-one vector, along with twice the binary linear functions, and that F̂ (u) =∑
y∈Zn

2

if(y)+2u.y. The second equality holds by the isometry property of the Gray

map [7]. �

Hence, using Propositions 11 and 12 we can reformulate one partial case from
Corollary 2 and Proposition 10 as follows.

Corollary 3. Let n be odd. A generalized function f is bent if and only if N(f)
attains the maximal possible value 2n − 2(n−1)/2.

The case of even n is more complicated. We have

Corollary 4. Let n be even. If a function f is bent then N(f) = 2n − 2n/2.

Proof. By Corollary 2 the Boolean function φ(f) is semi bent in n + 1 variables.

Hence the maximum value of |Φ̂(f)(u, v)| is equal to 2(n+2)/2. Then by Proposition 9
and de�nition (5) we get N(f) = 2n − 2n/2. �

The converse statement is not right in general as far as from the equality

max
u∈Zn

2 ,v∈Z2

|Φ̂(f)(u, v)| = 2(n+2)/2

it does not follow that |F̂ (u)| = 2n/2 for any u ∈ Zn2 . Actually, it is not clear what
is the maximum possible value of N(f) if n is even. To know it one should �nd the
value of covering radius of the code RM(1, n + 1) when n + 1 is odd. But it is a
hard old problem without analogy to the easy case of even n+ 1.

7.2. Quaternary functions. Let g be a quaternary function in n variables. In this
case, an immediate reduction to the preceding subsection (namely, passing from g
to f in the notations of section 5) yields the de�nition

N(g) := 22n − 1

2
max

u,v∈Zn
2 ,w∈Z2

|Φ̂(g)(u, v, w)|.

The following analogue of Proposition 12 is immediate.

Proposition 13. For any quaternary function g in n variables we have

N(g) = dL(g, ZRM(1, 2n)) = dH(φ(g), RM(1, 2n+ 1)).

In particular if g is bent then N(g) = 22n − 2n. As it was mentioned above the
maximal possible value of N(g) is not known yet.
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8. Examples of Constructions

De�ne algebraic normal form (ANF) of generalized Boolean function f in n
variables as follows:

f(x1, ..., xn) =

n∑
k=1

∑
i1,...,ik

ai1,...,ikxi1 · · · xik + a0,

where for each k indices i1, ..., ik are pairwise distinct and sets {i1, ..., ik} are exactly
all di�erent nonempty subsets of the set {1, ..., n}; coe�cients ai1,...,ik , a0 take values
from Z4. The number of variables in the longest item of its ANF is called the degree
of a generalized function and is denoted by deg(f). For computing degrees we require
the following lemma.

Lemma 5. For a generalized Boolean function f the degree of φ(f) is at most the
degree of f .

Proof. Follows by de�nition of the ZRM(r,m) code by its generators [7]. �

8.1. Generalized Boolean bent functions. In [24, Th. 4.3] �gures a natural
generalization of the classical Maiorana�McFarland construction.

Proposition 14. (Schmidt, [24]) The generalized Boolean function f in 2n variables
de�ned for x, y in Zn2 by f(x, y) = 2x.π(y) + τ(y), with τ an arbitrary generalized
Boolean function in n variables and π an arbitrary permutation of Zn2 is bent.

By Corollary 2 the Gray map of this function is a binary Boolean semi bent
function in 2n+ 1 variables. By Lemma 5 its degree is max(2, deg(τ)).

It is well-known that the binary Kerdock code contains bent functions. We
assume the reader has some familiarity with Galois rings as can be gained in, e.g. [7].

For completeness, the next result from [24] we present with the proof.

Proposition 15. (Schmidt, [24]) Let n > 3 denote an integer. Let Rn denote the
Galois ring of characteristic 4 and size 4n. Let Rxn denote Rn \ 2Rn. Let Tn denote
the Teichmuller set of Rn, and Tr the trace function of Rn. The generalized Boolean
function in n variables de�ned for x ∈ Tn by

f(x) = ε+ Tr(sx)

for constants ε, s ranging in Z4, R
x
n is bent. Its Gray image is either bent (n odd)

or semi bent (n even).

Proof. The �rst assertion follows by [24, Construction 5.2] upon observing that
ZRM(1, n) is described by functions f(x) = ε + 2Tr(sx). The second assertion
follows by Corollary 2. �

A monomial construction of a bent generalized Boolean function is presented in
[24, Th. 5.3]. Intuitively it detects the generalized bent functions in the dual of the
Goethals code.

Proposition 16. (Schmidt, [24]) Keep the notation of Proposition 15. Let µ denote
the "reduction mod 2"map from Rn to F2n . The generalized Boolean function in n
variables de�ned for x ∈ Tn by f(x) = ε+Tr(sx+2tx3) for constants ε, s, t ranging
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in Z4, Rn, Tn \ {0} is bent if µ(s) = 0 and the equation µ(t)z3 + 1 = 0 has no
solutions in F2n , or if µ(s) 6= 0 and the equation

z3 + z +
µ(t)2

µ(t)6
= 0

has no solutions in F2n .

By Corollary 2 the Gray map of this function is a binary Boolean function in
n+ 1 variables which is semi bent if n is even or bent if n is odd. It is quadratic by
Lemma 5.

In the original paper [27] it was mentioned that it would be interesting, for
instance, to replace the exponent 3 in Proposition 16 by a Gold exponent 2k + 1.
Then Li et al. [11] characterized the functions in n variables of the form f(x) =

Tr(ax+ 2bx1+2k) for odd n/gcd(n/k).

8.2. Quaternary bent functions.

Proposition 17. For every n a quaternary function

g(x1 + 2xn+1, ..., xn + 2x2n) = c1x1 + ...+ cnxn + 2(x1xn+1 + ...+ xnx2n)

is a quaternary bent function with ci ∈ Z2 and '+' is addition over Z4.

Proof. One can see that g can be divided into sum of n quaternary functions in one
variable g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2x1+n) + ...+ gn(xn + 2x2n),

gi(xi + 2xi+n) = cixi + 2xixi+n.

From Proposition 1, we know that all xixi+n are bent, i = 1, ..., n. From Statement 1
each of gi is a quaternary bent function in one variable, therefore, from Proposition 4
g is also a quaternary bent function. �

Proposition 18. Let g(x + 2y) = a(x, y) + 2b(x, y) and g′(x + 2y) = a(x, y) +
2(a(x, y) ⊕ b(x, y)) be quaternary functions with x, y ∈ Zn2 and a, b be Boolean
functions in 2n variables. Then g is bent if and only if g′ is bent.

Proof. Study the Walsh�Hadamard transform of g and g′. From Lemma 4, we have

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
and

Ĝ′(x+ 2(x⊕ y)) =
1

2

(
Â ·B(y, x) + B̂(x⊕ y, x)− 2c a⊕b(y, x)− 2c b(x⊕ y, x)

)
+

+
i

2

(
Â ·B(x⊕ y, x)− B̂(y, x) + 2c b(y, x)− 2c a⊕b(x⊕ y, x)

)
,

with
c f (u, x) =

∑
x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, Vx = { x′ | 〈x, x′〉 6= x.x′ }, and
u ∈ Zn2 .

Let < and = be real and imaginary parts of a complex number respectively. Then

<(Ĝ(x+ 2y)) = <(Ĝ′(x+ 2(x⊕ y))), =(Ĝ(x+ 2y)) = −=(Ĝ′(x+ 2(x⊕ y))).
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As it was mentioned in section 2 all quaternary bent functions are regular.
Therefore, each of Walsh�Hadamard coe�cients of a quaternary bent function

has only real or imaginary part. Hence, if g is bent then |Ĝ′(x + 2(x ⊕ y))| =

|Ĝ(x+2y)| = 4n/2. By the same way we can prove that if g′ is bent then |Ĝ(x+2y)| =
|Ĝ′(x+ 2(x⊕ y))| = 4n/2. This completes the proof. �

9. Conclusion and open problems

In the present work we have shown how generalizations of the notion of bent
functions involving the ring Z4 could produce, by Gray map or by base 2 expansion,
bent Boolean functions in the classical sense. We have proved that the approach of
Kumar et al. and that of Schmidt are not equivalent at least in quaternary case.
Schmidt's de�nition �ts better Z4-cyclic codes constructions. Conversely classical
binary bent functions (but perhaps not semi bent functions) can yield generalized
bent functions by inverse Gray map. These results motivate to explore further
algebraic constructions of generalized bent functions. Although the results show
that there is no direct connection between quaternary and Boolean bent functions
it is still might be possible to connect these notions if we will ask for additional
conditions. For instance, it would be interesting to solve the problem that we
mentioned at the end of section 4.3. It is also possible that notions of q-ary and
Boolean bent functions are more connected for q > 4.
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1. Introduction

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in
Cryptography that was held for the seventh time in 2020. The Olympiad program
committee includes specialists from Belgium, France, the Netherlands, the USA,
Norway, India, Luxembourg, Belarus', Kazakhstan, and Russia. Interest in the
Olympiad around the world becomes more signi�cant. In 2020, there were 775
participants from more than 50 countries; and 14 countries took part for the �rst
time. Summing the results, 84 participants in the �rst round and 49 teams in the
second round from 32 countries were awarded with prizes and honorable diplomas.
The list of the winners can be found at the o�cial website of the Olympiad [9].
Fig. 1 illustrates the Olympiad logo and winners.

Let us shortly formulate the format of the Olympiad. When registering to the
Olympiad, each participant chooses his/her category: �school students� (for junior
researchers: pupils and high school students), �university students� (for participants
who are currently studying at universities) and �professionals� (for participants
who have already completed education or just want to be in the restriction-free
category). The Olympiad consists of two independent the Internet rounds. The
�rst round is individual (duration 4 hours 30 minutes, two sections: A is for �school
students�, B is for �university students� and �professionals�). The second round is a
team one (duration 1 week, common to all participants).

A distinctive feature of the Olympiad is that some unsolved problems at the
intersection of mathematics and cryptography are o�ered to the participants as
well as problems with known solutions. During the Olympiad, one of such open
problems, �Miller � Rabin revisited� (see section 3.5), was solved completely. For
another one problem, �Bases� (see section 3.13), a partial solution was proposed.
All the open problems stated during the Olympiad history can be found here [10].
What is more important for us that some researchers were trying to �nd solutions
after the Olympiad was over. In the recent paper [7], a complete solution was found
for the problem �Orthogonal arrays� (2018). A partial solution for the problem �A
secret sharing� (2014) was proposed in [3]. We invite everybody who has ideas on
how to solve the problems to send your solutions to us!

We start with problem structure of the Olympiad in section 2. Then we present
formulations of all the problems stated during the Olympiad and give their detailed
solutions in section 3. Mathematical problems and their solutions of the previous
International Olympiads in cryptography NSUCRYPTO from 2014 to 2019 can be
found in [2], [1], [8], [4], [5], and [6] respectively.

2. Problem structure of the Olympiad

There were 14 problems stated during the Olympiad, some of them were included
in both rounds (Tables 1, 2). Section A of the �rst round consisted of six problems,
whereas the section B contained seven problems. The second round was composed
of ten problems. Four problems included unsolved questions (awarded special prizes
from the Program Committee).

https://nsucrypto.nsu.ru/
https://nsucrypto.nsu.ru/unsolved-problems


A.6 A.A. GORODILOVA ET AL.

Fig. 1. NSUCRYPTO logo and winners

Òàáëèöà 1. Problems of the �rst round

N Problem title Max score

1 2020 4

2 POLY 4

3 A secret house 4

4 RGB 4

5 Miller � Rabin revisited (Q1) 4

6 Mysterious event 4

N Problem title Max score

1 2020 4

2 A secret house 4

3 Miller � Rabin revisited 4 + add.

4 RGB 4

5 Mysterious event 4

6 CPA game 6

7 Collisions (Q1) 4

Section A Section B

Òàáëèöà 2. Problems of the second round

N Problem title Maximum score

1 POLY 4

2 Stairs-Box 7

3 Hidden RSA 6

4 Orthomorphisms 12

5 JPEG Encoding Unlimited (open problem)

6 Miller � Rabin revisited 4 + add. sc. for open pr.

7 CPA game 6

8 Collisions 8

9 Bases Unlimited (open problem)

10 AES-GCM 10 + add. sc. for open pr.

3. Problems and their solutions

In this section, we formulate all the problems of NSUCRYPTO'2020 and present
their detailed solutions paying attention to solutions proposed by the participants.

3.1. Problem �2020�.

3.1.1. Formulation. A cipher machine WINSTON can transform a binary sequence in
the following way. A sequence S is given, a cipher machine can add to S or remove
from S any subsequence of the form 11, 101, 1001, 10 . . . 01. Also, it can add to S
or remove from S any number of zeros.

When special agent Smith entered the room there were two identical WINSTON
machines. He was curious to encrypt number 2020 and he tried to encrypt the
number in it's binary form. The �rst cipher machine returned the binary form of
number 1984, the second one returned the binary form of number 2021. Smith
understood that one of the machines is broken. How did he know that?
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3.1.2. Solution. By removing subsequences of the form 10...01 and 0...0, the parity
of ones in the binary representation cannot be changed. The given numbers have
the following binary representations:

2020→ 11111100100→ 7 ones,

2021→ 11111100101→ 8 ones,

1984→ 11111000000→ 5 ones.

Hence, it is impossible to obtain 2021 from the input 2020. Hence, the second
machine must be broken.

3.2. Problem �POLY�.

3.2.1. Formulation. During a job interview, Bob was proposed to think up a small
cryptosystem that operates with integers. Bob invented and implemented a complex
algorithm POLY that can be represented mathematically as a polynomial. Namely,
if x is a plaintext, then ciphertext y is equal to p(x), where p is a polynomial with
integer coe�cients.

Bob's employer decided to test it. At �rst, he encrypted the number 20 and
obtained the number 7. Secondly, he encrypted the number 15 and obtained the
number 5. After that he said to Bob that there was a mistake in the implementation
of the algorithm and did not hire him. What was wrong?

3.2.2. Solution. Let p(x) = c0 + c1x + . . . + cnx
n. Then p(a) − p(b) = c1(a − b) +

. . .+ cn(an− bn), where a, b are some integers. Since (ak− bk) is divided by (a− b),
we have that p(a)− p(b) is divided by (a− b). By condition, we have p(20) = 7 and
p(15) = 5, but 5 does not divide 2. Hence, there is a mistake in the implementation.
Almost all the participants solved the problem.

3.3. Problem �A secret house�.

3.3.1. Formulation. You can see a secret house in Fig. 2(a). Looking on it, could
you understand what should be shown inside the frame left blank in Fig. 2(b)?

(a) (b)

Fig. 2. A secret house

3.3.2. Solution. Looking on the house, one can see that the number in a window
is equal to �5 minus the number of shadows� inside the window. Hence, we can
guess that the task is to calculate 340231 (mod 5). Since 34 = 1 (mod 5), then
340231 (mod 5) = 34·10057+3 (mod 5) = 33 mod 5 = 4. Hence, there should be one
shadow inside the frame.

3.4. Problem �RGB�.
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3.4.1. Formulation. Victor is studying the Moctod search server. Inside its software,
he found two integer variables a and b that change their values when special search
queries �RED�, �GREEN� and �BLUE� are processed. More precisely, the pair (a, b) is
changed to (a+18b, 18a−b) when processing the query �RED�, to (17a+6b,−6a+17b)
when processing �GREEN�, and to (−10a− 15b, 15a− 10b) when processing �BLUE�.
When any of a or b reaches a multiple of 324, it resets to 0. Whenever (a, b) = (0, 0),
the server crashes.

On the server startup, the variables (a, b) are set to (20, 20). Prove that the server
will never crash with these initial values, regardless of the search queries processed.

3.4.2. Solution. The number 325 is the �rst natural number that can be written as
sums of squares in three di�erent ways (up to permutation of terms):

325 = 12 + 182 = 62 + 172 = 102 + 152.

Keeping this in mind, if (A,B) is the result of changing (a, b) with some query, then

A2 +B2 = 325(a2 + b2) ≡ a2 + b2 (mod 324).

Thus, the number (a2 + b2) mod 324 does not change for any chain of queries (in
order words, it is an invariant). Since initially (202 + 202) mod 324 = 152 6= 0, the
server will never crash.

3.5. Problem �Miller � Rabin revisited�.

3.5.1. Formulation. Bob decided to improve the famous Miller � Rabin primality
test and invented his test given in Algorithm 1. The odd number n being tested is
represented in the form n− 1 = 2k3`m, where m is not divisible by 2 or 3.

Algorithm 1 Bob's primality test

1. Take a random a ∈ {2, . . . , n− 2}.
2. Put a← am mod n. If a = 1, return �PROBABLY PRIME�.
3. For i = 0, 1, . . . , `− 1 do the following steps:

(a) b← a2 mod n;
(b) if a+ b+ 1 is divisible by n, return �PROBABLY PRIME�;
(c) a← ab mod n.

4. For i = 0, 1, . . . , k − 1 repeat:
(a) if a+ 1 is divisible by n, return �PROBABLY PRIME�;
(b) a← a2 mod n.

5. Return �COMPOSITE�.

Q1 Prove that Algorithm 1 does not fail, that is, not return �COMPOSITE�, for
a prime n.

Q2 Bonus problem (extra scores, a special prize!)
A composite integer n may be classi�ed as �PROBABLY PRIME� by a

mistake. It is known that for the usual Miller � Rabin test the error
probability is less than 1/4. Can this estimation be improved when we
are switching to Algorithm 1?

Remark. The expression a ← am mod n means that a takes a new value that is
equal to the remainder of dividing am by n.
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3.5.2. Solution. Let us prove that Algorithm 1 does not fail (Q1).
If n is prime, then by Fermat's Little Theorem n divides

an−1 − 1 = a2
k3lm − 1 = (a2

k−13lm − 1)(a2
k−13lm + 1) = . . . =

= (a3
lm − 1)

k−1∏
i=0

(
a2

i3lm + 1
)

= ((a3
l−1m)3 − 1)

k−1∏
i=0

(
a2

i3lm + 1
)

=

= (a3
l−1m − 1)((a3

l−1m)2 + a3
l−1m + 1)

k−1∏
i=0

(
a2

i3lm + 1
)

= . . . =

= (am − 1)

l−1∏
j=0

(
(a3

jm)2 + a3
jm + 1

) k−1∏
i=0

(
a2

i3lm + 1
)
.

A prime number n must divide one of the parentheses in the last expression. The
required statement follows from this.

The answer for the question Q2 is �the estimation is not improved�. Let us prove
this. In the original Miller � Rabin test, instead of steps 2 and 3, the following step
is performed:

23. a← a3
lm mod n. If a = 1, return �PROBABLY PRIME�.

In other words, the following congruence relation is checked:

(1) a3
lm ≡ 1 (mod n).

If (1) is satis�ed, then A = a3
l−1m is the cube root of 1 modulo n:

A3 − 1 ≡ 0 (mod n) ⇔ (A− 1)(A2 +A+ 1) ≡ 0 (mod n).

In this case, either A ≡ 1 (mod n), i.e.

(2) a3
l−1m ≡ 1 (mod n),

or A2 + A ≡ −1 (mod n). Both cases are analyzed in Bob's test. In the �rst case,
the congruence relation (2) is analyzed in the same way as (1).

Thus, the answer �PROBABLY PRIME� in Miller � Rabin test is returned if and
only if the same answer is returned in Bob's test. Bob's test has an advantage over
Miller � Rabin test. It is more e�cient since the correctness of (1) can be obtained
earlier.

The question Q2 was correctly solved by 10 participants and teams. They are
Artur Puzio (Poland), Leo Boitel (France), Geng Wang (China), Gabor P. Nagy
(Hungary), the team of Albert Smith, Ethan Tan, Guowen Zhang (Australia), the
team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, Ioan Dragomir (Romania),
the team of Sergey Bystrevskii, Maksim Starodubov, Evgeny Mikhalchuk (Russia),
the team of Mohammad Akbarizadeh, Reza Kaboli, Sajjad Bagheri (Iran), the team
of Jeremy Jean, Hugues Randriam (France), Irina Slonkina (Russia).

3.6. Problem �Mysterious event�.

3.6.1. Formulation. Mr. Bob is the editor in-chief of a well known magazine. He
has many interests and activities in addition to work: meetings with bright people
of politics and art, dancing, �shing, and even stenography and linguistics.

Every week, the magazine publishes a hard Sudoku on the last page. Mr. Bob
likes this game too! So, it is a pleasure for him to personally analyze all solutions
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from the readers. He sits down in his o�ce with a cup of co�ee and looks through
all the PNG-�les with photos of solutions.

But suddenly Mr. Bob disappeared. The last solution he could see on his monitor
was that in Fig. 3 (here is a link to it, if you are interested in).

Fig. 3. Sudoku

But what happened? Where is Mr. Bob?

3.6.2. Solution. As Mr. Bob likes stenography and the format of the given �le is
png, one can try to �nd message hidden in Fig. 3 using steganography tools, for
example [14]. It reveals the message �They know that you are a spy! Get back to
the center right now.� So, Mr.Bob is in the center.

3.7. Problem �CPA game�.

3.7.1. Formulation. Suppose we have a system for the encryption of binary messages.
The system has the following characteristics:

• Every message is divided into blocks of length n that are called plaintexts
(it is supposed that the length of messages is divisible by n).
• The system employs a block cipher with the encryption function E in
cipher block chaining (CBC) mode (see the picture below). A block, an
initialization vector IV and a key lengths are equal to n. The result of
encryption of the message is a concatenation of IV and the ciphertexts of
all plaintexts it consists of.
• The IV for the �rst message is chosen randomly by using a secure pseudo-
random number generator. The last ciphertext block of the i-th message is
used as the IV for the (i+ 1)-st message.

Let Alice be an honest user of the system. Victor, an adversary, convinced her
to play chosen�plaintext attack game (CPA game) with him.

The game is the following:

1. Alice selects a key k ∈ {0, 1}n and chooses a bit b ∈ {0, 1}.
2. Victor submits a sequence of q queries to Alice. For i = 1, 2, . . . , q repeat

(a) Victor chooses a pair of messages, mi,0,mi,1 of the same length.
(b) Alice encrypts mi,b with the key k and gets ci (that is the sequence of

corresponding IV and ciphertexts). She sends ci to Victor.
3. Victor outputs a bit b∗ ∈ {0, 1}.

Let W be the event that Victor guesses the bit, that is b∗ = b. We de�ne Victors's
advantage with respect to E as CPAadv := |Pr[W]− 1/2|. Victor wins the game if
he can build an e�cient algorithm such that CPAadv is not negligible.

http://nsucrypto.nsu.ru/media/MediaFile/Mysterious_event-email.png
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Task. Construct an e�cient probabilistic polynomial-time (PPT) algorithm that
wins the CPA game against this implementation with an advantage close to 1/2.

3.7.2. Solution. We describe two deterministic algorithms that win the given CPA
game with two queries in Algorithms 2,3. Let 0 and 1 denote all zeros and all ones
vectors from the space Fn

2 .

Algorithm 2 The �rst deterministic algorithm

q1: (a) Victor chooses a pair of messages m1,0 = m1,1 = 0 and sends them to
Alice;

(b) Alice sends c1 = (IV,Ek(IV )) to Victor;
q2: (a) Victor chooses a pair of messages m2,0 = IV ⊕ Ek(IV ), m2,1 = IV ⊕

Ek(IV )⊕ 1 and sends them to Alice;
(b) Alice sends c2 = (Ek(IV ), C) to Victor. Depending on the value of b,

the ciphertext C is equal to Ek(IV ) if b = 0, and it holds C = Ek(IV ⊕
1) if b = 1.

Finally, Victor outputs b∗ = 0 if C = Ek(IV ) and b∗ = 1 otherwise.

Algorithm 3 The second deterministic algorithm

q1: (a) Victor chooses a pair of messages m1,0 = 0, m1,1 = 1 and sends them
to Alice;

(b) Alice sends c1 = (IV, C) to Victor, where the ciphertext C is equal
to Ek(IV ) if b = 0, and it holds C = Ek(IV ⊕ 1) if b = 1;

q2: (a) Victor chooses a pair of messages m2,0 = m2,1 = IV ⊕ C and sends
them to Alice;

(b) Alice sends c2 = (Ek(IV ), Ek(IV )) to Victor.

Finally, Victor outputs b∗ = 0 if C = Ek(IV ) and b∗ = 1 otherwise.

There were several solutions from the participants that proposed the approaches
described above, as well as many 3-queries deterministic and probabilistic algorithms.

3.8. Problem �Stairs-Box�.

3.8.1. Formulation. Nicole was climbing stairs and has found a box containing a
curious permutation on the set of elements {0, 1, . . . , 63}:

S = [ 13,18,20,55,23,24,34, 1,62,49,11,40,36,59,61,30,
33,46,56,27,41,52,14,45, 0,29,39, 4, 8, 7,17,50,
2,54,12,47,35,44,58,25,10, 5,19,48,43,31,37, 6,

21,26,32, 3,15,16,22,53,38,57,63,28,60,51, 9,42 ]

So, the element 0 it maps to 13, the element 1 to 18, etc.
Nicole understands that it is possible to consider such a permutation as a vectorial

Boolean function S : F6
2 → F6

2 if every number between 0 and 63 one replaces
with a binary vector of length 6. For instance, S(000010) = (010100), since S
maps 2 to 20. She knows that S can be given in terms of coordinate functions as
S(x) = (s1(x), . . . , s6(x)), and each Boolean function si can be represented in the
algebraic normal form using binary operations XOR and AND in the following way:
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si(x) =
⊕

I∈P(N) aI
(∏

i∈I xi
)
, where P(N) is the power set of N = {1, . . . , 6} and

aI ∈ F2.
A label on the box said that the function S can be represented as a composition

of three maps in the following way:

S = A ◦X ◦B,

where A,B : F6
2 → F6

2 are linear maps and X is a function with a short
arithmetic expression modulo 64. Nicole knows that a linear map over F6

2 can
be de�ned by multiplication with a 6 × 6 matrix over F2. But she wonders what
is supposed by �a short arithmetic expression modulo 64�? Probably, Nicole also
should consider maps as classical modular operations such as addition, substraction,
multiplication modulo 64?..

Help Nicole to �nd the secret function X and the respective maps A,B!

3.8.2. Solution. Arithmetic operations modulo 26 can be reduced modulo smaller
powers of 2. Most importantly, the output modulo 2 depends only on the input
modulo 2 (1 bit), the output modulo 2i depends only on the input modulo 2i (i
input bits, 1 6 i 6 6).

It follows that there must exist linear combinations of outputs of S with algebraic
degrees less or equal to each of 1, 2, 3, 4, 5, 5 (�staircase�). And indeed, such
combinations do exist for the given S-box S. While there is some freedom left in
choosing such combinations, the number of possibilities is reasonably small. Any
such choice identi�es a candidate for the linear map A. The same idea can be applied
to S−1 to obtain candidates for B. Using the fact that i least signi�cant bits of the
output of X must depend only on i least signi�cant bits of the input of X, correct
candidates for A,B can be recovered in a sequential bit-by-bit manner.

There exist 8 solutions, any of which was accepted as a correct answer:

X : Z64 → Z64, X(x) ∈ {x+ 1, x+ 17, x+ 33, x+ 49,

33x+ 1, 33x+ 17, 33x+ 33, 33x+ 49}.

In total, 15 teams managed to solve this problem completely and 12 teams got
only partial progress. Many teams guessed the linear shape of the polynomial of X
and used creative ways to verify their guess. Teams of Gongyu Shi, Xinzhou Wang,
Yu-hang Jii (China) and Weidan Ji, Wenwen Xia, Zhang Hongyi (China) used the
Walsh spectrum exploiting its invariance under composition of the function with
linear maps and further recovered A,B e�ciently by matching the rows/columns
of the Linear Approximation Tables (LAT) of S and X. The team of Gyumin
Roh, Hyunsik Jeong, Mincheol Son (South Korea) developed similar method but
using Di�erence Distribution Table (DDT) instead of the LAT. Hieu Nguyen Duy
(Vietnam) used more direct approach to reconstructing A,B row-by-row/column-
by-column with the constraint of the partial solution X modulo 2i having the form
linear polynomial x 7→ ax+ b.

3.9. Problem �Hidden RSA�.

3.9.1. Formulation. Bob has learned about the public-key cryptography and now
anyone can send a secret message to him. The message is encoded by a nonnegative
integer x which has at most 70 digits in the decimal representation. To send a
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message for Bob, one has to enter it on his webpage [11]. After the message is
entered, it is immediately encrypted using RSA. The encryption result is

Encr(x) = xe mod n,

where n is a modulus (product of two distinct odd primes p and q) and e is a public
exponent (coprime with p − 1 and q − 1). Bob is afraid of hackers and does not
disclose either n or e (even though this contradicts the usual usage of the RSA
cryptosystem).

Victor has intercepted the encrypted message

y = 71511896681324833458361392885184344933333159830863878600189212073777582178173,

which Alice has sent to Bob.
Help Victor to decrypt y. You can enter any allowed message x on the Bob's

website [11] and receive in response the corresponding ciphertext Encr(x).

3.9.2. Solution. Victor takes advantage of the fact that RSA typically uses a small
open exponent e. Victor views small candidate exponents ê = 3, 5, . . ., searching for
the correct one among them and at the same time determining n.

Viktor processes ê as follows. First, he checks the condition 2ê > Encr(2). If the
condition is not satis�ed, then ê is rejected. Second, Victor de�nes n̂ = 2e−Encr(2).
This is an estimate of the modulus n in the sense that if ê = e, then n̂ is a multiple
of n. Third, for several random x Victor re�nes the estimate:

n̂← gcd(n̂, (xê mod n̂)− Encr(x)).

If ê = e, then the estimate n̂ quickly converges to n. If ê 6= e, then n̂ quickly
converges to 1.

Using the method described above, Victor �nds e = 65537 and

n = 76200708443433250012501342992033571586971760218934756930058661627867825188509.

The module n (256-bit) can be quickly factorized using programs like msieve or
cado-nfs.

As a result, prime divisors can be found

p = 232086664036792751646261018215123451301,

q = 328328681700354546732404725320581286809.

Then the secret exponent is determined

d = e−1 mod (p− 1)(q − 1) =

= 58041460011714671214337771652949080061981291861469879231637604933853779098273

and the desired message

yd mod n = 202010181600.

This is the NSUCRYPTO'2020 start time code (October 18, 2020, 16:00).

3.10. Problem �Orthomorphisms�.

https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
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3.10.1. Formulation. A young cryptographer Bob wants to build a new block cipher
based on the Lai-Massey scheme. The Lai-Massey scheme depends on a �nite group
G with the neutral element e and an orthomorphism of G. Bob decides to use a
nonabelian group and chooses a dihedral group D2m , m > 4, generated by a, u with
presentation

a2
m−1

= e, u2 = e, ua = a−1u.

Let θ be a permutation of a �nite group G. Then θ is called an orthomorphism
of G if the mapping π : α 7→ α−1θ(α) is a permutation of G.

Bob needs to construct an orthomorphism of D2m . He considers the set DMm

consisting of all mappings θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

on D2m given by

θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

: ai 7→

{
ar1i+c1 if i ∈ {0, . . . , 2m−2 − 1},
ar2i+c2u if i ∈ {2m−2, . . . , 2m−1 − 1},

θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

: aiu 7→

{
aq1i+b1u, if i ∈ {0, . . . , 2m−2 − 1},
aq2i+b2 , if i ∈ {2m−2, . . . , 2m−1 − 1},

and depending on bi, ci, ri, qi ∈ {0, . . . , 2m−1−1} for i ∈ {1, 2}, where the operations
addition and multiplication are over the residue ring Z2m−1 .

Q1 Letm = 4. Help Bob to describe all orthomorphisms of DMm and �nd their
number.

Q2 For each m > 4, help Bob to describe all orthomorphisms of DMm, i. e.
give necessary and su�cient conditions on bi, ci, ri, qi for i ∈ {1, 2} such
that θ

(r1,r2,c1,c2)
(q1,q2,b1,b2)

is an orthomorphism of D2m .

3.10.2. Solution. Let Zn = {0, ..., n− 1} for a positive integer n > 1.

Theorem. Let m > 4. A mapping θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

∈ DMm is an orthomorphism if and

only if bi, ci, ri, qi ∈ Z2m−1 for i ∈ {1, 2} satisfy one of the following conditions:

(1) If r1 ≡ r2 ≡ 3 (mod 4), then r1 = q2, r2 = q1,
c1 = b2, c2 = b1, c1 + c2 ≡ 1 (mod 2).

(2) If r1 ≡ r2 ≡ 2 (mod 4), then r1 = q1, r2 = q2,
q1 − 1 ≡ b1 + c1 (mod 2m−1), q2 − 1 ≡ b2 + c2 (mod 2m−1),
b1 + c2 ≡ 1 (mod 2), b2 + c1 ≡ 1 (mod 2).



NSUCRYPTO'2020: PROBLEMS AND SOLUTIONS A.15

Proof of Theorem. Let θ = θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

. It is clear that θ is a permutation if and

only if

2m−2−1⋃
j=0

{r1j + c1 } ∩
2m−1−1⋃
j=2m−2

{q2j + b2} = ∅,

2m−1−1⋃
j=2m−2

{r2j + c2} ∩
2m−2−1⋃

j=0

{q1j + b1} = ∅,

2m−2−1⋃
j=0

{r1j + c1 } ∪
2m−1−1⋃
j=2m−2

{q2j + b2} = Z2m−1 ,

2m−1−1⋃
j=2m−2

{r2j + c2} ∪
2m−2−1⋃

j=0

{q1j + b1} = Z2m−1 ,

where the operations addition and multiplication are over the residue ring Z2m−1 .
They are equivalent to conditions

r1j1 − q2j2 6≡ q22m−2 + b2 − c1 (mod 2m−1),(3a)

r2j1 − q1j2 6≡ q12m−2 + b1 − c2 (mod 2m−1),(3b)

r1(j′1 − j′2) 6≡ 0 (mod 2m−1),(3c)

r2(j′1 − j′2) 6≡ 0 (mod 2m−1),(3d)

q1(j′1 − j′2) 6≡ 0 (mod 2m−1),(3e)

q2(j′1 − j′2) 6≡ 0 (mod 2m−1),(3f)

which hold for all j1, j2 ∈ Z2m−2 and all j′1, j
′
2 ∈ Z2m−2 with j′1 6= j′2.

From conditions (3c) � (3f), it follows that

(4) r1 6≡ 0 (mod 4), r2 6≡ 0 (mod 4), q1 6≡ 0 (mod 4), q2 6≡ 0 (mod 4).

Note that π : α 7→ α−1θ(α) is given by

π : ai 7→

{
a(r1−1)i+c1 if i ∈ Z2m−2 ,

a(r2−1)i+c2u if i ∈ {2m−2, ..., 2m−1 − 1},

π : aiu 7→

{
a−(q1−1)i−b1 if i ∈ Z2m−2 ,

a−(q2−1)i−b2u if i ∈ {2m−2, ..., 2m−1 − 1},

where the operations addition, multiplication and subtraction are over Z2m−1 .
For each i ∈ {1, 2}, we suppose r̃i = ri − 1 mod 2m−1, q̃i = 1 − qi mod

2m−1, b̃i = 2m−1 − bi.
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It is clear that π is a permutation if and only if

2m−2−1⋃
j=0

{r̃1j + c1} ∩
2m−2−1⋃

j=0

{
q̃1j + b̃1

}
= ∅,

2m−2−1⋃
j=0

{r̃1j + c1} ∪
2m−2−1⋃

j=0

{
q̃1j + b̃1

}
= Z2m−1 ,

2m−1−1⋃
j=2m−2

{r̃2j + c2} ∩
2m−1−1⋃
j=2m−2

{
q̃2j + b̃2

}
= ∅,

2m−1−1⋃
j=2m−2

{r̃2j + c2} ∪
2m−1−1⋃
j=2m−2

{
q̃2j + b̃2

}
= Z2m−1 ,

where the operations addition and multiplication are over the residue ring Z2m−1 .
They are equivalent to conditions

(r1 − 1)j1 − (1− q1)j2 6≡ −b1 − c1 (mod 2m−1),(5a)

(r2 − 1)j1 − (1− q2)j2 6≡ −b2 − c2 (mod 2m−1),(5b)

(r1 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5c)

(r2 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5d)

(q1 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5e)

(q2 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5f)

which hold for all j1, j2 ∈ Z2m−2 and all j′1, j
′
2 ∈ Z2m−2 with j′1 6= j′2.

From conditions (5c) � (5f), it follows that

(6) r1 6≡ 1 (mod 4), r2 6≡ 1 (mod 4), q1 6≡ 1 (mod 4), q2 6≡ 1 (mod 4).

Then we will use the following Lemma.

Lemma. Let d > 4,R(d) = {r ∈ Z2d−1 |r ≡ t (mod 4), t ∈ {1, 2, 3}} , and Ā(d)(h1, h2) ={
h1j1 − h2j2 mod 2d |j1, j2 ∈ Z2d−1

}
, h1, h2 ∈ R(d).

Then

Ā(d)(h1, h2) =


Z2d\{2d−1} if h1 = h2, h1 ≡ h2 ≡ 1 (mod 2),

Z2d\{h2} if h2 = 2d − h1, h1 ≡ h2 ≡ 1 (mod 2),

Z2d if h2 /∈ {h1, 2d − h1}, h1 ≡ h2 ≡ 1 (mod 2),

{2j|j ∈ Z2d−1} if h1 ≡ h2 ≡ 2 (mod 4).

Proof of Lemma. For all s, v1, v2 ∈ Z2d−1 , we denote

sĀ(d)(v1, v2) =
{
sb mod 2d|b ∈ Ā(d)(v1, v2)

}
.

Let t be an element from Ā(d)(h1, h2). Therefore, t = h1i1 − h2i2 mod 2d for
some i1, i2 ∈ Z2d−1 .

Let hi ≡ 1 (mod 2) for some i ∈ {1, 2}. Without loss of generality, we suppose
h1 ≡ 1 (mod 2). Then h−11 t = i1 − h−11 h2i2 mod 2d. So, t′ = i1 − h · i2 mod 2d,
where t′ = h−11 t, h = h−11 h2.

Obviously, Ā(d)(h1, h2) = Ā(d)(h1, h1h) = h1Ā
(d)(1, h).

Now, we consider two cases.
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Case 1. Let h be odd. For all i1, i2 ∈ Z2d−1 , we have

i1 − i2h 6≡

{
2d−1 (mod 2d) if h = 1,

2d − 1 (mod 2d) if h = 2d − 1.

If h ∈ {3, 5, 7, ..., 2d − 3}, then

Ā(d)(1, h) =

2d−1−1⋃
j2=0

{j1 − h · j2 |j1 ∈ Z2d−1} =

= Z2d−1 ∪
{

2d − h, 2d − h+ 1, . . . , 2d−1 − h− 1
}
∪ . . .

∪
{

2d − 2h, 2d − 2h+ 1, ..., 2d−1 − 2h− 1
}
∪

∪
{

2h+ 2d−1, 2h+ 1 + 2d−1, ..., 2h− 1
}
∪ . . .

∪
{
h+ 2d−1, h+ 1 + 2d−1, ..., h− 1

}
= Z2d ,

where the operations addition and subtraction are over Z2d .
Hence,

Ā(d)(1, h) =


Z2d\{2d−1} if h = 1,

Z2d\{2d − 1} if h = 2d − 1,

Z2d if h ∈ {3, 5, ..., 2d − 3}.
Case 2. Let h be even. From condition (4), it follows that h2 ≡ 2 (mod 4).

Thus, h ≡ 2 (mod 4). Hence,

Ā(d)(1, h) =

2d−1−1⋃
j2=0

{j1 − h · j2|j1 ∈ Z2d−1} =

= Z2d−1 ∪
{

2d − h, 2d − h+ 1, ..., 2d−1 − h− 1
}
∪ . . .

∪
{

2h, 2h+ 1, ..., 2h+ 2d−1 − 1
}
∪

∪
{
h+ 2d−1, h+ 1 + 2d−1, ..., 2d − 2, 2d − 1, 0, 1, ..., h− 1

}
= Z2d

where the operations addition and subtraction are over Z2d .
So, if hi ≡ 1 (mod 2) for some i ∈ {1, 2}, then

Ā(d)(h1, h2) =


Z2d\{2d−1}, if h1 = h2,

Z2d\{2d − h1}, if h2 = 2d − h1,
Z2d , if h2 /∈ {h1, 2d − h1}.

Suppose h1 ≡ h2 ≡ 2 ( mod 4). Thus, t = 2t̃ mod 2d, where t̃ = h̃1i1−h̃2i2 mod

2d−1, h̃1 = h1/2, h̃2 = h2/2. Note that h̃1 ≡ h̃2 ≡ 1 (mod 2). From

Z2d−1 =
{
h̃1j1 − h̃2j2 mod 2d−1|j1, j2 ∈ Z2d−1

}
,

we get

Ā(d)(h1, h2) = {2j|j ∈ Z2d−1} .
End of Lemma proof.

From Lemma and conditions (3a), (3b), it follows that we must consider four
cases:

• r1 ≡ r2 ≡ 1 (mod 2),
• r1 ≡ 1 (mod 2), r2 ≡ 2 (mod 4),
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• r1 ≡ 2 (mod 4), r2 ≡ 1 (mod 2),
• r1 ≡ r2 ≡ 2 (mod 4).

If r1 ≡ r2 ≡ 1 (mod 2), then

(7) r1 ∈ {q2, 2m−1 − q2}, r2 ∈ {q1, 2m−1 − q1}.

From condition (6), we get r1 ≡ r2 ≡ 3 (mod 4).
For each i, j ∈ {1, 2}, i 6= j, if rj = 2m−1 − qi, then qi ≡ 1 (mod 4) that

contradicts (6). Consequently, rj 6= 2m−1 − qi for qi ≡ 1 (mod 4). From Lemma
and conditions (5a), (5b), we get

(8) b1 + c1 ≡ 1 (mod 2), b2 + c2 ≡ 1 (mod 2).

If r1 = q2, r2 = q1, then relations (3a), (3b) hold if and only if c1, c2, b1, b2
satisfy conditions

2m−2 ≡ q22m−2 + b2 − c1 (mod 2m−1), 2m−2 ≡ q12m−2 + b1 − c2 (mod 2m−1),

i.e.

(9) c1 = b2, c2 = b1.

From (8) and (9), we get c1 + c2 ≡ 1 (mod 2).
Let i, j ∈ {1, 2}, i 6= j. If rj ≡ 1 (mod 2), ri ≡ 2 (mod 4), then

(10) rj ∈ {qi, 2m−1 − qi}, ri ≡ qj ≡ 2 (mod 4).

From (10), it follows that rj−1 6≡ 1−qj ( mod 2). Therefore, from relations (5a),
(5b) and Lemma, we get that condition (10) is impossible.

If r1 ≡ r2 ≡ 2 ( mod 4), then q22m−2 +b2−c1 ≡ 1 ( mod 2), q12m−2 +b1−c2 ≡
1 (mod 2). Thus,

(11) b1 + c2 ≡ 1 (mod 2), b2 + c1 ≡ 1 (mod 2).

From Lemma and relations (5a), (5b), we have ri − 1 ∈ {1 − qi, 2
m−1 − 1 +

qi} for each i ∈ {1, 2}, where

−bi − ci =

{
2m−2 if ri − 1 = 1− qi,
1− qi if ri − 1 = 2m−1 − 1 + qi,

where the operations addition and subtraction are over Z2m−1 .
If ri − 1 = 1 − qi for some j ∈ {1, 2}, then rj = 2 − qj . Hence, qj ≡ 0 (mod 4)

that contradicts (4). So, there is only one relation ri − 1 = 2m−1 − 1 + qi (mod
2m−1) for each i ∈ {1, 2}. Thus,

(12) ri = qi for each i ∈ {1, 2}.

If r1 ≡ r2 ≡ 2 (mod 4), then π is a permutation if and only if conditions (11),
(12) hold and qi − 1 = bi + ci mod 2m−1 for each i ∈ {1, 2}.

End of Theorem proof.

Let OMDm be the subset of MDm consisting of all orthomorphisms. From
Theorem, it follows that |OMD4| = 28.

Full and complete solutions for this problem were proposed by four team. The
best one was given by the team of Jeremy Jean and Hugues Randriam (France).

3.11. Problem �JPEG Encoding�.
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3.11.1. Formulation. In order to decrease the readability of the exchanged messages,
Alice and Bob decided to encode their messages using JPEG image compression.
They write (or draw) their message in a graphics software, save it as a JPEG �le
and then encrypt the resulting �le using some encryption algorithm.

Let us describe the details of the JPEG encoding. The matrix of pixels is �rst
divided into 8 × 8 matrices, and then the matrices of the type presented below
are obtained from them using discrete cosine transform (DCT) and quantization.
An interesting characteristic of these matrices is that most of the non-zero data is
concentrated in the upper left corner of the matrix, and most of the data in the
lower right corner is 0. After that, the matrix is encoded using 0's and 1's.

One example of the matrix encoding is the following algorithm:

1. First, the zigzag rule is used to convert the 8 × 8 matrix into a one-
dimensional vector;

2. Then the Exp-Golomb code is used to encode each number in the vector.
Each number (aside from 0, which is encoded as just one bit 0) is encoded
by three parts:
� length: a sequence of 1's corresponding to the length of the binary
representation of the number, followed by 0 to mark the end of the
length sequence;

� sign: a bit representing the sign of the number: 0 for negative, 1 for
positive number;

� residual: the binary representation of the number, with the leading 1
omitted.

For example, the number 47 is encoded as the sequence 1111110︸ ︷︷ ︸
length

1︸︷︷︸
sign

01111︸ ︷︷ ︸
residual

;

3. All encoded sequences are then concatenated and a 6-bit sequence is added
to the front. These 6 bits represent the number of non-zero elements in the
encoded sequence.

Fig. 4. Zig-zag transformation of the matrix

An example. Let us consider how the algorithm works. We can see that after
Exp-Golomb coding (see Fig. 4), the 8 × 8 DCT quantized matrix above can be
binarized using 91 bits (see below). Note that using the inverse process of the
encoding method, we can get the original 8× 8 matrix from these 91 bits.

001110︸ ︷︷ ︸
# of non-zero elements

1111110101111︸ ︷︷ ︸
47

111101001︸ ︷︷ ︸
9

111100100︸ ︷︷ ︸
−12

11011︸ ︷︷ ︸
3

111101010︸ ︷︷ ︸
10

11010︸ ︷︷ ︸
2

0︸︷︷︸
0

100︸︷︷︸
−1

1110001︸ ︷︷ ︸
−5

101︸︷︷︸
1

11000︸ ︷︷ ︸
−2

100︸︷︷︸
−1

101︸︷︷︸
1

1110000︸ ︷︷ ︸
−4

101︸︷︷︸
1

Problem for a special prize! Your task is to design an encoding algorithm
providing as short as possible output strings for the given 100 000 matrices (here
is a �le with matrices, and non-zero elements of each matrix are concentrated in

https://nsucrypto.nsu.ru/media/MediaFile/JPEG_Encoding-test_data_matrices.txt
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the upper left corner). The less the sum of the lengths of the strings, the more
scores you get for this problem. The encoding process must be reversible, that is,
the original matrix can be obtained from the bit string using inverse coding.

3.11.2. Solution. By the authors opinion there were no great algorithms suggested.
So, the problem remains open.

Let us discuss some criterions that were used for checking. An adequate algorithm
for data processing should take into account the internal structure of the data
involved. Therefore, the algorithms like: 1) get bits from the text �le with matrices
neglecting the matrix numeric data itself and compress them just as a stream of
bits, scored low; 2) mechanical replacement of the suggested Exp-Golomb code
with Hu�man code or arithmetic code scored low; 3) the absence of the decoding
procedure scored low; 4) not working code scored low. The higher score got solutions
which: 1) provided working encoder and decoder; 2) provided data analysis and were
able to utilize the results of the data analysis in the algorithm; 3) provided good
compression.

The initial authors' algorithm that used the Exp-Golomb code provides the
compression size equal to 6 694 303 bits. The lowest compression size 5 878 894
bits was achieved by team of Nhat Linh LE Tan and Viet Sang Nguyen (France).
Unfortunately, this algorithm just used the Hu�man code instead of Exp-Golomb
code. Also, the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis Nabokov
(Russia) suggested an interesting solution. They made some reasonable observations
about the data and proposed changes into Exp-Golomb encoding depending on
the position in the matrix which allows to improve compression. Their result was
5 684 601 bits. Unfortunately, there were some problems with executing the codes
provided during the Olympiad.

3.12. Problem �Collisions�.

3.12.1. Formulation. Consider a hash function H that takes as its input a message
m consisting of k · n bits and returns an n-bit hash value H(m). The message m is
at least one block long (k > 1), and can be split into k blocks of n bits each: m1,
m2, . . ., mk. Let f be a function which takes an n-bit input and returns an n-bit
output. We will use ⊕ to denote the bitwise exclusive-or operator.

The hash function H is de�ned iteratively as follows:

hi := mi ⊕ f(hi−1 ⊕mi),

where all n bits of h0 are zero, and H(m) := hk. An illustration of function H is
given in Fig. 5.

Fig. 5. The hash function H.

A collision for H is de�ned as a pair of distinct messages (m,m′) so that H(m)
= H(m′). Given a message m and its corresponding hash value H(m), a second
preimage for H is de�ned as a message m′ 6= m so that H(m) = H(m′).
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Suppose that f is a secret random function and that you have obtained 10 · n
random di�erent pairs (x, f(x)) of argument and value of the function f . Under
these restrictions, solve the following problems. Algorithms in Q1 and Q2 must
give a solution with a high probability (> 1/2).

Q1 Propose an algorithm which �nds a collision for H.
Q2 Propose an algorithm which, given a message m and its corresponding hash

value H(m), �nds a second preimage m′ for H.
Q3 Suppose that n = 256 bits and the message m is �A random matrix is

likely decent�. Find a second preimage m′ for this message.
Remark 1. The text message is converted into a bit sequence as follows:
�rst, each character is converted into a 8-bit integer according to the UTF-
8 encoding, and then these integers are concatenated together using the
big-endian ordering. For example, the string �Hello� is converted into the
sequence of integers (72, 101, 108, 108, 111) which then gives the following
binary string: 0100100001100101011011000110110001101111. You can give
your answer to this task in the form of a binary sequence or a hexadecimal
sequence.
Remark 2. You can evaluate the hash function H on any input message
here [12]. The message being hashed should be presented as either a binary
sequence or a hexadecimal sequence, starting with a symbol b or h which
speci�es the representation. Here [13] you can �nd a list of values of f on
512 di�erent inputs (binary sequences are presented as integers).

3.12.2. Solution. Let || denote the concatenation of bit strings. Below we give
solutions for all subproblems.
Q1. It is easy to notice that H(x||f(x)) = 0 for any n-bit string. Therefore, for

any two vectors x, y with known values f(x), f(y), messages x||f(x) and y||f(y)
produce the same hash value 0.
Q2. By Q1, we can see that for any message m and any n-bit string x it holds

H(x||f(x)||m) = H(m).

So, we can easily construct 10 ·n preimages for any given message m. Alternatively,
one can append messages to the end: H

(
m||H(m)⊕ x||H(m)⊕ f(x)

)
= H(m).

Q3. This subproblem essentially asks one to apply their solution for Q2 to
a speci�c example. The easiest solution is to append the string 0||f(0) to the
message. The hexadecimal representation of the given message �A random matrix

is likely decent� is

m = 412072616e646f6d206d6174726978206973206c696b656c7920646563656e74.

Taking the value of f(0) from the given list, one can construct the following collision:

m′ = 0||f(0)||m =

0000000000000000000000000000000000000000000000000000000000000000

ff1282609f458d732888e2736fd1b98cc36f809b1c116e77015b8d7d4d8996ae

412072616e646f6d206d6174726978206973206c696b656c7920646563656e74.

https://nsucrypto.nsu.ru/archive/2020/round/2/task/8
https://nsucrypto.nsu.ru/media/MediaFile/Collisions-Values_of_F.txt
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Let us describe also an alternative solution for Q2 that was found by Andy
Yu (Taiwan). Let us denote gi = hi−1 ⊕mi for i = 1, 2, . . . , k. We then claim that

hj =

j⊕
i=1

gi ⊕ f(gi)

for any j = 1, 2, . . . , k. The proof is by induction. Since g1 = h0⊕m1 = m1, we have

h1 = m1⊕f(m1) = g1⊕f(g1). Let j > 1 and assume that hj−1 =
⊕j−1

i=1 (gi⊕f(gi)).
Then

hj = mj⊕f(mj⊕hj−1) = gj⊕hj−1⊕f(gj) = gj⊕f(gj)⊕
j−1⊕
i=1

gi⊕f(gi) =

j⊕
i=1

gi⊕f(gi),

which proves the claim. Note now that H(m) = hk =
⊕k

i=1 gi ⊕ f(gi). If we �nd a
set of values g′1, g

′
2, . . . , g

′
s such thatH(m) =

⊕s
i=1 g

′
i⊕f(g′i), we can easily construct

a second preimage m′ by �ipping the de�nition of gi's:

(13) m′j = g′j ⊕ hj−1 = g′j ⊕
j−1⊕
i=1

g′i ⊕ f(g′i), j = 1, 2, . . . s.

So, the task becomes the following: given the set of 10 · n pairs {(xi, f(xi))}10·ni=1 ,
�nd a subset of indices i1, . . . , is such that H(m) = xi1 ⊕f(xi1)⊕ . . .⊕xis ⊕f(xis).
Let us denote yi = xi ⊕ f(xi), i = 1, . . . , 10 · n. Then our goal is to express H(m)
as a linear combination of vectors yi. Representing yi's as binary vectors of length
n, we can easily solve this task by writing out and solving a system of binary linear
equations with n equations and 10 · n variables. But this works only if the value
H(m) is in the linear span of the vectors yi. The probability of this event can be
estimated as follows:

Pr[H(m) is in the span of yi's] > Pr[yi's span the whole space Fn
2 ] =

= Pr[Random binary n× 10 · n matrix has full rank n] =

=
(210n − 1)(210n − 2)(210n − 4) . . . (210n − 2n−1)

210n2 =

n−1∏
i=0

(1− 2−10n+i) >

> 1−
n−1∑
i=0

2−10n+i = 1− 2−10n(2n − 1) > 1− 2−9n.

Here the 4th line is obtained from the 3rd by repeatedly applying (1− a)(1− b) >
1− a− b.
So, the algorithm is then the following:

1. Calculate yi = xi ⊕ f(xi) for i = 1, 2 . . . 10 · n.
2. Construct an n× 10 · n matrix A using yi's as its columns.
3. Solve the linear system A · z = H(m). The probability of success of this

step is at least 1− 2−9n.
4. Taking vectors yi for which zi = 1, reconstruct the second preimage m′

using (13). If m′ = m, shu�e the order of yi's.

As well as the solution described above, notable solutions with extensive research
was given by the team of Nhat Linh LE Tan and Viet Sang Nguyen (France),
the team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, and Ioan Dragomir
(Romania).
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3.13. Problem �Bases�.

3.13.1. Formulation. Problem for a special prize! Let us consider the vector

space Fr
2 consisting of all binary vectors of length r. For any d vectors xi =

(xi1, . . . , x
i
r), i = 1, . . . , d, d > 0, it is de�ned the componentwise product of these

vectors equal to (x11 . . . x
d
1, . . . , x

1
r . . . x

d
r). The empty product (when no element is

involved in it) equals the all-ones vector.
Let s > d > 1 be positive integers and let r be de�ned by the formula r =∑d
i=0

(
s
i

)
, where

(
s
i

)
denotes the binomial coe�cient. Let B be a basis of the vector

space Fr
2, and let F ⊆ Fr

2 be a family of s binary vectors such that all possible
componentwise products of up to d vectors from the family F (including the empty
product) form the basis B.

Given s, d, r de�ned above, describe all (or at least some) bases B for which such
family F exists or prove that such bases do not exist.

Suggest practical applications of such bases.

Example. Let s = 2, d = 2 and r = 4. Consider the following family of 2 vectors
F = {(1100), (0110)}. Then all componentwise products of 0, 1 and 2 vectors from
the family F form the basis B = {(1111), (1100), (0110), (0100)} of F4

2.

3.13.2. Solution. The problem �determine what are the bases� was not solved.
This problem remains open. The sub-problem �determine some bases� was solved
constructively by the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis
Nabokov (Russia). Let us describe the main ideas of this solution.

We will prove that such bases exist for all s > d > 1 and give a construction of
such bases.

Let 1 be all-one vector and r =
∑d

i=0

(
s
i

)
. Suppose that there exists F ⊆ Fr

2 such
that F = {v1, v2, . . . , vs} and B = {vi1 . . . vik | 1 6 i1 < i2 < . . . < ik 6 s and 0 6
k 6 d} is a basis of Fr

2. Let A be (r × r)-matrix over Fn
2 whose rows are exactly

the vectors from B. The rank of A is equal to r since B is a basis. Let A(i) denote
the i-th column of A. We number the rows of A and, accordingly, the coordinates
of A(i) as follows. The row corresponding to the vector vi1vi2 . . . vik we number
as i1i2, . . . , ik, the �rst row of A we number as 0. For each A(i), the coordinate
number 0 is nonzero and the coordinates 1, 2, . . . , s determine the rest coordinates.
Namely, the coordinate i1i2 . . . ik is equal to the product of coordinates numbered
i1, i2, . . . , ik.

Case s = d. In this case r =
∑d

i−0
(
d
i

)
= 2d. Let x = (x0, x1, . . . , xr−1) ∈ Fr

2

with x0 = 1 and x1, . . . , xd determine xd+1, . . . , xr−1. The number of such vectors
is equal to 2d = r. Only these vectors can be the columns of the matrix A. Since
A has r columns and its rank is r, then A (and as a consequence, a basis in Fr

2) is
uniquely de�ned by these vectors up to permutation of columns. Thus, if there are
bases in Fr

2, then the number of them is r! = (2d)!.
Let us prove that these bases exist for an arbitrary d. Let us consider Fr

2, r = 2d,
as a set of values vectors of all Boolean functions in d variables. Since each Boolean
function has the unique algebraic normal form (ANF), then the values vectors of
all 2d elementary monomial functions

{1, x1, x2, . . . , xd, x1x2, . . . , xd−1xd, . . . , x1 . . . xd}

form a basis in Fr
2.
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Case s > d. Let us construct an invertible matrix A (and as a consequence,
a basis in Fr

2) for an arbitrary s > d. Let the �rst column of A be the vector
(1, 0, 0, . . . , 0). The next s columns are

(1, 1, 0, . . . , 0), (1, 0, 1, . . . , 0), . . . , (1, 0, . . . 0, 1, 0, . . . , 0)

. We denote them as A1. The next
(
s
2

)
vectors we denote as A2. Each vector in A2 has

only four nonzero coordinate numbered 0, i, j, ij, 1 6 i < j 6 s. Analogically, the
set Aj consists of

(
s
j

)
vectors and each vector has 2j nonzero coordinates numbered

0, i1, i2, . . . , ij , i1i2, i1i3, . . . , i1i2 . . . ij , 1 6 i1 < i2 < . . . , ij 6 s.
The matrix A constructed above is a triangular matrix and each element on the

main diagonal is equal to 1. Therefore, the matrix A is invertible. Any permutation
of the columns gives us a new matrix, whose rows give us a basis. Thus, we have
> r! bases in Fr

2.

3.14. Problem �AES-GCM�.

3.14.1. Formulation. Alice is a student majoring in cryptography. She wants to use
AES-GCM-256 to encrypt the communication messages between her and Bob (for
more details of GCM, we refer to [15]). The message format is as follows:

Header

8 bytes

Initialization Vector

12 bytes

Encrypted Payload

n bytes

Authentication Tag

16 bytes

However, Alice made some mistakes in the encryption process since she is new to
AES-GCM. Your task is to attack the communications.

Q1 You intercepted some messages sent by Alice. You can �nd them in the
directory �Task_1�. Also, you know that the plaintext (unencrypted payload)
of the �rst message (0.message) is �Hello, Bob! How's everything?�
(without quotes, encoded in UTF-8). Try to decrypt any message in the
directory �Task_1�.

Q2 In this task, you further know that the AAD (additional authenticated
data) used by Alice in each message is Header || Initialization Vector:

Header Initialization Vector

Additional Authenticated Data

Encrypted Payload Authentication Tag

You want to tamper some messages in the directory �Task_2�. You pass
this task if you can modify at least one bit in some message so that Bob
can still decrypt the message successfully.

Q3 Alice has noticed that the messages sent by her have been tampered with.
So she decides to enhance the security of her encryption process. Instead of
using Header || Initialization Vector as the additional authenticated data
(AAD), Alice further generates 8 bytes data X by some deterministic
function f and the AES secret key K, where

X = f(K).

In each message, she uses Header || Initialization Vector ||X as the AAD.
You also intercepted some messages sent by Alice, see these messages in

the directory �Task_3�. Try to tamper any message!

https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_2.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_3.7z
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Q4 Bonus problem (extra scores, a special prize!)
You have successfully tampered with the messages in Q2. However, the

attacks will be easy to detect if the tampered message cannot be decrypted
to some meaningful plaintext.

In this task, try to tamper the messages in Q2 so that the tampered
message can still be decrypted to some plaintext that people can understand.
Remark: Tampering with the Header or Initialization Vector of a message
will not be accepted as a solution, you need to tamper with the encrypted
payload to produce some other ciphertext which did not appear in any
message included.

3.14.2. Solution. Let us give solutions or ideas for all subproblems.
Q1. Note that blocks of the ciphertext Ci are obtained by XORing blocks of the

plaintext Pi with the values Ek(CBi). The values Ek(CBi) depend on the IV and
some other parameters which are common for all messages within one subproblem.
Going through the messages, we can see that the messages number 0, 5 and 6 all use
the same initialization vector. Since we know the plaintext for the message number
0, we can compute the �rst 29 bytes of the values Ek(·) for this IV and use them
to decipher the entirety of the 20-byte message number 5 and 29 symbols of the
46-byte message number 6:

m5 = Lincoln Park, 10:15.

m6 = Nostalgia is a eternal motif

Q2. In this subproblem, the messages number 1 and 6 also have the same
initialization vector. We can apply the Forbidden Attack [16] to reconstruct the
secret value H, which will allow us to forge messages by changing the ciphertext
and recalculating the Authentication Tag. In this solution, we will brie�y describe
the attack.

Let A = A1||A2|| . . . ||Am be the AAD of a message, and let C = C1||C2|| . . . ||Cn

be the encrypted payload. Then the Authentication Tag can be presented as follows:

(14) AuthTag = Ek(CB0)⊕
m+n+1∑

i=1

TiH
m+n+2−i,

where T = A1||A2|| . . . ||Am||C1||C2|| . . . ||Cn||(len(A)||len(C)) and all operations
are performed in the Galois �eld F2128 .

Let us consider (14) as an equation which we want to solve for H. Since we know
the AuthTag, the AAD and the ciphertext for every message, each coe�cient in
this equation is known except for Ek(CB0). However, since the messages number
1 and 6 have the same IV , they also have the same value Ek(CB0). Subtracting
equations of the form (14) constructed for the messages number 1 and 6 one from
another, we obtain the following equation:

AuthTag1 −AuthTag6 = g(H),
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where g(H) is a polynomial in the variable H with all coe�cients known. We can
�nd the root of it in the �eld F2128 :

H = a126 + a125 + a122 + a120 + a119 + a116 + a114 + a111 + a110 + a107 + a99

+ a96 + a95 + a94 + a93 + a92 + a90 + a89 + a87 + a85 + a84 + a83 + a82 + a81

+ a80 + a78 + a76 + a73 + a67 + a66 + a62 + a61 + a60 + a59 + a56 + a53 + a52

+ a49 + a47 + a45 + a40 + a39 + a38 + a37 + a36 + a35 + a34 + a33 + a29 + a28

+ a24 + a22 + a21 + a19 + a18 + a17 + a16 + a14 + a11 + a10 + a9 + a6 + a4 + a2,

where a is the generator of the �eld. Knowing H, we can easily �nd Ek(CB0) and
calculate the Authentication Tag for any ciphertext which was obtained using the
same IV as in the messages number 1 and number 6.
Q3. Observing messages from the subproblem, we can notice that the messages

number 1, 3 and 7 have the same Header h, the same IV and the same length of the
ciphertext len(Cj), j = 1, 3, 7. Let us split the Initialization Vector IV = IV0||IV1
so that the AAD for each of the three messages can be written as A = A1||A2,
where A1 = h||IV0 and A2 = IV1||X||032. Then for j = 1, 3, 7, we have:

AuthTagj = Ek(CB0)⊕A1H
23 ⊕A2H

22 ⊕ Cj
1H

21 ⊕ Cj
2H

20 ⊕ . . .

. . .⊕ Cj
20H

2 ⊕ (len(A)||len(C)H.

Here, we do not know Ek(CB0) and we also do not know A2 since it contains the
secret value X = f(K). However, since the degrees of all three equations are the
same, when we subtract one from another, the term with A2 vanishes along with
Ek(CB0). So, we can still apply the method used in Q2 to solve these equations
for H. After trying all possible combinations, we �nd the only value of H which
satis�es all equations at once:

H = a123 + a122 + a112 + a110 + a107 + a102 + a100 + a99 + a97 + a96 + a95 + a92

+ a90 + a87 + a85 + a83 + a82 + a81 + a78 + a77 + a74 + a73 + a71 + a70 + a65

+ a63 + a62 + a60 + a59 + a58 + a57 + a54 + a53 + a50 + a49 + a47 + a45 + a43

+ a42 + a41 + a37 + a36 + a32 + a30 + a28 + a23 + a13 + a12 + a10 + a7 + a5

+ a3 + 1.

Knowing H, we can once again modify any of the ciphertexts of the messages
number 1, 3 or 7 and recalculate the Authentication Tag.
Q4. This subproblem remains open in general since there were no complete

theoretical solutions given. However, many di�erent approaches were presented to
modify these particular messages utilizing the properties of the natural language.

Some participants suggested that we can �ip the least signi�cant bits in parts
of the ciphertext in order to obtain a text with a �typo�. Alternatively, we can try
shu�ing parts of ciphertexts encrypted with the same IV , which may produce a
readable text, although likely not semantically connected.

Other participants used the properties of the natural English language to decipher
the messages number 1 and 6 by hand. Note that, since the messages use the same
IV , if we XOR the shorter ciphertext C6 with the part of the longer ciphertext C1,
we will get

C6 ⊕ C1 = P 6 ⊕ P 1.
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Trying to �nd pairs of texts P 1, P 6 that are readable and sum to C6⊕C1 by hand,
it is possible to discover the following two texts:

P 6 = �Do not you want to know who has taken it?�

cried his wife impatiently.

P 1 = However little known the feelings or views

of such a man may be on his

Note that we cannot be completely sure that these texts were the original messages,
and we also cannot guarantee which text is P 1 and which is P 6. However, it is highly
likely we correctly decrypted the message number 6. We can now replace it with
an arbitrary new message P̃ 6 of the same length, and its corresponding ciphertext
can be calculated as follows: C̃6 = P̃ 6 ⊕ C6 ⊕ P 6. We are also able to calculate an
Authentication Tag for this new message as we have solved Q2 and know H.

The most complete solutions to this problem were given by the team of Himanshu
Sheoran, Sahil Jain, and Tirthankar Adhikari (India), the team of Mikhail Kudinov,
Alexey Zelenetskiy, and Denis Nabokov (Russia), the team of Pham Cong Bach, Phu
Nghia Nguyen, and Ngan Nguyen (Vietnam), the team of Roman Sychev, Diana
Bespechnaya, and Nikolay Prudkovskiy (Russia), the team of Roman Lebedev,
Vladimir Sitnov, Ilia Koriakin (Russia).
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1 Introduction

Distributed ledgers are widely used in various fields such as financial technology, e-
voting, logistics, etc. Distributed ledger technology allows to create a decentralized
system with no need for an intermediary, which solves the trust problem. The data in
such systems is distributed on the network nodes, the transaction history cannot be
changed or deleted.

Among the technical issues that hinder the distributed ledger technology implemen-
tation, scalability and privacy are particularly significant. Active research is currently
underway to find a solution to the privacy problem.

The privacy problem is especially acute in open distributed ledgers (such as blockchain
systems). In such ledgers, all data is stored in open form and is available to all par-
ticipants, which is not always acceptable when creating production software systems.
In addition, users are identified by their account address, so it is possible to track the
user’s actions by analyzing transactions involving a specific address and comparing the
account and user addresses.

This work purpose is to analyze existing technologies for hiding private data in
distributed ledgers, identify the main directions of development and unresolved research
problems.

The paper provides an overview of the technologies that have the greatest applica-
tion in existing distributed ledgers, as well as promising developments that can become
the basis for new platforms: mixers, zero-knowledge proof algorithms, homomorphic
encryption, secure multi-party computation, anonymous signatures and hardware so-
lutions. The existing algorithms advantages and disadvantages, as well as the area of
their applicability in distributed ledgers, are regarded.
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2 Mixers

The idea of mixers was first proposed by David Chaum in 1981. The article [1] presents
an algorithm based on a public key cryptosystem, which gives the e-mail system the
possibility to hide who the participant communicates with, as well as the message
content when using an unsecured underlying telecommunication system.

With the advent of open distributed ledgers, the problem of hiding the transactions
recipients arose in this area as well. The first solution applied in practice was algorithms
that implement a similar mixing idea.

Protocols based on this approach take different forms, but all of them implement
the same idea. A basic mixing network, also known as a mixnet, is a routing protocol
in which a specific node (or group of nodes) receives messages from multiple senders
as input, shuffles them, and sends randomly to recipients. The purpose of such a
network is to eliminate the ability to trace the correspondence between the senders
and recipients of transactions.

Over the past few years, many different mixing mechanisms have been developed for
blockchain systems to hide the transaction history and reduce the risk of deanonymiza-
tion. Research was conducted in two directions:

• centralized mixers;

• decentralized mixers.

2.1 Centralized mixers

Centralized mixers are services that provide users with the functionality of anonymously
mixing transactions. In this case, the user sends a transaction to some server or network
node, where transactions from different users are mixed and then sent to addressees.
This approach raises the problem that a possible attacker could be a service provider
who would steal user assets without transferring them to the analyzed recipients.

The first solution to this problem was proposed in 2013. Gregory Maxwell in-
troduced a third party mixing protocol for the Bitcoin blockchain called CoinSwap.
According to the protocol, senders deliver transactions to recipients using a mixer act-
ing as an intermediary. All transactions between the sender and the mixer, as well as
between the mixer and the receiver, are escrow transactions that are protected by a
hash lock. This mechanism ensures that no one can steal the user’s assets.

Another attempt to solve the problem of trust in the mixer was Mixcoin, proposed
by Bonneau et al. in 2014 [2]. Mixcoin adds a mechanism that unequivocally proves
to users that the mixer performed incorrect actions.

One of the first attempts to provide anonymity in digital currency was the Dash
project, launched in 2014. In this project, the PrivateSend coin mixing service was
created, which removes all unique user information from the blockchain. The mixing
network is made up of the specific nodes (called master nodes) set, rather than a
single server, which limits the mixing process to only accepting certain denominations.
In addition, each master node must pay 1000 Dash (the cryptocurrency in the Dash
network) as a deposit, which acts as a guarantee of the master nodes honesty. However,
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the mixing process in the system is limited by the number of participants who are
currently connected to the network [3].

However, in all centralized mixer protocols, transactions are sent as plain text, which
means that the mixer can track all pairs of senders and receivers and all information
about transactions between them.

2.2 Decentralized mixers

Decentralized protocols have evolved to solve the problems of centralized mixers. The
purpose of these protocols was to exclude the intermediary that has all the information.

In 2013, Gregory Maxwell proposed CoinJoin, a special type of transaction on the
Bitcoin network. Any two independent transactions can be combined into one CoinJoin
transaction, while the inputs and outputs of the transactions remain unchanged. The
resulting joint transaction hides the connection between inputs and outputs, so that
other network participants have no way to determine the exact direction of the data
flow [3].

This approach formed the basis for the more complex CoinShuffle algorithm [4].
CoinShuffle is a completely decentralized protocol that allows users to mix their coins
with those of other interested users. To ensure anonymity and resistance against active
attacks, CoinShuffle uses the Dissent protocol of anonymous group communication.
The key idea is similar to decryption mixnets and requires only standard primitives
such as signatures and public key cryptosystems.

A fundamentally different approach to solving the problem was proposed in XIM,
a two-party mixing protocol. It is the first decentralized protocol designed to counter
Sybil attack, DoS attacks, and timing attacks at the same time. XIM includes a
decentralized system for anonymous searching for mixing partners based on ads posted
on the blockchain. No outside party can confirm the fact of interaction between the
protocol participants [5]. However, the high degree of protocol anonymity requires a
significant waiting time for mixing, this operation can take up to several hours [3].

Despite the fact that transaction mixers are widely used, all these algorithms have
the following disadvantages:

• The approach can be considered only a partial solution to the anonymity problem,
since it does not completely hide information about transactions.

• Mixing is only applicable for the anonymization task (hides the sender and the
recipient), there is no way to extend the algorithm for the more general problem
of hiding arbitrary data in transactions.

3 Zero-knowledge proofs

Zero-knowledge proof is a cryptographic protocol that involves two parties, the prover
and the verifier.

The purpose of the protocol is for the verifier to be sure that the prover has knowl-
edge of the secret parameter. At the same time, the secret parameter itself should not
be disclosed to the verifier or anyone else [6].
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By definition, a zero-knowledge proof must satisfy the following three properties:

• Completeness: if the statement is true and both parties follow the same pro-
tocol, then the verifier can check the truth of the statement.

• Soundness: if a statement is false, the verifier will not be convinced of its truth
with high probability.

• Zero-knowledge: the verifier does not receive any additional information.

The concept of interactive zero-knowledge proof systems was first introduced by
Goldwasser, Micali and Rakof in [7]. Over the years of zero-knowledge proof research,
systems based on this method have gradually improved with an emphasis on optimizing
their effectiveness for specific applications. It led to the algorithms that significantly
reduced the number of interaction rounds between protocol participants.

The distributed ledger technology imposes several restrictions on the used cryp-
tographic protocols, in particular on zero-knowledge proofs. Since the system is dis-
tributed, users may not be online at the same time. But the proof must be available to
all participants. After the proof has been provided, any user should be able to verify its
correctness at any time. It makes interactive zero-knowledge proof protocols difficult
to implement.

In [8], a non-interactive zero-knowledge proof protocol was first proposed. The
non-interactive system contains only one message (proof), which the prover sends to
the verifier, i.e. interaction between the protocol parties is reduced to one round.

Further research in the field of non-interactive protocols has focused on optimizing
computational efficiency and reducing proof size.

As a significant breakthrough in this field the zk-SNARK can be considered [9],
which in 2013 made it possible to effectively use non-interactive zero-knowledge proof
protocols in distributed ledgers.

3.1 zk-SNARK protocol

zk-SNARK (zero-knowledge Succinct Non-Interactive Argument of Knowledge) is a
non-interactive zero-knowledge proof cryptographic protocol [10]. It proves some pri-
vate data satisfies the constraint system expressed in the form of an arithmetic circuit
without revealing this data.

The advantage of zk-SNARK over other zero-knowledge proof protocols lies in the
efficiency guarantees: the proof length depends only on the security parameter, and
the verification time does not depend on the circuit or witness size.

Thus, zk-SNARK can be considered as a non-interactive protocol with short proof
and fast verification time, which makes it most suitable for use in distributed ledgers
[11].

In 2014, Zerocash was introduced, the first blockchain system based on the zk-
SNARK protocol [10]. Zerocash provides a high protection level for the anonymity
and privacy of blockchain transactions, but its computational cost to generate proofs
is high.
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The ideas behind Zerocash were further developed in the Hawk system introduced
in 2016 [12]. Hawk is the first system that simultaneously ensures the transaction
confidentiality and the ability to create smart contracts for financial transactions. Users
have the ability to send information to a smart contract in encrypted form, and also
generate a zk-SNARK proof, due to which the correct contract execution and the
funds transfer are guaranteed. While a smart contract result can be verified by any
participant, the entire sequence of transactions carried out in the contract is confidential
to the parties not involved in the transaction [3].

In 2017, in the Metropolis update, zk-SNARK was integrated into the Ethereum
blockchain platform.

In zk-SNARK, the proof verification procedure consists of operations on elliptic
curves. In particular, the verifier requires elliptic curve scalar multiplication and addi-
tion, as well as bilinear pairing, a computationally more complicated operation.

Ethereum provides the implementation of these operations in the form of precom-
piled contracts. With their help, it is possible to implement schemes based on zero-
knowledge proof in the smart contract code [13, 14].

This was the first attempt to implement zk-SNARK in a distributed ledger as a
tool that can be applied to a wide range of tasks. The ability to create arbitrary smart
contracts in Ethereum and the added cryptographic primitives permit to go beyond
just solving the problem of financial transactions.

Despite the fact that zk-SNARK has found the most widespread use in distributed
ledgers of all zero-knowledge proof algorithms, it has several disadvantages that limit
its use.

Firstly, the algorithm needs a setup phase, during which a key pair for generating
and verifying the proofs is generated. This phase is critical in terms of system security.
Anyone who possesses the security parameter on the basis of which the keys are gen-
erated will be able to generate false evidence that will be accepted by the verification
algorithm as correct.

Typically, multi-party protocols are used to generate parameters securely without
relying on the honesty of a single participant. The parameter initialization process
involves a number of parties using a multi-party protocol to generate proof and verifi-
cation keys. To ensure the reliability of the created cryptographic scheme, it is enough
that at least one of the parties is honest. The distributed parameter generation protocol
for zk-SNARK is given in [11].

Secondly, the computational complexity of the operations used in zk-SNARK makes
their implementation in smart contracts inefficient. For example, the implementation
of an arbitrary zk-SNARK cryptographic scheme in the Ethereum smart contract code
is impossible due to restrictions on the size of the contract code and on the complexity
of operations that can be performed within a single transaction.

3.2 zk-STARK protocol

In 2018, Eli Ben-Sasson, one of the creators of Zerocash, along with a group of other
researchers developed a new non-interactive zero-knowledge proof algorithm called zk-
STARK.
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zk-STARK (zero-knowledge Scalable Transparent Argument of Knowledge) is the
first transparent zero-knowledge system in which the verification time grows exponen-
tially slower than the database size [15]. The advantages of zk-STARK are universality
(it can be used for any NP-complete problems), scalability (in terms of generation
and proof verification time) and the use of post-quantum cryptography. However, the
greatest achievement of zk-STARK is its transparency, the protocol does not require
trusted parameter setup, which was a significant problem of zk-SNARK. At the same
time, the size of the zk-STARK proof is significantly larger than in zk-SNARK.

Today zk-STARK is practically not used in distributed ledgers, all integrations
are experimental in nature. However, active research is underway in this field. The
significant advantages of this protocol allow us to consider its application in distributed
ledgers quite promising.

4 Homomorphic encryption

The term homomorphic encryption was first coined by Rivest, Adleman and Dertouzos
in 1978 [16].

A homomorphic cryptosystem is an encryption methodology that satisfies the ho-
momorphism property with respect to arithmetic operations performed on ciphertexts.
It allows any party to perform various operations on ciphertexts, while maintaining the
confidentiality of the original data.

One of the striking examples of a homomorphic system is the RSA algorithm.
Let (e, n) be the public key and (d) be the private key (i.e. integers that satisfy
the equalities n = p ∗ q, where p and q are prime, and d ∗ e = 1 mod φ(n)). The
encryption of the message x is defined as E(x) = xe mod n. Then it can be shown that
RSA satisfies the homomorphism property with respect to the multiplication operation:
E(x)E(y) = xeye = (xy)e mod n = E(xy) [17].

A homomorphic cryptosystem performs the function of a black box: for given ci-
phertexts and operations it produces an encrypted result of performing the same op-
erations on the corresponding source data. That is, the encryption function must have
some properties that allow it to work with ciphertext and get the same encrypted result
as if the same operations were performed on plaintext and then encrypted using the
same function.

This feature makes homomorphic cryptography well suited for hiding and updating
various numeric transaction data. Typical homomorphic cryptographic schemes that
can be used to protect privacy in distributed ledgers are the Pedersen commitment
scheme and the Paillier cryptosystem [3].

The Pedersen commitment scheme [18], developed in 1991, is one of the implemen-
tations of homomorphic commitment schemes. It supports homomorphic operations
(addition and multiplication) on commitments and can provide perfect hiding of the
real message.

The Pedersen Commitment Scheme is one of the cryptographic algorithms that
Zerocoin has used to ensure the anonymity of cryptocurrency transfers.

In 2018, Bulletproof was developed, a zero-knowledge proof protocol focused on
blockchain systems that was based on the Pedersen scheme [19]. An elliptic curve



Overview of privacy preserving technologies for distributed ledgers 7

version of this scheme has been integrated into Monero.
Another system based on the Pedersen scheme was zkLedger [20].
The Paillier cryptosystem was created in 1999 [21]. It is an efficient additive homo-

morphic encryption system based on the composite residuosity class problem. Using
only encrypted messages m1 and m2 together with the same public key, the ciphertext
for m1 +m2 can be calculated. This method works very well for maintaining the con-
fidentiality of financial transactions, where transactions are mainly related to balance
changes — adding or subtracting a certain amount.

Resolving the transfer privacy issue Wang et al. developed a framework for the
Bitcoin blockchain [22]. The framework is based on the Paillier homomorphic encryp-
tion system that is used to encrypt the amount of transactions. The correctness of the
encrypted amounts is verified by zero-knowledge proofs. This verification ensures the
encrypted transaction amounts are positive and that the inputs sum and the outputs
sum are equal. The proposed framework provides anonymity and prevents active and
passive attacks, which effectively increases the transactions confidentiality.

5 Secure multi-party computation

Secure multi-party computation (SMPC) is a multi-party cryptographic protocol that
allows participants to jointly perform certain computations on their private data. At
the same time, the data remains private. The parties can learn only the overall result
and their own inputs.

Andrew Yao in 1982 developed the first secure two-party computation protocol to
solve the millionaire problem [23], and in 1986 generalized it to solve other problems
[24]. In 1987 [25] Goldreich et al. proposed a generalization to multi-party computation
based on secret sharing (for inputs) and zero-knowledge proof. This generalization has
served as the basis for many subsequent and increasingly efficient MPC protocols [26].

Previous works in the field of SMPC formed the basis for new protocols developed
specifically to solve the problem of data privacy in distributed ledgers.

Andrychowicz et al. developed protocols based on secure multi-party computation
for the Bitcoin blockchain in 2014 [27]. They proposed a protocol that secures multi-
party lotteries without relying on a trusted third party. The protocol is based on
the concept of "time commitment", a commitment scheme where the committer must
reveal the secret within a specified period of time or pay a fine. It ensures security
guarantees, excludes the possibility for dishonest participants to deceive the system. If
one of the parties interrupts the protocol, then its money is transferred to the honest
participants.

In 2015, Zyskind and colleagues developed the Enigma platform, a peer-to-peer
network that allows different parties to share data and perform calculations on it,
while maintaining complete confidentiality [28]. Enigma itself is not a distributed
ledger, instead it uses a third-party blockchain as an immutable storage and peer-to-
peer regulator for identity management and access control. Enigma’s computational
model is based on a highly optimized version of multi-party computation. The Enigma
network can execute code without passing raw data to any of the nodes, while ensuring
correct execution. Data requests are made in a distributed manner, without a trusted
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third party. The data is shared between different nodes, and they compute functions
together, without passing information to other nodes.

[29] proposed SMPC protocols use samples to ensure data privacy in the Hyper-
ledger Fabric distributed ledger. Secure multi-party computation in the developed
system is performed as part of the smart contracts execution. The protocol partici-
pants store their private data in the ledger in encrypted form. When private data is
required to execute a smart contract, the participant holding the corresponding private
key decrypts it and uses it as his input to the SMPC protocol. This approach allows
smart contracts to use any necessary private and public data stored in the ledger.

6 Anonymous signatures

Anonymous signatures are a group of cryptographic digital signature schemes that have
the property of hiding the signer identity. Among the large number of anonymous
signatures, two classes of algorithms (group signatures and ring signatures) have been
the most efficient in distributed ledger systems.

6.1 Group signatures

A group signature is a cryptographic scheme first proposed in 1991 [30]. Each group
member can sign messages on behalf of the group. The message recipient can verify
that it is a valid group signature, but cannot determine which group member made it.
Thus, group signatures are a "generalization" of membership authentication schemes
in which a member proves the belonging to a particular group.

The group has a special manager role who adds new members to the group, re-
solves arising disputes, including identifying the participant who signed a particular
message. A distributed ledger also needs an object that has the authority to create
and delete a group, as well as dynamically add new members to the group and revoke
the membership.

The article [31] proposes a special linkable group signature algorithm for signing
cryptocurrency transactions, which can be used to trace the payer identity in anony-
mous cryptocurrencies based on the consortium blockchain in case of illegal payers
actions. At the same time, the algorithm guarantees complete anonymity for hon-
est participants, which makes it possible to reach a tradeoff between anonymity and
transactions traceability.

6.2 Ring signatures

The ring signature was originally developed by Rivest, Shamir and Tauman in 2001 as
a digital signature that can be used to create a correct but anonymous signature on
behalf of a possible signers group, without disclosing information about which group
member actually produced the signature [32].

This idea was further developed in the work of Fujisaki and Suzuki in 2007. They
proposed a modified version, a traceable ring signature [33, 34]. It can determine
whether two signatures were produced by the same user.
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Ring signatures cover the limitations of group signatures, and, in particular, they
provide greater anonymity guarantees and they need neither complicated setup pro-
cedures nor group manager. Users must be a part of the existing public key infras-
tructure [32]. Due to these properties, ring signatures have found wider application in
distributed ledgers.

The CryptoNote protocol, developed by Nicholas van Saberhagen in 2013, can
be considered as the first successful application of the ring signature mechanism in
distributed ledgers. CryptoNote is a completely anonymous transaction scheme that
satisfies both untraceability and unlinkability conditions. By using a one-time ring sig-
nature, CryptoNote hides the relationship between sender transaction addresses. An
important CryptoNote feature is its autonomy: the sender does not need to cooperate
with other users or a trusted third party to complete the transactions.

In 2016, RingCT (Ring Confidential Transaction) was developed, a new protocol
that improved CryptoNote. RingCT simultaneously ensures the sender anonymity and
the transaction confidentiality. The most successful algorithm implementation is the
Monero project.

Ethereum added a ring signature in 2015, which gave users the same anonymity
guarantees that CryptoNote provides.

7 Hardware solutions

Hardware solutions based on the trusted execution environment concept are a separate
line of information privacy in distributed systems. All the previously described methods
relied, to varying degrees, on cryptographic protocols, but here the hardware acts as a
guarantee of confidentiality.

An environment is called the Trusted Execution Environment (TEE), it provides a
completely isolated environment for running applications. TEE prevents other software
applications and operating systems from interfering with execution and deprives the
ability to read the running application state. Intel Software Guard eXtensions (SGX)
is a typical technology for TEE implementation.

The Ekiden blockchain platform was developed on the basis of Intel SGX [35]. Smart
contracts at Ekiden have strong guarantees of confidentiality, integrity and availability.
These properties are achieved due to a hybrid architecture that combines TEE and
blockchain. Computations in the system are separated from the consensus mechanism;
for this purpose there are two separate types of nodes — compute nodes and consensus
nodes. Ekiden uses compute nodes to perform off-chain smart contract computations
on private data in TEE, and then uses a remote attestation protocol to validate those
computations on-chain.

Enigma has integrated Intel SGX to allow users to create privacy-preserving smart
contracts. TEE enables the Enigma protocol to prove data confidentiality and correct-
ness with minimal overhead.

In 2018, the Private Data Objects (PDO) technology was introduced, it provides
data exchange and coordination between parties that do not trust each other. Interac-
tion is carried out through a smart contract that defines the data access rights and the
rules for updating them. The correct execution of smart contract rules is guaranteed by
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working in the Intel SGX trusted execution environment. It ensures the data privacy in
the distributed ledger is maintained. Smart contracts implemented with PDO ensure
the contract state is completely hidden from all participants, including validators. At
the moment, this technology is implemented on the basis of the Hyperledger Sawtooth
distributed ledger [36].

To solve similar problems for the Hyperledger Fabric distributed ledger, the Hy-
perledger Fabric Private Chaincode framework was developed. This project uses Intel
SGX to protect the data privacy and computation from potentially untrusted hosts.
Smart contract code is executed in a trusted environment. The framework enables the
development of applications where the stored data is encrypted and can be accessed
only by authorized participants [37].

8 Open problems

Despite significant efforts to develop and integrate new cryptographic methods for
protecting the information privacy, modern protocols are still far from a complete
solution to the problem.

Based on the analysis, we can identify the following promising lines for the devel-
opment of cryptographic privacy protection protocols in distributed ledgers:

• The development of more computationally efficient cryptographic pro-
tocols. The existing algorithms used in distributed ledgers are often highly
suboptimal. For example, the anonymous signature size is proportional to the
number of participants. The zero-knowledge proof algorithms, although they
guarantee a fast proof verification time, require several minutes to generate it
[10]. It severely limits their applicability for solving privacy problems and does
not allow scaling such solutions to a large number of users. Therefore, one of the
possible ways is to optimize existing cryptographic protocols (both in terms of
execution time and data size) or to develop new ones.

• Providing greater guarantees of confidentiality with fewer assumptions.
Many algorithms used in distributed ledgers, while solving the problem of privacy,
are forced to rely on a trusted third party to perform certain actions. For example,
zk-SNARK, which is most widely used in distributed ledgers among all zero-
knowledge proof algorithms, requires trusted parameter setup [9]. One potential
research area is to completely eliminate or minimize trust assumptions.

• New post-quantum cryptographic algorithms. Recent quantum comput-
ing advances become a serious threat to the classical cryptographic algorithms
which are the existing distributed ledgers basis. Therefore, to implement the
post-quantum algorithms meeting the requirements of distributed systems is a
currently important task [38].

• Interaction between the various ledgers while maintaining privacy. To
this date, many distributed ledgers have been developed with different trans-
action formats and incompatible protocols. However, the need for interaction
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between them will increase as they are implemented. The interaction mecha-
nisms start appearing, and the algorithms maintaining confidentiality have not
been developed at all [39].

• Solving the audit problem. Some tasks solved by distributed ledger technol-
ogy require opposite requirements. On the one hand, the user data confidentiality
must be ensured. On the other hand, certain verification of particular user cate-
gories should be conducted. The first attempts to create a cryptographic system
meeting both requirements were undertaken in [20]. However, the problem in
general form has not yet been solved.

9 Conclusion

In this paper, the analysis of technologies for hiding private data in distributed ledgers
was carried out.

All considered protocols rely on a cryptographic base that was laid back in the 70s
of the 20th century. Thus, the development and improvement of methods for hiding
private data in distributed ledgers has been around for about 50 years. But despite a
long history and significant efforts to develop and integrate new cryptographic methods
for protecting the information privacy, modern protocols are still far from a holistic
solution to confidentiality problems in distributed ledgers.

All currently proposed algorithms are suitable for solving only a certain class of
problems. The problem of hiding arbitrary information about transactions has not
been completely resolved at the moment.

We can conclude that this area is promising. The development of algorithms for
hiding transaction information will expand the scope of distributed ledger technology
in production software systems. Such algorithms will raise the distributed computing
systems techlogies to a qualitatively new level for solving various applied problems that
require information confidentiality.
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Abstract. At FSE 2004, Lipmaa et al. studied the additive differential probabil-
ity adp⊕(α, β → γ) of exclusive-or where differences α, β, γ ∈ Fn2 are expressed
using addition modulo 2n. This probability is used in the analysis of symmetric-
key primitives that combine XOR and modular addition, such as the increas-
ingly popular Addition-Rotation-XOR (ARX) constructions. The focus of this
paper is on maximal differentials, which are helpful when constructing differen-
tial trails. We provide the missing proof for Theorem 3 of the FSE 2004 paper,
which states that maxα,β adp⊕(α, β → γ) = adp⊕(0, γ → γ) for all γ. Furthermore,
we prove that there always exist either two or eight distinct pairs α, β such that
adp⊕(α, β → γ) = adp⊕(0, γ → γ), and we obtain recurrence formulas for calculating
adp⊕. To gain insight into the range of possible differential probabilities, we also
study other properties such as the minimum value of adp⊕(0, γ → γ), and we find all
γ that satisfy this minimum value.
Keywords: Differential cryptanalysis · ARX · XOR · modular addition

1 Introduction
Differential cryptanalysis [BS91] is a well-known statistical method for the analysis of
symmetric-key primitives. The main idea is to see how a difference ∆X between two inputs
(e. g., plaintexts) propagates to a difference ∆Y between the corresponding outputs (e. g.,
ciphertexts). The ordered pair (∆X,∆Y ) is referred to as a differential. A differential trail
is defined as a sequence (∆X,∆X2, . . . ,∆Xp−1,∆Y ) where ∆X2, . . . ,∆Xp−1 are some
intermediate values that appear in the primitive.

A common technique to construct a differential trail is to use a “greedy” strategy to
pick the intermediate differences that have the highest differential probability. Under some
assumptions, the probabilities of a differential trail can be multiplied together to obtain a
good estimate of the probability of a differential.

However, this presupposes that the maximal differential probabilities of elementary
operations can be efficiently calculated. For ciphers based on S-boxes, this is rather
straightforward: their size is usually small enough so that all input and output differences
can be enumerated in a Difference Distribution Table (DDT).

However, this is often not the case for Addition-Rotation-XOR (ARX) constructions,
where the addition modulo 2n can have n = 32 or n = 64, thereby making it infeasible to
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Figure 1: The differential probability adp⊕(α, β → γ) of exclusive-or when differences
are represented using differences α, β, γ are expressed using addition modulo 2n. The
probability is obtained by averaging over all values of x and y.

construct a DDT. Two of the five finalists of the NIST SHA-3 hash function competition
are ARX constructions: BLAKE [AMPH14] which uses either 32-bit or 64-bit additions
(depending on the length of the hash value), and Skein [FLS+09] which uses 64-bit additions.

The differential probability adp⊕ of exclusive-or (XOR) when differences are expressed
using addition modulo 2n was studied at FSE 2004 by Lipmaa et al. [LWD04]. It is defined
as adp⊕(α, β → γ) = Prx,y∈Fn

2
[(x+ α)⊕ (y + β) = γ + (x⊕ y)], and illustrated in Fig. 1.

Lipmaa et al. showed that adp⊕ can be expressed as a rational series. That is, if we
define ωi = 4αi + 2βi + γi, then (as we will recall in Sect. 3) there are eight 8-dimensional
square matrices Aj , a column vector C, and a row vector L, such that

adp⊕(α, β → γ) = L ·Aωn−1 · . . . ·Aω0 · C,

here ωi, i. e., which matrix is used as the i-th term of the product, depends on αi, βi, γi.
This formula allows us to easily calculate the probability given a differential (α, β → γ).

Lipmaa et al. point out in their FSE 2004 paper [LWD04] that “many of the enumerative
aspects of adp⊕ seem infeasible,” but nevertheless provide a theorem related to the maximal
differential probability when the output difference γ is fixed. More specifically, Theorem 3
of their paper states that for all output differences γ,

max
α,β

adp⊕(α, β → γ) = adp⊕(0, γ → γ).

Unfortunately, this theorem is not proven in the FSE 2004 paper, and communication
with one of the authors revealed that the proof has been lost. Therefore, it is interesting to
know whether the theorem is correct (or if there exists a counterexample), and the proof
techniques may allow us to better understand adp⊕ and help to prove other properties.

Outline. This paper is organized as follows. We give an overview of related work in
Sect. 2. Sect. 3 provides some basic definitions. In Sect. 4, we give some useful argument
symmetries for adp⊕: the order of the arguments does not matter for adp⊕, and the
probability is unchanged under certain transformations of the arguments. In Sect. 5, we
finally provide a proof of Theorem 3 of the FSE 2004 paper [LWD04]. Sect. 6 shows that
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there are either eight (if γ /∈ {0, 2n−1}) or two (otherwise) distinct pairs (α, β) such that
adp⊕(α, β → γ) = adp⊕(0, γ → γ). Recurrence formulas for an arbitrary adp⊕(α, β → γ)
are obtained in Sect. 7. Sect. 8 focuses on properties of adp⊕(0, γ → γ): a simplified
matrix form by 2× 2 matrices is proven; we find the minimum value of adp⊕(0, γ → γ),
and obtain all γ that satisfy this minimum value. Lastly, we calculate the sum of all
adp⊕(0, γ → γ), and conclude the paper in Sect. 9 along with some suggestions for future
work.

2 Related Work
At the Dagstuhl “Symmetric Cryptography” seminar in January 2009, Weinmann intro-
duced the term AXR for symmetric-key primitives based on additions modulo 2n, XORs
and rotations. Later at the FSE 2009 rump session, he renamed the term to ARX. The
design strategy, however, is much older: perhaps the earliest example of an ARX primitive
is the block cipher FEAL [SM88] (Fast Data Encipherment Algorithm), introduced at
EUROCRYPT 1987.

More recent examples of ARX ciphers include the eSTREAM finalist Salsa20 [Ber05],
the ChaCha [Ber08] stream cipher included in the Transport Layer Security (TLS) pro-
tocol version 1.3, the block cipher Speck [BSS+13] (standardized as ISO/IEC 29167-22),
the CHAM block cipher [KRK+17] (which has been revised to increase the number of
rounds [RKJ+19]), and several submissions to the NIST lightweight cryptography project
including COMET [GJN19] (which relies on SPECK and CHAM), SNEIK [Saa19], and
Sparkle [BBCdS+20b].

To apply differential cryptanalysis to an ARX primitive, one approach is to use XOR
differences: these differences pass through rotation and XOR operations with probability
one, and formulas for the differential probability xdp+ of the modular addition were
provided at FSE 2001 by Lipmaa et al. [LM01].

In this paper, however, we are interested in differences that are expressed using addition
modulo 2n. These differences go through the modular addition with probability one. The
additive differential probability of rotation was studied by Berson [Ber92], and Lipmaa et
al. [LWD04] provided a formula for adp⊕, the additive differential probability of XOR.

Using Lipmaa et al.’s expression for adp⊕, Velichkov et al. [VMDCP12, App. C]
provided a search algorithm to list the output differences γ that maximize adp⊕ for a given
(α, β). Although this search algorithm can be very helpful, it cannot be used to provide
general statements that hold for any value of n. At FSE 2011, Velichkov et al. [VMDCP11]
explained how to calculate the additive differential probability of one ARX operation. Sun
et al. [SHW+16] showed how to model adp⊕ using the Mixed-Integer Linear Programming
(MILP) approach for differential cryptanalysis [MWGP11].

Compared to additive differences, XOR differences not only propagate through two
operations with probability one (XOR and rotation) instead of only one operation (addition).
Another advantage of using XOR differences over additive differences is that the differential
probabilities have simpler expressions (see Lipmaa et al. [LWD04, Table 3]). Lipmaa et
al. [LWD04] pointed out that the number of possible differentials is larger for adp⊕ than
for xdp+, but the average possible differential has a smaller probability.

Despite the advantages of using XOR differences, there are ciphers for which additive
differences may be more appropriate. For example, when Biryukov and Velichkov [BV14]
provided a differential cryptanalysis using additive differences for TEA [WN94] and
Raiden [PHCER08]; they argued that additive differences are more appropriate given
that round keys and round constants are added (instead of XORed), and that there is a
higher number of add operations compared to XOR operations in one round. In similar
spirit, when Sparx and LAX were proposed by Dinu et al. [DPU+16], and when Beierle
et al. [BBCdS+20a] introduced the ARX-based S-box called Alzette (used in CRAX,
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TRAX and Sparkle) [BBCdS+20a], they provided some rationale of why their designs
resist differential attacks using additive differences.

Lastly, we would like to point out that care should be taken when multiplying prob-
abilities of differentials. For example, in the differential cryptanalysis of XTEA [NW97]
by Hong et al. [HHK+03] using XOR differences, the authors constructed a three-round
iterative trail (α, 0) → (α, 0), where α = 0x80402010. The trail contains two consecu-
tive addition operations, which separately have probabilities xdp+(α, 0→ α) = 2−3 and
xdp+(α, α → 0) = 2−3. Hong et al. found that the joint probability xdp+(α, 0, α → 0)
is higher than the product of the two probabilities 2−3 · 2−3 = 2−6, and estimated
the probability to be 2−4.755. Mouha et al. [MVDCP11, Sect. 3.6] revisited this prob-
lem by correctly calculating the XOR-differential probability of the three-input addition
as 2−3, which can be trivially confirmed using the commutative property of addition:
xdp+(α, α→ 0) · xdp+(0, 0→ 0) = 2−3 · 1 = 2−3.

Mutatis mutandis, a similar observation also holds when analyzing, for example, the two
consecutive XOR operations in one round of TEA using additive differences: calculating
the differential probabilities of each XOR operation separately using the formulas in this
paper and multiplying them, may not lead to a correct estimate. Therefore, some caution
is needed when applying the results in this paper to differential trails of an ARX primitive.
We consider these issues to be outside the scope of this paper, but we mention the analysis
of larger components as a suggestion for future work in Sect. 9.

3 Definitions
Let G,H be abelian groups and f : G → H be a function. A differential of f is a pair
(α, β) ∈ G×H denoted by α→ β, where f maps some x, x+α ∈ G to f(x), f(x) + β ∈ H
respectively. The differential probability is defined as

dpf (α→ β) = Pr
x∈G

[f(x+ α) = f(x) + β].

In this work, we consider the additive differential probability adp⊕ of exclusive-or, i. e.,
G = H = Z2n and the function f(x, y) = x⊕ y in two arguments. In other words,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[(x+ α)⊕ (y + β) = γ + (x⊕ y)].

For convenience, we denote that x, y, α, β, γ ∈ Fn2 , i. e., they are elements of the n-
dimensional vector space over the two-element field. In this context, x + y, x − y and
−x mean x′ + y′ mod 2n, x′ − y′ mod 2n and −x′ mod 2n respectively, where x′ =
x0 + x121 + ... + xn−12n−1 (the same for y′), i. e., x is a binary representation of the
integer x′ ∈ {0, . . . , 2n − 1}. Note that the coordinates of x ∈ Fn2 start with 0: x =
(x0, x1, . . . , xn−1).

Working with Fn2 , we denote the XOR operation by x⊕ y. Also, we define

x = (x0 ⊕ 1, x1 ⊕ 1, . . . , xn−1 ⊕ 1).

By 0n and 1n we denote (0, . . . , 0) and (1, . . . , 1) ∈ Fn2 respectively. We will often use
integers, e. g., 0 and 2n−1, instead of elements of Fn2 if n is clear from the context.

There is a matrix (or rational series) approach for calculating adp⊕(α, β → γ), α, β, γ ∈
Fn2 . Let e0, . . . , e7 be standard basis vectors of Q8 (they are vector-columns).

Theorem 1 (Lipmaa et al. [LWD04]). Let L = (1, 1, 1, 1, 1, 1, 1, 1), A0, . . . , A7 be 8 × 8
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matrices, where

A0 = 1
4



4 0 0 1 0 1 1 0
0 0 0 1 0 1 0 0
0 0 0 1 0 0 1 0
0 0 0 1 0 0 0 0
0 0 0 0 0 1 1 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0


and Ak = ((Ak)i,j) = ((A0)i⊕k,j⊕k), here i, j, k ∈ F3

2. Then

adp⊕(α, β → γ) = adp⊕(ω) = LAωn−1Aωn−2 . . . Aω0e0,

where the differential (α, β → γ) is written as the octal word ω = ωn−1 . . . ω0 with
ωi = ωi(α, β, γ) = 4αi + 2βi + γi. For convenience, the matrices A0, ..., A7 are given below.

A0 A1 A2 A3

1
4


4 0 0 1 0 1 1 0
0 0 0 1 0 1 0 0
0 0 0 1 0 0 1 0
0 0 0 1 0 0 0 0
0 0 0 0 0 1 1 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0

 1
4


0 0 1 0 1 0 0 0
0 4 1 0 1 0 0 1
0 0 1 0 0 0 0 0
0 0 1 0 0 0 0 1
0 0 0 0 1 0 0 0
0 0 0 0 1 0 0 1
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1

 1
4


0 1 0 0 1 0 0 0
0 1 0 0 0 0 0 0
0 1 4 0 1 0 0 1
0 1 0 0 0 0 0 1
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 1
0 0 0 0 0 0 0 1

 1
4


1 0 0 0 0 0 0 0
1 0 0 0 0 1 0 0
1 0 0 0 0 0 1 0
1 0 0 4 0 1 1 0
0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 1 1 0


A4 A5 A6 A7

1
4


0 1 1 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0
0 1 1 0 4 0 0 1
0 1 0 0 0 0 0 1
0 0 1 0 0 0 0 1
0 0 0 0 0 0 0 1

 1
4


1 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0
1 0 0 0 0 0 1 0
1 0 0 1 0 4 1 0
0 0 0 0 0 0 1 0
0 0 0 1 0 0 1 0

 1
4


1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
1 0 0 0 0 1 0 0
0 0 0 0 0 1 0 0
1 0 0 1 0 1 4 0
0 0 0 1 0 1 0 0

 1
4


0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 1 1 0 0 0 0 0
0 0 0 0 1 0 0 0
0 1 0 0 1 0 0 0
0 0 1 0 1 0 0 0
0 1 1 0 1 0 0 4



Note that we consider coordinates {0, . . . , 7} in terms of Z23 and F3
2 by their binary

representations too. By the matrix approach it is easy to check (see [LWD04]) that

Lemma 1. We have adp⊕(α, β → γ) > 0 if and only if the first (i. e., least significant)
nonzero coordinate of ω(α, β, γ) is equal to 3, 5 or 6.

Lemma 2. We have adp⊕(α, β → γ) equal to either 0 or 1 for α, β, γ ∈ F2 and equal to
either 0 or 1

2 or 1 for α, β, γ ∈ F2
2.

Lemma 3. We have adp⊕(α, β → γ) = 1 if and only if ω(α, β, γ) = v0∗, where v ∈
{0, 3, 5, 6}.

4 Argument Symmetries of adp⊕

First, we list several argument symmetries of adp⊕.

Proposition 1. The function adp⊕ is symmetric, i. e., for any α, β, γ ∈ Fn2 , it holds that

adp⊕(α, β → γ) = adp⊕(β, α→ γ) = adp⊕(β, γ → α)
= adp⊕(γ, β → α) = adp⊕(γ, α→ β) = adp⊕(α, γ → β).
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Proof. We have adp⊕(α, β → γ) = adp⊕(β, α→ γ) by definition. Furthermore,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β)) = (x⊕ y) + γ]

= Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))⊕ ((x⊕ y) + γ) = 0]

= Pr
z=x⊕y,y∈Fn

2

[((z ⊕ y) + α)⊕ (y + β)⊕ (z + γ) = 0]

= Pr
z,y∈Fn

2

[(z + γ)⊕ (y + β) = (z ⊕ y) + α]

= Pr
z,y∈Fn

2

[(z + γ)⊕ (y + β)− (z ⊕ y) = α]

= adp⊕(γ, β → α).

Note that all other argument permutations are combinations of these two.

Proposition 2. For any α, β, γ ∈ Fn2 it holds that

adp⊕(α, β → γ) = adp⊕(α+ 2n−1, β + 2n−1 → γ) = adp⊕(α⊕ 2n−1, β ⊕ 2n−1 → γ),

in light of Proposition 1, we can add 2n−1 to any two arguments.

Proof. It is easy to see that α+ 2n−1 = α⊕2n−1, therefore, α+x+ 2n−1 = (α+x)⊕2n−1,
where x ∈ Fn2 . Thus,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[
(
(x+ α)⊕ 2n−1 ⊕ (y + β)⊕ 2n−1)− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[
(
(x+ α+ 2n−1)⊕ (y + β + 2n−1)

)
− (x⊕ y) = γ]

= adp⊕(α+ 2n−1, β + 2n−1 → γ).

Proposition 3. For any α, β, γ ∈ Fn2 it holds that adp⊕(α, β → γ) = adp⊕(α, β → −γ).
In light of Proposition 1, we can replace by “−” any argument without changing the value
of adp⊕.

Proof. First, we prove that

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[(x⊕ y)− ((x+ α)⊕ (y + β)) = −γ]

= Pr
x′=x+α,y′=y+β∈Fn

2

[((x′ − α)⊕ (y′ − β))− (x′ ⊕ y′) = −γ]

= adp⊕(−α,−β → −γ). (1)

For further calculations we will use that x+ y = x− y. To confirm this, we have

− x = 2n − x = ((2n − 1)− x) + 1 = x+ 1. (2)

Therefore, x = −x− 1 and

x+ y = −(x+ y)− 1 = (−x− 1)− y = x− y.
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Next, we prove that adp⊕(α, β → γ) = adp⊕(−α,−β → γ):

adp⊕(−α,−β → γ) = Pr
x,y∈Fn

2

[((x− α)⊕ (y − β))− (x⊕ y) = γ]

= Pr
x′=x,y′=y∈Fn

2

[
(
(x′ − α)⊕ (y′ − β)

)
− (x′ ⊕ y′) = γ]

= Pr
x′,y′∈Fn

2

[
(
x′ + α⊕ y′ + β

)
− (x′ ⊕ y′) = γ]

u⊕v=u⊕v= Pr
x′,y′∈Fn

2

[((x′ + α)⊕ (y′ + β))− (x′ ⊕ y′) = γ]

= adp⊕(α, β → γ). (3)

Finally, we have

adp⊕(α, β → −γ) (1)= adp⊕(−α,−β → −(−γ))
= adp⊕(−α,−β → γ)
(3)= adp⊕(α, β → γ).

5 Maximum of adp⊕(x, y → γ) for Fixed γ
In this section we give the missing proof of Theorem 3 from [LWD04]: we will prove that

max
α,β∈Fn

2

adp⊕(α, β → γ) = adp⊕(0, γ → γ).

Let us define

A′t =
{
A0, if t is even
A3, if t is odd

and A′t =
{
A3, if t is even
A0, if t is odd

.

Then
adp⊕(0, γ → γ) = LA′ωn−1

. . . A′ω0
e0 for any ω = ω(α, β, γ).

Lemma 4. For any octal word ωn . . . ω0, where n ≥ 0, and 0 ≤ k ≤ 7 the following holds:

LAωn . . . Aω0ek = LAωn⊕k . . . Aω0⊕ke0.

Proof. Let us denote by Tk the 8×8 involution matrix that swaps the i and i⊕k coordinates,
i = 0, . . . , 7. Then

LAωn . . . Aω0ek = (LTk)Aωn . . . Aω0(Tke0)
= L(TkAωnTk)(TkAωn−1Tk) . . . (TkAω0Tk)e0

= LAωn⊕k . . . Aω0⊕ke0,

since (TkAmTk)ij = (Am)i⊕k,j⊕k = (A0)i⊕m⊕k,j⊕m⊕k = (Am⊕k)ij and T 2
k is the identity

matrix.

Note that A′ωi⊕k = A′ωi
for even k (as an integer number, i. e., for k = 0, 2, 4, 6) and

A′ωi⊕k = A′ωi
for odd k.

Theorem 2. For any γ ∈ Fn2 , we have

max
α,β∈Fn

2

adp⊕(α, β → γ) = adp⊕(0, γ → γ).
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Proof. Let us use induction by n. The base case of the induction, n = 1, follows from
Lemma 2: it holds that adp⊕(0, 0→ 0) = adp⊕(0, 1→ 1) = 1.

Suppose that adp⊕(α, β → γ) ≤ adp⊕(0, γ → γ) for any α, β, γ ∈ Fn2 . This means that

LAvn−1 . . . Av0e0 ≤ LA′vn−1
. . . A′v0

e0

for any octal word v of length n. Let us prove that adp⊕(α, β → γ) ≤ adp⊕(0, γ → γ),
where α, β, γ ∈ Fn+1

2 , i. e.,

LAωn . . . Aω0e0 ≤ LA′ωn
. . . A′ω0

e0

for any octal word ω of length n+ 1. We consider four cases for Aω0 , the first two of them
are very easy.
Case Aω0 ∈ {A1, A2, A4, A7}:

LAωn
. . . Aω0e0

Lemma 1= 0 < LA′ωn
. . . A′ω0

e0.

Case Aω0 = A0, i. e., A′ω0
= A0:

LAωn . . . Aω0e0 = LAωn . . . Aω1e0
induction
≤ LA′ωn

. . . A′ω1
e0

= LA′ωn
. . . A′ω0

e0.

Case Aω0 = A6, i. e., A′ω0
= A0. It is easy to see that

A6e0 = 1
4e0 + 1

4e2 + 1
4e4 + 1

4e6.

Also, if ω1 ∈ {0, 3, 5, 6}, LAωn
. . . Aω1(e2 + e4) = 0; otherwise LAωn

. . . Aω1(e0 + e6) = 0.
Indeed, Aω1e2 = Aω1e4 = 0 if ω1 ∈ {0, 3, 5, 6} and Aω1e0 = Aω1e6 = 0 if ω1 ∈ {1, 2, 4, 7}.
Thus, we can deduce that

LAωn . . . Aω0e0 = 1
4LAωn . . . Aω1ep1 + 1

4LAωn . . . Aω1ep2 ,

where p1 and p2 are even. According to Lemma 4,

LAωn
. . . Aω0e0 = 1

4LAωn⊕p1 . . . Aω1⊕p1e0 + 1
4LAωn⊕p2 . . . Aω1⊕p2e0

induction
≤ 1

4LA
′
ωn⊕p1

. . . A′ω1⊕p1
e0 + 1

4LA
′
ωn⊕p2

. . . A′ω1⊕p2
e0.

Taking into account that both ωi ⊕ p1 and ωi ⊕ p2 are even if and only if ωi is even (as an
integer number), we have A′ωi⊕pj

= A′ωi
(here i ∈ {1, . . . , n}, j ∈ {1, 2}). Therefore,

LAωn
. . . Aω0e0 ≤

1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0

= 1
2LA

′
ωn
. . . A′ω1

e0.

Finally, let us calculate LA′ωn
. . . A′ω0

e0. Recall that A′ω0
= A0 for the case that we are

considering here, and that A0e0 = e0, so that:

LA′ωn
. . . A′ω0

e0 = LA′ωn
. . . A′ω1

e0

>
1
2LA

′
ωn
. . . A′ω1

e0

≥ LAωn
. . . Aω0e0. (4)
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Case Aω0 ∈ {A3, A5}, i. e., A′ω0
= A3. It is easy to see that

A3e0 = 1
4e0 + 1

4e1 + 1
4e2 + 1

4e3,

A5e0 = 1
4e0 + 1

4e1 + 1
4e4 + 1

4e5.

Note that LAωn
. . . Aω1ej = 0 for

• ω1 ∈ {0, 3, 5, 6} and j /∈ {0, 3, 5, 6},

• ω1 /∈ {0, 3, 5, 6} and j ∈ {0, 3, 5, 6},
since in these cases Aω1ej = 0. The latter was already noted by Lipmaa et al. [LWD04]
when they showed by direct computation that the kernels are kerA0 = kerA3 = kerA5 =
kerA6 = 〈e1, e2, e4, e7〉 and kerA1 = kerA2 = kerA4 = kerA7 = 〈e0, e3, e5, e6〉.

Thus, we can deduce that

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1ep + 1

4LAωn
. . . Aω1eq,

where p is even and q is odd. Moreover, either p, q ∈ {0, 3, 5, 6} or p, q ∈ {1, 2, 4, 7}. Indeed,
• if ω1 ∈ {0, 3, 5, 6} and Aω0 = A3,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e0 + 1

4LAωn
. . . Aω1e3, i. e., p = 0 and q = 3;

• if ω1 ∈ {0, 3, 5, 6} and Aω0 = A5,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e0 + 1

4LAωn
. . . Aω1e5, i. e., p = 0 and q = 5;

• if ω1 /∈ {0, 3, 5, 6} and Aω0 = A3,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e1 + 1

4LAωn
. . . Aω1e2, i. e., p = 2 and q = 1;

• if ω1 /∈ {0, 3, 5, 6} and Aω0 = A5,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e1 + 1

4LAωn
. . . Aω1e4, i. e., p = 4 and q = 1.

According to Lemma 4,

LAωn
. . . Aω0e0 = 1

4LAωn⊕p . . . Aω1⊕pe0 + 1
4LAωn⊕q . . . Aω1⊕qe0

induction
≤ 1

4LA
′
ωn⊕p . . . A

′
ω1⊕pe0 + 1

4LA
′
ωn⊕q . . . A

′
ω1⊕qe0. (5)

Taking into account that ωi ⊕ p is even if and only if ωi is even and ωi ⊕ q is even if and
only if ωi is odd, it is easy to see that A′ωi⊕p = A′ωi

and A′ωi⊕q = A′ωi
. Therefore,

LAωn
. . . Aω0e0 ≤

1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0.

To complete the case, let us calculate LA′ωn
. . . A′ω0

e0:

LA′ωn
. . . A′ω0

e0 = LA′ωn
. . . A′ω1

(1
4e0 + 1

4e3)

Lemma 4= 1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn⊕3 . . . A

′
ω1⊕3e0

= 1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0

≥ LAωn . . . Aω0e0.

This completes the proof of the theorem.
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In light of Proposition 1, it does not matter which argument we fix: adp⊕(α, β → γ) ≤
adp⊕(α, α→ 0) and adp⊕(α, β → γ) ≤ adp⊕(β, β → 0) hold too.

6 Number of Maximums of adp⊕ for Fixed γ
Let us define

adpmax(γ) = {(x, y) ∈ Fn2 × Fn2 : adp⊕(x, y → γ) = adp⊕(0, γ → γ)}, γ ∈ Fn2 .

Proposition 4. Let γ ∈ Fn2 , γ ∈ {0, 2n−1}. Then #adpmax(γ) = 2. More precisely,

adpmax(0) = {(0, 0), (2n−1, 2n−1)},
adpmax(2n−1) = {(0, 2n−1), (2n−1, 0)}.

Proof. According to Lemma 3, adp⊕(0, 0→ 0) = adp⊕(0, 2n−1 → 2n−1) = 1. The lemma
also provides the conditions for α, β, γ such that adp⊕(α, β → γ) = 1:

4αi + 2βi + γi = 0 for 0 ≤ i < n− 1 and 4αn−1 + 2βn−1 + γn−1 ∈ {0, 3, 5, 6},

i. e., αi = βi = γi = 0 for 0 ≤ i < n− 1 and (αn−1, βn−1, γn−1) is either (0, 0, 0) or (1, 1, 0)
or (1, 0, 1) or (0, 1, 1).

Proposition 5. Let γ ∈ Fn2 , γ /∈ {0, 2n−1}. Then the following eight pairs are distinct
and belong to adpmax(γ):

(0, γ), (0,−γ), (2n−1, γ ⊕ 2n−1), (2n−1,−γ ⊕ 2n−1),
(γ, 0), (−γ, 0), (γ ⊕ 2n−1, 2n−1), (−γ ⊕ 2n−1, 2n−1).

Proof. Theorem 2 gives us that (0, γ) ∈ adpmax(γ). The other pairs are provided by
Propositions 1, 2 and 3, since adp⊕ has the same value for these pairs with fixed γ.

Next, we know that γ /∈ {0, 2n−1}. Let us divide these pairs into two sets: P =
{(0, γ), (0,−γ), (γ, 0), (−γ, 0)} and P ′ contains the other pairs.

Any two pairs from P are distinct, since γ 6= −γ and γ,−γ 6= 0. The same is true
for P ′: indeed, any pair (a, b) ∈ P ′ is equal to (a′ ⊕ 2n−1, b′ ⊕ 2n−1), where (a′, b′) ∈ P .
This is why any two pairs from P ′ coincide if and only if the corresponding pairs from P
coincide.

At the same time, a pair from P cannot be equal to a pair from P ′, since at least one
coordinate of any pair from P ′ is equal to 2n−1, but 0, γ,−γ 6= 2n−1.

To prove auxiliary lemmas, we introduce the following notation: for A ⊆ Fn2 × Fn2 , let
us define swap(A) = {(x, y) ∈ Fn2 × Fn2 : (y, x) ∈ A}. It is clear that #swap(A) = #A.
Also,

perfmax(γ) = {(x, y) ∈ adpmax(γ) : (x, y) ∈ adpmax(γ)}. (6)

Note that swap(adpmax(γ)) = adpmax(γ), since adp⊕(α, β → γ) = adp⊕(β, α → γ) by
Proposition 1. Therefore,

swap(perfmax(γ)) = {(x, y) ∈ adpmax(γ) : (x, y) ∈ adpmax(γ)}. (7)

Let us list some of their straightforward properties.

Lemma 5. The following statements hold:

• #perfmax(γ) ≤ min{#adpmax(γ),#adpmax(γ)};

• (α, β) ∈ perfmax(γ) if and only if (α⊕ 2n−1, β ⊕ 2n−1) ∈ perfmax(γ).
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Proof. The first point directly follows from the definition. Next, Proposition 2 provides
that

(α, β) ∈ adpmax(γ)⇐⇒ (α⊕ 2n−1, β ⊕ 2n−1) ∈ adpmax(γ),
(α, β) ∈ adpmax(γ)⇐⇒ (α⊕ 2n−1, β ⊕ 2n−1) ∈ adpmax(γ).

The equality β ⊕ 2n−1 = β ⊕ 2n−1 completes the proof.

Lemma 6. Let γ ∈ Fn2 , #adpmax(γ) ≤ 8 and #adpmax(γ) ≤ 8. Then #perfmax(γ) ≤ 2.

Proof. Let γ ∈ {0, 2n−1}. Lemma 5 provides that #perfmax(γ) ≤ #adpmax(γ). At the
same time, #adpmax(γ) = 2 by Proposition 4. The case of γ ∈ {0, 2n−1} is completely
identical. Hence, the lemma is proven for these cases.

Let γ, γ /∈ {0, 2n−1}. Note that this excludes the case of n = 1. Under the lemma
assumption, Proposition 5 describes all 8 distinct pairs from adpmax(γ) (the same for
adpmax(γ)). In light of Lemma 5, it is sufficient to prove that at most one pair from
P = {(0, γ), (0,−γ), (γ, 0), (−γ, 0)} ⊆ adpmax(γ) belongs to perfmax(γ), since any of the
other four pairs from adpmax(γ) are equal to (α⊕ 2n−1, β ⊕ 2n−1), where (α, β) ∈ P .

First, we consider (γ, 0) and (−γ, 0). Since γ /∈ {0, 2n−1} and n > 1, we have
γ,−γ, 0 /∈ {0, 2n−1}. But one coordinate of any pair from adpmax(γ) is always equal to 0
or 2n−1, i. e., both (γ, 0) and (−γ, 0) do not belong to adpmax(γ) and, as a consequence,
they are not elements of perfmax(γ).

Next, we consider (α, β) = (0,−γ). Using (2), we obtain

(α, β) = (0,−γ)
x=−x−1= (0,−(−γ)− 1)
−x=x+1= (0,−(γ + 1)− 1)

= (0,−γ − 2).

Since α = 0, let us consider the first elements of the pairs from adpmax(γ) described by
Proposition 5: none of γ, −γ, γ⊕2n−1, −γ⊕2n−1, 2n−1 is equal to 0 due to γ /∈ {0, 2n−1}.
It means that (α, β) may only be equal to (0, γ) or (0,−γ) from adpmax(γ).

This implies that γ satisfies one of the two following equalities:

• −γ − 2 = −γ, which is inconsistent for n > 1;

• −γ − 2 = γ, i. e., 2γ + k2n = −2, where k ∈ Z or, equivalently,

γ = −1− k2n−1, where k = {0, 1}, since k2n−1 mod 2n ∈ {0, 2n−1}.

By again using (2), we have that γ = −1− k2n−1 = k2n−1. But γ = k2n−1 (where
k = {0, 1}) if and only if γ ∈ {0, 2n−1}, which is a contradiction.

Thus, only (0, γ) and (2n−1, γ ⊕ 2n−1) belong to perfmax(γ). Thereby, the lemma is
proven.

Corollary 1. Let γ ∈ Fn2 . Then #adpmax(γ) ≤ 8.

Proof. Let us use induction by n. The base case of the induction, n = 1, is straightforward:
the only possible values of γ are 0 and 2n−1 = 1, for which Proposition 4 holds.

We suppose that #adpmax(c) ≤ 8 for any c ∈ Fn2 . Let us prove that #adpmax(γ) ≤ 8
for γ ∈ Fn+1

2 . We denote (x0, . . . , xn−1) by x′ for x ∈ Fn+1
2 .

Case γ0 = 0. Let us consider (α, β) ∈ adpmax(γ). It is easy to see that ω0(α, β, γ) /∈ {2, 4}
(this follows from Case Aω0 ∈ {A1, A2, A4, A7} of Theorem 2), and that ω0(α, β, γ) 6= 6
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(by (4) from the proof of Theorem 2). This means that α0 = β0 = 0. Thus, #adpmax(γ) =
#adpmax(γ′) ≤ 8 by induction.
Case γ0 = 1. We rely on the case Aω0 ∈ {A3, A5} of Theorem 2. Let us consider
(α, β) ∈ adpmax(γ). Like in the previous case, ω0(α, β, γ) /∈ {1, 7}, i. e., we have two
variants: 3 or 5. Also, we have two distinct choices for ω1(α, β, γ): it can belong to either
{0, 3, 5, 6} or {1, 2, 4, 7}. Recall that p and q depend on this choice. Thus, we have 2 · 2 = 4
different “branches” for α, β. Let us consider any of them.

Let p = 4p1 + 2p2 (p is even), q = 4q1 + 2q2 + 1 (q is odd), where p1, p2, q1, q2 ∈ {0, 1}.
Considering the sums x ⊕ pi, x ⊕ qi, where x ∈ Fn2 , we mean x ⊕ 0n for pi, qi = 0 and
x⊕ 1n otherwise.

According to (5), LAωn
. . . Aω0e0 = adp⊕(α, β → γ) is equal to adp⊕(0, γ → γ) if and

only if

• LAωn⊕p . . . Aω1⊕pe0 = adp⊕(α′ ⊕ p1, β
′ ⊕ p2 → γ′) is equal to adp⊕(0, γ′ → γ′) and

• LAωn⊕q . . . Aω1⊕qe0 = adp⊕(α′ ⊕ q1, β
′ ⊕ q2 → γ′ ⊕ 1n) is equal to adp⊕(0, γ′ → γ′).

It means that (α, β) ∈ adpmax(γ) if and only if (α′ ⊕ p1, β
′ ⊕ p2) ∈ adpmax(γ′) and

(α′ ⊕ q1, β
′ ⊕ q2) ∈ adpmax(γ′ ⊕ 1) = adpmax(γ′).

Since p, q ∈ {0, 3, 5, 6} or p, q ∈ {1, 2, 4, 7}, (p1, p2) ⊕ (q1, q2) ∈ {(0, 1), (1, 0)}. Thus,
taking a = α′ ⊕ p1, b = β′ ⊕ p2, we have (α′ ⊕ q1, β

′ ⊕ q2) ∈ {(a, b), (a, b)}. In other words,
by (6) and (7),

either (a, b) ∈ perfmax(γ′) or (a, b) ∈ swap(perfmax(γ′)).

In light of the induction hypothesis, Lemma 6 provides that for the both cases

#perfmax(γ′) = #swap(perfmax(γ′)) ≤ 2,

i. e., there are at most two distinct pairs (a, b) satisfying the conditions. For any “branch”
(a, b) uniquely determines (α, β). Therefore, we have at most 4 · 2 distinct choices for
(α, β) ∈ adpmax(γ). The statement is proven.

7 Recurrence Formulas for adp⊕

A matrix approach to calculate adp⊕ and Lemma 4 allow us to obtain recurrence formulas
for adp⊕(α, β → γ). It is possible to rewrite the proof of Theorem 2 in terms of these
formulas. First, let us denote the vector (0, x0, x1, . . . , xn−1) ∈ Fn+1

2 by x0, i. e., in terms
of integers, x0 = 2x. We define x1: x1 = 2x+ 1 in exactly the same way.

Let us prove an auxiliary lemma.

Lemma 7. Let adp⊕(α, β → γ) > 0. Then α0 ⊕ β0 ⊕ γ0 = 0.

Proof. By Lemma 1, ω0 = 4α0⊕2β0⊕γ0 ∈ {0, 3, 5, 6}, which implies α0⊕β0⊕γ0 = 0.

Now we can give the recurrence formulas for adp⊕.
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Theorem 3. For all α, β, γ ∈ Fn2 the following equalities hold.

adp⊕(α0, β0→ γ0) = adp⊕(α, β → γ),

adp⊕(α1, β1→ γ0) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α1, β0→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α0, β1→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α0, β0→ γ1) = adp⊕(α0, β1→ γ0) = adp⊕(α1, β0→ γ0)
= adp⊕(α1, β1→ γ1) = 0.

Note 1. Any of α, β and γ can be replaced by α+ 1, β + 1 and γ + 1, respectively. Indeed,
α

(2)= −α − 1 = −(α + 1), that we can transform to α + 1 by Proposition 3, the same is
true for β and γ.

Proof. First, adp⊕(α0, β0 → γ0) = adp⊕(α, β → γ) easily follows from the matrix
representation. Next, adp⊕(α0, β0→ γ1) = adp⊕(α0, β1→ γ0) = adp⊕(α1, β0→ γ0) =
adp⊕(α1, β1→ γ1) = 0 since the sum of the least significant bits is odd, see Lemma 7.

In light of Proposition 1, it is sufficient to prove that

adp⊕(α0, β1→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ).

By the matrix approach, adp⊕(α0, β1→ γ1) = LAwn
. . . Aw0e0, where wi+1 = 4αi+2βi+γi

and w0 = 4 · 0 + 2 · 1 + 1 · 1 = 3, next,

adp⊕(α0, β1→ γ1) = LAwn
. . . Aw0e0

= 1
4LAwn . . . Aw1e0 + 1

4LAwn . . . Aw1e1

+ 1
4LAwn

. . . Aw1e2 + 1
4LAwn

. . . Aw1e3

Lemma 4= 1
4LAwn

. . . Aw1e0 + 1
4LAwn⊕1 . . . Aw1⊕1e0

+ 1
4LAwn⊕2 . . . Aw1⊕2e0 + 1

4LAwn⊕3 . . . Aw1⊕3e0,

At the same time,

LAwn . . . Aw1e0 = adp⊕(α, β → γ),
LAwn⊕1 . . . Aw1⊕1e0 = adp⊕(α, β → γ ⊕ 1n) = adp⊕(α, β → γ),
LAwn⊕2 . . . Aw1⊕2e0 = adp⊕(α, β ⊕ 1n → γ) = adp⊕(α, β → γ),
LAwn⊕3 . . . Aw1⊕3e0 = adp⊕(α, β ⊕ 1n → γ ⊕ 1n) = adp⊕(α, β → γ),

which completes the proof.
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Corollary 2. For any γ ∈ Fn2 , we have

adp⊕(0, γ1→ γ1) = 1
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

Proof. Since 0⊕ γ0 ⊕ γ0 = 1, Lemma 7 provides that

adp⊕(0, γ → γ) = adp⊕(0, γ → γ) = 0.

Therefore, adp⊕(0, γ1→ γ1) = 1
4 adp⊕(0, γ → γ) + 1

4 adp⊕(0, γ → γ) by Theorem 3.

Corollary 3. For any of adp⊕(α1, β1 → γ0), adp⊕(α1, β0 → γ1), and adp⊕(α0, β1 →
γ1), at least two terms of the corresponding sum in Theorem 3 are zero.

Proof. In light of Proposition 1, it is sufficient to prove the statement for adp⊕(α0, β1→
γ1).

Since α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0 and α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0⊕ 1,
Lemma 7 provides that either

adp⊕(α, β → γ) = adp⊕(α, β → γ) = 0 or
adp⊕(α, β → γ) = adp⊕(α, β → γ) = 0.

The recurrence formulas help to determine the minimum nonzero value of adp⊕(α, β →
γ):

Corollary 4. Let n > 1. Then the minimum nonzero adp⊕(α, β → γ), α, β, γ ∈ Fn2 , is
equal to 8 · 4−n.

Note 2. The formula for n = 1 differs: Lemma 2 shows us that either adp⊕(α, β → γ) = 0
or adp⊕(α, β → γ) = 1 for α, β, γ ∈ F2.

Proof. Let us denote this minimum nonzero value by mn. Applying to a nonzero
adp⊕(α, β → γ), α, β, γ ∈ Fn+1

2 , a recurrence formula from Theorem 3, it is easy to
see that adp⊕(α, β → γ) ≥ 1

4mn, which implies mn+1 ≥ 1
4mn.

Let us consider γn10 = (1, 0, 1, 0, . . .) ∈ Fn2 (i. e., the least significant bit is 1 and each next
bit is the negation of the previous bit), e. g., γ3

10 = (1, 0, 1). Also, α1 = (1, α0, α1, ..., αn−1)
by definition, where α0 is the least significant bit of α. Then, by the recurrence formulas,

adp⊕(0n+1, 1n+1 → γn+1
10 ) = adp⊕(0n+1, 1n+1 → γn101)

= 1
4adp⊕(0n, 1n → γn10) + 1

4adp⊕(0n, 0n → γn10)

+ 1
4adp⊕(0n, 0n → γn10) + 1

4adp⊕(0n, 1n → γn10)

Lemma 7= 1
4adp⊕(0n, 0n → γn10) + 1

4adp⊕(0n, 1n → γn10). (8)

Moreover, the first (i. e., least significant) and the second bits of γ10 are 0 and 1 respectively,
which implies that adp⊕(0n, 0n → γn10) = 0 for n > 1. Indeed, it holds by Lemma 1 since
ω0 = 4 · 0 + 2 · 0 + 0 = 0 and ω1 = 4 · 0 + 2 · 0 + 1 = 1 /∈ {0, 3, 5, 6}. Therefore, (8) provides
that

adp⊕(0n+1, 1n+1 → γn+1
10 ) = 1

4adp⊕(0n, 1n → γn10) for n > 1. (9)

Let us prove by induction that

mn = adp⊕(0n, 1n → γn10).
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The base case of the induction is n = 2. According to (8) and Note 2, the minimum
nonzero adp⊕(α, β → γ) where α, β, γ ∈ F2

2 is adp⊕(02, 12 → γ2
10) = 1

2 . Note that this is
consistent with Lemma 2.

Now, we prove that if the minimum nonzero adp⊕(α, β → γ) where α, β, γ ∈ Fn2 is mn,
then the minimum nonzero adp⊕(α, β → γ) where α, β, γ ∈ Fn+1

2 is mn+1.

adp⊕(0n+1, 1n+1 → γn+1
10 ) (9)= 1

4adp⊕(0n, 1n → γn10) induction= 1
4mn.

Note that adp⊕(0n+1, 1n+1 → γn+1
10 ) is nonzero. Moreover, it is also the minimum nonzero

value. This can be seen as follows. Clearly, there must exist some α, β, γ ∈ Fn+1
2 that

corresponds to the minimum nonzero value, and therefore one of the eight recurrence
formulas of Theorem 3 applies. As the value of adp⊕(α, β → γ) is nonzero, at least one
term in the recurrence formulas must be nonzero, and therefore mn+1 ≥ 1

4mn. We found
this smallest nonzero value: mn+1 = adp⊕(0n+1, 1n+1 → γn+1

10 ) = 1
4mn, thereby proving

the induction step.
Finally, we can now express mn in terms of n: mn = 1

2 · (
1
4 )n−2 = 8 · 4−n for n > 1

by (9).

8 Properties of adp⊕(0, γ → γ)

8.1 Simplified Matrix Form for adp⊕(0, γ → γ)
When calculating adp⊕(0, γ → γ) using Theorem 1, we only need A0 (for bit positions
where γi = 0) and A3 (for bit positions where γi = 1). These matrices can be minimized to
size 3× 3 using the S-function toolkit of Mouha et al. [MVDCP11]: applying the software
toolkit to remove non-accessible states and to merge indistinguishable states leads to:

A′′0 = 1
4

4 0 1
0 0 2
0 0 1

 , A′′3 = 1
4

1 0 0
2 0 0
1 0 4

 ,

where A′′0 and A′′3 can be obtained from A0 and A3 by removing the last four columns
(the non-accessible states) and rows, and by merging the middle two remaining rows and
columns (which correspond to indistinguishable states).

Note that (1, 1, 1)A′′0 = (1, 1, 1)A′′3 = (1, 0, 1), which will help us to minimize the size of
the matrices to 2× 2 if we “cheat” by excluding the most significant bit from the matrix
product. More formally, we can obtain matrices B0 and B1 by removing all rows and
columns from A0 and A3 except 0 and 3, and calculate adp⊕(0, γ → γ) as follows:

Proposition 6. Let γ ∈ Fn2 . Then

adp⊕(0, γ → γ) = (1, 1)Bγn−2Bγn−3 . . . Bγ0(1, 0)T ,

where
B0 = 1

4

(
4 1
0 1

)
, B1 = 1

4

(
1 0
1 4

)
.

Proof. According to Theorem 1, we can calculate adp⊕(0, γ → γ) by matrices A0 and A3.
First, A0x

T and A3x
T depend only on x0, x3, x5, x6, where x ∈ Q8. Secondly, they have a

block structure (
Pi Qi
0 Qi

)
,

where Pi and Qi are matrices of size 4×4. In addition, coordinates {4, 5, 6, 7} of e0 are zero.
This means that coordinates 5 and 6 of the vector AωiAωi−1 . . . Aω0e0, where ωi = 3γi,
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i = 0, . . . , n− 1, are zero. Thus, we can consider only coordinates 0 and 3. It is easy to
see that

(A0x
T )0 = x0 + 1

4x3, (A0x
T )3 = 1

4x3, (10)

and
(A3x

T )0 = 1
4x0, (A3x

T )3 = 1
4x0 + x3. (11)

Thus,
LA0x

T = LA3x
T = x0 + x3 + x5 + x6 = x0 + x3

for xT = AωiAωi−1 . . . Aω0e0 due to the block structure.
Finally, let us associate the first coordinate of a v ∈ Q2 with x0 and the second

coordinate with x3. Then,

B0v
T =

(
v0 + 1

4v1
1
4v1

)
, which completely corresponds (10), and

B1v
T =

( 1
4v0

1
4v0 + v1

)
, which completely corresponds (11).

Also, e0 and LA0x
T = LA3x

T = x0 + x3 correspond (1, 0)T and (1, 1)vT = v0 + v1
respectively, i. e.,

adp⊕(0, γ → γ) = (LAωn−1)(Aωn−2 . . . Aω0e0)
= (1, 1)Bγn−2Bγn−3 . . . Bγ0(1, 0)T .

8.2 Minimum of adp⊕(0, γ → γ)
Let us calculate the minimum value among adp⊕(0, γ → γ). We will start with the
following lemma.

Lemma 8. Let γ ∈ Fn2 . Then adp⊕(0, γ → γ) < 3adp⊕(0, γ → γ).

Proof. By induction: for n = 1 the statement holds. Suppose that for any γ ∈ Fn2 , it
holds that adp⊕(0, γ → γ) < 3adp⊕(0, γ → γ). Let us prove that the statement holds for
γ′ ∈ Fn+1

2 . We have two cases:

1. γ′ = γ0, γ ∈ Fn2 . Then, using the recurrence formula for adp⊕(0, γ → γ), we obtain

adp⊕(0, γ0→ γ0) = adp⊕(0, γ → γ) = 3
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

At the same time,

3adp⊕(0, γ0→ γ0) = 3adp⊕(0, γ1→ γ1) = 3
4adp⊕(0, γ → γ) + 3

4adp⊕(0, γ → γ).

It completes the case, since 1
4 adp⊕(0, γ → γ) < 3

4 adp⊕(0, γ → γ) by the induction
hypothesis.

2. γ′ = γ1, γ ∈ Fn2 . Like for the previous point,

adp⊕(0, γ1→ γ1) = adp⊕(0, γ → γ) = 1
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

The induction hypothesis completes the proof, since

3adp⊕(0, γ1→ γ1) = 3adp⊕(0, γ0→ γ0) = 11
4 adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).
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Corollary 5. Let γ ∈ Fn2 . Then adp⊕(0, γ1→ γ1) < adp⊕(0, γ0→ γ0).

Proof. Indeed, adp⊕(0, γ1→ γ1) = 1
4 adp⊕(0, γ → γ) + 1

4 adp⊕(0, γ → γ) < 1
4 adp⊕(0, γ →

γ) + 3
4 adp⊕(0, γ → γ) = adp⊕(0, γ → γ) = adp⊕(0, γ0→ γ0).

Theorem 4. Let md
n = min

γ∈Fn
2

adp⊕(0, γ → γ). Then for any n, we have

md
n+2 = 1

4m
d
n+1 + 1

4m
d
n.

Moreover, adp⊕(0, γ → γ) = md
n, where γ ∈ Fn2 , if and only if γ0 = 1 (only if n > 1) and

γi+1 = γi for any i = 1, . . . , n − 3. This means that γn−1 and γ1 can be arbitrary, and
γ2, . . . , γn−2 depend on γ1.

Note 3. Note that we have no restrictions for γ ∈ F2. Also, if n = 2, 3, we have only one
restriction: γ0 = 1, i. e., the value of adp⊕(0, γ → γ) is the same for any γ ∈ F2

2,F3
2 where

γ0 = 1.

Proof. Let us use induction by n. The statement of the theorem holds for n = 1 and n = 2
by Lemmas 2 and 3.

Let us suppose that the theorem holds for n. Now we will prove that it is true for n+ 1.
Let γ ∈ Fn+1

2 . We consider first two bits γ0 and γ1 of γ: first of all, Corollary 5 provides
that γ0 = 1 for the minimum of adp⊕(0, γ → γ). Next, let

c =
{

(γ2, . . . , γn) if γ1 = 0,
(γ2, . . . , γn) if γ1 = 1,

where c ∈ Fn−1
2 . Then

{γ′, γ′} = {c0, c0} for γ′ = (γ1, γ2, . . . , γn). (12)

Indeed, γ′ = c0 if γ1 = 0, otherwise γ′ = (1, γ2, . . . , γn) = (0, c0, . . . , cn−1) = c0.
Since γ0 = 1, Corollary 2 give us

adp⊕(0, γ → γ) = 1
4adp⊕(0, γ′ → γ′) + 1

4adp⊕(0, γ′ → γ′)
(12)= 1

4adp⊕(0, c0→ c0) + 1
4adp⊕(0, c0→ c0)

Theorem 3= 1
4adp⊕(0, c→ c) + 1

4adp⊕(0, c1→ c1).

Since adp⊕(0, c→ c) ≥ md
n−1 and adp⊕(0, c1→ c1) ≥ md

n, we have

md
n+1 ≥

1
4m

d
n + 1

4m
d
n−1.

Moreover, adp⊕(0, γ → γ) = 1
4m

d
n + 1

4m
d
n−1 if and only if adp⊕(0, c1→ c1) = md

n, which
gives us by the induction hypothesis the restriction

ci+1 = ci for any i = 0, . . . , n− 4, or, equivalently,
γi+1 = γi for any i = 2, . . . , n− 2, (13)

and adp⊕(0, c → c) = md
n−1, which has for n − 1 > 1 one additional restriction: c0 = 1.

Since c0 = γ1 ⊕ γ2 by the definition of c, we have γ2 = γ1 and extend (13) to i = 1.
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Note that for the case n−1 = 1 (which excludes c0 = 1) the theorem gives no γi+1 = γi.
Indeed, n+ 1 = 3 and i should satisfy 1 ≤ i ≤ (n+ 1)− 3, but 1 > (n+ 1)− 3 = 0.

These restrictions for γ with γ0 = 1 always guarantee that such a γ exists and, therefore,
it holds that

1
4m

d
n + 1

4m
d
n−1 = adp⊕(0, γ → γ) ≥ md

n+1 ≥
1
4m

d
n + 1

4m
d
n−1.

It implies that adp⊕(0, γ → γ) = md
n+1 = 1

4m
d
n + 1

4m
d
n−1 and makes the induction step

proven.

The numbers md
n, n = 1, 2, . . ., form a Horadam sequence H(1, 1

2 ,
1
4 ,−

1
4 ) — a gener-

alization of the Fibonacci numbers. A sequence H1, H2, H3, . . . is a Horadam sequence
H(a, b, p, q) if H1 = a, H2 = b and Hn+2 = pHn+1 − qHn. Horadam [Hor65a, Hor65b]
provides information on Horadam sequences and properties of sequence members, which
help to obtain the following result.

Corollary 6. The following formula holds:

md
n = 1

34 · 8n
(

(17 + 7
√

17)(1 +
√

17)n + (17− 7
√

17)(1−
√

17)n
)
.

Proof. According to [Hor65a, p. 161],1

Hn = Aαn−1 +Bβn−1,

where α and β are roots of the polynomial x2 − px+ q = 0, β ≤ α for real roots, and

A = b− aβ
α− β

, B = aα− b
α− β

.

Since p = 1
4 , q = − 1

4 ,

α = 1
8(1 +

√
17), β = 1

8(1−
√

17), α− β =
√

17
4 .

Taking a = 1, b = 1
2 , we have

A = 17 + 3
√

17
34 , B = 17− 3

√
17

34 .

Finally, it is not difficult to check that

A = (17 + 7
√

17)(1 +
√

17)
34 · 8 , B = (17− 7

√
17)(1−

√
17)

34 · 8 .

8.3 Results about adp⊕(0, γ → γ)
It is easy to see that Propositions 2 and 3 provide

Proposition 7. Let a, u, v ∈ Fn2 . Then adp⊕(a, u → u) = adp⊕(a, v → v) if u + v = 0
(mod 2n−1).

1Note that we use n − 1 instead of n as the sequence starts with n = 1.
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Proof. Let u, v ∈ Fn2 . Since 2n−1|2n, we can correctly consider modulo 2n−1 operations.
Without loss of generality, we can assume that both u, v < 2n−1. Otherwise, we

can consider u′ = u ⊕ 2n−1 instead of u, here u′ < 2n−1 and u′ = u (mod 2n−1), since
Proposition 2 guarantees that adp⊕(a, u→ u) = adp⊕(a, u′ → u′) (and the same for v).

Thus, v = 2n−1 − u. Finally, by Propositions 2 and 3 we have

adp⊕(a, u→ u) = adp⊕(a,−u→ −u) = adp⊕(a, 2n−1−u→ 2n−1−u) = adp⊕(a, v → v).

Computational experiments performed for n up to 32 show that there exist at most
32 = 25 distinct γ with the same value adp⊕(0, γ → γ), which implies that

#{adp⊕(0, γ → γ) : γ ∈ Fn2} ≥ 2n−5, where n ≤ 32.

Taking into account Theorem 4 (and Corollary 6), it looks like that the simplest way to
calculate adp⊕(0, γ → γ) is to use the recurrence formula (Corollary 2) and the minimized
matrix representation (Proposition 6).

It is not difficult to compute the sum of all adp⊕(0, γ → γ):

Proposition 8. For all n, we have

∑
γ∈Fn

2

adp⊕(0, γ → γ) = 2
(

3
2

)n−1
.

Proof. For n = 1, the equality holds: adp⊕(0, 0→ 0) + adp⊕(0, 1→ 1) = 1 + 1 = 2. For
all n > 1, the sum can be expressed using the sum for smaller n:∑

γ∈Fn+1
2

adp⊕(0n+1, γ → γ) =
∑
γ∈Fn

2

adp⊕(0n+1, γ0→ γ0) +
∑
γ∈Fn

2

adp⊕(0n+1, γ1→ γ1)

=
∑
γ∈Fn

2

adp⊕(0n, γ → γ)

+ 1
4
∑
γ∈Fn

2

(
adp⊕(0n, γ → γ)) + adp⊕(0n, γ → γ)

)
= 3

2
∑
γ∈Fn

2

adp⊕(0n, γ → γ).

9 Conclusion and Future Work
In this work we investigated some properties of adp⊕ that are interesting for the differential
cryptanalysis of ARX ciphers. We provide the missing proof of the theorem about
maxα,β adp⊕(α, β → γ) from [LWD04], and established that there are either two (for
adp⊕(0, γ → γ) = 1) or eight (for any other cases) distinct pairs α, β on which adp⊕ attains
this maximum value. We obtained recurrence formulas for an arbitrary adp⊕(α, β → γ)
which help to find minimum nonzero value of adp⊕(α, β → γ), find all γ ∈ Fn2 for which
adp⊕(0, γ → γ) = minc∈Fn

2
adp⊕(0, c→ c), and calculate this minimum value. As with any

paper that analyzes the components of a primitive (e. g., additions, rotations, and XORs,
but also S-boxes or matrix multiplications), some caution is necessary when extending the
results to the analysis of a full primitive. We mention the analysis of larger components
and the application to a full primitive as suggestions for future work.
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Abstract—NSUCRYPTO is the unique cryptographic Olympiad containing scientific mathemati-
cal problems for professionals, school and university students from any country. Its aim is to involve
young researchers in solving curious and tough scientific problems of modern cryptography. From
the very beginning, the concept of the Olympiad was not to focus on solving olympic tasks but
on including unsolved research problems at the intersection of mathematics and cryptography. The
Olympiad history starts in 2014. In 2019, it was held for the sixth time. We present the problems and
their solutions of the Sixth International Olympiad in cryptography NSUCRYPTO′2019. Under
consideration are the problems related to attacks on ciphers and hash functions, protocols, Boolean
functions, Dickson polynomials, prime numbers, rotor machines, etc. We discuss several open
problems on mathematical countermeasures to side-channel attacks, APN involutions, S-boxes,
etc. The problem of finding a collision for the hash function Curl27 was partially solved during the
Olympiad.

DOI: 10.1134/S1990478920040031

Keywords: cryptography, cipher, hash function, Hamming code, slide attack, threshold imple-
mentation, Dickson polynomial, APN function, Olympiad, NSUCRYPTO

INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in cryptography that
was held for the sixth time in 2019.

Interest in the Olympiad around the world is significant. This year, there were hundreds of participants
from 26 countries; 42 participants in the first round and 21 teams in the second round from 16 coun-
tries were awarded with prizes and honorable diplomas. The Olympiad Program Committee includes
specialists from Belgium, France, the Netherlands, the USA, Norway, India, Luxembourg, Belarus’,
Kazakhstan, and Russia.

Let us shortly formulate the format of the Olympiad. One of the Olympiad main ideas is that
everyone can participate! Each participant chooses his/her category when registering on the Olympiad
website [1]. There are three categories: “school students” (for junior researchers: pupils and high

*E-mail: nsucrypto@nsu.ru
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school students), “university students” (for participants who are currently studying at universities)
and “professionals” (for participants who have already completed education or just want to be in the
restriction-free category). Awarding of the winners is held in each category separately.

The Olympiad consists of the two independent Internet rounds: the first one is individual (duration 4
hours 30 minutes) while the second round is a team one (duration 1 week). The first round is divided into
two sections: A—for “school students,” B—for “university students” and “professionals.” The second
round is common to all participants. Participants read the Olympiad problems and submit their solutions
through the Olympiad website. The language of the Olympiad is English.

The Olympiad participants are always interested in solving various problems of any complexity at the
intersection of mathematics and cryptography. The participants show their knowledge, creativity, and
professionalism. That is why the Olympiad not only includes interesting tasks with known solutions but
also offers unsolved problems. This year, one of such open problems, “Curl27” (see Section 2.14), was
partially solved during the second round! All open problems stated during the Olympiad history can be
found in [2].

On the website we also mark the current status of each problem.

Fig. 1. NSUCRYPTO logo.

For example, in addition to “Curl27”, the problem “Sylvester matri-
ces” was solved by three teams in 2018, and the problem “Algebraic
immunity” was completely solved during the Olympiad in 2016.
And what is important for us, some participants were trying to find
solutions after the Olympiad was over. For example, a partial solution
for the problem “A secret sharing” (2014) was proposed in [3]. We
invite everybody who has ideas on solving the problems to send
solutions to us!

The paper is organized as follows: We start with the problem
structure of the Olympiad in Section 1. Then we present formu-
lations of all problems stated during the Olympiad and give their
detailed solutions in Section 2. Finally, we publish the lists of NSU-
CRYPTO’2019 winners in Section 3.

Mathematical problems and their solutions of the previous In-
ternational Olympiads in cryptography NSUCRYPTO from 2014 to
2018 can be found in [4], [5], [6], [7], and [8] respectively.

1. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 16 problems stated during the Olympiad; some of them were included in both rounds
(Tables 1 and 2). Section A of the first round consisted of six problems, whereas the section B contained
seven problems. Three problems were common for both sections. The second round was composed of
eleven problems. Five problems of the second round included unsolved questions (with special awards
of the Program Committee).

2. PROBLEMS AND THEIR SOLUTIONS
In this section, we formulate all problems of NSUCRYPTO’2019 and present their detailed solutions

paying attention to the solutions by the participants.

2.1. Problem “A 1024-Bit Key”
2.1.1. Formulation. Alice has a 1024-bit key for a symmetric cipher (the key consists of 0s and 1s). Alice
is afraid of malefactors, so she changes her key everyday in the following way:

1. Alice chooses a subsequence of key bits such that the first bit and the last bit are equal to 0. She
also can choose a subsequence of length 1 that contains only 0.

2. Alice inverts all bits in this subsequence (0 turns into 1 and vice versa); bits outside of this
subsequence remain as they are.

Prove that the process will stop. Find the key that will be obtained by Alice in the end of the process.

Example of an operation. 11001 01101110
︸ ︷︷ ︸

011... turns to 11001 10010001
︸ ︷︷ ︸

011...

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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2.1.2. Solution. Let us encode the binary vector of the key as the corresponding decimal number. It is
obvious that this number will increase on the next day since all bits on the left from the sequence are
not changing, but the first bit of the sequence turns from 0 to 1. Let us note that this number can not
increase infinitely since the size of the key is restricted by 1024 bits, so, in the very end the key will be
maximal possible and, thus, will consist of all 1s.

Almost all participants successfully solved the problem.

2.2. Problem “The Magnetic Storm”

2.2.1. Formulation. A hardware random number generator is a device that generates random sequences
consisting of 0s and 1s. Unfortunately, a disturbance caused by a magnetic storm affected this random

Table 1. Problems of the first round

N Problem title Maximum
score

1 A 1024-bit key 4

2 The magnetic storm 4

3 Autumn leaves 4

4 A rotor machine 4

5 Broken Calculator 4

6 A promise 6

N Problem title Maximum
score

1 Autumn leaves 4

2 The magnetic storm 4

3 A rotor machine 4

4 16QAM 8

5 A promise and money 6

6 Calculator 6

7 APN + Involutions 7

Section A Section B

Table 2. Problems of the second round

N Problem title Maximum score

1 A 1024-bit key 4

2 Sharing 6 + additional scores for open questions

3 Factoring in 2019 8

4 TwinPeaks-3 8

5 Curl27 10 + additional scores for open questions

6 8-bit S-box Unlimited (open problem)

7 A rotor machine 4

8 16QAM 8

9 Calculator 6

10 APN + Involutions (extended) 12 + additional scores for open questions

11 Conjecture Unlimited (open problem)

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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Fig. 2. Autumn Leaves.

number generator. As a result, the device had generated a sequence of 0s of length k (where k is a positive
integer), and then started to generate an infinite sequence of 1s.

Prove that at some point the generator will produce the number 1 . . . 10 . . . 0 that is divisible by 2019.

2.2.2. Solution.Let us prove that a number of form 1 . . . 11 . . . 1 is divisible by 2019. Consider all
numbers that consists only of 1s. Since there are infinitely many of these numbers, there can be found
a pair of numbers A and B such that they have the same remainder when divided by 2019. Therefore,
C = A− B = 1 . . . 10 . . . 0 consisting of m 1s for some natural m is divisible by 2019, and, since 2019 is
not divisible by 2 and 5,

C∗ = C × 10 . . . 0 = 1 . . . 10 . . . 0

is divisible by 2019 for any number of 0s.
There were many correct solutions by the participants.

2.3. Problem “Autumn Leaves”
2.3.1. Formulation. Read a hidden message (see Fig. 2)!

2.3.2. Solution. We see different leaves and spaces between them. It looks like a simple substitution
cipher was used there and distinct leaves corresponded to distinct English letters. By English grammar,
we can suppose that the second and the third words are “is a.” Then the first word starts with “a” and
by its structure can be “autumn” (which is very likely as the autumn landscape is depicted). Also, the
leaf is the most common letter in the text and we can guess that it is “e.” Then we see “*ea*” in the
third line that seems to be “leaf”. As a result the last word becomes “fl**e*” that is “flower.” Finally,
we get “Autumn is a second spring when every leaf is a flower” that is a famous quote by
Albert Camus. Almost all participants read the message.

2.4. Problem “A Rotor Machine”
2.4.1. Formulation. In a country rotor machines were very useful for encryption of information (see

examples in Fig. 3).
Eve knows that for some secret communication a simple rotor machine was used. It works with

letters O, P, R, S, T, Y only and has an input circle with lamps (start), one rotor, and a reflector. See
Fig. 4.

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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Fig. 3. Examples of rotor machines.

Fig. 4. Scheme of the rotor.

The input circle and the reflector are fixed in their positions, while the rotor can be in one of the six
possible positions. After pressing a button on a keyboard, an electrical signal corresponding to the letter
goes through the machine, comes back to the input circle, and the appropriate lamp shows the result
of encryption. After each letter is encrypted, the rotor turns right (i.e. clockwise) on 60 degrees. Points
of different colors (enumerated) on the rotor sides indicate different noncrossing signal lines within the
rotor.

For instance, if the rotor is fixed as shown on the picture above then if you press the button O, it will
be encrypted as T (the signal enters the rotor via red (color 1) point, is reflected, and then comes back
via purple (color 5) line). If you press O again, it will be encrypted as R. If you press T then, you will get S,
and so on.

Eve intercepted the secret message

TRRYSSPRYRYROYTOPTOPTSPSPRS.

Help her to decrypt it keeping in mind that Eve does not know the initial position of the rotor.

2.4.2. Solution. To solve the problem and decrypt the message, we need to correctly understand the
scheme of work. A key for the cipher is the initial position of the rotor. We denote it by a color of the
circle (enumerated) on the input side of the rotor that corresponds to the letter O. Table 3 represents the
encryption tables depending on the key.

Table 3. Encryption tables

O P R S T Y

red (color 1) T Y S R O P

white (color 2) R S O P Y T

purple (color 3) Y R P T S O

O P R S T Y

green (color 4) S R P O Y T

yellow (color 5) S T Y O P R

blue (color 6) R T O Y P S

Trying all six possible keys, we find the only one meaningful message POST TO TOP OOPS SORRY
STOP ROTOR that corresponds to the “yellow” (color 5) key.

Almost all participants solved the problem. The most interesting solutions were obtained by creating
real models for this rotor machine, for example, by a school student Varvara Lebedinskaya (The
Specialized Educational Scientific Center of Novosibirsk State University), by the team of Kristina
Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway Transport).

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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2.5. Problem “Broken Calculator”

2.5.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019 (that is to get the result as the reminder of division by 2019):

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction, and multiplication of two numbers;
• to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule: x is equal to the remainder of dividing f(y) = y5 + 1909y3 + 401y by 2019.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 5).
Now, the button “+” as well as all digits except “1” and “5” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in
his situation. More precisely, suggest a short list of commands such that each command has one of the
following types (1 � j, k < i):

Si = y, Si = a, Si = Sj − Sk, Si = Sj ∗ Sk,

where a is an at most 4-digit integer consisting of digits 1 and 5 only; for example, a = 1, a = 15,
a = 551, a = 5115, etc.

The first command has to be S1 = y. In the last command, the resulting plaintext x has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2500 becomes 481
and −1000 becomes 1019 immediately after entering or calculations. The shorter the list of commands
you suggest, the more scores you get for this problem.

Example. The following list of commands

Fig. 5. Broken Calculator.

calculates x = y2 − 55:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 11 11

S4 = 5 5

S5 = S3 ∗ S4 55

S6 = S2 − S5 y2 − 55

2.5.2. Solution. Let us present the original solution in 14 steps by the Program Committee.
Let a ≡m b mean that integers a and b are congruent modulo m. The following relations hold:

f(y) ≡2019 y5 + 1909y3 + 401y ≡2019 y(y4 − 110y2 + 401)

≡2019 y(y4 − 2 ∗ 55y2 + 552 − 552 + 401) ≡2019 y((y2 − 55)2 − 552 + 5 ∗ 222)

≡2019 y((y2 − 55)2 − 112 ∗ (52 − 5 ∗ 22)) ≡2019 y((y2 − 55)2 − 112 ∗ 5)

≡2019 y((y2 − 55)2 − 11 ∗ 55).

Thus, the reminder of division of f(y) by 2019 can be calculated for any y by the list of commands in
Table 4. A similar solution was found by Borislav Kirilov (Bulgaria, The First Private Mathematical
Gymnasium).

Note. The polynomial f(y) = y5 + 1909y3 + 401y is the Dickson polynomial D5(y, a) = y5 − 5y3a +
5ya2 for a = 22 with coefficients taken modulo 2019.

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020



ON THE SIXTH INTERNATIONAL OLYMPIAD IN CRYPTOGRAPHY 629

Table 4. List of commands for the Program Committee solution

Command Result Command Result Command Result

S1 = y y S4 = S2 − S3 y2 − 55 S7 = S3 ∗ S6 11 ∗ 55

S2 = S1 ∗ S1 y2 S5 = S4 ∗ S4 (y2 − 55)2 S8 = S5 − S7 (y2 − 55)2 − 11 ∗ 55

S3 = 55 55 S6 = 11 11 S9 = S1 ∗ S8 y((y2 − 55)2 − 11 ∗ 55)

2.6. Problem “Calculator”
2.6.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019:

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction, and multiplication of two numbers;
• to store temporary results and read them from the memory.
Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from

her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule x = f(y) mod 2019, where f is a secret polynomial known to Alice and Bob
only.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 6).
Now, the button “+” as well as all digits except “2” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in his
situation if the current secret polynomial is f(y) = y5 + 1909y3 + 401y. More precisely, suggest a short
list of commands, where each command has one of the following types (1 � j, k < i):

Si = y, Si = 2, Si = 222, Si = Sj − Sk, Si = 22, Si = 2222, Si = Sj ∗ Sk.

The first command has to be S1 = y. In the last command, the resulted plaintext x has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2222 becomes 203
immediately after entering. The shorter the list of commands you suggest, the more scores you get for
this problem.

Example. The following list of commands

Fig. 6. Broken Calculator.

calculates x = y2 − 4:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 2 2

S4 = S3 ∗ S3 4

S5 = S2 − S4 y2 − 4

2.6.2. Solution. The polynomial f(y) = y5 + 1909y3 + 401y is the Dickson polynomial D5(y, a) = y5 −
5y3a + 5ya2 for a = 22 with coefficients taken modulo 2019. The following relations hold:

D5(y, a) = yD4(y, a) − aD3(y, a) = yD2(D2(y, a), a2) − aD3(y, a)

= y((y2 − 2a)2 − 2a2) − ay(y2 − 2a − a).

For a = 22, the value f(y) can be calculated for any y by the list of commands given in Table 5.
What was surprising that the participants found two solutions that has 11 and 13 steps! These

solutions were awarded by additional points. The solution with 11 steps were found by Madalina
Bolboceanu (Romania, Bitdefender) during the first round (Table 6). The solution with 13 steps were
given by Henning Seidler and Katja Stumpp team (Germany, TU Berlin) during the second round. Both
solutions were based on the representation f(y) = y((y2 − 44)(y2 − 66) − 222).
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Table 5. List of commands for the Program Committee solution

Command Result Command Result

S1 = y y S8 = S7 ∗ S7 (y2 − 2a)2

S2 = 2 2 S9 = S8 − S5 (y2 − 2a)2 − 2a2

S3 = 22 a S10 = S1 ∗ S9 y((y2 − 2a)2 − 2a2)

S4 = S2 ∗ S3 2a S11 = S7 − S2 y2 − 2a − a

S5 = S3 ∗ S4 2a2 S12 = S1 ∗ S11 y(y2 − 2a − a)

S6 = S1 ∗ S1 y2 S13 = S3 ∗ S12 ay(y2 − 2a − a)

S7 = S6 − S4 y2 − 2a S14 = S10 − S13 f(y)

Table 6. List of commands for the 11-step solution

Command Result Command Result

S1 = y y S7 = S6 − S4 y2 − 44 − 22

S2 = S1 ∗ S1 y2 S8 = S6 ∗ S7 (y2 − 44) ∗ (y2 − 44 − 22)

S3 = 2 2 S9 = S4 ∗ S4 222

S4 = 22 22 S10 = S8 − S9 (y2 − 44) ∗ (y2 − 44 − 22) − 222

S5 = S3 ∗ S4 44 S11 = S1 ∗ S10 f(y)

S6 = S2 − S5 y2 − 44

2.7. Problem “A Promise”
2.7.1. Formulation. Young cryptographers, Alice, Bob and Carol, are interested in quantum computings
and really want to buy a quantum computer. A millionaire gave them some certain amount of money
(say, XA for Alice, XB for Bob, and XC for Carol). He also made them promise that they would not tell
anyone including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, XA + XB + XC , is enough to buy a quantum
computer?

• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of the honest participants from the dishonest ones?

2.7.2. Solution. This problem is a particular case for the problem “A promise and money” for only three
participants (see Section 2.8).

2.8. Problem “A Promise and Money”
2.8.1. Formulation. A group of young cryptographers are interested in quantum computings and really

want to buy a quantum computer. A millionaire gave them a certain amount of money (say, n
cryptographers; Xi for each of them, i = 1, . . . , n). He also made a promise from them that they would
not tell anyone, including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have,

∑n
i=1 Xi, is enough to buy a quantum computer?

• What do you think whether there are such algorithms protecting the secrets of honest participants
from dishonest ones?

• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of honest participants from dishonest ones?
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2.8.2. Solution. Here we give an idea of the solution proposed by Mikhail Kudinov (Bauman Moscow
State Technical University).

First of all, it is supposed that no one can buy a quantum computer himself without other participants.
Let us assume that N ′ is the amount of money that one needs to buy a quantum computer and

N = nN ′,

where n is the number of participants. The millionaire gave them Xi money for i ∈ {1, . . . , n}. Each
participant chooses random secrets si,j uniformly so that

n
∑

j=1

si,j ≡ Xi (mod N).

Then each of them gives the share si,j to the owner of Xj by the secure channel. After this procedure,
the owner of Xi has shares sk,i for each k ∈ {1, . . . , n}. It is obvious that

n
∑

j=1

n
∑

i=1

si,j =
n
∑

i=1

Xi (mod N).

Under the first suggestion, all participants can together calculate the common amount of money.

The main disadvantage of the algorithm, in addition to the suggestion, is a big amount of private
communication (though the number of keys can be n for asymmetric schemes).

By analogy, many participants described algorithms similar to Schneier’s calculating average salary
algorithm [9]. In general, all these algorithms are vulnerable if n − 1 participants are dishonest. Some
participants tried to describe a possibility of using a cryptosystem that is homomorphic by “+” and
preserves relation “<,” as some general analysis.

The problem of the first school round is the same problem for n = 3 (score assignment was more
loyal). Despite there was quite a few solutions for this problem in the student round, each solution had big
or small lacks in analysis of the general case, in analysis of the algorithm advantages and disadvantages,
in description of communications (the number of the private communications, what kind of cryptography
is used, the number of required private keys), and so on. As a result, there was no possibility to chose the
“best of the best” for 6 scores, and we decided to give 5 scores as maximum. There were nine maximal-
scored solutions.

2.9. Problem “16QAM”

2.9.1. Formulation. For sending messages, Alice and Bob use a fiber-optic communication via 16QAM
technology. This technology allows them to send messages whose alphabet consists of 16 letters, where
each letter is usually encoded with a 4-bit Gray code. While a message is transmitted in the channel,
single errors in codewords of the Gray code are possible.

Alice has read an interesting book and would like to share her enthusiasm with Bob! Alice sent
a short fragment from the book to Bob. Owing to the characteristics of the communication channel
used, she divided the text into two parts and sent them separately. In the first part, she placed all of the
16 consonants that occurred in this fragment; in the second part, she placed vowels (“y” is a vowel),
a space, a hyphen, and punctuation marks. Then Alice also encoded the letters with a Hamming code to
be able to correct single errors. She applied a 7-bit Hamming code with the parity-check matrix whose
columns are written in lexicographical order.

Bob received the two parts of ciphertext given in hexadecimal notation (see Table 7).

Also, he received the following number sequence:

22, 19, 3, 3, 36, 53, 3, 33, 20, 28.

Each number indicates how many consonants are contained between the punctuation marks.

Recover the text and find the main character of the book Alice has read!
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Table 7. The ciphertext that Bob received from Alice (Problem “16QAM”)

Part 1 Part 2

66674C36666F43D3C199900AA1AA325992A
67A59D9B4A8B69330D1BC000153367A5E33
D30E6692D0F349D3321FFFF0ED706667A7F
670D999679F4AA67561BA679B4AA54F34D5
AB0F4AACCF000055CE633670D9DA54CE37F
660DE19CD995335495523CCAAA8F1E03325
86CF48A98CD9B387FD9D546A99E9D200033
3201513FE5B4AA00CCCE9667554CD2CCCB3
330F32A666553CD756AC3E0674E9D369E1D
C6A9999780007F00961E66465519FEA8B25
14CCCB332AA63332CCCE6D2A99AACCCC004

66CA61967319CCD2CE76998CE6433332D19
B46784C65334E999A402ADA0265A99A6633
33319B32D3299698CCC96986619967134CC
B4CE23333334CC6730CE90170CCCD2CE669
996A61999EA63332CCA4C3332D4CD3334CC
D3319994730CCCD3A6669D96A66999699B3
98640CC86CE619676AD4CD3308999866D33
79321C33210B4C6732199B53218019A404C
D2DE65A986663398CCCCCB5319CC6665997
B96A63398CD9CCD2CD9A399A66339866619
98CD9CC325A6339CCE619998C04C66CE633
996A61998CF66967334CC66CA6199865E(0)2

2.9.2. Solution. Some details in the problem statement are insignificant. Namely, we could omit the
step with the Gray code and mind that Alice substitutes 7-bit codewords of the Hamming code for each
symbol in each part of the plaintext.

The crucial idea to broke the cipher Alice and Bob use is analyzing the frequency distribution in each
part of the ciphertext. This helps them to deduce the probable meaning of the most common symbols and
form partial words. Tentative search for the combinations of consonants and vowels giving actual words
in English expands the partial solution. Frequencies of the pairs of letters also give an improvement but
it could seem inessential. At last, one can employ search engine on the Internet to find the fragment of
the book that Alice sent to Bob.

Let us consider a possible solution. Alice uses the Hamming code with the parity check matrix H and
the corresponding generator matrix G, where

H =

⎡

⎢

⎢

⎢

⎣

0 0 0 1 1 1 1

0 1 1 0 0 1 1

1 0 1 0 1 0 1

⎤

⎥

⎥

⎥

⎦

, G =

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎣

1 1 1 0 0 0 0

1 0 0 1 1 0 0

0 1 0 1 0 1 0

1 1 0 1 0 0 1

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎦

.

First, rewrite each part of the given ciphertext in the binary form. Split them into 7-bit words and correct
errors using the parity check matrix H . One can decode the Hamming code into a 4-bit Gray code but it
is not a necessary step for the solution. Calculating the frequencies of the codewords separately in each
part of the given ciphertext, we put them in Table 8.

Compare the frequencies obtained with those of letters in the English language. The suitable
frequency distribution can be found in [10] cited, e.g., at [11]. According to Lewand, arranged from most
to least common in appearance, the letters are:

e t a o i n s h r d l c u m w f g y p b v k j x q z.

We start with vowels, punctuation marks, spaces, and a hyphen, which are placed in Part 2. Make
a guess that the most frequent symbol in Part 2 is the space. It is also worth to note that most of
the punctuation marks are followed by a space in contrast to a hyphen, which is usually embraced by
letters. Using letter frequencies, we determine the probable spaces, vowels, and hyphen and construct
the following partial solution for this part of the plaintext (the sign # substitutes punctuation):

ee ae e oe o e ua iaia# e oo oy-oy i o ea ee# u# ea# auae o ie ea o e aoy a oe
o i a i eae# a i o o o eae a oo o i o iee ay ue aeii o aa aie# uuay# e uai uy oy
oe i a e ea i e eae# i e ee oeee o e a a ee a# e e a uy ee e i a e oe o ee a a#

Let us turn to Part 1 which contains 16 consonants occurring in the fragment of the book. Let us order
the codewords of the Hamming code from most to least frequent in Part 1, as it is shown in Table 8, a.
Denote the 7-bit codewords by hexadecimal numbers from 0 till F. Then we get the following ciphertext
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Table 8. Frequencies of Hamming codewords in the text

Gray code Hamming code Frequency

1011 0110011 46

0010 0101010 30

1001 0011001 24

0001 1101001 24

0011 1000011 19

0000 0000000 15

0110 1100110 13

1100 0111100 8

1111 1111111 8

1101 1010101 7

0100 1001100 6

1110 0010110 5

1010 1011010 5

0101 0100101 4

1000 1110000 4

0111 0001111 2

Gray code Hamming code Frequency

0100 1001100 85

1011 0110011 50

1001 0011001 33

0001 1101001 26

1010 1011010 17

0011 1000011 9

0000 0000000 8

1110 0010110 7

1100 0111100 2

0010 0101010 1

1000 1110000 1

0111 0001111 0

0101 0100101 0

1101 1010101 0

0110 1100110 0

1111 1111111 0

(a) Part 1 (b) Part 2

of 220 symbols in length that is splitted into 10 pieces (according to the number sequence given in the
task):

023402C43E0251412B0103 02C1B32407551003703 4A3 B46 33A4884CE02E804020631094106311739943
1675510A0040C1068047266101D10619FF56D4031A00048090103 355
025108B315023021A3020246102173994 E2333C72410275585D46 021281BD102021A0202631016055

Then we match the symbol frequencies in Part 1 of the ciphertext with those of consonants in the
English alphabet. The first five pairs are like as follows: 0 - t, 1 - n, 2 - s/h, 3 - s/h, and 4 - r.

The bigram “th” is the most frequent in English. This allows us to make a suggestion that “2”
substitutes “h” and “3” substitutes “s.” Then we obtain a partial solution for Part 1 and, combining with
one for Part 2, get the following pieces of the plaintext given in Table 9. It is not difficult to recognize
words “these are the” at the beginning in (1). Also, we can see “the” as the first word in (2) and (8).

The best idea for the next step is to search through the English dictionary for the words that have
given vowels in the prescribed order. It is possible to use one of the tools for the pattern recognition
available on the Internet, e.g., [12]. Advanced participants of the Olympiad implemented some computer
programs on their own.

Consider several examples. We have a word with consonants “s55” and vowels “uuay” in (7), and the
last two consonants are identical. The only match is “usually”, so we assume that “5” substitutes the
letter “l.” The pattern “auae” in combination with double “s” gives us two possibilities in (5): “assuage”
and “sausage.” In any case, it seems like “A” means “g.” Then we have “rugs” in (3). The pattern “uai”
and consonants “5nt8B” lead us to “lunatic” in (8), so “8” probably means “c.”

At this point we revise our matching the letters and their frequencies corresponding to the Part 1
of the ciphertext. Let us look at the first eight letters with large frequencies: “t n h s r l 6 7/c.”
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Table 9. Partial plaintext

No. Partial plaintext

(1) thsrthCrsEth5nrnhBtnts
ee ae e oe o e ua iaia#

(2) thCnBshrt755ntts7ts
e oo oy-oy i o ea ee#

(3) rAs
u#

(4) Br6
ea#

(5) ssAr88rCEthE8trtht6snt9rnt6snn7s99rs
auae o ie ea o e aoy a oe o i a i eae#

(6) n6755ntAttrtCnt68tr7h66ntnDnt6n9FF56DrtsnAtttr8t9tnts
a i o o o eae a oo o i o iee ay ue aeii o aa aie#

(7) s55
uuay#

(8) th5nt8Bsn5thsthnAsththr6nthn7s99r
e uai uy oy oe i a e ea i e eae#

(9) EhsssC7hrnth75585Dr6
i e ee oeee o e a a ee a#

(10) thnh8nBDnththnAthth6sntn6t55
e e a uy ee e i a e oe o ee a a#

We can see that the letter “d” has still been hidden. According to the Lewand distribution it is the most
probable that “6” means “d.” Then (4) contains “Brd” and “ea” that gives us possible words “beard”
and “bread.” Therefore, it seems like “B” substitutes “b.”

A thorough analysis of the remaining ciphertext and search for words by patterns and number of
letters eventually lead us to the plaintext (with punctuation replaced by #):

these are the mores of the lunar inhabitants# the moon boy-shorty will not eat
sweets# rugs# bread# sausage or ice cream of the factory that does not print
ads in newspapers# and will not go to treatment a doctor who did not invented
any puzzle advertising to attract patients# usually# the lunatic buys only
those things that he read in the newspaper# if he sees somewhere on the wall
a clever ad# then he can buy even the thing that he does not need at all#

This is a fragment of the fairytail novel “Dunno on the Moon” by the Russian writer Nikolay Nosov.
The title character of the novel is a boy-shorty Dunno. The problem was completely solved by 13 teams
in the second round and by Samuel Tang (Hong Kong, Black Bauhinia) in the first round. The best
solutions were proposed by the team of Irina Slonkina, Mikhail Sorokin, and Vladimir Bobrov (Bauman
Moscow State Technical University) and the team of Vladimir Paprotski, Dmitry Zarembo, and Karina
Kruglik (Belarusian State University).

2.10. Problem “APN + Involutions”

The first three questions Q1, Q2, and Q3 were given as the problem “APN + Involutions” in the first
round. The extended version of the task for the second round included also Question Q4 that contains
some open problems.
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2.10.1. Formulation. Alice wants to construct a block cipher with heavy use of involutions as subcom-
ponents; this minimizes the difference between the algorithms for encryption and decryption. She knows
that APN permutations are the best choice of subcomponents to resist the attacks based on differential
technique. She wants to construct some set of APN permutations that are involutions for every n � 2.

Alice knows that every involution can be expressed as the product of disjoint transpositions. So, she
decides to study the following involution

g =
d
∏

i=1

(

αi, α
′
i

)

,

where {αi, α
′
i} ∩ {αj , α

′
j} = ∅ for all i, j ∈ {1, ..., d}, i �= j, and 1 � d � 2n−1.

Alice needs your help to get APN permutations among such involutions g. Find answers to the
following questions!

Q1: Let

Λ(g) =
{

αi ⊕ α′
i : i = 1, ..., d

}

, ̂Λ(g) =
[

αi ⊕ α′
i : i = 1, ..., d

]

,

B(g) =
{

x ⊕ y : {x, y} ⊆ FixP(g), x �= y
}

, ̂B(g) =
[

x ⊕ y : {x, y} ⊆ FixP(g), x �= y
]

,

where FixP(g) is the set of all fixed points of g; i.e. FixP(g) = {x ∈ F
n
2 : g(x) = x}.

Suppose that g is an APN permutation. Get necessary conditions for multisets ̂Λ(g), ̂B(g) and sets
Λ(g), B(g). Prove that if your conditions do not hold then g is not an APN permutation.

Q2: Let da,b(g) = |{x ∈ F
n
2 : g(x⊕ a)⊕ g(x) = b}|, a, b ∈ F

n
2 . Let g be an involution and APN. Find

da,a(g) for each nonzero a ∈ F
n
2 .

Q3: Can you get the nontrivial upper bound on |FixP(g)|?

Q4: Let Mn be the set of all n-bit involutions that are APN permutations.

(1) Can you find the size of Mn for n = 2, 3, 4?

(2) Can you find the size of Mn for n = 5?

(3) A Bonus Problem (extra scores, a special prize!)

Let n � 6. Can you get the lower and the upper bounds for the size of Mn? Can you describe
involutions from Mn? Can you suggest constructions for involutions from Mn?

Note that the mapping x 	→ x−1 in the Galois field GF (2n) belongs to Mn for odd n � 3.

Remark. Let us recall some relevant definitions:

• F
n
2 is the vector space of dimension n over F2 = {0, 1}.

• A vector x ∈ F
n
2 has the form x = (x1, ..., xn), where xi ∈ F2. For two vectors x, y ∈ F

n
2 their sum

is x ⊕ y = (x1 ⊕ y1, ..., xn ⊕ yn), where ⊕ stands for XOR operation.

• Let ̂X =
[

x1, ..., xd

]

be a multiset with the underlying set F
n
2 , where x1, ..., xd ∈ F

n
2 . Note that

all elements in a set are distinct. Unlike a set, a multiset allows for multiple instances for each of its
elements.

• A permutation s is a mapping from F
n
2 to F

n
2 such that s(x) �= s(y) for all x, y ∈ F

n
2 , x �= y.

• An involution s is a permutation that is its own inverse, s2(x) = s(s(x)) = x for all x ∈ F
n
2 .

• For every different vectors α, β ∈ F
n
2 , a permutation s is called a transposition if s(α) = β,

s(β) = α, and s(x) = x for all x ∈ F
n
2\{α, β}; it is denoted by s = (α, β).

• A permutation s is called APN (Almost Perfect Nonlinear) if, for every nonzero a ∈ F
n
2 and every

b ∈ F
n
2 , the equation s(x ⊕ a) ⊕ s(x) = b has at most 2 solutions.
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2.10.2. Solution. Consider the solutions of the problem.
Q1: Let a ∈ Λ(g). Hence, a = x ⊕ y, where y = g(x) and (x, y) = (αi, α

′
i) for some i. Then

g(x ⊕ a) = g(y) = x = y ⊕ a = g(x) ⊕ a.

Let a ∈ B(g). Hence, a = x ⊕ y, where x, y ∈ FixP(g). Then

g(x ⊕ a) = g(y) = y = x ⊕ a = g(x) ⊕ a.

Thus, da,a(g) � 2 for every vector a ∈ Λ(g) ∪ B(g).
Let g be an APN permutation. Then da,a(g) = 2. Hence, the multiplicity of all elements from Λ(g)

and B(g) is 1. Thus, Λ(g) = ̂Λ(g) and B(g) = ̂B(g). Note that Λ(g) ∩ B(g) = ∅.
Q2: Since g is an APN permutation; therefore, da,a(g) � 2. As we get in Q1, da,a(g) = 2 for every

vector a ∈ Λ(g) ∪ B(g). Let us prove that da,a(g) = 0 for a /∈ Λ(g) ∪ B(g).
Let a be a nonzero vector and x be a solution of g(x ⊕ a) ⊕ g(x) = a. Since g is a permutation, either

x ∈ FixP(g) or x = αi (x = α′
i) for some i. Consider the two cases:

1. Let x ∈ FixP(g). Then, g(x ⊕ a)⊕ g(x) = a implies g(x ⊕ a) = x⊕ a. Hence, x⊕ a ∈ FixP(g).
As a result, a ∈ B(g).

2. Without loss of generality, let x = αi for some i and y = x ⊕ a. If y ∈ FixP(g) then g(x ⊕ a) ⊕
g(x) = a implies g(x) = x, which is a contradiction. Hence, without loss of generality, y = α′

j for some
j (so, we have αi ⊕ α′

j = a). Then

g(αi ⊕ a) ⊕ g(αi) = a ⇒ g(α′
j) ⊕ α′

i = a ⇒ αj ⊕ α′
i = a.

Let us show that α′
i and αj is also solutions. Indeed,

g(α′
i ⊕ a) ⊕ g(α′

i) = g(αj) ⊕ αi = α′
j ⊕ αi = a, g(αj ⊕ a) ⊕ g(αj) = g(α′

i) ⊕ α′
j = αi ⊕ α′

j = a.

Thus, if i �= j then we get at least 3 solutions that is a contradiction for the APN property of g. Hence,
j = i and a ∈ Λ(g).

Q3: Let us prove that |FixP(g)| � 1 + (2n−1 − 1)1/2.
The involution g is APN. From Q1 we have

B(g) ∩ Λ(g) = ∅. (1)

Let q = |FixP(g)|. Since g is an involution, q is even. Owing to (1) and Λ(g) ∪B(g) ⊆ F
n
2\{0}, we have

|Λ(g)| + |BB(g)| � 2n − 1. (2)

Since |B(g)| =
(q
2

)

, |Λ(g)| = 2n−1 − q/2, we have |Λ(g)| + |BB(g)| = q(q − 1)/2 + 2n−1 − q/2.
From (2), we have q(q − 1)/2 + 2n − q � 2n − 1. Thus, q(q − 2)/2 � 2n−1 − 1; i.e.,

q � 1 + (2n−1 − 1)1/2.

Q4: (a) It could be computationally verified that M2 = ∅ and |M3| = 224. Then, it is known [13] that
there are no APN permutations for n = 4. Hence, M4 = ∅.

(b) Recall some definitions:. A function A : F
n
2 → F

n
2 is affine if A(x⊕ y) = A(x)⊕A(y)⊕A(0) for

all x, y ∈ F
n
2 . Two functions F,G : F

n
2 → F

n
2 are called affine equivalent if there exist affine permutations

A1 and A2 such that F = A1 ◦ F ◦ A2. It is easy to see that the APN permutation property of a function
is an invariant under the affine equivalence. There exist [13] only five affine equivalence classes of
APN permutations. Moreover, by [13, theorem 3], only one class contains functions together with their
inverses. Hence, only this class of APN permutations can contain involutions. The representative of this
class is the famous inverse function over the finite field: F (x) = x−1 for nonzero x and F (0) = 0 (here,
functions from F

n
2 to F

n
2 are considered as functions over the finite field of order 2n). The inverse function

is an involution. Thus, all APN involutions for n = 5 are affine equivalent to the inverse function.
(c) There were no interesting suggestions by the participants for these open problems.

The unique full correct solution in the first round was proposed by Henning Seidler (Germany, TU
Berlin). In the second round, the best solution for 11 scores was proposed by the team of Kristina Geut,
Sergey Titov, and Dmitry Ananichev (Russia, Ural State University of Railway Transport, Ural Federal
University).
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2.11. Problem “Sharing”

2.11.1. Formulation.Bob is interested in studying mathematical countermeasures to side-channel
attacks on block ciphers. He found out that the techniques such as special sharings of functions can
be applied. Now he is thinking about the following mathematical problem in this approach:

Let F denote the set of invertible functions (permutations) from F
4
2 to F

4
2 and let Fn denote the set

of invertible functions from (F4
2)

n to (F4
2)

n. Let F ∈ Fn be

F (x1, x2, . . . , xn) =
(

F1(x1, x2, . . . , xn), F2(x1, x2, . . . , xn), . . . , Fn(x1, x2, . . . , xn)
)

,

with component functions Fi : (F4
2)

n → F
4
2, i = 1, . . . , n.

For every f ∈ F , a function F ∈ Fn is called a sharing of f if

n
∑

i=1

Fi(x1, x2, . . . , xn) = f

(

n
∑

i=1

xi

)

for all (x1, x2, . . . , xn) ∈ (F4
2)

n.

Moreover, F is an noncomplete sharing of f if F is a sharing of f with the additional property that each
component function Fi is independent of xi.

Bob needs your help to study functions for which a noncomplete sharing exists. Find answers to the
following questions!

Q1: Let A denote the set of affine functions from F
4
2 to F

4
2. Two functions f, g ∈ F are affine

equivalent if there exist a, b ∈ A such that g = b ◦ f ◦ a.
Let f and g be two functions in the same affine equivalence class of F and let F be a noncomplete

sharing of f . Derive from F a noncomplete sharing for g.
All functions of the same affine equivalence class have the same degree. It is known [14] that this

equivalence relation partitions F into 302 classes: 1 class corresponds to A, 6 classes contain quadratic
functions, and 295 classes contain cubic functions.

Also, Bob knows that when n � 5 then there exists a noncomplete sharing for each f ∈ F (it can
be shown by construction). When n = 2 then a noncomplete sharing exists only for the functions in A.
When n = 3 then a noncomplete sharings exist for A and also for 5 out of the 6 equivalence classes
containing quadratic functions. When n = 4 then noncomplete sharings exist for A, for all 6 quadratic
equivalence classes, and for 5 cubic classes.

Q2: A Bonus problem (extra scores, a special prize!)
Find a concise mathematical property that f ∈ F must have in order that a noncomplete sharing F

exists for n = 3 and n = 4.

Q3: A Bonus problem (extra scores, a special prize!)

Generalize to functions over F
5
2 and F

6
2.

2.11.2. Solution. Q1: Let f and g be two functions in the same affine equivalence class of F ; i.e.,
g = b ◦ f ◦ a for some a, b ∈ A, and let F ∈ Fn be a noncomplete sharing of f . At first, one can notice
that since f and g are invertible, the mappings a and b must be invertible as well. Let us denote

a(x) = Ax + a′, x ∈ F
4
2, b(x) = Bx + b′, x ∈ F

4
2,

where A and B are nonsingular binary matrices of order 4 × 4 and a′, b′ ∈ F
4
2.

Using the components functions {Fi}n
i=1 of F , we define the invertible function G ∈ Fn with

components functions

Gj (x1, x2, ..., xn) =

{

BF1 (Ax1 + a′, Ax2, ..., Axn) + b′, j = 1,
BFj (Ax1 + a′, Ax2, ..., Axn) , j �= 1,

where j = 1, 2, ..., n.
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Then for every (x1, x2, ..., xn) ∈
(

F
4
2

)n, we have

n
∑

j=1

Gj (x1, x2, ..., xn) = BF1

(

Ax1 + a′, Ax2, ..., Axn

)

+ b′

+
n
∑

j=2

BFj

(

Ax1 + a′, Ax2, ..., Axn

)

= B

⎛

⎝

n
∑

j=1

Fj

(

Ax1 + a′, Ax2, ..., Axn

)

⎞

⎠+ b′

= Bf
(

Ax1 + a′ + Ax2 + . . . + Axn

)

+ b′

= Bf

[

A

(

n
∑

i=1

xi

)

+ a′
]

+ b′ = b ◦ f ◦ a

(

n
∑

i=1

xi

)

= g

(

n
∑

i=1

xi

)

.

Therefore, the function G ∈ Fn defined as

G (x1, x2, ..., xn) = (G1 (x1, x2, ..., xn) , G2 (x1, x2, ..., xn) , ..., Gn (x1, x2, ..., xn)) ,

is a sharing of g.
From noncompleteness of F it follows that Gj , which is in fact an affine transformation of Fj , does

not depend on xj . Hence, G is a noncomplete sharing of g.
Q2–Q3: These open problems were not solved completely during the Olympiad. Nevertheless, one

perspective solution was proposed by the team of Victoria Vlasova, Mikhail Polyakov, and Alexey
Chilikov (Bauman Moscow State Technical University). They found a sufficient condition for the
existence of a noncomplete sharing for n = 3. Let us describe it here.

Let wt(y) be the Hamming weight of a binary vector y. Given σ ∈ F2, put

δσ(y) =

{

y, σ = 1,
0, σ = 0,

where 0 is the zero vector of the same dimension as y.
Let V be a vector space over the field K and assume that for the invertible function f : V → V it holds

∑

σ∈Fn
2

(−1)wt(σ)f

(

n
∑

i=1

δσi (xi)

)

= 0. (3)

Then there exists a noon-complete sharing for f . Further we consider the case n = 3.
Indeed, given (x1, x2, x3) ∈ V 3, put

F1 (x1, x2, x3) = f (x2) − f (x2 + x3) , F2 (x1, x2, x3) = f (x3) − f (x1 + x3) ,

F3 (x1, x2, x3) = f (x1) − f (x1 + x2) .

It is clear that every Fi : V 3 → V does not depend on xi, where i = 1, 2, 3. Consider the expression

3
∑

i=1

Fi (x1, x2, x3) = f (x2) − f (x2 + x3) + f (x3) − f (x3 + x1) + f (x1) − f (x1 + x2)

=
∑

σ∈F
3
2

(−1)wt(σ)f

(

3
∑

i=1

δσi (xi)

)

+ f (x1 + x2 + x3) − f(0) = f (x1 + x2 + x3) − f(0).

Without loss of generality we assume that f(0) = 0. Otherwise, we can consider the initial problem
for the function g(x) = f(x) − f(0) with g(0) = 0 and which, by the arguments from Q1, has a non-
complete sharing if and only if f does.

Finally,
∑3

i=1 Fi (x1, x2, x3) = f (x1 + x2 + x3) , which completes the proof.
It was also shown by the authors that the condition (3) is necessary for the existence of a noncomplete

sharing of f for all n.
Taking V = F

m
2 with m = 4, 5, 6 and K = F2, we can obtain a solution of Q2 and Q3 for the case

n = 3.
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2.12. Problem “Factoring in 2019”

2.12.1. Formulation. Nicole is learning about the RSA cryptosystem. She has chosen random 500-bit
prime numbers p and q, 2499 � p, q < 2500, and computed n = p · q. Being a curious and creative person,
she has also combined the three numbers in funny ways. Her favorite one is an integer h such that

h ≡ 32019p2 + 52019q2 (mod n2 + 8 · 2019).

Unfortunately, she has lost the paper where she wrote the two prime numbers. Luckily, she remem-
bers n and h. Help Nicole to recover p and q.

n = 40763613025504836845249840044831561583564626405535158138667037
18791672670905308860844304055285019651507728831663677166092475
16155419756121537288444995708421977847213953345126368990185271
10259760189356588305406519080647582874212687596214191915933827
67252094717222418132289251314647500491996323400002019,

h = 78307999278336577586961528110240026923828914927526911949501196
64549497756373569985393554661132717198368717093111812566649031
17342818449633588647098544612151278035131454234786653136500887
08830470996542888912418213532073622903727205396807848603735835
72653630883685906916701587362236649126895719656663293825501223
97088799629252601249428062432254738935764304610281613264225641
74990272864680012560095992125783832230234589257650929348364268
48117494065463529201859600747521892957258104033195441014023432
36581529201392185327635674923459290749241831590661903965132514
2154451518308886658505820006667836934411881.

2.12.2. Solution. This problem is based on a (simplified) variation of the Coppersmith method.
Let m = n2 + 8 · 2019. It is a composite number with unknown factors. The idea is to find an

integer a such that the numbers a1 = a · 32019 mod m and a2 = a · 52019 mod m are small enough
and a1p

2 + a2q
2 exceeds the modulus m by a small amount and can be recovered from a · h mod m.

This can be done using the Lagrange–Gauss algorithm (which is a special case and the building block
of the LLL algorithm). Let Λ be the lattice spanned by the two vectors

v1 =
(

1, (52019 · (32019)−1 mod m)
)

, v2 =
(

0, m
)

.

Consider an arbitrary vector v = (a1, a2) in this lattice. It is easy to verify that

a1p
2 + a2q

2 ≡ a1 · h · (32019)−1 (mod m).

The lattice reduction guarantees to find such vector v with the norm

‖v‖ =
√

a2
1 + a2

2 ≤ 2(d−1)/4(detΛ)1/d =
√

m/
4
√

2,

where d = 2 is the dimension of the lattice. In particular,

|a1p
2 + a2q

2| ≤ n(p2 + q2) < n(p + q)2 < 10n2,

where the last two inequalities follow from the balancedness of the primes (i.e., max(p, q) ≤ 2min(p, q)).
It follows that there exists an integer z, |z| < 10, such that

a1 · h · (32019)−1 mod m + zm = a1p
2 + a2q

2.

In result, we obtain an equation in p2 and q2. By replacing p = n/q, we obtain a biquadratic equation
in q which is easy to solve and factor n.
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The final solution is:
p = 20190000758781541816811298104144770223468182091751945248792088

90921501144547048007953722271285690350264116081579241189587393
202602664199899594021414383,

q = 20190000739734941945213398056820939591822657460839955948263937
53631669289175827851666668014167119439386543289850940734885806
826120718179729242641026893.

The best solution was proposed by Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov team
(Russia, Bauman Moscow State Technical University).

2.13. Problem “TwinPeaks3” (online)

2.13.1. Formulation. As Bob’s previous cipher TwinPeaks2 (NSUCRYPTO-2018) was broken again,
he finally decided to read some books on cryptography. His new cipher is now inspired by practical
ciphers, while the number of rounds was reduced a bit for better performance.

Not only the best techniques were adopted by Bob, but also he decided to enhance his cipher
by security through obscurity, so the round functions are now unknown. The only thing known about
these functions is that they are the same for odd and even rounds.

New Bob’s cipher works as follows: A message X is represented as a binary word of length 128. The
latter is divided into four 32-bit words a, b, c, and d; then the following round transformation is applied
32 times:

(a, b, c, d) ← (b, c, d, a ⊕ (Fi(b, c, d))),
Fi = F1 for odd rounds and Fi = F2 for the rest.

Here F1 and F2 are secret functions accepting three 32-bit words and returning one word; and ⊕ is
the binary bitwise XOR. The concatenation of the final a, b, c, d is the resulting ciphertext Y for the
message X.

Agent Cooper again wants to read the Bob’s messages. He caught the ciphertext

Y = e473f19a247429ab33b66268d57dd241

(the ciphertext is given in hexadecimal notation, the first byte is e4).
He was also able to gain access to Bob’s testing server with encryption and decryption routines, using

the secret key (see [15]). Unfortunately, the version of software available on this server is not final. So,
the decryption routine is incomplete and only uses keys in the reverse order, which is not sufficient for
decryption:

(a, b, c, d) ← (b, c, d, a ⊕ (Fi(b, c, d))),
Fi = F2 for odd rounds and Fi = F1 for the rest.

The server can also process multiple blocks of text at a time: they will be processed one-by-one and then
concatenated, as in the regular ECB cipher mode of operation. Ciphertexts and plaintexts are given and
processed by the server in hexadecimal notation.

Help Cooper to decrypt Y .

2.13.2. Solution. Let fi be the round transformation of round i:

fi : (a, b, c, d) ← (b, c, d, a ⊕ (Fk(i)(b, c, d))),

where k(i) = 1 for odd i and k(i) = 2 otherwise.
Hence, we can represent the encryption transformation E as E = (f1f2)16.
Let I be the incomplete decryption transformation described in the problem statement. The en-

cryption and the incomplete decryption processes only differ in the key order, so I can be written as
I = (f2f1)16.
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