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Cocras 1a6opaTopuu:

e TokapeBa Haranbs HukonaeBHa,
K.(p.-M.H., c.H.c. UHcTUTyTa MatemaTuku uM. C.JI.Cobonea CO PAH,
noteHT kad. komi.cucteM OUT HI'Y, kad. reop.ku6. MM HI'Y, kad.

muckp.mat.u uad. CYHL] HI'Y, pykoBoauTens rpymmbl

e Konomeer Hukonaii AnekcanapoBu,
K.p.-M.H., H.c. UHncTuTyTa Mmatemaruku um. C.JI.CoboneBa CO PAH,
accucteHT Kadenpsl napamiensubix Beruuciaennit ®UT HI'Y u kadbenps
TeopeTudeckon kuoepHetuku MM® HI'Y

e ['oponunoBa Anactacusi AjeKkcaHIpOBHA
K.p.-M.H., H.C. UHcTuTyTa MaTemaruku uMm. C.JI.Cobonera CO PAH,
CTapIlMi IpenoaBarenb Kageapsl TeopeTuueckoil kuoepuetuku MM @
HI'Y u xadenps! quckpetHoit marematuku U uHpopmatuku CYHI] HI'Y

e Kanrun Koncrantun BukropoBuu
K.(p.-M.H., H.Cc. UHCTUTYTa BBIUUCTUTEIHHON MATEMATUKU U
matematnyeckoi reopusuku CO PAH, crapmmii npenogaBatens kadeapb
napajuienbHbIX Beruncinenud OUT HI'Y

e Unpucoa Banepus AnekcanIpoBHa
K.p.-M.H., H.C. UHcTUTyTa MaTeMatuku um. C.JI.Cobonesa CO PAH,
accucTeHT kadenpsl TeopeTrnueckoit kubepuetnku MMO® HI'Y

e Kynenko Anekcanap Bnagumuposuu
K.(p.-M.H., acnupant MM® HI'Y, accucrent kadeapsl TeopeTudecKoi
kubepHetuku MM® HI'Y, m.H.c. UncTtutyTra Mmarematuku um. C.J1.
Cobonesa CO PAH

e Kongsipes Jmutpuit Oneropuy
Acnupantr ®UT HI'Y, npenoaasarens HI'Y, m.H.c. UHCTUTYyTa MaTteMaThKu
uM.C.JI.Co6onea CO PAH

e TkaueB Anexkcanap BuraibeBuu
Acnupant ®UT HI'Y, npenonasatens PUT HI'Y

e Jlopouun Aprtemuii EBrenreBuu
Acnupant OUT HI'Y, m.H.c. UacturyTa matematuku um.C.JI.CoboneBa

e [Ilanopenko Anekcanap Cepreesud,
Acnupant MM® HI'Y, m.1.c. UnctutyTa Mmatematuku um.C.J1.Cobonena



Makcumimok FOnus [1aBnoBHa
Acnupantka MM® HI'Y, m.H.c. UnctuTyTa Mmatematuku um.C.J1.CoGoneBa

Howmownpne lapon Manannga, acimpanrka HI'Y
Acnupantka MM® HI'Y

bonunu Tarbsina AnapeeBHa
Maructpantka 2-ro kypca MM® HI'Y

3aBanuiuHa Enena BiaagumupoBHa

Maructpantka 2-ro kypca PUT HI'Y, m.H.c. UHCcTUTYTa MaTeMaTUKK
uM.C.JI.Cobonera CO PAH, npenogaBarens kadeapbl TUCKPETHON
mateMatuku 1 nHpopmatuku CYHI HI'Y

[TandepoB MaTseit AnapeeBuy
Maructpant 2-ro kypca MM® HI'Y

Cytopmun MBaH AnekcaHapoBUY

Maructpant 1-ro kypca MM® HI'Y, m.H.c. MHCTUTYTa MaTemMaTuku
uM.C.JI.Cobonea CO PAH

3to06uHa Jlapbsa AnekcaHapoBHa

Crynentka 4-ro kypca ®UT HI'Y, m.H.c. UHCTUTYyTa MaTeMaTUKHU
uM.C.JI.Co6onea CO PAH

AtyroBa Haranbs JIMmuTpueBHa
Crynentka 3-ro kypca MM® HI'Y

baxapeB Anekcannp Onerosuu
Crynenrt 3-ro kypca MM® HI'Y

brikoB Jlenuc AnexkcanapoBuy
Crynent 3-ro kypca MM® HI'Y

Jlaxanckuit Anexceit AnpeeBuy
Crynenrt 3-ro kypca ®UT HI'Y

Cadenpeiitep Amutpuit AnekceeBud
Crynent 3-ro kypca ®UT HI'Y

[Tapdenos Jlennc PomanoBuu
Crynent 4-ro kypca ®UT HI'Y



N30panHble HAy4YHbIC HATIPABJICHUS JJadopaTopuu
Kpuntorpaduueckue 6yneBsl pyHkuuu (0eHT-Gpynkuuu, APN-pyHkumm, u 1.1.).

CaMoe mIMpOKOE HampaBiI€HUE M HaumOojee MPEeACTaBIECHHOE B J1a00paTOpHUU.
Bonpocel wu3yueHuss ¥ mocTpoeHus OyieBbIX (YHKIUH CO CleHUalbHBIMU
KpUNTOrpapuuecKuMu CBOWCTBaMU IIHPOKO HCCIEAYIOTCS B KpUOTOrpaduu.
Takue QyHKIMHU HETIOCPEICTBEHHO UCTIONB3YIOTCS MJI KOHCTPYUPOBAHMS MIH(pa
C CEKpPETHBIM KJIFOUOM. MBI Hccneyem
¢ (YHKIIUN, MAKCUMAJILHO OTKJIOHSAIOIINECS OT JUHEHHBIX (OeHT-(DyHKINN),
e (¢yHKIUMN, HauboJiee PaBHOMEpPHBIE MO MapaM pa3HOCTEW BXOJ U BBIXOJ
(APN-¢dyHKIIHH)
e (QyHKIUM, 3aTPYIHSIONINE NPOBEJCHHE alreOpanvyecKoro KpUIITOaHAIN3a
(anreOpanyecky UMMYHHBIE (DYHKIIUH)
K naHHOMYy HampaBiI€HUIO OTHOCHUTCS OOJblllas YacTh HAMIMX NyOJuKamui —
MOHOrpa(uu, Hay4HbI€ CTaTbH, KAHAUAATCKUE JUCCEPTALIUH.

Kpunroananu3 cuMMETpUYHBIX IIH(PPOB.

B »TOM HampaBiieHHH MBI UCCIENYEM CTOMKOCTH IHU(PPOB C CEKPETHHIM KIIIOUOM
M0 OTHOIICHHWIO K COBPEMEHHBIM METOJIaM aHajn3a, TaKUM KaK JIMHEHHBIMN,
mudepeHnnanbablil, anreOpandeckuid, KPUNTOAHAIN3 MO CTOPOHHHUM KaHAJIaM.
Uccnenyrorcss nuddepeHnnanbaple W anreOpandecKue XapaKTePUCTHUKH Kak
OTJIEJIbHBIX KOMITOHEHT MUuGpoB (S-0JI0KOB), Tak U MHU(PPOB B IEJIOM, TAKHX KaK
ARX-mmmdpsl, mmdpser Simon u Speck — crangaptel aias mudposanus B RFID-
METKax M Jpyrue. 3ajaud WHTEPECHBI TEM, YTO OJHOBPEMEHHO COAepIKaT
WHTEPECHYIO MaTeMaTUKY U OJIM3KU K MPUIIOKECHUSIM.

BJIOKYEHH-TEXHOIOTUH U UX TTPUIIOKEHUS.

B nanHOM HampaBleHWHM MBI peEIIaeM 3aJadd, CBSI3aHHBIC C pPa3padOTKOW U
peanu3anuell alropuTMOB COKPBHITHS MH(POpPMAIMA O TPAH3AKIUAX B OTKPBITHIX
pacnpeneneHHbIX peecTpax (B TOM umcie, OJiokuelH-cucteMax). Mccnemyrorcs
Kpunrorpadguyueckre aaropuTMbl JOKa3aTeIhCTBA C HYJIEBBIM pa3TiallleHuEM, MX
MOAU(PUKAIINN U PealTU3aIiH.

KBaHTOBas 1 OCTKBaHTOBAsI KpUnTorpadus.

OmuuM Y3 TEpPCHEeKTUBHBIX  HANpaBJIEHUM TMOCTKBAHTOBOM KpuNTorpaduu
SABJISIETCA pa3pabOTKa M aHAIM3 CHUCTEM MU(PPOBaHUS, OCHOBAHHBIX Ha
WCIIOJIB30BaHUN KOJIOB, MCHPABJISIONIMX OIIMOKU. B JaHHOM HampaBiIE€HUU MbI
3aHMMAEMCsl M3Y4YEHHEM IOAKOAOB Koaa Puma-Mamnepa u JOpyrux KOHOB,
MOJXOISAIIUX JJI IOCTPOCHUS CTOMKUX KPUIITOCUCTEM.



Me:xkayHapoanas oaumnuana no kpunrorpagum Non-stop University
CRYPTO 2020

Hama xomaHaa BBICTYHAae€T OCHOBHBIM OpPraHU3aTOpPOM  MEXKIyHApOIHOU
ommmiagsl NSUCRYPTO.

NSUCRYPTO — eauHcTBeHHass MEXIyHapoJHas OJIMMIIHaAa Mo Kpunrorpadumu,
KOTOpasi OOBEANHSET KaK IIKOJbHUKOB M CTYJIEHTOB, TaK U MPOECcCHOHAIOB. 3a
BpeMs cymiecTBoBaHus oymmMinuaabl (¢ 2014 roga) B HeMl MpUHSIN ydacTue Oojiee
1600 yuyactHukoB u3 56 ctpan mupa (cpeau Hux — ctpansl EC, ctpansr CHI,
Kanana, Kuraii, Uunus, FOAP, Upan, Unnonesus, Beetnam u np.). [lo uroram
KOKIOW OJIMMIIMAABl MyOJUKYIOTCSI Hay4yHbIe CTaThU C pa3bopom mpobdiieMm,
MPEMIOKCHHBIX yJacTHUKaM, B TOM YHCJI€ — HEPEIMIEHHBIX, TPEOYIOMMX
OTJENBHOTO HAy4yHOTO wuccienoBanus. OTIWYUTENbHAS dYepTa OJUMIIAAIBI —
BKJIIOYCHHE B YHCIO €€ 3aJa4 HepeUIeHHBIX MpoljeM Kpunrorpabuu u
uH(OPMAITMOHHOW 0€30MaCHOCTH, MPEMJIOKEHHBIX BEAYIIMMH CIEIUATUCTaMU B
JAHHOM 00JacTU. DTO KakK pa3 COOTBETCTBYET IEIU OJUMIHNAABl — IPHUBJICUYD
MOJIOJIBIX MCCJIe/IOBATENIEH K COBPEMEHHBIM BOIIpOcaM Kpunrtorpaduu U IoOMOYb
UM CJIeNIaTh CBOU MPOQECCUOHAIBHBIN BBIOOD.

Omumnuana NSUCRYPTO — Non Stop University Crypto — mpoXoauT exXeroHo,
OPUHATE B HEH ydacThe MOXeT Jo0oi xenaromuid. OQUUUATbHBIN  A3BIK
onuMnuaasl — aarauiickuii. Cait — https://nsucrypto.nsu.ru.

Ommmnuana 3apomunack B HoBocmbupckom Axamemroponke. B 2020 roxy ona
npoxoauia ¢ 17 mo 25 okTs0ps B 1Ba HE3aBUCHUMBIX dTama: JUYHBIN 1 KOMaH IHbIH.
[[TxonpHUKM Akanemropoaka u cryaeHTsl HI'Y npuHsaam B HEld aKTUBHOE y4acTHE.

bouibiie cTa y4aCTHUKOB M KOMaH/I 3aC1y>KEHHO MOJIYYUIIU MIPU3bI U JUILIOMBL.
Bpyu4aroTcst Takke 651arolapCTBEHHbIE TUChMa PYKOBOJUTENSAM U YUUTEISIM
IIPU3EPOB.


https://nsucrypto.nsu.ru/

3amuTHI BHIYCKHBIX PAa0OT CTY/ICHTOB M aCIIMPAHTOB JadopaTtopuu B 2021
roay:

KanaunaTckue nuccepraiuu:

o Kymnenko Anekcanap Brnagumuposud (pyk. - Tokapea H.H.)
CamopyanbHble OCHT-(PYHKITUU U X METPUICCKHE CBOMCTBA // TuCCepTaIus

Ha COMCKaHWE CTENEeHU KaHauaaTa (u3.-MaT. HayK MO CTIeIHAIBHOCTH
01.01.09. 3ammra cocrosiace 24.03.2021.

e Oo6nayxoB Anekceit Koncrantunosud (pyk. - Tokapesa H.H.)
MeTtpuuecku peryisipHble MHOKECTBA B OyJIeBOM KyOe: KOHCTPYKIIUU U
CBOMCTBa // quccepTaliys Ha COMCKaHHMe CTeNeH! KaHauaaTa (hu3.-Mat. HayK
o cneruanbHocTr 01.01.09. 3amura cocrosutaces 24.03.2021.

Marucrepckue quccepTanum:

e bouunu TaTtesina AnapeeBHa (pyk. - Tokapesa H.H.)
Periodic properties of the sequence generated by the filter generator -
HepI/IO,Z[I/ILICCKHe CBOICTBA II0CJIEA0BATCIBbHOCTH, HOpO)KI[&GMOﬁ
¢mipTpytrommm reaeparopom (Ipemus JlsmyHosa | cTenenn)

e 3apanummna Enena Bnagumuposna (pyk. - Tokapesa H.H.)
Post-quantum cryptosystem with a public key - IToctkBanTOBas
KPHUIITOCUCTEMA C OTKPBITHIM KitouoM (aumioM |l crenenn MHCK)

e [landepoB Martseit AnnpeeBuu (pyk. - Tokapesa H.H.)
Analysis of the gamma generated by the combining generator - Ananus
raMMBbl, TTOPOXKIAeMON KOMOMHUPYIOIITUM T'eHEePaTOPOM

bakanaBpckue quccepTanuu:
e 3io6una Jlapbs AnekcanapoBHa (pyk. - Tokapesa H.H.)

Kpunrorpaduueckue cBoiictBa S-6510Ka, MOCTPOEHHOTO Ha OCHOBE OYJIeBOM
¢dbynkuuu u nepectaHoBku (aumiom | crenenn MHCK)



Y4eOHbIe Kypchl, IPOBOAMMBIE B Y4eOHOM roAy:
1) "Kpunrorpadus u kpunroananui" (CrericeMuHap)

CeMuHap 0 HOBBIX COOBITHUSIX U pe3yJibTaTax B obsactu kpunrorpaduu. OH Beceraa
MPOXOJUT C OOBABICHUSIMU. MBIl MOXKEM 3aCIylIaTh U HOBBIA PE3yNbTaT C
JI0Ka3aTEIbCTBOM B HEKOTOPOM Y3KOM HAMNPABJIEHUU, U OCIYIIATh PACCKa3bl
pebsIT 0 Toe31Ke Ha HAYYHYIO0 KOH(PEPEHIINIO WIIH CTAKUPOBKY. Y HAC BBICTYMAIOT
npenojaBaTeiiv, CTyACHThI, IPUTIAlIeHHbIE JOKIaAYUKU. TeMbl CEMHUHApPOB
HUKOT/Ia HE TIOBTOPSIFOTCS BOT YK€ JAEBATH JieT)) CeMuHap sl TeX, KTO XOTel Obl
CBsI3aTh CBOIO HAYYHYIO aKTUBHOCTH C KpUMITOrpaduei.

PykoBonutens: Tokapesa H. H.

2) "MaTemMaTu4ecKrue OCHOBBI U MIPHIIOKEHUSI KBAHTOBOU MH(OPMATUKHU:
kpunrorpadus u Beraucienus" (Crnenxypce)

B kypce OyayT npuBeieHbl MaTEMaTHYECKHUE OCHOBBI KBAHTOBOM MH(POPMATUKH —
HAyYHOM JAUCIUIUIMHBI, U3y4arolleil 3aKOHOMEPHOCTH Tepeaaun nHpopmauu,
Oasupyromrecs: Ha 3aKOHaxX KBaHTOBOM MexaHukH. [lonpoOHo OyneT paccMoTpeH
P51 KBAHTOBBIX AJITOPUTMOB U MPOTOKOJIOB KBAaHTOBOM KpunTorpapuu. Taxxe B
Kypce OyAyT MpeACTaBIEHbI OCHOBBI TOCTKBAHTOBOW KPUIITOTpa(Uu.

PykoBonurens: Kynenko A. B., Tokapesa H. H.
3) "OcHoBsl Teopun uHGopManuu u kpunrorpapun" (OCHOBHOI Kypc)

PykoBonurens: Toxkapesa H.H.
Cemunapuctsl: H.A.Konowmeen, A.E./loponun, A.C.I1lanopenko

Kypc nocasitiien ocHOBaM COBpEMEHHOM Teopuu nHpopManuu u kpunrorpaduu. B
HETO BXOJISIT TaAKUE HATIPABJICHHUS, KaK

. 00paboTka HeMpepHIBHOM MHPOPMAIIUN; METOABI JUCKPETU3AIINH;

. OCHOBBI Teopuu UHPOpMaIUU (M3MEPEHUs KOJInUecTBa HH(MOOPMALIHH,
CJIOHOCTH COOOILEHUH, 0COOEHHOCTH UCTOYHUKOB JaHHBIX);

. METO/IbI TOMEXOYCTOMYMBOTO KOJUPOBAHUS (OCOOCHHO HCCIIEIYIOIUECs B

nocnenuue, 2000-e, Toabl METO/AbI IMHEMHOTO KOJUPOBAHUS, TOCTUTAIOIIINAE
ONTUMAJIbHON OLICHKHU MO CKOPOCTH);

. METO/IbI CKaThsl HH(popMaluu (0€3 MOTePh U € MOTEPSIMU; U3TI0KEHUE
TEOPETUYECKHX OCHOB M pa300p COBPEMEHHBIX apXUBAaTOPOB);

. 3aJla4M XpaHeHus: nHpopMaluu (HaeKHOCTh U OTKa30yCTONYHBOCTb,
RAID-maccuBhbl);

. KpunTorpadus 1 KpunToaHadu3 (TEOPETUUECKUE U MTPAKTUIECKHE
pE3yNbTAThl, HOBBIE HAIIPABJIEHUS UCCIIEA0BAHUM MMOCIEIHETO NECATHIIETHSA);
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. NICEBAOCTyYaiiHbIe TTOCTIEA0BATEIbHOCTH; CTATUCTUYECKIE METOIBI UX
aHaIIN3a,

. METO/IbI XpaHEHUsI, 00pabOTKH U Nepeaayn nHopManmu B 1@ poBoit
COTOBOW CBSI3M, OECIIPOBOJIHBIX CETSX; MpeICTaBlIeHIEe HHDOPMAIINK Ha
Pa3IUYHBIX YPOBHSIX CETEBBIX MTPOTOKOJIOB.

Kypc coBMmeniaeT n3nokeHue CTpOruX MaTeMaTHIEeCKUX Pe3yIbTaToB (M UX
JI0Ka3aTeNbCTB) C MPAKTUYECKUMU Pe3yIbTaTaMH BHEJPEHUS METOIOB TCOPHH
uHbOpMaIlMU B KOHKPETHBIE CUCTEMBI U TPOTOKOJIBL. Llens kypca — nath
CTyZeHTaM 0a30BbI€ 3HAHUS 110 OCHOBHBIM HAIPABICHUSIM COBPEMEHHOU TEOPUU
uHpopMaiuu. B coctaB Kypca kpome JeKIui BXOAST CEMUHAPCKUE 3aHATHS (C
peleHrneM TEOPETUUECKUX 3a/1a4) U JabopaTopHble pabOThl B KOMITBIOTEPHOM
knacce. byaer copmynupoBan Taxke psijI UCCIETOBATENIbCKHUX 3a1ad CTyICHTaM,
MHTEPECYIOIHUMCS CelMaln3anuei B JaHHOW 00J1acTu.

4) "Kpunirorpadus B 3agadax” (CrericeMuHap)

Kypc 1o3BoJisieT norpy3uTbcsi B MATEMaTUKY, KOTOpasi UCTIOJb3YETCs B
Kpunrorpadgun. AITropuTMBbI KU(POBaHUS, OCHOBHBIE METObI KPUIITOAHAIH3A,
CBsI3b C Teopuel nHdopmaiuu, kpunrorpaduaeckue GyHKINUUA: pa3o0opaThbCst BO
BCEM 3TOM MOMOKET pEUICHUE 3a7a4.

PykoBonurens: Konomeen H.A.

5) "Kpuntorpadus u kpunroananu3. CoBpemennbie Metoasl" (Crieukypc)
BBonHbI Kypc B OCHOBBI Kpuntorpaduu. Eciiu Bl AyMaere, ¢ 4ero Hauath B 3TON
007acTH, TO, Ja, IMEHHO C HETO.

PykoBonutens: Uapucosa B.A., Tokapesa H.H.

6) "byness! pynkiuu B kpuntorpaduu" (Crnenkypc)

B kypce paccmarpuBatorcs 0yseBbl QyHKUINHU, TPEACTABIAIOIINE HHTEPEC IS
KpunTorpadpuueckux npunoxenui. L{enb kypca — ocHOBaTeIbHOE 3HAKOMCTBO
clIyliaTesield ¢ OCHOBHBIMHU KPUNTOTpapUUECKUMU CBOMCTBAMHU OYyJIEBbIX (YHKIUN
Y METOJIAaMH MX aHaJIM3a, C MOCIEAHUMHU MaTEMAaTUHUECKUMHU PE3yJIbTaTaMH B 3TOU

00JIaCTH M COBPEMEHHBIMHU OTKPBITHIMHU MPOOJIEMaAMH.

PykoBoaurens: ['opoauiiosa A. A.

7) "Omumnuannsie 3agaun o kpunrorpadun" (Crneuxype CYHIL HI'Y)

Hes3ameHnnmpIi cienkypc 1Jisi HOATOTOBKHU KO BCEPOCCUMCKOUN OJIMMIIMAJE 110
matemaTuke u kpunrorpapuu ot MUKCHU u k MexayHapogHONH OJTUMITHAAE T10
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kpuntorpapuu NSUCRYPTO. Xoyemb moAroTOBUTHCSA K OJIMMITHAIAM B
MHTEPECHOM cCOpeBHOBaTENbHOM (opMe - Tebe croaa!

PykoBonutens: 'oponunosa A.A., boanu T.A., [Tandepo M.A.

8) "Maremaruueckue metoibl B kpuntorpaduu" (Cnenxkypec CYHL HI'Y)
OcHOBHBIE METO/BI MHU(PPOBAHUS U 0A30BBIE ATOPUTMBI KPUTITOTpaPUH
paccMaTpuBalOTCA B ’TOM BBOJHOM KypCe ISl TKOJIBHUKOB.

PykoBoautens: 3aBanmumuna E.B., 'opoguinosa A.A.
9) «Kpunrorpadus» (OcHoBHO# Kypc [D HI'Y)

PykoBoaurens: Makcumuntok FO.IT.

3acenanus cemunapa «Kpunrorpadgus u KpunToaHains»

15 urons 2021 r.

A.B.Kynenko, A.C.Ilanopenko, H.JI.ATyToBa

06 yuactuu B X cumno3uyme «CoBpeMeHHbIE TEHACHIIMU B KPUIITOTpapum»
CTCrypt 2021 (1-4 uronst 2021, MockBsa)

04 mas 2021 r.

A. B. Kynenko, H. /[. AtyTtoBa, JI. A. 3100uHa

O moe3ake Ha BCEPOCCUICKYIO HAyUYHO-TEXHUUECKYI0 KoHpepeHIuto «CocTosiHIe
Y TIEPCTIEKTUBBI Pa3BUTHS COBPEMEHHOM HAYKH 110 HAIIPaBICHUIO
«Mudpopmanmonnas 6e3onacHocThy (AHara, 21-22 anpens 2021).

H. 1. AtytoBa

O noe3nike Ha CAaMMUT MOJIOABIX YUEHBIX U UHXKEHEPOB "BoJibliie BI30BbI AJIS
oOmiecTBa, rocyaapersa u Hayku" (Coun, 26-30 anpens 2021).

13 anpens 2021 r.

Brictymnenuns crynenros nepen MHCK:

H. [I. AtyroBa

[TpuMeHeHre IBPUCTUIECKUX METOIOB /ISl TOUCKa OyNeBbIX (DYHKIIUH C BBICOKOM
anredpanyeckol UMMYHHOCTBIO.

H. 1. Atyrtosa, /. A. 3ro6una, C. 1. dununmnon

Pa3zpaboTka aBTOMaTH3MPOBAHHOTO aHAIN3a MU(POB HA ANTeOPanIECKyIO
KPUNITOYCTONYUBOCTb.

A. O. baxapes



Peanuzanus u ananu3 ruOpuHoi ataku Ha Kpunrorpaguyeckyro cucremy NTRU
IIPU MaJIbIX 3HAYEHUAX [TapaMETPOB C UCIIOJIb30BAaHUEM AIITOPUTMA KBAHTOBOI'O
MIOMCKa.

T. A. boHnu

CpoiicTBa QYHKIIMU B PETUCTPE CABUTA C HETUHEHHON 0OpaTHON CBSI3bIO.

E. B. 3aBanumnHa

OO0 5KBUBAJIEHTHBIX KIIIOUYaX. AHAIN3 KPUIITOCUCTEMBI C OTKPBITHIM KITIFOUOM,
OCHOBAHHOM Ha CIJI0KHOCTH PELICHHS CUCTEMBI IIOJTMHOMUAJIBHBIX YPABHEHUH B
L[EJIBIX YMCIIaX.

J. A. 3100uHa

S-010KM C BHICOKOM KOMITOHEHTHOM alnre0panieckoil HIMMYHHOCTBIO.

A. A. Jlaxauckuii, JI. A. Cadenpeiitep

HNHTerpanus aropuTMoB JOKA3aTENBCTBA C HYJIEBBIM Pa3TJIAIIEHHEM B CMAPT-
KoHTpakThl Ethereum.

M. A. TTandepos

[Toctpoenue pyHKIMI U3MEHEHUS! COCTOSIHUN B HEJTMHEWHOM PErrCTpe CIBUTa C
0o0paTHOM CBSA3BIO.

H. A. Cyropmun

PexyppenTHbsie GpopmyIisl 17151 pa3HOCTHOM xapakTepucTUki XOR oTHOCUTENBHO
CIIoXeHus 1o Moayiio $2°'n$.

30 mapTta 2021 T.

Konomeen H. A.
Pedepar crateu J. Daemen, V. Rijmen, "The Wide Trail Design Strategy".

25 mapra 2021 r.
H. A. TlankpaToBa (3aB. 1abopatopuu KommbsioTepHoit kpuntorpaduu TI'Y)
Kpurnirocuctems! ¢ pyHKIIMOHATBHBIMU KITFOUAMHU.

9 maprta 2021 r.
A. Kynenko, H. Atyrosa, JI. 3ro6una, E. Mapo (FO®YVY), C. ®ununmos (CIIOIY)
AnreOpandeckuii kpurnroaHanu3 mmdpos Simon u Speck.

2 mapta 2021 r.

A. loponun, K. Kanruu

[Tpumenenue SAT-pemareneit B 3anaue norcka APN-QyHKIuii ¢ noMouisio
UTEPATUBHBIX KOHCTPYKIIUH.

16 ¢peBpans 2021 r.
A. IllanopeHko
O npou3BOAHBIX OyJEBBIX OCHT-(QYHKIUH.

9 despans 2021 .
H. H. Tokapena
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Bcerpeua maboparopun: OTYET ¥ MIIaHEL.

27 okTs6ps 2020 r.

. Konapipes, A. Jlaxanckuit, . Cadbenpeiitep

ANTOPUTMBI JI0Ka3aTENIbCTBA C HYJIEBBIM pa3rilalliecHueM B OJIOKUYEHH-CUCTEMAX:
MPUHIUIIBL paOO0THI ¥ MPUMEPHI peaTn3alui.

19 oxTsa6ps 2020 r.
H. Cyropmun
HenuneltnocTh cOamancupoBaHHBIX OyineBbIX GyHKIH. O030p.

29 centsiops 2020 r.
H. Konomeen, A. Kynenko, K. Kanrun, A. Obnayxos, B. Unpucosa

06 yyactuu B MexayHapoaHbix koHpepenusx BFA (Hopserus, 15-17 centsaops
2020) u SETA (Cankt-IletepOypr, 22-25 centsiops 2020).

22 centsa6ps 2020 r.

A. Kynenko

O noesake Ha | X cummno3nym «CoBpeMeHHbIE TEHJECHIIUU B KpUTITOTpadum
CTCrypt 2020 (MockoBckas o0nacTh, 15-17 centsiops 2020).

15 cenTsa6ps 2020 r. A. O6mayxoB
MeTpudecku peryIsspHble MHOYKECTBA B OyJIeBOM KyOe: KOHCTPYKITUU U CBOMCTBA
(KaHIMIaTCKas IUCcepTaius).

10 cenTs6ps 2020 r. A. Kyuenko
CamopyanbHbie OEHT-(PYHKITUU U KX METPUYECKHE CBOMCTBA (KaHIUIATCKasI
JICCepTaLns ).

Hosbie yueoHbie Kypebl As1t PUT (pa3padoTaHbl NporpaMmMbl, Ha0paHbI
CTY/JI€HTbI):

1) BBenenue B pacnpeieiieHHbIC PEECTPhI U TEXHOJOTHIO OJIOKYCHH
(1.0.Kongsipes, I1.A.CazonoBa)

2) Kpunrorpaduyeckue mpoeKTh
(H.A.Konowmeen, [1.0.Konasipes, FO.I1.Makcumiitok)

3) Kpunrorpadus u KpurnroaHamms
(H.H.Toxapesa, A.B.Kyuenko)

4) CoBpeMEHHbIC BBIUUCIUTEIbHBIC CUCTEMBI JUIS PEIICHUS 3a/1a4
KpunTorpaduu u ”HPOPMAITMOHHOM 0€30MaCHOCTH
(K.B.Kanrun, A.E.Jloponun)
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CorpyanundectBo (yuactue B JleTHeH mikoJie no kpunrorpagum u
HH(OPMALMOHHOM 0€30I1ACHOCTH, COBMECTHbIC HAYYHbIE HCCJICI0BAHMA):

Jlaboparopus kpuntorpaduu HIIK "Kpuntorut" (r. Mockga)

[enTp Oe3omacHocT koMMyHuKaiuii um. Cenmepa beprenckoro ynuepcurera
(r. bepren, Hopserus)

Jlabopatopus 6nokueiin, [TAO «Coepbank» (r. MockBa)
Poccuiickuii kBaHTOBBIN 1IeHTp (T. MoCKkBa)
JlaGoparopus npo6siem 6e30nacHocTH MHPOpMAITMOHHBIX TexHonoruit HU

MPUKIAAHBIX Tpo0sieM MaTeMaThKU U nHpopMmaTuku bermopycckoro
rocyapCcTBEHHOT0 yHUBepcuTeTa (T.MUHCK)

[1naHbI IO COTPYAHUYECTBY:

e CorpynHnuectBo ¢  bantmiickum  yHuBepcuretom  uM.  M.Kanta
(Kanmuuunrpan)

e [lpoBenenue cumnosuyma mno kpunrorpapuu 2022.

CoTpyaHUYECTBO C MHUHUCTEPCTBOM IIM(POBOTO pa3BUTHS, CBSI3H U
MAacCOBBIX KOMMYHUKalni Poccuiickoint denepannm.
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JleTHsist mkosaa-koHgepenuusa « Kpunrorpagus u ungopmanmoHHas
0esomacHocTh» 2021

JleTHsis mIKoa-KOHQEpPEeHIMsT ¢ MEXKIyHapoAHbIM ydactueMm «Kpunrorpadus u
nHopmarmonHas 6e3onacHocts — 2021» mamstu npodeccopa C. @. Kpenaenena
— TpaJIMUHUOHHOE MepompuaThe, npoxomdimee B creHax HI'Y kaxnapid rop.
Opranuzatopamu Beictynator Kpunrtorpaduueckuit uentp (HoBocubupck),
nabopatopus kpuntorpaduu JetBrains Research, ®akynprer nHGpOpPMAIMOHHBIX
TEXHOJIOTUI, MexayHapoaHblii matematuueckuid LleHTp B AkKaaemMropoake,
opranuzatopbl MexayHapoaHoud onumnuaakl NSUCRYPTO wu  Mexanuko-
MaTeMaTHYeCKuid (PaKyIbTeT.

VYyactue B 1Ikoje-KOH(PEpEeHIIMHU NPUHUMAIHN CTYACHTHI, BBIMTYCKHUKH IIKOI U
mkoapHUKH 11 knmaccos. Ikoma nmpoxoauna ¢ 5 o 19 utons B ounoM popmare.

B Teuenue AByx Hezelb ¢ ydYaCTHUKaMU IIKOJIbI pabotanu 20 mpemnojaBaresie.
OT0 KypaTophel MpoeKToB U JekTopel U3 HoBocubupcka, Tomcka, MOCKBBI
(Poccuiickuit  kBaHTOBBIM 1eHTp, MIY, nabopatopuss Onokueiin [TAO
«Coepbank»), beprena (Hopserus), Muncka (benapycs), Jlapro (CILIA). Yacts
IIKOJIBI-KOH(EPEHIIMU TTPOXO0IUJia Ha aHTIUNHCKOM si3bike. [IpounTana 31 nekius,
pOBEAEH KPYTJIBIM CTOJM, a CaMO€ TJIABHOE — MPOBEACHBI MUCCIEAOBAHNUS MaJbIMU
TpyHnaM TOJA PYKOBOJCTBOM KypaTOpoB. Tembl MPOEKTOB OBUIM CBSI3aHBI C
aKTyaJIbHBIMH BOIIPOCAMH CHMMETPUYHOM KpuINTOrpaduu, KpUIITOAHAIH3A,
MOCTKBAHTOBOM Kpunrorpadguu, OJOKYEHH-TEXHONOTMH U UHOOPMAIMOHHON
6e3omacHoctu. [lo psay HampaBieHUN TPyNIaMy YYaCTHUKOB IIKOJIBI TTOTYYECHBI
pe3ynabTaThl, KOTOPHIE JIATYT B OCHOBY HAYYHBIX MyOJIMKAIMA, WX TUTAHUPYETCS
nopaboTath B TeYeHHE OCEHH. UTOOBI CTYAEHThl M IMIKOJLHUKH pPa3BUBAIA HE
TOJILKO CBOM HMHTEJUIEKTyalbHbIE CIIOCOOHOCTH, HO M HE 3a0bIBaJl O 3/I0POBbBE,
TPaJAMIIMOHHO MPOBOMWINCH CIIOPTUBHBIC 3aHATHUS TI0JI PYKOBOJICTBOM TpEHEpa U3
HoBocubupcka.

[Hxony ycnemno okoHums 31 ygactHuk. 210 cryaeHTtsl HI'Y (OUT, MM, D),
bantuiickoro ynuBepcurera uM. Kanrta (Kamunuurpazn), TI'Y (Tomck), IOOY
(Taranpor) w mmkonbHUKKM TuUMHa3uM «lopHoctai» (HoBocubupck), Jlunes
nHopmarmonusix TexHosioruit (HoBocubupck), Jlumes Ne 6 (bepack). Bee onu
MOJTyYMJIN TTAMATHBIE cepTU(UKAThI U cTuneHauu ot JetBrains Foundation.

Ha caiite neTHel WIKOJIbI JTOCTYNHO pAaclHUCAHWE JIEKIUA W COOPHUK TPYIOB
IIKOJIBI — TE3MCHI, MOJATOTOBJICHHBIE YYAaCTHHKAMH BMECTE C KypaTopaMH IO
pe3yapTaTaM UCCIEeA0BaHUN, TPOBOAUBIINXCS B PAMKaX IIKOJIBI.

— B aToM roay Ham ynajaoch MPOBECTH IIKOJNY OYHO, KOMOWHHUPYS OOBIYHBIN
dbopMaT npoBeaeHHs JEKIUN ¢ BUAEO-(hopMaToOM, KOTJa CTYACHTHI U IIKOJIbHUKU
HAXOATCSI B ayJJUTOPHUH, a JIEKTOp oOIIaeTcsi ¢ HUMH 4yepe3 3kpad. [lomyuusocs,
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Ha MOU B3rJIsif, NpOAYKTUBHO. OUHBIA (popMaT, KOHEUHO, IUIOAOTBOPHBII: TO, UTO
psAIoM ¢ TOOOM, 3a COCETHUM CTOJIOM M B COCEJHUX KOMHATax, KaXIbId JEHb
aKTUBHO PabOTalOT YYaCTHUKH IIKOJBI, CIIOPST, YBICYEHHO YTO-TO OOCYXIAlOT,
POrpaMMUPYIOT, TUIIYT HAa JOCKE — OYEHb BJIOXHOBIISIET Ha padory. S 3ameTuia,
YTO MHOTHE paHee HE 3HAKOMbIE MEXIy coO0M pedsaTa CAPYXKUIUCH, U 3TO OYEHb
xopomo, — otMmerwia Hataness TokapeBa, pyKOBOAWTENb NIKOJbI, JOLEHT
kadeapel kommbioTepHbix cucteM OUT HI'Y wu 3aBemyromas nabopaTopueit
kpuntorpaduu JetBrains Research.

— It was really a pleasure to take part in the summer school. | got the impression
that everything was running very smoothly both from the technical and
organizational side (which is no small feat for such a big event, especially when
remote and physical lectures have to be combined), so | also want to congratulate
you (and the entire team) with the successful event! — kommeHTHpPYET CBOE ydacTue
B KkauectBe JekTtopa Huxomaii Kaneiickuii, kpunrorpadp wu3 bepreHckoro
yauBepcurtera (Hopserus).

— MHe ObUI0 OYEHb MHTEPECHO MO3HAKOMUTHCS C COBEPIIEHHO HOBOM Uil ceOs
cdepoit. Ilporpamma seTHel MIKOJBI OYEHb HAChIMIEHHAsA. JIEKIUU OT BeXylIUX
CIIELIMAJICTOB, KOTOPBIE HAXOAATCS Ha MEPENOBOM HAYKU U PACCKA3BIBAIOT HE II0
KHIDKKaM, a M3 COOCTBEHHOTO OIbITa M CBOMX HCCIEAOBaHWM, KOTOPBIMH OHU
3aHUMAIOTCS KaXIbI JeHb. O4YeHb MOHPABUIICS MPENOIABATENBCKAM COCTAB, 3TO
OT3bIBUMBBIE M YBJICUEHHBIE CBOMM JEJIOM JIIOAU. Takke MHE BbIIaja
BO3MOYKHOCTh TO3HAKOMUTBCA M paboTaTb B OJHOW KOMaHAE C pedsTamMu H3
JIPYTUX YHUBEPCUTETOB U PETMOHOB. OT JETHEN IIKOJBl Y MEHS OCTAINCHh TOJBKO
MTOJIOKUATENIBHBIE DMOLIMM M HOBBIE 3HaHMs, — numer Bragucnas Illamapenko,
BBINTYCKHUK MIKOJbI-KOH(epennu, crynenr MM® HI'Y.

— JleTHsAd 1WIKOJIA TPAJWLMOHHO IIPUHOCHT MHOIO HOBBIX 3HAKOMCTB W
MHTEPECHBIX MPOEKTOB. CIHUCOK JIEKTOPOB € KaXAbIM TOJOM IOIMOJHSAETCH,
pacmupsieTcst reorpadus, CTaHOBUTCS pa3HooOpaszHee wMmatepuan. He cran
UCKJIIIOYeHHeM M 3ToT roj. KomaHzae Hamiero mpoekTta yJaloch pa3padoTaTh
ONTHUMM3ALHMIO AITOPUTMA IIOMCKAa TapaHTUPOBAHHOIO YHCIA AKTUBALMNA [S-
OJIOKOB TMpHU NPOBEICHUHM PA3HOCTHOIO KpUIITOAHAIM3a]|, KOTOpas IMO3BOJSET
3HAYUTEJIBHO YCKOPUTH BBIYHCIICHUE JIAHHOM XapaKTEPUCTUKU, YTO BBITVIAAUT
MHoOrooOemarome. Takke, Henp3si 3a0bBaTh M O JPYTUX TPATUIUOHHBIX
aKTUBHOCTAX, KOTOpBIE SIBISIOTCA WHTEPECHBIMM — BOJICMOONBHBIA Marty,
KPYTJIBIA CTON U KpUNTOKBECT, — oTMedaeT [enuc [Mappénos, cryngent ®UT HI'Y.

— JleTHs1s mIKoJIa — 3TO CITOCO0 HAWTH €IUHOMBIIIUICHHUKOB, C KOTOPBIMHA MOKHO
OyZeT peann3oBaTh MPOEKT U MOJYYUTh OTBIT BRICTYIUICHUS TEpe]] ayAUTOPUEH, —
cuntaeT Anekcanap baxapes, ctynentr MM® HI'Y, a Haranss AtyTOBa,
ctyaentka MM® HI'Y ormeuaer: «BO3MOXHOCTH HENOCPEACTBEHHOTO
B3aUMO/ICHCTBUS C JIFOJIbMU, KOTOPBIE TOPSIT CBOUM JEJIOM, — OYEHb IICHHBII OMBIT.
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[ToMHUMO JIEKIIUI 1 TPYIIOBBIX 3aHATUIA MHE 3alIOMHUIICS] KPUIITO-KBECT U MaT4 10
BOJICHOOITY cpey MmpernoaaBaTesie U y4aCTHUKOBY.

Opranuzatopsl  MIKOJBI-KOH(PEPEHIIMH TOTOBBI  MPOJOJDKUTH  paboTy €O
CTyJICHTaMHU-y4aCTHUKAMH IIKOJIBI B Jaboparopuu kpunrtorpaduum JetBrains
Research na 6aze ®UT HI'Y.

JIekTophI ¥ IPENnOAABATENN IIKOJIBIL:

1) Nicky Mouha (USA) - PhD, Hay4HbIif COTpYTHUK OT/IejIa KOMITBIOTEPHOM
oe3onacHocTH HallMoHaIpHOro MHCTUTYTA CTaHAAPTOB U TexHoJorui CHIA
(NIST);

2) Nikolay Kaleyski (bonrapus) - HayuHbli coTpyaauk LleHTp O6e3omacHoCTH
koMMmyHuKanuii um. Cenmepa beprenckoro yauBepcuteta (r. bepren,
Hopsgerus);

3) Aruesuu Cepreii Banepbeuu (pecmyoiuka benapycs) - K.¢.-M.H.,
3aBeayromuit HUJI npobnem 6e3onacHocT HHPOPMAITMOHHBIX TEXHOJIOTUH
HUU npuknagueix npodiaem matemMaTuku U nHopmaTuku benopycckoro
rocyapCcTBEHHOro yHuBepcuteTa (r. MuHck, benapycs);

4) BanuaxmetoB Wb Bagumosud - maructpant 1-ro kypca ®UT HI'Y;

5) Beicorkas Bukropust BnagumuposHa — aciupantka BMK MI'Y um. M.B.
JloMoHOCOBA, CIEUAIUCT-UCCIEA0BATENb Ja00OpaTOpuu Kpunrorpaduu
HIIK "Kpunrouut" (r. MockBa);

6) ToponminoBa Anacracusi AJEKCaHIPOBHA - K.().-M.H., CTapIIHiA
npenojaBaresb kKageapsl Teopetudueckoil knoepuernku MMO® HI'Y, H.c.
UM CO PAH;

7) I'pebner Cepreit BnanuMupoBud - Bexynuii kpuntorpad-uccie1oBaTesb
QApp, Poccuiickuii kBaHTOBBIH 11IeHTp (T. MoCKkBa);

8) Unpucosa Banepust AnekcanaposHa - K.(h.-M.H., H.c. UHCTHTYyTa
marematuku uMm. C.JI.CoboneBa CO PAH, accucteHnt kadeapol
Teopernueckor kubepuetnkn MM® HI'Y;

9) Kanrun Koncrantun BukTopoBuY - K.().-M.H., CTapIIHid IpernoaBaTellb
kadeapsl napamienbHoro nporpammupoBanus OUT HI'Y, m.H.c.
NBMuMTI', 1.c. UM CO PAH;

10) Koneros Jlenuc HukonaeBuy - K.T.H., JOLEHT Kadeapbl
KoMIbIoTepHOU Oe3omacHocTH TI'Y, riaBHbBIN pa3paboTYMK 001a4HOM
iaTgopMbl kubepoesonacHocT koMmnanuu Bi.Zone (1. Tomck);

11) Konomeen Hukonait AnexkcanapoBud - K..-M.H., aCCUCTEHT KadeIphl
TeopeTudeckon kuobepHetuku MM® HI'Y, n.c. UM CO PAH;

12) KongpipeB Imutpuii Onerosuu - acnupant ®UT HI'Y, accuctent
kadenpsl cuctem uHpopmatuku OUT HI'Y, m.a.c. UM CO PAH;

13) Kocrouka Ceetnana Bnagumuposna — M.H.c. UM CO PAH, tpenep
MM® u ®UT;
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14) Kyuenko Anekcannp Bnagumuposuu - acnupanr MM® HI'Y,
accUCTeHT Kadeapsl TeopeTrnueckor kubepuetnku MM® HI'Y, m.H.c. UM
CO PAH;

15) Kspxun Cepreit HukomaeBud - K.(¢.-M.H., pyKOBOJIUTEIb IPOSKTOB
JlabopaTtopuu 6mnokuerin, [IAO «Coepbank» (r. MockBa);
16) HukomnaeB AHTOH AHATOJIbEBHY - CTYACHT KaeIpbl KOMIBIOTEPHON

oe3onacHocty TI'Y, pa3paboTUNK CEPBUCOB aHAJIN3A 3AIUIIICHHOCTH
Bi.Zone, rnaBubIii pazpadotunk dppaitmBopka Grinder (Tomck);

17) Makcumimrok FOnus [TaBnoBHa - acnupantka MM® HI'Y, M.H.c.
Huctutyra marematuku uM.C.JI1.Co6oneBa CO PAH,;

18) Ca3onoBa [lonuna AnapeeBna - aciupantka @UT HI'Y, accucrent
kadenpel oomeit uapopmaruku OUT HI'Y, m.a.c. UM CO PAH;

19) Cyropmun MBan AnekcanapoBUY - MATUCTPAHT 1-ro kypca MM®
HI'Y, m.H.c. UnctutyTa Mmarematuku uM.C.JI.Co6onea CO PAH;

20) Tokapesa Hatanbst HukonaeBHa, 1o1eHT KaeIpbl KOMIBIOTEPHBIX

cucteM OUT, kadbenpst TeopeTnueckont kudbepHetuku MM®, c.i.c. UM CO
PAH.
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[yoaukanuu

Cratbu onyonmkoBanHbie (7):

e Kalgin K., Idrisova V. On combinatorial approaches to search for APN
functions and the classification of quadratic APN functions in 7 variables //
Cryptography and Communications, Accepted, 2021 (SETA special issue,
18 pages). Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

e Tokareva N.N., Shaporenko A.S., Sol¢ P.
Connections between quaternary and Boolean bent functions, pp. 561-578.
DOI 10.33048/semi.2021.18.041
http://semr.math.nsc.ru/v18/n1/p561-578.pdf

e Gorodilova, N. Tokareva, S. Agievich, C. Carlet, V. Idrisova, K. Kalgin, D.
Kolegov, A. Kutsenko, N. Mouha, M. Pudovkina, A. Udovenko. The
Seventh International Olympiad in Cryptography: problems and solutions.
https://arxiv.org/abs/2106.01053

e Kondyrev, D. O. Overview of privacy preserving technologies for
distributed ledgers. // Eurasian Journal of Mathematical and Computer
Applications. Volume 9, Issue 1, 2021, Pages 55-68.

DOI: 10.32523/2306-6172-2021-9-1-55-68.

e Mouha N., Kolomeec N., Akhtyamov D., Sutormin I., Panferov M., Titova
K., Bonich T., Ischukova E., Tokareva N., Zhantulikov B. Maximums of the
Additive Differential Probability of Exclusive-Or // IACR Transactions on
Symmetric Cryptology, Volume 2021, Issue 2, 2021. Pages 292-313.

DOI: https://doi.org/10.46586/tosc.v2021.i2.292-313.

e A. Gorodilova, N. N. Tokareva, S. V. Agievich, C. Carlet, E. V. Gorkunov,
V. A. Idrisova, N. A. Kolomeec, A. V. Kutsenko, R. K. Lebedev, S. Nikova,
A. K. Oblaukhov, I. A. Pankratova, M. A. Pudovkina, V. Rijmen, A. N.
Udovenko. On the Sixth International Olympiad in Cryptography
NSUCRYPTO // Journal of Applied and Industrial Mathematics volume 14,
623-647(2020). DOI: https://doi.org/10.1134/S1990478920040031

e Kolomeec N. Some general properties of modified bent functions through
addition of indicator functions // Cryptography and Communications, 2021.
Available online, 18 pages.DOI:https://doi.org/10.1007/s12095-021-00528-
5WoS - 1.291 (Q2); Scopus - 0.816 (Q1)

17


https://doi.org/10.1134/S1990478920040031
https://doi.org/10.1007/s12095-021-00528-5
https://doi.org/10.1007/s12095-021-00528-5

Crarpu, c1aHHble B evarts (4)

Bonich T., Panferov M., Tokareva N. On the number of unsuitable Boolean

functions in constructions of filter and combining models of stream ciphers
/[ lEEE Trans. on Inform. Theory. Submitted, 2020 (Npages). Scopus -

1.879 (Q1), WoS - 3.036 (Q2).

Kanrun K.B, Joponun A.E. Tectsl ania SAT-pemaTeneil, O0CHOBaHHbIE Ha
KpunTorpadguueckux 3aaadax, caaHo B nedats, 2020 // Tlpuknagnas
JTUCKpeTHas MaTemaTHKa (18 pages)

Kutsenko A. On constructions and properties of self-dual generalized bent
functions // Cryptography and Communications, Submitted, 2020 (22
pages), Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

CytopmuHn U. O HenuHeitHOCTH OyJIeBbIX (YHKINNA, TOCTPOEHHBIX
0000111eHHON KOHCTpyKIMel JJo00epTuna // JIucKpeTHbIN aHamu3 u
UCCIIEIOBaHKE ONepalui, IpUHATO K nmyonukauuu (16 crpanui).

ABTtopedepatsl nuccepranmii (2)

Kynenko A. CamopayanbHble OCHT-QYHKIIMHA M UX METPUYECKUE CBocTBa //
ABTopedepaT auccepTalid Ha COMCKaHWE CTeNeHW KaHaujaara ¢us.-mart.
Hayk mo cnemmansHocT 01.01.09. 2021. 18 ctpanum. 3amura coCTOsAIACH
24 mapra 2021 rona.

Oo6mayxoB A. MeTpuuecku perysasipHble MHOXeCTBa B OyJIeBOM KyoOe:
KOHCTPYKIIMM M cBoiicTBa// ABTOopedepaT auccepTalii Ha COMCKaHHE
cTeneHu KaHauaata ¢us.-mat. Hayk no crnenunansHocty 01.01.09. 2021. 16
cTpaHuil. 3amnuTa cocrosuiack 24 mapta 2021 ropa.

Tpynsl ¥ Te3uckl KoHbepeHmi (18)

Kutsenko A. The duality mapping and unitary operators acting on the set of
all generalized Boolean functions // Simposium "Current Trends in
Cryptography" (June 2021, Moscow) ctcrypt.ru

Shaporenko A. On derivatives of Boolean bent functions // Simposium
"Current Trends in Cryptography" (June 2021, Moscow) ctcrypt.ru

Kutsenko A., Atutova N., Zyubina D., Maro E., Filippov S. Algebraic
cryptanalysis of round-reduced lightweight ciphers Simon and Speck //
Simposium "Current Trends in Cryptography” (June 2021, Moscow)
cterypt.ru
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A Kyuenko, [.3i06una, H.ATyTtoBa AHanM3 CTOMKOCTM CTaHAApTOB
JIETKOBECHOW KpunTorpaduu JUisi CUCTEM CBA3M MO paguouHTepdeiicy k
anreOpanueckuM atakam // 1II Bcepoccuiickas HaydyHO-TEXHUYECKAs
koH(pepenuusa «CoCTOSHHE U MEPCHNEKTUBBI Pa3BUTHS COBPEMEHHOW HAyKH
no Hanparieanio «MHbopmanmonnas Oe3omacHocTh» (ampenb 2021,
Amnama)  https://www.era-tehnopolis.ru/events/iii-vserossiyskaya-nauchno-
tekhnicheskaya-konferentsiya-sostoyanie-i-perspektivy-razvitiya/

AtyroBa H. (HoBocubupck). ['mOpuanblii mMoaxoa K TOUCKY OyJIeBBIX
GyHKUMA C  BBICOKOM aire0panyeckoi HMMMYHHOCTbIO Ha OCHOBE
IBpUCTUYECKUX MeToJoB// CuOupckas HaydHas IIKOJAa-CEMUHAp C
MexayHapoaHbiM  ywyactuem  "KommblorepHas ~— Oe3omacHOCTb U
kpunrorpadpus" SIBECRYPT 2021 (centsiops 2021, HoBocubupck)
http://sibecrypt.ru/

KongeipeB [I. Meton oOecneueHrs KOH(PUACHIMAIBHOCTH JaHHBIX Ha
ocHoBe zk-SNARK /[ Cubupckas HayyHas IIKOJIa-CEMHUHAp C
MEXIYHAPOJHBIM  Y4aCTHUEM "KoMnbroTepHas 0e30MacHOCTh U
kpunrorpadpus" SIBECRYPT 2021 (centsiopr 2021, HoBocubupck)
http://sibecrypt.ru/
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the differen-
tial cryptanalysis and are widely studied. Most known APN functions are obtained
as functions over finite fields Fo» and very little is known about combinatorial con-
structions in F5. In this work we proposed two approaches for obtaining quadratic
APN functions in F3. The first approach exploits a secondary construction idea,
it considers how to obtain quadratic APN function in n + 1 variables from a given
quadratic APN function in n variables using special restrictions on new terms. The
second approach is searching quadratic APN functions that have matrix form par-
tially filled with standard basis vectors in a cyclic manner. This approach allowed
us to find a new APN function in 7 variables. Also, we conjectured that a quadratic
part of an arbitrary APN function has a low differential uniformity. This conjecture
allowed us to introduce a new subclass of APN functions, so-called stacked APN
functions. We found cubic examples of such functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let F} be the n-dimensional vector space over Fy. A
function F' from F7 to F7', where n and m are integers, is called a wvectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function F
can be represented as an ordered set of m coordinate functions F' = (fi,..., fm), where f;
is a Boolean function in n variables. Any vectorial function F' can be represented uniquely
in its algebraic normal form (ANF):

F(zx) = Z)a;(Hwi),

IeP(N iel
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where P(N) is a power set of N = {1,...,n} and a; € F". The algebraic degree of a
given function F' is the degree of its ANF: deg (F) =max{|I| : a; # 0,1 € P(N)}. If
algebraic degree of a function F' is not more than 1 then F' is called affine. If for an affine
function F' it holds F'(0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F'is called quadratic.

We can put the finite field Fo» in one-to-one correspondence to the vector space F and
consider vectorial Boolean functions as functions over Fy».. Then any vectorial function
F" has the unique univariate polynomaial representation over Fan:

2" —1

F(ﬁ) = Z )\Z‘l‘i, /\j € Fon.
1=0

Two vectorial functions F' and G are eztended affinely equivalent (EA-equivalent) if
F = A 0Go Ay + A where Ay, Ay are affine permutations on F} and A is an affine
function. Two functions F' and G are called Carlet-Charpin-Zinoviev [7] equivalent (CCZ-
equivalent) if their graphs {(z,y) € Fy x Fy | y = F(z)} and {(z,y) € F§ xF3 | y=G(z)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A, Ay) of
F2 x F4 such that y = F(z) < As(x,y) = G(AL(z,y)).

Let F' be a vectorial Boolean function from F} to F5. For vectors a,b € F, where
a # 0, consider the value

5(a,b) = |{ z € Fy | F(z +a) + F(z) = b}|.
Denote by Ag the following value:
Ar = max 6(a,b).

a#0, beFy

Then F is called differentially Ap-uniform function. The smaller the parameter A is
the better the resistance of a cipher containing F' as an S-box to differential cryptanalysis.
For the vectorial functions from F} to F} the minimal possible value of Ap is equal to
2. In this case the function F' is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [9].

APN functions are widely studied by many researchers, but there is still a significant
list [6] of important open questions, such as lower and upper bounds on the number of
APN functions, an upper bound on algebraic degree of an APN function [4], the existence
of bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[6]. The second problem is to find new constructions of APN functions in vectorspace F%,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [8].

In this work we propose two approaches for generating quadratic APN functions in
F%. The first approach considers the algebraic normal form of a given quadratic APN
function G in n variables and extends it into an ANF of a quadratic function F in n + 1
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variables, using special restrictions on coefficients of new terms. In the second method
we consider special matrices that are partially filled with vectors of standard basis and
search for corresponding APN functions using the same idea of restrictions. Using this
approach we found previously unknown (in the sense of CCZ-equivalence) quadratic APN
function for n = 7. Generally, quadratic APN functions are not suitable as secure S-boxes
due to the low algebraic degree, but obtaining new quadratic representatives can lead
us to another useful functions. This is very important for even n > 8, since new APN
permutations CCZ-equivalent to quadratic functions can be found for these dimensions
3].

In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary approach to search for quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. We shall then consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following known result gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1,..., fn) be an APN function in n variables. Then every
quadratic term x;x;, where i # j, appears at least in one coordinate function of F.

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1,...,9») be a quadratic APN-function in n variables. Consider
vectorial function F' = (fi,..., fu, fur1) in n + 1 variables such that:

n
=g+ E Q15T Tpy1;

i=1

fo=0n+ Y Qi (1)

i=1

n
frt1 = Gni1 + 5 Q1T Tna1s
i=1

where aq;..., 0041, € Fo for ¢ = 1,...,n and g,41 = ZKKK” Bjkxjr), for some
fixed B;; € F5. Note that if a4, ..., o, are such that each term z;x,4, appears at least
in one of the coordinate functions fi,..., f,, then the necessary condition of Theorem 1

is held for the constructed function F. Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F'.

Let us denote the lexicographically ordered elements of F% as z2°,..., 22" 1. Since all
the values G(z°),...,G(2*' ) of the function G are known, we can represent values of
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the constructed function F' only through unknown coefficients «;j and some constant
terms. Since F' is an APN function, for a nonzero a all sums F(z) + F(z + a) and
F(y) + F(y + a), where z # y and = # y + a, should be pairwise different. This fact
applies special restrictions on coefficients «; ;. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (g;;), where each element g;; € F3 is a vector of coefficients corresponding to
term z;z; in the algebraic normal form of G and all diagonal elements g;; are null.

t is necessary to mention that these matrices also were used in [11] and [10] to construct
and classify a lot of new quadratic APN functions over finite fields.

Example 2. For n = 3 let us consider function G = (g1, g2,93) = (T122, T2x3, T173)
1 0 0

= |0 -xy22+ |0] - zy234+ |1| - x223.
0 1 0

Then the corresponding matrix G is the following:

(000) (100) (001)
G = |(100) (000) (010)
(001) (010) (000)

It is necessary to mention that these matrices also were used in [11] and [10] to con-
struct and classify a lot of new quadratic APN functions over finite fields. Using these
matrices the APN property can be formulated in the following way:

Proposition 3. Let G be the matriz that corresponds to quadratic vectorial function G.
Then function G is APN if and only if z - (G - a) # 0 for all x # a, where a,xz € Fy and
a # 0.

In terms of matrices method (1) can be considered as an extension of a given G with
an extra bit that represents g,.1 in every element and an extra pair of row and column
that represents a set of new terms z;x, 1.

Example 4. For the considered APN function G = (g1, g2, 93) = (T122, 2223, T123) We
choose null g, 11 and construct APN function F' = (f1, fa, f3, f4) in 4 variables, where:
J1=91;
Jo = go + w324;
J3 = g3 + o4 + T37y4;
fi= 2104 + 1374
Then the corresponding matrix F is the following:
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(0000) (1000) (0010) (0001)

& _ | (1000) (0000) (0100) (0010)
~ |(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)

Consider a quadratic APN function G and the corresponding n x n matrix G. Denote
the vector of nonzero coefficients for new variables as a = (o, . .., ay,), where a; € Fyth,
Let us fix ¢,,+1 and construct (n+ 1) X (n+ 1) matrix F by adding (o, ..., a,,0) to G as
the last column and the last row and adding new bit to every element of G according to
the choice of g,11. Let us denote as G’ the submatrix (f;;) of F, such that i, j < n+1. Let
(X) denote the linear span of an arbitrary set X C F7 and F' be the quadratic vectorial
function corresponding to the constructed matrix F. Then the following proposition is
true.

Proposition 5. F' is APN if and only if a - a’ does not belong to (G'-d’) for all a’ € Fy,
a # 0.
Let us note that Proposition 5 shows how to obtain restrictions on new coefficients in

the convenient form.
For the given k£ € N let us consider the following sets:

S@k = {Oéi + v | RS <g/ . (61' + ek)>};
Sigr ={ai+aj+v|ve(F (e +e;+ex))h

5172 ,,,,, k_l,k:{al—l-ozg—i-...—i-ozk_l—i-v | NS <g/'(61+62+...—|—6k_1+6k)>},

where ¢4, ..., ¢, is the standard basis in Fy. Let us call a vector o = (aq, ..., ),
where a; € F3™, admissible for matrix G’ if it satisfies the condition in Proposition 5. We
call a sequence (f, ..., a}), where af € Fy™ to be k-admissible for some k < n, if vector
a* = (of,...,a;,0,...,0) of length n is admissible for all nonzero o’ = (a},...,al) € F}
such that a;,, = 0,...,a, = 0. An n-admissible sequence can be considered as an

admissible vector of length n. Consider an APN function GG in n variables and a fixed
9n+1-

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G wusing the construction from (1) is equal to the number of admissible vectors
a=(ag,...,ap) for matriz G'.

It can be seen that there are 2"*1— | (G’ - (e;)) | vectors ay such that (aq) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (a1, a9, ..., 1) be the (k — 1)-admissible sequence for some k <
n+ 1. Then there exist

k-1
2 — [ (G (en)) UL St U{ | Sigwd U US1a ki |
i=1

1<i<j<k,

vectors ay, such that sequence (o, g, . .., p_1,0y) is k-admissible.
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Also, our method can be extended to the case when G is not an APN function, but
the ANF of G and g,,1 together contain all possible quadratic terms. The following
proposition describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a quadratic vectorial function in n variables and F be an APN
function in n+1 variables that it is obtained from G using construction (1). Then Ag < 4.

For example, for differentially 4-uniform function G = (g1, g2, 93, 94, g5), where:

g1 = T1T2 + T3T5 + T4l5;

g2 = X1T3 + T4Ts5;

g3 = To2Z3 + T1%4 + X3T5 + T4Ts5;

g4 = oy + X1T5 + L4255

g5 = T3T4 + ToXs5 + T4T5.

and g¢ contains all the terms z;x;, where ¢ < j < n, we obtained 13 CCZ classes of
APN functions among constructed functions. Let us recall that there exist only 13 CCZ
classes of quadratic APN functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3,4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4,5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables. ,

Note that for the given APN function G in n variables we have 9l possibilities
to choose g,.1. It is interesting that the choice of g,.1 affects the capability to obtain
APN function F' in n + 1 variables, the number of such constructed functions and the
variety of different CCZ-classes among constructed classes. For example, when n = 5
and g, 1 is null both quadratic CCZ-representatives give us the only one CCZ-class for 6
variables (class 11 in the list from [2]). At the same time, when ¢, 41 contains all quadratic
terms z;x;, these functions give 13 CCZ-classes of quadratic APN functions in 6 variables.
Unfortunately, for n > 7 it becomes computationally harder to choose the proper initial
function and g¢,,; and to obtain a large amount of generated functions. It seems that
method (1) is not so efficient on large dimensions.

3 On cyclic approach to search for quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let eq, ..., e, be the standard basis in F}. For the
given n consider the following matrix with elements from [F7:

0 €1 ()] €3 SN €n—2 Cn—1
el 0 es €4 R | en
€9 €3 0 €5 ce €n t3,n
T = €3 €4 €5 0 A t47n_1 t47n ,
€n—2 €En—-1 €n tn71,4 oo 0 tnfl,n
_en—l €n tn,?) tn,4 cee tn,n—l 0 |




where ¢; ; = t;; and ¢; ; denote some unknown elements in .

Our aim is to find values of missed matrix elements such that matrix 7 represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix 7 that is ¢3 ,,.
According to Proposition 5 the last column of 7 should satisfy (e,-1,€en,t35,...,0)-a’ &
(T"-d'), where / € 7', a/ # 0 and T' = T \ (én_1,€n;st3m,---,0). If we consider all
a = aj,...,al,_; such that a;, = 1 and a, = 0, if ¢ > 3, we obtain restrictions on the
value of ¢3,, that are independent from any other unknown element of 7. Repeating this
procedure step by step for every new element after fixing values of previous variables ¢; ;
allows us to obtain all possible fillings for the given matrix 7.

For n = 3,4 and 5 this construction covered all quadratic CCZ classes of APN func-
tions. For n = 6 it covered 11 out of 13 classes. Unfortunately, for larger dimensions the
number of generated functions dropped dramatically and the construction covers only 7
classes for n = 7 and only one class for n = 8. As a consequence, we consider the following
generalization of this construction.

Let 7 be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements e, in 7. It is easy to see that we can remove any element e,
from this diagonal and apply the above procedure to the new matrix with £+ 1 unknown
elements. Moreover, we can remove any number of elements from 7 and the more elements
are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element e, from the diagonal in 7 the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements e, on the diagonal we generated 2341888 quadratic APN
functions. We have found a new CCZ class for n = 7 among obtained functions. Here we
provide a representative of this class in the univariate form:

F(z) = a2+ a®2? + a®23 4+ 0221 + a®" 25 + a*825 + 028 + a%2° + a®8210 4 00212 +
QL0916 | (AT 1T | (44008 | (27,20 4 (01,24 | (T1.82 | 96,33 4 10134 4 (7,86 | 12,40 4
a8 4 80500 | g4y | g0 | T3 y08 4 73572 4 56,80 4 20,96

where a is the primitive element whose minimal polynomial over For is 27 + x + 1.

4 The differential uniformity of quadratic parts of APN func-
tions and the class of stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = FO 4+ FO 4L @ 4 4 F where each function FU) contains only monomials
of algebraic degree j and F(© is a constant term. We observed that if F is an APN
function then its quadratic part F® has a low differential uniformity.

Conjecture 9. Let F' be an APN function in n variables, where 4 < n < 7. Then

The conjecture is true for n = 4. When n = 8,9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
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Ape = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms.

Proposition 10. Let F be an APN function in n variables, where F = F® +F®) 4+
FO IfH=F+F®=(0,...,0,h,0,...,0) for some 1 < j < n, then Ape < 4.

For n = 4,6 there exist cubic APN functions such that H = F + F?) = (0,...,0, h;,
0,...,0) for some 1 < j < n. Examples of such F and F® for n = 4 can be found in
Table 1. An example of F' for n = 6 is the following:

J1 = 2102 + 2476 + T5T6 + T2T375;

fo = 1123 + 1375 + T4T5 + T2T6 + T5T6;

f3 = ox3 + T124 + T4T5 + T5T6;

f1 = Toxy + x175 + X375 + Tokg + X3T + T4k + Txs;

f5 = X3q4 + Loy + 3Ty + T4y + T1Tg + Tolg + T3Tg + T5T6,
J6 = 375 + Tox6 + T5T6.

Let us note that these simple results allow us to use quadratic APN or differentially
4-uniform functions to construct functions of higher degrees, particularly, cubic APN
functions. The observation on low differential uniformity of quadratic parts of APN
functions motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F®) + ..+ F( be an APN function of algebraic degree d. If all
functions F — F@, F— pld) _ p=1) — p_ pld _ pl=1) _ [ are APN functions
then F' is called a stacked APN function.

Let us describe possible approaches to constructing stacked APN functions of degree
3. Let H be a cubic vectorial function in n variables with no affine or quadratic terms.
Then H = Z”k a;jpxiv;xy, where 1 < ¢ < j < k < n and a;;, € Fy. Let ;5,1 be
an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 <1< j <k < nvector a;j; is null or equal to a;, 1,

For n = 4,5 we implemented the search of cubic APN functions F = F® 4+ F®) such
that F® is some cubic part and F® is an APN quadratic function, that is constructed
using the cyclic matrix 7 from the previous section. For n = 6 we implemented the similar
search, but F'® was a cubic shift since it is computationally hard to search through all
the possible cubic parts. We have found a large amount of cubic stacked APN functions
for n = 4,5,6. Some examples are listed in Table 1.

It is worth mentioning that for quadratic APN functions from differenet different CCZ
classes for n = 6 we have found more than 70 000 cubic stacked APN functions and all
these functions belong to the same CCZ-class that is the only known class that does not
contain quadratic functions (class number 13 in the list from [2]), despite that all 14 CCZ
classes contains (see [5]) cubic representatives.



Table 1: Examples of stacked cubic APN functions (both F and F®) are APN).§

T o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F®@) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13
T 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Fz) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9
F®@) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6
T O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
F) 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41
F®@) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35
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ABSTRACT. Boolean bent functions were introduced by Rothaus (1976)
as combinatorial objects related to difference sets, and have since
enjoyed a great popularity in symmetric cryptography and low correlation
sequence design. In this paper connections between classical Boolean
bent functions, generalized Boolean bent functions and quaternary bent
functions are studied. We also study Gray images of bent functions
and notions of generalized nonlinearity for functions that are relevant
to generalized linear cryptanalysis.
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1. INTRODUCTION

Boolean bent functions were introduced by Rothaus [23] as combinatorial objects
related to difference sets, and have since enjoyed a great popularity in symmetric
cryptography and sequence design. They are, in particular, maps from Z% to Zs
with some special spectral properties. Their importance in symmetric cryptography
stems from linear cryptanalysis of stream ciphers [15, 16, 17]. In that context bent
functions are the ones which are the worst approximated by affine functions, or,
equivalently have the best possible nonlinearity. More information concerning bent
functions can be found in the monographs [19, 32]. Several researchers [3, 6, 20, 21|
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have explored extensions of linear cryptanalysis to groups other than the usual
elementary abelian 2-groups. In this paper we study a notion of nonlinearity that
seems consistent with their notions. We discuss the connection between two notions
of Z4-bentness introduced from a sequence design viewpoint (for applications in
CDMA systems) and the classical notion of bent function.

The first approach is to consider functions from Zj to Z,, q is any integer, see the
paper [10] of Kumar, Scholtz and Welch. We call them g¢-ary functions. Another,
more recent approach, which is more natural from the viewpoint of cyclic codes
over rings is to consider functions from Z% to Z,. This is the approach of Schmidt
in [24]. We call these latter functions generalized Boolean functions. In this
paper we focus on the quaternary case (¢ = 4), and explore the interplay between
the three types of definitions for bentness.

Let us note that there exist other ways to generalize the concept of bent function.
See surveys of distinct generalizations in [31] and [32].

The material is organized as follows. Necessary definitions are given in section 2.
In section 3 we prove that a generalized Boolean function f(z,y) = a(x,y)+2b(z,y)
is bent if and only if Boolean functions b and a®b are both bent. Section 4 shows that
there is no direct link between notions of Boolean and quaternary bent functions but
we obtain several facts related to bent Boolean and quaternary functions. There is
no direct connection between notions of quaternary and generalized bent functions
either, which is shown in section 5. Then in section 6 we show that quaternary
generalized Boolean bent functions in n variables yield Boolean bent functions
by Gray map, or semi bent functions, depending on the parity of n. Section 7
characterizes bent functions by their nonlinearity. Section 8.1 illustrates our results
by a survey of the known constructions of generalized bent functions and their Gray
images. In section 8.2 we introduce two simple constructions for quaternary bent
functions.

Note that the first variant of this paper appeared at ePrint archive [27], see also
[28]. After that several related results were obtained by different authors. Thus,
Stanica et al. [29] extended the results of [27] related to generalized Boolean bent
functions by considering functions from Z% to Zs. Later the results were extended
for functions from Z% to Zis by Martinsen et al. [13]. Finally, HodZi¢ et al. [§]
gave a complete characterization of generalized bent functions from Z% to Z,x for
k > 1 in terms of both the necessary and sufficient conditions their component
Boolean functions need to satisfy. Two open problems that were mentioned in the
original paper [27] were solved. More specifically, in [29] the quaternary analogue of
Dillon’s construction was presented. Then Li et al. [11] characterized the functions
in n variables of the form f(z) = Tr(az + 2bz'+2") for odd n/ged(n, k). The
results obtained in the original paper [27] were instrumental in the following works
[4, 5, 11, 18, 22]. The original paper [27] was also mentioned in [14, 26, 30].

2. DEFINITIONS AND NOTATION

In what follows by @ we mean addition over Zy (modulo 2). We will use + for
two types of addition: over Z, and natural one. It always depends on the context.
We will also use the following two types of inner product:

(x,y) = 2191 DB ... ® TpYn,
TY =T1Y1 + ... + TpYn.
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Let n, g be integers, ¢ > 2.
We consider the following mappings:

1) f: Z% — Z2 — Boolean function in n variables. Its sign function is F :=
(=1)/. The Walsh-Hadamard transform (WHT) of f is

(1) ﬁ(x) — Z (,1)f(y)®<m’y> _ Z F(y)(fl)@!yﬁ

yeLy YyeELy

A Boolean function f is said to be bent, iff |F(z)| = 2"/2 for all z € Z2. It is semi
bent iff F(z) € {0, £2("+1D/2} (sometimes such functions are called near bent). This
is a special case of plateaued functions [33]. Note that Boolean bent (resp. semi
bent) functions exist only if the number of variables, n, is even (resp. odd).

2) f: Zy — Z; — generalized Boolean function in n variables. Its sign
function is F := wf, with w a primitive complex root of unity of order g, i. e.
w = e*™/4_ When ¢ = 4, we write w = 4. Its WHT is given as

(2) Fla)i= 3 w0 = 37 Fy)(-1)@.

y€Ly yeLy

As above, a generalized Boolean function f is bent, iff |F(z)| = 2"/2 for all x € Z2.
In comparison to the previous case it does not follow that n should be even if f is
bent. Such functions for ¢ = 4 were studied by K.-U. Schmidt (2006) in [24]. Here
we consider only this partial case ¢ = 4.

3) f:Zy — Z, — g-ary function in n variables. Its sign function is given by
F := w/ as in the previous case. Its WHT is defined by

(3) ﬁ(x) = Z wfWtey — Z F(y)w®™?.

yeLy yeLy

Here + and .y are addition and inner product over Z,. Note that the matrix of this
transform is no longer a Sylvester type Hadamard matrix as in the previous case,
but a generalized (complex) Hadamard matrix. A g-ary function f is called bent, iff
|F(z)| = ¢"/2 forall x € Zy . Notice that again it does not follow from the definition
that g-ary bent functions do not exist if n is odd. P. V. Kumar, R. A. Scholtz
and L. R. Welch [10] studied g-ary bent functions in 1985. They proved that such
functions exist for any even n and ¢ # 2(mod 4). Later S. V. Agievich [1] proposed
an approach to describe regular g-ary bent functions in terms of bent rectangles. If
q =4 we call f a quaternary function. Here we study such functions only. Note
that in 1994 A. S. Ambrosimov [2] studied another type of g-ary bent functions
defined over the finite field.

A bent function f : Zj — Z, is called regular if each of its Walsh-Hadamard

coefficients can be expressed as ﬁ(z) = ¢"/2w"?) for every z € Zq and some g-ary
function h. From [10] it is known that for quaternary (¢ = 4) case all bent functions
are regular.

3. CONNECTIONS BETWEEN BOOLEAN AND GENERALIZED BOOLEAN BENT
FUNCTIONS

Let f : Z3" — Z4 be a generalized Boolean function. Represent it as f(z,y) =
a(z,y) + 2b(x,y), for any x,y € Z% where a,b : Z3" — Zy are Boolean functions.
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In this section we study connection between properties of bentness of generalized
Boolean and Boolean functions.

Here and further by A - B we mean WHT of a @ b. It is natural, since A- B =
(—1)2®%_ In this section and in what follows, by z.y we mean the inner product
over Zy: .Y = 1Y1 + ... + TpY, mod 4.

Lemma 1. Between Walsh—-Hadamard transforms of f, a®b, b, there is the relation
~ 2 1 =9 —2
Flay)P =5 (B2 + A B (0,)).

Proof. Let us study the Walsh—Hadamard transform of f. According to (2) we have

F\(.’E’ y) = Z (_1)(m,x/>@<y7yl>®b(w/7yl) ia(w/“y/),

2! 7y/

Applying the formula * = 1+(2_1)s + 1_(2_1)52' for s = a(a’,y") we get

Flo,y) = 5 (B@.y) + A Blay)) + 5 (Bla.y) - - Blay)).
From this we directly get what we need. (]

Note that Lemma 1 holds for any (not only even) number of variables of the
function f.

Theorem 1. The following statements are equivalent:
(i) the generalized Boolean function f is bent in 2n variables;
(ii) the Boolean functions in 2n variables b and a ® b are both bent.

~ ~ —2
Proof. By Lemma 1 we have |F(z,y)|? = 1 (BQ(%y) +A-B (x,y)) Ifa®band
b are bent functions then |F(z, y)|? = $(22" +22") = 22" and f is a bent function.

pY 2
Conversely, if f is bent, then it holds B?(z,y) + A- B (z,y) = 2?"*1. Since WHT
coefficients of a Boolean function are integer, this equality has the unique solution

~ 2
B?(x,y) = A- B (x,y) = 22" (see [9] for details). So, functions a & b and b are
bent. O

Note that there are some intersections between Lemma 1, the part (i)—(ii) of
Theorem 1 and results of the last version of [24].

4. CONNECTIONS BETWEEN BOOLEAN AND QUATERNARY BENT FUNCTIONS

Define a quaternary function g : Z} — Z4 as g(x + 2y) = a(z,y) + 2b(z,y), for
any x,y € Z% where a,b : Z3" — Z, are Boolean functions. In this section we study
connection between properties of bentness of quaternary and Boolean functions.

4.1. Preliminaries and necessary statements. In this section we present several
facts that will be instrumental in what follows.

Lemma 2. Let x,y € Z%. If x.y # (x,y) then z.y = (x,y) + 2.
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Proof. There are four possible values for z.y: 0,1,2 and 3. For x.y = 0 or 1, it is
obvious that z.y = (z,y). For two remaning cases, we have

zy =2 (r,y) =0 = 2y = (z,9) +2,

zy=3—=(r,y)=1—-zy=(x,y) +2.

The following fact is well known for Boolean functions.

Lemma 3. Let f be a linear Boolean function in n variables. Then there are two
possible values of WHT coefficients of f: 0 and 2.

Proof. Any linear Boolean function f in n variables can be represented for some
a € 75 as f(x) = {(a,z). Therefore, by (1)

ﬁ(x) = Z (f1)<a,y)€a<x,y> _ Z (71)((1@:1:,7;}.

yezy yezy

Using the well-known fact that

ST (-t = 2%, if =0,
ot 0, otherwise.
2

the result follows. ]

Proposition 1. (see, for instance, [32]) All quadratic Boolean functions in two
variables, i.e. f : 73 — Zo such that f(x,y) = vy ® ¢, where x,y,c € Zy, are bent.

Proposition 2. (Rothaus, [23]) The degree of Boolean bent function f inn > 4
variables is not more than n/2.

Proposition 3. (Rothaus, [23]) Let x € 7% and y € Z5, where r,k > 2 and even. A
Boolean function f(x,y) = f1(x) ® f2(y) is a bent function in r + k variables if and
only if the functions fi1 and fs are bent functions in r and k variables respectively.

Proposition 4. (Singh et al., [25]) Let x € Z} and y € Z% for rk > 1. A
quaternary function g(x,y) = g1(x) @ g2(y) is a bent function in r + k variables if
and only if functions g1 and g2 are quaternary bent functions in v and k variables
respectively.

Note that results of Propositions 3 and 4 can be easily extended to sums with
more than two functions.

4.2. Quaternary bent functions in small number of variables. Here we
present results on connections between notions of quaternary bent functions in one
and two variables and Boolean bent functions. Using computer search we obtain
the following facts.

Statement 1. For every quaternary function g(x + 2y) = a(z,y) + 2b(z,y) in one
variable with x,y € Zo, it is true that g is a quaternary bent function if and only
if b is bent and a does not depend on y, i.e. a(x,y) is equal to 0, 1, x or x & 1.
Moreover, if g is bent then b and a & b are bent functions too.
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Number of quaternary bent functions
Cases for b and a @ b Types of a in the case For each type of a | Total in the case
band a &b a is bent 49152
are nonlinear a is linear (not constant) 3072 147456
(not bent) a is nonliear (not bent) 95232
a is bent 16384
band a®b a is linear (not constant) 2304 53248
are bent a is constant 768
a is nonlinear (not bent) 33792

Table 1. Classification of functions b and a @ b for quaternary bent functions in 2 variables.

Computer search shows that the number of quaternary bent functions in one
variable is equal to 32.

There are 200704 quaternary bent functions in 2 variables. Among them there
are 98304 fuctions such that none of Boolean functions a,b and a & b is bent but
for 3072 of them a is a linear Boolean function. There are 36864 quaternary bent
functions such that b and a ® b are bent functions, while for 33792 of them a is a
nonlinear function, and for 2304 and 768 functions a is a linear function or constant
respectively. The number of quaternary bent functions in 2 variables with each of
a,b and a ® b being bent is equal to 16384. For the remaining 49152 quaternary
functions, a is bent and b and a @b are nonlinear Boolean functions. We summarize
the data described above in Table 1.

For functions in three and more variables an exhaustive search is unfeasible (there
are 2128 quaternary functions in three variables).

4.3. Possibilities for bentness. From Statement 1, we know that for n = 1if g is
quaternary bent then b and a @ b are bent functions too. In the previous section we
showed that it does not hold for quaternary functions in 2 variables. Let us prove
that it does not hold for arbitrary n > 2.

Proposition 5. For everyn > 2 there ezists a quaternary bent function g(x+2y) =
a(z,y) + 2b(x,y) in n variables, with b and a ® b being not bent in 2n variables.

Proof. In what follows, '+’ denotes the addition over Z, excepting summation of
indices. Any quaternary function g in n variables can be uniquely represented as

follows: g(z14+2Tp11, ...y Tn+222pn) = a(T1, ..., Top)+2b(x1, ..., Tap ). Let b(xq, .., x2,) =
n

P ziTitn BT1Tnt2 P LTyl BT1T2Tyy1,a(X1, .., Tap) = T12n41. One can see that
i=3

b can be divided into sum of n — 2 Boolean functions in two variables and one
Boolean function in four variables like this:

b(1,..., T2p) = b1(x1, T2, Tng1, Tni2) B ba(23, Tni3) ® ... ® bp—1(xp, Tan),
b1 (%1, T2, Tpt1, Tnt2) = T1Tpt2 B ToTnt1 B T1T2Tnt1,

bi(Tit1, Tntit1) = Tig1Tnyiv1, @ =2,..,n— L.

From Proposition 3, we know that b is bent if and only if all b; are bent. According
to Proposition 2, we get that function b; in four variables is not bent since its degree
is equal to three. Therefore, b is not bent.

It is easy to check that

2b(x1, .., Tan) = (203%n43 + oo + 22,20p) + 221 T + 202X 011 + 221 T2Tp1 1.
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Moreover, g can be divided into sum of n — 2 quaternary functions in one variable
and one quaternary function in two variables

91 + 2T y1,s o, T + 2220) = g1(T1 + 2T 41, T2 + 2T 42)+
+go(x3 + 22013) + oo + Gno1(Tn + 222,),
where
91(x1 + 2Zp41, T2 + 2Tp42) = T1Tpp1 + 281 8ng2 + 209Tp11 + 221 T2Tny1,
Gi(Tiy1 +2Tpyiq1) = 2Ti1Tppiv1, ©=2,.,m— 1
From Proposition 1, we know that all x;112,4:+1 are bent, i = 2, ..., n. Therefore,
according to Statement 1 functions g; are quaternary bent functions, i = 2,...,n— 1.

It was checked that the quaternary function g; is also bent according to the definition:
its WHT coefficients are the following:

T € Zi 00 | 01 | 02 | 03 | 10 | 11 12 13 | 20 21 22 23 30 31 32 33

J—

G1(z) 4 41 4 4 4 44 —4 4 4 —44 4 —4 4 —41 -4 | —4

From Proposition 4, g is a quaternary bent function if and only if all g; are
quaternary bent functions, ¢ = 1,...,n — 1. This completes the proof. ([

The next result shows that bentness of a quaternary function does not follow
from bentness of Boolean functions in general.

Proposition 6. For every n > 1, there exists a quaternary function g(z + 2y) =
a(x,y) + 2b(x,y) in n variables that is not bent, while b and a ®b are Boolean bent
functions in 2n variables.

Proof. Any quaternary function g in n variables can be uniquely represented as
g(x1 4 2Tpa1, ooy Ty + 222p) = a(@1, .., Top) + 20(21, ...y Top).
n
Let b(z1,..,22,) = D vi%itn,a(x1,..,22,) = ZTpt1. It is easy to check that
i=1
2b(x1, .., Tan) = 221Zp41 + ... + 2@, x9,. Note that g can be divided into sum of n
quaternary functions in one variable:

9(T1 + 2Tpg 1y o, Ty + 2020) = g1(T1 + 2Tp41) + oo+ Gn(Tn + 272),
where
9i(xi + 2Tn4i) = ai(@, Tpgi) + 20(24, Tngs), 1=1,..,m,
bi(zi, Tnti) = TiTpti, 1 =1,..,n,
a1(T1, Tpt1) = Tpy1,
ai(zi, Tpyi) =0,1=2,..,n.
From Proposition 4, we know that ¢ is a quaternary bent function if and only if all

g; are quaternary bent functions, ¢ = 1,...,n. From Statement 1 and by the choice
of a and b, we get that g; is not quaternary bent. This completes the proof. (Il

From Propositions 5 and 6, we conclude that there is no direct link between
notions of Boolean and quaternary bent functions. Additionally, Proposition 5
shows that if b and a & b are not bent, it does not imply that g is not bent.
According to Proposition 6, it is also true that if g is not bent, it does not imply
that b and a @ b are not bent.
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From the previous section, we can see that for quaternary bent functions in one
and two variables, a Boolean function b is bent if and only if a & b is also bent.
Whether this statement is true for arbitrary n remains an open problem.

4.4. Nonlinearity of component Boolean functions. Let g(x+2y) = a(z,y)+
2b(z, y) be a quaternary function in n variabes, where z,y € Z% and a, b are Boolean
functions in 2n variables.

Let us represent WHT coefficients of quaternary functions in terms of the coefficients
of Boolean functions b and a @ b as we did for generalized functions in section 4.

Here by A B we mean the WHT of a @ b.
Lemma 4. Between the WHT coefficients of g, a ® b, b there is the relation

~ 1 ~ —
Glo+2y) = 5 (Bl ®y,2) + A-Bly,2) — 204(2 ©9,2) — 2camp(y, 7)) +

+ (E(yax) —A/\B(x@y,x) _2Cb(y>x)+2ca®b(‘r@y7x)) ;

DO .

with
crlu,z) = Z (,1)f(w',y')®<(u,m)’(w’,y’)>’
' eVy,y'
where f is a Boolean function in 2n variables, V, = { 2’ € Z% | (z,2') # z.a’ }, and
u € Zy.
Proof. Let us study the Walsh-Hadamard transform of g. By (3) we know that
Gz +2y) = Z i (@+2v).(2"+2y ) +a(a’ y')+20(2" y)
E/7y,
From the fact that for any z”,2"”" € Z% it holds 2(z”,z""") mod 4 = 2z".2"" and
Lemma 2, we have
oy = ) (@@ + 20 y) + 2(y, ), if wa=(x2),
R YU L (R A e/ o S S og
Let U, ={a' € Z} |z.a' = (x,2") }and V, = { 2’ € ZY | x.2’ # (x,2") }. Therefore,
we get U, NV, = & and U, UV, = Z%. Note that |U,| # |V,| in general. Then
é(x +2y) = Z (_1)(r»y'>®<y,r’>@b(ﬂc’,y’)i<r,w’>+a(r’,y’)_
z€Uz,y’
_ Z (_1)<r>y’)@<y,r'>®b(r'»y')i(Iyr’>+a(w’,y')
' eVy,y’
Here we use the standard maps (3,7 : Zy — Zs defined as
B:0,1—=0and f:2,3 > 1;
7:0,2—=0and v:1,3 — 1.

For any t € Z4 it holds
14+ (=1)® 1 —(=1)®
it:(—l)ﬁ(t)( +(2) + (2) z)

Using this formula for ¢ = z.2’ 4+ a(z’,y’) and the fact that v((z, ') + a(2’,y")) =
(z,2") ®ala',y') we get

~ 1 )
Gz +2y) = 5 (S1+ 82— 83— 84) + 5 (51 = 52 = S5+ 54),
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where
S = Z (_1)b(w’,y')®<I7y’>®<y,w'>@ﬂ(<w,$'>+a(a¢',y/)),
' €U,y
Sy = Z (_1)a(r’y’)@b(m/,y/)@<z,y’>@<y,m’>@<r,r’>@ﬁ(<x,z’>+a(z/,y/))7
' €Uz, y’
S3 = Z (,1)b(I',y')€9<w,y'>®<y¢r')®B((I7w'>+a(w',y'))’
' eVy,y’
Sy = Z (—1)2(@"8)®b(a" 5By ) B (ya" ) (2" BB ((w,a") tala’y))
' €Ve,y'
Let M5, ={ ' € Z}|{(x,a’") = } for § € Zy. Note that My, U M; , = Z} and
|Mo..| = |My.| = 2771, Let us divide every sum S;,Ss,S3 and Sy into two sums
dowreMy .y @0d Y eny 0o Note that 8(a(z’, y') +(z,2")) is equal to 0 or a(z’,y')

for ' € My, and 2’ € M , respectively. Thus, we have
S, = Z (_1)b(r’,y’)@(rvy’)®<y,m/>_|_
@' €U,NMo o,y
+ Z (—1)bE" ¥ )@y ) ly2)@ale’ )
@ €U,NMi o,y
Sy = Z (—1)al=" @by )B (Y ) By.a) D) |
@ €ULNMo o,y
+ Z (=1)="y)Bb(" Y )@ (2y ) By, 2) B(z,2) Balz’y")
o' €URNM1 4.y’
S = Z (_1)b(ﬂc’7y’)®<x7y’)@(y7w’>+
@' €VeNMo oy’
+ Z (_1)b(w/7y/)@<w,y/>®(y7w’)@a(ﬂﬂ/7y/)’
@' €VeNMy 4y’
So= Y (c1)eE)sE ey )Bme)Bw) y
&' €VyNMo, .,y
+ Z (—1)4@"y)Ob(" ¥ ) (g ) Dy, 2 ) D (w e hale’y")

' eVNM1 2,y

After grouping terms we obtain
Sl+52—53—54:
= Z (—1)PE oy YO (y.2 ) Ole,a)
z' €Uz, y’"
+ Z (,1)b(m’,y’)®a(w’7y’)€9<r,y’>®<y’w’>,
z'eUsz,y’
_ Z (_1)b(w/,y/)®<x,y'>€9(y7x’)@(x,x'>_
x/e‘/m7y/
- Z (—1)P@y)Ba(z’ ¥ )@@y )& lya")

z' €Vy,y'
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Then
S1— 8 -85+ 85, =
= Z (—1)PE" )y ) Bly.a’) _
' €Uy’
_ Z (_1)b(w',y/)GBa(w/,y/)@(w,y')@(y,z’)@{x,f}_
z' €U,y
_ Z (_1)b(x’7y’)®(x7y/)®(y7x’)+
' €Va,y!
T Y (C1) IR 0 1O 0
eV, y

Since
Cf(U,.’IJ) = Z (_1)f(3f Y ®((uz), (2 y )>,
@ EVy,y’
where f is a Boolean function in 2n variables and u € Z%, then one can see that

S1+ 8y — 853 — 85, =

= (Blzoy,z) — ez ®y,2)) + (A- By, ) — cagp(y, ) — co(x By, ) — Cagn(y, 7)
and
S1 =82 =834+ 5, =

= (B(y,x) — c(y,2)) — (A~ Bz @y, ) — cagp(z DY, 7)) — cp(y, 7) + Cagp(z Dy, 7).
After rearranging, the result follows. O

We can see that WHT coefficients of a quaternary function g do not directly
depend on WHT coefficients of Boolean functions b and a & b. This result will be
used in proof of the next theorem and also in section 8.2.

Theorem 2. Let g(z + 2y) = a(z,y) + 2b(z,y) be a quaternary bent function with
x,y € Zy and a,b be Boolean functions in 2n wvariables. Then b and a ® b are
nonaffine functions for any n > 1.

Proof. According to Lemma 3 there are two possible values of WHT coefficients of
a linear Boolean function in 2n variables: 0 and 227.
From Lemma 4, we get

~ 1 ~ — 1~ — n

Note that V, is empty for 2 = 0, hence cp(z D y,x),cp(y, ), cagp(z @ y,x) and
cagb(y,x) are zero t0o.

As it was mentioned in section 2 all quaternary bent functions are regular. It
means that there is only real or imaginary part of @(Qy) Thus, we get that there
are two possible cases

{ (B(y,0) + A- B(y,0))* = 0,
(B(y,0) — A~ B(y,0))> = 4-4".

or

From the first system we get
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~

(2 By, 0))2 = 4- B(y,0)° = 4-4".

Hence,

B(y,0) = —A" B(y,0) = +2".

By solving the second system one can get

~

B(y,0) = A~ B(y,0) = £2".

Therefore, b and a @ b are nonaffine functions. O

5. CONNECTIONS BETWEEN QUATERNARY AND GENERALIZED BOOLEAN BENT
FUNCTIONS

Let g(x +2y) = f(z,y), where g : Z} — Zy, [ : 2% — Z4 and z,y € Z5.
In this section, we show that the approach of Kumar et al. and that of Schmidt
are not equivalent.

Proposition 7. For every n > 1, there exists a generalized bent function f(z,y)
in 2n variables such that a quaternary function g(x + 2y) in n variables defined as
gz +2y) = f(z,y) for all x,y € ZY is not bent.

Proof. From Proposition 6, there exists a quaternary function g(z+2y) = a(x,y) +
2b(x,y) which is not bent, while b and a®b are both bent. Now from Theorem 1 we
know that if b and a@®b are both bent then f(z,y) is a generalized bent function. O

Proposition 8. For everyn > 2, there exists a quaternary bent function g(x + 2y)
in n variables such that a generalized function f(x,y) in 2n variables defined as
flz,y) = glx + 2y) for all x,y € ZY is not bent.

Proof. From Proposition 5 there exists a quaternary bent function g(z + 2y) =
a(z,y) + 2b(x,y) inn > 1 variables such that both b and a @ b are not bent. From
Theorem 1 we know that a generalized function f(x,y) is bent iff b and a ® b are
both bent. Hence, f(x,y) is not bent. a

6. GRAY IMAGES OF BENT FUNCTIONS

Let f be a generalized Boolean function from Z5 to Z,. Write f = a + 2b with
a,b Boolean functions in n variables. Its Gray map ¢(f) is the Boolean function in
variables (z,z) with « € Z} and z € Z, defined as a(z)z + b(x). The proof of the
next result is implicit in the proof of [24, Th. 3.5] and is omitted.

Proposition 9. For the WHTs of functions [ and ¢(f) it holds
4) B(f)(u,v) =206 F(w)) = B(u) + (~1)"A - B(w), where u € Z2,v € Zs.

Here R denotes real part of a complex number. As far as the left side of equation (4)
is a WHT coefficient of a Boolean function, we easily get

Corollary 1. For any generalized Boolean function f in n variables it holds

R -7vﬁ > 2(77,71)/2’
e [RGF(w)

Corollary 2. If f is generalized bent in n variables then ¢(f) is either bent (n
odd) or semi bent (n even).
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Proof. Write ﬁ(u) = X +14Y with X,Y integers. We know that 2" = X2 +Y?2. We
know that the solution to that diophantine equation in X >0 and X > Y > 0 is
unique, see e.g. [9]. The obvious solutions for n odd are {|X| = |V| = 2(»=1/2},
{Y =0, X = £2"/2} and {Y = +2"/2, X =0} for n even.

Thus, if n is odd it holds ®(f)(u,v) = £2"*D/2 for all u, v, and hence ¢(f) is

bent in n 4 1 variables. If n is even we see that ®(f)(u,v) equals 0 or £2("+2)/2,
so ¢(f) is semi bent in n + 1 variables. O

There is a partial converse to Corollary 2. The proof is immediate.

Proposition 10. Let n be odd. If ¢(f) is a Boolean bent function in n+1 variables
then f is a generalized Boolean bent function in n variables.

Proof. Let F(u) = X +iY with X,Y integers. We know that for all u,v it holds
O(f)(u,v) = £2("*+1/2 Therefore, from Proposition 9

‘IT(?)(’U,,O) = 2%(?(1},)) =92X = i2(n+1)/2,

and -
O(f)(u,1) = 2R(i " F(u)) = 2V = +2(n+1)/2,
Hence, \ﬁ(u)P — X24Yy2=9n .

This fact has also been obtained in the last variant of [24].

7. NOTIONS OF NONLINEARITY

It is well-known that Boolean bent functions are characterized by their maximal
distance to the first order Reed—Muller code. This fact is generalized in this section
to their quaternary analogues.

7.1. Generalized Boolean functions. Let RM (r, k) be the Reed-Muller code
of length 2% and of order r, see [12]. Define, for 0 < r < m the quaternary code
ZRM (r,m) = ¢~(RM(r,m + 1)). This code is spanned by vectors of values for
functions of degree at most » — 1 together with twice functions of degree at most
r, see [7] for details. We introduce the nonlinearity N(f) of a generalized bent
Boolean function f in n variables as

n 1 TN
5) N(p)=2 =5 max (870
The Lee weights of 0,1,2,3 € Z4 are 0,1,2, 1, respectively, and the Lee weight
wtr(a) of a € ZY is the rational sum of the Lee weights of its components. This
weight function defines a distance dr(f,g) = wt(f — g) between two generalized
functions on Z} called the Lee distance. Analogously, let dg(-,-) be the Hamming
distance on Z3N. According to Corollary 1 we have

Proposition 11. For any generalized Boolean function f in n variables, it is true
N(f) <om — 2(n—1)/2.

Proposition 12. With the above notation, for any generalized Boolean function in
n variables f we have

N(f) = dr(f, ZRM(1,n)) = du(®(f), RM(1,n +1)).
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Proof. Let x, y be arbitrary vectors of Z'. Denote by i* the vector (i*!,...,i%V).
Recall first the well-known identities

N
d%(i®, 1Y) = 2dp (z,y) = 2(N — %(Z T,

j=1

where dg stands for the Euclidean distance. Observe that ZRM (1,n) is spanned
by the all-one vector, along with twice the binary linear functions, and that F(u) =

> ifW+2uy  The second equality holds by the isometry property of the Gray
YELY
map [7]. O

Hence, using Propositions 11 and 12 we can reformulate one partial case from
Corollary 2 and Proposition 10 as follows.

Corollary 3. Let n be odd. A generalized function f is bent if and only if N(f)
attains the mazimal possible value 2" — 2("—1)/2,

The case of even n is more complicated. We have
Corollary 4. Let n be even. If a function f is bent then N(f) = 2" — 27/2.

Proof. By Corollary 2 the Boolean function ¢(f) is semi bent in n + 1 variables.

Hence the maximum value of |<I>/(?)(u, v)|is equal to 2("*+2)/2. Then by Proposition 9
and definition (5) we get N(f) = 2" — 2%/2, O

The converse statement is not right in general as far as from the equality

() — 9(n+2)/2
e, |D(f)(u,v)|

it does not follow that |F(u)| = 2"/2 for any u € Z2. Actually, it is not clear what
is the maximum possible value of N(f) if n is even. To know it one should find the
value of covering radius of the code RM(1,n + 1) when n + 1 is odd. But it is a
hard old problem without analogy to the easy case of even n + 1.

7.2. Quaternary functions. Let g be a quaternary function in n variables. In this
case, an immediate reduction to the preceding subsection (namely, passing from g
to f in the notations of section 5) yields the definition

1 o
N = 2271 . (b .
(o) =2 =5 e [8(0)(0,0.0)

The following analogue of Proposition 12 is immediate.
Proposition 13. For any quaternary function g in n variables we have
N(g) = dL(gv ZRM(]-v 2”)) = dH(¢(g)a RM(la 2n + 1))

In particular if ¢ is bent then N(g) = 22" — 2". As it was mentioned above the
maximal possible value of N(g) is not known yet.
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8. EXAMPLES OF CONSTRUCTIONS

Define algebraic normal form (ANF) of generalized Boolean function f in n
variables as follows:

n
f(@1, . an) = Z Z @iy, i Tiy *° * Tiy, T G0,

k=1i1,...,i

where for each k indices i1, ..., i, are pairwise distinct and sets {i1, ..., i } are exactly
all different nonempty subsets of the set {1, ..., n}; coefficients a;, . ;, , ao take values
from Z4. The number of variables in the longest item of its ANF is called the degree
of a generalized function and is denoted by deg(f). For computing degrees we require
the following lemma.

Lemma 5. For a generalized Boolean function f the degree of ¢(f) is at most the
degree of f.

Proof. Follows by definition of the ZRM (r,m) code by its generators [7]. O

8.1. Generalized Boolean bent functions. In [24, Th. 4.3] figures a natural
generalization of the classical Maiorana—McFarland construction.

Proposition 14. (Schmidt, [24]) The generalized Boolean function f in 2n variables
defined for x,y in Z% by f(x,y) = 2z.7w(y) + 7(y), with 7 an arbitrary generalized
Boolean function in n variables and ® an arbitrary permutation of Z% is bent.

By Corollary 2 the Gray map of this function is a binary Boolean semi bent
function in 2n 4 1 variables. By Lemma 5 its degree is max(2, deg(r)).

It is well-known that the binary Kerdock code contains bent functions. We
assume the reader has some familiarity with Galois rings as can be gained in, e.g. [7].

For completeness, the next result from [24] we present with the proof.

Proposition 15. (Schmidt, [24]) Let n > 3 denote an integer. Let R, denote the
Galois ring of characteristic 4 and size 4™. Let RE denote R, \ 2R,,. Let T,, denote
the Teichmuller set of R,,, and Tr the trace function of R,,. The generalized Boolean
function in n variables defined for x € T, by

f(z) =€+ Tr(sz)

for constants €, s ranging in Zy, R: is bent. Its Gray image is either bent (n odd)
or semi bent (n even,).

Proof. The first assertion follows by [24, Construction 5.2] upon observing that
ZRM(1,n) is described by functions f(z) = € 4+ 2Tr(sz). The second assertion
follows by Corollary 2. |

A monomial construction of a bent generalized Boolean function is presented in
[24, Th. 5.3]. Intuitively it detects the generalized bent functions in the dual of the
Goethals code.

Proposition 16. (Schmidt, [24]) Keep the notation of Proposition 15. Let p denote
the "reduction mod 2"map from R,, to Fon. The generalized Boolean function in n
variables defined for x € T, by f(z) = e+Tr(sx+2tx>) for constants e, s,t ranging
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in Ly, Ry, Ty \ {0} is bent if u(s) = 0 and the equation p(t)z> +1 = 0 has no
solutions in Fon, or if u(s) # 0 and the equation

u(t)?

3
20+ z+ =
p(t)°

has no solutions in Fan.

By Corollary 2 the Gray map of this function is a binary Boolean function in
n—+ 1 variables which is semi bent if n is even or bent if n is odd. It is quadratic by
Lemma 5.

In the original paper [27] it was mentioned that it would be interesting, for
instance, to replace the exponent 3 in Proposition 16 by a Gold exponent 2% + 1.
Then Li et al. [11] characterized the functions in n variables of the form f(z) =

Tr(az + 2ba*2") for odd n/ged(n/k).
8.2. Quaternary bent functions.
Proposition 17. For every n a quaternary function
91 + 2T p41, oy Ty + 222p) = 121 + oo + CuTy + 221541 + oo+ TnZop)
s a quaternary bent function with ¢; € Zo and '+’ is addition over Z,.

Proof. One can see that g can be divided into sum of n quaternary functions in one
variable g(w1 + 2211, ..., Tn + 272,) = g1(71 + 22140) + .. + g (T0 + 272,),

9i(Ti +2i10) = iy + 22T qn.

From Proposition 1, we know that all z;x;4,, are bent, i = 1, ..., n. From Statement 1
each of g; is a quaternary bent function in one variable, therefore, from Proposition 4
g is also a quaternary bent function. O

Proposition 18. Let g(x + 2y) = a(z,y) + 2b(x,y) and ¢'(z + 2y) = a(z,y) +
2(a(z,y) ® b(x,y)) be quaternary functions with xz,y € Z% and a,b be Boolean
functions in 2n variables. Then g is bent if and only if g’ is bent.

Proof. Study the Walsh-Hadamard transform of g and ¢’. From Lemma 4, we have

~ 1 ~ —
Glo+2y) = 5 (Bl ®y,2) + A-Bly,2) — 204(2 ©9,0) — 2eamn(y, 7)) +

(E(y,l‘) - 14/\B(I S5 y,I) - QCb(yvx) + 2Ca@b(x Dy, .Z‘))

—_ 1 — ~
Gla+2ay) =5 (4 Bly.2) + Bla & y,2) — 2cas(y, 1) — 200w ® y,2) ) +

+- (A/\B(sc ®y,x) — By, @) + 2¢u(y, &) — 2¢ agp(z ® y,x)) )

2
with
cru,z) = Z (—1)f @)@ (w2), (@)
' €Vy,y!
where f is a Boolean function in 2n variables, V, = { 2’ |(z,2') # x.2’ }, and
u € Zy.

Let  and & be real and imaginary parts of a complex number respectively. Then
R(G(z 4+ 2y)) = R(G'(z+2(z D Y))), S(G(z+2y)) = -G (z + 2(x D y))).
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As it was mentioned in section 2 all quaternary bent functions are regular.
Therefore, each of Walsh-Hadamard coefficients of a quaternary bent function

has only real or imaginary part. Hence, if g is bent then \G’(m + 2( ®y)| =
\G(x+2y)\ = 4"/2, By the same way we can prove that if ¢’ is bent then |G(x+2y)|
|G'(z + 2(x ® y))| = 4™/2. This completes the proof. O

9. CONCLUSION AND OPEN PROBLEMS

In the present work we have shown how generalizations of the notion of bent
functions involving the ring Z, could produce, by Gray map or by base 2 expansion,
bent Boolean functions in the classical sense. We have proved that the approach of
Kumar et al. and that of Schmidt are not equivalent at least in quaternary case.
Schmidt’s definition fits better Z4-cyclic codes constructions. Conversely classical
binary bent functions (but perhaps not semi bent functions) can yield generalized
bent functions by inverse Gray map. These results motivate to explore further
algebraic constructions of generalized bent functions. Although the results show
that there is no direct connection between quaternary and Boolean bent functions
it is still might be possible to connect these notions if we will ask for additional
conditions. For instance, it would be interesting to solve the problem that we
mentioned at the end of section 4.3. It is also possible that notions of g-ary and
Boolean bent functions are more connected for ¢ > 4.
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1. INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in
Cryptography that was held for the seventh time in 2020. The Olympiad program
committee includes specialists from Belgium, France, the Netherlands, the USA,
Norway, India, Luxembourg, Belarus’, Kazakhstan, and Russia. Interest in the
Olympiad around the world becomes more significant. In 2020, there were 775
participants from more than 50 countries; and 14 countries took part for the first
time. Summing the results, 84 participants in the first round and 49 teams in the
second round from 32 countries were awarded with prizes and honorable diplomas.
The list of the winners can be found at the official [website of the Olympiad [9].
Fig. |1} illustrates the Olympiad logo and winners.

Let us shortly formulate the format of the Olympiad. When registering to the
Olympiad, each participant chooses his/her category: “school students” (for junior
researchers: pupils and high school students), “university students” (for participants
who are currently studying at universities) and “professionals” (for participants
who have already completed education or just want to be in the restriction-free
category). The Olympiad consists of two independent the Internet rounds. The
first round is individual (duration 4 hours 30 minutes, two sections: A is for “school
students”, B is for “university students” and “professionals”). The second round is a
team one (duration 1 week, common to all participants).

A distinctive feature of the Olympiad is that some unsolved problems at the
intersection of mathematics and cryptography are offered to the participants as
well as problems with known solutions. During the Olympiad, one of such open
problems, “Miller — Rabin revisited” (see section , was solved completely. For
another one problem, “Bases” (see section , a partial solution was proposed.
All the open problems stated during the Olympiad history can be found here| [I0].
What is more important for us that some researchers were trying to find solutions
after the Olympiad was over. In the recent paper [7], a complete solution was found
for the problem “Orthogonal arrays” (2018). A partial solution for the problem “A
secret sharing” (2014) was proposed in [3]. We invite everybody who has ideas on
how to solve the problems to send your solutions to us!

We start with problem structure of the Olympiad in section [2} Then we present
formulations of all the problems stated during the Olympiad and give their detailed
solutions in section [3] Mathematical problems and their solutions of the previous
International Olympiads in cryptography NSUCRYPTO from 2014 to 2019 can be
found in [2], [, [8], [, [5], and [6] respectively.

2. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 14 problems stated during the Olympiad, some of them were included
in both rounds (Tables[I][2). Section A of the first round consisted of six problems,
whereas the section B contained seven problems. The second round was composed
of ten problems. Four problems included unsolved questions (awarded special prizes
from the Program Committee).
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FiG. 1. NSUCRYPTO logo and winners

Tapuiia 1. Problems of the first round

| N | Problem title | Max score |
1 | |2020] 4
2 | [POLY] 4
3 | |A secret house| 4
4 ||RGH| 4
5 | [Miller — Rabin revisited (Q1)| 4
6 | [Mysterious event] 4

Section A

| N | Problem title

| Max score |

1 [|2020]

A secret house

Miller — Rabin revisited|

4+

RGH|

[Mysterious eventl

CPA game]

| O U | W N

Collisions (Q1)|

%mﬂkﬂkmﬂkﬂk

Section B

Tap/inA 2. Problems of the second round

| N | Problem title \ Maximum score
1 [[|pory| 4
2 | [Stairs-Box 7
3 | |Hidden RSA 6
4 | [Orthomorph smsl 12
5 | PPEG Encoding| Unlimited (open problem)
6 | |Miller — Rabin revisitedl 4 + add. sc. for open pr.
7 ||CPA game] 6
8 | [Collisions| 8
9 |[Basesd| Unlimited (open problem)
10 AES—GCM| 10 + add. sc. for open pr.

3. PROBLEMS AND THEIR SOLUTIONS

In this section, we formulate all the problems of NSUCRYPTO’2020 and present
their detailed solutions paying attention to solutions proposed by the participants.

3.1. Problem “2020”.

3.1.1. Formulation. A cipher machine WINSTON can transform a binary sequence in
the following way. A sequence S is given, a cipher machine can add to S or remove
from S any subsequence of the form 11, 101, 1001, 10...01. Also, it can add to S
or remove from S any number of zeros.

When special agent Smith entered the room there were two identical WINSTON
machines. He was curious to encrypt number 2020 and he tried to encrypt the
number in it’s binary form. The first cipher machine returned the binary form of
number 1984, the second one returned the binary form of number 2021. Smith

understood that one of the machines is broken. How did he know that?
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3.1.2. Solution. By removing subsequences of the form 10...01 and 0...0, the parity
of ones in the binary representation cannot be changed. The given numbers have
the following binary representations:

2020 — 11111100100 — 7 ones,
2021 — 11111100101 — 8 ones,
1984 — 11111000000 — 5 ones.

Hence, it is impossible to obtain 2021 from the input 2020. Hence, the second
machine must be broken.

3.2. Problem “POLY”.

3.2.1. Formulation. During a job interview, Bob was proposed to think up a small
cryptosystem that operates with integers. Bob invented and implemented a complex
algorithm POLY that can be represented mathematically as a polynomial. Namely,
if = is a plaintext, then ciphertext y is equal to p(z), where p is a polynomial with
integer coefficients.

Bob’s employer decided to test it. At first, he encrypted the number 20 and
obtained the number 7. Secondly, he encrypted the number 15 and obtained the
number 5. After that he said to Bob that there was a mistake in the implementation
of the algorithm and did not hire him. What was wrong?

3.2.2. Solution. Let p(x) = co + c1z + ... + cpz™. Then p(a) — p(b) = c1(a —b) +
...+ cp(a™ —b"), where a, b are some integers. Since (a* — b¥) is divided by (a —b),
we have that p(a) — p(b) is divided by (a —b). By condition, we have p(20) = 7 and
p(15) = 5, but 5 does not divide 2. Hence, there is a mistake in the implementation.
Almost all the participants solved the problem.

3.3. Problem ‘“A secret house”.

3.3.1. Formulation. You can see a secret house in Fig. a). Looking on it, could
you understand what should be shown inside the frame left blank in Fig. [2(b)?

mi i |

1171 _Albiadid |1 ihid

wl sl [#dl (mod 5)=] |
() (b)

Fi1G. 2. A secret house

3.3.2. Solution. Looking on the house, one can see that the number in a window
is equal to “5 minus the number of shadows” inside the window. Hence, we can
guess that the task is to calculate 3%°?3! (mod 5). Since 3* = 1 (mod 5), then
340231 (mod 5) = 3*19057+3 (mod 5) = 3% mod 5 = 4. Hence, there should be one
shadow inside the frame.

3.4. Problem “RGB”.
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3.4.1. Formulation. Victor is studying the Moctod search server. Inside its software,
he found two integer variables a and b that change their values when special search
queries “RED”, “GREEN” and “BLUE” are processed. More precisely, the pair (a,b) is
changed to (a+18b, 18a—b) when processing the query “RED”, to (17a+6b, —6a+17b)
when processing “GREEN”, and to (—10a — 15b,15a — 10b) when processing “BLUE”.
When any of a or b reaches a multiple of 324, it resets to 0. Whenever (a, b) = (0, 0),
the server crashes.

On the server startup, the variables (a, b) are set to (20, 20). Prove that the server
will never crash with these initial values, regardless of the search queries processed.

3.4.2. Solution. The number 325 is the first natural number that can be written as
sums of squares in three different ways (up to permutation of terms):
325 =12 +18% = 6% + 17° = 10% + 15°.
Keeping this in mind, if (A, B) is the result of changing (a,b) with some query, then
A% + B? =325(a®* +b*) = a® + b*  (mod 324).

Thus, the number (a? + b%) mod 324 does not change for any chain of queries (in
order words, it is an invariant). Since initially (20% + 20%) mod 324 = 152 # 0, the
server will never crash.

3.5. Problem “Miller — Rabin revisited”.

3.5.1. Formulation. Bob decided to improve the famous Miller — Rabin primality
test and invented his test given in Algorithm [I} The odd number n being tested is
represented in the form n — 1 = 2¥3%m, where m is not divisible by 2 or 3.

Algorithm 1 Bob’s primality test

1. Take a random a € {2,...,n — 2}.
2. Put a + a™ mod n. If a = 1, return “PROBABLY PRIME”.
3. Fori=0,1,...,¢ — 1 do the following steps:
(a) b+ a® mod n;
(b) if a4+ b+ 1 is divisible by n, return “PROBABLY PRIME”;
(¢) a <+ abmod n.
4. Fori=0,1,...,k — 1 repeat:
(a) if a + 1 is divisible by n, return “PROBABLY PRIME”;
(b) a < a® mod n.
5. Return “COMPOSITE”.

Q1 Prove that Algorithm [1] does not fail, that is, not return “COMPOSITE”, for
a prime n.
Q2 Bonus problem (extra scores, a special prize!)

A composite integer n may be classified as “PROBABLY PRIME’ by a
mistake. It is known that for the usual Miller — Rabin test the error
probability is less than 1/4. Can this estimation be improved when we
are switching to Algorithm

Remark. The expression a < o™ mod n means that a takes a new value that is
equal to the remainder of dividing a™ by n.
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3.5.2. Solution. Let us prove that Algorithm [1| does not fail (Q1).
If n is prime, then by Fermat’s Little Theorem n divides

a1 =a2"%m 1= (azk_l?’lm - 1)(a2k_13lm +1)=...=
3l k=l 213[ 3[71 3 k-l 213l
=@ =D (¥ +1) = (@ ™ =D ] (¥ +1) =
i=0 =0
3l71 3[71 2 3[71 kol 213l
=@M D@ ™2 +a m+1)H(a M+1)=...=
1=0
-1 _ _ k=1
=@ -1]] ((af”]’")2 +a*m 4 1) 11 (a” ™4 1) :
j=0 i=0

A prime number n must divide one of the parentheses in the last expression. The
required statement follows from this.

The answer for the question Q2 is “the estimation is not improved”. Let us prove
this. In the original Miller — Rabin test, instead of steps 2 and 3, the following step
is performed:

23. a + a3™ mod n. If @ = 1, return “PROBABLY PRIME.

In other words, the following congruence relation is checked:
(1) @™ =1 (mod n).
If is satisfied, then A = a3 '™ is the cube root of 1 modulo n:
A*-1=0 (modn) < (A-1)(A’+A+1)=0 (mod n).
In this case, either A =1 (mod n), i.e.
(2) @ ™ =1 (modn),

or A2+ A= —1 (mod n). Both cases are analyzed in Bob’s test. In the first case,
the congruence relation (2) is analyzed in the same way as (T)).

Thus, the answer “PROBABLY PRIME” in Miller — Rabin test is returned if and
only if the same answer is returned in Bob’s test. Bob’s test has an advantage over
Miller — Rabin test. It is more efficient since the correctness of can be obtained
earlier.

The question Q2 was correctly solved by 10 participants and teams. They are
Artur Puzio (Poland), Leo Boitel (France), Geng Wang (China), Gabor P. Nagy
(Hungary), the team of Albert Smith, Ethan Tan, Guowen Zhang (Australia), the
team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, Ioan Dragomir (Romania),
the team of Sergey Bystrevskii, Maksim Starodubov, Evgeny Mikhalchuk (Russia),
the team of Mohammad Akbarizadeh, Reza Kaboli, Sajjad Bagheri (Iran), the team
of Jeremy Jean, Hugues Randriam (France), Irina Slonkina (Russia).

3.6. Problem “Mysterious event”.

3.6.1. Formulation. Mr. Bob is the editor in-chief of a well known magazine. He
has many interests and activities in addition to work: meetings with bright people
of politics and art, dancing, fishing, and even stenography and linguistics.

Every week, the magazine publishes a hard Sudoku on the last page. Mr. Bob
likes this game too! So, it is a pleasure for him to personally analyze all solutions
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from the readers. He sits down in his office with a cup of coffee and looks through
all the PNG-files with photos of solutions.

But suddenly Mr. Bob disappeared. The last solution he could see on his monitor
was that in Fig. |3| (here|is a link to it, if you are interested in).

Fi1G. 3. Sudoku

But what happened? Where is Mr. Bob?

3.6.2. Solution. As Mr. Bob likes stenography and the format of the given file is
png, one can try to find message hidden in Fig. |3| using steganography tools, for
example [I4]. It reveals the message “They know that you are a spy! Get back to
the center right now.” So, Mr.Bob is in the center.

3.7. Problem “CPA game”.

3.7.1. Formulation. Suppose we have a system for the encryption of binary messages.
The system has the following characteristics:

e Every message is divided into blocks of length n that are called plaintexts
(it is supposed that the length of messages is divisible by n).

e The system employs a block cipher with the encryption function E in
cipher block chaining (CBC) mode (see the picture below). A block, an
initialization vector IV and a key lengths are equal to n. The result of
encryption of the message is a concatenation of IV and the ciphertexts of
all plaintexts it consists of.

e The IV for the first message is chosen randomly by using a secure pseudo-
random number generator. The last ciphertext block of the i-th message is
used as the I'V for the (i + 1)-st message.

Let Alice be an honest user of the system. Victor, an adversary, convinced her
to play chosen—plaintext attack game (CPA game) with him.

The game is the following:

1. Alice selects a key k € {0,1}™ and chooses a bit b € {0,1}.
2. Victor submits a sequence of ¢ queries to Alice. For i = 1,2,...,q repeat
(a) Victor chooses a pair of messages, m; g, m; 1 of the same length.
(b) Alice encrypts m;;, with the key k and gets ¢; (that is the sequence of
corresponding IV and ciphertexts). She sends ¢; to Victor.
3. Victor outputs a bit b* € {0,1}.
Let W be the event that Victor guesses the bit, that is b* = b. We define Victors’s
advantage with respect to E as CPAadv := |Pr[W] — 1/2|. Victor wins the game if
he can build an efficient algorithm such that CPAadv is not negligible.


http://nsucrypto.nsu.ru/media/MediaFile/Mysterious_event-email.png
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Task. Construct an efficient probabilistic polynomial-time (PPT) algorithm that
wins the CPA game against this implementation with an advantage close to 1/2.

3.7.2. Solution. We describe two deterministic algorithms that win the given CPA
game with two queries in Algorithms Let 0 and 1 denote all zeros and all ones
vectors from the space Fj.

Algorithm 2 The first deterministic algorithm

ql: (a) Victor chooses a pair of messages mj o = mj 1 = 0 and sends them to
Alice;
(b) Alice sends ¢; = (IV, E(IV)) to Victor;
q2: (a) Victor chooses a pair of messages mo o = IV & E,(IV), me1 =1V &
E,(IV)® 1 and sends them to Alice;
(b) Alice sends co = (E,(IV),C) to Victor. Depending on the value of b,
the ciphertext C is equal to E(IV) if b = 0, and it holds C = E,(IV®
1)if b= 1.
Finally, Victor outputs b* = 0 if C' = E(IV) and b* = 1 otherwise.

Algorithm 3 The second deterministic algorithm

ql: (a) Victor chooses a pair of messages mi 9 =0, m11 = 1 and sends them
to Alice;
(b) Alice sends ¢; = (IV,C) to Victor, where the ciphertext C' is equal
to Ex(IV) if b=0, and it holds C = E,(IV @ 1) if b= 1;
q2: (a) Victor chooses a pair of messages mog = mo1 = IV & C and sends
them to Alice;
(b) Alice sends c2 = (ER(IV), Ex(IV)) to Victor.
Finally, Victor outputs b* = 0 if C' = Ey(IV) and b* = 1 otherwise.

There were several solutions from the participants that proposed the approaches
described above, as well as many 3-queries deterministic and probabilistic algorithms.

3.8. Problem “Stairs-Box”.

3.8.1. Formulation. Nicole was climbing stairs and has found a box containing a
curious permutation on the set of elements {0,1,...,63}:

S = [ 13,18,20,55,23,24,34, 1,62,49,11,40,36,59,61,30,
33,46,56,27,41,562,14,45, 0,29,39, 4, 8, 7,17,50,
2,54,12,47,35,44,58,25,10, 5,19,48,43,31,37, 6,
21,26,32, 3,15,16,22,53,38,57,63,28,60,561, 9,42 1]

So, the element 0 it maps to 13, the element 1 to 18, etc.

Nicole understands that it is possible to consider such a permutation as a vectorial
Boolean function S : F§ — F§ if every number between 0 and 63 one replaces
with a binary vector of length 6. For instance, S(000010) = (010100), since S
maps 2 to 20. She knows that .S can be given in terms of coordinate functions as
S(x) = (s1(x),...,s6(z)), and each Boolean function s; can be represented in the
algebraic normal form using binary operations XOR and AND in the following way:
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si(2) = @repny a1 (I1ies 7i), where P(N) is the power set of N = {1,...,6} and
ay € Fs.

A label on the box said that the function S can be represented as a composition
of three maps in the following way:

S=A0XoB,

where A, B : F§ — TF$ are linear maps and X is a function with a short
arithmetic expression modulo 64. Nicole knows that a linear map over F§ can
be defined by multiplication with a 6 x 6 matrix over Fo. But she wonders what
is supposed by “a short arithmetic expression modulo 64”7 Probably, Nicole also
should consider maps as classical modular operations such as addition, substraction,
multiplication modulo 647..

Help Nicole to find the secret function X and the respective maps A, B!

3.8.2. Solution. Arithmetic operations modulo 2% can be reduced modulo smaller
powers of 2. Most importantly, the output modulo 2 depends only on the input
modulo 2 (1 bit), the output modulo 2° depends only on the input modulo 2¢ (i
input bits, 1 <4 < 6).

It follows that there must exist linear combinations of outputs of S with algebraic
degrees less or equal to each of 1, 2, 3, 4, 5, 5 (“staircase”). And indeed, such
combinations do exist for the given S-box S. While there is some freedom left in
choosing such combinations, the number of possibilities is reasonably small. Any
such choice identifies a candidate for the linear map A. The same idea can be applied
to S~71 to obtain candidates for B. Using the fact that i least significant bits of the
output of X must depend only on 7 least significant bits of the input of X, correct
candidates for A, B can be recovered in a sequential bit-by-bit manner.

There exist 8 solutions, any of which was accepted as a correct answer:

X : Zog = ZLos, X(z) €{x+1, 2+ 17, z+ 33, x+ 49,
33z + 1, 33z 4+ 17, 33z + 33, 33z + 49}.

In total, 15 teams managed to solve this problem completely and 12 teams got
only partial progress. Many teams guessed the linear shape of the polynomial of X
and used creative ways to verify their guess. Teams of Gongyu Shi, Xinzhou Wang,
Yu-hang Jii (China) and Weidan Ji, Wenwen Xia, Zhang Hongyi (China) used the
Walsh spectrum exploiting its invariance under composition of the function with
linear maps and further recovered A, B efficiently by matching the rows/columns
of the Linear Approximation Tables (LAT) of S and X. The team of Gyumin
Roh, Hyunsik Jeong, Mincheol Son (South Korea) developed similar method but
using Difference Distribution Table (DDT) instead of the LAT. Hieu Nguyen Duy
(Vietnam) used more direct approach to reconstructing A, B row-by-row/column-
by-column with the constraint of the partial solution X modulo 2 having the form
linear polynomial z — ax + b.

3.9. Problem “Hidden RSA”.

3.9.1. Formulation. Bob has learned about the public-key cryptography and now
anyone can send a secret message to him. The message is encoded by a nonnegative
integer z which has at most 70 digits in the decimal representation. To send a
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message for Bob, one has to enter it on his webpage| [II]. After the message is
entered, it is immediately encrypted using RSA. The encryption result is

Encr(z) = z° mod n,

where n is a modulus (product of two distinct odd primes p and ¢) and e is a public
exponent (coprime with p — 1 and ¢ — 1). Bob is afraid of hackers and does not
disclose either n or e (even though this contradicts the usual usage of the RSA
cryptosystem).

Victor has intercepted the encrypted message

y = 71511896681324833458361392885184344933333159830863878600189212073777582178173,

which Alice has sent to Bob.
Help Victor to decrypt y. You can enter any allowed message z on the Bob’s
website| [I1] and receive in response the corresponding ciphertext Encr(x).

3.9.2. Solution. Victor takes advantage of the fact that RSA typically uses a small
open exponent e. Victor views small candidate exponents é = 3,5, .. ., searching for
the correct one among them and at the same time determining n.

Viktor processes é as follows. First, he checks the condition 2¢ > Encr(2). If the
condition is not satisfied, then é is rejected. Second, Victor defines 7n = 2¢ —Encr(2).
This is an estimate of the modulus n in the sense that if € = e, then 7 is a multiple
of n. Third, for several random x Victor refines the estimate:

7+ ged(f, (2° mod 7)) — Encr(z)).

If é = e, then the estimate n quickly converges to n. If é # e, then n quickly

converges to 1.
Using the method described above, Victor finds e = 65537 and

n = 76200708443433250012501342992033571586971760218934756930058661627867825188509.

The module n (256-bit) can be quickly factorized using programs like msieve or
cado-nfs.
As a result, prime divisors can be found

p = 232086664036792751646261018215123451301,
q = 328328681700354546732404725320581286809.

Then the secret exponent is determined

d=elmod (p—1)(g—1) =
= 58041460011714671214337771652949080061981291861469879231637604933853779098273

and the desired message
y® mod n = 202010181600.

This is the NSUCRYPTO’2020 start time code (October 18, 2020, 16:00).

3.10. Problem “Orthomorphisms”.


https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
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3.10.1. Formulation. A young cryptographer Bob wants to build a new block cipher
based on the Lai-Massey scheme. The Lai-Massey scheme depends on a finite group
G with the neutral element e and an orthomorphism of G. Bob decides to use a
nonabelian group and chooses a dihedral group Dsm, m > 4, generated by a, u with
presentation

m—1 —
CL2 :e,u2:e,ua:a1u.

Let 6 be a permutation of a finite group G. Then @ is called an orthomorphism
of G if the mapping 7 : a — a~'6(«a) is a permutation of G.

Bob needs to construct an orthomorphism of Dym. He considers the set DM,,
(T17T2761702)

(g1.q0.b1.by) O D2m given by

consisting of all mappings 6

(r1,72,¢1,62) RN grita ified0,..., om=2 _ 1},
(q1,q92,b1,b2) ~ ar2itezy ifi e {2m72’ o gm-1 _ 1},

; . . _2
(r1rzsenes) . iy s a® by if i€ {0,...,2m"2 — 1},
(a1,02,b1,b2) * a®tb2 - if e {om2 . amTl 1,

and depending on b;, ¢;, 7, q; € {0,...,2m 1 —1} fori € {1,2}, where the operations
addition and multiplication are over the residue ring Zom-1.

Q1 Let m = 4. Help Bob to describe all orthomorphisms of DM,,, and find their
number.

Q2 For each m > 4, help Bob to describe all orthomorphisms of DM,,, i.e.
give necessary and sufficient conditions on b;,¢;,r;,q; for i € {1,2} such

that Ggi;j;i IZ)) is an orthomorphism of Dom.

3.10.2. Solution. Let Z,, = {0,...,n — 1} for a positive integer n > 1.

9(7‘1,@,61,62
(q1,92,b1,b2
only if b;, ¢;, 1, q; € Zam—1 for i € {1, 2} satisfy one of the following conditions:

Theorem. Let m > 4. A mapping )) € DM,,, is an orthomorphism if and

(1) If r; = ro = 3 (mod 4), then 7y = g2, 72 = 1,
c1 =by,co=b1,c1+c =1 (mod 2).

(2) If 11 =ry =2 (mod 4), then 1 = ¢1, 72 = ¢o,
q—1= b1+ ¢ (mod 2m71), qp—1= by + co (HlOd 2m71),
b1 +c2 =1 (mod 2), ba +¢; =1 (mod 2).



NSUCRYPTO’2020: PROBLEMS AND SOLUTIONS A.15

Proof of Theorem. Let 6 = 0"">°2) Tt is clear that 6 is a permutation if and

(q1,92,b1,b2) "
only if
om=—2_1 om—1_1
U {rij+eyn (J {ai+b} =0,
] om—2
om—1_1q gm—2_1
U {rei+etn U {aj+bi}=0
j=2m=2 j=0
2m72_1 277171_1
U trtatu U {eh+be)=2Zom,
jZO j:27n72
om—1_1 om=2_q
U {r2j +e2} U U {@j +b1} = Zgm-,
j=2m—2 =0

where the operations addition and multiplication are over the residue ring Zom-1.
They are equivalent to conditions

(3a) rj1 — qaj2 Z 222 4+ by — ¢y (mod 271,
(3b) raji — qijz # 12" 2 4+ by — ¢z (mod 27,
(3¢) r1(j; — jz) # 0 (mod 2™ 71),
(3d) r2(j1 — j3) # 0 (mod 271),
(3e) @ (i1 — Jé) 0 (mod 2™7),
(3f) ¢2(j1 — j3) # 0 (mod 2771),

which hold for all jl,jQ S ZQ'm72 and all ]i,]é € Z2'm72 with Ji 7é ]é.
From conditions (3d) — (3f), it follows that

(4) r1 Z 0 (mod 4), ro Z 0 (mod 4), ¢1 Z 0 (mod 4), g2 Z 0 (mod 4).

Note that 7 : a — a~0(«) is given by

i am=Diterif § € Zomoo,
mTa .
a(7»2_1)z+02u ific {2m—2’ _“,2771—1 _ 1}’

s a~(@=Di=bt Sf € Zymoa,
Tiau .
a~(@=Dizbay if j € {2m=2  2m-l 1}

where the operations addition, multiplication and subtraction are over Zgm-1.
For each i € {1,2}, we suppose #; = r; — 1 mod 2™~ ! G = 1 — ¢ mod
2m717 b; = gm—1 _ b;.
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It is clear that 7 is a permutation if and only if

gm—2_1 ogm—2_1
U {fi+ain {Q1J+bl} 0,
20 20
gm—2_ om—2_1 )
U {T1]+01}U U {@1j+b1} = Zym-1,
=0
gm—1_1 gm—1_1 i
U mitein U {@i+hk}=0
j:2m—2 j:2m—2
277171_1 2771—1_1 ~
U {faj +c2yu | {52]' + bz} = Zgm-1,
j:2m—2 j:2m—2

where the operations addition and multiplication are over the residue ring Zom-1.
They are equivalent to conditions

(5a) (r1 = 1)j1 — (1= q1)j2 # —b1 — ¢1 (mod 2™ 1),
(5b) (ro — 1)j1 — (1 — g2)j2 # —bs — ¢2 (mod 2™ 1),
(5¢) (ry — 1)(j) — jb) # 0 (mod 2™ 1),
(5d) (ro = 1)(j1 — ja) £ 0 (mod 2™~ 1),
(5¢) (g1 — 1)(j1 — j5) # 0 (mod 2™71),
(5f) (g2 = 1)(j1 — J2) £ 0 (mod 2™~ 1),

which hold for all ji, jo € Zym—2 and all ji, j4 € Zym—2 with j| # j5.
From conditions - , it follows that

(6) r1 Z1 (mod 4), ro Z1 (mod 4), g1 Z1 (mod 4), g Z 1 (mod 4).
Then we will use the following Lemma.

Lemma. Let d > 4, R = {r € Zya1|r =t (mod 4), t € {1,2,3}},and A@ (hy, hy) =
{Pj1 = hajs mod 27 |j1, js € Zya-s }, b1, hy € R,

Then

ZQd\{Zd_l} if hy = hg, hi=hy=1 (mod 2),
A(d)(hl’hz) _ ng\{hz} lf hg = 2d — Z’h h1 = h2 =1 (mod 2),

Zya if ho ¢ {h1,2* — h1}, hy = ha =1 (mod 2),

{2j|j € Zga—1} if hy = hg =2 (mod 4).
Proof of Lemma. For all s,v1,v5 € Zy4-1, we denote
sAD (vy,vy) = {sb mod 2%|b € A4 (’0171)2)} .

Let ¢ be an element from A(d)(hl,hQ). Therefore, t = hyi1 — hais mod 2¢ for
some 11,19 € sz—l.

Let h; = 1 (mod 2) for some i € {1,2}. Without loss of generality, we suppose
hi =1 (mod 2). Then hy't =iy — hy 'heiz mod 2¢. So, t' = iy — h - iy mod 2%,
where t' = hyt, h = hy ' ho.

Obviously, A (hy, hy) = AD(hy, hih) = hi AAD(1,h).

Now, we consider two cases.
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Case 1. Let h be odd. For all 41,75 € Zya—1, we have

249=1 (mod 2%) ifh=1
i —ighz {2, (med ) ih=1,
2% — 1 (mod 2%) if h=2%—1.
If h€{3,5,7,...,2¢ — 3}, then
24-1_1
ANy = | {r—hojalir € Zoaa} =
j2=0
=Zpar U{2¢ =R 24 —h+1,... 29 —h—1}U...
u{2?—2h,2 —2h+1,..,247 —2h -1} U
U{2h+29" 1 2h+ 1241 L 2h—1}U...
U{h+27  h+1+2971 L h—1} = Zya,
where the operations addition and subtraction are over Zga.
Hence,

Zya\{2971}  ifh=1,
AD(1h) =< Zpa\ {27 =1} ifh=29—1,
Zoa if h e {3,5,..,2¢ — 3}.
Case 2. Let h be even. From condition (), it follows that ho = 2 (mod 4).
Thus, h = 2 (mod 4). Hence,
2411
ANy = | L —hojalir € Zoaa} =
j2=0
=Zpar U{2¢—h,2¢ —h+1,..2" —h—1}U...
U{2h,2h+1,...,2h+27"1 — 1} U
U{h+2" 1 h+142971 27 —2,29 - 1,0,1,..,h — 1} = Zya
where the operations addition and subtraction are over Zga.
So, if h; =1 (mod 2) for some i € {1,2}, then
ZQd\{Qdil}, if hy = hg,
AD(hy hy) = { Zoa\{29 — by}, if hy =27 — hy,
Zyd, if hy & {h1,2% — hy}.
Suppose by = hy =2 (mod 4). Thus, ¢ = 2~t~ mod 29, where # = hyiy —hais mod
Qd_l, hl = h1/2, h2 = h2/2. Note that h1 = hg =1 (HlOd 2). From
Zoaer = {Paji = haja m0d 297 j1,js € Zpan },
we get
AD(hy, ho) = {24]j € Zpa—r}.
End of Lemma proof.
From Lemma and conditions (Ba)), (8b), it follows that we must consider four
cases:

e ;1 =719 =1 (mod 2),
e 71 =1 (mod 2), ro =2 (mod 4),
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e 71 =2 (mod 4), o = 1 (mod 2),
e 7y =71y =2 (mod 4).
If r1 =79 =1 (mod 2), then

(7) r1€{q2, 2" =g}, 2 € {q, 2" — a1}
From condition (), we get r1 =ry =3 (mod 4).

For each i,j € {1,2}, i # j, if r; = 271 — ¢;, then ¢; = 1 (mod 4) that
contradicts @ Consequently, r; # 2™~ — ¢, for ¢; = 1 (mod 4). From Lemma
and conditions (5a)), (5b), we get
(8) b1 +c¢1 =1 (mod 2), b + ca =1 (mod 2).

If 11 = g, r2 = qi, then relations (Ba)), hold if and only if ¢, co, b1, by
satisfy conditions
2M72 = 2™ 72 £ by — ¢ (mod 2™7h),  2M72 = 1272 £ by — ¢y (mod 2™,
ie.

(9) C1 :bQ,CQZbl.
From and (9), we get ¢; + ¢z = 1 (mod 2).

Let i,j € {1,2}, i # 5. If r; =1 (mod 2), r; = 2 (mod 4), then

(10) ri €{q;, 2™ —q;}, ri=gq; =2 (mod 4).

From , it follows that r; —1 # 1—g¢; (mod 2). Therefore, from relations ,
and Lemma, we get that condition is impossible.

If 11 =72 =2 (mod 4), then 22" 2 +by—c; =1 (mod 2), 12" 2 +b) —cy =
1 (mod 2). Thus,
(11) b1 +c2 =1 (mod 2), bg+¢; =1 (mod 2).

From Lemma and relations , , we have r; — 1 € {1 — ¢;,2" ! — 1+
g; } for each i € {1,2}, where

om—2 1fr271:17q1,
—bi —¢; = . 1
1—¢q ifr;—1=2 —1+q;,

where the operations addition and subtraction are over Zgm-1.

If r, —1=1-—g; for some j € {1,2}, then r; = 2 — ¢;. Hence, ¢; = 0 (mod 4)
that contradicts @ So, there is only one relation r; — 1 = 2™~1 — 1 4 ¢; (mod
2m~1) for each i € {1,2}. Thus,

(12) r; = q; for each i € {1,2}.

If 71 = ry = 2 (mod 4), then 7 is a permutation if and only if conditions (LI,
hold and ¢; — 1 = b; + ¢; mod 2™~ ! for each i € {1,2}.

End of Theorem proof.

Let OMD,, be the subset of MD,, consisting of all orthomorphisms. From
Theorem, it follows that |OMDy| = 25.

Full and complete solutions for this problem were proposed by four team. The
best one was given by the team of Jeremy Jean and Hugues Randriam (France).

3.11. Problem “JPEG Encoding”.
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3.11.1. Formulation. In order to decrease the readability of the exchanged messages,
Alice and Bob decided to encode their messages using JPEG image compression.
They write (or draw) their message in a graphics software, save it as a JPEG file
and then encrypt the resulting file using some encryption algorithm.

Let us describe the details of the JPEG encoding. The matrix of pixels is first
divided into 8 x 8 matrices, and then the matrices of the type presented below
are obtained from them using discrete cosine transform (DCT) and quantization.
An interesting characteristic of these matrices is that most of the non-zero data is
concentrated in the upper left corner of the matrix, and most of the data in the
lower right corner is 0. After that, the matrix is encoded using 0’s and 1’s.

One example of the matrix encoding is the following algorithm:

1. First, the zigzag rule is used to convert the 8 x 8 matrix into a one-
dimensional vector;

2. Then the Exp-Golomb code is used to encode each number in the vector.
Each number (aside from 0, which is encoded as just one bit 0) is encoded
by three parts:

— length: a sequence of 1’s corresponding to the length of the binary
representation of the number, followed by 0 to mark the end of the
length sequence;

— sign: a bit representing the sign of the number: 0 for negative, 1 for
positive number;

— residual: the binary representation of the number, with the leading 1
omitted.

For example, the number 47 is encoded as the sequence 1111110 1 01111 ;
N =~
length sign residual

3. All encoded sequences are then concatenated and a 6-bit sequence is added
to the front. These 6 bits represent the number of non-zero elements in the
encoded sequence.

47 9
-12 10

AN

— | 47,9,-12,3,10,2,0,-1,-5,1,-2, -1, 1,-4, 1,0, ...

coob-w
cococolid
cocococo-i N
ococooocooh o
coocococoo ~
cooococoo o
cooococoo o
cooococoo o
e —
BN
3
N

> i .y

8x8 matrix zigzag

FiG. 4. Zig-zag transformation of the matrix

An example. Let us consider how the algorithm works. We can see that after
Exp-Golomb coding (see Fig. , the 8 x 8 DCT quantized matrix above can be
binarized using 91 bits (see below). Note that using the inverse process of the
encoding method, we can get the original 8 x 8 matrix from these 91 bits.

001110 1111110101111 111101001 111100100 11011 111101010 11010 0 100 1110001 101 11000 100, 101 1110000 101
—_—— e e e e T e T e T N S e T N

# of non-zero elements 47 9 —12 3 10 2 0 -1 -5 1 -2 -1 1 —4 1
Problem for a special prize! Your task is to design an encoding algorithm
providing as short as possible output strings for the given 100000 matrices (here

is a file with matrices, and non-zero elements of each matrix are concentrated in
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the upper left corner). The less the sum of the lengths of the strings, the more
scores you get for this problem. The encoding process must be reversible, that is,
the original matrix can be obtained from the bit string using inverse coding.

3.11.2. Solution. By the authors opinion there were no great algorithms suggested.
So, the problem remains open.

Let us discuss some criterions that were used for checking. An adequate algorithm
for data processing should take into account the internal structure of the data
involved. Therefore, the algorithms like: 1) get bits from the text file with matrices
neglecting the matrix numeric data itself and compress them just as a stream of
bits, scored low; 2) mechanical replacement of the suggested Exp-Golomb code
with Huffman code or arithmetic code scored low; 3) the absence of the decoding
procedure scored low; 4) not working code scored low. The higher score got solutions
which: 1) provided working encoder and decoder; 2) provided data analysis and were
able to utilize the results of the data analysis in the algorithm; 3) provided good
compression.

The initial authors’ algorithm that used the Exp-Golomb code provides the
compression size equal to 6694303 bits. The lowest compression size 5878894
bits was achieved by team of Nhat Linh LE Tan and Viet Sang Nguyen (France).
Unfortunately, this algorithm just used the Huffman code instead of Exp-Golomb
code. Also, the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis Nabokov
(Russia) suggested an interesting solution. They made some reasonable observations
about the data and proposed changes into Exp-Golomb encoding depending on
the position in the matrix which allows to improve compression. Their result was
5684 601 bits. Unfortunately, there were some problems with executing the codes
provided during the Olympiad.

3.12. Problem “Collisions”.

3.12.1. Formulation. Consider a hash function H that takes as its input a message
m consisting of k - n bits and returns an n-bit hash value H(m). The message m is
at least one block long (k > 1), and can be split into k blocks of n bits each: my,
ma, ..., mg. Let f be a function which takes an n-bit input and returns an n-bit
output. We will use & to denote the bitwise exclusive-or operator.

The hash function H is defined iteratively as follows:

hi :=m; © f(hi—1 ®my),
where all n bits of hgy are zero, and H(m) := hy. An illustration of function H is
given in Fig.

my my o me ma my, My

F1c. 5. The hash function H.

A collision for H is defined as a pair of distinct messages (m, m’) so that H(m)
= H(m'). Given a message m and its corresponding hash value H(m), a second
preimage for H is defined as a message m’ # m so that H(m) = H(m').
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Suppose that f is a secret random function and that you have obtained 10 - n
random different pairs (z, f(z)) of argument and value of the function f. Under
these restrictions, solve the following problems. Algorithms in Q1 and Q2 must
give a solution with a high probability (> 1/2).

Q1 Propose an algorithm which finds a collision for H.

Q2 Propose an algorithm which, given a message m and its corresponding hash
value H(m), finds a second preimage m’ for H.

Q3 Suppose that n = 256 bits and the message m is “A random matrix is
likely decent”. Find a second preimage m’ for this message.
Remark 1. The text message is converted into a bit sequence as follows:
first, each character is converted into a 8-bit integer according to the UTF-
8 encoding, and then these integers are concatenated together using the
big-endian ordering. For example, the string “Hello” is converted into the
sequence of integers (72,101, 108,108,111) which then gives the following
binary string: 0100100001100101011011000110110001101111. You can give
your answer to this task in the form of a binary sequence or a hexadecimal
sequernce.
Remark 2. You can evaluate the hash function H on any input message
here [12]. The message being hashed should be presented as either a binary
sequence or a hexadecimal sequence, starting with a symbol b or h which
specifies the representation. Here| [13] you can find a list of values of f on
512 different inputs (binary sequences are presented as integers).

3.12.2. Solution. Let || denote the concatenation of bit strings. Below we give
solutions for all subproblems.

Q1. It is easy to notice that H(z||f(z)) = 0 for any n-bit string. Therefore, for
any two vectors x,y with known values f(z), f(y), messages z||f(x) and y||f(y)
produce the same hash value 0.

Q2. By Q1, we can see that for any message m and any n-bit string x it holds

H{(z||f(x)[[m) = H(m).

So, we can easily construct 10-n preimages for any given message m. Alternatively,
one can append messages to the end: H (m||H(m) & z||H(m) & f(z)) = H(m).

Q3. This subproblem essentially asks one to apply their solution for Q2 to
a specific example. The easiest solution is to append the string 0]|f(0) to the
message. The hexadecimal representation of the given message “A random matrix
is likely decent” is

m = 412072616e646£6d206d6174726978206973206c696b656c7920646563656e74.
Taking the value of f(0) from the given list, one can construct the following collision:

m’ = 0[[f(0)||m =
0000000000000000000000000000000000000000000000000000000000000000
££1282609£458d732888e2736£d1b98cc36£809b1c116e77015b8d7d4d8996ae
412072616e646£6d206d6174726978206973206c696b656c7920646563656e74.


https://nsucrypto.nsu.ru/archive/2020/round/2/task/8
https://nsucrypto.nsu.ru/media/MediaFile/Collisions-Values_of_F.txt
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Let us describe also an alternative solution for Q2 that was found by Andy
Yu (Taiwan). Let us denote g; = h;—1 @ m; for i = 1,2,..., k. We then claim that

J
hi =P ai ® f(9:)
i=1

for any j = 1,2, ..., k. The proof is by induction. Since g; = hg®m1 = m1, we have

hi=mi1®f(m1) =g1® f(g1). Let j > 1 and assume that hj_1= @Z;ll(gz@f(gl))
Then

-1 j
hy =m;@f(m@h; 1) = g;0h; 18 f(g;) = 9;91 (9D 9:0f (9:) = D 9:9 1 (91),
=1 =1

which proves the claim. Note now that H(m) = hy = @le 9: @ f(g;). If we find a
set of values g, g5, . .., g, such that H(m) = @;_, 9.® f(g,), we can easily construct
a second preimage m’ by flipping the definition of g;’s:

j-1
(13) mi=gi®h 1 =g;e@g e flg), =125
i=1
So, the task becomes the following: given the set of 10 - n pairs {(xz;, f(z;))} 127,

find a subset of indices i1, ..., s such that H(m) = z;, ® f(zi,) D ... Bx;, @ f(x4,).
Let us denote y; = x; ® f(x;), i =1,...,10 - n. Then our goal is to express H(m)
as a linear combination of vectors y;. Representing y;’s as binary vectors of length
n, we can easily solve this task by writing out and solving a system of binary linear
equations with n equations and 10 - n variables. But this works only if the value
H(m) is in the linear span of the vectors y;. The probability of this event can be
estimated as follows:

Pr[H(m) is in the span of y;’s] > Pr[y;’s span the whole space Fy]| =
= Pr[Random binary n x 10 - n matrix has full rank n] =

(210n _ 1)(210n _ 2)(210n _ 4) L (21071 _ 2n71) n—1

_ _ —10n+1i
B 210n2 - H (1 -2 ) >
=0
n—1
2 1— Z 2—10n+i —1— 2—10”(2?1 _ 1) 2 1— 2—97L.
=0

Here the 4th line is obtained from the 3rd by repeatedly applying (1 —a)(1 —b) >
1—a-0.
So, the algorithm is then the following:
1. Calculate y; = x; ® f(x;) for i =1,2...10 - n.
2. Construct an n x 10 - n matrix A using y;’s as its columns.
3. Solve the linear system A -z = H(m). The probability of success of this
step is at least 1 — 2797,

4. Taking vectors y; for which z; = 1, reconstruct the second preimage m’
using (13). If m’ = m, shuffle the order of y;’s.

As well as the solution described above, notable solutions with extensive research
was given by the team of Nhat Linh LE Tan and Viet Sang Nguyen (France),
the team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, and Ioan Dragomir
(Romania).
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3.13. Problem “Bases”.

3.13.1. Formulation. Problem for a special prize! Let us consider the vector
space % consisting of all binary vectors of length 7. For any d vectors z' =
(xi,...,28),i=1,...,d, d > 0, it is defined the componentwise product of these
vectors equal to (z1...2¢,... xl...2%). The empty product (when no element is
involved in it) equals the all-ones vector.

Let s > d > 1 be positive integers and let r be defined by the formula r =
>4, (%), where (%) denotes the binomial coefficient. Let B be a basis of the vector
space I}, and let F C 5 be a family of s binary vectors such that all possible
componentwise products of up to d vectors from the family F (including the empty
product) form the basis B.

Given s, d,r defined above, describe all (or at least some) bases B for which such
family F exists or prove that such bases do not exist.

Suggest practical applications of such bases.

Example. Let s = 2, d = 2 and r = 4. Consider the following family of 2 vectors
F = {(1100), (0110) }. Then all componentwise products of 0, 1 and 2 vectors from
the family 7 form the basis B = {(1111), (1100), (0110), (0100)} of F4.

3.13.2. Solution. The problem “determine what are the bases” was not solved.
This problem remains open. The sub-problem “determine some bases” was solved
constructively by the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis
Nabokov (Russia). Let us describe the main ideas of this solution.

We will prove that such bases exist for all s > d > 1 and give a construction of
such bases.

Let 1 be all-one vector and r = Z:'i:o (f) Suppose that there exists 7 C 7 such
that F = {v1,v9,...,0s} and B ={v;; ...v;, | 1 <i1 <izg < ... <i <sand 0 <
k < d} is a basis of F5. Let A be (r x r)-matrix over F§ whose rows are exactly
the vectors from B. The rank of A is equal to r since B is a basis. Let A®) denote
the i-th column of A. We number the rows of A and, accordingly, the coordinates
of A® as follows. The row corresponding to the vector v vg, ...v;, we number
as 414, ... .15, the first row of A we number as 0. For each A, the coordinate
number 0 is nonzero and the coordinates 1,2, ..., s determine the rest coordinates.
Namely, the coordinate i1is . ..14; is equal to the product of coordinates numbered
11,02, 1. .

Case s = d. In this case r = 7 (‘f) =24 Let z = (29, 71,...,2,_1) € F}
with 2o = 1 and x4, ..., 24 determine z441,...,2,—1. The number of such vectors
is equal to 2¢ = 7. Only these vectors can be the columns of the matrix A. Since
A has r columns and its rank is r, then A (and as a consequence, a basis in F%) is
uniquely defined by these vectors up to permutation of columns. Thus, if there are
bases in F%, then the number of them is r! = (2¢)!.

Let us prove that these bases exist for an arbitrary d. Let us consider Fj, r = 29,
as a set of values vectors of all Boolean functions in d variables. Since each Boolean
function has the unique algebraic normal form (ANF), then the values vectors of
all 2¢ elementary monomial functions

{1, x1, 2, ..., Tg, T1T2, .-y T4—1Td, -+, T1...Tq}

form a basis in F5.
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Case s > d. Let us construct an invertible matrix A (and as a consequence,
a basis in F5) for an arbitrary s > d. Let the first column of A be the vector
(1,0,0,...,0). The next s columns are

(1,1,0,...,0),(1,0,1,...,0),...,(1,0,...0,1,0,...,0)

. We denote them as A;. The next (;) vectors we denote as A. Each vector in A5 has
only four nonzero coordinate numbered 0,4, 7,47, 1 < i < j < s. Analogically, the
set A; consists of (j) vectors and each vector has 27 nonzero coordinates numbered
0,41,42,...,%5, 0192, 1183, ..., 0102 ... 45, 1 < i1 < i <...,0; <5,

The matrix A constructed above is a triangular matrix and each element on the
main diagonal is equal to 1. Therefore, the matrix A is invertible. Any permutation
of the columns gives us a new matrix, whose rows give us a basis. Thus, we have

> r! bases in F5.
3.14. Problem “AES-GCM”.

3.14.1. Formulation. Alice is a student majoring in cryptography. She wants to use
AES-GCM-256 to encrypt the communication messages between her and Bob (for
more details of GCM, we refer to [15]). The message format is as follows:

_

8 bytes 12 bytes n bytes 16 bytes

However, Alice made some mistakes in the encryption process since she is new to
AES-GCM. Your task is to attack the communications.

Q1 You intercepted some messages sent by Alice. You can find them in the
directory “Task 17 Also, you know that the plaintext (unencrypted payload)
of the first message (0.message) is “Hello, Bob! How’s everything?”
(without quotes, encoded in UTF-8). Try to decrypt any message in the
directory "“Task 17|

Q2 In this task, you further know that the AAD (additional authenticated
data) used by Alice in each message is Header || Initialization Vector:

Header

Additional Authenticated Data

You want to tamper some messages in the directory “Task 2”. You pass
this task if you can modify at least one bit in some message so that Bob
can still decrypt the message successfully.

Q3 Alice has noticed that the messages sent by her have been tampered with.
So she decides to enhance the security of her encryption process. Instead of
using Header || Initialization Vector as the additional authenticated data
(AAD), Alice further generates 8 bytes data X by some deterministic
function f and the AES secret key K, where

X = f(K).

In each message, she uses Header || Initialization Vector || X as the AAD.
You also intercepted some messages sent by Alice, see these messages in
the directory [‘Task 3”. Try to tamper any message!


https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_2.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_3.7z
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Q4 Bonus problem (extra scores, a special prize!)

You have successfully tampered with the messages in Q2. However, the
attacks will be easy to detect if the tampered message cannot be decrypted
to some meaningful plaintext.

In this task, try to tamper the messages in Q2 so that the tampered
message can still be decrypted to some plaintext that people can understand.
Remark: Tampering with the Header or Initialization Vector of a message
will not be accepted as a solution, you need to tamper with the encrypted
payload to produce some other ciphertext which did not appear in any
message included.

3.14.2. Solution. Let us give solutions or ideas for all subproblems.

Q1. Note that blocks of the ciphertext C; are obtained by XORing blocks of the
plaintext P; with the values E(CB;). The values Ey(CB;) depend on the IV and
some other parameters which are common for all messages within one subproblem.
Going through the messages, we can see that the messages number 0, 5 and 6 all use
the same initialization vector. Since we know the plaintext for the message number
0, we can compute the first 29 bytes of the values Ej(-) for this IV and use them
to decipher the entirety of the 20-byte message number 5 and 29 symbols of the
46-byte message number 6:

ms = Lincoln Park, 10:15.

me = Nostalgia is a eternal motif

Q2. In this subproblem, the messages number 1 and 6 also have the same
initialization vector. We can apply the Forbidden Attack [I6] to reconstruct the
secret value H, which will allow us to forge messages by changing the ciphertext
and recalculating the Authentication Tag. In this solution, we will briefly describe
the attack.

Let A = A1||A4z]|...||Am be the AAD of a message, and let C = C1[|Cy|...||Cn
be the encrypted payload. Then the Authentication Tag can be presented as follows:

m+n+1
(14) AuthTag = E(CBy) ® Z TZ-Hm"'”"'Q_i,
i=1

where T' = Ap||Asz|| ... [|[Aw||CL||C2|| - - - |ICn]|(len(A)||len(C)) and all operations
are performed in the Galois field Faizs.

Let us consider as an equation which we want to solve for H. Since we know
the AuthTag, the AAD and the ciphertext for every message, each coefficient in
this equation is known except for Ej(CBy). However, since the messages number
1 and 6 have the same IV, they also have the same value Ey(CBy). Subtracting
equations of the form constructed for the messages number 1 and 6 one from
another, we obtain the following equation:

AuthTag, — AuthTagy = g(H),
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where g(H) is a polynomial in the variable H with all coefficients known. We can
find the root of it in the field Foi2s:

H = q'26 4 125 4 122 4 4120 4 (119 4 (116 | o114 4 (111 4 110 4 107 | 99
+a% a0 a4+ a® a2+ 0% 0¥ + a8+ a4+ 0B+ a4 0B 4o
+a80 4™ 4 a70 £ 0™ 4 087 4 @86 4 062 4 @81 4 g0 4 050 4 056 4 73 4 52
a1 P a0 0 L a3 03 a3 £ 0P a3t a3 4 a2 4?8

24 22 21 19 18 17 16 14 11 10 9 6 4 2
+a" " +a”"+a"" +a " +a"+a " +a +a " +a+a +a +a +a +a”,

where a is the generator of the field. Knowing H, we can easily find Fy(CBy) and
calculate the Authentication Tag for any ciphertext which was obtained using the
same IV as in the messages number 1 and number 6.

Q3. Observing messages from the subproblem, we can notice that the messages
number 1, 3 and 7 have the same Header h, the same I'V and the same length of the
ciphertext len(C7), j = 1,3,7. Let us split the Initialization Vector IV = IV;||IV;
so that the AAD for each of the three messages can be written as A = A;||As,
where A; = h||IVy and Ay = I'V1]|X]|032. Then for j = 1,3,7, we have:

AuthTag; = Ex(CBo) ® A1H* & A H®? @ C{H* @ CJH* @ ...
... ®ClH? @ (len(A)||len(C)H.

Here, we do not know Ej,(C'By) and we also do not know A, since it contains the
secret value X = f(K). However, since the degrees of all three equations are the
same, when we subtract one from another, the term with As vanishes along with
Er(CBy). So, we can still apply the method used in Q2 to solve these equations
for H. After trying all possible combinations, we find the only value of H which
satisfies all equations at once:

H = a2 4 q122 4 112 4 4110 | 4107 | 102 | (100 4 (99 | 9T | 96 4 95 . 92
+a® +a% " +a® + B+ a® M +ad +dT M +dP a4+ a0+ d®
+a% + a2 +a% + 6% + 0" + 65+ a® 4+ 6% + a0 + 0?4+ a7 4 a®® +a®?
+a® 1™ 403 403 1632 4030 a2 4B a1 12 4010 4 0T 4 6P
+a’+1.

Knowing H, we can once again modify any of the ciphertexts of the messages
number 1, 3 or 7 and recalculate the Authentication Tag.

Q4. This subproblem remains open in general since there were no complete
theoretical solutions given. However, many different approaches were presented to
modify these particular messages utilizing the properties of the natural language.

Some participants suggested that we can flip the least significant bits in parts
of the ciphertext in order to obtain a text with a “typo”. Alternatively, we can try
shuffling parts of ciphertexts encrypted with the same IV, which may produce a
readable text, although likely not semantically connected.

Other participants used the properties of the natural English language to decipher
the messages number 1 and 6 by hand. Note that, since the messages use the same
IV, if we XOR the shorter ciphertext C® with the part of the longer ciphertext C!,
we will get

CépC!=pPSo P



NSUCRYPTO’2020: PROBLEMS AND SOLUTIONS A.27

Trying to find pairs of texts P!, PS that are readable and sum to C®@® C! by hand,
it is possible to discover the following two texts:

PS5 = “Do not you want to know who has taken it?”’

cried his wife impatiently.

P! = However little known the feelings or views
of such a man may be on his

Note that we cannot be completely sure that these texts were the original messages,
and we also cannot guarantee which text is P! and which is PS. However, it is highly
likely we correctly decrypted the message number 6. We can now replace it with
an arbitrary new message PS of the same length, and its corresponding ciphertext
can be calculated as follows: C® = P% ¢ C® @ PS. We are also able to calculate an
Authentication Tag for this new message as we have solved Q2 and know H.

The most complete solutions to this problem were given by the team of Himanshu
Sheoran, Sahil Jain, and Tirthankar Adhikari (India), the team of Mikhail Kudinov,
Alexey Zelenetskiy, and Denis Nabokov (Russia), the team of Pham Cong Bach, Phu
Nghia Nguyen, and Ngan Nguyen (Vietnam), the team of Roman Sychev, Diana
Bespechnaya, and Nikolay Prudkovskiy (Russia), the team of Roman Lebedev,
Vladimir Sitnov, Ilia Koriakin (Russia).
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1 Introduction

Distributed ledgers are widely used in various fields such as financial technology, e-
voting, logistics, etc. Distributed ledger technology allows to create a decentralized
system with no need for an intermediary, which solves the trust problem. The data in
such systems is distributed on the network nodes, the transaction history cannot be
changed or deleted.

Among the technical issues that hinder the distributed ledger technology implemen-
tation, scalability and privacy are particularly significant. Active research is currently
underway to find a solution to the privacy problem.

The privacy problem is especially acute in open distributed ledgers (such as blockchain
systems). In such ledgers, all data is stored in open form and is available to all par-
ticipants, which is not always acceptable when creating production software systems.
In addition, users are identified by their account address, so it is possible to track the
user’s actions by analyzing transactions involving a specific address and comparing the
account and user addresses.

This work purpose is to analyze existing technologies for hiding private data in
distributed ledgers, identify the main directions of development and unresolved research
problems.

The paper provides an overview of the technologies that have the greatest applica-
tion in existing distributed ledgers, as well as promising developments that can become
the basis for new platforms: mixers, zero-knowledge proof algorithms, homomorphic
encryption, secure multi-party computation, anonymous signatures and hardware so-
lutions. The existing algorithms advantages and disadvantages, as well as the area of
their applicability in distributed ledgers, are regarded.
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2 Mixers

The idea of mixers was first proposed by David Chaum in 1981. The article [1] presents
an algorithm based on a public key cryptosystem, which gives the e-mail system the
possibility to hide who the participant communicates with, as well as the message
content when using an unsecured underlying telecommunication system.

With the advent of open distributed ledgers, the problem of hiding the transactions
recipients arose in this area as well. The first solution applied in practice was algorithms
that implement a similar mixing idea.

Protocols based on this approach take different forms, but all of them implement
the same idea. A basic mixing network, also known as a mixnet, is a routing protocol
in which a specific node (or group of nodes) receives messages from multiple senders
as input, shuffles them, and sends randomly to recipients. The purpose of such a
network is to eliminate the ability to trace the correspondence between the senders
and recipients of transactions.

Over the past few years, many different mixing mechanisms have been developed for
blockchain systems to hide the transaction history and reduce the risk of deanonymiza-
tion. Research was conducted in two directions:

e centralized mixers;

e decentralized mixers.

2.1 Centralized mixers

Centralized mixers are services that provide users with the functionality of anonymously
mixing transactions. In this case, the user sends a transaction to some server or network
node, where transactions from different users are mixed and then sent to addressees.
This approach raises the problem that a possible attacker could be a service provider
who would steal user assets without transferring them to the analyzed recipients.

The first solution to this problem was proposed in 2013. Gregory Maxwell in-
troduced a third party mixing protocol for the Bitcoin blockchain called CoinSwap.
According to the protocol, senders deliver transactions to recipients using a mixer act-
ing as an intermediary. All transactions between the sender and the mixer, as well as
between the mixer and the receiver, are escrow transactions that are protected by a
hash lock. This mechanism ensures that no one can steal the user’s assets.

Another attempt to solve the problem of trust in the mixer was Mixcoin, proposed
by Bonneau et al. in 2014 [2|. Mixcoin adds a mechanism that unequivocally proves
to users that the mixer performed incorrect actions.

One of the first attempts to provide anonymity in digital currency was the Dash
project, launched in 2014. In this project, the PrivateSend coin mixing service was
created, which removes all unique user information from the blockchain. The mixing
network is made up of the specific nodes (called master nodes) set, rather than a
single server, which limits the mixing process to only accepting certain denominations.
In addition, each master node must pay 1000 Dash (the cryptocurrency in the Dash
network) as a deposit, which acts as a guarantee of the master nodes honesty. However,
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the mixing process in the system is limited by the number of participants who are
currently connected to the network [3].

However, in all centralized mixer protocols, transactions are sent as plain text, which
means that the mixer can track all pairs of senders and receivers and all information
about transactions between them.

2.2 Decentralized mixers

Decentralized protocols have evolved to solve the problems of centralized mixers. The
purpose of these protocols was to exclude the intermediary that has all the information.

In 2013, Gregory Maxwell proposed CoinJoin, a special type of transaction on the
Bitcoin network. Any two independent transactions can be combined into one CoinJoin
transaction, while the inputs and outputs of the transactions remain unchanged. The
resulting joint transaction hides the connection between inputs and outputs, so that
other network participants have no way to determine the exact direction of the data
flow [3].

This approach formed the basis for the more complex CoinShuffle algorithm [4].
CoinShuffle is a completely decentralized protocol that allows users to mix their coins
with those of other interested users. To ensure anonymity and resistance against active
attacks, CoinShuffle uses the Dissent protocol of anonymous group communication.
The key idea is similar to decryption mixnets and requires only standard primitives
such as signatures and public key cryptosystems.

A fundamentally different approach to solving the problem was proposed in XIM,
a two-party mixing protocol. It is the first decentralized protocol designed to counter
Sybil attack, DoS attacks, and timing attacks at the same time. XIM includes a
decentralized system for anonymous searching for mixing partners based on ads posted
on the blockchain. No outside party can confirm the fact of interaction between the
protocol participants [5]. However, the high degree of protocol anonymity requires a
significant waiting time for mixing, this operation can take up to several hours [3].

Despite the fact that transaction mixers are widely used, all these algorithms have
the following disadvantages:

e The approach can be considered only a partial solution to the anonymity problem,
since it does not completely hide information about transactions.

e Mixing is only applicable for the anonymization task (hides the sender and the
recipient), there is no way to extend the algorithm for the more general problem
of hiding arbitrary data in transactions.

3 Zero-knowledge proofs

Zero-knowledge proof is a cryptographic protocol that involves two parties, the prover
and the verifier.

The purpose of the protocol is for the verifier to be sure that the prover has knowl-
edge of the secret parameter. At the same time, the secret parameter itself should not
be disclosed to the verifier or anyone else [6].
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By definition, a zero-knowledge proof must satisfy the following three properties:

e Completeness: if the statement is true and both parties follow the same pro-
tocol, then the verifier can check the truth of the statement.

e Soundness: if a statement is false, the verifier will not be convinced of its truth
with high probability.

e Zero-knowledge: the verifier does not receive any additional information.

The concept of interactive zero-knowledge proof systems was first introduced by
Goldwasser, Micali and Rakof in [7]. Over the years of zero-knowledge proof research,
systems based on this method have gradually improved with an emphasis on optimizing
their effectiveness for specific applications. It led to the algorithms that significantly
reduced the number of interaction rounds between protocol participants.

The distributed ledger technology imposes several restrictions on the used cryp-
tographic protocols, in particular on zero-knowledge proofs. Since the system is dis-
tributed, users may not be online at the same time. But the proof must be available to
all participants. After the proof has been provided, any user should be able to verify its
correctness at any time. It makes interactive zero-knowledge proof protocols difficult
to implement.

In [8], a non-interactive zero-knowledge proof protocol was first proposed. The
non-interactive system contains only one message (proof), which the prover sends to
the verifier, i.e. interaction between the protocol parties is reduced to one round.

Further research in the field of non-interactive protocols has focused on optimizing
computational efficiency and reducing proof size.

As a significant breakthrough in this field the zk-SNARK can be considered [9],
which in 2013 made it possible to effectively use non-interactive zero-knowledge proof
protocols in distributed ledgers.

3.1 zk-SNARK protocol

zk-SNARK (zero-knowledge Succinct Non-Interactive Argument of Knowledge) is a
non-interactive zero-knowledge proof cryptographic protocol [10]. It proves some pri-
vate data satisfies the constraint system expressed in the form of an arithmetic circuit
without revealing this data.

The advantage of zk-SNARK over other zero-knowledge proof protocols lies in the
efficiency guarantees: the proof length depends only on the security parameter, and
the verification time does not depend on the circuit or witness size.

Thus, zk-SNARK can be considered as a non-interactive protocol with short proof
and fast verification time, which makes it most suitable for use in distributed ledgers
[11].

In 2014, Zerocash was introduced, the first blockchain system based on the zk-
SNARK protocol [10]. Zerocash provides a high protection level for the anonymity
and privacy of blockchain transactions, but its computational cost to generate proofs

is high.
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The ideas behind Zerocash were further developed in the Hawk system introduced
in 2016 [12]. Hawk is the first system that simultaneously ensures the transaction
confidentiality and the ability to create smart contracts for financial transactions. Users
have the ability to send information to a smart contract in encrypted form, and also
generate a zk-SNARK proof, due to which the correct contract execution and the
funds transfer are guaranteed. While a smart contract result can be verified by any
participant, the entire sequence of transactions carried out in the contract is confidential
to the parties not involved in the transaction [3].

In 2017, in the Metropolis update, zk-SNARK was integrated into the Ethereum
blockchain platform.

In zk-SNARK, the proof verification procedure consists of operations on elliptic
curves. In particular, the verifier requires elliptic curve scalar multiplication and addi-
tion, as well as bilinear pairing, a computationally more complicated operation.

Ethereum provides the implementation of these operations in the form of precom-
piled contracts. With their help, it is possible to implement schemes based on zero-
knowledge proof in the smart contract code |13, 14].

This was the first attempt to implement zk-SNARK in a distributed ledger as a
tool that can be applied to a wide range of tasks. The ability to create arbitrary smart
contracts in Ethereum and the added cryptographic primitives permit to go beyond
just solving the problem of financial transactions.

Despite the fact that zk-SNARK has found the most widespread use in distributed
ledgers of all zero-knowledge proof algorithms, it has several disadvantages that limit
its use.

Firstly, the algorithm needs a setup phase, during which a key pair for generating
and verifying the proofs is generated. This phase is critical in terms of system security.
Anyone who possesses the security parameter on the basis of which the keys are gen-
erated will be able to generate false evidence that will be accepted by the verification
algorithm as correct.

Typically, multi-party protocols are used to generate parameters securely without
relying on the honesty of a single participant. The parameter initialization process
involves a number of parties using a multi-party protocol to generate proof and verifi-
cation keys. To ensure the reliability of the created cryptographic scheme, it is enough
that at least one of the parties is honest. The distributed parameter generation protocol
for zk-SNARK is given in [11].

Secondly, the computational complexity of the operations used in zk-SNARK makes
their implementation in smart contracts inefficient. For example, the implementation
of an arbitrary zk-SNARK cryptographic scheme in the Ethereum smart contract code
is impossible due to restrictions on the size of the contract code and on the complexity
of operations that can be performed within a single transaction.

3.2 zk-STARK protocol

In 2018, Eli Ben-Sasson, one of the creators of Zerocash, along with a group of other
researchers developed a new non-interactive zero-knowledge proof algorithm called zk-

STARK.
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zk-STARK (zero-knowledge Scalable Transparent Argument of Knowledge) is the
first transparent zero-knowledge system in which the verification time grows exponen-
tially slower than the database size [15]. The advantages of zk-STARK are universality
(it can be used for any NP-complete problems), scalability (in terms of generation
and proof verification time) and the use of post-quantum cryptography. However, the
greatest achievement of zk-STARK is its transparency, the protocol does not require
trusted parameter setup, which was a significant problem of zk-SNARK. At the same
time, the size of the zk-STARK proof is significantly larger than in zk-SNARK.

Today zk-STARK is practically not used in distributed ledgers, all integrations
are experimental in nature. However, active research is underway in this field. The
significant advantages of this protocol allow us to consider its application in distributed
ledgers quite promising.

4 Homomorphic encryption

The term homomorphic encryption was first coined by Rivest, Adleman and Dertouzos
in 1978 [16].

A homomorphic cryptosystem is an encryption methodology that satisfies the ho-
momorphism property with respect to arithmetic operations performed on ciphertexts.
It allows any party to perform various operations on ciphertexts, while maintaining the
confidentiality of the original data.

One of the striking examples of a homomorphic system is the RSA algorithm.
Let (e,n) be the public key and (d) be the private key (i.e. integers that satisfy
the equalities n = p * ¢, where p and ¢ are prime, and d x e = 1 mod ¢(n)). The
encryption of the message x is defined as F(z) = x¢ mod n. Then it can be shown that
RSA satisfies the homomorphism property with respect to the multiplication operation:
E(z)E(y) = 2y = (zy)° mod n = E(zy) [17].

A homomorphic cryptosystem performs the function of a black box: for given ci-
phertexts and operations it produces an encrypted result of performing the same op-
erations on the corresponding source data. That is, the encryption function must have
some properties that allow it to work with ciphertext and get the same encrypted result
as if the same operations were performed on plaintext and then encrypted using the
same function.

This feature makes homomorphic cryptography well suited for hiding and updating
various numeric transaction data. Typical homomorphic cryptographic schemes that
can be used to protect privacy in distributed ledgers are the Pedersen commitment
scheme and the Paillier cryptosystem [3].

The Pedersen commitment scheme [18|, developed in 1991, is one of the implemen-
tations of homomorphic commitment schemes. It supports homomorphic operations
(addition and multiplication) on commitments and can provide perfect hiding of the
real message.

The Pedersen Commitment Scheme is one of the cryptographic algorithms that
Zerocoin has used to ensure the anonymity of cryptocurrency transfers.

In 2018, Bulletproof was developed, a zero-knowledge proof protocol focused on
blockchain systems that was based on the Pedersen scheme [19]. An elliptic curve
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version of this scheme has been integrated into Monero.

Another system based on the Pedersen scheme was zkLedger [20].

The Paillier cryptosystem was created in 1999 [21]. It is an efficient additive homo-
morphic encryption system based on the composite residuosity class problem. Using
only encrypted messages m, and ms together with the same public key, the ciphertext
for my + mgy can be calculated. This method works very well for maintaining the con-
fidentiality of financial transactions, where transactions are mainly related to balance
changes — adding or subtracting a certain amount.

Resolving the transfer privacy issue Wang et al. developed a framework for the
Bitcoin blockchain [22]. The framework is based on the Paillier homomorphic encryp-
tion system that is used to encrypt the amount of transactions. The correctness of the
encrypted amounts is verified by zero-knowledge proofs. This verification ensures the
encrypted transaction amounts are positive and that the inputs sum and the outputs
sum are equal. The proposed framework provides anonymity and prevents active and
passive attacks, which effectively increases the transactions confidentiality.

5 Secure multi-party computation

Secure multi-party computation (SMPC) is a multi-party cryptographic protocol that
allows participants to jointly perform certain computations on their private data. At
the same time, the data remains private. The parties can learn only the overall result
and their own inputs.

Andrew Yao in 1982 developed the first secure two-party computation protocol to
solve the millionaire problem [23|, and in 1986 generalized it to solve other problems
[24]. In 1987 [25] Goldreich et al. proposed a generalization to multi-party computation
based on secret sharing (for inputs) and zero-knowledge proof. This generalization has
served as the basis for many subsequent and increasingly efficient MPC protocols [26].

Previous works in the field of SMPC formed the basis for new protocols developed
specifically to solve the problem of data privacy in distributed ledgers.

Andrychowicz et al. developed protocols based on secure multi-party computation
for the Bitcoin blockchain in 2014 [27]. They proposed a protocol that secures multi-
party lotteries without relying on a trusted third party. The protocol is based on
the concept of "time commitment", a commitment scheme where the committer must
reveal the secret within a specified period of time or pay a fine. It ensures security
guarantees, excludes the possibility for dishonest participants to deceive the system. If
one of the parties interrupts the protocol, then its money is transferred to the honest
participants.

In 2015, Zyskind and colleagues developed the Enigma platform, a peer-to-peer
network that allows different parties to share data and perform calculations on it,
while maintaining complete confidentiality [28]. Enigma itself is not a distributed
ledger, instead it uses a third-party blockchain as an immutable storage and peer-to-
peer regulator for identity management and access control. Enigma’s computational
model is based on a highly optimized version of multi-party computation. The Enigma
network can execute code without passing raw data to any of the nodes, while ensuring
correct execution. Data requests are made in a distributed manner, without a trusted
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third party. The data is shared between different nodes, and they compute functions
together, without passing information to other nodes.

[29] proposed SMPC protocols use samples to ensure data privacy in the Hyper-
ledger Fabric distributed ledger. Secure multi-party computation in the developed
system is performed as part of the smart contracts execution. The protocol partici-
pants store their private data in the ledger in encrypted form. When private data is
required to execute a smart contract, the participant holding the corresponding private
key decrypts it and uses it as his input to the SMPC protocol. This approach allows
smart contracts to use any necessary private and public data stored in the ledger.

6 Anonymous signatures

Anonymous signatures are a group of cryptographic digital signature schemes that have
the property of hiding the signer identity. Among the large number of anonymous
signatures, two classes of algorithms (group signatures and ring signatures) have been
the most efficient in distributed ledger systems.

6.1 Group signatures

A group signature is a cryptographic scheme first proposed in 1991 [30]. Each group
member can sign messages on behalf of the group. The message recipient can verify
that it is a valid group signature, but cannot determine which group member made it.
Thus, group signatures are a "generalization" of membership authentication schemes
in which a member proves the belonging to a particular group.

The group has a special manager role who adds new members to the group, re-
solves arising disputes, including identifying the participant who signed a particular
message. A distributed ledger also needs an object that has the authority to create
and delete a group, as well as dynamically add new members to the group and revoke
the membership.

The article [31] proposes a special linkable group signature algorithm for signing
cryptocurrency transactions, which can be used to trace the payer identity in anony-
mous cryptocurrencies based on the consortium blockchain in case of illegal payers
actions. At the same time, the algorithm guarantees complete anonymity for hon-
est participants, which makes it possible to reach a tradeoff between anonymity and
transactions traceability.

6.2 Ring signatures

The ring signature was originally developed by Rivest, Shamir and Tauman in 2001 as
a digital signature that can be used to create a correct but anonymous signature on
behalf of a possible signers group, without disclosing information about which group
member actually produced the signature [32].

This idea was further developed in the work of Fujisaki and Suzuki in 2007. They
proposed a modified version, a traceable ring signature [33, 34|. It can determine
whether two signatures were produced by the same user.
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Ring signatures cover the limitations of group signatures, and, in particular, they
provide greater anonymity guarantees and they need neither complicated setup pro-
cedures nor group manager. Users must be a part of the existing public key infras-
tructure [32]. Due to these properties, ring signatures have found wider application in
distributed ledgers.

The CryptoNote protocol, developed by Nicholas van Saberhagen in 2013, can
be considered as the first successful application of the ring signature mechanism in
distributed ledgers. CryptoNote is a completely anonymous transaction scheme that
satisfies both untraceability and unlinkability conditions. By using a one-time ring sig-
nature, CryptoNote hides the relationship between sender transaction addresses. An
important CryptoNote feature is its autonomy: the sender does not need to cooperate
with other users or a trusted third party to complete the transactions.

In 2016, RingCT (Ring Confidential Transaction) was developed, a new protocol
that improved CryptoNote. RingC'T simultaneously ensures the sender anonymity and
the transaction confidentiality. The most successful algorithm implementation is the
Monero project.

Ethereum added a ring signature in 2015, which gave users the same anonymity
guarantees that CryptoNote provides.

7 Hardware solutions

Hardware solutions based on the trusted execution environment concept are a separate
line of information privacy in distributed systems. All the previously described methods
relied, to varying degrees, on cryptographic protocols, but here the hardware acts as a
guarantee of confidentiality.

An environment is called the Trusted Execution Environment (TEE), it provides a
completely isolated environment for running applications. TEE prevents other software
applications and operating systems from interfering with execution and deprives the
ability to read the running application state. Intel Software Guard eXtensions (SGX)
is a typical technology for TEE implementation.

The Ekiden blockchain platform was developed on the basis of Intel SGX [35]. Smart
contracts at Ekiden have strong guarantees of confidentiality, integrity and availability.
These properties are achieved due to a hybrid architecture that combines TEE and
blockchain. Computations in the system are separated from the consensus mechanism;
for this purpose there are two separate types of nodes — compute nodes and consensus
nodes. Ekiden uses compute nodes to perform off-chain smart contract computations
on private data in TEE, and then uses a remote attestation protocol to validate those
computations on-chain.

Enigma has integrated Intel SGX to allow users to create privacy-preserving smart
contracts. TEE enables the Enigma protocol to prove data confidentiality and correct-
ness with minimal overhead.

In 2018, the Private Data Objects (PDO) technology was introduced, it provides
data exchange and coordination between parties that do not trust each other. Interac-
tion is carried out through a smart contract that defines the data access rights and the
rules for updating them. The correct execution of smart contract rules is guaranteed by
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working in the Intel SGX trusted execution environment. It ensures the data privacy in
the distributed ledger is maintained. Smart contracts implemented with PDO ensure
the contract state is completely hidden from all participants, including validators. At
the moment, this technology is implemented on the basis of the Hyperledger Sawtooth
distributed ledger [36].

To solve similar problems for the Hyperledger Fabric distributed ledger, the Hy-
perledger Fabric Private Chaincode framework was developed. This project uses Intel
SGX to protect the data privacy and computation from potentially untrusted hosts.
Smart contract code is executed in a trusted environment. The framework enables the
development of applications where the stored data is encrypted and can be accessed
only by authorized participants [37].

8 Open problems

Despite significant efforts to develop and integrate new cryptographic methods for
protecting the information privacy, modern protocols are still far from a complete
solution to the problem.

Based on the analysis, we can identify the following promising lines for the devel-
opment of cryptographic privacy protection protocols in distributed ledgers:

e The development of more computationally efficient cryptographic pro-
tocols. The existing algorithms used in distributed ledgers are often highly
suboptimal. For example, the anonymous signature size is proportional to the
number of participants. The zero-knowledge proof algorithms, although they
guarantee a fast proof verification time, require several minutes to generate it
[10]. Tt severely limits their applicability for solving privacy problems and does
not allow scaling such solutions to a large number of users. Therefore, one of the
possible ways is to optimize existing cryptographic protocols (both in terms of
execution time and data size) or to develop new ones.

e Providing greater guarantees of confidentiality with fewer assumptions.
Many algorithms used in distributed ledgers, while solving the problem of privacy,
are forced to rely on a trusted third party to perform certain actions. For example,
zk-SNARK, which is most widely used in distributed ledgers among all zero-
knowledge proof algorithms, requires trusted parameter setup [9]. One potential
research area is to completely eliminate or minimize trust assumptions.

e New post-quantum cryptographic algorithms. Recent quantum comput-
ing advances become a serious threat to the classical cryptographic algorithms
which are the existing distributed ledgers basis. Therefore, to implement the
post-quantum algorithms meeting the requirements of distributed systems is a
currently important task [38].

e Interaction between the various ledgers while maintaining privacy. To
this date, many distributed ledgers have been developed with different trans-
action formats and incompatible protocols. However, the need for interaction
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between them will increase as they are implemented. The interaction mecha-
nisms start appearing, and the algorithms maintaining confidentiality have not
been developed at all [39].

e Solving the audit problem. Some tasks solved by distributed ledger technol-
ogy require opposite requirements. On the one hand, the user data confidentiality
must be ensured. On the other hand, certain verification of particular user cate-
gories should be conducted. The first attempts to create a cryptographic system
meeting both requirements were undertaken in [20|. However, the problem in
general form has not yet been solved.

9 Conclusion

In this paper, the analysis of technologies for hiding private data in distributed ledgers
was carried out.

All considered protocols rely on a cryptographic base that was laid back in the 70s
of the 20th century. Thus, the development and improvement of methods for hiding
private data in distributed ledgers has been around for about 50 years. But despite a
long history and significant efforts to develop and integrate new cryptographic methods
for protecting the information privacy, modern protocols are still far from a holistic
solution to confidentiality problems in distributed ledgers.

All currently proposed algorithms are suitable for solving only a certain class of
problems. The problem of hiding arbitrary information about transactions has not
been completely resolved at the moment.

We can conclude that this area is promising. The development of algorithms for
hiding transaction information will expand the scope of distributed ledger technology
in production software systems. Such algorithms will raise the distributed computing
systems techlogies to a qualitatively new level for solving various applied problems that
require information confidentiality.
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Abstract. At FSE 2004, Lipmaa et al. studied the additive differential probabil-
ity adp®(a, 8 — ) of exclusive-or where differences a, 8,7 € Fy are expressed
using addition modulo 2". This probability is used in the analysis of symmetric-
key primitives that combine XOR and modular addition, such as the increas-
ingly popular Addition-Rotation-XOR (ARX) constructions. The focus of this
paper is on maximal differentials, which are helpful when constructing differen-
tial trails. We provide the missing proof for Theorem 3 of the FSE 2004 paper,
which states that max, s adp®(a, 8 = v) = adp® (0,7 — ~) for all y. Furthermore,
we prove that there always exist either two or eight distinct pairs «, 8 such that
adp®(a, 8 — v) = adp® (0, — 7), and we obtain recurrence formulas for calculating
adp®. To gain insight into the range of possible differential probabilities, we also
study other properties such as the minimum value of adp® (0, — ), and we find all
~ that satisfy this minimum value.

Keywords: Differential cryptanalysis - ARX - XOR - modular addition

1 Introduction

Differential cryptanalysis [BS91] is a well-known statistical method for the analysis of
symmetric-key primitives. The main idea is to see how a difference AX between two inputs
(e. g., plaintexts) propagates to a difference AY between the corresponding outputs (e. g.,
ciphertexts). The ordered pair (AX, AY') is referred to as a differential. A differential trail
is defined as a sequence (AX,AX,,...,AX,_1,AY) where AXy,...,AX,_; are some
intermediate values that appear in the primitive.

A common technique to construct a differential trail is to use a “greedy” strategy to
pick the intermediate differences that have the highest differential probability. Under some
assumptions, the probabilities of a differential trail can be multiplied together to obtain a
good estimate of the probability of a differential.

However, this presupposes that the maximal differential probabilities of elementary
operations can be efficiently calculated. For ciphers based on S-boxes, this is rather
straightforward: their size is usually small enough so that all input and output differences
can be enumerated in a Difference Distribution Table (DDT).

However, this is often not the case for Addition-Rotation-XOR (ARX) constructions,
where the addition modulo 2" can have n = 32 or n = 64, thereby making it infeasible to
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Figure 1: The differential probability adp®(a, 8 — 7) of exclusive-or when differences
are represented using differences «, 3, are expressed using addition modulo 2. The
probability is obtained by averaging over all values of =z and y.

construct a DDT. Two of the five finalists of the NIST SHA-3 hash function competition
are ARX constructions: BLAKE [AMPH14] which uses either 32-bit or 64-bit additions
(depending on the length of the hash value), and Skein [FLS*09] which uses 64-bit additions.

The differential probability adp® of exclusive-or (XOR) when differences are expressed
using addition modulo 2™ was studied at FSE 2004 by Lipmaa et al. [LWDO04]. It is defined
as adp®(a, 8 — ) = Pryyerp[(z + @) @ (y + B) = v + (¢ @ y)], and illustrated in Fig. 1.

Lipmaa et al. showed that adp® can be expressed as a rational series. That is, if we
define w; = 4a; + 23; + i, then (as we will recall in Sect. 3) there are eight 8-dimensional
square matrices A;, a column vector C, and a row vector L, such that

adpea(oz,ﬂ—)’y):L'Aww1 oAy - C

here w;, i.e., which matrix is used as the i-th term of the product, depends on ay, 5;, ;.
This formula allows us to easily calculate the probability given a differential (a, 5 — 7).

Lipmaa et al. point out in their FSE 2004 paper [LWDO04] that “many of the enumerative
aspects of adp® seem infeasible,” but nevertheless provide a theorem related to the maximal
differential probability when the output difference + is fixed. More specifically, Theorem 3
of their paper states that for all output differences -,

maﬁx adp®(a, 8 — ) = adp® (0,7 — 7).

Unfortunately, this theorem is not proven in the FSE 2004 paper, and communication
with one of the authors revealed that the proof has been lost. Therefore, it is interesting to
know whether the theorem is correct (or if there exists a counterexample), and the proof
techniques may allow us to better understand adp® and help to prove other properties.

Outline. This paper is organized as follows. We give an overview of related work in
Sect. 2. Sect. 3 provides some basic definitions. In Sect. 4, we give some useful argument
symmetries for adp®: the order of the arguments does not matter for adp®, and the
probability is unchanged under certain transformations of the arguments. In Sect. 5, we
finally provide a proof of Theorem 3 of the FSE 2004 paper [LWDO04]. Sect. 6 shows that
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there are either eight (if v ¢ {0,2"71}) or two (otherwise) distinct pairs («, 8) such that
adp®(a, 8 — v) = adp® (0,7 — 7). Recurrence formulas for an arbitrary adp®(a, 8 — 7)
are obtained in Sect. 7. Sect. 8 focuses on properties of adp® (0,7 — 7): a simplified
matrix form by 2 x 2 matrices is proven; we find the minimum value of adp®(0,y — ),
and obtain all v that satisfy this minimum value. Lastly, we calculate the sum of all
adp® (0, — 7), and conclude the paper in Sect. 9 along with some suggestions for future
work.

2 Related Work

At the Dagstuhl “Symmetric Cryptography” seminar in January 2009, Weinmann intro-
duced the term AXR for symmetric-key primitives based on additions modulo 2", XORs
and rotations. Later at the FSE 2009 rump session, he renamed the term to ARX. The
design strategy, however, is much older: perhaps the earliest example of an ARX primitive
is the block cipher FEAL [SM88] (Fast Data Encipherment Algorithm), introduced at
EUROCRYPT 1987.

More recent examples of ARX ciphers include the eSTREAM finalist Salsa20 [Ber05],
the ChaCha [Ber08] stream cipher included in the Transport Layer Security (TLS) pro-
tocol version 1.3, the block cipher Speck [BSST13] (standardized as ISO/IEC 29167-22),
the CHAM block cipher [KRK'17] (which has been revised to increase the number of
rounds [RKJ"19]), and several submissions to the NIST lightweight cryptography project
including COMET [GIN19] (which relies on SPECK and CHAM), SNEIK [Saal9], and
Sparkle [BBCdS™*20b].

To apply differential cryptanalysis to an ARX primitive, one approach is to use XOR
differences: these differences pass through rotation and XOR operations with probability
one, and formulas for the differential probability xdp* of the modular addition were
provided at FSE 2001 by Lipmaa et al. [LMO1].

In this paper, however, we are interested in differences that are expressed using addition
modulo 2™. These differences go through the modular addition with probability one. The
additive differential probability of rotation was studied by Berson [Ber92], and Lipmaa et
al. [LWDO04] provided a formula for adp®, the additive differential probability of XOR.

Using Lipmaa et al’s expression for adp®, Velichkov et al. [VMDCP12, App. C]
provided a search algorithm to list the output differences v that maximize adp® for a given
(a, B). Although this search algorithm can be very helpful, it cannot be used to provide
general statements that hold for any value of n. At FSE 2011, Velichkov et al. [VMDCP11]
explained how to calculate the additive differential probability of one ARX operation. Sun
et al. [SHW16] showed how to model adp® using the Mixed-Integer Linear Programming
(MILP) approach for differential cryptanalysis [MWGP11].

Compared to additive differences, XOR differences not only propagate through two
operations with probability one (XOR and rotation) instead of only one operation (addition).
Another advantage of using XOR differences over additive differences is that the differential
probabilities have simpler expressions (see Lipmaa et al. [LWDO04, Table 3]). Lipmaa et
al. [LWDO04] pointed out that the number of possible differentials is larger for adp® than
for xdp™, but the average possible differential has a smaller probability.

Despite the advantages of using XOR differences, there are ciphers for which additive
differences may be more appropriate. For example, when Biryukov and Velichkov [BV14]
provided a differential cryptanalysis using additive differences for TEA [WNO94] and
Raiden [PHCEROS]; they argued that additive differences are more appropriate given
that round keys and round constants are added (instead of XORed), and that there is a
higher number of add operations compared to XOR operations in one round. In similar
spirit, when SPARX and LAX were proposed by Dinu et al. [DPU'16], and when Beierle
et al. [BBCAS™20a] introduced the ARX-based S-box called Alzette (used in CRAX,
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TRAX and Sparkle) [BBCdS*20a], they provided some rationale of why their designs
resist differential attacks using additive differences.

Lastly, we would like to point out that care should be taken when multiplying prob-
abilities of differentials. For example, in the differential cryptanalysis of XTEA [NW97]
by Hong et al. [HHK*03] using XOR differences, the authors constructed a three-round
iterative trail (a,0) — (o, 0), where a = 0x80402010. The trail contains two consecu-
tive addition operations, which separately have probabilities xdp™ (o, 0 — o) = 273 and
xdpT (e, — 0) = 273, Hong et al. found that the joint probability xdp™(«, 0, — 0)
is higher than the product of the two probabilities 273 - 273 = 276 and estimated
the probability to be 27475, Mouha et al. [MVDCP11, Sect. 3.6] revisited this prob-
lem by correctly calculating the XOR-differential probability of the three-input addition
as 273, which can be trivially confirmed using the commutative property of addition:
xdpT (o, — 0) - xdpt(0,0 = 0) =273 . 1 =273,

Mutatis mutandis, a similar observation also holds when analyzing, for example, the two
consecutive XOR operations in one round of TEA using additive differences: calculating
the differential probabilities of each XOR, operation separately using the formulas in this
paper and multiplying them, may not lead to a correct estimate. Therefore, some caution
is needed when applying the results in this paper to differential trails of an ARX primitive.
We consider these issues to be outside the scope of this paper, but we mention the analysis
of larger components as a suggestion for future work in Sect. 9.

3 Definitions

Let G, H be abelian groups and f : G — H be a function. A differential of f is a pair
(o, 8) € G x H denoted by a« — 3, where f maps some x,z+«a € G to f(z), f(z)+5€ H
respectively. The differential probability is defined as

dp’(a = 8) = Pr[f(z+a) = f(x) + ],

In this work, we consider the additive differential probability adp® of exclusive-or, i.e.,
G = H = Zy» and the function f(z,y) =« @ y in two arguments. In other words,

adp®(@,f > 7) = Pr [(@+a)@y+p) =7+ (@dy).

For convenience, we denote that z,y,«, 5,7 € F}, i.e., they are elements of the n-
dimensional vector space over the two-element field. In this context, x + y, x — y and
—z mean z’ + 3y mod 2", ¥’ — 3y’ mod 2" and —x’ mod 2" respectively, where =’ =
2o + 212t + ... + 2, 12" ! (the same for y/), i.e., x is a binary representation of the
integer ' € {0,...,2™ — 1}. Note that the coordinates of x € F} start with 0: x =
((Eo, T1y..- 7ZL'n,1).

Working with F3, we denote the XOR operation by = @ y. Also, we define

fz(1‘0@1,$1€B1,...,$n_1@1).

By 0™ and 1™ we denote (0,...,0) and (1,...,1) € F3 respectively. We will often use
integers, e.g., 0 and 2”71, instead of elements of F} if n is clear from the context.

There is a matrix (or rational series) approach for calculating adp®(a, 8 — 7), @, 3,7 €
F2. Let eo,...,er be standard basis vectors of Q% (they are vector-columns).

Theorem 1 (Lipmaa et al. [LWDO04]). Let L = (1,1,1,1,1,1,1,1), Ag,..., A7 be 8 x 8
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matrices, where

40010110
00010100
00010010

L _L]000 10000

=410 0 000 1 1 0
0000O0T1TO0O0
0000O0GO0T1O0
00000O0GO0TG 0O

and A = ((Ak)ij) = (A0)iok.jor), here i, j,k € Fs. Then
adp®(a, 8 — ) = adp®(w) = LA, A, _, ... Au,eo,

where the differential (o, 8 — =) is written as the octal word w = wy_1...wy with
w; = w;(a, B,y) = day + 28; + ;. For convenience, the matrices Ay, ..., A7 are given below.

b
}
£>
h

0 3
40010110 00101000 01001000 10000000
00010100 04101001 01000000 10000100
00010010 00100000 01401001 10000010

100010000 100100001 101000001 110040110
2]/ 00000110 1l 00001000 1l 00001000 21 00000000
00000100 00001001 00000000 00000100
00000010 00000000 00001001 00000010
00000000 00000001 00000001 00000110
Ay As Ag Az
01100000 10000000 10000000 00000000
01000000 10010000 00000000 01000000
00100000 00000000 10010000 00100000
100000000 1100010000 100010000 101100000
21101104001 2] 10000010 2]/ 10000100 71 00001000
01000001 10010410 00000100 01001000
00100001 00000010 10010140 00101000
00000001 00010010 00010100 01101004
Note that we consider coordinates {0,...,7} in terms of Zys and F3 by their binary

representations too. By the matrix approach it is easy to check (see [LWDO04]) that

Lemma 1. We have adp®(a, 8 — ) > 0 if and only if the first (i.e., least significant)
nonzero coordinate of w(a, 8,7) is equal to 3,5 or 6.

Lemma 2. We have adp®(«, 3 — ) equal to either 0 or 1 for a, 8,7 € Fy and equal to
either 0 or 5 or 1 for o, B, € F3.

Lemma 3. We have adp® (o, 8 — ) = 1 if and only if w(a, B,7v) = v0*, where v €
{0,3,5,6}.

4 Argument Symmetries of adp®

First, we list several argument symmetries of adp®.

Proposition 1. The function adp® is symmetric, i. e., for any a, B, € F5, it holds that

adp®(a, B — ) = adp®(8,a — 7) = adp® (8,7 = «)
= adp@(’y,ﬁ —a)= adp®(vy,a — B) = adp@(a,7 — B).
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Proof. We have adp®(a, 8 — ) = adp® (B, a — ) by definition. Furthermore,

adp®(a,8 =)= Pr [((z+a)® (y+ ) —(zdy) =1]

z,yeFy
- LEFS[((x +a)®(y+p8) =(dy) +1]

= x,fe%g[((”” +ta)@(y+p) @ (zdy)+v) =0

— Z:zeifyem[((z DY) +a)@(y+06) @ (2+7) =0
:Zyi%g[(z+7)@(y+ﬂ) =(2@y) +a

= Z&F&;[(Z+v)@ (y+B)—(z@y) =a

=adp®(y,8 = ).
Note that all other argument permutations are combinations of these two. O
Proposition 2. For any «, 8,y € Fy it holds that
adp®(a, B = v) = adp®(a+2""1 3+ 2" 5 q) =adp®(a@ 2" L, 3@ 2" = ),
in light of Proposition 1, we can add 2"~ to any two arguments.

Proof. Tt is easy to see that a +2""1 = a®2"~ !, therefore, a + 2 +2" ! = (a+x) 2" 1,
where z € Fy. Thus,

adp®(a, =)= Pr [(z+a)® (y+8)) — (zay) =1]

z,ye€fy

P l(@+oer e+ o) -y =1

= P l(@+rat27No(y+8+2"7) —(@oy) =]

=adp®(a+ 2", g+2"71 = ). O

Proposition 3. For any «, 3,7y € F} it holds that adp®(«a, 8 — ) = adp®(a, B — —7).
In light of Proposition 1, we can replace by “—” any argument without changing the value
of adp®.

Proof. First, we prove that

adp®(e,f +9) = Pr [((z+a)@(y+h)) — (z@y) =1]

z,yeFy
=, Doy —(@+a)@y+h)) =]
= ra BT (@ ) O )~ @ @y) = ]
= adp®(—a, —f = —). (1)

For further calculations we will use that x + y = T — y. To confirm this, we have
—z=2"—-2z=(2"-1)—-2)+1=7+1. (2)

Therefore, T = —x — 1 and
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Next, we prove that adp®(a, 8 — v) = adp®(—a, =8 = 7):

adp®(—a,~B>9) = Prl((@-a)@(y-8)-@@y) =]

= P (@ —a)@ —8) - (@ ay)=1]
@' =Ty’ =ycly
— P Tl B — (@) —
x/,yémg[(”““ +ady +8) - @ ay)=1]
u@v;ﬂ@ﬂ PI‘
x/7y/€]F£L

= adp®(a, 8 — 7). (3)

(@ +a)e W +8) - (@ &y) =1]

Finally, we have
adp@(a,ﬁ — —y) = adp®(—a, —B = —(=7))
= adp®(—a, - = 7)

= adp®(a, B — 7). O

5 Maximum of adp®(x,y — ) for Fixed ~
In this section we give the missing proof of Theorem 3 from [LWDO04]: we will prove that

max adp®(a, 8 — ) = adp® (0,7 = 7).
a,BEFY

Let us define

A= Ay, %ft %s even . /TQZ As, %ft %s even
As, if tis odd Ap, if tis odd
Then
adp®(0,7 =)= LAL,%1 .. .A;Oeo for any w = w(a, 8,7).

Lemma 4. For any octal word wy, ...wq, where n >0, and 0 < k < 7 the following holds:
LAwn N Awoek = LAwnEBk: e Awog;k(:’o.

Proof. Let us denote by T} the 8 x 8 involution matrix that swaps the ¢ and ik coordinates,
1=0,...,7. Then

LAwn e AwOek = (LTk)Aun ce Awo (Tkeo)
= L(TkAw” Tk)(TkAw,,L,lTk) N (TkAonk)eo
= LAwnEBk e Awo@keo,

since (TxAmTx)ij = (Am)iokjor = (Ao)iomok, jomek = (Amek)i; and T,? is the identity
matrix. O]

Note that Af, o, = A;, for even k (as an integer number, i.e., for k = 0,2,4,6) and
Al = A/ for odd k.
w; Bk w;

Theorem 2. For any v € Fy, we have

max adp®(a, 8 — ) = adp® (0,7 — 7).
a,BEFy
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Proof. Let us use induction by n. The base case of the induction, n = 1, follows from
Lemma 2: it holds that adp®(0,0 — 0) = adp®(0,1 — 1) = 1.
Suppose that adp®(a, 8 — v) < adp®(0,y — 7) for any «, 3,7 € F}. This means that

LAy, ... Ayeo < LA, ... Al e

1

for any octal word v of length n. Let us prove that adp@(a,ﬁ — ) < adp®(0,y — ),
where a, 8,7 € F3 ! i.e.,

LAwn [N AWDeo S LAZun ce A:uon

for any octal word w of length n + 1. We consider four cases for A,,,, the first two of them

are very easy.
Case A,,, € {A1, Az, Ay, Az}

L 1
LAy, ... Aveo =07 0< LA, ... Al eo.

Case Ay, = A, i.e., A, = Ao:

LAwn e Awoeo = LAwn ce Aw1 €0
induction , ,

<~ LAwn"‘AwleO
! !

= LAw,,, ...AWOeo.

Case A, = 4g, i.e., A, = Ag. It is easy to see that

VPSR DR SRS SO
660—460 462 464 466.

Also, if wy € {0,3,5,6}, LA, ... A, (e2 + eq) = 0; otherwise LA, ...A,, (eqg+eg) =0.
Indeed, Ay, ez = Ay, eqa =0if wy € {0,3,5,6} and A, e = Ay, e6 =0 if wy € {1,2,4,7}.
Thus, we can deduce that

1 1
LA,, ... Aye0 = ELA% A e, F iLAw" o Aueps,

where p; and p, are even. According to Lemma 4,

1 1
LAwn e Awo €o = ZLAwn@pl e Awl@pl €0 + ZLAWW.@I)Z N Awl@pz €p
induction ] , , 1 , ,

ZLAwnEBpl e ‘AwléBmeO + ZLAwnGsz - 'AwlészeO'
Taking into account that both w; & p; and w; @ py are even if and only if w; is even (as an
integer number), we have A/, o, = A}, (herei € {1,...,n}, j € {1,2}). Therefore,

1 / li 1 li /
LAw" ce AwOeo S iLAwn cee Awl eo + ZLAWn e Awleo

1
iLA‘/'J" . A:Jleo.

Finally, let us calculate LA}, ... A[, eo. Recall that A, = Ao for the case that we are
considering here, and that Ageg = eg, so that:

LA;W N A(’UOGO = LA:Un N A;leo
1
> QLA(/’JTL N A;le()
2 LAw" e Awo €o.- (4)
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Case A, € {43, A5}, i.e., A, = Asz. It is easy to see that

1 1 1 1
Aseo = 760 + 14 + 14 + 16

VPP VRS DS S
560 = 460 461 464 485-

Note that LA, ... Ay, e; =0 for
o w1 €{0,3,5,6} and j ¢ {0,3,5,6},
* w1 ¢ {0737576} and j € {0737576}7

since in these cases Ay, e; = 0. The latter was already noted by Lipmaa et al. [LWDO04]
when they showed by direct computation that the kernels are ker Ag = ker Az = ker A5 =
ker Ag = (e1,e2,e4,e7) and ker A; = ker Ay = ker Ay = ker A7 = (eq, €3, €5, €5).

Thus, we can deduce that

1 1
LA, ... Ay e0 = ZLAW” L Agep + ZLAW" . Aueq,

where p is even and ¢ is odd. Moreover, either p, ¢ € {0,3,5,6} or p,q € {1,2,4,7}. Indeed,
o ifw; €{0,3,5,6} and A, = As,

LA,, ... Aue0 = iLAwn A e+ iLAwn .. Ay €3, e, p=0and g =3;
o ifw; €{0,3,5,6} and A, = 45,

LA, ... Ase0 = iLAwn A e+ iLAwn ... Ay €5, l.e., p=0and ¢ = 5;
o ifwy ¢{0,3,5,6} and A, = 43,

LA, ... Ase0 = iLAwn A e + iLAwn . A €9, e, p=2and g =1;
o ifwy ¢{0,3,5,6} and A, = 45,

LA,, ... Aue0 = %LAWH L Ag e + iLAwn .. Ay eq, le, p=4and g=1.

According to Lemma 4,

1 1
LAwn .o AUJOBO = ELAWn@P [N Awl@peo + ZLAUJ”@(J [N Awl@qeo
induction | , , 1 , ,
ELAWn@p . AUJ]@PBO + ZLAWnEBq e Aw1®q€0' (5)

Taking into account that w; @ p is even if and only if w; is even and w; @ q is even if and

only if w; is odd, it is easy to see that A, o, = Al and A[, o = Al . Therefore,

1 1 -
LA, ... Aueo < ZLA;n AL o+ ZLALJW AL ep.

To complete the case, let us calculate LA[, ... A}, eo:

1 1
LAt/,dn"'A:uon = LA:JH ...A;1(160+Z€3)

1 1
ELAQM AL eo + ELAZM@:; - Al aaco

Lemma 4

1 1 -
= ZLA‘IHn ...A;leo—f— iLAt/Un ...A;leo

Z LAwn RN Awo €o-
This completes the proof of the theorem. O
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In light of Proposition 1, it does not matter which argument we fix: adp®(«a, 8 — 7) <
adp®(a,a — 0) and adp®(a, 8 — 7) < adp®(B, 8 — 0) hold too.

6 Number of Maximums of adp® for Fixed ~
Let us define

adpmax(y) = {(z,y) € Fy x F% :adp®(x,y — v) = adp® (0,7 — 7)}, v € F5.
Proposition 4. Let v € F}, v € {0,277 '}. Then #adpmax(y) = 2. More precisely,

adpmax(0) = {(0,0), (2", 2" H},
adpmax(2"~1) = {(0,2"71), (2", 0)}.

Proof. According to Lemma 3, adp®(0,0 — 0) = adp®(0,2"~* — 2"~1) = 1. The lemma
also provides the conditions for «, 3,7 such that adp®(«, 8 — 7) = 1:

do; +2B; +vi=0for 0<i<n-—1and da,—1 + 26,-1 + V-1 € {0,3,5,6},

e, =0;=v=0for0<i<n-—1and (@,—1,Pn—1,Vn—1) is either (0,0,0) or (1,1,0)
or (1,0,1) or (0,1,1). O

Proposition 5. Let v € F}, v ¢ {0,2"1}. Then the following eight pairs are distinct
and belong to adpmax(y):

0,7), (0,-7), @ Ly@20l), @ —y@2),
(’Y,O), (_,Y’O), (7692”71)2”71), (_7@2n71’2n71).

Proof. Theorem 2 gives us that (0,7) € adpmax(vy). The other pairs are provided by
Propositions 1, 2 and 3, since adp® has the same value for these pairs with fixed ~.

Next, we know that v ¢ {0,2"71}. Let us divide these pairs into two sets: P =
{(0,7), (0,=7), (7,0),(—v,0)} and P’ contains the other pairs.

Any two pairs from P are distinct, since v # —v and 7, —y # 0. The same is true
for P': indeed, any pair (a,b) € P’ is equal to (a/ ® 2"~ 1, @ 2"~1), where (a’,b') € P.
This is why any two pairs from P’ coincide if and only if the corresponding pairs from P
coincide.

At the same time, a pair from P cannot be equal to a pair from P’, since at least one
coordinate of any pair from P’ is equal to 2!, but 0, v, —y # 271, O

To prove auxiliary lemmas, we introduce the following notation: for A C Fy x F% | let

us define swap(A) = {(z,y) € F§ x F} : (y,x) € A}. It is clear that #swap(A) = #A.
Also,

perfmax(y) = {(z,) € adpmax(y) : (z,7) € adpmax(7)}. (6)

Note that swap(adpmax(vy)) = adpmax(7y), since adp®(a, 8 — ) = adp®(3,a — 7) by
Proposition 1. Therefore,

swap(perfmax(y)) = {(z,y) € adpmax(v) : (T,y) € adpmax(7)}. (7)
Let us list some of their straightforward properties.
Lemma 5. The following statements hold:

o #perfmax(y) < min{#adpmax(v), #adpmax(7)};
e (a,B) € perfmax(y) if and only if (o ® 2", 3@ 2"~ 1) € perfmax(y).
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Proof. The first point directly follows from the definition. Next, Proposition 2 provides
that

(o, B) € adpmax(y) <= (e ® 2", 3@ 2" ) € adpmax(y),
(o, B) € adpmax(7) <= (a® 2", @ 2" 1) € adpmax (7).

The equality 8 @ 27—1 = 3@ 2"~ ! completes the proof. O
Lemma 6. Let v € F}, #adpmax(y) < 8 and #adpmax(7) < 8. Then #perfmax(y) < 2.

Proof. Let v € {0,2"7'}. Lemma 5 provides that #perfmax(y) < #adpmax(vy). At the
same time, #adpmax(y) = 2 by Proposition 4. The case of 7 € {0,2" "'} is completely
identical. Hence, the lemma is proven for these cases.

Let 7,7 ¢ {0,2"'}. Note that this excludes the case of n = 1. Under the lemma
assumption, Proposition 5 describes all 8 distinct pairs from adpmax(vy) (the same for
adpmax(¥)). In light of Lemma 5, it is sufficient to prove that at most one pair from
P ={(0,7),(0,—v), (7,0),(—v,0)} € adpmax(vy) belongs to perfmax(v), since any of the
other four pairs from adpmax(y) are equal to (o ® 2"~ !, 8@ 2"~ 1), where (o, 3) € P.

First, we consider (v,0) and (—v,0). Since v ¢ {0,2"7'} and n > 1, we have
v, —7,0 ¢ {0,2"~1}. But one coordinate of any pair from adpmax(¥) is always equal to 0
or 2”1 i.e., both (v,0) and (—~,0) do not belong to adpmax(¥) and, as a consequence,
they are not elements of perfmax(7).

Next, we consider («, 8) = (0, —v). Using (2), we obtain

(@B = 0=
=0 -
TE 0, -+ -1

= (0,_7_2)

Since a = 0, let us consider the first elements of the pairs from adpmax(¥) described by
Proposition 5: none of 7, —%, @271, —y@2n~1 27"~!isequal to 0 due to¥ ¢ {0,271}
It means that (, 3) may only be equal to (0,%) or (0, —7¥) from adpmax(¥).

This implies that « satisfies one of the two following equalities:

e —% — 2 = —7%, which is inconsistent for n > 1;
o —¥—2=7,i.e., 2y+ k2" = —2, where k € Z or, equivalently,
5y =—1—k2""" where k = {0,1}, since k2"~ mod 2" € {0,2"'}.

By again using (2), we have that ¥ = —1 — k2"~ = k27~1. But j = k2»~1 (where
k ={0,1}) if and only if v € {0,271}, which is a contradiction.

Thus, only (0,7) and (2”71, v @ 2"~ 1) belong to perfmax(y). Thereby, the lemma is
proven. O

Corollary 1. Let v € F}. Then #adpmax(y) < 8.

Proof. Let us use induction by n. The base case of the induction, n = 1, is straightforward:
the only possible values of v are 0 and 2"~! = 1, for which Proposition 4 holds.

We suppose that #adpmax(c) < 8 for any ¢ € FJ. Let us prove that #adpmax(y) < 8
for v € IFSH. We denote (zg,...,z,—1) by &’ for x € IF‘;’“.
Case 79 = 0. Let us consider («, 8) € adpmax(). It is easy to see that wo(a, 5,7) ¢ {2,4}
(this follows from Case A, € {41, A, Ay, A7} of Theorem 2), and that wo(e, 8,7) # 6
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(by (4) from the proof of Theorem 2). This means that ag = Sy = 0. Thus, #adpmax(y) =
#adpmax(y’) < 8 by induction.

Case 79 = 1. We rely on the case A,, € {As, A5} of Theorem 2. Let us consider
(o, B) € adpmax(y). Like in the previous case, wo(a, 8,7) ¢ {1,7}, i.e., we have two
variants: 3 or 5. Also, we have two distinct choices for wi (e, 3,7): it can belong to either
{0,3,5,6} or {1,2,4,7}. Recall that p and ¢ depend on this choice. Thus, we have 2-2 =4
different “branches” for «, 5. Let us consider any of them.

Let p = 4p1 4 2p2 (p is even), ¢ = 4¢1 + 2¢g2 + 1 (¢ is odd), where p1,p2,q1,92 € {0,1}.
Considering the sums = @ p;, * @ ¢;, where x € Fy, we mean x @ 0" for p;,¢; = 0 and
x @ 1™ otherwise.

According to (5), LA, ... Aueo = adp®(a, B — ) is equal to adp® (0, — 7) if and
only if

o LA, ap---Auapeo = adp®(a/ @ p1, B’ @ pa — ') is equal to adp®(0,7” — +') and
o LAy, aq- - Auviegeo = adp®(a/ @ q1, 8 @ g2 — 7' ®1™) is equal to adp® (0,7 — 7).

It means that (a, ) € adpmax(y) if and only if (¢/ & p1,8 @ p2) € adpmax(y’) and
(o' @ q1,8 @ q2) € adpmax(y’ @ 1) = adpmax(y’).

Since p,q € {0,3,5,6} or p,q € {1,2,4,7}, (p1,p2) ®
taking a = o/ @ py, b = ' ® ps2, we have (¢/ D q1,5' D q2)
by (6) and (7)

(Q17QQ) S {(Oa 1)3 (15 0)} Thus,
€ {(a,b), (@, b)}. In other words,

either (a,b) € perfmax(y’) or (a,b) € swap(perfmax(y’)).
In light of the induction hypothesis, Lemma 6 provides that for the both cases
#perfmax(y') = #swap(perfmax(y')) < 2,

i.e., there are at most two distinct pairs (a, b) satisfying the conditions. For any “branch”
(a,b) uniquely determines («,3). Therefore, we have at most 4 - 2 distinct choices for
(a, B) € adpmax(y). The statement is proven. O

7 Recurrence Formulas for adp®
A matrix approach to calculate adp® and Lemma 4 allow us to obtain recurrence formulas
for adp®(a, 3 — ). It is possible to rewrite the proof of Theorem 2 in terms of these
formulas. First, let us denote the vector (0, zg, z1,...,2p—1) € IF;’H by 2«0, i.e., in terms
of integers, 0 = 2x. We define z1: 1 = 2x + 1 in exactly the same way.

Let us prove an auxiliary lemma.

Lemma 7. Let adp®(a, 8 — ) > 0. Then ap @ Bo ® Yo = 0.

Proof. By Lemma 1, wg = 4ag ® 280 Do € {0, 3, 5,6}, which implies ag @ o @y =0. O

Now we can give the recurrence formulas for adp®.
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Theorem 3. For all a, 8,y € Fy the following equalities hold.
adp® (a0, 30 — 70) = adp®(a, B — ),
adp®(al, f1 — ~0) = iadp@(a,ﬂ — )+ iadp@(aﬁ — )
+ 7adp®(@, 5 = 7) + 7adp®(a, B - ),
adp®(al, 30 — 1) = iadp@(a,ﬁ — )+ iadp@(a, B—=7)
+ adp® (0, 5 = 7) + 7adp® (@, 6 - ),
adp® (a0, 81 - 1) = adp®(a,5 - 7) + jadp®(a,5 )
+ 7adp®(0, B = 7) + Jadp®(a, f - ),

adp®(a0, 0 — v1) = adp® (a0, 1 — 70) = adp®(al, S0 — 70)
= adp®(al, 1 — 1) = 0.

Note 1. Any of @, B and 7 can be replaced by o+ 1, B+ 1 and ~ + 1, respectively. Indeed,

2
a @ —a—1=—(a+ 1), that we can transform to a + 1 by Proposition 3, the same is

true for 8 and 7.

Proof. First, adp®(a0,80 — 40) = adp®(a, — 7) easily follows from the matrix

representation. Next, adp® (a0, 80 — v1) = adp® (a0, 31 — 70) = adp®(al, B0 — 10) =

adp®(al, 81 — v1) = 0 since the sum of the least significant bits is odd, see Lemma, 7.
In light of Proposition 1, it is sufficient to prove that

adp® (a0, 51 - 71) = Jadp®(@,5 > 7) + jadp®(,5 > 7)
1 — 1
=+ Zadpea(a)ﬁ — '7) + Eadpea(aa ﬁ — 7)

By the matrix approach, adp® (a0, 81 — y1) = LA, ... Ay, eo, Where w; 1 = 4oy +23;+7;
and wg=4-04+2-1+41-1= 3, next,

adp® (a0, 81 — ~1) = LA,, ... Ayeo

iLAwn o Aweo+ iLAw” o Awer
+ iLAwn e Awyea + iLAwn o Awes
Lemma 4 lLAwn oo Apeo + iLAwnem . Apieieo
+ ZLAwn@g o Ay e + iLAw,LGBS - Aw, e3¢0,

At the same time,

LA,, ...Au €0 = adp®(a, B — 7),

LAy, 1 Aweieo = adp®(a, B — y© 1) = adp®(a, — 7),
LAy, o2 Awgzeo =adp®(a, 1" =) =adp®(a,f — 1),
LAy, 3. Aweseo = adp®(a, B 1" — v ® 1) = adp? (e, B — 7),

which completes the proof. O
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Corollary 2. For any v € Fy, we have
adp® (0,71 = 1) = iadp@(o, v =)+ %adpea(o,ﬁ — 7).
Proof. Since 0@ 7%, ® 7o = 1, Lemma 7 provides that
adp®(0,5 —7) = adp®(0,7 = 7) = 0.
Therefore, adp®(0,y1 — 1) = iadp@(o, v =)+ iadp@(o,i — %) by Theorem 3. [

Corollary 3. For any of adp®(al, 81 — ~0), adp®(al, B0 — ~1), and adp® (a0, B1 —
~v1), at least two terms of the corresponding sum in Theorem & are zero.

Proof. In light of Proposition 1, it is sufficient to prove the statement for adp® (a0, 31 —
71). _ _

Since ap D Bo B0 = o B By BTy and ap D By D yo = o B Bo By = o B Bo Do B 1,
Lemma 7 provides that either

adp@(a,ﬁ =)= adp@(a,B —7%)=0or
adp®(a, 8 — ) = adp®(a, 8 = 7) = 0. O

The recurrence formulas help to determine the minimum nonzero value of adp®(a, 8 —
7):

Corollary 4. Let n > 1. Then the minimum nonzero adp@(a,ﬁ =), o,B,y € Fy, is
equal to 8 - 47",

Note 2. The formula for n = 1 differs: Lemma 2 shows us that either adp®(a, 8 — v) =0
or adp®(a, 8 — ) =1 for a, 8,7 € F,.

Proof. Let us denote this minimum nonzero value by m,. Applying to a nonzero
adp@(a,ﬁ =), o,B,7 € IFSH7 a recurrence formula from Theorem 3, it is easy to
see that adp®(a, 8 — ) > %mn, which implies my, 11 > imn.

Let us consider 77, = (1,0,1,0,...) € F (i.e., the least significant bit is 1 and each next
bit is the negation of the previous bit), e.g., v, = (1,0,1). Also, al = (1, ag, 1, ..., tp_1)
by definition, where «q is the least significant bit of a. Then, by the recurrence formulas,

adp@(0" T 1" AT = adp®(0nth 1T 5 A1)

1 1
72dp7 (0", 1" = A7) + Jadp® (0", 0" — 1)

1 — 1
+ Zadp@(onv On — ’Y{LO) + Zadp@(onv 1" — ’Y{LO)

Lemma 7 1 n on ~T 1 n qn n
¢ :a 7adp@(0 70 _>710)+1adp@(0 71 %710)‘ (8)

Moreover, the first (i. e., least significant) and the second bits of 779 are 0 and 1 respectively,
which implies that adp®(0”,0" — 77;) = 0 for n > 1. Indeed, it holds by Lemma 1 since
wp=4-04+2-0+0=0andw; =4-0+2-0+1=1¢ {0,3,5,6}. Therefore, (8) provides

that
1
adp® (0", 1L 5 41F) = Eadpaa(O", 1" = ~7p) for n > 1. (9)

Let us prove by induction that

My, = adp@(O", 1™ = ~15)-
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The base case of the induction is n = 2. According to (8) and Note 2, the minimum
nonzero adp® (a, 8 — ) where a, 8,7 € F3 is adp®(0%,12 — 73,) = % Note that this is
consistent with Lemma 2.

Now, we prove that if the minimum nonzero adp® (o, B — ) where a, 3,7 € F} is my,,
then the minimum nonzero adp®(a, 8 — ) where a, 8,7 € F3™ is m,, 1.

®an+l n+1 n+1 (_) 1 D/An 1n n \ induction 1
adp” (0", 1 -0 ) = Zadp 0™, 1" = ~1y) = 7

Note that adp®(0"+!, 1"+ — 4741} is nonzero. Moreover, it is also the minimum nonzero
value. This can be seen as follows. Clearly, there must exist some «, 3,7 € IE*‘;+1 that
corresponds to the minimum nonzero value, and therefore one of the eight recurrence
formulas of Theorem 3 applies. As the value of adp®(a, 8 — ) is nonzero, at least one
term in the recurrence formulas must be nonzero, and therefore m, 1 > imn. We found
this smallest nonzero value: my,+1 = adp® (0", 171 — 475"y = Im,,, thereby proving
the induction step.

Finally, we can now express m,, in terms of n: m, = + - (i)”*2 =8-47 " forn >1

by (9). ’ O

8 Properties of adp® (0,7 — ~)

8.1 Simplified Matrix Form for adp®(0,~v — ~)

When calculating adp® (0,7 — ) using Theorem 1, we only need Ay (for bit positions
where ; = 0) and Az (for bit positions where «; = 1). These matrices can be minimized to
size 3 x 3 using the S-function toolkit of Mouha et al. [MVDCP11]: applying the software
toolkit to remove non-accessible states and to merge indistinguishable states leads to:

1
A":f
07y

)

4

S O =
o OO
— DD =

1

1
A== |2
1

o O O
=~ O O

where A and A4 can be obtained from Ay and Az by removing the last four columns
(the non-accessible states) and rows, and by merging the middle two remaining rows and
columns (which correspond to indistinguishable states).

Note that (1,1,1)Af = (1,1,1)A% = (1,0, 1), which will help us to minimize the size of
the matrices to 2 x 2 if we “cheat” by excluding the most significant bit from the matrix
product. More formally, we can obtain matrices By and B; by removing all rows and
columns from Ay and Az except 0 and 3, and calculate adp® (0,7 — 7) as follows:

Proposition 6. Let v € Fy. Then

adp®(0,v =) = (1,1)B,, ,B,, ;... B, (1,0)T,

1/4 1 1/(1 0
30_4(0 1)’ 31_4(1 4)'

Proof. According to Theorem 1, we can calculate adp® (0,7 — ) by matrices Ay and Aj.
First, Agz” and Asa” depend only on g, 23, Ts5, Tg, where € Q3. Secondly, they have a

block structure
P Q;
0 Qi)

where P; and Q; are matrices of size 4 x 4. In addition, coordinates {4,5, 6, 7} of ey are zero.
This means that coordinates 5 and 6 of the vector A, Ay, , ... Aw,€0, Where w; = 3;,

where
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i =20,...,n—1, are zero. Thus, we can consider only coordinates 0 and 3. It is easy to
see that 1 1

(Aoz™)o = o + 1%% (Apz™)s = 158 (10)
and ) )

(Asaz™)o = 770 (Asa™)s = 170 + 3. (11)
Thus,

LAol'T = LAgiBT =29+ 3+ 2T5+2xg =2x9 + I3

for 27 = A, A, ... Au,eo due to the block structure.
Finally, let us associate the first coordinate of a v € Q? with zo and the second
coordinate with x3. Then,

1
BovT = <U0 Tv‘lvl) , which completely corresponds (10), and
V1

1
Bl =, 170 , which completely corresponds (11).
1V0 + V1

Also, eg and LAgx”T = LAszxT = x¢ + x3 correspond (1,0)” and (1,1)v? = vg + vy
respectively, i.e.,

adp®(0,7 — ) = (LAw, ) (Aw, - Auy€0)
= (17 1)B'Yn72B'Yn73 st B'YO(17 O)T D

8.2 Minimum of adp® (0,7 — v)

Let us calculate the minimum value among adp® (0,7 — 7). We will start with the
following lemma.

Lemma 8. Let v € F}. Then adp® (0,7 — v) < 3adp® (0,7 — 7).

Proof. By induction: for n = 1 the statement holds. Suppose that for any v € F73, it
holds that adp® (0,7 — ) < 3adp® (0,5 — 7). Let us prove that the statement holds for
v € F3™!. We have two cases:

1. v/ =0, v € F3. Then, using the recurrence formula for adp®(0,v — ), we obtain
3 1
adp®(0,70 = 10) = adp® (0,7 = 7) = 7adp?(0,y = 7) + 7adp? (0,7 = 7).
At the same time,
Sy =7 . =h Do =1 = 3 @ 3 e
3adp™ (0,70 = 70) = 3adp™(0,71 = 71) = ;adp™ (0,7 = 7) + adp™(0,7 = 7).

It completes the case, since adp® (0,7 — v) < 3adp® (0,7 — 7) by the induction
hypothesis.

2. v/ =~1, v € F4. Like for the previous point,
® @ [P L o~ =
adp”(0,71 = 71) = adp™ (0,7 = 7) = 7adp™ (0,7 = 7) + ;adp™(0,7 = 7).
The induction hypothesis completes the proof, since

_ 11 1
3adp® (0,71 — 7T) = 3adp (0,70 — 70) = —~adp®(0,7 = 7) + ;adp®(0,7 = 7).
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Corollary 5. Let v € F}. Then adp® (0,71 — 41) < adp® (0,70 — ~0).

Proof. Indeed, adp® (0,71 — v1) = iadp@(o,v — )+ iadp@(o,ﬁ —=7) < %adp@(o,'y —

)+ Fadp®(0,7 = 7) = adp®(0,7 = 7) = adp® (0,70 — ~0). O
Theorem 4. Let md = m]iFn adp®(0,v — 7). Then for any n, we have
vEFy
a _ 1 4 d
mn+2 - Emn—i-l + Zmn

Moreover, adp® (0, — ) = m%, where v € FY, if and only if vo = 1 (only if n > 1) and

Yix1 =7 for any it =1,...,n — 3. This means that y,—1 and 1 can be arbitrary, and
Y2y -+« sYn—2 depend on .

Note 3. Note that we have no restrictions for v € F,. Also, if n = 2,3, we have only one
restriction: ~o = 1, i.e., the value of adp® (0,7 — ) is the same for any v € F3,F3 where
Y = 1.
Proof. Let us use induction by n. The statement of the theorem holds for n =1 and n = 2
by Lemmas 2 and 3.

Let us suppose that the theorem holds for n. Now we will prove that it is true for n+ 1.
Let v € FSH. We consider first two bits 79 and 7; of : first of all, Corollary 5 provides
that 4o = 1 for the minimum of adp® (0, — 7). Next, let

. (Y255 7m)  ify =0,
(727'“’771) if’yl = 1v

where ¢ € F3~'. Then
{’7/77} = {607?0} fOI‘ ’y/ = (717727 e 7771) (12)

Indeed, 7' = c0 if y; = 0, otherwise 7' = (1,73, ...,7,) = (0,¢g, .. .,¢n_1) = 0.
Since vy = 1, Corollary 2 give us

~—

1 1 S
adp®(0,7 =) = Jadp®(0,9" =) + Jadp®(0,7" =

1 1 0@
(2 72dp%(0,¢0 — 0) + 7adp® (0,0 — <0)

Theorem 3 1

1
zadp@(O7 c—c)+ Zadp@(o,él — l).

Since adp®(0,c — ¢) > md_, and adp®(0,cl — ¢1) > m?, we have

1
d d d
mn+1 Z Zmn + zmnfl'

Moreover, adp® (0,7 — v) = +md + imd_, if and only if adp® (0,21 — €1) = mZ, which
gives us by the induction hypothesis the restriction
Ci+1 = ¢; for any i = 0,...,n — 4, or, equivalently,

Yit1 =7 forany i =2,...,n — 2, (13)

and adp®(0,¢ — ¢) = m?_,, which has for n — 1 > 1 one additional restriction: ¢y = 1.
Since ¢ = 1 @ 2 by the definition of ¢, we have 72 = 77 and extend (13) to ¢ = 1.
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Note that for the case n—1 = 1 (which excludes ¢g = 1) the theorem gives no v;+1 = 7.
Indeed, n + 1 = 3 and ¢ should satisfy 1 <i < (n+1)—3,but 1 > (n+1)—-3=0.

These restrictions for v with 7y = 1 always guarantee that such a «y exists and, therefore,
it holds that

1 1 J 1, 1y

17 o1 = adp? (0,7 =) Zmiyy > Jmp 4 omy
It implies that adp® (0,7 — 7) = md,; = Im? + imd_, and makes the induction step
proven. O
The numbers m?, n = 1,2,..., form a Horadam sequence H(1, 3,1, —1) — a gener-
alization of the Fibonacci numbers. A sequence Hi, Ho, Hs, ... is a Horadam sequence

H(a,b,p,q) if Hi = a, Hy = b and H,19 = pH, 1 — ¢H,. Horadam [Hor65a, Hor65b]
provides information on Horadam sequences and properties of sequence members, which
help to obtain the following result.

Corollary 6. The following formula holds:

= 348 (74 7VIDA+ VID" + (17 - TVID(1 = VIT)").

Proof. According to [Hor65a, p. 161],*
H, = Aa™"' + B,

where o and 3 are roots of the polynomial 22 — pz 4+ ¢ = 0, 8 < « for real roots, and

b—ap B ac — b

g PTasg

V17
(1+\/ 7, B 8(1—\/17),04—5:T.
Takinga=1,b= %, we have

17+ 317 B 17— 3V17

A= =
34 ’ 34

Finally, it is not difficult to check that

Ao WTHVIDA+VIT o (7= 7VIT)(1 - VIT)
N 34-8 T 34-8 '

8.3 Results about adp®(0,~ — 7)

It is easy to see that Propositions 2 and 3 provide

Proposition 7. Let a,u,v € F}. Then adp®(a,u — u) = adp®(a,v — v) if u +v =0
(mod 2"71).

1Note that we use n — 1 instead of n as the sequence starts with n = 1.
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Proof. Let u,v € F%. Since 2"~1|2", we can correctly consider modulo 2"~! operations.
Without loss of generality, we can assume that both u,v < 2"~!. Otherwise, we

can consider v/ = u @ 2"~ ! instead of u, here v/ < 2"~! and v/ = u (mod 2"~ 1), since

Proposition 2 guarantees that adp®(a,u — u) = adp®(a,u’ — u’) (and the same for v).
Thus, v = 2"~ ! — u. Finally, by Propositions 2 and 3 we have

adp®(a,u — u) = adp®(a, —u — —u) = adp®(a, 2"t —u — 2" —u) = adp®(a,v — v).
O

Computational experiments performed for n up to 32 show that there exist at most
32 = 2° distinct v with the same value adp®(0,y — ), which implies that

#{adp® (0,7 = ) : y € F3} > 2"75 where n < 32.

Taking into account Theorem 4 (and Corollary 6), it looks like that the simplest way to
calculate adp® (0,7 — ) is to use the recurrence formula (Corollary 2) and the minimized
matrix representation (Proposition 6).

It is not difficult to compute the sum of all adp® (0, — ):

Proposition 8. For all n, we have

S adp®(0,7 = ) =2 (g)n_l .

vEFy

Proof. For n = 1, the equality holds: adp®(0,0 — 0) + adp®(0,1 — 1) =141 = 2. For
all n > 1, the sum can be expressed using the sum for smaller n:

> adp®(0"t vy =) = > adp® (07,40 = 70) + Y adp®(0™F, 41— 1)

yEFFT! veFy VEFy

=) adp®(0",v 1)
vyEFY

1
+7 2 (adp® (0", = 7)) +adp® (0", 7 = 7))
YEFy
3 n
=3 Zadp@(o Y =) O
YEFR

9 Conclusion and Future Work

In this work we investigated some properties of adp® that are interesting for the differential
cryptanalysis of ARX ciphers. We provide the missing proof of the theorem about
max, g adp®(a, f — 7) from [LWDO04], and established that there are either two (for
adp® (0,7 — ) = 1) or eight (for any other cases) distinct pairs c, 8 on which adp® attains
this maximum value. We obtained recurrence formulas for an arbitrary adp® (a, B =)
which help to find minimum nonzero value of adp® (e, 3 — 7), find all v € F} for which
adp® (0,7 — 7) = min.epp adp®(0, ¢ — ¢), and calculate this minimum value. As with any
paper that analyzes the components of a primitive (e. g., additions, rotations, and XORs,
but also S-boxes or matrix multiplications), some caution is necessary when extending the
results to the analysis of a full primitive. We mention the analysis of larger components
and the application to a full primitive as suggestions for future work.
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Abstract—NSUCRYPTO is the unique cryptographic Olympiad containing scientific mathemati-
cal problems for professionals, school and university students from any country. Its aim is to involve
young researchers in solving curious and tough scientific problems of modern cryptography. From
the very beginning, the concept of the Olympiad was not to focus on solving olympic tasks but
on including unsolved research problems at the intersection of mathematics and cryptography. The
Olympiad history starts in 2014. In 2019, it was held for the sixth time. We present the problems and
their solutions of the Sixth International Olympiad in cryptography NSUCRYPTO’2019. Under
consideration are the problems related to attacks on ciphers and hash functions, protocols, Boolean
functions, Dickson polynomials, prime numbers, rotor machines, etc. We discuss several open
problems on mathematical countermeasures to side-channel attacks, APN involutions, S-boxes,
etc. The problem of finding a collision for the hash function Cur127 was partially solved during the
Olympiad.
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INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in cryptography that
was held for the sixth time in 2019.

Interest in the Olympiad around the world is significant. This year, there were hundreds of participants
from 26 countries; 42 participants in the first round and 21 teams in the second round from 16 coun-
tries were awarded with prizes and honorable diplomas. The Olympiad Program Committee includes
specialists from Belgium, France, the Netherlands, the USA, Norway, India, Luxembourg, Belarus’,
Kazakhstan, and Russia.

Let us shortly formulate the format of the Olympiad. One of the Olympiad main ideas is that

everyone can participate! Each participant chooses his/her category when registering on the Olympiad
website [1]. There are three categories: “school students” (for junior researchers: pupils and high

"E-mail: nsucrypto@nsu.ru
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school students), “university students” (for participants who are currently studying at universities)
and “professionals” (for participants who have already completed education or just want to be in the
restriction-free category). Awarding of the winners is held in each category separately.

The Olympiad consists of the two independent Internet rounds: the first one is individual (duration 4
hours 30 minutes) while the second round is a team one (duration 1 week). The first round is divided into
two sections: A—for “school students,” B—for “university students” and “professionals.” The second
round is common to all participants. Participants read the Olympiad problems and submit their solutions
through the Olympiad website. The language of the Olympiad is English.

The Olympiad participants are always interested in solving various problems of any complexity at the
intersection of mathematics and cryptography. The participants show their knowledge, creativity, and
professionalism. That is why the Olympiad not only includes interesting tasks with known solutions but
also offers unsolved problems. This year, one of such open problems, “Curl27” (see Section 2.14), was
partially solved during the second round! All open problems stated during the Olympiad history can be
found in [2].

On the website we also mark the current status of each problem.
For example, in addition to “Cur127”, the problem “Sylvester matri- ; too
ces” was solved by three teams in 2018, and the problem “Algebraic = '
immunity” was completely solved during the Olympiad in 2016.
And what is important for us, some participants were trying to find
solutions after the Olympiad was over. For example, a partial solution
for the problem “A secret sharing” (2014) was proposed in [3]. We
invite everybody who has ideas on solving the problems to send
solutions to us!

The paper is organized as follows: We start with the problem
structure of the Olympiad in Section 1. Then we present formu-
lations of all problems stated during the Olympiad and give their
detailed solutions in Section 2. Finally, we publish the lists of NSU-
CRYPTO’2019 winners in Section 3.

Mathematical problems and their solutions of the previous In-
ternational Olympiads in cryptography NSUCRYPTO from 2014 to
2018 can be found in [4], [5],[6], [7], and [8] respectively.

zﬁgs.lézqu

Fig. 1. NSUCRYPTO logo.

1. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 16 problems stated during the Olympiad; some of them were included in both rounds
(Tables 1 and 2). Section A of the first round consisted of six problems, whereas the section B contained
seven problems. Three problems were common for both sections. The second round was composed of
eleven problems. Five problems of the second round included unsolved questions (with special awards
of the Program Committee).

2. PROBLEMS AND THEIR SOLUTIONS

In this section, we formulate all problems of NSUCRYPTO’2019 and present their detailed solutions
paying attention to the solutions by the participants.

2.1. Problem “A 1024-Bit Key”

2.1.1. Formulation. Alice has a 1024-bit key for a symmetric cipher (the key consists of Os and 1s). Alice
is afraid of malefactors, so she changes her key everyday in the following way:

1. Alice chooses a subsequence of key bits such that the first bit and the last bit are equal to 0. She
also can choose a subsequence of length 1 that contains only 0.

2. Alice inverts all bits in this subsequence (0 turns into 1 and vice versa); bits outside of this
subsequence remain as they are.

Prove that the process will stop. Find the key that will be obtained by Alice in the end of the process.
Example of an operation. 1100101101110 011... turns to 11001 10010001 011...
N—— ——
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2.1.2. Solution. Let us encode the binary vector of the key as the corresponding decimal number. It is
obvious that this number will increase on the next day since all bits on the left from the sequence are
not changing, but the first bit of the sequence turns from 0 to 1. Let us note that this number can not
increase infinitely since the size of the key is restricted by 1024 bits, so, in the very end the key will be
maximal possible and, thus, will consist of all 1s.

Almost all participants successfully solved the problem.

2.2.1. Formulation. A hardware random number generator is a device that generates random sequences
consisting of Os and 1s. Unfortunately, a disturbance caused by a magnetic storm affected this random

2.2. Problem “The Magnetic Storm”

Table 1. Problems of the first round

. . N | Problem title Maximum
N | Problem title Maximum score
score
1 | Autumn leaves 4
1| A 1024-bit key 4
2| The magnetic storm 4
2| The magnetic storm 4
3| A rotor machine 4
3 | Autumn leaves 4
41 16QAM 8
4| A rotor machine 4
5| A promise and money 6
5| Broken Calculator 4
6| Calculator 6
6| A promise 6
7| APN + Involutions 7
Section A Section B
Table 2. Problems of the second round
N |Problem title Maximum score
1 | A 1024-bit key 4
2 | Sharing 6 + additional scores for open questions
3 | Factoring in 2019 8
4 | TwinPeaks-3 8
5 | Curl2? 10 + additional scores for open questions
6 | 8-bit S-box Unlimited (open problem)
7 | A rotor machine 4
8 | 16QAM 8
9 | Calculator 6
10| APN + Involutions (extended) | 12 + additional scores for open questions
11| Conjecture Unlimited (open problem)
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Fig. 2. Autumn Leaves.

number generator. As a result, the device had generated a sequence of Os of length & (where k is a positive
integer), and then started to generate an infinite sequence of 1s.

Prove that at some point the generator will produce the number 1...10...0 that is divisible by 2019.

2.2.2. Solution.Let us prove that a number of form 1...11...1 is divisible by 2019. Consider all
numbers that consists only of 1s. Since there are infinitely many of these numbers, there can be found
a pair of numbers A and B such that they have the same remainder when divided by 2019. Therefore,
C=A—-B=1...10...0 consisting of m 1s for some natural m is divisible by 2019, and, since 2019 is
not divisible by 2 and 5,

C*=Cx10...0=1...10...0

is divisible by 2019 for any number of Os.
There were many correct solutions by the participants.

2.3. Problem “Autumn Leaves”
2.3.1. Formulation. Read a hidden message (see Fig. 2)!

2.3.2. Solution. We see different leaves and spaces between them. It looks like a simple substitution
cipher was used there and distinct leaves corresponded to distinct English letters. By English grammar,

we can suppose that the second and the third words are “is a.” Then the first word starts with “a” and
by its structure can be “autumn” (which is very likely as the autumn landscape is depicted). Also, the

leal ¥ is the most common letter in the text and we can guess that it is “e.” Then we see “*ea*” in the
third line that seems to be “leaf”. As a result the last word becomes “f1**ex” that is “flower.” Finally,
we get “Autumn is a second spring when every leaf is a flower” that is a famous quote by
Albert Camus. Almost all participants read the message.

2.4. Problem ‘A Rotor Machine”
2.4.1. Formulation.In a country rotor machines were very useful for encryption of information (see
examples in Fig. 3).
Eve knows that for some secret communication a simple rotor machine was used. It works with

letters 0, P, R, S, T, Yonlyand has an input circle with lamps (start), one rotor, and a reflector. See
Fig. 4.
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Fig. 3. Examples of rotor machines.

input side ou‘q%ut side

start photo ,  photo reflector
.0 ? [ ]
Yo o (2 @ [,° @ OJY
o] @3 o W .1 4.
T® ®R S S
S. [ \

scheme of the ROTOR

Fig. 4. Scheme of the rotor.

The input circle and the reflector are fixed in their positions, while the rotor can be in one of the six
possible positions. After pressing a button on a keyboard, an electrical signal corresponding to the letter
goes through the machine, comes back to the input circle, and the appropriate lamp shows the result
of encryption. After each letter is encrypted, the rotor turns right (i.e. clockwise) on 60 degrees. Points
of different colors (enumerated) on the rotor sides indicate different noncrossing signal lines within the
rotor.

For instance, if the rotor is fixed as shown on the picture above then if you press the button 0, it will
be encrypted as T (the signal enters the rotor via red (color 1) point, is reflected, and then comes back
via purple (color 5) line). If you press 0 again, it will be encrypted as R. If you press T then, you will get S,
and so on.

Eve intercepted the secret message

TRRYSSPRYRYROYTOPTOPTSPSPRS.
Help her to decrypt it keeping in mind that Eve does not know the initial position of the rotor.

2.4.2. Solution. To solve the problem and decrypt the message, we need to correctly understand the
scheme of work. A key for the cipher is the initial position of the rotor. We denote it by a color of the
circle (enumerated) on the input side of the rotor that corresponds to the letter 0. Table 3 represents the
encryption tables depending on the key.

Table 3. Encryption tables

0 PRSTY 0 PRSTY
red (color 1) TYSROP green(color4) |S R P 0 Y T
white (color2) |[R S 0 P Y T yellow (colorb)|S T Y 0O P R
purple (color3)|Y R P T S O blue (color6) |R T 0 Y P S

Trying all six possible keys, we find the only one meaningful message POST TO TOP 00PS SORRY
STOP ROTOR that corresponds to the “yellow” (color 5) key.

Almost all participants solved the problem. The most interesting solutions were obtained by creating
real models for this rotor machine, for example, by a school student Varvara Lebedinskaya (The
Specialized Educational Scientific Center of Novosibirsk State University), by the team of Kristina
Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway Transport).
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2.5. Problem “Broken Calculator”

2.5.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019 (that is to get the result as the reminder of division by 2019):

e to insert at most 4-digit positive integers (digits from 0 to 9);

e to perform addition, subtraction, and multiplication of two numbers;

e to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his

Calculator) by the rule: z is equal to the remainder of dividing f(y) = v® + 1909y + 401y by 2019.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 5).
Now, the button “+” as well as all digits except “1” and “5” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in
his situation. More precisely, suggest a short list of commands such that each command has one of the
following types (1 < j, k < @)

Si=y,  Si=a, 5 =5—5,  Si=5j*5,
where a is an at most 4-digit integer consisting of digits 1 and 5 only; for example, a = 1, a = 15,
a = 551, a = 5115, etc.

The first command has to be S; =y. In the last command, the resulting plaintext = has to be

calculated. We remind that all calculations are modulo 2019. In particular, the integer 2500 becomes 481

and —1000 becomes 1019 immediately after entering or calculations. The shorter the list of commands
you suggest, the more scores you get for this problem.

Example. The following list of commands
calculates z = y? — 55:

Command Result

S1=y Yy

Sy = S1 % 5] y?

Sy =11 11

Sy=5 5)

S5 = S3 % 54 55 Fig. 5. Broken Calculator.
Se =Sy — S5 | y? — 55

2.5.2. Solution. Let us present the original solution in 14 steps by the Program Committee.
Let a =, b mean that integers a and b are congruent modulo m. The following relations hold:
F(y) =2019 ¥° + 1909y> + 401y =2019 y(y* — 110y* + 401)
=2010 y(y* — 2% 55y% 4 552 — 55% 4 401) =019 y((y? — 55)% — 552 + 5  22?)
=2019 y((y° — 55)% — 112 % (52 — 5% 22)) =9010 y((y*> — 55)> — 112 % 5)
=019 ¥((y? — 55)% — 11 % 55).

Thus, the reminder of division of f(y) by 2019 can be calculated for any y by the list of commands in
Table 4. A similar solution was found by Borislav Kirilov (Bulgaria, The First Private Mathematical
Gymnasium).

Note. The polynomial f(y) = y® + 1909y3 4 401y is the Dickson polynomial D5(y,a) = v° — 5y3a +
5ya? for a = 22 with coefficients taken modulo 2019.
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Table 4. List of commands for the Program Committee solution

Command Result || Command Result Command Result

S1=vy Y Sy =S8, — 853 | y?>—55 S7 =5S3%S | 11 %55

Sy = S1 %51 y? S5 =2S8y%8s | (y2—55)2|| Sg=55— 57| (y*> —55)2 —11%55
S3 =55 55 Se =11 11 So = S1 % Ss | y((y* —55)% — 11 % 55)

2.6. Problem “Calculator”
2.6.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019:

e to insert at most 4-digit positive integers (digits from 0 to 9);

e to perform addition, subtraction, and multiplication of two numbers;

e to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule x = f(y) mod 2019, where f is a secret polynomial known to Alice and Bob
only.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 6).
Now, the button “+” as well as all digits except “2” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in his
situation if the current secret polynomial is f(y) = y® 4+ 1909y> 4 401y. More precisely, suggest a short
list of commands, where each command has one of the following types (1 < j,k < i)

SZ' =1, SZ = 2, SZ = 222, Sz = Sj — Sk, Sz = 22, Sz = 2222, Sz = Sj * Sk
The first command has to be S; = y. In the last command, the resulted plaintext z has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2222 becomes 203

immediately after entering. The shorter the list of commands you suggest, the more scores you get for
this problem.

Example. The following list of commands
calculates z = y? — 4:

Command Result

S1=y Yy
Sy=S51%51| ¢
S =2 2
Sy = S3 %853 4

S5 =Sy — Saly? — 4

Fig. 6. Broken Calculator.

2.6.2. Solution. The polynomial f(y) = y® + 1909y3 + 401y is the Dickson polynomial Ds(y,a) = y° —
5y3a + 5ya? for a = 22 with coefficients taken modulo 2019. The following relations hold:
Ds(y,a) = yDa(y,a) — aDs(y, a) = yDa(D2(y, a),a*) — aDs(y, a)
= y((y* — 20)? — 2°) — ay(y® — 2a — a).
For a = 22, the value f(y) can be calculated for any y by the list of commands given in Table 5.

What was surprising that the participants found two solutions that has 11 and 13 steps! These
solutions were awarded by additional points. The solution with 11 steps were found by Madalina
Bolboceanu (Romania, Bitdefender) during the first round (Table 6). The solution with 13 steps were
given by Henning Seidler and Katja Stumpp team (Germany, TU Berlin) during the second round. Both
solutions were based on the representation f(y) = y((y? — 44)(y? — 66) — 222).
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Table 5. List of commands for the Program Committee solution

Command Result || Command Result

S =y y Ss = S7 % .57 (y? — 2a)?

Sy =2 2 Sg = Sg — S (y? — 2a)? — 2a?
S3 =22 a S10 = S1 * Sy y((y? — 2a)? — 2a?)
Sy =S2%S53 |2a S1=857—-5 |y*—-2a—a

S5 = Sg %S, | 2a? S12 = S1 * 511 y(y? — 2a — a)

Sg = S1 %51 |2 S13=S53%S12 | ay(y®> —2a —a)

Sz =S6—S84 | y?>—2a || S1a=510—S13| f(y)

Table 6. List of commands for the 11-step solution

Command Result || Command Result

S =y Y Sy =86 — S, | y>—44—22

So =81 %51 |y? Ss = SexS7 | (y* —44) * (y? — 44 — 22)

S3 =2 2 Sg =S8, %5, |222

Sy =22 22 S10 = Sg — So | (y* —44) * (y? — 44 — 22) — 222
Ss = S3%x5, |44 S11 =81 %S10 | fly)

Se = S2 — S5 | y? — 44

2.7. Problem ‘A Promise”
2.7.1. Formulation. Young cryptographers, Alice, Bob and Carol, are interested in quantum computings
and really want to buy a quantum computer. A millionaire gave them some certain amount of money
(say, X 4 for Alice, Xp for Bob, and X« for Carol). He also made them promise that they would not tell
anyone including each other, how much money everyone of them had received.

e Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, X4 + Xp + X¢, is enough to buy a quantum
computer?

e What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of the honest participants from the dishonest ones?

2.7.2. Solution. This problem is a particular case for the problem “A promise and money” for only three
participants (see Section 2.8).

2.8. Problem “A Promise and Money”

2.8.1. Formulation. A group of young cryptographers are interested in quantum computings and really
want to buy a quantum computer. A millionaire gave them a certain amount of money (say, n
cryptographers; X; for each of them, ¢ = 1,...,n). He also made a promise from them that they would
not tell anyone, including each other, how much money everyone of them had received.

e Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, >""" | X;, is enough to buy a quantum computer?

e What do you think whether there are such algorithms protecting the secrets of honest participants
from dishonest ones?

e What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of honest participants from dishonest ones?
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2.8.2. Solution. Here we give an idea of the solution proposed by Mikhail Kudinov (Bauman Moscow
State Technical University).

First of all, it is supposed that no one can buy a quantum computer himself without other participants.
Let us assume that N’ is the amount of money that one needs to buy a quantum computer and

N =nN’,

where n is the number of participants. The millionaire gave them X; money for i € {1,...,n}. Each
participant chooses random secrets s; ; uniformly so that

ZsiJ = XZ' (mod N)
j=1

Then each of them gives the share s; ; to the owner of X; by the secure channel. After this procedure,

the owner of X; has shares sy, ; foreach k € {1,...,n}. Itis obvious that
ZZSW:ZXi (HlOd N)
j=1i=1 i=1

Under the first suggestion, all participants can together calculate the common amount of money.

The main disadvantage of the algorithm, in addition to the suggestion, is a big amount of private
communication (though the number of keys can be n for asymmetric schemes).

By analogy, many participants described algorithms similar to Schneier’s calculating average salary
algorithm [9]. In general, all these algorithms are vulnerable if n — 1 participants are dishonest. Some
participants tried to describe a possibility of using a cryptosystem that is homomorphic by “+” and
preserves relation “<,” as some general analysis.

The problem of the first school round is the same problem for n = 3 (score assignment was more
loyal). Despite there was quite a few solutions for this problem in the student round, each solution had big
or small lacks in analysis of the general case, in analysis of the algorithm advantages and disadvantages,
in description of communications (the number of the private communications, what kind of cryptography
is used, the number of required private keys), and so on. As a result, there was no possibility to chose the
“best of the best” for 6 scores, and we decided to give 5 scores as maximum. There were nine maximal-
scored solutions.

2.9. Problem “16QAM”

2.9.1. Formulation. For sending messages, Alice and Bob use a fiber-optic communication via 16QAM
technology. This technology allows them to send messages whose alphabet consists of 16 letters, where
each letter is usually encoded with a 4-bit Gray code. While a message is transmitted in the channel,
single errors in codewords of the Gray code are possible.

Alice has read an interesting book and would like to share her enthusiasm with Bob! Alice sent
a short fragment from the book to Bob. Owing to the characteristics of the communication channel
used, she divided the text into two parts and sent them separately. In the first part, she placed all of the
16 consonants that occurred in this fragment; in the second part, she placed vowels (“y” is a vowel),
a space, a hyphen, and punctuation marks. Then Alice also encoded the letters with a Hamming code to
be able to correct single errors. She applied a 7-bit Hamming code with the parity-check matrix whose
columns are written in lexicographical order.

Bob received the two parts of ciphertext given in hexadecimal notation (see Table 7).
Also, he received the following number sequence:
22,19, 3, 3, 36, 53, 3, 33, 20, 28.
Each number indicates how many consonants are contained between the punctuation marks.
Recover the text and find the main character of the book Alice has read!
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Table 7. The ciphertext that Bob received from Alice (Problem “16QAM”)

Part 1 Part 2

66674C36666F43D3C199900AA1AA325992A 66CA61967319CCD2CE76998CE6433332D19
67A59D9B4A8B69330D1BC000153367A5E33 B46784C65334E999A402ADA0265A99A6633
D30E6692D0F349D3321FFFFOED706667ATF 33319B32D3299698CCC96986619967134CC
670D999679F4AA67561BA679B4AA54F34D5 B4CE23333334CC6730CEQ0170CCCD2CE669
ABOF4AACCF000055CE633670D9DAS4CE3TF 996A61999EA63332CCA4C3332D4CD3334CC
660DE19CD995335495523CCAAABF1E03325 D3319994730CCCD3A6669D96A66999699B3
86CF48A98CD9B387FDI9D546A99E9D200033 98640CC86CE619676AD4CD3308999866D33
3201513FE5B4AA00CCCE9667554CD2CCCB3 79321C33210B4C6732199B53218019A404C
330F32A666553CD756AC3E0674E9D369E1D D2DE65A986663398CCCCCB5319CC6665997
C6A9999780007F00961E66465519FEA8B25 B96A63398CD9CCD2CD9A399A66339866619
14CCCB332AA63332CCCE6D2A99AACCCC0O04 98CD9CC325A6339CCE619998C04C66CE633

996A61998CF66967334CC66CA6199865E(0)-

2.9.2. Solution. Some details in the problem statement are insignificant. Namely, we could omit the
step with the Gray code and mind that Alice substitutes 7-bit codewords of the Hamming code for each
symbol in each part of the plaintext.

The crucial idea to broke the cipher Alice and Bob use is analyzing the frequency distribution in each
part of the ciphertext. This helps them to deduce the probable meaning of the most common symbols and
form partial words. Tentative search for the combinations of consonants and vowels giving actual words
in English expands the partial solution. Frequencies of the pairs of letters also give an improvement but
it could seem inessential. At last, one can employ search engine on the Internet to find the fragment of
the book that Alice sent to Bob.

Let us consider a possible solution. Alice uses the Hamming code with the parity check matrix H and
the corresponding generator matrix G, where

1110000
1001100
0101010
1101001

First, rewrite each part of the given ciphertext in the binary form. Split them into 7-bit words and correct
errors using the parity check matrix H. One can decode the Hamming code into a 4-bit Gray code but it
is not a necessary step for the solution. Calculating the frequencies of the codewords separately in each
part of the given ciphertext, we put them in Table 8.

Compare the frequencies obtained with those of letters in the English language. The suitable
frequency distribution can be found in [10] cited, e.g., at [11]. According to Lewand, arranged from most
to least common in appearance, the letters are:

0001111
H=]lo0110011]; G =
1010101

etaoinshrdlcumwfgypbvkjxgqz

We start with vowels, punctuation marks, spaces, and a hyphen, which are placed in Part 2. Make
a guess that the most frequent symbol in Part 2 is the space. It is also worth to note that most of
the punctuation marks are followed by a space in contrast to a hyphen, which is usually embraced by
letters. Using letter frequencies, we determine the probable spaces, vowels, and hyphen and construct
the following partial solution for this part of the plaintext (the sign # substitutes punctuation):

ee ae e oe 0 e ua iaia# e 00 oy-oy i o ea ee# u# ea# auae o ie ea o e aoy a oe
o0ilaieae# aioooeae aoco ol o iee ay ue aeii o aa aie# uuay# e uai uy oy

oe i aeeaieecae#t i eceoceeeoe aaceatteeauyeeiaeoeoeeaa#

Let us turn to Part 1 which contains 16 consonants occurring in the iragment of the book. Let us order

the codewords of the Hamming code from most to least frequent in Part 1, as it is shown in Table 8, a.
Denote the 7-bit codewords by hexadecimal numbers from 0 till F. Then we get the following ciphertext
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Table 8. Frequencies of Hamming codewords in the text

Gray code | Hamming code | Frequency || Gray code | Hamming code | Frequency
1011 0110011 46 0100 1001100 85
0010 0101010 30 1011 0110011 50
1001 0011001 24 1001 0011001 33
0001 1101001 24 0001 1101001 26
0011 1000011 19 1010 1011010 17
0000 0000000 15 0011 1000011 9
0110 1100110 13 0000 0000000 8
1100 0111100 8 1110 0010110 7
1111 1111111 8 1100 0111100 2
1101 1010101 7 0010 0101010 1
0100 1001100 6 1000 1110000 1
1110 0010110 5 0111 0001111 0
1010 1011010 5 0101 0100101 0
0101 0100101 4 1101 1010101 0
1000 1110000 4 0110 1100110 0
0111 0001111 2 1111 [111111 0

(a)Part 1 (b) Part 2

of 220 symbols in length that is splitted into 10 pieces (according to the number sequence given in the
task):

023402C43E0251412B0103 02C1B32407551003703 4A3 B46 33A4884CE02E804020631094106311739943
1675510A0040C1068047266101D10619FF56D4031A00048090103 355
025108B315023021A3020246102173994 E2333C72410275585D46 021281BD102021A0202631016055

Then we match the symbol frequencies in Part 1 of the ciphertext with those of consonants in the
English alphabet. The first five pairs are like as follows: 0 - t,1 - n,2 - s/h,3 - s/h,and4 - r.

The bigram “th” is the most frequent in English. This allows us to make a suggestion that “2”
substitutes “h” and “3” substitutes “s.” Then we obtain a partial solution for Part 1 and, combining with
one for Part 2, get the following pieces of the plaintext given in Table 9. It is not difficult to recognize
words “these are the” at the beginning in (1). Also, we can see “the” as the first word in (2) and (8).

The best idea for the next step is to search through the English dictionary for the words that have
given vowels in the prescribed order. [t is possible to use one of the tools for the pattern recognition
available on the Internet, e.g.,[12]. Advanced participants of the Olympiad implemented some computer
programs on their own.

Consider several examples. We have a word with consonants “s55” and vowels “uuay” in(7), and the
last two consonants are identical. The only match is “usually”, so we assume that “5” substitutes the
letter “1.” The pattern “auae” in combination with double “s” gives us two possibilities in (5): “assuage”
and “sausage.” In any case, it seems like “A” means “g.” Then we have “rugs” in (3). The pattern “vai”

and consonants “5nt8B” lead us to “lunatic” in(8), so “8” probably means “c.”

At this point we revise our matching the letters and their frequencies corresponding to the Part 1
of the ciphertext. Let us look at the first eight letters with large frequencies: “t n h s r 1 6 7/c.”
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Table 9. Partial plaintext

No. | Partial plaintext

(1) | thsrthCrsEth5nrnhBtnts
ee ae e oe 0 e ua iaia#

(2) | thCnBshrt755ntts7ts
e 00 oy-oy 1 o ea ee#

(3) | rAs
u#
(4) | Br6
ea#t

(5) | ssAr88rCEthE8trtht6snt9rnt6snn7s99rs
auae o ie ea 0 e aoy a oe 0 1 a 1 eae#

(6) | n6755ntAttrtCnt68tr7h66ntnDnt6nIFF56DrtsnAtttr8t9tnts
aioooeae aoo o0l o iee ay ue aeii o aa aie#

(7) | sb5
uuay#

(8) | th5nt8BsnbthsthnAsththrénthn7s99r
e ual uy oy oe i a e ea i e eae#

(9) | EhsssC7hrnth75585Dr6

i e ee oeee 0 € a a ee a#

(10) | thnh8nBDnththnAthth6sntn6t55
eeauyee el aeoeoee aat

We can see that the letter “d” has still been hidden. According to the Lewand distribution it is the most
probable that “6” means “d.” Then (4) contains “Brd” and “ea” that gives us possible words “beard”
and “bread.” Therefore, it seems like “B” substitutes “b.”

A thorough analysis of the remaining ciphertext and search for words by patterns and number of
letters eventually lead us to the plaintext (with punctuation replaced by #):

these are the mores of the lunar inhabitants# the moon boy-shorty will not eat

sweets# rugs# bread# sausage or ice cream of the factory that does not print

ads in newspapers# and will not go to treatment a doctor who did not invented

any puzzle advertising to attract patients# usually# the lunatic buys only

those things that he read in the newspaper# if he sees somewhere on the wall

a clever ad# then he can buy even the thing that he does not need at all#

This is a fragment of the fairytail novel “Dunno on the Moon” by the Russian writer Nikolay Nosov.
The title character of the novel is a boy-shorty Dunno. The problem was completely solved by 13 teams
in the second round and by Samuel Tang (Hong Kong, Black Bauhinia) in the first round. The best
solutions were proposed by the team of Irina Slonkina, Mikhail Sorokin, and Vladimir Bobrov (Bauman
Moscow State Technical University) and the team of Vladimir Paprotski, Dmitry Zarembo, and Karina
Kruglik (Belarusian State University).

2.10. Problem “APN + Involutions”

The first three questions Q1, Q2, and Q3 were given as the problem “APN + Involutions” in the first
round. The extended version of the task for the second round included also Question Q4 that contains
some open problems.
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2.10.1. Formulation. Alice wants to construct a block cipher with heavy use of involutions as subcom-
ponents; this minimizes the difference between the algorithms for encryption and decryption. She knows
that APN permutations are the best choice of subcomponents to resist the attacks based on differential
technique. She wants to construct some set of APN permutations that are involutions for every n > 2.

Alice knows that every involution can be expressed as the product of disjoint franspositions. So, she
decides to study the following involution

d
g = H (Oéz',O/z‘) )

i=1
where {a;,o/;} N{ay,a/;} = @ioralli,j € {1,...,d}, i # j,and1 < d <21

Alice needs your help to get APN permutations among such involutions g. Find answers to the
following questions!

Q1: Let
Ag)={mw®d;:i=1,..4d}, K(g) =l o i=1,...4d,
B(g) = {z@y: {z,y} CFixP(g),  #y}, Blg)=[z@y: {z,y} CFixP(g), x #y],
where FixP(g) is the set of all fixed points of g; i.e. FixP(g) = {z € F} : g(x) = z}.

Suppose that g is an APN permutation. Get necessary conditions for multisets A(g), B(g) and sets
A(g), B(g). Prove that if your conditions do not hold then g is not an APN permutation.

Q2:Letdgp(9) = {z € F5 : g(x @ a) ® g(z) = b}|, a,b € Fj. Let g be aninvolution and APN. Find
dg,q(g) for each nonzero a € 7.

Q3: Can you get the nontrivial upper bound on |FixP(g)|?

Q4: Let M, be the set of all n-bit involutions that are APN permutations.

(1) Can you find the size of M, forn = 2,3,4?

(2) Can you find the size of M,, forn = 5?

(3) A Bonus Problem (extra scores, a special prize!)

Let n > 6. Can you get the lower and the upper bounds for the size of M,? Can you describe
involutions from M,,? Can you suggest constructions for involutions from M,,?

Note that the mapping = +— z~! in the Galois field GF (2") belongs to M,, for odd n > 3.
Remark. Let us recall some relevant definitions:

e [F% is the vector space of dimension n over Fy = {0, 1}.

e A vector z € F§ has the form x = (x4, ..., zy,), Where z; € Fy. For two vectors z,y € Fy their sum

isz®y=(x1DY1,...., T ® yYp), Where @ stands for XOR operation.

o Let X = [331, ...,xd] be a multiset with the underlying set Fy, where x1,...,z4 € F5. Note that
all elements in a set are distinct. Unlike a set, a multiset allows for multiple instances for each of its
elements.

o A permutation s is a mapping from Fj to F4 such that s(z) # s(y) forall z,y € F§, x # y.
e An involution s is a permutation that is its own inverse, s?(z) = s(s(z)) = x for all z € F3.

e For every different vectors «, 5 € FY, a permutation s is called a transposition if s(a) = 3,
s(B) = a, and s(z) = z forall x € F§\{a, 5}; it is denoted by s = (a, ).

e A permutation s is called APN (Almost Perfect Nonlinear) if, for every nonzero a € F4 and every
b € F7, the equation s(x @ a) ® s(z) = b has at most 2 solutions.
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2.10.2. Solution. Consider the solutions of the problem.
Q1: Leta € A(g). Hence, a = x @ y, where y = g(z) and (z,y) = (a4, o) for some i. Then
gxoa)=g(y) =z =yda=g(zr)da
Let a € B(g). Hence, a = z @ y, where z,y € FixP(g). Then
glx®a)=g(y) =y=r®a=g(x) Sa.
Thus, dg,q(g) > 2 for every vector a € A(g) UB(g).
Let g be an APN permutation. Then d, ,(g) = 2. Hence, the multiplicity of all elements from A(g)
and B(g) is 1. Thus, A(g) = A(g) and B(g) = B(g). Note that A(g) N B(g) = 2.
Q2: Since g is an APN permutation; therefore, d, 4(9) < 2. As we get in Q1, dg (g) = 2 for every
vectora € A(g) UB(g). Let us prove that d, 4(g) = 0 fora ¢ A(g) UB(g).

Let a be a nonzero vector and z be a solution of g(x @ a) @ g(x) = a. Since g is a permutation, either
x € FixP(g) orz = o (x = «}) for some 4. Consider the two cases:

1. Let z € FixP(g). Then, g(z @ a) ® g(x) = aimplies g(x ® a) = @ a. Hence, x @ a € FixP(g).
As aresult, a € B(g).

2. Without loss of generality, let z = «; for some i and y = x @ a. [ y € FixP(g) then g(x ® a) @
g9(z) = aimplies g(x) = z, which is a contradiction. Hence, without loss of generality, y = /; for some

j (so, we have a; © a; = a). Then
gl ®a)Dgley) =a = g(a))daj=a = a;®a;=a.
Let us show that o, and «; is also solutions. Indeed,
g(a ®a) ®gleg) = gloy) ®ai =a @ a;=a, gla;@a)d®g(ay)=gle) ®a;=a;®aj=a.
Thus, if ¢ # j then we get at least 3 solutions that is a contradiction for the APN property of g. Hence,
j=1t1anda € A(g).

Q3: Let us prove that |FixP(g)] < 1+ (2*~1 — 1)1/,
The involution g is APN. From Q1 we have

B(g) NA(g) = &. (1)
Let ¢ = |FixP(g)|. Since g is an involution, ¢ is even. Owing to (1) and A(g) UB(g) C F3\{0}, we have
[A(g)l + [BB(g)] < 2" — 1. (2)

Since [B(g)| = (3), |A(9)| = 2"~ — ¢/2, we have |A(g)| + [BB(g)| = q(¢ — 1)/2 + 2" —q/2.
From (2), we have ¢(q — 1)/2 + 2" — ¢ < 2" — 1. Thus, q(¢ — 2)/2 < 2" ! — 1;i.e,

q < 1 + (2n—1 _ 1)1/2‘

Q4: (a) It could be computationally verified that My = @ and |M3| = 224. Then, it is known [13] that
there are no APN permutations for n = 4. Hence, My = @.

(b) Recall some definitions:. A function A : F§ — F¥is affineif A(x @ y) = A(x) @ A(y) & A(0) for
allz,y € F3. Two functions F, G : Fyy — 5 are called affine equivalent if there exist affine permutations
Aj and Ag such that FF = Ay o F o As. It is easy to see that the APN permutation property of a function
is an invariant under the affine equivalence. There exist [13] only five affine equivalence classes of
APN permutations. Moreover, by [13, theorem 3], only one class contains functions together with their
inverses. Hence, only this class of APN permutations can contain involutions. The representative of this
class is the famous inverse function over the finite field: F'(x) = z~! for nonzero x and F(0) = 0 (here,
functions from F3 to Fy are considered as functions over the finite field of order 2™). The inverse function
is an involution. Thus, all APN involutions for n = 5 are affine equivalent to the inverse function.

(c) There were no interesting suggestions by the participants for these open problems.

The unique full correct solution in the first round was proposed by Henning Seidler (Germany, TU
Berlin). In the second round, the best solution for 11 scores was proposed by the team of Kristina Geut,
Sergey Titov, and Dmitry Ananichev (Russia, Ural State University of Railway Transport, Ural Federal
University).
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2.11. Problem “Sharing”

2.11.1. Formulation.Bob is interested in studying mathematical countermeasures to side-channel
attacks on block ciphers. He found out that the techniques such as special sharings of functions can
be applied. Now he is thinking about the following mathematical problem in this approach:

Let F denote the set of invertible functions (permutations) from F3 to F4 and let 7™ denote the set
of invertible functions from (F3)™ to (F3)". Let F € F™ be

F(xy,29,...,2p) = (Fl(ajl,acg, cosy), Fy(z1, w0,y xy), o Fy(x1, e, . ,ajn)),

with component functions F; : (F3)" — F3,i=1,...,n.

Forevery f € F, afunction F' € F"is called a sharing of f if

Zﬂ(x17x27"'7‘rn) = f <Zm1) for all (:1:17'7:27”’ 7xn) € (F%)n
=1 =1

Moreover, F'is an noncomplete sharing of f if F'is a sharing of f with the additional property that each
component function F; is independent of z;.

Bob needs your help to study functions for which a noncomplete sharing exists. Find answers to the
following questions!

Q1: Let A denote the set of affine functions from F3 to Fi. Two functions f,g € F are affine
equivalent if there exist a,b € A suchthat g =bo foa.

Let f and g be two functions in the same affine equivalence class of F and let F' be a noncomplete
sharing of f. Derive from F' a noncomplete sharing for g.

All functions of the same affine equivalence class have the same degree. It is known [14] that this
equivalence relation partitions F into 302 classes: 1 class corresponds to A, 6 classes contain quadratic
functions, and 295 classes contain cubic functions.

Also, Bob knows that when n > 5 then there exists a noncomplete sharing for each f € F (it can
be shown by construction). When n = 2 then a noncomplete sharing exists only for the functions in \A.
When n = 3 then a noncomplete sharings exist for 4 and also for 5 out of the 6 equivalence classes
containing quadratic functions. When n = 4 then noncomplete sharings exist for A, for all 6 quadratic
equivalence classes, and for 5 cubic classes.

Q2: A Bonus problem (extra scores, a special prize!)

Find a concise mathematical property that f € F must have in order that a noncomplete sharing F'
exists forn =3 andn = 4.

Q3: A Bonus problem (extra scores, a special prize!)
Generalize to functions over F§ and F$.

2.11.2. Solution.Q1: Let f and g be two functions in the same affine equivalence class of F; i.e.,
g="bo foaforsomea,be A, and let F' € F" be a noncomplete sharing of f. At first, one can notice
that since f and g are invertible, the mappings a and b must be invertible as well. Let us denote

a(z) = Az + d, z € Fy, b(x) = Bz + 1V, z € Fy,

where A and B are nonsingular binary matrices of order 4 x 4 and @/, 1’ € F3.

Using the components functions {F;};; of F, we define the invertible function G € F" with
components functions

BF, (Axy +d, Az, ..., Azy) + 0, j=1,

Gj (1‘1,:1?2,...,1‘”) = , .
BF; (Azy +d, Axy, ..., Axy,) , j#1,

where j =1,2,...,n.
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Then for every (21,22, ...,z,) € (F3)", we have

ZGj (z1,72,....,7n) = BF} (Aa:l +a, Az, ...,Axn) + v
j=1

+ ZBF] (Aml +a', Az, ...,Aazn) =B (Z F; (Aa:l +a', Az, ...,Amn)) +b

j=2 j=1

:Bf(A:cl—l—a'—l—Aa:g—l—...—l—Aajn)—I—b’

A <Zazl> +d |+ =bofoa (sz) =g (le> .
i=1 i=1 i=1
Therefore, the function G € F" defined as
G(:L‘l,ll?g, ,."L‘n) = (Gl (:L‘l,ll?g, ,."L‘n) s G2 (1‘1,1‘2, ,l‘n) yeeey Gn (:L‘l,l‘g, ,{L‘n)) s

= Bf

is a sharing of g.
From noncompleteness of F it follows that G;, which is in fact an affine transformation of F};, does
not depend on z;. Hence, G is a noncomplete sharing of g.

Q2—-Q3: These open problems were not solved completely during the Olympiad. Nevertheless, one
perspective solution was proposed by the team of Victoria Vlasova, Mikhail Polyakov, and Alexey
Chilikov (Bauman Moscow State Technical University). They found a sufficient condition for the
existence of a noncomplete sharing for n = 3. Let us describe it here.

Let wt(y) be the Hamming weight of a binary vector y. Given o € Fo, put

) J:17
50(2/):{2(;) c=0

where 0 is the zero vector of the same dimension as y.
Let V be a vector space over the field K and assume that for the invertible function f : V' — Vit holds

> (=) (Z 0o, <xi>> = 0. (3)
=1

o€Fy
Then there exists a noon-complete sharing for f. Further we consider the case n = 3.
Indeed, given (1, 29, x3) € V3, put
Fy (w1, w0, w3) = [ (22) — f (224 23),  Fa(z1,m0,23) = f(23) — f (21 +23),
Fs (1, 29,23) = f(x1) — f (21 + x2).
It is clear that every F; : V3 — V does not depend on x;, where i = 1,2, 3. Consider the expression

3

D Fi(wn,wa,m3) = f(22) = f (w2 +w3) + [ (23) — [ (w3 +21) + [ (21) — [ (21 + 22)

i=1

3
= (~)vHy (Z Sy, (a:l-)> + f (1 + 29 + 3) — f(0) = f (21 + 22 + 23) — £(0).
o€lF3 i=1

Without loss of generality we assume that f(0) = 0. Otherwise, we can consider the initial problem
for the function g(z) = f(x) — f(0) with g(0) = 0 and which, by the arguments from Q1, has a non-
complete sharing if and only if f does.

Finally, Zf’zl F; (z1,22,23) = f (x1 + 22 + x3) , which completes the proof.

[t was also shown by the authors that the condition (3) is necessary for the existence of a noncomplete
sharing of f for all n.

Taking V' = F5* with m = 4,5,6 and K = [F5, we can obtain a solution of Q2 and Q3 for the case
n=3.
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2.12. Problem “Factoring in 2019”

2.12.1. Formulation. Nicole is learning about the RSA cryptosystem. She has chosen random 500-bit
prime numbers p and ¢, 2*%° < p, ¢ < 2°°°, and computed n = p - ¢. Being a curious and creative person,
she has also combined the three numbers in funny ways. Her favorite one is an integer h such that

h= 320192 4 5201942 (mod n? + 8- 2019).
Unfortunately, she has lost the paper where she wrote the two prime numbers. Luckily, she remem-
bers n and h. Help Nicole to recover p and q.

n = 40763613025504836845249840044831561583564626405535158138667037
18791672670905308860844304055285019651507728831663677166092475
16155419756121537288444995708421977847213953345126368990185271
10259760189356588305406519080647582874212687596214191915933827
67252094717222418132289251314647500491996323400002019,

h =78307999278336577586961528110240026923828914927526911949501196
64549497756373569985393554661132717198368717093111812566649031
17342818449633588647098544612151278035131454234786653136500887
08830470996542888912418213532073622903727205396807848603735835
72653630883685906916701587362236649126895719656663293825501223
97088799629252601249428062432254738935764304610281613264225641
74990272864680012560095992125783832230234589257650929348364268
48117494065463529201859600747521892957258104033195441014023432
36581529201392185327635674923459290749241831590661903965132514
2154451518308886658505820006667836934411881.

2.12.2. Solution. This problem is based on a (simplified) variation of the Coppersmith method.

Let m =n? 4 8-2019. It is a composite number with unknown factors. The idea is to find an
integer a such that the numbers a; = a - 32°' mod m and az = a - 5?°'Y mod m are small enough
and a1p? + azq? exceeds the modulus m by a small amount and can be recovered from a - b mod m.
This can be done using the Lagrange—Gauss algorithm (which is a special case and the building block
of the LLL algorithm). Let A be the lattice spanned by the two vectors

v = (1, (52019 (32019 =1 164 m)), vy = (0, m).
Consider an arbitrary vector v = (a1, ag) in this lattice. It is easy to verify that

32019)—1

ap?+azg® =ar-h-( (mod m).

The lattice reduction guarantees to find such vector v with the norm

o]l = y/a? + a2 < 24D/ (det A)V4 = \/m/ V2,
where d = 2 is the dimension of the lattice. In particular,
la1p? + a2q?| < n(p* + ¢*) < n(p + ¢)* < 10n?,

where the last two inequalities follow from the balancedness of the primes (i.e., max(p, ¢) < 2min(p, q)).
[t follows that there exists an integer z, |z| < 10, such that

ay-h- (32019)_1 mod m + zm = a1p® + azq>.

In result, we obtain an equation in p? and ¢2. By replacing p = n/q, we obtain a biquadratic equation
in ¢ which is easy to solve and factor n.
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The final solution is:
p = 20190000758781541816811298104144770223468182091751945248792088
90921501144547048007953722271285690350264116081579241189587393
202602664199899594021414383,

g = 20190000739734941945213398056820939591822657460839955948263937
53631669289175827851666668014167119439386543289850940734885806
826120718179729242641026893.

The best solution was proposed by Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov team
(Russia, Bauman Moscow State Technical University).

2.13. Problem “TwinPeaks3” (online)

2.13.1. Formulation. As Bob’s previous cipher TwinPeaks2 (NSUCRYPTO-2018) was broken again,
he finally decided to read some books on cryptography. His new cipher is now inspired by practical
ciphers, while the number of rounds was reduced a bit for better performance.

Not only the best techniques were adopted by Bob, but also he decided to enhance his cipher
by security through obscurity, so the round functions are now unknown. The only thing known about
these functions is that they are the same for odd and even rounds.

New Bob’s cipher works as follows: A message X is represented as a binary word of length 128. The
latter is divided into four 32-bit words a, b, ¢, and d; then the following round transformation is applied
32 times:

(a,b,c,d) — (b,c,d,a & (F;(b,c,d))),
F; = F; for odd rounds and F; = F5 for the rest.
Here Fy and F; are secret functions accepting three 32-bit words and returning one word; and @ is

the binary bitwise XOR. The concatenation of the final a, b, c,d is the resulting ciphertext Y for the
message X.

Agent Cooper again wants to read the Bob’s messages. He caught the ciphertext
Y = e473£19a247429ab33b66268d57dd241

(the ciphertext is given in hexadecimal notation, the first byte is e4).

He was also able to gain access to Bob’s testing server with encryption and decryption routines, using
the secret key (see [15]). Unfortunately, the version of software available on this server is not final. So,
the decryption routine is incomplete and only uses keys in the reverse order, which is not sufficient for
decryption:

(a7 b? C7 d) — (b7 C7 d7 a @ (E(b7 C? d)))7
F;, = F5 for odd rounds and F; = F; for the rest.
The server can also process multiple blocks of text at a time: they will be processed one-by-one and then

concatenated, as in the regular ECB cipher mode of operation. Ciphertexts and plaintexts are given and
processed by the server in hexadecimal notation.

Help Cooper to decrypt Y.

2.13.2. Solution. Let f; be the round transformation of round 7:
fi: ((1, b, c, d) — (b7 ¢,d,a ® (Fk(z) (b7 ) d)))v

where k(i) = 1 for odd i and k(i) = 2 otherwise.

Hence, we can represent the encryption transformation E as E = (f1 f2)'6.

Let I be the incomplete decryption transformation described in the problem statement. The en-
cryption and the incomplete decryption processes only differ in the key order, so I can be written as

I =(faf1)'.
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The decryption transformation E~' can be represented as E~! = (f; ' f; )6, where f; ! is the
inverse of f; and is given by the transformation

f7t (ayb.e,d) — (d® (Fyy(a,b,c))a,b,c).

Thus, to apply E~! to the ciphertext one should be able to compute Fy(z,y, 2) and Fy(x,y, 2) that
are secret. To recover these functions a slide attack can be used.

The idea is to find the words © = (z1, 2, 3, 24) and y = (y1, Y2, y3, y4) such that f;(z) = y. If such
a pair is found then Fj can be found as Fj(z2, 3, 24) = y4 & 1.

We use the following idea to find a desired pair: If E'f;(z) = E(y) then f;(z) = y. Let us start with F}.
We need a pair of x and y such that E f;(x) = E(y). This relation can be written as

(fif2)"C fi(z) = (f1f2)" (), filf2f1)0 () = (fif)"(y), fil(z) = E(y).

We come to a conclusion that if fiI(x) = E(y) then fi(x) = y. The condition f1I(x) = Ey can be
checked by using the definition of fy: if

(I(x)2 = (E@), (@)= (E(y))2  ((z))a=(EW))s

then it is likely that f1I(z) = E(y). The probability of false positives is approximately 279 for random
F; functions. So, it can be considered as negligible. Both I(x) and E(y) are available on the encryption
oracle for arbitrary z and y as the incomplete decryption and the encryption routines respectively.

To find Fj(a,b,c), let us brute force over z and y of the following forms: z = (X, a,b,c) and y =
(a,b,c, X"). According to the birthday paradox, a desired pair can be found in 2 * 26 operations average
(instead of 232 if we lock X or X’ to some constant value).

As soon as we find such a pair x and y, we can compute Fi(a,b,c) and apply fl_1 to the ciphertext
and decrypt the last round. Then F; can be found in the same way by replacing I and E with each other

due to the symmetry. By doing this round by round, we decrypt the whole ciphertext and get the desired
message (in hexadecimal notation)

acherrypieplease

The reference implementation of this attack requires 22 blocks of text to be encrypted and 10 minutes
of time average. It is important to use the server’s ability to process multiple blocks of text at a time
to minimize the amount of HTTP requests.

Four teams successiully solved the problem using the same method.

2 14. Problem “Curl27”

2.14.1. Formulation. Bob is developing the 30TA infrastructure and has designed a new hash function
Curl27 for it. A distinguishing feature of the infrastructure is the ternary logic: Trits from the set
T ={0,1,—1} are used instead of bits, ternary strings and words are used instead of binary ones. The
Curl27 hash function is defined below. Its implementation in Java can be found in [16].

Find a collision for Curl27; i.e., different ternary strings X and X’ such that Curl27(X) = Curl27(X").
Submit colliding strings as two lines of trits separated by commas. An example of a (wrong!) solution is:

~1,1,0,1,1,0 -1,-1,1,0,1,1,—1,0

Description of Curl27. The Curl27 function maps a ternary string X of arbitrary length to a hash value

from T2, When hashing, an auxiliary sponge function Curl27-f: T™ — T is used. The hashing
algorithm is as follows:

(1) Pad X with zeros to make its length a multiple of 243. Divide the resulting string into blocks
X1, Xo,...,Xq € TS,

(2) Prepare the state W = WoW,; Wy € T™ consisting of words W; € T?*3. Initialize the state by
filling Wy and W with zeros and W; with the encoded initial (before padding) length of X. The length
is encoded by a ternary word according to the little-endian conventions: less significant trits go first. For
example, the length 25 = 1 — 3! + 33 is presented by the word 1101000 . .. 0. Here 1 stands for —1.

243
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Fig. 7. Groupings (3 last steps, grouped trits are painted the same color).

(3) Fori=1,2,...,d,do: Wy «— X;, W « Curl27-f(W).
(4) Return Wy.
Description of Curl27-f. In Curl27-f the S-box
S: T3 — T3, (a,b,c) — (F(a,b,c), F(b,c,a), F(c,a,b))
is used. Here
F(a,b,c) = a*V’c + a®bc® — ab*c® + a*b? — a®be + a*c? + ab’c
—a?c+ab? —ac? +V?c+b® —a® — b  +bc—c? —c+1,

where the calculations are carried out modulo 3 while the residue 2 is represented by the trit —1.

To transform the state W, 27 rounds are performed. A round consists of 6 steps. At each step triplets
of trits of W are grouped in a certain way. Then each triplet (a, b, ¢) is replaced with S(a, b, ¢).

Groupings are organized as follows (see Fig. 7): At the first step, the state is divided into 3 words of
243 trits. Trits of these words in the same positions are grouped. At the second step, the state is divided
into 9 words of 81 trits. Trits of the 1st, 2nd and 3rd words in the same positions are grouped, then trits
of the 4th, 5th and 6th words, and so on. After that, the state is divided into words of length 27, then
length 9, then length 3, while maintaining the logic of groupings. At the last sixth step, consecutive
triplets of trits are grouped.

A bonus problem (extra scores, a special prize!). Find a collision when the state is initialized in
a different way: Now Wy and W5 are not filled with Os; in each of them, 011011 ... 011 is written instead.
—_—

243

2.14.2. Solution.For a word w in the alphabet T, let «™ be the word of m copies of u. Supposing
U = Upuy . . . Up_1 denote ul™ = wu .. u™ ;. We call a word of the form ul™ m-fragmented.
Theorem. Let m be a power of 3, m < 729. The sponge function Curl27-f preserves m-fragmenta-
tion;i.e., if W is m-fragmented then Curl27-(W) is also m-fragmented.

Proof. At theith step of the Curl27-f round function, the state W is divided into words of length
n = 3671, i=1,2,...,6.

For n < m the step function preserves equality of trits inside fragments. It follows from the fact that
S(a,a,a) = (b,b,b). For n > m equality is also preserved since in each fragment trits at the different
positions are processed in the same way. O

Let m be a small power of 3 (interesting cases are m = 3, 9, and 27). Consider a ternary string X of
length
1+3+32+...+3" 1 =(3"-1)/2

The length is given by a word of m ones. Consequently, the initial state of Curl27 when processing X is
m-fragmented (one fragment of 1s, the remaining fragments of 0s).

Let us choose trits of X so as to preserve m-fragmentation of the state during hashing. This is easy to
do using the Theorem: Each full m-fragment of X must have the form o, a € T, and, in addition, trits

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No.4 2020



ON THE SIXTH INTERNATIONAL OLYMPIAD IN CRYPTOGRAPHY 643

of the last (incomplete) fragment must be zero to be consistent with the padding trits. Having achieved
m-fragmentation of states, we automatically obtain m-fragmentation of hash values. Now a hash value
is determined by 243/m trits each of which is repeated m times. We can find a collision for Curl27 after

processing of about v 3243/™ strings X of the described structure, that is, in time of order

3m . A /3243/777, — 3m+121.5/m.

The minimum of the above function is achieved at m = 9. During the attack with m = 9t is required
to process approximately v/313-5 strings of 9841 = 243 - 40 + 121 trits each.
An example of colliding messages:

X = 0%339(101100110101111100101100000)1* 02!,
X' = 0%%39(000011110100111111001000000)1 121

This collision was found by Jeremy Jean (National Cybersecurity Agency of France), the only participant
who solved the problem.

The preservation of fragmentation is an invariant of Curl27-f which allows to decrease the dimension
and thereby effectively solve the basic problem. To solve the bonus problem, Jeremy Jean proposed to use
another invariant for Curl27-f: If each part Wy, W1, W5 of the state W is 3-expanded then this fact also

holds for Curl27-f(W). Here we call a word U € T?* 3-expanded if it has the form (abc)®!, abc € T3,

At the initial state, the parts Wy and Wy are indeed 3-expanded. To comply with the invariant, the
part Wy representing the length of a hashed string X must have one of the forms (ab1)®!, (a10)3' or
(100)8! (the length is nonzero and positive). As a result, X consists of at least

1427+ -4 2780 > 3240 {rits.

[t is easy to maintain the invariant during hashing: Full 243-fragments of X must be 3-expanded
and the last incomplete fragment (if it exists) must be filled with zeros. The resulting hash values are
3-expanded, there are only 27 choices for them, and a collision will surely be found after processing only

28 strings X. Of course, the attack is impractical: The time of order 324°, which is required only for

recording colliding messages, is unacceptably large even compared to the time 3243/2 of the standard
birthday attack.

2.15. Problem “8-Bit S-Box”
2.15.1. Formulation. Permutations S of the set {0, 1}" or F% are usually called n-bit S-boxes. We will
focus on the following cryptographic properties of S-boxes:

(1) The (minimal) algebraic degree of S denoted by deg(.S) is the minimum of algebraic degrees of
all component functions of S.

(2) The nonlinearity of S denoted by nl(.S) is the minimal Hamming distance between all component
functions of S and the set of all affine functions.

(3) The differential uniformity of S denoted by du(.S) is the maximal number of solutions of the
equation S(z) @ S(xz ® «) = B for any nonzero vector a and any vector .

(4) The (graph) algebraic immunity of S denoted by ai(S) is the minimal algebraic degree of all
nonzero Boolean functions f in 2n variables such that f(z,y) = 0forall x € F§ and y = S(x).

In modern symmetric cryptography, S-boxes of dimension n = 8 are probably most popular. For
example, such an S-box is used in the AES block cipher. The characteristics of Sags:

(deg7 nl, du, ai)(SAES) = (77 112, 4, 2)

The value ai(Sags) = 2 means that Sygs (and the whole AES) can be compactly described by
quadratic equations. This can be a weakness in the context of algebraic attacks.

Imposing the restrictions (deg, ai)(S) = (7,3) (optimal values), we need to maximize nl(S) and
minimize du(.S). The current best result [17, 18] is (deg, nl, du, ai)(S) = (7,108, 6, 3).
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A problem for a special prize! You need to improve this result: Find 8-bit S with nl(.) > 108 and/or
du(S) < 6 while preserving deg(S) = 7 and ai(5) = 3.

Remarks. Let us recall the relevant definitions:
(1) A Boolean function f :Fy — Fy can be uniquely represented in the algebraic normal form

(ANF) in the following way:
f@)= @ ar(]]=).
IeP(N) i€l

where P(NN) is the power set of N = {1,...,n} and ay € Fs.
(2) The algebraic degree of F is the degree of its ANF:

deg(F) = max{|I|: a; #0, I € P(N)}.

(3) Boolean functions of the algebraic degree at most 1 are called affine.

(4) The Hamming distance between Boolean functions f and g is the number of vectors x € F3 such
that f(z) # g(x).

(5) A function S :F§ — FZ can be given as S = (sy,...,S,), Where s; is a Boolean function;
a nontrivial linear combination of s1, ..., s, is a component function of S.

2.15.2. Solution. There were no valuable ideas from the Olympiad participants. The problem remains
unsolved for the considered configuration of cryptographic properties. There exist several dozen of
constructions based on the well-known butterfly structure that provide current record (7,108, 6, 3),
see [17, 18]. This leads to the idea that if candidates for improvement exist then they are likely outside
the known structures and constructions of cryptographic permutations.

2.16. Problem “Conjecture”

2.16.1. Formulation. Let Fq be the finite field with two elements and let n be a positive integer at least 3.
Let f(X) be an irreducible polynomial of degree n over Fy. It is known that the set of the equivalence
classes 3 of polynomials over Fo modulo f(X) is a finite field of order 2", that we denote by Fan. It is
known that different choices of the irreducible polynomial give automorphic finite fields and such choice
has then no incidence on the algebraic problems on the corresponding fields.

A problem for a special prize! Prove or disprove the following
Conjecture. Let k be co-prime with n. For every 3 € Fon, let F(B) = 35, & = 48 —2F 1 1. Let
A={FB)+F(B+1)+1; f€Fam}.
For every distinct nonzero vy and vy in Fon, we have
{(z,y,2) € A% viz +vay + (v1 + v2)z = 0} = 2272,

Example for n = 3: We can take f(X) = X3 + X + 1, then each element 3 of the field Fys can be writ-
ten as a polynomial of degree at most 2: ag + a1 X + a2 X?, ag, a1, as € Fy. The element 0 corresponds
to the null polynomial; and the unity, denoted by 1, corresponds to the constant polynomial 1. We can
calculate the table of multiplication in Fys (the table of addition just corresponds to adding polynomials
of degree at most 2); this allows us to calculate any power of any element of the field and check the

property.

2.16.2. Solution.This mathematical problem is open and difficult. It was presented in [19] for the
first time and discussed in [20]. The conjecture was verified for small n (odd values n < 11, even
values n < 8). The Olympiad participants suggested several ideas. Unfortunately, none of them gave
significant advances to prove the conjecture or search for a counterexample.

The team of Kristina Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway
Transport) and the team of Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov (Bauman Moscow
State Technical University) proved the conjecture for a particular case k = 1. Nevertheless, this case is
peculiar since the function is then quadratic and the result is known for quadratic functions. The proofs
cannot be generalized to the common case.
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3. WINNERS OF THE OLYMPIAD

Summing up the results of the Olympiad, 42 participants in the first round and 21 teams in the second
round from 16 countries were awarded by prizes and honorable diplomas. Tables 10, 11,12, 13, and 14
illustrate the information about the prize winners of NSUCRYPTO’2019.

All information about the winners can be found on the official website [21].

Table 10. Winners of the first round in School Section A (“School Student”)
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Place | Name Country, City School Score
1 Borislav Kirilov Bulgaria, Sofia The First Private Mathematical Gymnasium 16
| Alexey Lvov Russia, Novosibirsk | Gymnasium 6 16
2 Lenart Bucar Slovenia, Ljubljana | Gymnasium Bezigrad 15
3 Varvara Lebedinskaya | Russia, Novosibirsk | The Specialized Educational Scientific Center | 14
of Novosibirsk State University
3 Gabriel Ericson Sweden, Orebro Tullangsskolan 14
Table 11. Winners of the first round, Section B (in the category “University Student”)
Place | Name Country, City University Score
1 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 22
1 Mikhail Kudinov Russia, Moscow Bauman Moscow State Technical University 21
2 Narendra Patel India, Roorkee Indian Institute of Technology Roorkee 19
2 Vladimir Schavelev | Russia, Saint Petersburg State University 19
Saint Petersburg
3 Thanh Nguyen Van | Vietnam, Ho Chi Minh City University of Technology 16
Ho Chi Minh City
3 Daria Grebenchuk Russia, Yaroslavl Yaroslavl State University 16
Roman Gibadulin Russia, Yaroslavl Yaroslavl State University 16
Tuong Nguyen Vietnam, Ho Chi Minh City University of Technology 15
Ho Chi Minh City
Table 12. Winners of the first round, Section B (in the category “Professional”)
Place | Name Country, City Organization Score
1 Henning Seidler Germany, Berlin TU Berlin 26
2 Samuel Tang Hong Kong, Black Bauhinia 20
Hong Kong
2 Madalina Romania, Bitdefender 20
Bolboceanu Bucharest
3 Irina Slonkina Russia, Moscow National Research Nuclear University 16

MEPhI
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Table 13. Winners of the second round (in the category “University Student”)
Place | Name Country, City University Score
1 Alexey Zelenetskiy, Russia, Moscow Bauman Moscow State Technical 51
Mikhail Kudinov, University
Denis Nabokov
2 Ngoc Ky Nguyen, Vietnam, Ho Chi Minh City University 43
Dung Truong, Ho Chi Minh City; | of Technology,
Phuoc Nguyen Ho Minh | France, Paris Ecole Normale Superieure
2 Thanh Nguyen Van, Vietnam, Ho Chi Minh City University 40
Quoc Bao Nguyen, Ho Chi Minh City | of Technology
Ngan Nguyen
3 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 34
3 [lya Trusevich, Belarus, Minsk Belarusian State University 38
Maxim Bibik,
Alexander Shulga
Table 14. Winners of the second round (in the category “Professional”)
Place | Names Country, City Organization Score
1 Irina Slonkina, Russia, Moscow Bauman Moscow State Technical 48
Mikhail Sorokin, University
Vladimir Bobrov
1 Kristina Geut, Russia, Ural State University of Railway 46
Sergey Titov, Yekaterinburg Transport, Ural Federal University
Dmitry Ananichev
2 Henning Seidler, Germany, Berlin Berlin Technical University 42
Katja Stumpp
3 Victoria Vlasova, Russia, Moscow Bauman Moscow State Technical 37
Mikhail Polyakov, University
Alexey Chilikov
3 Duc Tri Nguyen, Vietnam, Cryptographic Engineering Research 36
Quan Doan, Ho Chi Minh Group, pwnphofun, Ho Chi Minh City
Tuong Nguyen City University of Technology
3 Madalina Bolboceanu, Romania, Bitdefender, Alexandru Ioan Cuza 34
Andrei Mogage, Bucharest University
Radu Titiu
Special | Jeremy Jean France, Paris National Cybersecurity Agency 20
prize of France
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Abstract

Properties of a secondary bent function construction that adds the indicator of an affine
subspace of arbitrary dimension to a given bent function in n variables are obtained. Some
results regarding normal and weakly normal bent functions are generalized. An upper bound
for the number of generated bent functions is proven. This bound is attained if and only if
the given bent function is quadratic. In certain cases, the addition of the indicator of an m-
dimensional subspace, for different m, will not generate bent functions. Such examples are
presented for any even n > 10. It is proven that there exists an infinite family of Maiorana—
McFarland bent functions such that the numbers of generated bent functions differ for the
bent function and its dual function.
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1 Introduction

A bent function is a Boolean function in even number of variables that is at the maximal
possible Hamming distance from the set of all affine Boolean functions. In other words, it
has the best nonlinearity. Bent functions were introduced by O. Rothaus [26]. Since 1960,
they have been actively researched. As extreme objects, they have many applications in
various fields: algebra, coding theory, combinatorics, communication theory, cryptography.
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Boolean functions with high nonlinearity are especially interesting for symmetric cryptog-
raphy, since they help to resist linear cryptanalysis [23]. Useful information regarding bent
functions can be found in reviews, dissertations and monographs [6, 7, 9—-11, 14, 21, 25, 28].

This work is dedicated to the following secondary construction of bent functions. Let f
be a given bent function in n variables and L be an affine subspace of . We consider all
bent functions of the form f & Indy, where Indy is the indicator function of L. For the first
time it was mentioned by J. Dillon [11] for n/2-dimensional subspaces. Later, C. Carlet [4]
proved a criterion of “bentness” of f @ Ind;, where L is of arbitrary dimension. The most
popular and well studied case is dim L = n/2. In this case, the criterion transforms to
the affinity of f on L. Also, the construction generates exactly all bent functions at the
Hamming distance 2"/? from the given one, which is the minimal possible distance between
two distinct bent functions (see [17]). This connects the construction properties with the
metric properties of the set of all bent functions (see, for instance, [16]). Note that this
case was studied in terms of (weakly) normal bent functions, which means that a function
is constant (resp. affine) on some n/2-dimensional affine subspace (see [3, 8, 13, 20]). It
should be emphasized that the affinity on an affine subspace is an interesting property for
cryptography by itself. Subspaces of large dimension deserve attention too. For instance,
A. Canteaut and P. Charpin considered the case of (n — 2)-dimensional subspaces in the
function decomposition context [2]. Note that it is rather difficult to find a suitable affine
subspace L such that f @Indy is a bent function. Also, it is hard to determine which of bent
function subclasses contain f @ Ind; and which do not. Nevertheless, some results related
to these problems have been obtained [3, 4, 22, 27].

In this work, we investigate the properties of the construction f @ Indy, where L is an
affine subspace of arbitrary dimension m. On the one hand, they are similar to the case of
m = n/2. The construction properties are closely connected with the affinity of the dual
function on affine subspaces. Some known results for m = n/2 are generalized for the case
of arbitrary dimensions, for instance, an upper bound for the number of constructed bent
functions [16], the use of the simplest iterative construction f(x)@®y; y» of bent functions [3,
8]. In certain cases, the addition of the indicator of an m-dimensional subspace, for different
m, will not generate bent functions. Such examples are presented for any even n > 10. On
the other hand, the numbers of generated bent functions may differ for some bent function
f and its dual function f, which is opposite to the case of m = n/2. Examples of such bent
functions for any even n > 8 and m = n — 2 are provided. Interestingly, these examples are
Maiorana—McFarland bent functions [24].

The article is organized as follows. Section 2 contains basic definitions. In Section 3, the
notion of a balanced representation of a bent function f by a linear subspace L is intro-
duced. It means that f is either constant or balanced on each coset of L. This notion is
directly connected with the criterion proven in [4]. Also, properties of such representations
(Theorem 2) are considered. Note that bent functions [5, 24, 29] obtained by the concate-
nation of affine functions always have a balanced representation by some nontrivial linear
subspace. In Section 4, we assume that f @ Indy is a bent function for some given bent
function f and an affine subspace L and consider how to find affine subspaces L’ and L”,
where L' ¢ L C L”, such that f @ Ind;s and f @ Ind;~ are bent functions. Note that the
conditions related to the existence of L’ and L” are, in general, not trivial. There is one sim-
ple case: we can always find an n/2-dimensional L’ by an (n/2 + 1)-dimensional L. The
case of dim L = n/2 + 1 similarly to the case of dim L = n/2 guarantees that the construc-

tion is symmetric for the bent function f and its dual function f sup(f@ (f 6\1;10) is an
affine subspace too (Theorem 3). In other words, the dual functions of f and f @Ind; differ
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exactly on an affine subspace of dimension dim L. Actually, the case of dimL = n/2 + 1
is equivalent to applying the construction twice for some n/2-dimensional L’ C L and its
shift L\ L': (f @ Indy/) @ Ind;\;r = f @ Indy, where f @ Ind;- is bent. Hence, these
two cases are practically similar. Let us denote by BS,, (/) the set of all bent functions of
the form f @ Indy, where L is m-dimensional. In Section 5, an upper bound for #BS,, (f)
is proven. This bound is attained for a nontrivial dimension if and only if the given bent
function f is quadratic (Theorem 4). Also, it is shown how to choose a bent function f in n
variables such that #BS,, (f) = 0, wherem = n—2,n—1, ..., k. Inlight of A. Gorodilova’s
results [15], k < n/2 + 4 for the dual function of a suitable Kasami [12, 19] bent function
(Theorem 6). Thus, O is a tight lower bound for #BS,, ( f). Section 6 focuses on the simplest
iterative construction fio(x, y) = f(x) @ y1y2 of bent functions. It is proven (Theorem 8)
that “bentness” of f1o @ Ind;, for an m-dimensional affine subspace L implies “bentness”
of f @Ind; for some affine subspace L’ of dimension m — 1 or m — 2. This fact generalizes
the properties of normal bent functions [3]. It allows us to construct a bent function f such
that #BS,,(f) = 0, where m =n/2,n/2 + 1,n/2 + 2, n/2 + 3 (the number of dimensions
depends on the initial function; such example is based on the bent function found in [20]).
Note that these dimensions complement the ones from Theorem 6. In addition, #BS,, (f12)
is calculated by constant derivatives (Theorem 9) and it is shown that it is impossible to
find #BS,, (f+2) by #BS,,_>(f). The counterexample is found in the Maiorana—McFarland
class. Section 7 demonstrates an infinite family of Maiorana—McFarland bent functions f,
in n variables such that #BS, _»(f,,) # #BS,,—2(fn), i.e. f and its dual f structurally dif-

fer. This can make it more difficult to determine the class containing f @ Indy even if f is
a Maiorana—McFarland bent function.

2 Preliminaries

Let us denote the finite field with two elements by F,. A Boolean function in n variables
is a mapping from F; to IF,. Let (x,y) = x1y1 ® ... @ X, yn, where x,y € F;. Let us
denote the characteristic Boolean function of a set S C ] by Inds and the derivative of f
in the direction a by Do f, Do f(x) = f(x) ® f(x @ ). Let Dy f(x) = P,y f(x D a),
i.e. the derivative Dy f = Dy Dy, ... Dy, f, where ay, ..., a; is a basis of L and L is a
k-dimensional linear subspace of ;. We denote the cardinality of the set S by #S, the set
{(x®s|s e S}byx®Sandtheset {x € I} | f(x) = 1} by sup(f). The Hamming distance
between two Boolean functions in n variables is the number of arguments on which these
functions differ. A function f is balanced on a set S if #(sup(f) N S) = %#S.

The degree of f (deg f) is the degree of its algebraic normal form that is a representation
of f as a polynomial over [F,:

fxg, ., xp) = @caxf' co.xpn, cq € Fy, where
aelf}

x{" = xj fora; = 1andx{" = 1fora; = 0. A function is called affine if its degree is at
most 1 and quadratic if its degree equals to 2. A function f is affine on an affine subspace
L if f(x) @ {a, x) is constant on L for some a € F;.

The Walsh—Hadamard transform of f is the mapping Wy : ) — Z such that

W) = 3 (=)0,

n
xely
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The numbers W (y) are called the Walsh—Hadamard coefficients. A Boolean function f in
n variables, n is even, is a bent function if |Wy(y)| = 2M2forall y € IF}. We denote by B,
the set of all bent functions in n variables. The dual function f is defined in the following
way:

(—1TO = 272w, (), y € T,

The function fis a bent function too, and f = f (see, for instance, [26]).

Two Boolean functions f, g in n variables are called extended affinely equivalent (EA-
equivalent) if there exist an invertible n-by-n binary matrix A, a vector b € ) and an affine
function £ in n variables such that

f(x)=gxA®b) ®L(x)forall x € F;.

Hereinafter, we suppose that n is even. In this work, we consider properties of a bent
function construction f @ Indy, where f is a given bent function in n variables and U is an
affine subspace of arbitrary dimension. For f € B, and 0 < m < n, we define

BS,(f) ={f ®Indy | U is an m-dimensional affine subspace of F}} N B,,.

Note that for f, g € B3, that are EA-equivalent #BS,, (/) = #BS,,(g) holds.
Necessary and sufficient conditions for f & Indy to be a bent function were proven by
C. Carlet [4].

Theorem 1 (C. Carlet, 1994) Let f € B,, L C I} be a linear subspace and a € ;. Then
f ®Ind,gy is a bent function if and only if any of the following equivalent conditions hold:

1. Dy f isbalanced ona @ L foralla € F5 \ L;
2. f(x) & (a, x) is either constant or balanced on each coset ole.

In the next section, additional details for the second condition of the criterion will be
provided. They will be often used in the proofs.

Note that trivial subspace dimensions for f € B, are n — 1 and n. In these cases we just
add an affine function to the bent function, i.e. the result is always a bent function too. It
is also well known that f @ Indy is not a bent function if dim L < n/2 (see [4]). Thus, we
will focus on dimensions n/2,n/2 +1,...,n — 2.

3 A balanced representation

Let us introduce the following notion.

Definition 1 A Boolean function f in n variables has a balanced representation by a linear
subspace L C F7 if f is either constant or balanced on each coset of L.

Note that any function has a balanced representation by the O-dimensional linear
subspace. The same situation holds for a 1-dimensional linear subspace.

First of all, there are some additional details regarding balanced representations of bent
functions. These statements mostly follow from Theorem 1 and [16].

Theorem 2 Let f € B, and L be a linear subspace of 75, dim L < n /2. Then the following
holds.
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1. Let f be constant on each of ay ® L, ..., an ® L, whereay, ...,ay € F5, m € N, and
be balanced on each other a ® L, wherea e Fy\ U, U = (a1 ® L) U... U (a, ® L).

Then f @ Indy € By and f ® f @ Indy = Ind, 1.

2. f has a balanced representation by L if and only if f is constant on each of 2"~24imL
distinct cosets of L.

3. f cannot be constant on more than 2"~29™L gistinct cosets of L.

Proof Starting with the first point, let us consider Wy (x) and W rgmd, (x):

W feind, (x) = Z(_l)ﬂy)exm + Z(_l)f@)exx,ymal -

y¢U yeU
m
W(x) — 22(_1)f(y)€9<x7y> =Ws(x) — ZZ Z (_l)f(a,-)ea(x,y).
yeU i=1 yea,®L

Since the function y — (x, y) (here x is a fixed parameter) is balanced on any a; @ L if
x ¢ L+, itholds that Wy (x) = W g, (x) forx ¢ L*.
Next, let x € LL. In this case, we use the following:

Wremdy (x) = We(x) — 22(_1)f(y)69<x,y>_
yeU

It can be seen that X:yeu(—1)1((5’)@("”'> = Wy(x). Indeed, (x,z) = constonz € y ® L,
y ¢ U, and, therefore, f(z) @ (x, z) is balanced on y @ L. Thus, }_ i (—1)/ &) —
0and Wy(x) = ZyeU(—l)f('V)@(x’-V), i.e. Wrgmdy (x) = —Wp(x). At the same time,
Wy (x) = £2"/2. Consequently, f @ Indy is a bent function. Also, Wrgind, (x) = W (x)
if and only if x ¢ L. The first point is proven.

We can see that the first point implies that m = 2"~24mL gince #L+ = 27~dimL apd
it is well known that the duality mapping preserves the Hamming distance between bent
functions (see, for instance, [4]). Some results related to this mapping can be found in [18].
This proves the first half of the second point. To complete the second point and to prove the
third point, we refer to [16, Lemma 8§]. O

Corollary 1 Let f, f ®Indugr € By, where L is a linear subspace of ¥’ and a € F3. Then
sup(f@ (f®1Indy)) = (@ ®LHHU.. .U(azn,ZdimLL ®LL), where f(x)®(a, x) is constant
on each of a; ® L+ (each two of them are distinct). Note that this does not guarantee that
sup(f@ (fgin/dL)) is an affine subspace.

The case of dim L = n/2 is especially interesting for bent functions. A large class of
normal bent functions for this representation was introduced by H. Dobbertin [13]. Also,
any bent function represented by the concatenation of affine functions in k variables [5, 24,
29] has a balanced representation by some k-dimensional linear subspace.

Note that the algorithm described in [3] can find all balanced representations of bent
functions f(x) @ {(a, x) for all a € I, i.e. all elements of BS,, (f). Such algorithms have
many applications (see, for instance, [1]).

@ Springer



Cryptography and Communications

4 Subspaces and superspaces of U where f & Indy € 13,

In this section, we consider a possibility to increase and decrease the dimension of a sub-
space by 1 which is suitable for the construction. Let us start with balanced representations.

Proposition 1 Suppose that f € B, has a balanced representation by a linear subspace
L C 5. Then

1. f has a balanced representation by L U (a ® L), where a € ) \ L, if and only if
a @ U = U, where U is the union of all cosets of L such that f is constant on each of
them.

2. f has a balanced representation by L., = {x € L | (w, x) = 0}, where w € ]FSLJ‘, if
and only if f(x) ® (w, x) has a balanced representation by L.

Proof To prove the first point, it is enough to note that f is either constant or balanced on
L U (a @ L) if and only if there are no cases when f is constant on x @ L and balanced on
a®x®L.Itisequivalenttoa U = U.

Let us consider the second point. Since w ¢ LY, L = L, U (s @ Ly,) for some s € L
such that (w, s) = 1. First of all, let b € U. Then f is constanton b @ L., and b @ s @ L,
i.e. U consists of 2-2"=2dimL cosets of L,,. At the same time, f(x) @ (w, x) is not constant
on b @ L since (w, b) # (w, b D s).

Let b ¢ U. Therefore, f is balanced on b @ L. As a consequence, f is constant on
b @& L, if and only if f is constanton b & s & Ly, = (b & L) \ (b & Ly). Note that
fx) @ (w,x) = f(x)®(w,b)forx e b Ly and f(x) B (w,x) = f(x) D (w,b) D1
forx € b® s @ Ly,. It implies that f(x) @& (w, x) is constant on b @ L if and only if f is
constanton b @ L, and b ® s @ L.

Hence, f is constant on pn=2dimLy _ o on=2dimL 4 o on=2dimL disinct cosets of
Ly, if and only if f(x) @ (w, x) is constant on 2"~29mL distinct cosets of L. Theorem 2
completes the proof. O

The following property follows from the previous proposition. Theorem 1 and bent
function distance properties can also provide it.

Proposition 2 Let f € B, and f © Indy € B,, where L is an affine subspace of ;. Let
a € F}. Then f ® Indruer) € By if and only if f & Indugr € By

Proof Without loss of generality, we assume that L is a linear subspace. Otherwise, we can
consider f(x @ b) instead of f, where b GNL' If a € L, the statement is obvious. Let
a ¢ L. First of all, Theorem 1 provides that f has a balanced representation by L. Next,
(LU(a® L))" ={x e L] (a,x) =0} = (L), where (L), is defined in the second
point of Proposition 1. According to this point, f* has a balanced representation by (LM,
if and only if f(x) @ (a, x) has a balanced representation by L+. Theorem 1 completes the
proof. O

Let us rewrite the first point of Proposition 1 in terms of the construction.

Proposition 3 Let f € B, and f @ Ind; € B,, where L is an affine subspace of ;. Let
ae€lF)and Ly, = {x € L|{a,x) =0} Then f ®Indy, € B, ifand only if D, f =

Do(f @ Indy).
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Proof 1t is easy to see that Dgf = D,(f an/dL) is equivalent to a @ U = U, where

U = sup(f@ (f @ Indy)). Without loss of generality, we can assume that L is a linear
subspace, similarly to Proposition 2. Let L’ = {x € L | {a,x) = 0}. If L’ = L, the
statement is obvious: it means that ¢ € L1 and we know that U is the union of cosets of
L. In other cases, either L, = L' or L, = L \ L, where dim L" = dim L — 1. According
to Proposition 1, f has a balanced representation by L't = L+ U (a @ L") if and only if
a®U = U.Thus, f ®Indy € B, ifand only if a @ U = U. In light of Proposition 2, it
does not matter whether L, = L' or L, = L\ L'. O

Note that Propositions 1, 2 and 3 give nontrivial conditions to increase and decrease the
dimension of a subspace. It looks like it is rather hard to construct a subspace or a superspace
of the given one. In other words, nonempty BS,,(f), in general, does not guarantee that
BS,u+1(f) and BS,,—1(f) are nonempty too. It is confirmed by the computational experi-
ments and by the results obtained in Sections 5.1 and 6.2 that are dedicated to bent functions
with empty BS,,, (f). o

It is known [4] that the set sup(f@ (f @ Indy)) is always an affine subspace for f, f &
Indy € B, and an n/2-dimensional U. Next, we prove that the same is true for an (n/2 +
1)-dimensional subspace.

Theorem 3 Let f € B, and f ® Indy € B,, where U is an affine subspace of I of
dimension at most n/2 + 1. Then sup( f @ (f @ Indy)) is an affine subspace too.

Proof The case of dim U = n/2 is obvious. Suppose that dim U = n/2+ 1. By Theorem 1,
let us move to a balanced representation by L for g(x) = f(x)®(a, x), wherea®L = U,

. . . : 1
L is a linear subspace. According to Corollary 1, we have 2"~24imL™ — 22 — 4 “constant”

cosets C1, Ca, C3, C4 of L, ie. € U C2 U C3 U Cy = sup(f @ (f @ Indy)). Without
loss of generality, we can suppose that g|c, = glc,. By Theorem 2, the function g has a
balanced representation by the affine subspace C1 UC, of dimension n/2. But Proposition 1
provides that there exists a ¢ Lt suchthata ® (C;UC,UC3UCy) = C1UC,UC3 UCy.
Since a ¢ Lt it holds a @ Ciy = Cj, and a ® C;; = C;, for some {iy, iz, i3, i4} =
{1,2,3,4}. It means that a @ (C;, UC;;) = C;, UC;j,. Since C;; U Cy, is an affine subspace,
(Ciy UCi;) U (Ci, U Cyy) = C1 U Ca U C3 U Cy is an affine subspace too. O

An important corollary of the theorem is the following proposition.

Proposition4 Ler f € B, and f ®Ind;, € B,, where L is an (n/2+ 1)-dimensional affine
subspace of F. Then there exists an n/2-dimensional affine subspace L' C L such that
f®Indy € B,.

Proof Due to Theorem 3, let U = sup(f@ (me)) be a coset of a linear subspace U’.
Since L+ C U’, Proposition 3 gives us that f @ Ind;, € B,, wherea € U’ anda ¢ L*. In
this case dim L, = n/2. O

Proposition 4 claims that the case of (rn/2+1)-dimensional L is equivalent to applying the
construction twice for some n/2-dimensional L’ C L (that always exists by the proposition)
and its shift L \ L/, i.e.

(feIndy) @ IndL\L/ = f ®Indy, where f ®Ind;’ € B,.
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5 Bounds for #BS,,(f)

The following theorem estimates #BS,,, (/). It generalizes the upper bound from [16] that
works form =n/2.

Theorem 4 For f € B, and m > n/2, it holds

n—m 22mfn+2i 1
n—m
#BS, () =2 [ =5——

i=1

i—1
Moreover, for m < n — 2, the bound is attained if and only if f is quadratic.

Proof To prove the bound, we refer to [16, Theorem 2]. In the first part of that theorem, the
following was shown:

s—1 -2
#D'(g) < 2" ] Bl #D*(h)
- =0 2. (2t+1 _ 1) ’

where g, h € B, h is quadratic, D*(g) is the set of all s-dimensional affine subspaces such
that g is affine on each of them.

Let U € D’(g),i.e. g(x) @ (a, x) is constant on U for some a € ;. Next, we define
nc,(U) =#b® U | g(x) ® {(a, x) is constanton b @ U, b € }}.

Theorem 1 gives us that #BS,,_;(g) = #P*(g), where

PS(g) ={a® L' | a € F}, L is a linear subspace of dimension s

and the function g(x) & (a, x) has a balanced representation by L}.

Note thata ® L+ = b L+ if and only if (a, x) ® (b, x) is constantonu @ L, a, b, u € Fg
In other words, if g(x) @ (a, x) is constant on u @ L, then g(x) & (b, x) is constant
onu @ L if and only if « @ L+ = b @ L*. In light of Theorem 2, it implies that
#PS(g) = 22 "#{U € D°(g) | ncg(U) = 2"}, Therefore, #BS,_;(3) = #P*(g) <
23-"4#D* (g). According to [16, Proposition 4], nc, (U) = 2"~24mU for any U € DS (h),
i.e. #BS,_s(h) = 22 ~"#DS (h). As a result,

n—m—1 Zn_zt -1
#BSn (@) = 207D (g < 20T [ T =
=0

M oAn=2i+2 _ —_— M An—=2(n—m—i+1)+2 _
261 20 -1

i=1 i=1

2}’[ —m

= #BS,,(h).

It is more difficult to prove that the bound is attained only by quadratic functions for any
m < n—2. The second part of the proof of [16, Theorem 2] gives us that #D*(g) < #D*(h)
if there exists U € D?(g) such that ncg(U) < 2"=22 where s > 2. Let us prove the
existence of such U by contradiction. Note that we exclude the case of #D?(g) = 0 since it
is straightforward.

Let g be not quadratic. Suppose that nc, (U) = 2"=22 for any U € D?*(g). We consider
any U € D2(g), U = u & L, where L is a linear subspace, u € IF;. Since ncg(u ® L) =
2"=22 Theorem 2 provides that g, (x) = g(x) @ (a, x) for some a € [} has a balanced rep-
resentation by L, i.e. g, is either constant or balanced on each coset of L. But any function
balanced on 2-dimensional subspace is affine on it (see, for instance, [16, Proposition 2]).
Thus, g, is affine on each coset of L. As a consequence, g(x) = g,(x) @ (a, x) is affine on
each coset of L as well. Hence, g is completely affinely decomposable of order 2.
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Recall that g is completely affinely decomposable of order 2 if 1) g is affine on at least
one 2-dimensional affine subspace; 2) if g is affine on a 2-dimensional affine subspace,
then g is affine on any its coset as well. It is known [16, Theorem 1] that only affine and
quadratic functions can satisfy these conditions, which contradicts the choice of g.

Thus, there exists U € D?(g) such that ncg(U) < 2"~ 22 Tn other words, #D*(g) <
#D* (h) for any s > 2. It implies that #BS,,(3) < #BS,, (h) forany m < n — 2. Let us
consider s = 2. Since nc,(U) < 2"~ 22 gt can be seen that #BS,,_ z(g) = #Pz(g) <
222~ ”#Dz(g) < 22274#D*(h) = #BS,, »(h). Finally, we choose f as g since f is
quadratic if and only if f is quadratic. The same is true for #. O

5.1 Bent functions with #BS,,(f) = 0

Let us show that #BS,,(f) = 0 for some f € B, and some m. First of all, the following
necessary condition for derivatives holds.

Lemma 1 Let f € B, and the function f(x) ® (w, x), w € F}, have a balanced represen-
tation by a linear subspace L, dim L > 2. Then Dy f = 0.

Proof First of all, Dy (w, x) = 0 since dim L > 2. Next, let us recall that Dy f(x) =
DB.cr f(x®a). Since f is either constant or balanced on a fixed x @ L, the number of ones
among f(x @ a),a € L, is either 0 or pdimL—1 opodimL § o jfjg always even. Therefore,
Dy f(x) = 0forany x € F5. O

This subsection focuses on the Kasami bent functions. It was proven [12, 19] that the
. 2k k
functions of the form f(x) = tr(ex?” ~2*1y are bent, where

— o, x € Fyn, Fon is the field with 2" elements and »n is even;

- tr(y) = y20 + y21 +...+ yznf1 , ¥ € Fon, tr(y) always belongs to F,;
- 0O0<k<nandged(k,n) =1;

- a¢{y}|yeFu}. Notethat {y3 | y € Fon} # Fon if n is even.

These functions are called the Kasami bent functions. Though they map F2» to IF,, we can
fix a basis of [Fn (since it is a vector space over [F,) and consider them as Boolean functions.
Itis well known thatdeg f = k+1forO < k <n/2anddeg f =n—k+1forn/2 <k <n.

In A.Gorodilova’s work [15] the properties of Dy f of the Kasami functions were
studied. We note the following result.

Theorem 5 (A.Gorodilova, 2013) Let f be a Kasami bent function in n variables of
degree t, n > 8 is even. Then Dy f # O for any k-dimensional linear subspace L, where

t—2, if4<t<m+3)/3;
t—3, ifn+3)/3<t<n/2

These derivatives for 2-dimensional L were also studied in [27]: using the derivatives,
D. Sharma et al. proved that a nonquadratic Kasami bent function does not belong to the
Maiorana—McFarland class.

In light of these results, it is not difficult to prove that
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Theorem 6 There exists a Kasami bent function f in n variables such that #BS,, (f) =0,
where

n/2+4+3, if4|norn=10;

n/2+4, otherwise.

n—22m>{

Proof Recall that there exists a Kasami bent function in n variables of degree n/2 if 4 | n
and of degree n/2 — 1 for other even n. In the first case, gcd(n, n/2 — 1) = 1 allows us to
construct a Kasami bent function f of degree n/2. In the second case, gecd(n,n/2 —2) =1
and, similarly, there exists a Kasami function f of degree n/2 — 1. According to Lemma 1
and Theorem 5, these Kasami functions (even if we add an affine function) cannot have a
nontrivial balanced representation by a subspace of dimension at mostn/2 —3 and n/2 — 4
respectively. The case of n = 10 satisfies 4 < ¢t < (10 + 3)/3 case of Theorem 5 and
can be considered as the first case. Thus, Theorem 1 provides that #BS,,(f) = 0, where
n—2>m>n— (n/2— 3) for the first case and n — 2 > m > n — (n/2 — 4) for the
second case. O

Let us note that in Section 6.2 we consider bent functions f € B, such that #BS,, (f) =0
for m < n/2 + 3. In some sense, these examples complement Theorem 6: in this section
we focusonm = n —2,n — 3, ..., in Section 6.2 we focusonm = n/2,n/2 +1,....
Unfortunately, at the moment there is no example of a bent function f € B,, where n is
arbitrary, such that #BS,,(f) =0 foranym <n — 2.

6 BS;(f;2) for the iteratively constructed bent function £,

Let us consider the simplest iterative construction of a bent function f4, by f € B,,:
fr2(xr, o xnq2) = fx1, .00, Xn) @ X1 Xn42.
Recall that f» € B4, if and only if f € B,. Also, it holds
Tty oo Xng2) = FOL ey Xn) @ Xng 1 X
Since f and f4, have different number of variables, let us define
Pj, (x) = (x1, ..., x,) and pj,(S) = {pj,(x) [ x € S},

where x € 3™ and § € F4T2. Also, Fi(S) = {x € F% | (x,0,0) € S}
In this section, we establish the connection between BS,,_1(f), BS,;—2(f) and
Bsm(f+2)-

6.1 Balanced representations of iteratively constructed functions

Recall that f € B, is normal if it has a balanced representation by some n/2-dimensional L.
Hence, the result of this subsection (Theorem 7 and the bellow proposition) is a generaliza-
tion of the normal bent function property “ f is normal if and only if f., is normal” which
was proven in [3] (see also [8]).

Proposition 5 Ler f € B, have a balanced representation by a linear subspace L C F%.
Then the bent function fy, has balanced representations by

1. Lo={(x,0,0)|xelL}iedimLy=dimL;
2. Li={(x,y,00|xeL,yelF,},iedimL; =dimL + 1.
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Let us establish which balanced representations of f exist if we have some balanced
representation of f,.

Theorem 7 Let f € B, and suppose that f.i has a balanced representation by a linear
subspace L C ]FZH. Then there exists a linear subspace L' C F%, where dimL — 1 <
dim L’ < dim L, such that f has a balanced representation by L'. Moreover, IFZ (L) C
L' € pj, (L) holds.

Proof Letx = (x1,...,Xy42) € IF'2’+2. For convenience, we rename the variables of both
functions, that is, consider f(x3, ..., x,42) and f12(x) = x1x2 @ f(x3, ..., Xp42), Where
the function f is defined on the set

M={%|x e ¥=(0,0,x,...,%12).

We work with I (L) and pj, (L) taking into account the new notation, i. e. pj, (x) = Xxerl
and F)(L) =L NT.
Suppose that f» has a balanced representation by a (¢ 4+ 1)-dimensional subspace L C

IF‘;*Z. By Theorem 2, it is constant on each of s'!@® L,...,s"™ @ L which are distinct,
sho..,sme IF;” andm = 2"2 Let L’ = LN T. Since dimI” = n, then dimL’ €
{t+1,t,t—1}

Case 1 dimL’ = ¢ + 1. Therefore, L = L' C T, i.e. any coset of L’ either belongs to
I" or does not intersect with I". Since f(a @ x) = fiz(a ® x) forallx € L’,a € I, the
function f is either constant or balanced on each coset of L’ which belongs to I". Hence, it
has balanced representation by L’ = L. Moreover, L’ = F} (L) holds.

Case 2 dim L’ = r. Then for some fixed « € L \ L’ we can represent any x € L as
x =x" @ ya, wherex’ € L', y € F,. Fixing some s € ]F;H, it holds
fro@®ya®x) = fEOYI®x) ® (51 ® ya1)(s2 ® yoo) = f(§® yd & x')
B(ais2 ® ansi Dajon)y Dsisy forallx’ € L' and y € F,. (1)

Let us consider S = (s' @ L)U...U(s" @ L). Itis obvious that #S = m2'*!. Note that if
fy2isconstanton s@L, s € S, then f, is constanton a®s@L fora = (1, @2,0,...,0) €
IF;Jr2 too. Indeed, (a152 @ aps1 D w12)y = (1 (s2 D 2) B aa(s1 © 1) D «jan)y for any
y € I, that is why (1) gives us

[ @a®ya®x) = fra(s ®ya dx) @
o152 Dazs) Dajag forallx’ € L' and y € F,.
At the same time, Theorem 2 claims that the bent function f, cannot be constant on more

than m distinct cosets. Therefore, a @ S = S. Since a € L \ L/, it holds (a1, o) # (0, 0).
Let us consider two subcases.

Case 2.1 a € L. In this case we can suppose that « = a. Then, fixing some s € S,
equality (1) transforms to

fr2(8) = fra(s @ ya @ x') = fFE D x) ® (152 ® az51 D o102)y
®sisy forallx’ € L' and y € F,. ?2)

On the one hand, f is constant on each u & L', where u € S = {s'|s € S}. On the
other hand, f (5 @ x”) does not depend on y. It means that o157 @ aps1 @ ajay = 0 for all
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s € S. Thus, for two elements of IF‘% given as (s1, 52), the equality does not hold. Therefore,
#S > #5/2 = m2'. But in this case we have at least m = m?2’/29mL" distinct cosets of L’

such that f is constant on each of them. By Theorem 2, f has a balanced representation by
t-dimensional L’. Note that F} (L) = L’ = pj,, (L) holds.

Case2.2 a ¢ L.Letusconsider L” = LU (a@® L), dimL"” =¢+2.Sincea® S = S,
the first point of Proposition 1 provides that fi, has a balanced representation by L”. To
conclude the case, it is enough to note that any element x € L” can be represented as
x=x'"@ay®az=x"®ya®a)®z®y)a=x"®yS®z7a, where  =a®ac,x' €
L,y 7€ IF,. Hence, we obtain that f,; has a balanced representation by (¢ + 2)-dimen-
sional L”. At the same time, dimL”" N I" =t + 1 and a € L”. It means that we can apply
the case 2.1 to the subspace L” and the element a. As a result, the function f has a balanced
representation by (f 4+ 2 — 1)-dimensional L' U (8 @ L") = U. Also, F}(L) C U C pj, (L)
holds.

Case 3 dimL’ = ¢t — 1. In this case there exist o, 8 € L \ L’ such that (aj, az) =
(1,0) and (B1, B2) = (0, 1). Any element x € ss@L,ic {1, ..., m}, can be represented as
x=s"®x' ®ya®zpf, wherex’ € L', y, z € F,. Without loss of generality, let us suppose
that s' € I' (otherwise, we can consider s' @ «, s' @ B or s’ @ o P B instead of s'). Next,
for any fixed i € {1, ..., m} it holds

FGD = fr2(") = frals’ @) = fro(s' &X' © ya © 28) =
fis'®x' ®yaidzB) @ yzforallx’ € L' and y, z € F,. 3)

Thus, f is constant on each of s' @ L', s’ @aol, st E@ L'ands' ®a @ E@ L.
We consider the subspace L” = L' U (@ © B @ L'). Let us show that dim L” = 7. Tt is
equivalentto @ @ 8 ¢ L’. Indeed, fixing x’ = 0, (3) provides that

f) = fialsh) = fras' @adp) = f' @B D1,

but £ is constant on s' @ L’. It means that & @ ¢ L. ‘
‘Next, we prove that f is constant on each of s' @ a@®L" Notethats' ®a d L' =
S'dadL)U(s' ®B@®L). According to (3),

fG @) = fra2(' ®a) = fra(s' @ B) = f(5' @ B).

At the same time, f is constant on both s' @ & @ L’ and s' @ EGB L', i.e. it is constant on
their union.

The rest of the case is to prove that all s' @ & @ L” are distinct. Suppose that s’ © & &
s/ @d =s"@s/ e L fori # j, wherei,j €{l,....,m}.Buts’ @s/ ¢ L' C L by the
choice. Therefore, s' @ s/ € @ @ 8 @ L’. In other words, s' = s/ @a B dx',x" € L'.
By (3) and the definition of f.,, we obtain that

fr2() = fraGs' @ ye ®z8) = f(s' ® yad @ 2f) D yz =
fe'leavohiozeo D)o NEeN® YD IO 1 =
foEereee e Dfex)®y®zd 1foraly,z e,
But f12(s/ @ (y® Do @ @ DB®x') = fra(s)). Hence, f12(s') = fra(sH) @y dz @1
for all y, z € IF,, which is a contradiction. As a result, any two of s' @ & @ L” are distinct

and f is constant on each of them. By Theorem 2, f has a balanced representation by L”.
Note that 5 (L) C L” C pj, (L) holds. O
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6.2 The connection between BS,,_1(f), BS,—2(f) and BS,(f;.2)

Recall that Theorem 1 gives us the connection between an affine subspace U, for which
f @Indy is a bent function, and the balanced representation of the bent function f. It means
that the results obtained in Section 6.1 can help us to establish the connection between the
sets BS,, (f) and BSi (f+2).

Proposition 6 Let f € B, and f ® Indy € B, where U is an affine subspace of . Then
both f1» ® Indy, and f1, @ Indy, are bent functions, where

1. Uy={x,50|xeU,ycF,}iedmU =dmU+1;
2. Uy={x,y,9|xeU,y,zelF,}iedimUy=dmU + 2.

Theorem 8 Let fir € B,1p and fip ® Indygr € By, where L C ]F;’+2 is a linear

subspace, a € IF'Z""Z. Then there exists a linear subspace L' C T}, where dimL — 2 <
dim L' < dim L — 1, such that f @ Indyj y@r’ € Bu. Moreover, F5(L) € L" C pj,(L)
holds.

Proof By Theorem 1, fi, @ Ind, g1 € B2 if and only if f(x) @ {(a, x) has a balanced
representation by L1 Let us consider f,2(x @ a) instead of f5:
Sr2(x @ a) = f(pj,(x) @ pj,(a)) & (xn+1 D@ ant1)(Xnt2 D an+2).

Since (xp+1 @ an+1)(Xn+2 @ ant2) = Xn1Xn+2 D An+2Xn+1 © Ant1Xn+2 © Apy1an+2, WE
can exclude €(x) = ay42Xn4+1DBan+1Xn4+2 D ant1an+2 from fio(x@Ba): indeed, gBIndy €
B2 if and only if g @ £ & Indy € B, 4».

It means that f(pj,(x) @ pj,(@)) @ Xn+1X,+2 has a balanced representation by L*.

According to Theorem 7, f(pj, (x) @ pj,(a)) has a balanced representation by L', where
F3(L+Y) € L' € pj,(L*). Again, it implies that f(pj,(x) @ pj,(a)) @ Ind; .. (x) is a
bent function. Consequently, /@ Ind; (, e+ is a bent function too, where (pj,, (LYt c
L' < F (L)
To complete the proof, it is necessary to check the bounds for L'". The dimensions
obviously satisfy the conditions. Next,
(Pjn (L) = {x € F} | (x,y) = 0 forany y € pj, (L)} =
{x € F5 | ((x,0,0),y) =0forany y € LT} =
(LN {(x,0,0) | x € Fy} = F3(L).

We obtain that (pj,(L)* = (pj,(LH)1)Lt = F3(L1) from the above equality, i.e.

(F3(L+)* = pj,(L). As aresult, F3(L) € L'+ C pj,(L) holds. O
Theorem 8§ allows us to preserve k zero values starting with n/2: if
#BS,2(f) = #BSy/241(f) = ... =#BSu044—1(f) =0, then
#BSn241(f+2) = #BS,042(f42) = ... = #BS; 244 (f4+2) = 0.

Computational experiments show that for the non-weakly normal bent function fio €
Bio found in [20, Fact 14] the following holds.

Fact 1 For an affine subspace U C Fl0 dimU < 8, f10 ® Indy ¢ Bjp holds.

Together with Theorem 8, it implies the following:
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Corollary 2 For any n > 10, there exists a bent function f € B, such that f & Indy ¢ B,
for any affine subspace U C 7} of dimension at most n/2 + 3.

Remark 1 We do not consider the more general iterative construction k(x, y) = f(x) &
g(y), where x € F} and y € I, for which we have the same “normal” property [8]: if g is
normal, then % is normal if and only if f is normal. It is more difficult and D4 o) Do, nh=0
foranya € F5,b € Ith According to Proposition 7 (see Section 6.3), BS,+;_2(h) is always
nonempty.

6.3 Exact number of functions in BS,(f>)

Despite the bounds from Theorem 8, it seems impossible to obtain #BS,,(fi2) by
#BS,,—1(f) and #BS,,,_2(f). Theorem 9 and computational experiments will clearly show
this. The next proposition follows from [2, Theorem 8]. It can be proven directly by the
second point of Theorem 1.

Proposition 7 (A. Canteaut, P. Charpin, 2003) Let f € B, L be an (n — 2)-dimensional
linear subspace of ¥} and a € ). Then f @ Indugr is a bent function if and only if
DLLf =0.

Let us introduce
K (f) = #{2-dimensional linear subspace L | Dy f = c}, c € F,.
Proposition 7 implies that #BS,,_»( f ) =4Ko(f).

Theorem 9 For any f € B, it holds

Ko(f+2) = 10Ko(f) +6K1(f) +3-2" =3,
K1(fy2) = 6Ko(f) + 10K (f) +3-2" —2.

Proof Let us work with a Gauss—Jordan basis (GJB) of a 2-dimensional linear subspace of
IF’;+2 (see, for instance, [3]). We need to define lead(a) = i such thata; = 1 and a; = O for
all j <i,wherei, j € {l,...,n+ 2}. A pair of nonzero a, b € Fg” is a GJB of the linear
subspace {0, a, b, a @ b} if lead(a) > lead(b) and bjead(s) = 0. For any linear subspace
there exists a unique GJB.

Leta = (a',a),b = (W, B) € F5*?, where a/,b' € Fi, o, f € F3. We note the
following examples of GJBs:

b|oO

11 b |0
al0 0 0

0 11
0’ a0 0 0

011
1]

In the first example, lead(a) = 4, lead(b) = 2. Also, a’, b’ are linearly independent, «, 8
are linearly dependent. In the second example, lead(a) = 6, lead(b) = 2. Also, da’, b’ are
linearly dependent, «, 8 are linearly independent.

Let us count the number of GIBs a, b that correspond to D f = ¢, ¢ € F,. Firstly,
it is easy to see that Dy fi2(x) = Dy Dy f(x1,..., %) @ Dy Dgxyy1xp42. Note that
Dy Dgxpi1xn42 = d, where d € F,. It means that Dy f1, = c if and only if Dy Dy f =
¢ @ d. Also, the following holds:

0|
0

10
|0 1~

1. DyDgxpi1x442 = 1if and only if o, B are linearly independent;
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2. Dy Dy f = 0 for linearly dependent a’, b'.

Next, we calculate Ko( f12). All the desired subspaces satisfy one of the independent cases:
Case 1 o’ and b’ are linearly independent. There are two subcases here:

Case 1.1 D, Dy f = 0and Dy Dgxpq1Xx,42 = 0. There are Ko(f) possibilities to choose
a GIB d/, b'. According to point 1, any linearly dependent o, 8 can be chosen, there are
exactly 10 such pairs. We obtain 10Ky (f) GJBs.

Case 1.2 Dy Dy f =1 and Dy Dgxpq1x,42 = 1. Similarly to the previous case, there are
6K (f) distinct GJBs, since «, B are linearly independent; there are exactly 6 such pairs

(. B).

Case 2 o' and b’ are linearly dependent (it holds D, Dy f = 0 by point 2) and
Dy Dgxpy1xp42 = 0. To form a GIB (a, b) by linearly dependent a’, b’, ’ = 0 is neces-
sary. Any nonzero vector can be chosen as b’ (we do not consider &' = 0 since «, 8 are
linearly dependent too). Next, any of 3 nonzero elements can be chosen as «: (1, 0), (0, 1)
or (1, 1). But Biead(e) = 0 # tlead(a), it means that the only way is 8 = (0, 0). Finally, we
have 3(2" — 1) distinct GJBs. It means that Ko(f42) = 10Ko(f) + 6K (f) +3-2" — 3.

We calculate K (f42) in the same way:
Case 1 o’ and b’ are linearly independent. Thus, there are two subcases:
Case 1.1 D, Dy f = 0and Dy Dgxp41x,42 = 1, there are 6Ko(f) GJBs.
Case 1.2 Dy Dy f = 1and Dy Dgx11x,42 = 0, there are 10K (f) GJBs.

Case 2 ' and b’ are linearly dependent and Do Dgx,41xp42 = 1, i.e. o, B are linearly
independent by point 1. Similarly to Ko(f12), a’ = 0 is necessary. If b’ = 0, the only way
to choose (a, b) is« = (1,0) and B = (0, 1). Also, any b’ # 0 can be chosen. In this case
there are 3 possibilities for a: (1, 0), (0, 1) or (1, 1). Since Biead(e) = 0, the only way to
choose linearly independent «, g is to set the rest non-leading coordinate of 8 to 1. Finally,
we have 3(2" — 1) + 1 distinct GJBs.

As aresult, K1(f4+2) = 6Ko(f) + 10K (f)+3-2" —2. O

It can be seen that Ko(f2) and, as a result, #BS, (ﬂ_z), depend on Ko(f) and K1(f).
Also, bounds ~from Theorem 8 bind BS, (f42) only with BS,_>(f): we do not con-
sider BS,—1(f) since it is trivial and has the same structure for any bent function f.
Unfortunately, it looks like K1 (f) has no direct connection to #BS, _»(f). Computational
experiments for Maiorana—McFarland bent functions confirm this:

Fact2 Let fi(x,y) = (x,m;(y)), x,y € F4,i € {1,2}, and ; be defined by

y 0000 0001 0010 0011 0100 0101 0110 O111 1000 1001 1010 1011 1100 1101 1110 1111
m1(y) 0100 1001 1010 0011 0101 0111 1011 1101 1100 1110 0010 1111 0001 0110 1000 0000 .
mp(y) 0100 1001 1010 0011 1011 O111 0101 1100 1110 1101 0010 1111 0001 1000 0000 0110

@ Springer



Cryptography and Communications

Then #BS6(f{) = #BSs(f2), but #BSs(fy ,,) # #BSs (f2,,):

| deg Ko K
fa ] 4 43 40 .
fi| 4 43 o4

Thus, it is not sufficient to know #BS,,_»>(f) to calculate #BS,,(f12). Nevertheless, The-
orem 9 allows us to construct an infinite family of bent functions with #BS,_2(f) #

#BS,_2(f).

7 BSp(f) and BS,(f)

In this section, we construct bent functions such that #BS,, (f) # #BS,,( f ).

Theorem 3 shows that the case of m = n/2 + 1 is very similar to the case of m = n/2:
#BS,,, (f) = #BS,,(f) form < n/2+ 1. As a consequence, we have #BS,,, (f) = #BS,,(f)
for any f € B, U By U Be and any m. It seems that the simplest example of f such that
#BS,, (f) # #BS,,(f) can be found in Bg for m = 6. Computational experiments show
that the following fact holds.

Fact 3 Let &(x, y) = (x, 7(y)), where x, y € F%, and 7 be defined by

y 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
m(y) 1001 1010 0100 0011 0101 OI11 1011 1101 1100 1110 0010 1111 0001 0110 1000 0000 °

Then #BS¢ (&) # #BSs(gg). More precisely, £g and 58 have

| deg Ko K
& | 4 75 80 .
& | 4 59 o4

Now, Fact 3 and Theorem 9 allow us to construct an inﬁnite family of Maiorana—
Mch\r}and functions fo such that #BSox_2( for) # #BSox—2(far). Also, it implies that fox
and f>; are not EA-equivalent.

Corollary 3 #BSox_2(for) < #BSzk_g(]gc) holds, where the function fo € Bk, k > 4,
is defined by

2%
S (x) = Eg(x1, ..., x8) ® xox10 ® x11x12 D ... B x2p—1x2%, x € F5".

Proof 1tis easy to show by induction that Ko(fz/k) < Ko(for) and K (f;k) < K1(far). The
base of the induction is the function fg = &g, the induction step is provided by Theorem 9.
It means that #BS2;—2(f2r) = 4Ko(f2r) < 4Ko(f2r) = #BSox—2(f2x)- U

Thus, unlike m < n/2 + 1, we obtain that #BS,, (f) and #BS,, (f) may not be equal. As
a consequence, sup(f@ (f @ Indy)) may not be an affine subspace.

@ Springer



Cryptography and Communications

8 Conclusion

We have considered several properties of the bent function secondary construction f@Indy,
where f is a bent function in n variables and L is an affine subspace of arbitrary dimension.
In particular, #BS,, (), where BS,, (f) is the set of all bent functions of the form f & Ind;,
for an m-dimensional L, has been estimated. A relationship between considered subspaces
in the simplest iterative construction has been established. Examples of the “most difficult”
bent functions that have empty BS,,(f), for different m, have been provided. It has been
found that the construction properties for arbitrary subspaces are quite similar to the case of
n/2-dimensional subspaces, thus, we have generalized some known facts. At the same time,
arbitrary dimensions have some specific properties that make the construction interesting.
Note that we have not provided an example of a bent function f in n variables, where n
is arbitrary, such that BS,, (f) is empty for any m < n — 2. Itis a topic for future research.
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On the number of suitable Boolean functions in
constructions of filter and combining models of
stream ciphers®

Tatiana Bonich, Matvey Panferov, Natalia Tokareva

Abstract

It is well known that every stream cipher is based on a good pseudorandom generator. For cryptographic purposes we are
interested in generating pseudorandom sequences with the maximum possible period. A feedback register is one of the most known
cryptographic primitives that is used to construct stream ciphers. In this paper we analyze periodic properties of pseudorandom
sequences produced by filter and combiner generators (two known schemes of stream generators based on feedback registers).
We analyze functions in these schemes which lead to pseudorandom sequences of the maximum possible period. We call such
functions suitable and count the exact number of them for an arbitrary n.

Index Terms

stream cipher, filter generator, combiner generator, gamma, Boolean function

I. INTRODUCTION

YMMETRIC ciphers usually are divided into block and stream ones. Stream ciphers are considered as more fast but not

as secure as block ciphers. One of the most known cryptographic primitives that is used to construct stream ciphers is a
feedback register. There are many attacks and defenses on such ciphers and counter-measures against them, see for instance
(6], [4].

The properties of the pseudorandom sequence (gamma) generated by FSR are well studied in case when f is a linear function.
If f is nonlinear (see [8]), there are too many open questions related to pseudorandom sequences that all are connected to
analysis of nonlinear recurrent sequences, for example, see [5] for further review. That is why some nonlinear combinations of
linear FSRs are usually considered, for instance, filter and combining models of stream generators based on LFSR (see [10]).

Let us recall a few definitions. Let F5 be the n-dimensional vector space over Fy. A Boolean function in n variables is a
function of the form f : F§ — Fy. A vector of values for a given Boolean function f is the vector (f(z™M),..., f(z(2")),
where (1) ... 2(2") are binary vectors in FZ that are lexicographically ordered. Any Boolean function f can be represented
uniquely in its algebraic normal form (ANF):

flze,...,zn) = @ aI(Hmi),

IEP(N) iel

where P(N) is a power set of N = {1,...,n} and a; € F5. For a Boolean function f the number of variables in the longest
item of its ANF is called the algebraic degree of a function. If algebraic degree of a function f is not more than 1 then f is
called affine. If for an affine function f it holds f(0) = 0 then f is called linear. If algebraic degree of a function f is strictly
larger than 1 then f is called nonlinear.

A feedback shift register (FSR) consists of two parts: a binary block = (z1,...,2,) of length n and a feedback function
f, where f is a Boolean function in n variables. First, we fill the block = with constants, it is the initial state of the register.
During the encryption process the register is changing its state using the feedback function. Gamma is a pseudorandom
sequence generated by FSR. For functioning of the FSR the time is considered to be divided into clock cycles. On each
clock cycle, the value of f(x) is calculated first, then the state x = (x1,...,2Tn—_1,,) of the register is changed to the state
2’ = (za,...,2,, f(x)) while the bit z; will be written as the first bit of the generated gamma. A period is a length of
repeating part of gamma. In case when Boolean function f is linear we have linear feedback shift register (LFSR). Similarly,
nonlinear feedback shift register (NLFSR) uses nonlinear Boolean function as a feedback function.

It is known that LFSR can be also specified using a feedback polynomial. It is a polynomial of degree n defining bits
to be summed. If f(z1,...,2,) = a121 @ a2 @ -+ B anwy, then the corresponding feedback polynomial is defined as
p(z) = a1z™ + az" P+ dapnz+1, where a; € Fo, i =1,...,n. If p(z) is a primitive polynomial, i.e., the primitive
element of the field GF'(2") is its root, then the period of a pseudorandom sequence generated by LFSR is maximal, i.e. is
equal to 2™ — 1. As a consequence, primitive polynomials mainly are used in LSFR.

*This article was partly presented on the SEIM2020 conference.
The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-1613 with the Ministry of Science and Higher
Education of the Russian Federation and Laboratory of Cryptography JetBrains Research.
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There are many stream ciphers based on LFSR and NLFSR. One of them is Grain, developed in 2004 [9]. It is constructed
by combining model, which is based on two shift registers, one with linear feedback and one with non-linear feedback, and a
non-linear output function. Both linear and nonlinear shift register sizes are 80 bits.

Another one is A5/1 cipher that is current GSM standard [1]. It has three linear feedback shift registers of lengths 19, 22
and 23 bits with irregular clocking. The registers are clocked in a stop/go fashion using a majority rule. The output is the sum
of the last bits of the three registers.

Moreover, we could mention the Gollmann cascade [7]. This cipher is the representative of combining model. It consists
of a series of LFSRs that are clock-controlled by the previous LFSR. If all the LFSRs have the same length n, the linear
complexity of a system with k& LFSRs is equal to n(2" — 1)*~1,

Additionally, the shrinking generator should be noted. This is also the representative of combining model. It consists of
two LFSRs that are clock-controlled LFSR-1 and LFSR-2. If the output of LFSR-1 is 1, then the output of the generator is
LFSR-2. If the output of LFSR-1 is 0, two bits are discarded, both LFSRs are clocked, and look new output. For instance, see
[3].

Other examples of ciphers that are based on LFSR and NLFSR are Geffe generator, Jennings generator and Beth-Piper
Stop-and-Go generator.

In this paper, we analyze pseudorandom sequences produced by filter and combiner generators. Namely, we study functions
in these schemes that lead to pseudorandom sequences of the maximal period. We call such functions suitable and count the
exact number of them for an arbitrary n.

II. THE ANALYSIS OF GAMMA FOR LINEAR FEEDBACK SHIFT REGISTER GENERATORS
A. Filter generators

The filter generator consists of a single shift register of length n with a linear feedback and uses a primitive polynomial to
change states. A Boolean function h(x1,...,x,) applied to the current state generates a pseudorandom sequence (gamma).
Let us not that the number of all possible functions h(z1, . ..,z,) is equal to 22". The work of the filter generator is shown
in [2].

Let gamma be defined as v = (y1,y2,...,Y2n—1), Where y1 = h(x1,...,2,), y2 = h(za,...,zp, f(21,...,2,)), etc., and
f(x1,...,x,) is the feedback function. Since the number of all nonzero states is equal to 2” — 1, the maximum possible
values of period of gamma is 2" — 1 too. In this paper, we would like to determine all Boolean functions h in n variables that
lead to gammas with maximal period. Let us call such functions suitable. Functions that lead to gammas with non-maximal
period we would call unsuitable. Note that the number of such functions does not depend on a linear feedback function. But
whether the function is suitable or not for the given generator, depends on the feedback function. When we count the number
of suitable functions h, we do not consider a specific set of states. We say that there is a certain number of different states used
by the generator (all sets that are generated by primitive polynomials fit this definition). Next, we study which pseudorandom
sequences have the maximal length. We analyze the number of unsuitable functions and the number of suitable functions.
Thus, our reasonings do not affect the specific order of the states. Therefore, there will be the exact calculated number of
suitable functions A for any set of states used by the generator.

Let us provide some examples of suitable and unsuitable functions. Let n = 4 be the length of a shift register, f(x1, x2, 3, x4) =
x1 @ 2 be a feedback function and p(z) = z* + 2% + 1 be a corresponding primitive polynomial. Let hy (1, T2, 23, 74) =
Tow1 @ x3x1 O T3x2 D x4x1 D 1 D 2o B w3 @ 1 and ho(zy, T, T3, 24) = Tox1 O T3T2 D T421 O 1 D x3 O 1 be Boolean
functions in n variables. We present generated gamma for these functions on Table I.

TABLE 1
EXAMPLES OF SUITABLE AND UNSUITABLE FUNCTIONS
states 0001 | 0010 | 0100 | 1001 | 0011
hi(z1, z2,x3,24) 1 0 0 1 0
ho(x1,x2,x3,24) 1 0 1 1 0
states 0110 | 1101 1010 | 0101 1011
hi(z1,z2,x3,24) 0 1 0 0 1
ha(z1,z2,x3,24) 1 0 1 1 0
states 0111 1111 1110 1100 1000
hi(x1,z2,x3,24) 0 0 1 0 0
ha(x1,z2,x3,24) 1 0 1 1 0

It can be seen that h; generates gamma with period equal to 3 and hy generates gamma with period equal to 15.

Let us prove the main result for filter generators.

Theorem 1: Let n € N and 2" — 1 = p{'p5? ... p%=, where p; are pairwise distinct prime numbers, a;; € N, s € N. Then
the number of suitable Boolean functions in n variables for the filter generator with LESR based on a primitive polynomial of
degree n, is equal to

22" _ 9 Z ((_1)51+-~»+/35+12p?1_ﬂ1~-<p‘35’ﬂs ),
BeFs, 570
https://mc.manuscriptcentral.com/t-it
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where 8 = (81,...,3s) and + is a usual summing.

Proof: Consider sequences of length 2™ — 1 with non-maximal period (unsuitable sequences). Let A; be a set of sequences
that can be divided on p; identical subsequences, where ¢ = 1,...,s. Then A; N A; is a set of sequences that can be divided
on p; * p; identical subsequences where 7 # j and 4,5 = 1,...,s. Then A; U A; is a set of sequences that can be divided on
p; or p; identical subsequences where 7 # j and 4,5 = 1,..., s. Hence, all unsuitable sequences belong to the set Uj_; A; and
the number of these sequences is equal to | U_; A;|. Dividing the sequence into p; identical subsequences, the length of the
subsequence is equal to p{*p3? ... p‘i’”f1 ...pYs. Since elements of subsequences are equal to 0 or 1 then

@ —1) a;—1_%(i4+1) .

|Ai| — 21’11172 1’(1 1) Pi Pit1) Ps ,

o —1) a;—1 ”‘(z+1) A(j—1) ej—1 @iq1) as

|4; N Aj| = Py ' py? P(z YR TR O S PR SR PRSI

)

—1 _og—1 _ag—1

Ay A =

Therefore, we can compute | Ui_; A;| using the inclusion-exclusion principle:

s

(Ui A =3 1Al - Y AN 4l

i=1 1<i<j<s
+ 0> JAnA N A -
1<i<j<k<s
—1
+(f Y¥THAIN AN N Ag| =
—1) jaq—1 “(i+1) as
_Zzpl P2 p(7_1) Py p(Hﬁl) ~pes
g o Fi—1) pag—1 S(i+1)  C(G-1) CGHD) o as
-2 gt e e T e T Py
1<i<j<s

a1 —1 ag—1 L
g (e e
B1 as—Ps

= Z ((_1)ﬁ1+~-+ﬁs+12p‘f1_ Py

BEFS,B7#0

)

where 5 = (f1,...,0s).

We can write all states of our register one by one and from one state we get the second one as the next state. Consider
the vector of values of a Boolean function h that generates our gamma. Since there is no zero state in our set of states (it
generates the cycle of length 1), function h can take any value (0 or 1) on zero vector. That is why there are exactly two
Boolean functions that generate the same sequence.

Hence, the number of unsuitable functions is equal to

@1-B1 as—Bs
2| Uiy Ai\ = 2 Z ((_1)ﬂ1+--~+65+12p11 L.pXsTh )
BEFS, B0
Then, the number of suitable functions is equal to

22" -2 Z ((71)ﬂ1+"'+55+12p?175)1”.p‘;s—,@s)

bl

BEFs3,8#0
where 8= (81,...,08s) - ]
The results of Theorem 1 for n = 3,...,6 are presented in the Table II.
TABLE II
NUMBER OF SUITABLE FUNCTIONS
n 3 4 5 6
suitable functions | 252 | 65460 | 252 —4 | 257 — 222 — 1008
total number 256 | 65536 232 261

https://mc.manuscriptcentral.com/t-it



IEEE Transactions on Information Theory, For Peer Review Only Page 4 of 5
JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 4

B. Combining model

Combiner generators use several linear feedback shift registers. Each register has its own length n; and uses its own primitive
polynomial for changing states. A Boolean function h(Xy, ..., X,,) generates a pseudorandom sequence gamma, where X
is a register bit string ¢. The work of the combiner generator is shown in [2].

Since we do not use zero state in combiner generator, the total number of states does not exceed (2" —1)(2"2—1)...(2"m —
1). In this case, the maximum is reached when ged(n;,n;) = 1, where i,j = 1,...,m, ¢ # j, and if all LFSRs have
primitive feedback polynomials. Then a Boolean function can generate a gamma with a period ranging from 1 to (2™ —
1)(2"2 —1)...(2" — 1). Boolean functions h in n variables leading to gammas of maximal period in this case are called
suitable. Similarly, Boolean functions & in n variables leading to gammas of non-maximal period are called unsuitable. Notice

that ged(2™ — 1,2 — 1) = 1, where ¢,7 = 1,...,m, ¢ # j. It means that each number (2" — 1) can be presented as
pi’l p,‘j? . pg‘fs, where ki, ko, ..., ks are integers which depend on .

We consider a more general model of a combiner generator. This generalized combining model is applied in ciphers such
as Grain [9]. Note that the classical combining model does not allow to describe a number of modern stream ciphers based
on the more complicated operating with bits from different registers. In this case, the more known version of the combiner
generator in which the function depends only on the last bits of the registers is included in the model we are considering. In a
nonlinear model, sometimes it is more convenient to work with several smaller registers than with one large register. It should
be noted that the considered model can be used not only in cases of all linear or all non-linear registers but also in cases of
mixed registers (i.e. some registers are linear, some are non-linear).

Theorem 2: Let n € N, m € N, ny,...,n, € N, Y. n; =n. And

(2™ —1)(2™ —1)... (2" — 1) = p{'ps? ... p3,
where p; are different prime numbers, «; € N, s € N. Then the number of suitable Boolean functions in n variables for the

combiner generator with LFSRs of lengths ny,...,n,, all based on primitive polynomials is equal to

22" _ 22”1+n2+'~+nm — (2" —1)(2"2 —1)...(2"™m —1)

T (g e )
BEF3,87#0

where 8 = (51,...,0s).

Proof: Number of unsuitable sequences for the combiner generators is equal to Z,BEJF;,B#O((71)ﬂ1+..'+65+12p?1 et ).
Proof of this is similar to proof of number of unsuitable sequences for the filter generators in Theorem 1. Since we use only
(2" —1)(2"2 —1)...(2"™ — 1) states and the total number of states is equal to 2"t - 272, 2%m = 2mitnat+nm then
we have 2mitnatotnm _(9m _1)(2m2 — 1) (2"m — 1) states, where our function can be equal to 0 or 1. Therefore, for
one of these states we have two functions. Thus, the number of unsuitable Boolean functions in n variables for the combiner

generators is equal to
2277,1 +no+-+nm _(2n1 _1)(2n2 _1)“.(2n7n _1) .

Z ((_1)[31_}..44_554_121,?1*61 __'p?s—ﬂs)
BEF3,87#0

)

where 8 = (01,...,0s).

Then, the number of suitable functions is equal to

22" N 22n1+n2+---+nm,(2n1 —1)(2"2—1)...(2"m —1)

3 ((cr)fb e e
BEF3, B0

where 8 = (81, ..., 0s).

The results of Theorem 2 for n =7, m = 2, ny = 3, ny = 4 are presented in the Table III.

TABLE III
NUMBER OF SUITABLE FUNCTIONS FOR COMBINING MODEL
ny 3
ng 4
suitable functions | 2128 — 258 — 231 _ 238 1 766 x 223
total number 2128

https://mc.manuscriptcentral.com/t-it
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III. FUNCTIONS FOR MODELS WITH NONLINEAR REGISTERS

A nonlinear feedback shift register (NFSR) consists of two parts: a binary vector © = (x1,...,2,) of length n and a
nonlinear state function f : (z1,...,2,) — {0,1} in n variables.
Similarly to the linear case, let us consider the filter generator. We assume that NFSR passes over all 2" states, i.e., it has
the maximum possible period.
Theorem 3: Let n € N. Then the number of suitable Boolean functions in n variables for the filter generator with NFSR of
the maximum possible period is equal to 22" — 22"
Proof: Maximum possible period is equal to 2™ = p{"'p3?...p%s, where s = 1, p; = 2, a3 = n. Number of unsuitable

sequences is equal to Zﬁemiﬁio((—1)51+”'+55+12P?17ﬂ1~~P§“_B'§ ), where 8 = (f31,. .., Bs). Proof of this is similar to the part
of the proof of Theorem 1, in which calculated the number of unsuitable sequences for the filter generators. Then the number
of unsuitable sequences for the filter generator with NFSR is equal to 22""" Since we use all the states then the number
of unsuitable sequences is equal to the number of unsuitable Boolean functions. Hence, the number of unsuitable Boolean
functions in n variables for the filter generator with NFSR is equal to 92" Therefore, the number of suitable functions is
22" 92",
|
There is another question related to NFSRs: how to determine for which nonlinear feedback functions NFSR of length n
generates gamma with the maximum possible period 2™? This question is continued and still open.
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[IPUMEHEHUE SAT-PEIIIATEJIEN K 3AIJAYE ITONCKA TABJIMYHO
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B nammoit pabore mpeacTaBieH moaxoj K perreHnio 3agaun noucka APN-dyHkImm,
OCHOBAHHBIM Ha CBEIEHHN K KJIACCHYECKON 3aJade O BBIIOJTHHMOCTH M HCIOJIL30Ba-
uun SAT-permaresneii. Omucano mocrpoerue bopmyd, onpeaessitoniux APN-dyHkmmo.
Bsenenn! aBa npeacTapiaennst (DyHKINT: PA3PEXKEHHOE U IIOTHOE, B KOTOPBIX OMMCAHA
3a/1a7a TTONCKA, B3ANMHO-0HO3HATHOM BeKTOPHOM Oyaesoit hyuxmmm u APN-dymkimmm.
[IpesicraBiieHo onurcanue u peajgn3alins MOJIEPHU3UPOBAHHOTO switching-meTo/1a B Bujie
SAT-3amauu, KOTOpbIi cMOr HoKazarh 3 PeKTUBHOCTL HA pa3MepHocTdax n = 6,7, 8.
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In this paper we propose a method for finding an APN-function. It is based on
translation into SAT-problem and using SAT-solvers. We introduce construction of
several formulas defining conditions for finding APN-function. We introduce two rep-
resentations of function: sparse and dense, which are used to describe the problem of
finding one-to-one vectorial Boolean functions and APN-functions. We describe and
implement an improved switching-method as a SAT-problem. This method showed
its practical efficiency on bigger dimensions (n = 6,7, 8).

Keywords: SAT-solvers, cryptography, Boolean functions, APN-functions, switching-
method.
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Bsenenue

B nacrosimee BpeMst n3BeCTHO OOJIBITIOE YHCI0 OTKPBITHIX KPUNTOTpadHIECKUX 33124,
O/IHa U3 KOTOPBIX — IMOUCK HOBBIX KPUIITOrpapuiIecKuX Oy/1eBbIX (PYHKITU J1j18 UCIIOJIH30Ba-
HUS B pa3/JUIHBIX MU pcucTemMax. Bo3MOKHBIM TOAX0I0M K PEIIeHUIO JAHHON| 3aa9u CJIy-
JKUT TONBITKA 3aIIICATDH €€ B BHUJIE 3324l O BBIIIOJTHUMOCTH U UCIOJIb30BaTh SAT-perarein
J14d TIOMCKA PEIeHu.

Bagada o seimosanMocT (SAT- win BbBITI-3a1aua) 3aK/109aeTcst B CIEYIONEM: MOK-
HO JIM IIPUCBOUTHL lEpeMeHHbIM HeKoTopoil Oysiesoit KH®-popmysibl 3HaveHns «ucruHay
WIN «JIOXKby» TaKuM 00pa3oM, 4Tobbl (hopMmy/ia crajia UCTUHHON. B obiiem ciaydae jannas
samava seasercs NP-nosnoii [2]. Hamomunm, aro NP-nonnora SAT-3amaun o3Hagaer 1o,
YTO K Hell MOYKHO CBEeCTH Bce 3ajaud u3 Kjacca NP 3a monmaoMmanabHOe Bpemd. U ecim
HalgeTcs MOJMHOMUAIBHBIN aJIropuTM perenust NP-1oyrHO# 3a1a91, TO U BCe OCTAJIbHBIE
3a/1a4u OyJlyT pelieHbl 3a HOJMHOMUAJIbHOE BpeMmsd. B Hacrosiiee BpeMs 110 3ajia4e O Bbl-
HOJTHUMOCTH TPOBOIMTCSH OOJIBIIOE KOJUYECTBO UCCACIOBAHUN, & MPOrPAMMbI, PEIIAIOIIIE
JIAHHYIO 33/1a9y, UCIOJIb3YIOTCA BO MHOTUX 00JIACTAX: MPOBEpKa Mojeseil, perenue 3a71a4
TEOPUU PACHUCAHUE, HCKYCCTBEHHBIA MHTEJIEKT, Kpunrorpadusa u Mmuorue japyrue. B cBg-
31 C THM €XKEroJIHO HPOBOJASTCS KOHKYPCHI IPOTPaMM, TaK Ha3bIBaeMble, COPEBHOBAHUS
SAT-pemaresneii (SAT-competition) [5].

SAT-pemaresb — 3TO mporpaMma, KOTOpPas MPOBEPSIET BBIITOJTHUMOCTH (DOPMYJIbI, 3aIlH-
CaHHOI B KOHBIOHKTHBHOI HOpMasbHOi dopme (KHD-bopmyssr). [Tepsbie SAT-perraresn
ocHoBBIBaJsIHCh Ha airopurme DPLL (asroputm [Issuca - [larHema - Jloremana - JlaBieH-
1a) |6] — mosTHbII aITOPUTM TIOHCKA ¢ BO3BPATOM JIJIs DENIEHUsI 38/Ia9H BBITTOJHUMOCTH OyJ1e-
BoIXx KH®-dpopmya. AIropuT™ npoun3BoIbHBIM 00pa30M BHIOHPAET MepeMeHHY0, MPHCBa-
BaeT eil 3HaUYEeHHE «MCTUHAY, yIPOIaeT (POPMYJIy U PEKYyPCUBHBIM 00pPAa30M IIPOBEPsET ee Ha
BBITIOJTHUMOCTD. FEC/IH aJIrOPUTM CTaJIKHBAETCS ¢ KOHMIMKTOM (TOAMHOKECTBOM O3HAUNBA-
HUIl IepeMEeHHBIX, TIPU KOTOPOM BO3HUKAIOT JIOZKHbBIE JU3BIOHKIINH), TO aJTOPUTM BbITIOJTHSI-
eT BO3BpAT K IIepeMeHHOI 1 IPpUCBAauBaeT eif 3HaUYeHHe «J102Kb». OcHoBHOe oTyimane DPLL or
nepedbopa B TJIyOUHY — 3TO HaJUYNE BBIBOJIA 3HAUEHU IPYTHUX IEPEMEHHBIX ITOCIe TPUCBAU-
BaHMsI 3HAYCHU [IepeMeHHO Ha TeKyIeM mmare (constant propagation). Tanubtii aaropurm
MOKa3aJl BBICOKYIO 3(bheKTUBHOCTD [T psa TPAKTHIeCKUX 3ajiad. [IpaMbiM npomoJizke-
aueM asroputma DPLL sapastercst anropurm CDCL (Conflict-Driven-Clause-Learning) [7],
KOTOPBIii JIe2KUT B ocHOBe coBpeMeHHbIX SAT-pemaresneii. Anagornaao DPLL, B anropurme
CDCL BwiOupaercs mepeMeHHast U1 O3HAYUBAETCS B COOTBETCTBUY C PEATH3OBAHHBIM IBPU-
cruaeckuM ajaropurmMom. OIHAKO aJIrOPUTM XPAHUT rpad BLIBOIA U 110 X0y pabOThI 3a110-
MUHAET KOMOMHAIMHN, KOTOPbIE HE BEJIYT K PEIICHUIO, TeM CaMbIM T03BOJIsAeT 3(PpPHeKTHBHO
OTCEeKaTh TOJIPOCTPAHCTBA HAOOPOB 3HAYEHU TIEPEMEHHBIX, TPUBOJAAIINX K KOH(DITKTAM.
Paszpaboruuku aiaropurma CDCL cosmanun SAT-pemarens GRASP, koTopslit onucan B pa-
Gore 7). IIpeioyKeHHbIE 9BPUCTHKH CYHIECTBEHHO COKPAIIAIOT BpeMsl pabOT pelraresis Ha
MHOTHUX KJIAaCCaX 3a/ad.

SAT-pemaren UCIOIB3YIOTCS /ISl PEIIEHHsT MHOTUX Kpunrorpaduaecknx 3aaad. Ha-
npuMep, JJisi POBeeHNsT KpunroaHannsa mudpcuncrem. B pabore [8] paccmarpupaercs
KPUIITOAHAIN3 3a/1a4i (DAKTOPHU3AIMH TEJIBIX YHCEJ, HA KOTOPOM OCHOBaHa KPHIITOCUCTE-
Ma RSA. CyTb paboThl 3aK/II09a€TC B TTOCTPOCHUHM U UCIOJIb30BAHUU METOJIOB, KOTOPHIE
HAXOMAT mpubanm:kennoe permenne SAT-3a1a4uu, HO B pe3y/IbTaTe CTATHCTUICCKHX HUCITHI-
TaHUl I KaykKJI0ro omra OyJerT 1HoJiydeHa BEpPOATHOCTH BEPHOTI'O ONPEJIE/JICHUS KayKJO0TO
b6uTa. TUM METOIOM SIBJISIETCS METOJ, MPOCTON WTEPAIlnd ¢ UCIOIb30BAHMEM DSIIa TOJIU-
HOMHUAJIBHBIX 3BPUCTHK II0 YJYUYIIEHHIO €ro cXoauMocTH. TakzKe HCIOJIb3yecs ajbTepHa-
THBHBIH CcIIoco0 HaxOXKIeHHs IpHOan:KkeHHOro pemenns SAT-3amadm, 3ak/odaromieecs B
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HOCTPOEHUHU CHUCTEMBI JTHHEHHBIX YpaBHEHHI Ha OCHOBe MCXOaHON popmynbl. Iloxydenubre
JAHHBIE MOI'YT OBITH IPUMEHEHBI ¢ codeTannu ¢ usBecTHbiMU SAT-pemarensvu (Hanpumep,
anropuTMoM JiokaabHOoro moncka GSAT). TMoaydyeHubiM THOPHIHBIM ATTOPHTMOM YIATIOCH
¢daKTOpHU30BaATH YUCJO PA3ZMEPHOCTDHIO 10 417 OUT B JIBOMYIHON 3AIIMCH BKJIIOYUTEIBHO.

B pa6ote [9] npeacrasiena romoMopdHas KPHITOCHCTEMA ¢ OTKPBITBIM KJIIOYOM, OCHO-
BaHHas Ha 33/1a49e BBIIOJHIMOCTHU Oy1eBbIX (bopMmysi. B qanHo cucTeMe OTKPBITHIM KJII0YOM
siBJIsiercd cama OyJieBa popmyJsia, CEKPEeTHBIM KJIIYOM — O3HaYnBaHue 3TOH (DOPMYJIbI, IIpU
KOTOPOIl OHA& CTAHET WCTUHHOM.

Pa6ora [10] mocesimena nmpoBepke o6paTHMOCTH BEKTOPHBIX OyireBbix ¢yHkumii. [Toka-
3aHO, 4TO AaHHAsd 3ajada gaiasgercd coNP-mosmoii. [Ipeniaraerca apa moaxomaa: ¢ UCIOIb-
soBanneM SAT-pemareneit u 6Gunapubix guarpamm pernenuii (BDD).

B siannoii pabore npejjiaraercs cBejieHue Kpunrorpaduieckoii 3aiaum noucka Tabsimd-
HO 33/JaHHBIX BEKTOPHBIX Oy/1eBbIX (DYHKIUI ¢ HEKOTOPBIMEU CBORCTBAMU, TAKUMH KaK B3a-
UMHAas OJIHO3HAYHOCTH U Juddepennuaibias paBHOMEPHOCTH, K 3a/[a4e BBITOJIHUMOCTH.
Jlannasg 3amada npeacrapigerca B uge KH®-dopmysr n momaérca na sxox SAT-perrares,
KOTOPBIH B IIpolecce cBoeil paboThl mpoBepseT hOpMYIy Ha BLIIOJIHUMOCTH. Ecin oHa BbI-
MOJTHUMA, TO BBIBOJUT peIleHue.

1. Omnpenenenus u 0003HAYEHUSA
B pabore ObLIM HCIOJIB30BAHBI CJIEIYIOIINE OIIPEIeTeHUS:

Onpegenenne 1. Bekropnas Oynesa dyuxuusa [ : Z§ — 75" Ha3bIBaeTCa OueKmue-
not [1], ecoim oHA MHDBEKTHBHA W CIOPBEKTHBHA, TO €CTh OJHOBPEMEHHO BBITIOJHSIIOTCS CJie-
JIYIOTINE YCJIOBUS:

1) Vo' € Zy Yo" € 7 2! # 2" — F(2') # F(a"),
2) VyeZy 2y € X : F(z) =y.
Onpenenenne 2. Bekropuas Oysesa byukius F : Z5 — 75 nasviaerca duggepen-

YUasvro 0-pasHomeprot 3|, ecam npu T1060M HEHYJIEBOM BEKTODE a € Z§ 1 IPOH3BOJIBHOM
BeKTOpe b € 7 ypaBHeHHe

Flz)® F(r®a) =0 (1)
uMeeT He OoJiee ) perreHuit, rae ¢ — IeJa0e IucIo.

Ecau 0 = 2, To BekTOpHas OyneBa ¢yukius HazeiBaercss A PN-gynryued.

2. 3agmanune pyHKIIIN

B pabore mpeacTaBienbl crocoObl 3anucu Kpunrorpagpuueckux CBOMCTB € ITOMOIIHIO
JIBYX TIPEJICTABIeHN — Pa3pPeyKeHHOTO W TJIOTHOTO.

21. Pa3spexennoe npejacTaBJIeHUE

Jlnst 3aanns BeKTOpHO# Oysnesoit pynknun [ : Z5 — 74 BBeneM cieayiomne 0a30BbIe
epeMeHHbIe:

foy=1 < F(z) =y, tne z,y € Zj.

Takoe mpejcTaBienue GyneBoil byHKIUN OyIeM HA3BIBATH PA3PEXKEHHBIM (110 AHAJTOIHH
C Pa3peKeHHBIME MaTpunaMu). JucI0 mepeMenusx f,, PaBHO 221
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Teopema 1. MnoxkecTBo nepeMeHHBIX f,, KogupyeT dbyuxnuio F' : Zy — Ziy Torna u
TOJILKO TOI'/[a, KOI/ia CJiejrytomast (popmMyJia siBJIsieTCsi MCTUHHOIN:

Fs(f) = /\ /\ (fx,y’ v fx,y”) N /\ ( \/ f:my)' (2)
T€LY ' ' €LL T€LD yeLy
y'<y”’

Loxaszameavcmeo. YTobbl nepeMennsle f,, 3aJaBajd (QYHKINIO, HEOOXOIUMO,
YTOOBI /I KaXKJIOTO 3JEeMEHTa M3 MHOXKECTBa IIPOOOPA30B CYIIECTBOBAJI €IUHCTBEHHBIH
obpas, o ectb Vx € Z5 Iy € Zy, uro f,, = 1.

B KH® 310 ycioBue 3anucbiBaeTcd B JBa 3Talla;

1) CymecrBoBanue 06pa3a i KaxKA0ro npoodpasa: Vo 3y f,,, = 1 win /\ ( \/ Jay)-
z€Ll yern
2) CymectBoBanue He Gojiee YeM OJHOrO 0bpasa JId KayKJI0ro mpoodpasa:
Va Vy’,y” (fx,y’ — fx,y”) n /\ /\ (fx,y’ \% fx,y”)'
z€Z3 y' .y €Ly
y/<y/l
OO6bequHsIst JaHHbIe GOPMYJIBI MIPH TOMOIITH KOHBIOHKITHA, ToaydaeMm dopmyry (2). =

Uroro dopmyaa FS(f) cocrour u3z 2371 — 22! nuzpronkimuit ammnsl 2 1 2" T3 BIOHK-
nui Tanes 2™,

22. llnoTrTHOEe IpeagcTaBIUEeHHUE

Bekropnyto 6yneBy dyaknuio F' : Z5 — Z5 Bcerga MOXKHO TIPeJICTABHTH CJIEIYIONIIM
obpazom: F(z) = (Fo(x), Fi(z),...,Fh1(x)), toe F; : ZY — Zs, i = 0,...,n — 1. Takum
00pa3oM, B IJIOTHOM IPe/ICTaBICHUN YA00HO BBECTH CJeayolnine 0a30Bble epeMeHHbIE:

foop=1 <<= Fy(z)=1tmek=0,....n—1, z € Z3.

Takoe npencrapienne Gysiesoil dbynkiun 6yaem HaspiBaTh MIOTHBIM (BykBa b B 060-
3HaveHun fb B3siTa OT cJIOBa binary BBUJLY 3allUCH B JJAHHOM IIpeJICTaBIeHnn 3Hadenuil f ()
B ABoM9HOI 3amucn). Hucso nepeMeHubix fb, , paBmo n - 2".

B nannOoM npejicraBiieHuN KaxKJ0My 1Ipoodpa3y T € Zj CTaBUTCS B COOTBETCTBUE HEKO-
TOpBIt 00pa3 y € Z;. Takum o0pa3oM, HaJIOXKEHHe JIONOTHUTENIBHBIX yCJIOBUIl Ha OyIeBbI
nepeMeHHbIe fb, 1, KaK 9TO OBLIO CIETAHO B PA3PEXKEHHOM IIPeJICTABJIEHIN B TeopeMe 1, He
TpebyeTcs.

3. BzamMHag ogHO3HAYHOCTD

[TockoibKy 714 3anucu HeOOXOMMbIX HAM 3a/1a4 B ONpe/Iie/IeHnn | TpedyeTcs paBeHCTBO
YUCESI N U M, TO MO CBOWCTBAM (PYHKITUHU CJICIYIONINE YTBEPKICHUS IKBUBATCHTHHI:

1) F GuexkTuBHA;
2) F WHBLEKTHBHA;
3) F ClOpbEeKTHBHA.

Torpa onpejiesienne OMEKTUBHON (DYHKIUKU MOYXKHO HEPENUCATH CJIEYIONUM 00pa30M:

TBep2KaeHne 1. KTOpHas OyJsieB HKIus F Ha3bIBaeTCs OUeKmMus-
YrBe enme 1. BektopHas OysieBa F : Z% — 7% na3wiBaetcsa 6
H0Tl, €CJTH BBITIOJHSIETCS OTHO U3 CJEIYIONINX YCIOBHIl:

1) Vo' € Zy Yo" € 7 2! # 2" — F(2') # F(a"),
2) YyeZy 3z € Z3 : F(x) =v.
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B nanee B pabore OueKTHBHYIO Oy/IeBY (DYHKIIUIO OyIeM HA3BIBATL 63GUMHO 00HO3HAY-
1ot OyJsieBoil (byHKIUEN.

Bzaumvuasi oiHOBHAYHOCTH BEKTOPHON OyseBoit (pyHKIMKM HeoOXOoauMa, HaIpUMep, JIIs
HCIIOJIb30BAHKSA MX B KadecTBe S-OJIOKOB B PA3JIMIHBIX MU PAX U KPUITOCHCTEMAX.

3.1. PazpexeHHoe npejJgcTaBJeHHE

Teopema 2. MHOXKeCTBO IepeMeHHBIX f;, KOAUDPYeT B3aHUMHO OJHO3HAYHYIO (QyHK-
o F' @ Z% — 7% Torja u TOJIBKO TOIVIa, KOTJa cjeyomias (hopMysa sBIseTcs HCTUHHOM:

Sy T T S
PS(N)= AN N\ (FoyV oy AFS(S). (3)
yELY o' 2" €LD
' <z
Joxasameavcmao. B pa3pekeHHOM IpeacTaBIeHUN I/ KOTUPOBAHUA BEKTOPHOM
B3aMMHO OJHO3HAYHON OyJsieBOil (PyHKIMN TOMUMO yCJIOBHUS, 3a1a101Iero (hyHKIHIO, JTOIK-
HO BBITIOJTHATKLCS eI¢ OJTHO YCJIOBHE, TTOKA3BIBAIIIEE, 9TO ¥ KAaXKJI0r0 00pa3a CyIiecTByer
TOJIBKO OJIMH TTpoodpa3. B pesyiabrare, 006a ycJIOBHS MOXKHO 3alMCATH CJIEYIONUM 00Pa30oM:
Vo 3y fp, =1 — ycaosue aas mpoobpasos,
Vy Az f,, =1 — ycaosue nag o6pas3os.
Venosue 151 MpooOPa3oB npejcrasieHo B reopemMe 1. [Iporecc nosyvyennst ycjaoBus Jiast
obpazos B KH® pazbuwBaercs Ha aBa sramna:

1) CymecTBoBaHme X0Ts OBl OJHOTO MPOOGPa3a y KazKI0ro obpasa rapanTupyer GopmyJia
FS5(f) uz Teopemsr 1.
2) CymectBoBanue He GoJiee YeM OJHOrO Mpoodpasa y KaxKIoro obpasa:

‘v’y VJZ/,ZE” (fx,ﬂ — f:c”,y) WINA /\ /\ (fx’,y V fx”,y), e $',:E”,y e Zg

y x/ xl/

o' <t
[TockoJIbKY 3TH yCJI0BUS JIOJI2KHBI BBIITIOJIHATHCH OJHOBPEMEHHO, TO 3HAYUT OHU JIOJIZKHBI
OBITH 3alMCaHbl Yepe3 KOHBIOHKIH. Takum o6pa3om Mbl moaydaeM Gopmyay (3). [

Uroro B dopmyrae PS(f) teopemnr 2 comepsxures 2% — 22" nusbionkumit ainner 2 n 2"
JIN3BIOHKIHAN JJIUHBI 27,

32. IlnorHOE TpeacTaBIeHHUE
3anuiieM B JIAHHOM IPEJICTABICHUH YCJI0BUE, 33/1aI01ee B3AUMHYIO OJIHO3HAYHOCTh. DTO
MOXKHO CJIeJIaTh JIBYMsl CIIOCOOAMH: BOCIOJIb30BABIINCH COOTBETCTBEHHO IEPBBIM WU BTO-
PBIM YCJIOBUEM U3 yTBepzKaeHus 1.
IIpedcmasaerue wepe3 UHBEKMUBHOCTD

[Tepsoe ycaoBue onpenesienns 1 03HAYAET, 9TO BCe 0OPa3bl MOMAPHO PA3JIUIHBL, T.€. JI0-
oble aBa Bekropa Buia fby = (fbio, ..., fbi,—1) OTaHIaIOTCS XOTSE OBI B OHON KOMIIOHEHTE.
DTO yCJA0BHUE 33]1a€TCs CJIEAYIONIM 00Pa30M:

Vi,j#i 3k (fbx # fbjs), e k=0,...,n—1, i j €z

Takke JaHHOE yCJIOBHE MOXKHO 3aIlMCATh B BUJIE CJeyIomeil (hopMyib:

Pom(f0) = A\ \/(fbir ® fbys).
LjETn  k
i#]
Yro0b1 3anucars ganuyio popmysry B KH®, Bocnonb3yemca npeodbpazoBanuem LleiTn-
Ha [4]. Iyist 5TOTO0 BBEIEM JOMOJHUTETHHbIE MEPEMEHHBIE:
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fbgijr=1 << fbirx® fbjr=1tnek=0,....,n—1, 4,j €Zy, 7 #j.

Yucso nepeMeHabix fbg; jx paBHO 1 - (227 — 2M).

[Toxy4uum BeIpazKeHue, cBa3bIBalollee nepeMeHHble fbg;;r U fb;, 1ag M00OBIX 4,7 €
Zy, k=0,...,n—1. Ina sroro mocrpouM TabAUIy HCTHHHOCTH 1 [j1s BBIPAZKEHUS, OLpe-
JeJIAIONETo nepeMeHnste fbg; j k.

Tabauma 1
Cpasb nepemenHbix fbg; jr n fb;y

fbaqijr | fbix | fbji | 3HAUEHHE
0 0 0 1
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 0

Corracuo anropurmy nocrpoennst KH® o tabsure nctuanocTu 1 BeimuimeM B (hopmyty
SoPP (Sum Of Pairs) Bce AUZBIOHKINU ¢ HYJEBBIMA 3HAUYEHUSMU 9€Pe3 KOHLIOHKIHIO:

SoPP(fb, fba) = /\ (f0gi ik V foiV Fbis) A (Foai5n V Foik V fbik) A (Fodiz V fbik v

i7j7k

fbj’k) A (bei,j,k V fb%k V fbj7k), rae k= 0, Lo, n = 1, ’l,j c Zg

Teopema 3. Ilepemennsie fbg; i, 1 fb;; KOZUPYIOT B3aHMHO OJHO3HAUYHYIO BEKTOD-
Hyto OyneBy dysknuio F' : Z§ — 7% Torma U TOIBKO TOTJA, KOTJa caeayomas (Gpopmyra
ABJIACTCA UCTUHHOM:

n—1
D D
PRu(fb, f0g) =\ \/ fbaisn A SoPP(fb, fbg). (4)
i,JELY k=0
1#]

Zoxazameavcmeo. Hamnomuum, 410 y J11000# napsl IpooOpa3oB 06pa3bl JOJIKHBI
pasndaThes XoTd Obl B 01HO# Koopaunate. Torjaa B nepeMeHHBIX fbgy 4 5 YCI0BHE B3aUMHON
O/THO3HAYHOCTH ITPEJICTABLIETCA B TAKOM BHU/I€: /\ \/ fbqi ik, tnek =0,....,n—1, 14,5 € Zy.

ij k
[Mockonbky dopmyna SoPP(fb, fbq) m moayuenHbie ycaoBUS JOMAKHBI BBITIOJTHATHCS
OJIHOBPEMEHHO, OHH JIOJIZKHBI OBITH 3allMCaHbl depe3 KOHBIOHKIMIO. TakuMmM oOpa3oM MbI
nosiydaem dbopmyiy (4). |

Utoro B dopmyne PP (b, fbq) conepxxures 4n - (22" — 2") IU3BIOHKIAN JTUHBL 3 1

sum

220 _ 9" U3 BIOHKIUIT IJIMHBL 7.

ITpedcmasaenue yepes croPseKMUEHOCTMD

Bropoe yciioBue onpejesenns 1 o3Ha9aeT, YTO KazxKJI0My 00pa3y COMOCTABJIAETCS €THH-
CTBEHHBIN TIpOOOpa3, T.e Jjis JII000W KOHCTAHTHI Y CYIIECTBYET €JIMHCTBEHHOE YUC/IO 4, 9TO
fb; =y, rae fb; — BeKTOp ABOMYHBIX IEPEMEHHBIX, U Y — JIBOUYHOE IPEJICTABICHHE TUC/IA
Y.

SanuieM JaHHOe YCJAOBHE IIPH MOMOIIH JOTHIECKHX OTePAIlHii:

Yo Y1 Yn—1 _
/\ \/(fbx,O N fbac,l AR fbac,n—l)? rae rY =
y x

r,ecmm y = 1;

z,ecau y = 0.
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s mpeobpazoBanusg ganuoi ¢popmyasl B KH® Bocmosb3yeMcest mepeMeHHBIME H3 Pas3-
PEKEeHHOTO IIpescTaBiaenus f,,. I1 B camom neie:

foy =1 = (fblo A fOIL A A fU2) = 1

[Tonyunm Beipazkenune B KH®, caspiBatomee nepemennsie fby i u fy,. g sToro mpe-
obpasyeM MOJy4YeHHYIO BbIlIe (hpOPMYJIY € IMOMOIILIO SKBUBAJEHTHBHIX IpeoOpasoBanuii. B
UTOre UMeeM CJIeIYIONIee BhIparKeHue:

SpDen(fa fb) = /\ (fT,yvfb:c,k)/\<fx7yvbe?0v' ) \/fbgtln_—ll)a ek =0,...,n-1, x,y €

z,y,k

n
ZQ .
Teopema 4. Ilepemenubie f,, u fb, ) KOAUPYIOT B3aMMHO OJHO3HAYHYIO BEKTOPHYIO
OyneBy dyuknuio F': Z3 — 77 Torja U TOJBKO TOIJA, KOIla CJeayromasa GpopMyia gBIsd-
€TCd UCTUHHOMN:

P?parse(f? fb) = /\ \/ fx,y N\ SpDen(fa fb) (5)

yeLn Tl
Hoxaszameavcmeo. llcno/nb3ys HOBble llepeMeHHbIe fy ,, BTOPOE YCJI0BUe olpe/e-

JleHns 1 3anuCBIBAETCS CJIEYIONNIM 00pa30M: /\ \/ foy-

y T
[Tockonbky dopmya seime u hopmyna SpDen(f, fb) 1071KHBI BBITOJTHATHCA OJIHOBPe-

MEHHO, TO OHH JIOJZKHBI ObITh 3allMCAHbl Yepe3 KOHBIOHKINI. TakuM o6pa3oM, 1moJIydaeM
dbopmyay (5). n

Uroro B dpopmy.ie PEparse( f, fb) copepurcs 1o n - (22" — 27) quzbIOHKIME JAjUHBL 2 1

n, a TakxKe 2" TU3BIOHKIUN AJuHb 2.

4. HunddepennuaibHasg paBHOMEPHOCTD

Jnddepennuaibiasg paBHOMEPHOCTH MPENATCTBYET MPOBeIeHuIO THbdepeHInaIbHOro
Kpunroanaiu3a 6109ubx mmdpos [3]. B gannoit pabore npejacrasiena 3amuch auddepen-
nuaabHON paBHOMepHOCTH st 6 = 2 (APN-byukmus) n 6 = 4. Tlonck APN-dbyukImii
SIBJISIETCA OTKPBITOM 1mpobsiemoit st weTHbix n > 6. /Lnsg n = 6 Obl1a HalijgeHa o/iHa B3anM-
HO oxno3HauHass APN-dyukusa win APN-nepecranobka. OHAKO HET rapaHTHil, ITO TAKHe
GyHKIMU CyIecTBYIOT 1 n > 6. [loroMy yMecTHO Tak»Ke paccMOTpeTh caydait 0 = 4.

4.1. Pa3spexeHHoe IpeJcTaBJIeHHUE

B paspexxennom mupeicraBieHun gudpepeHnuaaIbHyI0 PaBHOMEPHOCTbh MOXKHO 3allu-
caTh, BBOJIS CJeIVIONHe TlepeMeHHbIe:

deap=1 <= F(z)® F(r®a) =0, vne x,a,b € Zj (6)

Yucsio nepeMeHHBIX dy p PABHO 23n

W3 onpenenenns nuddepeHnnaIbHol J-paBHOMEPHO (DYHKIUHT CAeIyeT, YTO eCJIH T —
Kopenb ypasuenus F(z) ® F(z ® a) = b, To x @ a TakKe sBISETCS KOPHEM YDABHEHHUSI.
[TosTomy Oymem cauTaTh, 9TO T — HAMMEHBIIHI U3 STHX JBYX KOPHE.

s 3anmcu ycnosus 6, HCIOAB3YS TOJIBKO YTO BBEJEHHbIE IepeMeHHbIe dy ,, W OCHOB-
HbIe IIepeMeHHBIe f . HeOOXOTUMO NI KazKJIbIX (PUKCHPOBAHHBIX b, @ U & IPOCMATPUBATD
BCEeBO3MOXKHBIe 3HaueHust F'(z) u F(r @ a) w mpoBepsaTh, paBHA M UX CyMMa 3HAYEHUIO
b. i 9TOr0 paccMOTPHUM CJeIYIONINe BHICKA3BIBAHUS W ONPEIEINM, SIBIAIOTCS JIX OHH HC-
THHHDBIMH:

1) x — He kopenb ypasuenus 6, F'(z) # z u F(x © a) # 2z @® b — BepHO 10 ONPEIETCHHIO
nuchdepernuaabHOil paBHOMEPHOCTH.
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2) & — me Kopenb ypashenns 6, F(z) = z u F(z @ a) # 2z @ b — BepHO, aHATOTHIHO
BBICKA3BIBAHUIO 1).

3) x — He KopeHb ypasuenus 6, F(x) # z u F(x & a) = z @ b — BepHO, aHATOTUIHO
BBICKA3bIBAHUIO 1).

4) x — e kopeub ypasuenus 6, F(z) = z u F(zx @ a) = z & b — HeBepHO, HOTOMY UTO
F(x) ® F(x & a) = b, 9T0 TpOTUBOPEYHUIO YCIOBHIO "'z — He KOpeHb ypaBHeHust 6.

5) x — Kopenb ypasuenusi 6, F(x) # z u F(x @ a) # z & b — BepHO, MOTOMY 4TO JIJIsi
apryMeHTa T CyIecTBYeT Ipyroe 3HadeHue z, npu KoropoMm F(x) = zu F(z®a) = z@b.

6) = — wopenb ypapuenus 6, F(z) = z w F(x @ a) # z ® b — HeBepHO, TIOTOMY YTO
F(z) ® F(z @ a) # b, 970 TPOTUBOPEYHUT YCJIOBUIO " — KOpeHb ypaBHeHust 6.

7) x — Kopenb ypasuenus 6, F(x) # z u F(x @ a) = z ® b — HeBepHO, MOCKOIbKY T —
KOPEHb, 3HAYUT TP a TakKe ABISeTCd KopHeM ypasHenus 6. JaabHeiinme paccy K ienus
AHAJIOTUYHBI BbICKA3bIBAHUIO 6).

8) x — kopenb ypaptenns F(z) @ F(x®a) =0 (1), F(x) =zu F(xr®a) = 2@ b — BepHO
10 onpejeaeHnio auddepeHnuaIbHOl paBHOMEPHOCTH.

TH BLICKA3BIBAHUA MOXKHO 3aIUCATDH IIPH IIOMOIIU CJeAYIOeH pOPMYJIbL:
dac,a,b =1 < Jz (fz,z A fz@a,z@b)
HOCTpOI/IM IIO 9TUM JaHHbIM Ta6JII/IHy NCTUHHOCTU:

Tabawuwma 2
Cpa3sb nepeMeHHbIX fp, U dg qp

duab | foz | fo@a,-ep | 3HAUCHHE
0 0 0 1
0 0 1 1
0 1 0 1
0 1 1 0
1 0 0 1
1 0 1 0
1 1 0 0
1 1 1 1

Cortacuo anropurmy nocrpoenns KH® 1o tabsuiie nctunnocTu 2 BoimuineM B (popmyJty
DerS(f, d) 1epes KOHBIOHKIUIO BCe U3HIOHKITAN C HYJCBHIME 3HAUCHUSIMI:
Ders (fa d) = /\ (fx,z vf:r:@mz@b\/dx,a,b) A (fx,z vf:r:@mz@b\/dx,a,b) A (fz,z vf:r:@mz@b\/dx,a,b);

b,a,x,z
rae x,z,a,b € Z5, a # 0.
Teopema 5. Orobpaxkenue F' : Z) — 73 sasiaserca APN-dbyHKImell Torma 1 TOIbKO
TOTJIa, KOIJa BBIIOJIHAIOTCS yeaoBus Teopembl 1, n caemyiomias (bopMmysia gBIsI€TCS HCTUH-
HOM:

APNS(f,d) = DerS(f,d) A N (eap Vdyay). (7)
b,a,x,ycZy
y#T,yFrda,a#0
Hoxaszameavcmso. Heobxoanmo mokasars, uto ypasuenue F(x) @ F(z ® a) =
b umeer jBa perienus, uO0 He umeer pemenuit. lannoe TpeboBaHMe 3aNUCHLIBACTCS IIPH
HOMOIIH CJeAyomeil bOPMYJIbL: /\ (dypapV dyap)-

b,a,x,ycZy
y#T,yFrda,a#0
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[TokazkeM KOppeKTHOCTH 3Toi popmyasl "ot mporusroro". IIpenmono:kum, 9T0 ypas-
uerne F(x) @ F(x @ a) = b umeer xorst 661 deTbipe pemtennst ', ' G a, 2" n 2’ & a jpos
HEKOTOPBIX HEeHYJIeBbIX a U b. Torga Au3brOHKIIHS (m\/ dy o) PABHA HYJIO, & 3HAYAT U
BCs (bOpMyJIa paBHA HYJIIO, 9TO HPUBOJUT K MPOTHBOPEIHIO.

[Tockonbky hopMyia, OrpaHHIUBAIONIAS YUCJIO peleHnii ypasuenus F(x)® F(x®a) =
b, u dbopmyaa DerS(f,d) monKHbI BBHINOJHATLCS OTHOBPEMEHHO, TO OHH JOJZKHBI OBITH
3alUCaHbl 9epe3 KOHbIOHKINIO. TakuMm 00pa3oM, Mbl tosydaeM dbopmyay (7). [

Uroro B Gpopmyne APNS(f,d) B obmeit croxmoctn 24" — 23" nusbronkmuit aamsas 3 u
24n=1 _ 93n _ 93n=1 4 920 np3LjoHKIUH ITHHBL 2.
42 . IlnoTHOEe IpeacTaBJAEHHUE

g 3anucu puddepeHnuaabHoil pABHOMEPHOCTH B ILJIOTHOM IIPEICTABICHHH BOCIIOJIb-
3yeMcs HepeMeHHBIME fbqy o . HeficTBuTensno, fbg, ook = 1 <= fbor # [brger BN,
qT0 TO Ke caMoe, fbgy =1 <= fby1p @ fbrpar = 1.

HeobGxonumo mokazarb, 4ro ypasuenune F(x) @ F(x @ a) = b umeer oxHy napy perie-
Huit, MO0 He mMeer pemntenuii. Bocmosb3yemest pakToMm, 9TO 151 JTH000# Maphl BEKTOPOB
fbaxxsa = ([0 ama0s [0leaoats---s [0Qwaman—1) JOMKHO OBITH pasimdume XOTs OBl B
OJIHOIl KOOpJMHATE., DTO MOKHO 3AIUCATDH CJEAYIONIUM 0Opa30M:

Va#0Vz,y:y#x,y#2® a3k (fbqrwar # [0 yoar), TIE
k=0,....n—1, z,y,a € Z}.

Sanumiem JaHEbI (HAKT B BHJE CAepayomeil (GopMyIbi:

/\ \/(bez,xeaa,O S¥ qulj,y@a,())-

CL,%Z/?S%Z/?&"E@U« k

Bocnoabsyemest mpeodbpazoBanueM llefituna aaa 3amucu gannoit ¢popmyast sBM KHO.
BBGILGM BCIIOMOTI'aTeJ/IbHbIE IIEPEMCHHbIE!

dbgz y.ar =1 = [0z zwar © fOGyywar, TR K E€0,...,n—1, 2,y,a € Z3, x # y,
T # YD a.
Yncro TaKUX IMepeMeHHBIX PaBHO 1 - 25772
ITosy4yuM BeIpakeHue, cBga3blBalolee IepeMeHHble dbgy ok U fbGy zoak A1 DUKCHPO-
BaHHBIX T, Y, @, k. JIs1 9TOTO MO BBIPpaXKEHUIO, OIpeHe/sioneMy 3HaUeHne IMepeMeHHBIX
dbqyy.q,5; TOCTPOUM TAOJIUIYy HCTUHHOCTH:

Tadbauma 3
Cpa3b nepeMeHHbBIX dbq, ok U by zwak

dbq,’r,y,a,k qu.%.,m@a,k quy,yEBa,k, 3HavYeHue
0 0 0 1
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 0
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Cornacuo aaroputMmy noctpoennss KH® mo Tabiuie mcTHHHOCTH 3 BBIIUIIEM depes
KOH'BIOHKITUIO BCE JIU3BIOHKIMH C HYJIEBBIMUA 3HAYCHUSMU:

SOPEqD<be7 de> = /\ (deI,y,a,k Vv beI,x®a,k \ quy#/@a,k) A (dex,y,a,k \ beI,xEBa,k Vv

a,z,y.k

bey,yEBa,k) A (dex,y,a,k V bex,aséBa,k Vv bey,yEBa,k:) A (db%c,y,a,k: V fb%c,x@aa,kz \ bey,yGBa,k); rae k=
0,...,n—1, z,y,a€Zy,a#0,y #x,y # D a.

Teopema 6. Ilepemenusie fbyy, fbqyzaar B dbGyy a0k Komupylor APN-dynKIIIO F !
7y — Zy Toraa | TOJABKO TOTJA, KOTJA Cleaylomas (popMysIa aB/IdeTcs HCTHHHOI:

n—1
APNP(fb, fbg, dbg) = SoPEq® (fbq, dbg) A SoPP(fb, fog) A N\ \/ dbgeyan- (8)
a,x,y€Ly k=0
y#z,yF#zda

Hoxazameavcmeo. HanomuuM, 410 y 1100011 TapEl BEKTOPOB fbQy vqq JTOIZKHBI

OBITH pa3Jjindud XO0Td Obl B oJHON KoopauHaTe. Toraa B nepeMeHHBIX dbgy y ok 3TO yCIOBHE
IpeICTAISIeTCS B TAKOM BHIE:

AV dtoyar, taek=0,....n—1, z,y,a €Z,a# 0,y #z,y#zda.

a,x,y k

[Tockonbky bopmya, orpaHHauBaIONIas YUCA0 perteHnii ypasuenus F(x) @ F(x®a) =
b, a Takske popmysst SOPEQP (fbq, dbq) u SOPP (fb, fbq) 10AKHBI BHITOJHATHCS OHOBpE-
MEHHO, OHH JIOJI?KHBI ObITH 3aIllHCAHbl Yepe3 KOHBIOHKINIO. TakuM 00pa3oM, MBI IOy IaeM
nosiyaaem dopmyiy (8). ]

Uroro B dpopmyne APNP(fb, fbg, dbq) B obmieit cioxunoctu 4n - (23771 — 2271) nus-
IOHKIHH aauebl 3 1 2371 — 220 — 92n=1 4 9N jyspouknuil JyIMHBL 1.

5. Switching-meTon

Hecmotrpst Ha XopoIne TeopeTHudecKHe OIEeHKH W CPaBHUTEJIHLHO OBICTPYIO paboTy Ha
Masbix 1 (n < 4), OnUCAHHBI BBIIIE TTOUCK HEU3BECTHBIX BEKTOPHBIX OyJIeBBIX (DyHKITHI
¢ momormbio SAT-perrareseii paboraer nosro st 6oabmux n (n = 5). Jlas cymiecTBeH-
HOrO ycKopeHns paborbl SAT-perraresnis B MOuCKe KpUNTOrpaduiecKux Oy1eBbIX (DyHKITHIT
MOXKHO HCIIOJIb30BaTh IOJHOCTHIO U3BECTHBIE (DYHKIUKA ¢ HEKOTOPBIMHU CBOMCTBAMH .

Switching-meron 3akmodaerca B ciaenywomem. [lyers F' @ Z5 — 75 — HeKOTOpasd W3-
BeCTHAas BEKTOpHagd OyJseBa dynkuus, F; : Z5 — Zo — €€ KoopAuHaTHAd (DYHKIUS, T.€.
F(z) = (Fi(x),...,F.(x)), a g: ZY — Zs, g # 0 — weussectnas Oynea ¢dynknus. Torma
HOBas BeKTOpHAs Oy/iesa dyukius G : Z§ — ZL, Ha KOTOPYIO HaKJIa/bIBAIOTCS HEOOXO -
mble yeaosus (Hanpumep, APN, koropoe onucano B pasfesie 4.2), BBIYUCISAETCS CIe Ty OIIM
obpa3zom:

Gi(xy, ... x,) = Fi(xy,...,20) @y - g(xy, ..o, x);
Go(xy, ... xy) = Fo(xy, ..., 20) @ o g(T1, ..o, Tn);

Go(1,.. . xn) = Fp(xy, . oyxn) @ ey - g, ..o, x0),

rae ¢ = (¢y,...,¢,) € Ziy — mapametp switching-mertosa.

Jlinst naabHeiero onucanns BOCIHOJb3yeMcst 0003HaYeHneM JIBOMIHON MPOU3BOAHOMN 110
HanpapieHnto. HamomunMm, aro npoussosgHas no Hanpasiaennto D,DyF(z) = F(z) ® F(z ®
a)® F(x®b)® F(x ®a®b). B nanpHeiiieM GyneT UCIOIb30BATh KPATKOE 0003HAUEHIE
DDF(zx). zectHo, uto nouck APN-dyuKnuii mpu nomormu switching-meroa coaurcest K
cucreMe JUHEHHBIX ypaBHeHwmit. /leiictBuTenbao, arodb dyukiusg G obaagata cBORCTBOM
APN, HE0OXOMMMO U JOCTATOTHO, YTOOBI BBIIOJIHSIIOCH CJIEAYIOIIEee yTBEPKICHUE:
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Va4 0Ve,y#x,y#x®a: DDG(x) # 0.

[Tposenem 3ameny G(x) = F(x) @ ¢ - g(x) n nepemnuiiiem yTBep:KAeHHE BBIIIE:
DDF(z) ®c-DDg(x) # 0.

Torna, ecniu DDF(x) = ¢, To nys coxpamenns csoiictBa APN tpeGyerca DDg(x) = 0.
A ecim DDF(z) = 0, to DDg(xz) = 1 Takum obpa3oM, ec/ii JeBas 4acThb paBHA ¢ WJIH
0, To mpaBas YacTh, PaBHAsI HY/IIO W €IUHHUIE COOTBETCTBEHHO, 3AINCHIBACTCS B CHCTEMY
ypasuenunii. Kaxkjoe ypaBuenue siBjigercsd JunelnbiM. /[annyio cucremy MOKHO 3 ek Tus-
HO pemmTh MeroaoMm [aycca, noromy mcnonb3osanne SAT-pemrarestei 37ech He sBIsIETCS
HEOOXOIMMBIM.

5.1. MogepuusupoBaHHB | switching-MmeTon

Wurepec 6yaeT npeacTaBisaTh MOAEPHI3NPOBAHHBIH switching-meTo/1, B KOTOpOM HOBast
BeKTOpHasd OysieBa dyHkug G : ZL — Z5 crpouTcs npubaBiIeHneM IBYX Oy1eBbIX DYHKINN
g1 M (o CAEAYIONIUM 00pPa30M:

Gi(xy, ... xn) = Fi(z1, ..., 20) @y - g1(xy, . xn) Ddy - go(xy, .. xp);
Go(x1,. .. xn) = Fo(x1,. .., 20) B Co- g1(x1,. .., T0) Bdo - go(x1,...,20);

Go(1,.. . xn) = Fp(xy, .o xn) @ e iy, .o ) @ dy - go(xy, .00, ),
e ¢ = (¢1,...,¢,) #0,d=(dy,...,d,) #0, ¢ #d.
Msi Gyzem TpeboBarTh Hamaudue y DyHKIWHA g1 () u go(x) creayromux cBORCTB:

— Oyukiug g — KyOuueckas Oy/ieBa pyHKIH, T.€. IMEET B CBOEM aJIre0pamyecKoM Mpe/i-
CTaBJIeHUH MOHOM TpeTbeil cTeneru. QyHKINA g — HeHyJIeBasd MPOU3BOJIbHAA OysieBa
dyukmusa. Tak B mepcneKTHBe MOYKHO HCKATh HOBble HEKBaJIPATHIHBIE U, B YJACTHOCTH,
kyomueckne knaccbl APN-byHKIHH, TOCKOIBKY JIsI TOUCKA KBAIPATUYHBIX KJIACCOB
CYIIECTBYET MHOZKECTBO JIPYTUX METO/I0B.

— @OyHKIUU ¢; U ¢ HE JIOJKHBI OBITH PAaBHBI APYT Apyry. VHade MOmepHU3UPOBAHHBIM
switching-meTos cBONTCSA K KJIACCHYECKOMY.

— Addunnbie yactu OyHKIHUA g1 1 g paBHB Hy 0. VlHa"ge MBI Oy1eM HaX0auTh DYHKINN
B OJHOM W TOM ke Kjacce EA-9KBHBATIEHTHOCTH.

52. 3anuch switching-merona B Buge SAT-3amgaun

B pabore MBI paccMoTpuM TpH BO3MOXKHBIX 3amucu switching-merona.llepBoiii cro-
cob onmchiBaer npubasienne GyHKIui g1 () 1 go(r) B Buge aarebpandeckoil HOpMaIbHOMN

dbopmsr (AHD):

b

g(xlv"wxn):@ab'xa

beZy

. x;, ecan b; = 1;

tie ay € Zo,a? =28 . abr b= (by,... by), 2t = ’ ’

1

1,ecan b; = 0.
Takum obpazom g 3anucu ajredbpanydeckoit HopMaJibHOW (opMmbl DyHKIUNE g1 U go
MOZKHO HCIIOJIb30BATH CJIIYIONINe TTePEMeHHBIE:

gj_ANF;, =1, <= kodbdurment moroma «; Gyuknuu g;(x) pasen 1, i € Zon, j € {1,2}.
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BanumieM Bce HeoOXoTUMbIe TpeOoBaHusI 1 (DYHKIMMR ¢ 1 go B Buge KHO.
Onpenesero, 9r0 GYHKIHASA ¢o JOJKHA OBITH HEHYJIEBOH. DTO O3HAYAET, UTO XOTS OB
omua n3 KoaddumnuenTos npu mounomax AH® pasen 1. 910 paBHOCHIHEHO HCTUHHOCTH CJl€-
Jaytoreit popMyJIb: \/ go  ANF;. AHAJIOTMYIHO 3aMUCHIBAETCS YCJIOBUE HA HAJUYINE MO-
i€Zgn
HOMOB TpeTheil cTenenn (GpyHKIUA ¢ : \/ g1 ANF}, rae nBom4HBI Bec 4mncia k papeH
kEZon

3.
PasencrBo nymo adgpdunnoit qactu GYHKIUNR ¢ U ¢o MOXKHO 3alUCATD CJETYIONIAM
obpazoM: /\ (91 ANF, A g2 ANF}), rie ABOWUHBL Bec qucia k He TPEeBOCXOTUT 1.

kE€Zon
ZLHH 3allICH HepaBEHCTBA beHK]_H/Iﬁ g1 1 go APYr Apyry BOCIIOJb3yeMCA CJIe,ZLyIOH_[eP'I

dbopmyoii: \/ (91 _ANF;, # go ANF;). Jng sanucu B8 KH® Bocnosbzyemcst mpeobpazo-

1€Zgn
BaHueM L[eﬁTI/IHa, B KOTOPOM KazKJ10€ HEPpaBEHCTBO 3allMChHIBaCTCd IIPHU ITOMOIINU BCIIOMOTa-

TeJIbHBIX TI€PEMEHHbIX.
Ncnonb3ys nepemennsie g, AN F;, npubasienne Oyiaesoit dyuknun g;(z) x byHKIun
F' moxxHO 3anmcaTh CIeAyIOIMM 00pa3soM:

/\ fbx,ci ) gl_ANle L &) gl_ANFm2 L2 B---P gl_ANFan . xm2n7

TELY

rie ¢; = 1 um; € Z3. Eciu d; = 1, To npubasiienne 6y1eBoit GyHKIUE (o(2) BBIMOTHIETCS
anaigorudno. /lannas ¢dpopmyna 3amnucsiBaeTcs B Bujge KH® ¢ momorpbio npeobpa3oBaHus
[eitTuHa, B KOTOPOM pPe3YIbTAT KazKIOTO CYMMUPOBAHUS 3AMUCHIBACTCS MPU MTOMOTIIN BCIIO-
MOTATETbHBIX MEPEMEHHBIX.

Venosus na coiicrso APN szamnceiBatores ¢ nomomntsio dpopmyasr APNP u3 paznera
4.2.

Bropoii crnoco6 zammcars switching-meron B Buae SAT 3amaum ocHOBaH Ha Tab-
JUYHOM TIpeJIcTaBaeHUuU OyneBoit dbyHkmuu. /s 3TOro BBeIeM ciemyionue mepeMeHHble:
gj_func, =1, <= g;j(z) =1, x € Zom,j € {1,2}.

Jlannoe mpejcTaBaeHHE TO3BOJISIET 3alUCHIBATH Tpebyemble yCJIOBUS JITsl OYJIeBBIX
dbyHKINI g1 W gy JUNID AT HEKOTOPHIX MOHOMOB. YCJOBUS HAa (DYHKIUU ¢ H o 3AIMUACHI-
BAIOTCH aHAJOIMIHO (pOPMyJIaM BBIIIE, TOJIBKO ¢ HCIOJIb30BaHUEM IIEPeMEeHHBIX ¢;_ func,.

EnnHCTBEeHHOE MCKITIOUEHNE COCTABISIET YCI0BUe KyoudaHocTu GpyHKun g;. Ero Moxuo
KOMITAKTHO 3aIMCATh IIPH TOMOIIM PaHee BBEJIEHHBIX mnepemeHubix ¢y ANF;. Jas sro-
ro BOCIOJIb3yeMcs mpeobpasosanuem Mébuyca: g1 ANF;, = @, -, g1 func,. dna 3anucn
sroit dopmyasr 8 KH® Bocnoassyemcst peobpazosannem llefiTuna m /s KasKJI0TO CyM-
MUPOBAHUS BBeJIeM BCIIOMOTATeTbHbIE TIepeMeHHBIE.

B pesyibrare onepanusi npubasienus (byHKIuu ¢;(x) 3anumercsa Tax: /\xezg fbye, @
g1 funcg, rne ¢; = 1. Ecam d; = 1, To npubasienue 6ynesoii GbyHKIMN go () BHITOJHAETCS
aHajorudno. 3ech s 3anucu B KH® rtak:ke npumensercsa mpeodopasosanue lleiiTuna.
CaoiictBo APN zammcaerca npu nomonn dpopmynsl APNP u3 paznena 4.2.

Tperunii criocod 3anucu Momepuu3upoBanuoro switching-meroga B Buge SAT-3a1a4n
OCHOBAH Ha cucTeMe ajrebpamdecknx ypapuenuii. [lokaxkem, aro mouck APN-dyukmmit ¢
MOMOTIIHI0 MOJEPHU3NPOBAHHOTO switching-meTosa cBOANTCS K PEIIEHUIO CUCTEMbI HEJIU-
HefiHbIX ypaBHeruit. Eciu Bocnosb3oBarbes kpurepueM APN-byukmun u 3amenoit G(x) =
Fx)®c-gi(z) B d- go(x), TO HOTyIUM CliemyTomiee BhIpazKeHue:
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DDF(xz)@c-DDg(x) ®d- DDgs(x) # 0.

Torma s coxpanenus cBoiictB APN paccMoTpuM cienyooinre JeThipe CIydas:

1) Ecu DDF(z) = ¢, to (DDgy(z) = 1) = (DDgs(z) = 1).
2) Ecau DDF(x) =d, o (DDgs(xz) = 1) = (DDgy(z) = 1).
3) Eciu DDF(x) =c®d, 1o (DDgy(z) =0)V (DDga(x) = 0).
4) Ecau DDF(z) =0, To (DDgy(x) = 1) V (DDgs(z) = 1).
C moMoIIbI0 SKBHBAJIEHTHBIX IIPe0Opa30BaHmii OyIeBbIX (PYHKIHHA MOy daeM CJIeTy IOIIe
yDABHEHMUSI:

1) (DDg(x))- (DDga(x) @ 1) = 0;

2) (DDgi(z) & 1) - (DDgs(z)) = 0;

3) (DDgi(x)) - (DDga(z)) = 0;

4) (DDgi(z) ©1) - (DDgz(x) & 1) =0

JlaHHbIe ypaBHEHNS ABIAIOTCA KBAIPATHIHBIMHA. [109TOMY /IS PEIIeHUsT CHCTEMBI yPaB-
HEeHWH YMeCTHO HCIonb30BaTh SAT-pemarenn.

Hanomuam, 4ro npousBojnasg no Haupasientio a bynknun f(x) pasaa D,g(r) =
g1(z) @ g1(z @ a). Bamernm, 9TO B CHCTEMe ypaBHEHUIT 4ACTO BCTPEYAIOTCS JIMHEHHAST 3a-
BHCHMOCTD CJIEJIYOIIEr0 BUJA (C TOYHOCTBIO 10 KOHCTAHTHBIX CJIATAEMBIX):

(Dag1(7) ® Dag1(y)) - (Daga(r) ® Dagaly)) = 0
(Dagl(y) D Dagl(z)) ’ (Da.QQ(y) D DaQQ(Z)) =0

(Dag1(x) @ Dagi(2)) - (Daga(x) ® Daga(2)) = 0
Torma nnga yckopernust paborsr SAT-permarens MOKHO 3aUCATH CAEAYIOIINE OTPAHTYIE-
uust B Buge KHO:

(Dag1(w) ® Dagi(y) ® Dagi(2)) A (Daga(z) © Daga(y) @ Daga(2))

6. PEBYJII)TaTbI BbIYMCJ/JINTEJIbHBIX 3IKCIIEPUMEHTOB

L1 mony4ueHns NPpaKTUYIECKUX Pe3YJIHbTATOB M ONEHOK Ha pazMep (pOpMyJT i Pa3Ind-
HbIX 33734 Obl1 Hammcan reHeparop KH®-dopmyn vHa a3beike Cu. Pesyabrarst ObLim mosry-
YeHbl JII 33124 MOUCKA HEU3BECTHOH B3aUMHO OJIHO3HAYHONH BEKTOPHON OyJsieBOil (hyHKITUN
u APN-byukuuu F : Z5 — 7% ana n = 4,5,6 B IJIOTHOM U Pa3pezKeHHOM IIPeJICTaBIeHUH.

Ta6bauma 4
Pasmep dopmyn s 3amau one-to-one u APN (F — HeusBecTHasi (byHKIMs)

one-to-one APN

[EPEMEHHbIE | TU3bIOHKIUHE | JUTEPAJBI || IEPEMEHHbIC | JU3BLIOHKIUH | JIATEPAJIbI

n=4 544 2 040 6 240 1744 13 860 68 880

ILnornoe n=>5 2 640 10 416 32 240 18 760 152 520 762 600
n= 12 480 50 400 157 248 187 872 1531 152 7 687 008

n=4 256 3 856 7 936 2176 39 376 109 696

Paspexennoe | n =5 1024 31776 64 512 16 896 642 848 1 794 560
n==06 4 096 258 112 520 192 133 120 10 386 496 29 034 496

CrenepupoBanubie SAT-3ama4un ornpasisiinch Ha Bxon SAT-pemareneit Lingeling n
CryptoMiniSat 5. B pe3ysnbrare B JI0THOM IpeICTaBJIeHHH IOJTHOCTBIO Hem3pecTHast APN-
dyHKIUI 0T 4 mepeMeHHBIX BbhIamcagercd 3a 1.1 cexymanl. s moumcka APN-dyaKInm
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ot 5 nepeMmennbix SAT-pemarens pabotaer 6osiee 15 MunyT. B pazpe:keHHOM IpecTaBie-
aun wen3pectass APN-dyukius or 4 nepemennbix Berauciagercs 3a 0.3 cexynabi. APN-
dyukus or 5 mepemenubrx HaxoauTcs 3a 503.3 cexyuabl wim 8 mMuHyT 23.3 cexkyHbl. C
bosibimuMu pasMeprocTsamu SAT-perraTesib CIpaB/IsgeTcs 3a CPABHUTEJBHO JT0JIIOE BPEMs.
TakKke BO3HUKAIOT TPYJTHOCTH ¢ TeHepaleil (hopMyIbl BBHIY ee OIPOMHOTO pasMepa, KaK
MOXKHO YBHJIETh B TaOuIe 4.

Bouio nposeneno cpasuenue ¢ nouckom APN-byuknuu F' @ Z5 — 73 nuan = 4,5,6 B
IJIOTHOM HpeJCTaBIeHnAN, Korga MyHKIus [’ m3BecTHA 715 IOJOBHHBL apIyMEHTOB T € Z.
Torna 8 KH®-dpopayty Gyaer 3ammucano n-2" ! IM3LIORKINi JIUHE 1, TO ecTh HepeMeHHbIe
fbs , 3AIECAHHBIE B 3TUX JU3BIOHKIUAX, OIPEILTIAIOTCA OJHO3HATHO U 3aMETHO YIIPOIIAIOT
KH®-popmyry npu padbore SAT-pemarens.

Tadbauma 5
Pasmep dopmyn aas 3amaun APN (F — usBecTHast HanmoJ0BUHY (DYHKIHA)

APN
[I€EPEMEHHbIE | JU3BIOHKIIMK | JINTEPAJIB
n=4 1744 13 892 68 912
IlnorHoe | n =5 18 760 152 605 762 685
n==06 187 872 1531 344 7 687 200

B pesyabrare B IJIOTHOM TNpecTaBJeHUH HamogoBuHy u3BecTHas APN-dbyHkmus ot
4 nepemennbix HaxogutTcesd 3a 0.3 cekynjbl. /st 5 nepeMenubix peiienue Haiijneno 3a 43.9
cekyuabl. OHAKO, KaK OBLIO HAMMCAHO PaHee, M3BECTHBIX U OMyOTMKOBaHHBIX dacTeit APN-
dyuximit pisg 6,7,8 nepeMeHHbIX He CYIIECTBYET, TOTOMY TaKOW MOMCK HE UMEET MPaKTude-
CKOff OCHOBBI [T HCIIOJTb30BAHMUS.

Tax:ke mpuUBeIeHBI pe3yJbTaThl 0 BpeMeHn paborel SAT-pemarens CryptoMiniSatd u
pasmepe daiina ¢ KH® dopmymnoii B 3amade moncka APN-QyHKIII ¢ TOMOIIBIO MOIEpPHH-
3UpOBAHHOTO switching-meToa B Tpex paHee OMUCAHHBIX BUIAX.

Tadbauma 6
Pesynbrars! st pyHkiuii or 6 nepeMeHHbIX

Pazmep daiina SAT UNSAT

AHO 45 M6 4 cex. | 30 MuHyT
BexTop 3naueHmit 41 M6 3 cex. | 30 mumyT
VYpaBuenus 1.5 M6 0.1 cek. 1.2 cek.

Tadbauma 7
Pesyabrarsl ajsg GyHKINN OT 7 TepeMeHHbBIX

Paszmep daiina SAT UNSAT
AH® 439 M6 HeT JAHHBIX | 32 MUHYTBI
BexTop 3nauenuit 447 M6 HeT JAHHBIX | 32 MUHYTBI
VYpaBuenus 6 M6 HeT JIAHHBIX 20 cexk.

B cronbme UNSAT ykaszano cpemgree Bpems. as n = 8 0HO HOACYATAHO TPUOIH3ATEb-
HO, TTOCKOJIBKY BpeMs paboTsl SAT-pemrareseil Ha pasHBIX 3aa49aX KOJIeDJIETCS OT HECKOIhb-
KHX CEKYH/I /10 OJHOTO Yaca. B AaHHBIl MOMEHT BBIYUCJIEHUS IIPOJOIKAIOTCS (BBIIOJIHEHO
okosto 40% Bcex 3amaq).
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Tadbauma 8
Pesynbrars! i pyHkiuii or 8 nepeMeHHbIX

Pazmep daiina SAT UNSAT
YpaBHeHus 27 M6 HET JIAHHBIX | & MUHYT
3akioyeHne

B nannoii pabore npejacrapiaen Habop popMyJ 1 HOUCKa KpunTorpadudeckux (yHk-
il mpu momormu SAT-perraresneil. Bouto onncano moctpoenne GpOPMyYI 171 BIANMHONR O
HO3HAYHOCTH, HudDdEPEeHInaTbHON PABHOMEPHOCTH BEKTOPHBIX Oy1eBbix MyHKIMA (cIyda-
eB 0 = 2). Jlanublii moaxos nmokaswpiBaer cBoi 3(hGEKTHBHOCTh YKe Ha aHAJIATHYECKOM
Tale UCCIe0BAHNA, IIOCKOJIBKY MOUCK (DYHKIHUH ¢ momorbio SAT-perrareseii cymecTBen-
HO OBIcTpee Tepebopa Beex 272" BeKTOPHBIX OyIeBbIX PYHKIHH OT 7 epeMeHHbIX.

Taxxke ObLT ommcan switching-MeTo MOMCKa BEKTOPHBIX Oy/IeBBIX (DYHKIUN ¢ 3aJIaH-
HBIMH CBOIICTBaAMM, & TaKyKe Peait30BaH MOJEPHU3UPOBAHHbINH switching-meTos, KOTOpbIil
noka3aJj cBow 3¢ pekTuBHOCTH Ha 3aa4ue oncka APN-¢yHKIIMT 0T n mepeMeHHbIX B CpaB-
HEHWW C «IUCTBIMY» TTOUCKOM (DYHKITHIA.
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Abstract Bent functions of the form Fy — Z,, where ¢ > 2 is a positive integer,
are known as generalized bent (gbent) functions. Gbent functions for which it
is possible to define a dual gbent function are called regular. A regular gbent
function is said to be self-dual if it coincides with its dual. In this paper we explore
self-dual gbent functions for even q. We consider several primary and secondary
constructions of such functions. It is proved that the numbers of self-dual and
anti-self dual gbent functions coincide. We give necessary and sufficient conditions
for the self-duality of Maiorana—McFarland gbent functions and find Hamming
and Lee distances spectrums between them. We find all self-dual gbent functions
symmetric with respect to two variables and prove that self-dual gbent function
can not be affine. The properties of sign functions of self-dual gbent functions are
considered. Symmetries that preserve self-duality are also discussed.

Keywords Generalized Boolean functions - Self-dual bent - Maiorana—McFarland
generalized bent function - Lee distance

1 Introduction

The study of Boolean functions having strong cryptographic properties is the do-
main of current interest, see monographies [3,5] for detail. Boolean bent functions
were introduced by Rothaus [29] in 1976. Due to maximal nonlinearity they have
a number of applications in cryptography and coding theory. They were used as
building blocks of stream (Grain, 2004) and block (CAST, 1997) ciphers and, for
instance, in 2000 T. Wada [39] established a connection between bent functions
and binary constant-amplitude codewords. But despite the long history of research

The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-
15-2019-1613 with the Ministry of Science and Higher Education of the Russian Federation
and Laboratory of Cryptography JetBrains Research.

A. Kutsenko

Sobolev Institute of Mathematics, Novosibirsk
Novosibirsk State University, Novosibirsk, Russia
E-mail: alexandrkutsenko@bk.ru


http://arxiv.org/abs/2107.13538v1

2 Aleksandr Kutsenko

in this area there are still many open problems. Among them the exact number
of bent functions as well as their complete classification seems elusive to be solved
for now. One can find more details on bent functions in books [38|[24].

Bent functions were initially generalized by P. V. Kumar in 1985 by considering
functions of the form Zg — Z, with corresponding definition of bentness, see [14].
Bent functions from a finite Abelian group into a finite Abelian group were studied
in [33] by V. L. Solodovnikov. Having applications of functions from F5 to Z4 in
code-division multiple access (CDMA) systems, K.-U Schmidt in [30] (initially
appeared in preprint from 2006) generalized the notion of bentness for functions
of the form Fy — Z,, where ¢ > 2 is a positive integer and studied these functions
for the case ¢ = 4. The considered functions are named generalized bent (gbent)
functions. Note that this generalization deals with the mappings of the form Fy —
Zg called generalized Boolean functions, that are also studied from the view of
obtaining linear codes with special properties, see [26]. In recent years generalized
bent functions obtained much attention, in particular, for the case ¢ = 2k In 11
211[T2[34] different constructions and properties of generalized bent functions were
obtained. The connection between concepts of strong regularity of (edge-weighted)
Cayley graph associated to a generalized Boolean function and gbent functions was
pointed in [28]. The complete characterization of generalized bent functions from
different perspectives was recently presented in [I335l25]. A comprehensive survey
on existing generalizations of bent functions can be found in [36].

For every bent Boolean function its dual bent functions is uniquely defined.
It is important to note that the duality mapping is the unique known isometric
mapping of the set of bent functions into itself that cannot be extended to a
isometry of the whole set of all Boolean functions that preserves bentness. Self-dual
bent functions form a remarkable class of bent functions since they have the direct
relation to their dual bent functions and in terms of mappings can be considered
as fixed points of the duality mapping. These functions were explored by C. Carlet
et al. in 2010 in work [2], where a number of constructions and properties were
given and the classification for small number of variables was provided. Next steps
for the classification of qubic self-dual bent functions in 8 variables were made
in [6], while quadratic self-dual bent functions were completely characterized in [7].
Constructions and properties of self-dual Boolean bent functions were studied in [9]
T9L23]. The overview of the known metrical properties of self-dual bent functions
can be found in [18].

The action of the duality mapping on bent functions within generalizations
is increasingly nontrivial since it is typically defined only for the part of bent
functions from corresponding generalization which are called regular, while more
accurate work with them also demands for intermediate notation like weak regular-
ity that also appears in this scope. The extension of the concept of self-duality for
different generalizations of bent functions was made in several papers. The classifi-
cation of quadratic self-dual bent functions of the form F;; — I, p odd prime, was
made by X.-D. Hou in [§]. In paper [4] the self-duality for bent functions within the
same generalization type was studied by A. Cesmelioglu et al. In 2018, L. Sok. et
al. [32] studied quaternary self-dual bent functions of the form F3 — Z4 from the
viewpoints of existence, construction, and symmetry. The relation between sign
functions of quaternary self-dual bent function in n variables and two self-dual
bent functions in n variables was found. Based on this it was proved that there
are no quaternary self-dual bent functions in odd number of variables.
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In current work we investigate constructions, symmetries and other properties
of self-dual generalized bent functions F3 — Zg4, when ¢ is even. The paper is or-
ganized as follows. The next section contains the necessary notation. In section
several primary and secondary constructions are given. The metrical properties
of self-dual gbent functions from Maiorana—McFarland class are characterized in
section M In section [l sign functions of self-dual gbent functions are studied. Sec-
tion [Bl deals with the properties of self-dual gbent functions including upper bound
for the set of self-dual gbent functions, the existence of affine functions within self-
dual gbent ones and characterization of self-dual gbent functions symmetric with
respect to two variables. In Section [1 the construction of mappings preserving
self-duality of gbent function is given.

2 Notation

Let F3 be a set of binary vectors of length n. For x,y € Fy denote (x,y) = @ ziys,
i=1

where the sign @ denotes a sum modulo 2. Denote, following [I0], the orthogonal
group of index n over the field F2 as

On = {L € GL (n,Fa) : LL” :In},

where LT denotes the transpose of L and I, is an identical matrix of order n over
the field Fa.

A generalized Boolean function f in n variables is any map from F3 to Zg,
the integers modulo g. The set of generalized Boolean functions in n variables is
denoted by GFY, for the case ¢ = 2 we use Fp. Let w = e2™/9. A sign function
of f € GFY is a complex valued function F = w’, we will also refer to it as to
a complex vector (wf",wfl, ...,wa"*l) of length 2™, where (fo, f1,..., fon—1) is a
vector of values of the function f.

The Hamming weight wtg (z) of the vector € F3 is the number of nonzero
coordinates of z. The Hamming distance distg (f, g) between generalized Boolean
functions f, g in n variables is the cardinality of the set {z € Fy|f(x) # g(x)}.
The Lee weight of the element @ € Zg is wtr(z) = min{z,q — z}. The Lee dis-
tance distz, (f, g) between f,g € GF3 is

dist(f,9) = Y wtr (8(2)),

ey

where § € GF% and §(z) = f(z) + (¢ — 1)g(z) for any = € F5. For Boolean case
q = 2 the Hamming distance coincides with the Lee distance.

The (generalized) Walsh—Hadamard transform of f € GFZ is the complex
valued function:

Hyw) = 3 W@y,

x€Fy

A generalized Boolean function f in n variables is said to be generalized bent
(gbent) if
|Hy(y)] = 2",
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for all y € F§ [30]. If there exists such f € GFY that Hs(y) = w/¥2"/? for
any y € F3, the gbhent function f is said to be regular and f is called its dual.
Note that f is generalized bent as well. A regular gbent function f is said to
be self-dual if f = f, and anti-self-dual if f = f + q/2. Consequently, it is the
case only for even ¢. So throughout this paper we assume that ¢ is a positive
even integer. Corresponding sets of gbent functions are denoted by SBj(n) and
SB; (n), respectively.

3 Constructions

In this section we present several primary and seconady constructions of self-dual
gbent functions.

3.1 Direct sum

Suppose n = ni +n2 + ...+ n,, where ny are positive integers for k =1,2,...,r.
Let f € GF}, consider gbent functions fr € GF7,, k=1,2,...,r. The function

@)= AED) + L26D) ot 1 @),

where z*) € Fy* and ¢ = (m(l), PACY ,m(r)) € 5, is a direct sum of generalized
Boolean functions fj. Gbent functions obtained by a direct sum of generalized
Boolean functions were studied in paper [I1], it was proved that the function f
is gbent if and only if all fi are gbent functions. Here we consider self-dual bent
functions obtained by this construction.

Proposition 1 Assume all numbers py are even and fr, € GF}, are gbent func-

tions such that fk = fi + cx (q/2), where ¢, € Fo, k = 1,2,...,r. If there is an
even number of nonzero coefficients ci, then the function f is a self-dual gbent
function in n variables.

Proof The Walsh-Hadamard transform of f which is a direct sum of fy € GFZ,,
k=1,2,...,r,is given by

He(y) = > '@ (0" = Hy, (y) Hy, (yP) - .. Hy, (y17)
ey

_ (_1)01+c;+...+c7.2(n1+n2+...+n7,)/QWJ?l (y(l))-‘,-f; (y(2>)+...+f,,(y(">)

_ (71)Cl+02+---+cr2n/2wfl ()4 £2(v@) 4ot £ (b))

_ 2n/2wf(y)+(q/2) (cl+02+...+cr)

for all y®) € F2* and y = (y(l),y(Q), .. .,y(r)) € F3.
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3.2 Maiorana—McFarland class

Bent functions in 2k variables which have a representation

f(@y) = (z,7(y) & gly), =,y€Fs,

where 7 : IFIQ€ — IFIQ€ is a permutation and g is a Boolean function in k variables, form
the well known Maiorana—McFarland class of bent functions [22]. It is known [I]
that the dual of a Maiorana—McFarland bent function f(x,y) is equal to

flzy) = (77 (), y) @ g(r " (z)), z,y€TFS.

A generalization of this construction for the case ¢ = 4 was given by Schmidt
in [30]. In paper [34] this construction was given for any even g, thus, forming the
following construction

F@.y) = S, m (W) +9(y), @y € FE,

where 7 : Fg — IF"Q€ is a permutation and g is a generalized Boolean function in k
variables. Its dual is

Jy) = 3 @),y) +9(x 7 (@), =y eFh.

In the article [2] necessary and sufficient conditions of (anti-)self-duality of Maiorana—
McFarland bent functions, denoted by SB},(n) (SB,(n)), were given. In [32] qua-
ternary self-dual Maiorana—McFarland bent functions were studied and necessary
and sufficient conditions of self-duality were obtained for them.

In the current work we generalize these results for any even q. Denote the sets
of (anti-)self-dual generalized Maiorana-McFarland bent functions by SBY,(n)
(SB 4 (n) correspondingly).

Theorem 1 A generalized Maiorana—McFarland bent function

J@.y) = 5 (@, 7(w)) +9(), @,y € F5'%,

is (anti-)self-dual bent if and only if for any y € IF;/Q

) =Ly eb), g(y) =1 by +d,
where L € O, /2,b € IF;L/Q, wt (b) is even (odd), d € Zq.

Proof Let f(z,y) = % (z,7(y)) ® g(y), where 7 is a permutation on FS/Q, g €
Q]-'Z/Q, T,y € IF;L/Q. By the definition of (anti-)self-duality a generalized bent

function is (anti-)self-dual if it coincides with (the complement of) its dual. Then
for all z,y € F§ it must hold

3 @) +9w) = 3(r 7 @)y) +9(m 7 (@) + 1e, (1)

WhereceFQ:c:Oiff:fandc:liff:f—i—%.
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Put zero vector t =0 € IF;/Q in (), then for any y € F3 we have

9(y) = Ln1 (0),y) +9(x 7" (0)) + e

N

The condition () can be transformed to

T m@) + 2(x 71 (0),y) +9(r " (0))
=3 @) + 2T ) 7T @) + (T (0) + e,
or, equivalently,

Tea@) +2(x710),9) = 2 @), 0) + 2710, 7 @) + de. (@)

In both sides of (2] monomials of algebraic degree more than 2 can not occur, since
the left part has algebraic degree at most 1 with respect to x provided that y is
fixed and the right part has algebraic degree at most 1 with respect to y provided
that x is fixed. Therefore, the mapping 7 is an affine permutation defined by
m(xz) = L(z ®b) for any z € Fy, where L is a (n/2) X (n/2) nonsingular binary
matrix, b € Fy 2

Since the equality (2]) should be considered by modulo g, we only care about the

parity of components of both sides, thus, for any z,y € IF‘;/Q having the following
equality

(@, Ly®b) & by) = (L z@by)e (b L aab) oo 3)

Putting x € FS/Q to be zero vector in (@), then for any y € FS/Q it must hold
(b,b) = c. Rewrite @) in the form

(z,Ly® (L) y) = (z,Lba (L71)7),

and consider it for a zero vector y = 0 =€ IF;L/Q:

(z,Lb® (L7H)7b) =0,

that is Lb& (L™*)" b = 0 or, equivalently, Lb = (L~')" b. It means that
(@ (La (L) )y) =0,

for any z,y € F3/*. From this it follows that L=* = L, that is L € O,, /».

It follows that the number of such functions is a function of ¢ and the cardinality
of the orthogonal group.

Corollary 1 It holds

|SBG e ()] = [SBg e (n)] = ¢ - 272710 (n/2,F2)|.
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3.3 Dillon functions type

In paper [2I] an explicit representation of functions in a generalization of Dil-
lon’s PSqp class to gbent functions with ¢ = 2% was presented. By comparing
the function from PSq, in a bivariate form with its dual we obtain the following
result.

Proposition 2 Assume G;, j =0,1,...,k—1, be balanced Boolean functions in m

k—1
> 27G;(t)
variables with Gj(0) =0 and 3 w’=° "= 0. Then, if Gj(u) = Gj(1/u) for
tEFym
any u € Fam (with the convention 1/0 = 0), then the function f : Fom xFam — Zgs

given by
(z,y) = Z 2'Gj(efy), =y €F;"?, (4)

is self-dual gbent in 2m variables.

Proof Tt is enough to mention that, as was shown in [21], the dual gbent function
of (@) has the form

f(z,y) = ZQJG (y/z), =,y€Fy>

3.4 Iterative construction

Let fo, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean function
g in n + 2 variables which is defined as

9(00,z) = fo(z), ¢(01,2) = fi(z), ¢(10,z) = fa(x), g(11,z) = f3(x), = € F3.

It is known (Preneel et al. [27]; see also [37]) that under condition that all func-
tions fo, f1, f2, f3 are Boolean bent functions in n variables, the mentioned function
g is a bent function in n + 2 variables if and only if

fod fidfo®fa=1,

that gives the construction of a bent function in n + 2 variables through the
concatenation of vectors of values of four bent functions in n variables [27].

Following N. Tokareva [37], we will refer to Boolean bent functions obtained
by this construction as bent iterative functions (BZ). A construction of generalized
bent functions in n + 2 variables obtained by a concatenation of four generalized
Boolean functions on n variables was studied in [31].

Bent iterative constructions of self-dual Boolean bent functions in n + 2 vari-
ables, based on concatenation of 4 Boolean bent functions in n variables, were
presented in [2[16]. In current work we give two constructions of generalized bent
iterative functions that generalize the constructions for Boolean case:
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Proposition 3 1) Let f be a regular gbent function in n variables, then the sign
function o
(F7 F7 F7 _F)7

where F = w! and F = w’, is the sign function of a self-dual gbent function
i n + 2 variables;

2) Let f be a self-dual gbent function in n variables with the sign function F, and
g be an anti-self-dual gbent function in n variables with the sign function G,
then the sign function

(F,G,-G, F),

where F = w! and G = w9, is the sign function of a gbent function in n + 2
variables.

Proof Let F = w’ be a sign function of regular gbent function f in n variables. It
is clear that the function h is self-dual gbent if and only if

F Ho Ho Ho Hn F
2 F | _ 1 Ho—Ho Ho —Ha| | F
"R 0| Mo Ho —Hn —Hol| | F
_F Ho —Hn —Hn Hn -F
F+F+F—F F
1 |F-F+F+F| | F
T 2|F+F-F+F| | F |’
F-F-F-F —F

Let f be a self-dual gbent function in n variables with the sign function F = w’,
and g be an anti-self-dual gbent function in n variables with the sign function
G = w9, then

F Ho Ho Hn Hn F
2 G| _1|Hn—Hn Ho —Hn G
nt2 7G B 2 Hn Hn *’Hn 77{71 *G
F Hp —Hn —Hn Hn F
F+G—-G+F -
1 |F-G-G-F| |-
T2 |F+G+G-F| | G|’
F-G+G+F -F

4 Hamming and Lee distance spectrums

The spectrum of Hamming distances between self-dual Maiorana—McFraland Boolean
bent functions was studied in [I5]. It was proved that

n/2—1

sm¥@Bp@nuSB@on):{y“l}u LJ{2”4(1i%J},

r=0

and, if either f, g € SB},(n) or f,g € SB)((n), then all distances except 2"~ " are
attainable, and for any pair f € SBL(n) and g € SB},(n) it holds dist(f,g) =
on—t
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4.1 Hamming distance spectrum

For generalized case we have

Proposition 4 [t holds

Spir (SBasa (n) USBG 4 (n)) = Spyy (SBL,(m) USB(m))
Moreover, all given distances are attainable.

Proof Let f1, f2 € SB \14(n) USBg 444 (n). We have

fi(@,y) = Shey) +di, z,y € F3/?,

fo(@.y) = Sha(a,y) + da, @y € B3,

for some h1,ha € SB},(n) USBy,(n) and di,ds € Zq. If wt (dy — d2) & {0,q/2},
then disty, (f1, f2) = 2". Otherwise, the distance coincides with some value from

the spectrum for binary case so by taking di,d2 = 0 and varying hi,ho this
spectrum can be entirely covered.

4.2 Lee distance spectrum
For binary case the Hamming distance coincides with the Lee distance, so for this

case the Lee distance spectrum follows. For ¢ > 2 the spectrum can be obtained
by using the set of attainable Hamming distances from binary case.

Theorem 2 It holds

Spy. (SBqu(n) U SB;Mq(n))

A G eg) o)

Moreover, all given distances are attainable.
Proof Let f1, f2 € SB’g"Mq(n) USBg g (n). Again, we have

Ay =y +di, 2y e Fy

F(@.y) = Sha(e,y) + do, @y € B3,

for some h1,ha € SB},(n) USBy,(n) and di,d> € Zg. Denote wty, (di — d2) by
w and the Hamming dlstance distg (hi1, he) between Boolean functions hi, ha by
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d. Under this notation the Lee distance between f; and fa is the function of w, d
and number of variables n. Indeed,

distp, (fl,fQ) = Z wtr, (fl(l‘>y)7f2(x>y))

z,yeF;n

- Z wtr (f1(z,y) — fo(z,y))

m,yE]F;/Q

hi(z,y)=hz2(z,y)

+ Z wtr (fi(z,y) — fa(z,y))

m,yE]F;/Q

hi(z,y)#h2(z,y)

= Z wtr, (dl —dQ)

x,ye]F;/z

hi(z,y)=h2(z,y)
+ Z wtr, (dl *d2+g)

m,yE]F;/Q

hi(z,y)#h2(z,y)

=@2"—dw+d(L-w)=2"w—2dw+ Ld.
2 2
If hy € SBY((n) and hz € SB),(n), then

disty, (f1, f2) = 2"w — 22" + % R LS
From the aforementioned Hamming distance spectrum for binary case it follows
that for any r € {0,1,...,n/2 — 1} there exists at least one pair of (anti-)self-
dual Boolean Maiorana—McFarland bent functions in n variables at the Hamming
distance d = 2" 1 4+2" """ aswell as 2" —d = 2771 — 277"~ Assume r is fixed,
put d = 2" 1 (1 + 277") in the expression for disty, (f1, f2):

_ 1 _ 1
disty, (f1, fo) = 2"w — 2w - 2" " (1127)+g‘2" 1(1i2—r)
=2"w—2"wFw-2"" " 4¢-2"2 (112%)

n—2 1 n—r
Observation that r runs {0, 1, ...,n/2—1} and w varies within the set {0, 1, ..., ¢/2}

yields the result.

Proposition 5 The minimal Lee distance between generalized (anti-)self-dual Maiorana—
McFarland bent functions in n variables is equal to q - 2773,

Proof Estimate the minimal value of the term
D= n—2 + 1 n—r
=q-2 1 o Fw-2 ,

with r € {1,2,...,n/2 — 1} and w € {0,1,...,¢/2}. Here we exclude the case
r = 0 since then the Lee distance is equal to either D = w - 2" > 2" or D =
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2771 (g — 2w) > 2™, provided that fi, f2 are distinct. Indeed, r = 0 implies d €
{0,2™}, and the first aforementioned expression for D corresponds to h1 = ha,
while the second one to h1 @ ha = 1.

Consider two cases depending on sequence of the signs.

Case 1:

1
D=gq-2"2 <1+§>—w-z"**:q-2"*2+2"*’"(%—w).

Since w € {0,1,...,q/2} it follows that

hence

Then

)

D}q.2n727%.2n77":q.2n72 (172_1) >q.2n73

and Dpin = ¢ - 2773, that is attainable for r = 1 and w = q/2.
Case 2:

_ n—2 1 n—r __ n—2 n—r q
D=gq-2 <1—27 +w-2 =q-2 +2 (M_Z)'

From w € {0,1,...,q/2} it follows that

q q _q
B PP P
2 S w A4Sy
hence
q n—r n—r( q) q n—r
—=.2 <2 -2 <22
YY) Sy
Then

)

D}q.2n727%.2n77":q.2n72 (172_1) >q.2n73

and again Dpin = q - 272, that is attainable for 7 = 1 and w = 0.
Thus the minimal Lee distance is equal to ¢ - 2773,

In |26] it was shown that both minimal Hamming and Lee distances of gener-
alized Reed—Muller codes RMg(r,n) are equal to 2"~ " for any positive integer g.
Therefore, it immediately follows that

Corollary 2 The minimal Hamming distance 2" 2 between quadratic (general-
ized) bent functions is attainable on the sets of self-dual and anti-self-dual Maiorana—
McFarland bent functions from GMZ only for g = 2.
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5 Sign functions of (anti-)self-dual gbent functions

Let I, be the identity matrix of size n and H,, = H1®" be the n-fold tensor product
of the matrix H; with itself, where

11
(1)

It is known the Hadamard property of this matrix
HoHL = 2" I,

where H]' is transpose of H,, (it holds H! = H, by symmetricity of Hy,). De-
note Hn = 2~ "/2H,.

Recall an orthogonal decomposition of R?" in eigenspaces of H, from 2]
(Lemma 5.2):

R2" = Ker (Hn 4o/ QIQH) & Ker (Hn _ o/ QIQH) ,

where the symbol @& denotes a direct sum of subspaces. Consider the same decom-
position

Cc?" = Ker (Hn 4o/ QIgn) @ Ker (Hn —on/ QIQn) ,

for a complex space c?".

As for the Boolean case (see [I7]), we note that sign function of any self-dual
gbent function is the eigenvector of H, attached to the eigenvalue (41), that is
an element from the subspace Ker(’Hn — Ign) = Ker(Hn — 2"/212n). The same
holds for a sign function of any anti-self-dual gbent function, which obviously is
an eigenvector of H,, attached to the eigenvalue (—1), that is an element from the
subspace Ker(’Hn + Ign) = Ker(Hn + 2"/212n).

It is known that

dim (Ker (Hn + I2») ) = dim(Ker (Hp — I2n)) = 2",

where dim(V) is the dimension of the subspace V' C R%". Moreover, since H,
is symmetric (Hermitian), the subspaces Ker(?—[n + Ign) and Ker(?—[n - Ign) are
mutually orthogonal.

In [16] it was proved that provided n > 4, the linear span of sign functions of
self-dual as well as anti-self-dual Boolean bent functions Boolean bent functions
in n variables has dimension 2"~!. The same result can be also given for ghent
functions:

Theorem 3 Let n > 4, then the linear span of sign functions of (anti-)self-dual
gbent functions in n variables has dimension 2™ .

Proof Tt is enough to mention that since ¢ is even it holds (—1) = wi/? e
{w, w2, wih }, therefore the set of sign fuctions of (anti-)self-dual Boolean bent
functions in n variables is a subset of the set of sign functions of (anti-)self-dual
gbent functions in n variables. Then from [16] (Theorem 2) the dimension follows.
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It is worth to note that the example of the basis of the subspace Ker (’Hn - Ign)
can be constructed by using the functions obtained from the construction from
Proposition

When n = 2 there are two self-dual Boolean bent functions, namely z1z2 and
z1w2 @ 1, which have sign functions (1,1,1,—1) and (—1,—1,—1,1) respectively.
These sign functions are linearly dependent vectors in R*. The set SB~ (2) consists
of functions z1x2®x1 Px2 and x1x2Px1 D221 with sign functions (1, -1, -1, —1)
and (—1,1,1,1) respectively. These sign functions are linearly dependent vectors
in R* as well. Generalization comprises solution of the system

11 1 1 wh wh
1f1-11 —1][w2] [w®
2111 11w | |ws]’

1-1-11 wd4 wd4

where variables are numbers di,d2,d3,ds € Zgq in fact. It is clear that the only
solution pattern is

(wd,wd,wd,wd+q/2) =w? (1,1,1,-1) e C*,

where d € Z,4. It means that any two sign functions of self-dual gbent functions
from SB; (2) are linearly dependent over C and [SBf (2)| = g.
The next result is a generalization of the similar one from [16].
Theorem 4 Letn > 4 and f € SBy (n). For sign function wl = (FOO,Fm,FlO, Fll),
n—2
where FOO, FO1 10 pll ¢ {l,w,wQ, . ,wqfl}z , it holds

<F00,F01> + <F10,F11> _

0,
<F00,F10> + <F01,F11> —-0.

Proof Let f € SBy (n), then by Theorem [ there exist vectors

n—3
a=(a1,a2,...,09n-3) € ",
n—3
B=(B1,B2,...,Ban-3) €EC*
2n—2
7:(717727"'7’}/2"—2)6({: )
such that
271,—3 2n—3 2n—2

Wl =3 wF+ > BGH+ D w (FG)R,
i=1 j=1 k=1
where the sets Sg = {F?}fl;s, Sg = {G?}j:lg and Spg = {(F(S‘r)z}z:l2 are
described in the proof of Theorem 2 from [I6]. Consider the sets S, Sa, Srag and
denote

F; = (Fi, Fi, F;,—F;),
G;L = (GjaijafG]V*Gj)a
(FG)Z = (Ak?’ 7BkaBk>Ak)7
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where F;, Ay € Ker('Hn_27]2n72), Gj, By € Ker('Hn_2+]2n72), 1,7 =1,2.. on—3

k=1,2,...,2""2 and define the vectors

) )

211.—3 211.—3 2n—2 211.—2

F = Z OziFi, G = Z ,BjGj, A= Z ’y)fAk, B = Z 'VkBk-
i=1 j=1 k=1 k=1

Under this notation the sign function w’ has the form

F9 F+G+A
01
f_|F|_| F-G-B 2 q—112"
w=lpo|=| F_Gg+B € {lw,w’, . ,w ™},
Fit -F-G+A

For any j = 1,2,...,2" 2 denote

where t;,75,15,k; € Zq. Then

Aj= %(wt" +wh),
B; = %(wl’ —w'),
(F+G), = 5" — ),
(F-G), = 5" +")

Note that
(G, A) = (F,B) = 0.

By using this we obtain the expression for the first inner product

<FOO,F01>—|—<F10,F11>:<F+G+A7F_G_B>
+(F-G+B,-F—-G+A)

= (F,F) - (F,G) — (F,B)
+(G,F) - (G,G) - (G,B)
+(A,F) — (A,G) — (A,B)
—(F.F) = (F,G) + (F, A)
+(G,F) +(G,G) - (G, A)
—(B,F) = (B,G) + (B, A)

> + <F’A> - <G’B> - <B’ G>

+G)+{(A,F+G)+(B,F—G)+ (B,F—G)
(5)
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while the second one has the form

(FO° F*°) 4+ (F°", F'') = (F+ G+ A,F — G + B)
+(F-G—-B,-F -G +A)
= (F,F) — (F,G) + (F,B)
+(G,F) — (G,G) + (G,B)
+(A,F) — (A, G) +(A,B)
—(F,F) — (F,G) + (F,A)
+(G,F)+ (G,G) — (G,A)
+ (B,F) + (B,G) — (B, A)
=(A,F)+ (F,A) + (G,B) + (B,G)
~(A,F+G)+(A,F+G)- (B, F-G)- (B,F-G)

Consider inner in details the following inner products

2" on
<A,F+G):ZA],(F+G)J_:% (wt-7+wk-’)(m—m)
j=1 j=1
1 2" 1 on
=1 Z (1 — 1+ wwh fwt]wkd) = §Im . Wit i,
Jj=1 j=1
on
<A, F+ G) = —=Im Z wk-jth i,
j=1
2n 1 n o
(B.F-G)=) B;(F-G) =) (& —w")(wh+w7)
Jj=1 j=1

on

on

= ijzl (1-1 + Wb — w”E) = %Im ;wl"m i,

-
T T 1 le .
(B,F—-G) = —EIm Zw- w'i | 4,

j=1

therefore, both () and (@) are zero numbers.

6 Properties of self-dual gbent function

6.1 Upper bound for the number of self-dual gbent functions

(6)

Let 21 < q < 2" For any f € GFZ it is possible to associate a unique sequence

of Boolean functions ag, a1, .

f(x) =ao(x) +2a1(x) + ...

+ 2ok~

..yap—1 € Fy, such that [34]

Yap_1(z), = eTF3.
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In paper [I3] it was proved that for the case ¢ = 2% and even n, provided that f
is gbent its dual gbent f has the following form

f(@) = bo(z) + 2b1(x) + ... 4+ 2" bp_y1(z), = €Fy,

where by_1 = b/;;/l and the dual of b; = l;;/l ) (bkjl\é;bj). If f is self-dual
gbent then by_; is self-dual Boolean function and for j = 0,1,...,k — 1 Boolean
functions (bk_1 &) bj) are self-dual. It follows the statement

Proposition 6 It holds [SBJ, (n)| < |SB2+(n)}’C

Note that this bound is consistent with the results from the work [20].

6.2 Affinity of self-dual gbent function

In paper [31] for the case when ¢ is divisible by 4, necessary and sufficient conditions
for the bentness of generalized Boolean functions of the form

flz) = ZAiwi + Ao,
i=1

where Ao, A\1,..., \n € Zg, were obtained. Functions from this class are referred to
as affine functions.

It is well known that Boolean bent function and, as a consequence, self-dual
Boolean bent function can not be affine. The next result shows the non-existence
of self-dual gbent functions within the class of affine functions.

Theorem 5 There are no self-dual generalized bent functions in n variables of
the form

n
fl@) =" Xiwi + o,
i=1
where Ao, A1, ..., A\n € Zg.

Proof Let f be an affine gbent function in n variables (for the case ¢ not divisible
by 4 if such exists, otherwise the result follows), namely

flz) = ZAMI‘ +Xo, z€Fy,

=1

where Ao, A1,..., An € Zg. It is self-dual if and only if

3 >\i$61+% z,
H(y) = Z wf(m)(_l)@,y) — o wi; (@)

x€Fy ey
n
_ w>\o H Z w>\i£¢1+%yi$i _ w>\o H (1 +w%yi+>\i) ,
i=1z;€F, 1=1

for any y € F3.
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For every y € F5 denote

7= 1,92, yn—1) €571,
Por (§) = (14 w3t (T wvetie) o (1wt
an-1(9) =My + Xoy2 + ... + An—1Yn—1.
Then for any y € F5 such that y, = 0 it holds
Pocy (§) (14 ™) = 220,
and for any y € F§ such that y, = 1:
Pn—1(y) (1 + w%Jr)‘") = 9"/ 2n=1 @D+

So, for any § € F3 ! consider the system

Pt (3) (14wt = 27/200n @)
Pn_1(9) (1 — w>‘") — 9n/2 an-1(F)+An

It is equivalent to

Poo1 (§) (1 +wtn) = 27/ 22 (@)
Proa (@) (1—w?) =Poq (@) (1+w™) - w.

Thus, we obtain the relation
Paca (@) (1-0™) = Paca () (14 0™) -0,
and can note that P,_1 (§) # 0 since for any y € F we have

Hy() = Pas (3) (14 w307),

and f is gbent that is 1 — whn = wrn (w>‘")2. The solutions of this equation

are (—1 + \/5) The norm of every of these numbers is not 1 therefore W

not be a solution.

" can

6.3 Self-dual gbent functions symmetric with respect to two variables

A generalized Boolean function h € GF}, , , is said to be symmetric with respect
to two variables y and z if there exist functions f,g,s € GF% such that

h(z,y,2) = f(2) + (y © 2)g(x) + yzs(x), y,z € Fa,x € F3. (7

In paper [34] it was proved that a function of such form is gbent if and only if
the functions f, f + g are gbent and s(z) = ¢/2, x € F3. We study the conditions
for self-duality of functions of such form.

Theorem 6 Let h be a gbent function of the form ([{). Then h is self-dual if and
only if [ is regular gbent, g = f+ (¢ —1)f, and s(x) = q/2, x € F.
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Proof Let F, FG be sign functions of regular gbent functions f, f + g. It is clear

that
F

» | FG
FG
—F

Then the function A is self-dual gbent if and only if

Hrn Ho Hn Hn F F
" 2 | #n Ho —Hn —Ho | | FG FG :
Hp —Hn —Hn Hn —F -F

Consider the system

Hrn Hn Hn Hp F

b L[ Ha —Ho Ho —Ha| | FG
2 | #n Ho —Ho —Ho | | FG
Ho —Hn —Hn Ha —-F
HnF + Hp (FG) + Hn (FG) +Hn F
1 [ HnF —Hp (FG) + Hn (FG) — HnF
T 2 | HoF + Hn (FG) — Hp (FG) — HaF
HnF — Hn (FG) — My (FG) + Hn F
F— F+2FG FG
_1|2F-FG+FG|_| F
T 2|2F+FG-FG| | F
—2FG —FG
Writing
FG F
F FG
F | |FG|”
_FC —F

we see that f = f + g, or, equivalently, g = f + (g—1)f.
Thus, we have

h(zy,2) = f(2)+ (@) [J@) + (g = DI @)] + L2,

7 Symmetries

In paper [6] (see also [2]) it was shown that the mapping
fl@) — f(L(z®c) ®{c,x)PBd, (8)

where L € Oy, ¢ € F3, wt(c) is even, d € Fa, preserves self-duality of a bent
function. The group which consists of mappings of such form is called an extended
orthogonal group and denoted by O, [6]. It is known that this group is a subgroup
of GL (n + 2,F3) [6].
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In paper [I7] known results were generalized within isometric mappings from
the set of all mappings of all Boolean functions in n > 4 variables into itself, which
preserve the Hamming distance. Namely it was proved the group of automorphisms
of self-dual Boolean bent functions coincides with the extended orthogonal group.

In paper [32] it was proved that the mappings of the form

f(x) — f (Lz) +d,

where L € O, d € Z4, preserve self-duality of a quaternary self-dual gbent func-
tion.

In current work we set the form (§)) for generalized case. The following result
provides the construction of mappings of such form preserving the (anti-)self-
duality of a Boolean function.

Theorem 7 The mapping of the set of all generalized Boolean functions in n
variables to itself of the form

@) — (L ®e) + Gle,a) +d,

where L € Oy, ¢ € Fy, wt(c) is even, d € Zq, preserves (anti-)self-duality of a
gbent function.

Proof Let f € SB (n) USB; (n) that is f=r+ 1e for some € € Fz. Consider a
function g(z) = f (L (x @ c)) + 4(c,x) + d, where L € On, c € F3, wt(c) is even,
d € Zq. Its generalized Walsh-Hadamard transform is
T LI (1)@ = § (BB ()t o)
ey x€Fy
=u? 3 Wi (@) +f(L(z@e)) _ ,d 3 W (LT 2 Bey®e) +f(2)

ey z€FY
— it 3ley+i(ec) Z wi(HL®e)+£(2)

z€Fy

— it Etengn/2 f(Ly®e) _ gn/2 f(L(y®c))+4(c,y)+d+ie

Hgy(y)

— on/2,,9(W)+5e _ 2n/2w§(y)7

hence g(y) = g(y) + Ze for any y € Fy.

By using the mappings of this form we can clarify, for instance, the classification
of quaternary self-dual bent functions in 4 variables given in [32] and formed by 8
classes. Namely, the representatives with vectors of values (0330302132010110)
and (3123231322030300) from the classes 4 and 5 respectively are related by the
transformation

fl@)— f(L{z® )+ %(c,x) +d,
where
1000
0100
L=1g0010|: ¢=(001), d=3.

0001
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Table 1 Classification of quaternary self-dual bent functions in 4 variables

Representative from equivalence class Size
0220202022000000 24
2022220222020200 64
0330313133110110 48
0330302132010110 120
1321213122010100 96
0220213023100000 48

Number of quaternary self-dual bent functions in four variables 400

The representatives with vectors of values (2022220222020200) and (2123230332121210)
from the classes 2 and 7 respectively are related by the transformation

f(@) — f(L@® ) + 3. 2) +d.

where

0100
1000
L=|g010]| c=(0101), d=1.

0001

Thus, the classification of quaternary self-dual bent functions in 4 variables is
given in the Table[Il

By a slight change of the parameters mentioned in Theorem [T} it is possible
to obtain the class of mapping that define a bijection between self-dual and anti-
self-dual gbent functions in n variables.

Proposition 7 The mapping of the set of all generalized Boolean functions in n
variables to itself of the form

f(x) — f(r(2) + g(2),
with
m(z)=L(x®c), glz)= %(C,&U) +d, xely,

where L € Oy, ¢ € Fy, wt(c) is odd, d € Z, is a bijection between the sets SB] (n)
and SB; (n).

Proof Let f € SBf(n) USB; (n) and f=7r+ 1e for some € € F2. One can
show that for g(z) = f (L (z & ¢)) —|—~%<c, z) + d, where L € Op, ¢ € Fy, wt(c) is
0dd, d € Zg, it holds H,(y) = 2™/ 2w9W+a/2 4 c F3.

From the existence of such bijections it follows that the cardinalities of the sets
of self-dual and anti-self-dual gbent functions coincide.

Corollary 3 It holds |SBf (n)| = |SB; (n)|.
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8 Conclusion

In current paper self-dual generalized bent functions were explored. A group of
primary and secondary constructions was presented. The general form of self-dual
Maiorana—McFarland gbent functions and their metrical properties were studied.
The non-existence of affine self-dual gbent functions was shown. We also gave the
description of self-dual gbent functions symmetric with respect to two variables.
The properties of sign functions of self-dual gbent functions were considered.

It is interesting to find other symmetries, if any, distinct from the ones that
were found in this work. It involves the study of the automorphisms gropus of the
considered ghent functions with respect to Hamming or Lee metrics. The study of
connection with self-dual Boolean functions also seems to be a promising task.
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Annoramua. B pabore mpemjoxkeno o0obuenne KoHCTpyKiuu J106-
6epruna 1995 r. murs cOamancupoBaHHBIX OyseBbIx (DyHKIMiA, 001312~
FOLLIUX BBICOKOM HesimHelHOCTho. MccnenoBan cuekrp Youa-A qamapa,
npeiozkeHHbiX pyrkimii. Jlokazana TouHas BEpXHsis OLEHKa Ha, CLEK-
TpaIbHBIH paauyC (HUXKHSAS OINEHKA HEJIMHEHHOCTH), W TOKA3aH CIIO-
€00 TOCTpOeHUs COAJAHCUPOBAHHONW (DYHKIMHM OT 271 TEPEMEHHBIX CO
CHEKTPATBLHLIM PaJinycoM paBHbIM 2" 4 2F R mpu nomoru cHatancupo-
BaHHOM (PYHKIUU OT N — Kk IIEPEMEHHBIX CO CIIEKTPAJbHBIM PaHyCOM
paBubiM R.

KuroueBbie ciioBa: OyseBbl (GpyHKIUH, OeHT-QYHKINANA, COATAHCHPO-
BAHHOCTb, HEJIMHEHAHOCTDb, CLHEKTPAJIbHBII paJuyc.

BsBenenue

B paznuunbix xpunrorpaduyeckux aJropuTMax 4acTo UCIoab3yoTcs Oy-
JsieBbl dyHukiuu. HenuueitHocTh — 0HO U3 OCHOBHBIX /JJis HUX cBoiicTB. OHO
TTOKA3BIBAET, HACKOJIBLKO XOPOTIO (DYHKITMIO MOXKHO TPUOIU3UTH HEKOTOPOH
adppunnoit pyukmmeit, paborars ¢ KoTopoit 3HaunTenbHO mwpore. [TTudp mo-
2KeT CTaThb Y43BUMBIM K JIMHEHHOMY KPUIITOAHAJIU3Y IIPU HU3KON HeJIUHEeH-
HOCTH Jazke OfHOH ero vactu. [IpmMepom KpunTorpaduaeckoro aaropuTMa,
CKOMITPOMETHPOBAHHOTO CBOMMH KOMIIOHEHTAMHU C HHU3KOH HEJTHHENHOCTHIO,
MOXKET TIOCTYKUTh crapbiit cranmapt mudposanus CIITA — DES. Omuca-
HUE JIMHERHOr0 KPUITOaHAIN3a st 9Toro mndpa MOXKHO HadTh B [1].

B caydae deTHOTO uWmMCIA MEPEMEHHBIX 7 M3BECTHA MAKCHMATbLHAA BO3-
MoOXKHast jjs1 Oysesoit dyHknun HenunefinocTh: Ny = 2n=1 _ 9371 Ona
JIOCTUTAETCS Ha, (DYHKITUSX, Ha3bIBAEMbIX OeHT-pyHKIMsaMr. OHn ObLIN BIEP-
Bele omucanbl O. Porxaycom [2] 8 1976 r. B CCCP 8 60-¢ rogst B. Emuce-
eB u O. CTemIeHKOB TaKKe 3aHUMAJINCH U3YyUEHUEM 3TOT0 KJIaCC (DYHKITHIA.
[Moapobuyro uudopmarnuio 0 benT-GyHKIMAX U APYTUX KPUITOrpadraecKmx
dbyHkImsx MoxkHO HafiTu B Monorpadusix H. Tokapesoit [3], S. Mesnager [4],

Pafora BBImOSHEHA B pamkax rocymapcrsennoro 3amamus VIM CO PAH (mpoexr
Ne 0314-2019-0017) npu moamepxkke Poccmitckoro @onma Oynmavenranbabix Mccremnosa-
muii (upoext 20-31-70043) u naboparopuu kpunrorpadun JetBrains Research.
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C. Carlet [5], T. Cusick , P. Stanica [6] u O. Jlorauesa, A. Canbnukosa, C.
Cwmsbluisiea, B. fenko [7].

B mpaxTuueckux 1esigx TakkKe 4acTo Tpebyercs, uToObl PYHKINS OBLIA
cbaTaHCUpOBaHHOM — mpuHUMasTa 3uHaderus 0 u 1 omunakoso yacto. Maean-
HO OBLIO OBl UCTIOJAB30BATH COATAHCUPOBAHHYIO (DYHKIMIO ¢ MaKCUMAJBHON
BO3MOXKHO# HEJTWHEHHOCTHI0, HO OeHT-QyHKIUU He chajaHncupoBanbl. st
MaKCUMAaJBLHOTO 3HAYEHUs] HEIWHEHHOCTH cOaIaHCUPOBAHHBIX (DYHKIIUN Cy-
MECTBYET aCHMITOTHYECKAsT ONEHKa [8], HO TOYHOe 3HAYEHWE HEM3BECTHO.
Haunnyudive HuzKHME OIEHKU STOTO 3HAYEHUS [TOJIYIeHbl KAK CJIe/ICTBUE KOH-
KPETHBIX KOHCTPYKIUi cOamancupoBaHHbIX GyHKmit [9-14].

OpnHa u3 Takux KOHCTpYKIuil, npeoxentnas B 1995 1. X. Jlo66eptu-
HOM [15] , ocHOBaHa Ha MomudUKAIMYA HOPMAJBHBIX OeHT-DYHKIHH — DyHK-
Uil 0T 2N HEepeMEeHHBIX, IMOCTOAHHBIX Ha HEKOTOpOM addUHHOM MOIIPO-
crpancrse L pasmeprnocTu n. ClleKTpasbHblil pauyc Ry — OIUH 13 BO3MOXK-
HBIX [TAPAMETPOB, Yepe3 KOTOPBIN MOXKHO BHIPA3UTH HEJIMHERHOCTD (PYHKITUU:
Ny = on—1 %, MMEHHO €ro Jjis dTOH KOHCTPYKIMK YZAOOHO OIEHUBATH.
CyTh KOHCTPYKIINY 3aKTFOUAETCS B 3aMeHe 3HaAUeH 1 6eHT-hYHKIINYT HA TIOT-
npocTpancTBe L 3HaveHusMu cHagaHCHPOBAHHON (DyHKITHE 6 OT N TIepeMen-
HBIX. ¥ cbanancupoBanHoil pyHkmn O, nMeromnieit KoHcTpyknuo HobbepTu-
Ha, CIEKTPaJbHLIN pamanyc paBeH Rg = 2" 4+ Ry, a HeJUHEeHHOCTh, COOTBET-
creenno, Ng = 2271 —on—1 _ %. Taxzke B |15]| O6b11a chopMyampoBata He
OTPOBEPTHYTasT JIO CUX TMOP TUMOTE3a O HECYIIEeCTBOBAHWUN CHATAHCHPOBAH-
HBIX (DYHKIWH ¢ HEIWHEHHOCTHIO BBITIE, YeM MOYKHO TIOJYUUTh TPYU TOMOIIH
sroit kKoucTpykimu. [Ipocras crpykTypa KomcTpykiun Jlo66epruna mo3Bo-
JIsTeT MOIMDUIINPOBATE €€ /I Oy YeHUs HOBBIX KOHCTPYKIIHH (DYHKIINI ¢
xoporumu Kpunrorpadpuaeckumvu ceofictsamu. [Ipumep Takoro o6obmenns
KOHCTPYKIIMH HA CIydall BEKTOPHBIX OY/IeBBIX (DYHKIINI MOXKHO HANTH B [16].

Jamnag paboTa moCBAIeHa HOBOMY 00001TeHn0 KoHCTpyKiun J{o66epTu-
wa. g sToro ncmons3yercd Kiaace 6enT-QyHKI ¢ HIM3KuMI K HOPMAJTIBHO-
ctu cBoiictBaMu. OyHKINM, TPUHAJIEKAITIE ITOMY KJIACCY, TOCTOAHHBI HA,
HEKOTOPOM TIOAIpocTpancTse pasmeproctn 27 F u ma 228 — 1 ero capurax,
0 < k < n—2. C ux momotmpio B paboTe moCTpoeHo 060bIIeHne KOHCTPYKITUT
Jlob6epTuna. Pe3yibrarom paboThl SBJISIETCs OIEHKA CIEKTPAJILHOTO PaIny-
ca /s IOy 9eHOi cOajlaHcupoBaHHON (hyHKIUU O 0T 2n nepeMeHHBIX:

Re<2"+ Y Ry,

yelgUIly
31ech 0, — HabOp 22k HpOU3BOTBLHBIX COATAHCHPOBAHHBIX (BYHKIMI OT 1 — k
TepeMeHHbIX, TpeOyeMbIX s KOHCTPYKIH. Takyke MOKA3aHHO, ITO Hepa-
BEHCTBO B 3TOM OIEHKe JOCTHTaeTcsd Ipu “HeyJZadHoM BbIOOpe 0, U HaiijgeH
Habop (yHKIWMH J7Id KOTOPOr'o OIEHKA CIEKTPAJIBLHOTO PAJINYCa IPUHUMAET
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BHT

Re = 2" + 2FRy,
rie § — npousBosibHas cOaJlAHCUPOBAHHAs (PYHKIUS OT N — Kk TepeMEHHbBIX,
10 KOTOpoii ompefensdiorca Bee O, K coxaneHuio, HauaIydmunil pe3yabTaT
B JaHHO# orenke jocruraercs npu k = (0, TO ecTb B cjaydae, ONMUCAHHOM
J066epTrHOM.

1. Onpenenenns

Bsenem meobxommmbie onpepenaeHust u obosHaueHns. OO0O3HAYNM Uepes
F% BexTOpHOE IIPOCTPAHCTBO PA3MEPHOCTH 7T HAJ MOJEM U3 JIBYX SJIeMEH-
ToB Fa. [Jasee, npu pabore ¢ snementamu Fy, 3makoM + OyzeMm ob6o3HaTIaThH
ITOKOMITOHEHTHOE CJI0YKeHue 1o Moay/aw 2. Hynesoit BekTop Oymer obozHa-
garbest 0. Iyt IByX TBOMYHBIX BEKTOPOB T, Y BBeIeM oOo3HadeHue (x,y) =
1Y1 +. ..+ TpYn. Oyaknua us Fy B Fy HaseBaeTca byaesot gynxyuet. Pac-
cmoanuem Xommunza MeXTy JIByMs OyaeBbIMU (DYHKIIUSIMUA HA3BIBAETCS KO-
JITYECTBO apryMEHTOB, Ha KOTOPBIX MX 3HAUYEHUs OTin4arTcd. Paccrosinue
XavmuHra 0T HYHKIUY JI0 Kjaacca HYHKINH — MUHUMAJIBHOE U3 PACCTOSTHUT
XoMMHUHTA OT Hee JI0 OJHOr0 M3 mpejcTaBuTeaell 3Toro knacca. Adddunnan
pynryua — dynknua suga (a,z) + ¢, vae a € Fy, ¢ € Fy. OPynxuusa Ha3bI-
BaeTCsd COGAGHCUPOBAHHOTU, ecii OHa TpuHuMaeT 3uaderus 0 u 1 ojuHAKOBO
4acTo.

Ipeobpasosanue Yorwa-Adamapa Wy : Fy — 7 nna OGynesoit pyHKOImI
f : Fy — Fy onpenesnsiercs: Kak

Wy(a) = Z (—1)f @+ za),
z€Fy
Cnexmpaavrom paduycom OyreBoit GyHKITHN f HAZBIBASTCS

Rf = Zg%zngf(a)!-
Heaunetinocms — paccrogaune Xommuara ot GyHkmun f 10 Kiaacca adppus-
wbix Qysrmmit. OHa paBHa

Ry

-5
BLenm-gynrxyuu — GyHKIHMT OT N IEPEMEHHBIX, BCe KOAPDUIHUEHTH YO IITa-
Asamapa KOTOpbIx pasubl +2/2. OHE CYIECTBYIOT TOIBKO MPH YETHOM 7.
Ha 6eHT—CbZHK]_[I/I${X JOCTUTAETCH MAKCHMAJILHAS BO3MOXKHAS HETHHEHHOCTb.

Nf — 27’7,— 1

Oyurrus f, 3ajaHHAs PABEHCTBOM
Wi(y) = 23 (-7,

HasbIBaeTcsd dyaavroti K Genr-pyuknmu f. M3BecTHo, 9T0 Takas (QyHKIINAA
TakzKe OyneT IBaAThbCa OeHT-(hpyHKITHeH.
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Bynesobl dyHkiun f u g or n nepeMeHHbIX GPHHUHHO IKEUBAAEHIMHDL, €C-
s Beex © Bbinosineno g(x) = f(Ax 4+ b), rne A — HEBBIDOXKIEHHASI
JIBOMYHAS MATPUIIA pasMepa n X 1, a b — JBOWYHBIN BEKTOD Pa3sMepPHOCTH
n. N3secrro, aro adduHHAs SKBUBAJIEHTHOCTH COXPAHSIET HETUHEHHOCTH U
cbasaHCHPOBAaHHOCTD OyseBrlx ¢dyrknuit. Hemycroe muOoxKecTBO M C F Ha-
BLIBAETCS AUHETIHBIM NOONPOCMPAHCTNGOM, €CITA JIIsT MIOOBIX T,y € M BBHI-
nonaHeHo T 4+ y € M. Casurn ssemenToB x € M Ha mocroguHyio a € Fy —
BCEBO3MOMKHBIE CYMMBI BUIA @ + T, 00pa3yioT addunroe nodnpocmpancmaeo
TOH 2Ke pa3sMEepHOCTH.

Bynesa dbyHKIMs 0T 2n epeMeHHBIX HA3BIBAETCS HOPMAALHOU, €CIA OHA,
MOCTOSTHHA Ha HEKOTOPOM adUHHOM MOAMPOCTPAHCTBe L pasMepHOCTH n.
Usectro (cM. [15]), uTo mrobast rakas Genr-dyHknns adGUHHO SKBUBATEHT-
Ha ¢yuknun f : Fy x F§ — Fy, nocroguuoit va L = {(x,0) | z € F3} u
paBHOIt HeKoTOpOit cOanancuposanuoit fy : F§ — Fo ma {(z,y) | x € F5} e
y €Fy, y#0.

2. Koucrpykuua 1ob66eptunHa

WNnest koucrpykimu Jlobbepruna st BHICOKOHEIUHEHHBIX CHATAHCHPO-
BAHHBIX (DYHKITUH 3aKTI0UAETCS B 3aMeHe 3HAUCHI HOPMAaJIBHOM OeHT-(DYHK-
muu f oT 2n TepeMeHHBIX Ha BCeM TOANPOCTPAHCTBE L Ha 3HAYEHUST HEKO-
Topoit coamancupoBannoit 0 : F§ — Fo. Pesymprarom Takoit 3aMeHBI Oymer
dyHKImMST
0(x), ecan y = 0,

O(z,y) =
f(z,y), wunaue.

[Monyuusmmasica dyuknng — cOaTaHCHpPOBaHA, €€ KOIDDUIMEHTH YOUIIa-
A mamapa BRITUCAAIOTCH TI0 POpPMYyJIE:

0, eciu a = 0,

Weol(a,b) =
ola,b) Wy(a,b) + Wy, wmate.

CrekTpanbbit pagnyc QyHKnn © BhIPAKAETCI Uepe3 CIeKTPATbHBIN pa-
auyc pyukimn 6:

Ro = 2" + Ry.
DTO TIO3BOJISIET ONEHUTH MUHUMAJBHBIN BO3MOXKHBIM CIIEKTPATBHBIN PAIIyC
cbaslaHCHPOBAaHHON (DYHKIINU OT 2n TepeMeHHBIX Yepe3 CIeKTPaJbHBIN pa-
JTuyc cOamaHCcupOBaHHOM MYHKIIUU OT N TePEMEHHbIX:

RB(2n) < 2" + RB(n).

Bnecs RB(n) = min{Ry | f : Fy — Fo, f — cbanancuposannasg}. B [15] rax-
ke Opl1a chopMyImpoBaHa He OMPOBEPTHYTAd /[0 CHX [ODP THIIOTE3a O HECy-
IIECTBOBAHUN COAIAHCHPOBAHHBIX (DYHKIHH C HEJMHEHHOCTHIO BBIIIE, T€M
MOKHO TIOJIYYUTH IIPU TOMOIIH 9TOf KOHCTPYKIIUH.
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3. Ob001menne KoHCcTpYKItnu Jlo66epTuHa

Mser paccmarpuBaem 0000menre Koucrpykiuu Jlobbepruna, ncnoib3yro-
mee (QYHKIUU ¢ OIU3KUMU K HOPMAJIBHOCTH CBONCTBaMHU, a UMEHHO OEHT-
(bYHKIME OT 21 TepeMeHHbIX, TPHHIMAIONINE TOCTOSHHOe 3Hadenne Ha 22F
cABUTaX HEKOTOPOro mojnpocrpancTea L pasmeproctu n — k, 31ech 0 <
k < n— 2 Taxk kax addunHAs SKBUBAJEHTHOCTH COXPAHSET HEJIMHEHHOCTD
7 cOaJaHCHPOBAHHOCTE, MBI MOXKeM 0€3 OrpaHnYeHns OOITHOCTH PACCMATPH-
BaTh Takyi GeHT-(pyHKIMIO B BUIE f : F’;*k X IFg”Lk — Fy, maa koTOpO
CymecTByIOT mogaMHuoxkecTsa g, [1 C Fg+k, mommroctn |Io| = 2281 4 2k=1
11| = 22k — 2F=1 11 koTOPBIX CHpaBEIIABO

f(xvy) =0, mpuy € o, (1)
f(xvy) =1, mpuy€ I .
3 [18] (Theorem 2.2) u [17]| (Proposition 7) mszsectno, uro rorga f cba-
JlaHCUpoOBaHHa Tpu JioboM ukcupoBarroMm y & Ig U I1. Ormernm, 9To
[Io| — ||| = 2% nerxo cienyer 3 MakCMMa/bHOW HEJMHENHOCTH OEHT-
dbyukimit, a npu npubaBieHnn K Tako# PyHKIUN TOXKIECTBEHHON €IUHUIIHI
MBI 1101y 9uM GenT-byHKmuio, pasayio egenute na 2251 + 281 chipurax L u
mymo ma 22871 — 2571 ¢ipurax. Bee npuBeseHHbIC Qastee yTBEPIK ICHAS ISt
dbyukuumit Buma (1) BepHBI U 171 UX OTPUTAHMUS.
Tpescrasnenue (1) npamo ces3ano ¢ KoneTpyKuumeii suna f + Indy . [17-
19].
B pabore |20] onmcano npejcrasienue 6enT-dbyHKIuil B Buje JHHEHAHOTO
pa3BeTBJIEHN:
f(a,y) = (2(y), ) + ¥ (y).
HeobxomumbiM yemoBueM Jijist TOT0, 9T00b! f Obl1a 6eHT-DYHKIIMEH SABAIETCS
ycopue Ha pyHKINo P : F3+k — Fg_k:
Vo € T30 |07 ()] = 2%
To ecTb f moMAKHA OBITH TOCTOSHHA POBHO Ha 22F
{(;U, 0)|ze€ Fgfk} . JIrobas Takasg pynkuus umeer sug (1).

Pa3/IMYHBIX COBUT'aX L=

Ucnonssyst 6err-dyukuuio f(z,y), numeronyo mnpeacrasienne (1), u Ha-
6op m3 22F mpPOM3BOILHBIX COATAHCHPOBAHHLIX (DYHKI[HT 0, : Fg_k — o,
MOKHO TOCTPOUTH cOaancupoBanHyo pyHkimio O : Fgfk X ]Fg”rk — Fo,
HUMEIOTIYI0 KOHCTPYKITHIO, TIOJ00HY0 KOHCTPYKITUNA BBLICOKOHETMHEHHBIX cOa-
JlapcupoBaHubIX GyaKInit JlobbepTua:

(__)(1, )7 Gy(x)ﬂ HPHyEIOUIlv
V= f(x,y), wnage.

Hecsoxuo 3amernts, uro npu k = ( onucanHasi KOHCTPYKIUS TOJTHOCTBIO
cOBIagaeT ¢ KoHcTpyknueit JlobbepTuma.
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4. CBoiicTBa cueKTpa YoJna-AjgamMapa ucuoJjib3yeMbIX
0eHT-DyHKIIMIT

YCeTaHOBUM HECKOJIBKO MOJI€3HBIX CBONCTB creKTpa Yoma-Aamapa QyHK-
it Buga (1).

Jlemma 1. Ilycrs f — ¢yuknus suna (1). Torma mis sroboro b € FSH"
BBITIOJIHEHO

W(0,b) = 2" F (Z(—1)<bay> - Z(_l)w,y)).
y€lo yel
JOKABATEJBCTBO.

xEFg‘_k yEFg""k

= Z (_1)<b,y>< Z (_1)f(x7y)>

ye]l*‘g‘”C erFg_k’
— Z(_1)<b»y>< Z (_1)f(wvy)> + Z(_1)<b7y>< Z (_1)f(w,y)>
y€lo zeFy—F yeh zeFp—*
+ Z (_1)<b,y>< Z (_1)f(w7y)> — Z(_l)&y).gn*k
ygloUhh TeFn—* yelo
— Z(,l)<b,y> con—k 4 Z (—1)fow ( Z (1)f(r,y)>'
yelh y&EIloUly erF;“k

Tak kax f cbamancuposana mpu y & IoUT1, cymma S (—1)/@¥) g mocrenmem

xr
caaraemom pasua 0 maa moboro y. Jlemma 1 goxazawna.

B obmem cywae monck moaxoaanux moaMuokecTs Iy u 1, [t KOTOPBIX
f — GenT-dyHKIHA, MOXKET OBITH OUYeHB CJI0XKHOM 3agaueit. [TosTomy wHTe-
pecubiM ciencTBreM Jlemmbl 1 aBageTcd HeoOXOANMBIM MPU3HAK X BHIOOPA.

Canencrsue 1. Jms Toro, arober ¢pynxumss Buga (1) sasasiaace Genr-
¢yuknmeit Heobxoqumo, 9robbr misa mogqvuoxkects Iy u Iy u jgroboro b € Fg”rk

Ob1JIO BBIIIOJIHEHO
‘ 3 (-1lw) - 37 ()

y€lo yelh

— 2k,
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JIemma 2. Ilycrs f — dyuknus saga (1). Toraa st moboro a € Fg_k,
a#0ubeFy™ ppmonneno

= 3 Y (cpf@ateate),

TS ygloUIly

JOKABATEJBCTBO.

Z Z (@,y)+(a,z)+(by)

z€lFy ™ kyelo
+ E' E' 1)f @y Haa)+by) 4 E: E: a,z)+(byy)
ceFr—k yeh xeR}~F ygloUh
[TpeobpazoBriBast

Z Z (z,y)+{a,z)+(by) _ Z Z

zeFy~*F y€lo zeFy~F y€lo
—( > <—1><“>> (Z(—n“vw),
:JcG]F;L_’C y€lo

nonygaeM MEokuITemb Y. (—1){®%) papmerii 0.
S
AHAJIOrMYHO MOXKHO TI0Ka3aTh, 4TO

Z Z f(ﬂc y)+{a,z)+(by) _

zeFy~*yeh

Jlemma 2 mokaszaHa.

JIemma 3. ITycrs [ — ¢yaxuns suga (1), Torga gus jaroboro a € Fg_k,
a # 0 npoussetenne W(a,b) - W;(0,b) npr pasmuansrx snavennsx b € FyHF
npuHEMaeT Kak 3Hadenue 2°", Tax u 3nadenne —2°".
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JOKABATEJIBCTBO. Bocnonb3osasmmucs Jlemmamu 1 u 2, mpeobpasyem
CyMMY:

267" N " Wy(a,b) - W(0,b)
beFy Tk

- ( SO (cfent >+<b,y>> (Z(_1)<b,z>_z(_1)<b,z>>

bEF;H'k xG]F;L k yZloUl z€Iy zely

Z < Z Z (_1)f(wvy)+<a7x>+(b,y>>< Z (_1)f(w,2)+<bz>>

ban-Hﬂ mEFn_k y&IloUl ze€lgUI

Z Z Z Z (z,y)+f(2,2)+(a,x)+(by+z)

bE]Fg+k $€]F;L kyglgUI z€lpUI

=Y Y Y () enHeat <am>< 3 (_1)<b,y+z>>_

:EE]F; kydlgUl zelpUIy bE]F;Hrk
Bamernm, uto Y. (—1)®¥+t2) = 0, tax xax y # z. CremoBaTensHO, Bes
beFyth

cymma y_ Wy(a,b) - W(0,b) = 0, 9T0 BO3MOXKHO TOIBLKO €C/IN IPOM3BE/[EHI
b

We(a,b) - W(0,b) mensior 3Hak npu u3menennu b. Jlemma 3 mokazana.

5. CeoiicTBa cnekTpa Youria-AjgaMapa moJry9eHHBIX
cObaTaHCUPOBAHHBIX (DYHKITHIA

Teopema 1. @Pynurius, umeronias MPeAI0KEHHYIO0 KOHCTPYKIIHIO, SBJIs-
ercss cOAIAHCHPOBAHHON (PYHKIHEH, u ee KO3 uruenTsl Yosaia-Aamapa
BBIYHCISIIOTCS 110 (DOpMYJIe:

We(a,b) + > (—1)<b’y>W9y(a), ecim a # 0,
Wo(a,b) = yeloUL

0, uHage.

JIOKA3ATE/ILCTBO. CbajaHCupoBaHHOCTL (QPYHKIMU oueBmgHA. 11peod-
pasyem ee BBIPAYKEHWE [Tt CIIEKTpa Youra-Aamapa:

Z Z (=1)®@y)+az)+by)

z€F}~F yerptk

Z Z Gy(:r (a,z)+(b,y) + Z Z f(:r,y )+<b,y>.

yeloUh yepn—+ yZIoUL pepp—F



0606mmenue koacrpykigun JJo6bepruHa 9

[puGasum u orHEMeM oT Bepaxkenns . 5. (—1)/@v)+Ha2)+by) 1o
yelpUlp xGFg_k

13 OHO IIPUMET BUJI;

> W, (@ Wilab)= Y <—1><av~"f>(Z<—1><bvy>—z<—1><bvy>>.

yelpUl xeﬂi‘;_k y€lp yely

Taxk kax 3. (—=1)@* =0mpwa#0n W, (0) = 0, T0

zeFy—*
Wi(a,b)+ > (=1)"¥Wy, (a), a#0,
W ( b) yeloUl; )
ol\a, =
W (0,b) —2n=F (=1)fem by 5™ (—1)l@z)+bw) ) g = 0.
y€lo yeh

ITo JTemwme 1 sepro Wy(0,b) = 2"+ < S (—1)fem ) 5 (—1)<a’x>+<bvy>> :

y€lo yeh
Canenosarensuo Wg(0,b) = 0. Teopema 1 nokasana.

6. OmeHKM CIeKTpasIbHOTO PAJINyca

Hac unrTepecyror pyHKIMM C BBICOKOM HEJIUHEHHOCTHIO, & 3HAYUUT, C KaK
MOXKHO 00Jiee HU3KMM CIEKTPAJbHBIM pagumycoMm. [laa dpyHnmu, moayden-
ot mpu momortu KoucTpykimu Jloboeptuna, Rg = 2™ + Ry. I3 Teopewmnr 1
CIIEIyeT CJAEAYIOIee YTBEPKIACHUE O CIIEeKTPAIbHOM Pagnmyce QyHKIIUT, UMe-
1oIeil IpeJUIoXKeHHYI0 KOHCTPYKITUIO.

Caencreue 2. /s cnexkrpaipHOTo paguyca © BepHO:
Ro<2'+ > Ry,
yelgUly

IIpm sToM Bcera MOXXHO BBIOpAaTh O, IPH KOTOPHIX OIJ€HKA JOCTUTACCH.

JOKABATENBCTBO. [Ipeobpazysa Boipaxkenue mad K03PHUITMEHTOR
Yogma-Agavapa u3 Teopembr 1, MOXHO TOMYIUTH OTIEHKY:

Re = max [Wy(a,b) + > (=1)P Wy, (a)]
@ yelpUIl
< n;%X|Wf(a, b)| + Z m(?x\ng(aN =2" + Z Ry,
yelgUl yelgUly

Tak kak f — 6eHT-QYHKIWA, BCe ee KOADPUITHEHTDH! Yora- A 1amMapa paBHbBI
+2". Baduxcupyem HEKOTOPYIO cHbajancupoBanuyo ¢yukiuo 0. Beibepem
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a = a, paa xkoroporo |Wy(a)| = max,(|Wy(a)|) = Rg. Torga, B3as sce 6,
PaBHBIMU 97 NOJIy4InM:
Wo(@,0) = Ws(@,0)+ > Wy(@) = Wy(@) + 2°"Wy(a),
yelgUly
a B3sB Bee 0, = 0 + 1, amasormano noxyanm We(a, 0) = Wy(a) — 22 Wy(a).

Bre zaBucumoctn or 3uakoB Wy(a) u We(a,0) B o1HOM M3 9THX CJIydaes,
3HaKU mepes KoadpuimeHTaMu OJWHAKOBBEIE, U B HepaBencTse Rg < 2" +

2
> i1 R, nocruraerca pasencrso. Ciencraue 2 J0Ka3aHo.

Bosankaer Bompoc: MozKHO Jji 6ojtee “ynadHbIM’ BEIOOPOM ), TapaHTHPO-
BaTh CIIEKTPAJIbHBIN PAJUYC MEHbBIIE, YeM B XyIIIeM ciaydae?

Teopema 2. Ilycrs 0 — cbanarcupoBansas pyHKus 0T n — k nepemes-
meix, 0y =0 npuy € Iy, u 0y =0 S 1 npn y € I. Torga

Ro = 2" 4+ 2FRy.

HOKA3ATEJILCTBO. Ilpeobpazyem Bhipaxkenue kKo3(pduiimeHTon Yodiiia-
Anamapa nmpu a # 0 mist Takoro Beibopa, (DyHKITHIL:

Wel(a,b) = Wy(a,b) + > (1) P Wy(a) + > (-1)"¥ (= Wy(a))
y€lo yel
= Wy(a,b) + Wy(a) (Z(—n“’w - Z<—1><b’y>>-
yelo yeh

Torma cormacuo Jlemme 1
Wo(a,b) = Wi(a,b) + Wa(a) - 25 "W;(0,b).

I[To Jlemme 3 mpoussenenne Wy(a,b) - W;(0,b) nna dukcuposamuoro a # 0
MEHSIeT 3HAK NpH u3MeHeHwn sHadenwit b. ClemoBaTeNbHO, I KAXKIOTO
HEHy/IeBOro a cymecrsyer b, st kotoporo Wy(a,b) m Wy (0,b) mmeror kak
OJIMHAKOBBIE, TaK U pa3Hble 3Haku. Toraa, Bae 3apucuvoctu ot Wy(a), cnek-
TpaJIbHbIN pajnyc © paBeH:

R@—maX]Wfab +Z COWy(a Z — Wo(a))]
y€lp yel
= max |Wy(a,b) + Wp(a) - 2°7"W(0,b)| = 2" + max |Wy(a)| - 2%,
a#0,b a#0
Takxke Wy(0) = 0, 3HAYUT MAKCUMyM Ha HEM JOCTUTATHCS HE MOMKET, U

CIIEKTPAJIbHBIA PaJNyC PaBEeH:
Ro =2"+2F . Ry.

Teopema 2 goka3zaHa.
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B pabore [8] gokazano, 4ro
RB(m)

lim —— =1.
m—00 272

n—k o

Bzge B kagecrBe 6 dyHkiuo ¢ Ry &~ 2 2 , HOJIy4YUM, 9TO CHEKTPATBHbBIN

paguyc dyakimn © u3 TeopeMbl 2 BbIpaKaeTcs CaeAyoOMUM 00pa3oM:
Ro~ 2" +2F.2"2 = 2" 42",

Busto, aro manryummit pesyasrar gocturaercs mpu k = 0, TO ecTh B CIydae,
ormmcanaoM J[o66epTuHOM.

7. 3ak/oueHue

B pabore mocrpoeno ob6obmienne xomcrpykimu J[o6bepTrHa mpu momo-
iy K1acca benT-QyHKImi ¢ OAM3KUMY K HOPMAJILHOCTH CBOMCTBaMu. TakIKe
OBLIM TOKA3aHBI HEKOTOPBIE CBOMCTBA cieKTpa YoJrra-Ajamapa s QyHK-
nwi, TPUHAIEKAINX ITOMY KJIACCY, U HAWIEHA TOYHAA HUKHAA OMEHKA WX
vequaeiinocTu. OJHAKO MaKCHMaJ/bHAs BO3MOXKHAS HEJUHEHHOCTH JIJIsd 110-
CTPOEHHBIX TAKUM 00pa30oM (DYHKIINI OCTAETCA HEU3IBECTHOM.
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O0mas xapakTepucTHKa padoThl

AKTyaJIbHOCTh TeMbl. HacTosimas pabora mocsiieHa OyneBbIM (GyHKIHIM
OT YETHOIo YHMcCia TMEePEeMEHHBIX, OOJA/JAIOIIUM CBOMCTBOM MAaKCHMAJILHON HeEJH-
HeliHocTH — OeHT-(QyHKiuaM. JlaHHBIH Kiace (QyHKIMH MMEeT MHOTOYHCIICHHBIC
NPWIOKEHHUS B TAaKUX OONacTsIX Kak Kpunrorpadus, KOMOMHATOPHKA, TEOPHS KO-
IupoBaHus. Mccnemyercs oToOpakeHHe, KOTOpoe KakAod OCHT-(YHKIMU CTaBUT B
COOTBETCTBHE IyalbHYIO K Hel OeHT-QyHKIuI0. V3ydaroTcss METpHUYECKHE, a TaKxKe
KOMOHMHATOpHBIE CBOMCTBA HEMOABMXHBIX TOYEK JAHHOTO OTOOPaXKEHHS — CaMOMIY-
aNBHBIX OEHT-(YHKUMH.

ITpuBenéM HeOOXOMUMEBIE OMpEIETICHHUS.

[Tycts F3 — mpocTpaHCTBO JBOMYHBIX BEKTOPOB C 1. KOOpIWHATaMH. Becom
Xommunea Bextopa x € [} Ha3bpIBacTCS KOJIMYECTBO €T0 KOOPAMHAT, OTIMYHBIX
ot 0. Paccmosinuem Xommunea dist (z,y) Mexny nByms Bekropamu x,y € FJ Ha-
3BIBA€TCA KOJIMYECTBO KOOPAMHAT, B KOTOPBIX 3THU BEKTOPHI pasiauyarorcs. Jlerko
BUJIETh, YTO PACCTOSTHME XAMMHUHTIa sBJsieTcst MeTpukoit Ha 5. Bynesou ¢ynxyu-
el OT N TIEPEMEHHBIX Ha3bIBaeTCA IMPOM3BOJIbHOE OoTOOpakeHne Buma Fy — [Fao.
MuoxecTBo OyneBbIx (DyHKIMH OT 7 IepeMEeHHBIX 0o003Hauaercs yepes J,,. Xapax-
mepucmuyeckum 6ekmopom (XapakTepUCTUUECKON IOCIIEI0BAaTEIbHOCTBIO) OyneBon
obynkuun f € JF,, Ha3pIBaeTCS BEKTOD

F

(1) = (=)o (=), .. (-1 1) e {21},

rae (fo,f1,---,fon_1) € F3 — BexTop 3HaucHuil (TabauIa MCTHHHOCTH) (yHK-

wmn f. Becom Xommunea wt(f) GyneBoit GpyHkumm f HaspiBaeTcs BeC XOMMHHIa

eé Bekropa 3HaueHwil. Paccmosnue Xommunza dist (f,g) Mexmy nByms OyleBbl-

mu QyHkimsamu f,g € F, ONpelensercs Kak YUCIO BEKTOPOB mpocTpaHcTBa Fh,

HAa KOTOPBIX JaHHbIC (DYHKIMM MPUHUMAIOT pa3indHble 3HadeHus. CUMBoOIOM &

0003Ha4YMM CcIiOKeHHe 0 Momymio 2. Jlmsa mapsl BektopoB x,y € FZ uepes (z,y)
n

obo3Havyaercst 3HaueHne P x;y;. IIpeobpasosanuem Yonua — Adamapa GyneBoit
i=1

obynkunu f € F,, HaspiBaeTcs LenouucneHHas ¢ynxkuus Wy : Fy — 7, 3anan-

Hasl PaBEHCTBOM

Wi(y) = Y (-1)/ @%@y e Fy.

z€FY

Henuneiinocmoio OyneBoit ¢yukuuu f € F,, Ha3bIBACTCS PACCTOSHHE XOM-
MHHra OT (QyHKUMH f 10 MHOXecTBa BceX adUHHBIX OyneBbIX (QYHKIMH OT 7
MepeMEHHBIX — Mepa yNaJIEHHOCTH (QyHKIUH OT MHOXeCTBa a)UHHBIX U, KaK Ciel-
CTBHE, JIMHEHHBIX OyineBbIX (yHKuuil. COOTBETCTBEHHO, MCIONb30BaHHE (PYHKIUMH,
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0071a1af0NUX BBICOKOW HEIMHEHHOCTHIO, B Ka4eCTBE KOMITIOHEHT OJOYHBIX U IOTOY-
HBIX MIU(POB YBEIMUMBAET CTOMKOCTh K JIMHEHHOMY KPUNTOAHAIH3Y — OIHOMY U3
OCHOBHBIX CTaTHCTHYCCKUX BUAOB KpHIITOaHanmu3a OmouHbIX mmdpos. Hampumep,
¢$yHKIIHHN, 00N1aAaoNIie MAaKCHMAIIEHO BO3MOKHONW HETMHEHHOCTHIO, OBIIIM MCTIONb-
30BaHBl B KadyeCTBE COCTABHBIX 3J€MEHTOB B mortouHoMm mmppe Grain (2004) u
omounom muppe CAST (1997).

Bynepa ¢pyHkIus f oT 4ETHOrO YKCIIa HIEPEMECHHBIX 1 Ha3bIBACTCs OEHT-(PYHK-
umeii, ecmu [Wi(y)| = 2%/2? mna xaxnoro y € FJ. B ciyuae uérsoro n Ha
0eHT-(QpyHKINAX, ¥ TOIBKO HAa HHUX, JOCTHTACTCS MaKCHMAJIbHOE 3HAYCHUE HETMHEH-
HocTu 2"~ ! — 27/2=1 MHo)ecTBO GeHT-DyHKIMIT OT 7 MepeMEHHBIX 0603HaYaeTCs
yepe3 B,,. OTMeTnM, 4TO AJIsl Ciydasi HeYETHOTO YKCIIa MEPEMEHHbBIX HaXOXKICHHUE
MaKCUMAaJIbHOTO 3HAYECHUS HEJIMHEHHOCTH SIBISCTCS M3BECTHOM OTKPBITOM IpoOie-
MO TEOpPHH KOAMPOBAHHSA, CBI3aHHOM C ITOMCKOM paaHMyca IMOKPHITHs kKoxa Puma —
Masiepa mepBoro mopsiaka. TepMuH «OSHT-(YHKISD TPEIIOKIT aMepUKaHCKUN
matemaruk O. S. Rothaus, koTopslii uccnenoBan nanusie pyHKIMU B 60X TOgaX Mpo-
LIJIOr0 BeKa, IIPH 3TOM IepBasi paboTa 1o JaHHOH TeMe Obuia omybnukoBaHa B 1976
rony’. Tem He MeHee, H3BECTHO®, YTO OyneBbl (DyHKIMH, 00JIafalONINE AHATOIHY-
HBIMH CBOWCTBAMH, B 3TO € BpeMsl Takxke mccienoBanuch B CoBerckom Coroze —
matemarukamu B. A. EnuceeBbiM u O. I1. CTenueHKOBBIM, KOTOPBIE UCIOIB30BAIIN
TePMUH «MHHUMAaJIbHAs (DyHKIHD.

Jlst ©onee JeTanmbHOTO 3HAKOMCTBA CO CBOMCTBOM HEJMHEHHOCTH, a TaKKe
JPYTUMH Ba)KHBIMH KPHIITOTPA(UUSCKAMH CBOWCTBAMU MOXHO IMOPEKOMEHIOBATh
kaurd O. A. Jlorauesa, A. A. CanpaukoBa, C. B. Cmemusiesa, B. B. Smenko? u
T. W, Cusick, P. Stinici®, a Taxoxe kaury C. Carlet® . Omicannio n3BeCTHEIX Pe3yilb-
TaTOB U OTKPBITHIX BOIPOCOB, CBA3AaHHBIX C OCHT-(QYHKIUAMHU M UX OOOOIICHUAMH,

nocasimens Monorpaduu H. H. Tokapesoit’ u S. Mesnager®.

'M. Matsui. Linear Cryptanalysis Method for DES Cipher / Advances in Cryptology — EURO-
CRYPT ’93. 1994. P. 386—397. Part of the Lecture Notes in Computer Science book series (LNCS,
volume 765).

20. S. Rothaus. On “bent” functions / J. Combin. Theory, Ser. A. 1976. Vol. 20, no. 3.
P. 300—305.

3A. C. Kysbmun, B. T. Mapkos, A. A. Heuaes, B. Illumxun, A. b. [umkos. Benr-dyukuun un
runepGent-bynkuun Hag moxem u3 2! snementos // Ipo6u. mepenaun mudopmammi. 2008, T. 44, Ne 1.
C. 15-37.

40. A. Jloraues, A. A. Canbuukos, C. B. Cmpimnses, B. B. STmenko. ByneBbl ¢pyHKuun B Teopun
koxupoBanus U kpunrtonoruu. JEHAH/, 2015. 576 c.

>T. W. Cusick, P. Stinicd. Cryptographic Boolean Functions and Applications. 2nd ed. Acad. Press,
2017. 288 p.

6C. Carlet. Boolean Functions for Cryptography and Coding Theory. Cambridge Univ. Press, 2020.
620 p.

7N. Tokareva. Bent Functions: Results and Applications to Cryptography. Acad. Press, 2015.
220 p.

8S. Mesnager. Bent functions: Fundamentals and results. Springer, 2016. 544 p.
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Bcrony narnee cuutaercs, 4to m — 4€THOE HATypalbHOE 4KCio. I KaKmoi
Oenr-pynkuuu f € B, cooTHoLleHHEM

Wi(y) = (~1)f@2/2 y e Ty

€IMHCTBEHHBIM 00pasoM onpejensercs Oynesa GyHKUUs f OT TOro e 4ucina nepe-
MeHHBIX. DyHKIUs f HazpiBaeTcs AyanbHOi k OeHT-QyHKiun f. ByneBa Gpynkuus f
TaKkKe sBIseTCs OCHT-(QYHKIMEH, KpoMe TOro, AJsl He€ CHpaBeIMBO COOTHOILE-

HUE f = f. Takum 006pa3oM, MHOXeCTBO O€HT-QYHKIMH OT 7 TNepeMEHHEIX,
OTJIIMYHBIX OT CBOMX AyaslbHBIX, pa3buBaercs Ha mapbl (f,f), Kakmas W3 KOTOPBIX
COCTOUT U3 OCHT-QYHKIIUHU U AyaIbHOU K Hell. DyHKIuio anepBLIe B CBOHMX pabo-
tax ormeTmwm O. S. Rothaus u J. F. Dillon’ B 70x romax MPOIIIOTO BEKa.

Mampuyeii Cunvéecmpa — Aoamapa Ha3bIBaETCs KBaJpaTHas MaTpUIla MOPS/-
ka 2", obo3Hagaemas H,,, ompenenseMas CICIyIOIIUMUA PEKYPPEHTHBIMH COOTHO-
[ICHUSIMH

11 Hy 1 H,
Ho = (1), Hl:(l —1)’ H”:<Hni —Hn11>’”

JaHHas MaTpula TECHO CBsi3aHAa C JUCKPETHBIM MpeoOpa3oBaHUeM Youlia H
UMeeT pa3jM4Hble INPWIOKEHUS B KOMOWHATOPUKE M KBAaHTOBOW HH(pOpMAaTHKe.
HerpynHo BuaeTh, YTO OHA SBISACTCS CHMMETPHUYHOH, KpOME TOTO, OHA MO3BO-
JsIeT TOJy4YUTh OMUCaHue npeobpasoBanus Youa — Ajamapa OyneBoit (yHKIUH
B MaTpudHO-BeKTOpHOi (opme'’. B TepMHHAX XapaKTepHCTHYECKHX BEKTOPOB H
Matpuiiel CuiibBecTpa — Afamapa OeHT-(QYHKIIUI0O MOKHO OMPEIENIUTh CIEAYIOMAM
oOpaszoM: mycTh n — uéTHoe umcio, Torma f € JF, — OeHT-QyHKIus, ec-
m H,(—1)/ € {£2"/2}2?", Xapakrepucriueckuii BekTOp AyaibHOi GyHKIMH f
OIHO3HAYHBIM 00pa3oM HAXOAUTCS U3 YCIOBUS

WV

2.

H,(—-1)f = 27/2(—1)f,

OTo0pakeHue 1yaJbHOCTH OIpeNesieTcsl HA MHOKEeCTBE OCHT-(YHKIIUN OT 7
MepeMeHHbIX U JieiicTByeT mo mpasuiy f — f B TepmmHax xapakrepucrude-
CKHX BEKTOPOB OHO MMEET CJIEIYIONIyI0 dKBHBaeHTHYI0 dopmy: (—1)f — (—1)7.
W3BeCTHO, YTO OHO COXPAHSIET PACCTOSHHE XAMMHUHTA, TO €CTh SIBISIETCS H30MET-
PUYHEIM OTOOpaKeHHEM MHOXKeCTBAa OeHT-QyHKIuii''. CTOMT OTMETHTb, UYTO Ha
HaHHI;Iﬁ MOMCHT OTO6pa)KeHI/Ie AYAJIBHOCTU ABJIACTCA C€AMHCTBECHHBIM H3BECTHLBIM
0TOOpaKeHUEM, KOTOpOE 00JaJaeT TaKMM CBOMCTBOM M IPH 3TOM HE pacIIUpseT-
Csl 10 M30METPUH Ha MHOXKECTBE BCeX OyJIeBBIX (YHKUHUIT OT 1 MepeMeHHbIX. Takxke

°J. F. Dillon. Elementary Hadamard difference sets : PhD thesis. Univ. of Maryland, 1974.

108, H. Caukos. BBenieHne B KOMOMHATOPHBIE METOIBI TUCKPETHOM MateMaTuku. 2-¢ u3a. M. : MIIH-
MO, 2004. 424 c.

11C. Carlet. Two New Classes of Bent Functions / Advances in Cryptology — EUROCRYPT *93.
1994. P. 77—101. Part of the Lecture Notes in Computer Science book series (LNCS, volume 765).
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3aMeTHM, YTO OTOOpaskeHHe, ISHCTBYIONIee N3 MHOXKECTBA XapaKTePUCTUIECKHUX BEK-
o n
TOpOB OyJeBBIX (YHKIMIA OT 7 MEpeMEHHBIX B MpocTpaHcTBo R?" mo mpasuity

Q_l)f — H C_l)fv f G-Fha

on/27 7"

o0Jajaer TeM CBOMCTBOM, YTO OCHT-(PYHKILMH OT 7 MEPEMEHHBIX SBISIOTCS B TOY-
HOCTH TeMH (YHKIUSAMH, 00pa3 XapaKTCpUCTHYCCKHUX BEKTOPOB KOTOPHIX CHOBA
SIBIISICTCA XapPaKTePUCTUICCKAM BEKTOPOM OYICBOHM (DYHKIIHH.

HccnenoBaHnio TOro, Kak W3MEHSIOTCS OCHOBHBIE XapaKTEPHCTHKU OCHT-
GyHKIMU TION JAEHCTBHEM OTOOpPaKEHUS NyalbHOCTH, a TaKKe M3Y4YCHHUIO €ro
JICUCTBUSI Ha KOHKPETHBIE KJIAacChl OEHT-(YHKUMH, MMOCBSIIEHO OOJNBIIOE KOJMYe-
ctBo pabor. B wacTHOCcTH, B paGoTe'’ moNyYeHO COOTHOIIEHHE, CBA3BIBAOIICE
anreGpanuecKkue cTerneHn GeHT-GyHKIMH M IyalbHOi Kk Heil. B crarbe'’ moxasa-
HO, YTO OCHT-(QYHKIS Pa3IoKUMa B CYMMY IBYX OeHT-(QYHKIHII B TOM H TOJBKO
B TOM CJydYae, KOTIa TaKMM CBOHCTBOM oOmamaeT nyanbHas K He. CBA3p MEXIy
koa(duireHTaMu yrcinoBoit HopMansHOit Gopmbl (Numerical Normal Form) 6ent-
dyHKuMM M QyanbHOM K Hell m3ywamack B paGorax'“!’. Xopomio m3BectHO, 4TO
0TOOpaKCHUE TYaTbHOCTH COXpPAHSCT pacIIUpeHHY0 apQUHHYIO SKBHBAaJICHTHOCTS!
IyalbHBIC pacUpPeHHO ad(hUHHO SKBUBAJICHTHBIX OCHT-(YHKITUI TakKe PacIInpeH-
HO ap(UHHO SKBUBAICHTHBI. JIeHiCTBHE OTOOpaKEHHS AyalbHOCTH Ha HEKOTOPHIC
KJacchl OeHT-(QyHKUMIL, Harpumep, kiacc Maitopana — Mak®apnanzaa u kinacc Jun-
10Ha PS qp, MOKET OBITH OMMCAHO OTHOCHTETBHO MPOCTO, B TO BPEMSI KaK BO MHOTHX
JPYTUX CIydasX HAXOKJCHHUE AyalbHON (PYHKIMH U MCCIeJOBaHIE e€ CBOMCTB SIBIISI-
eTCs HeTPHBUANLHOI 3a1aueil. DTUM BOIIPOCAM TIOCBAIIEHB], Hanpumep, pabots'®!7
B KOTOPBIX M3y4aloCh JEHCTBUE OTOOpaKEHUS NyadbHOCTH Ha OCHT-(QYHKITUH W3
kiacca Huxo. Beuto mokasano, 4To AyainbHBIE K HUM (DYHKIHHU yXKe He IpUHAIexarT
JaHHOMY Kiaccy. OYHKINM, SIBISIOLIMECS JyaJbHBIMH K OCHT-(QYHKLIUSIM M3 HEKO-
TOPHIX APYTHX MOHOMHAJBHBIX KIAccoB, H3ydaiuchk B paborax'®!%20 B wactHocTH,

12X -D. Hou. New constructions of bent functions // J. Combin. Inform. System Sci. 2000. Vol. 25.
P. 173—189.

13H. H. Tokapesa. O pa3noxeHHH AyanbHOH GeHT-GYHKIMK B CyMMy AByX OeHT-(yHKiwmit // Ipui.
nuckper. matem. 2014. 4(26). C. 59—61.

14C. Carlet, P. Guillot. A new representation of Boolean functions // Proceedings of AAECC’13.
1999. P. 94—103. Part of the Lecture Notes in Computer Science book series (LNCS, volume 1719).

15X -D. Hou, P. Langevin. Results on bent functions // J. Comb. Theory Ser. A. 1997. Vol. 80.
P. 232—246.

16C. Carlet, T. Helleseth, A. Kholosha, S. Mesnager. On the dual of bent functions with 2" Niho
exponents // 2011 IEEE International Symposium on Information Theory (ISIT). 2011. P. 703—707.

7L, Budaghyan, C. Carlet, T. Helleseth, A. Kholosha, S. Mesnager. Further Results on Niho Bent
Functions // IEEE Trans. Inform. Theory. 2012. Vol. 58, no. 11. P. 6979—6985.

$N. G. Leander. Monomial bent functions // IEEE Trans. Inform. Theory. 2006. Vol. 52, no. 2.
P. 738—743.

19p, Langevin, G. Leander. Monomial bent functions and Stickelberger’s theorem // Finite Fields
Appl. 2008. Vol. 14, no. 3. P. 727—742.

20p, Langevin, G. Leander, G. McGuire. Kasami bent function are not equivalent to their duals //
Finite Fields and Applications: Eighth International Conference on Finite Fields and Applications.
Contemp. Math. Vol. 461. 2008. P. 187—197.
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OBUIO MOJY4EHO, YTO ayanbHble QyHKIMU OeHT-(yHKuMH Kacamu He sBISIOTCS MO-
HOMHaJIBHBIMH, TOTJa Kak ayaibHas (QyHKOUs (KBaJpaTUYHOH) OEHT-QYHKIMH C
nokasareneM longa sBisieTCsl KBaApaTUYHOM.

BaxxHO# MeTprudecKkoi XapaKTepUCTHKOW OTOOpaskeHHs AyalbHOCTH SIBISIETCS
paccrossHEe XAMMUHTAa MEXAy OCHT-(QYHKIMEH M TyadbHOH K HEH — KOIUYECTBO
HO3UIUH, B KOTOPHIX MEHAIOTCS BEKTOP 3HAYCHUH U XaPAKTEPUCTUUECKUN BEKTOD
OeHT-QYHKIUK TI0Jl JCUCTBHEM I@HHOrO OToOpaxkeHus. Benwuuna dist(f,f) moin-
HOCTBIO XapaKTepusyeTcsi omuouieHuem Panes 6ynesoii ¢pymxyuu. dua f € F,
oTHoLIeHHneM Pones Ha3bIBaeTCsl BEIMYUHA

Sp = Z (—1)/ @O W)Swy)

z,y€Fy

Onucanue Bcex OeHT-(QYHKITUH, HAXONAIIMXCS Ha OMPEIEIEHHOM PACCTOSSHHHA OT
CBOEit AyanbHOW (YHKLIUH WITH, IPyTHMH CIIOBaMU, Kiaccuukanus OeHT-QyHKIUi B
TEpMUHAX 3HaYeHHil OTHOWIEeHUs Panest, ABNsieTCs OTKPBITOM Mpobiemoit. B pabore”!
MOXKHO HalTH XapaKTepu3anuio it OEHT-QYHKIMH OT Majoro yucia IMEepeMEeHHBIX,
a TaKXKe psiJl CBOMCTB OTHOIIEH!s Panest v ero Buj JUIsl HEKOTOPBIX M3BECTHBIX KJIac-
coB OeHT-(QYHKIIHIL.

Bent-pyHnkuus [ Ha3biBaeTCs caMOAYaJbHOM, €CIIM OHA COBIMAJAET CO CBO-
eil nyanmpHOi, TO ecTh f = f Takum o0Opa3om, camomyaibHBIE OCHT-(QYHKIHH
SIBIISIIOTCS. HENOOBUMICHbLIMU MOYKaMU OTOOpakeHHsl IyanbHOCTH. beHT-QyHkims f
HA3bIBACTCS AHTH-CAMOAYAJIbHOIi, CCIIM OHA COBIAJACT C OTPULAHMEM CBOH Ay-
anpHOM, TO ectb f = f @ 1. Ilowstus Oyanenou 6eum- (dual bent) m anmu-
oyanvhot benm- (anti-dual bent) ¢GyHKIUE, MO CyIIeCTBY, aHAJOTH OIMpPEACICHUN
caMOJyaJIbHOHM M aHTH-CaMOAyalIbHOW OEHT-(QYHKIHNII, COOTBETCTBEHHO, MPEIIONKH-
mu B. Preneel u p. B pabore’”. Bonee obIee NOHATHE camModyanbHoll GeHm-gyHKyuiL
Ha KoHeuHou abenesoti epynne Obu1o BBeneHo O. A. JloraueBbim, A. A. CaabHHKO-
BeiM, B. B. Smenko®.

W3 ompeneneHusi caMoIyalbHOCTH CIIEIYET, YTO XapaKTepHUCTHYECKHH BeK-
TOp CaMOAyaJbHOW OCHT-(DYHKIMU SIBISIETCS COOCTBEHHBIM BEKTOPOM Marpuipl H,,,
COOTBETCTBYIOIINM COOCTBEHHOMY umcy 2™/2. B cBOI0 odepesib, XapaKTepHCTHUe-
CKHUH BEKTOp aHTH-CaAMOIyallbHOW OEHT-(YHKINH SIBISIETCSI COOCTBCHHBIM BEKTOPOM,
COOTBETCTBYIOIUM COOCTBEHHOMY YHUCITY (—2"/ 2). Takum 06pa3oM, BOIIPOC Xapak-
TEpU3aLUN CaMOIyalbHbIX U aHTH-CAMOAYaJbHBIX OCHT-()YHKIMH TECHO CBS3aH C
MepEeYHCIIEHUEM H UCCIIEZIOBAHUEM CBOMCTB COOCTBEHHBIX BEKTOPOB MaTpuilbl CHIlb-
BecTpa — Ajlamapa, KOOpJMHAThl KOTOPBIX CyTh yHcia +1.

211, E. Danielsen, M. G. Parker, P. Solé. The Rayleigh quotient of bent functions // Cryptography
and Coding. 2009. P. 418—432. Part of the Lecture Notes in Computer Science book series (LNCS,
volume 5921).

22B. Preneel, W. Van Leekwijck, L. Van Linden, R. Govaerts, J. Vandewalle. Propagation character-
istics of Boolean functions / Advances in Cryptology — EUROCRYPT ’90. 1991. P. 161—173. Part of
the Lecture Notes in Computer Science book series (LNCS, volume 473).

230. A. Jloraues, A. A. CanbuukoB, B. B. Smenko. BeHT-(yHKImu Ha KoHedHOl aGenesoii rpyrme //
Huckper. matem. 1997. T. 9, Ne 4. C. 3—20.
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CrouT OTMETUTh, 4YTO B cllyyae YETHOIO 4YHCJIA IEPEMEHHBIX Ha
(anTH-)camMOnyabHBIX OCHT-(QYHKIMAX, M TOJBKO Ha HUX, JAOCTUIaeTCs MaKCH-
MaJIbHOE (COOTBETCTBEHHO, MUHHMMAaJIbHOC) 3HAUCHHWE OTHOIIEHWs Pames OyneBoi
¢bynkouu. s cimydas HEYETHOTO YHCIIA MEPEMEHHBIX IMOMCK MAaKCHMAaJIbHOTO 3Ha-
4YeHUsI oTHOuIeHHUs Panest OyieBoi (YHKIMHU SIBISIETCS OTKPBITHIM BOIIPOCOM, YTO
MIO3BOJISIET TOBOPUTH O HEKOTOPOMN aHAJIOTMM C M3BECTHOM MPoOIeMoi MOMCKa Mak-
CHUMaJIBHOTO 3HA4YCHUsI HEIMHEHHOCTH OyneBOoW (QyHKIMH ISl Cilydas HE4ETHOTO
yycla MePEMEHHBIX.

OTKpBITOH MpoOIEeMOi SABISETCS MOJIHAs XapaKTepu3anusl M ONHMCcaHue Kiac-
COB AKBHBAJICHTHOCTH CaMOyaJIbHBIX M aHTH-CAMOIyaJIbHBIX OCHT-(QyHKIUHA. DTOMY
U JPYTMM BOIIPOCAaM, CBSI3aHHBIM C CaMOAyalbHBIMH W aHTH-CaMOIyaJbHBIMU
OCHT-(QYHKIMSIMU, TOCBSMIEH psill pabOT POCCHHCKUX W 3apyOekHBIX aBTOPOB. B
YaCTHOCTH, JIaHHBIE KJIacChl OHT-(QyHKIMI ObIIIM OTPasKeHBI B pa0OTax TaKHX UCCIIe-
nosareneit, kak C. Carlet, X.-D. Hou, P. Sol¢, B. A. 3unoBses, J. Rifa, S. Mesnager,
T. Helleseth, B. Preneel u mp.

B uactHocTH, B pabote C. Carlet u ap.’* 61T MOJMTydYeH sl KOHCTPYKIMM, a
TaKXe ONHMCAHBI HEKOTOPBIE CBONCTBA caMOyanbHbIX OeHT-QyHKuuil. [Ipencrasiena
KIaccu(UKaIs caMOAyalbHBIX OeHT-pyHKIMN OT 2,4,6 MepeMeHHbBIX M BCeX KBa-
PaTUYHBIX CaMOXYyaJbHBIX OCHT-QYHKIMH OT 8 MepeMEHHBIX OTHOCHTENBHO MPeod-
pa30BaHUs, COXPAHSIOIIEr0 CaMOAyalbHOCTh. [1okazaHo, 4To paccTosHIE XIMMHUHTA
MEXIy CaMOAyallbHOW M aHTHU-CaMOIyalbHOH OCHT-(QYHKUMSAMH OT 7. IIEPEMEHHBIX
paBHO 27!, PaccMOTpeHb! CBOMCTBA XapaKTePHCTHUECKOTO BEKTOPA CAMOLYaIbHOM
6enT-pynkuun. B padore X.-D. Hou? mpusenena kiaccudukalus BceX KBaapa-
TUYHBIX CaMOAYalbHBIX OCHT-(YHKIIMH OTHOCHUTEIBHO ICWCTBHUS OPTOTOHAIBHOU
IPYNIIbl, OCHOBaHHAsl, B TOM YHCIIE, Ha KJIacCH(UKALMU MHBOJIOTHBHBIX CHMILICK-
THYECKUX Marpull. Knaccudukanuio KBaapaTHYHBIX U KyOMYECKHX CaMOIyalbHBIX
OeHT-QyHKIMIT OT 8 NepeMEeHHBIX OTHOCHTENBHO INPeoOpa3oBaHMs, COXpPaHSIIOLIe-
ro caMmojyaJbHOCTh, MOXHO HaiiTh B cTarhe’®. BepxHss OlEHKa KOJMYECTBA
caMOIyallbHBIX OCHT-QYHKINH, TONTy4YeHHas Ha OCHOBE WX B3aWMOCBS3H ¢ (op-
ManbHO CaMOXYalbHBEIMH OEHT-(yHKIMAMH, HpeicTaBicHa B pabore’’. B cTaThax
S. Mesnager?®, a taxske J. Rifa u B. A. 3unobeBa’’ npejioxkeHsl airedpandeckue
U KOMOWHATOpHBIE KOHCTPYKIMHM CaMOIyaJbHBIX OCHT-(QYHKIUi. AnreOpanyecKuM

24C. Carlet, L. E. Danielsen, M. G. Parker, P. Solé. Self-dual bent functions // Int. J. Inform. Coding
Theory. 2010. Vol. 1. P. 384—399.

25X.-D. Hou. Classification of self dual quadratic bent functions / Des. Codes Cryptogr. 2012.
Vol. 63, no. 2. P. 183—198.

26T, Feulner, L. Sok, P. Solé, A. Wassermann. Towards the classification of self-dual bent functions
in eight variables // Des. Codes Cryptogr. 2013. Vol. 68, no. 1. P. 395—406.

27]. Y. Hyun, H. Lee, Y. Lee. MacWilliams duality and Gleason-type theorem on self-dual bent
functions // Des. Codes Cryptogr. 2012. Vol. 63, no. 3. P. 295—304.

28S. Mesnager. Several New Infinite Families of Bent Functions and Their Duals // IEEE Trans.
Inform. Theory. 2014. Vol. 60, no. 7. P. 4397—4407.

2], Rifa, V. A. Zinoviev. On binary quadratic symmetric bent and almost bent functions.
arXiv:1211.5257v3.
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KOHCTPYKISAM OCHT-(DYHKIMH U caMOJyalbHbIX OCHT-()YHKIMHA, OCHOBAaHHBIM Ha UC-
T0JIb30BAHAN MHBOMIONMH, TOCBAmEHbl pa6oTsr’ >3,

Lenblo naHHON PabOTHI ABISIETCS UCCIEIOBaHUE B3aUMOCBSI3U MEXIY CBOM-
CTBaMH OTOOPa)XEHHSI ITyallbHOCTH M €T0 HETOIBMXXHBIX TOYEK — CaMOIyaJIbHBIX
OeHT-QyHKINH, a TakKe H3ydeHHE METPHUYECKHX CBOWCTB CaMOIYyalIbHBIX OEHT-
¢yHkmmit. B paboTe 10Ka3aHO, YTO MHOXKECTBA XapaKTEPHCTHUECKHX BEKTOPOB
CaMOJyallbHbIX U aHTH-CAMOAYaJIbHBIX OEHT-QYHKLHUI OT 1 > 4 epeMeHHbIX JIMHEH-
HO MOPOXK/IAIOT COOCTBEHHBIE MOANPOCTpaHCcTBa Marpuibl CuibBecTpa — Ajamapa,
KOTOpasi ONpeAeiseT OTOOpaKeHHE NYaJIbHOCTH B TEPMHHAX XapaKTEPUCTHYECKUX
BEKTOpOB. J[0Ka3aHo, YTO HE CYIIECTBYET M30METPUYHOTO OTOOPAXKEHHS MHOXKECTBA
Bcex OyneBHIX (PyHKIHI OT 1 IEpEMEHHBIX B ce0si, KOTOpOoe KaxIoil OeHT-pyHKIHn
OT 71 IEPEMEHHBIX CTaBUT B COOTBETCTBUE TyalbHYIO K Hell (yHkimo. Takum obpa-
30M, OTOOpa’keHHe AyaJIbHOCTH HE MOXKET OBITh JOONpPENENeHO A0 M30METPUYHOTO
oToOpakeHUs Bcex OyaeBbIX (DYyHKIHMH OT 1 mepeMeHHBIX B cebst. [lomHoCThIO onu-
caHa rpynma aBToMOp(ru3MOB MHOXKECTBA CaMOAYaJbHBIX OeHT-QyHKIHMHA oT n > 4
nepeMeHHbIX. J[0Ka3aHo, YTO N30METPUYHOE OTOOpa)KeHUE BCEeX OyleBBIX (DYHKIMH
OT N > 4 TIepeMEHHBIX B ce0sl COXpaHSET PacCTOSHUE MEXOY KaKIOoW OCHT-(YHK-
Med M JyajbHOW K HEH, €CIM M TOJBKO €CJM OHO SIBJISIETCS DJIEMEHTOM TPYIIIIbI
aBTOMOP(H3MOB MHOXECTBA CaMOyaJIbHbIX OCHT-(QYHKIMI OT 7 IepeMeHHbIX. J{aH-
HBIE PE3YyJIbTaThl IO3BOJISIIOT TOBOPHTH O TECHOM CBSI3M CBOMCTB OTOOpaKeHMs
JIYaJIbHOCTH M METPHUYECKHX CBOHCTB caMOAyaJbHBIX OeHT-QyHKIuHA. VccienoBaHsl
METPHYECKHE CBOWCTBA caMOyalbHbIX OeHT-QyHKIuH. [TomydyeHa urepaTtnBHas KOH-
CTPYKIIUS CaMOIyaIbHBIX OCHT-(OYHKITHH, TTO3BOJISIONIAS 110 Mape U3 MPOU3BOIBHON
caMOJyallbHOI M aHTHU-CaMOIyalbHOH OEHT-(QYHKLUUH OT 1 MEepPEeMEHHBIX MOCTPO-
UTh 4 caMOIyaJbHBIX OEHT-QYHKIUH OT 7 + 2 NEepeMEHHBIX.

OCHOBHbBIE N0JIOKEHHS], BBIHOCMMBbIE Ha 3alIUTY:

1. Jloka3aHO, YTO MHOXKECTBA XapaKTEPUCTHYECKUX BEKTOPOB CaMOMyalbHBIX

U aHTH-CAMOAYaJbHBIX OCHT-QYHKUMH OT 1 > 4 NepeMeHHbBIX JIMHEeH-
HO TOPOXKIAIOT COOCTBEHHBIE IMOIIIPOCTPaHCTBA Marpuilpl CuibBecTpa —
Anamapa, COOTBETCTBYIOIIUE COOCTBEHHBIM YHCIIAM on/2 y (72”/ 2), COOT-
BETCTBEHHO.

2. OnmcaHpl TPYMITBI aBTOMOP(H3MOB MHOXXECTB CaMOAYalbHBIX W aHTH-

caMoJyalbHBIX OCHT-QYHKIHHA OT 1 > 4 MepeMEeHHbIX.

3. YcraHOBIEHO, YTO TpyIIa aBTOMOP(U3MOB MHOXXECTBA CaMOyabHBIX

OeHT-(QyHKIMIT COBIIaJaeT C MHOXKECTBOM HM30METPHUYHBIX OTOOpaKeHHH
Bcex OyneBbIX (YHKIUH OT n > 4 IepeMEeHHBIX B ce0sl, COXPaHSIOMNX pac-
CTOSTHHE XAMMHUHTA MEXITy KakIoH OCHT-QyHKIHEH 1 TyalbHOW K HEH.

4. Jloxa3aHO, YTO MHOXXECTBO OyNeBBIX (YHKIHH, MaKCHMaJIbHO yHalEH-

HBIX OT MHOXXECTBA CaMOJyalbHBIX (QaHTHU-CAaMOJIYaJIbHBIX) OCHT-(QYHKLUHA

30R. S. Coulter, S. Mesnager. Bent Functions From Involutions Over Far // IEEE Trans. Inform.
Theory. 2018. Vol. 64, no. 4. P. 2979—2986.

31G. Luo, X. Cao, S. Mesnager. Several new classes of self-dual bent functions derived from
involutions // Cryptogr. Commun. 2019. Vol. 11, no. 6. P. 1261—1273.
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0T n > 4 mepeMeHHBIX, COBIAaaeT ¢ MHOXECTBOM aHTH-CaMOIyalbHBIX (ca-
MOAyaJbHBIX) OEHT-(QYHKIMH OT 1 IepeMeHHBIX. TakiuM 00pa3oM, JToKa3zaHa
MeTpHYECKasi peTyIIIPHOCTh MHOXKECTBA (aHTH-)CaMOyaIbHBIX OCHT-(YHK-
LUH OT 1 IEPEMEHHBIX.
5. HaiineH mosHBIA CHOEKTp pacCTOSHUNA X3MMUHIA MEXIY CaMOLyajlbHbIMU
OenT-dyHKnmaMu u3 kiacca Maiiopana — Mak®apnanna.
HayuyHasi HOBH3HA M 3HAYUMOCTBL: Pa0oTa HOCHT TEOpeTHYEeCKHil Xapak-
Tep. Bce pesymprarel auccepTandé SIBISIOTCS. HOBBIMM M CHAOXEHBI IOIHBIMU
JloKa3arenbcTBaMu. I1oirydeHHble pe3ybTaTbl MOTYT ObITh UCIIOJBb30BAHBI YIS Jailb-
HeWIIero M3y4eHWs CBOMCTB OTOOpa)KeHWS NyallbHOCTH, a TAKXKe CaMOIyalbHBIX
U aHTH-CAMOAYaJbHBIX OeHT-QyHKumil. Hampumep, I TOHMCKa CHEKTpa pac-
CTOSIHUM XOMMHUHra MEXIy CaMOAyalbHBIMH OCHT-(QYHKIHMSIMH, KiacCH(HUKAILIN
caMOAyaJIbHBIX OeHT-(QYHKIUIT OTHOCHUTEIFHO H30METPUYHBIX OTOOpaXKeHUH, coxpa-
HSIOMIUX CAMOJYalbHOCTb.

MeTo10JI0THsI 1 METONBI HCCAEI0BAHUSA. B 1muccepTanuu  HCIOIB3YIOTCS
KOM6I/IHaT0pH])le METOJbI U METOABI AWCKPETHOI'O aHaliu3a, arrapar JIMHEHHOM
anreOpbl. s W3ydeHUs METPHUUYECKUX CBOMCTB CaMOIyalbHBIX OCHT-(QYHKIUI
HCIIOIb3YETCSl COOTBETCTBUE MEXK/IY XapPAKTEPHUCTHUSCKHMHU BEKTOPAMH CaMOJyallb-
HBIX U QHTHU-CAMOIYaJlbHbIX OCHT-QYHKIUN ¥ COOCTBEHHBIMU BEKTOPAMH MATPHIIBI
CunbsBectpa — Agamapa.

Anpodanus padoTsl. Pe3ynsrarsl paboTH JTOKITAIBIBAIHCE HA CIICIYFOIINX
KOH(epeHIusIAX W ceMmuHapax: MexayHapoaHas koHpepeHims «Sequences and
Their Applications (SETA 2020)» (r. Canxr-IlerepOypr, 2020 1), MexnyHa-
ponnas xoHGepenims «Boolean Functions and their Applications (BFA 2019,
BFA 2020)» (Uranus, r. ®nopenmus, 2019 r.; Hopeerus, 1. Jloen, 2020 1.), Cumrto-
3uym «CoBpemenHsie TeHIeHInH B kpunrorpadun (CTCrypt 2019, CTCrypt 2020)»
(Kammaunrpanckas obnacts, I. CBetnoropcek, 2019 r.; MockoBckast obmacts, 2020 1),
MexayHapoIHbIi ceMuHap «JluckpeTHas MaTeMaruka u ee nprioxeHus» (Poccus,
. Mocksa, 2016 r.), Cubupckas Hay4qHas IMIKOJIa-CEMHHAP C MEXIyHapOIHBIM yda-
ctueM «KomnbrorepHas 6ezonacHocts u kpunrorpadust (SIBECRYPT)» (r. HoBocu-
oupck, 2015 r; r. HoBocubupck, 2016 r; . KpacHosipck, 2017 ; . Abakan, 2018 t;
r. Tomck, 2019 1), cemuHap uccienoBarenbckoro meHrpa Selmer Center in Secure
Communication (Hopserus, . bepren, ¢espans 2020 1.), cemuHapsl «J{uckpeTHbIi
aHanuz», «Teopust xoaupoBanus», «Kpunrorpadus n kpunroananus» VHcrutyra
maremaruku uM. C. JI. CoboneBa CO PAH u xadenps! Teopernueckoil KuOepHeTH-
ku MM® HI'Y, cemuHap otaena teopetmueckoii kudepnernku UM CO PAH.

Conep:xanue padoThl

Bo BBeaeHHMH 000CHOBBIBACTCSI aKTyaJbHOCTh HCCIIEJOBAHHUM, MPOBOAMMBIX
B paMKax JIJaHHOW JMCCEPTallMOHHON paboThl, MPUBOAUTCS 0030p Hay4yHOIl JHTEepa-
TYpHI 110 U3y4aeMoii mpobiieme, GpopMyaupyeTcsi Lenb paboThl.
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IlepBas rnaBa sBisieTcsi 0030pOM M3BECTHBIX PE3YJBTaTOB 110 CBOWCTBaM
OTOOpaKeHUsI AyajlbHOCTH, OTHOIICHWS Panes, a Takke caMoAyajlbHBIM M aHTH-
caMofyanbHbIM OeHT-(QyHKIUsIM. [IpuBeneHbl HM3BECTHbIE KOMOWHATOpPHBIC M all-
reOpandeckrue KOHCTPYKLMH CaMOAYaIbHBIX U aHTH-CAMOIYalIbHBIX OCHT-(YHKIHH,
a TaKXKe AITOPUTMbI MEPEYUCICHUS] BCEX CaMOJyalbHbIX M aHTHU-CaMOIyallbHBIX
OeHT-QYHKIUI OT 7 TEPEeMEHHBIX, CTENEHb KOTOPBIX HE IPEBOCXOAUT 3apaHee
(ukcupoBaHHOTO Ynciia. PaccMOTpEHBI M3BECTHBIE PE3yNbTaThl 10 KJIaCCU(pHUKAIN
caMofyanbHbIX OeHT-QYHKUMA oT 7 < 8 mepeMeHHBIX. OnHcaHa KiacCH(pUKaLUs
KBaJPaTHYHBIX CaMOIYyaJbHbIX OeHT-(QYHKUMHA. IlepednciieHsl BepXHHE OLCHKH KO-
JMYECTBA CaMOIyallbHBIX OCHT-(QYHKIHMIL, a TaKKe HIKHHUE OLCHKH, IOJy4eHHBIC Ha
OCHOBE H3BECTHBIX KOHCTPYKLUM.

Yepes SBT(n) 0603Ha4MM MHOXECTBO CaMOIYalmbHBIX OEHT-(GYHKIHMIT OT 7
HepeMEHHBIX, a uepe3 SB™ (n) — MHOXKECTBO aHTH-CaMOIYyalbHBIX OEHT-(YHKIIUI
OT 7N TIEpPEMEHHBIX.

O0630p raBel 1 omyOnukoBaH B [4].

Bo BTOpOIJi rmaBe n3ydaroTcsi KOMOMHATOPHBIE CBOWCTBA OEHT-(QYHKIHIL.

Hycts fo,f1,f2,f3 — OeHT-QyHKIUHE OT 1 TIEpeMeHHBIX. PaccMoTpuM OynieBy
¢yHKMIO f OT N + 2 IepeMEeHHBIX, ONPENEIEHHYIO CIEAYIONMM 00pa3oM:

f(OO,J)) = fO(x)a f(Ol,l‘) = fl(x)7 f(lovx) = fQ(m)a f(ll,x) = f3($), US IFS'

Teopema 1. benm-gyuxyus f om n+ 2 nepemennuvlx, onpederénnas yKa3auHolM 6bl-
ute cnocobom, ABIAEMCs CAMoO0yairbHOU Mo20a U MOAbKO Mo20d, Ko2od cyuwecmayem
napa benm-gpynxkyui g1,92 € B, u 6ynesea gynxyua h € F,, makue, umo

—_~

fo = g2, fi=g®h, fo=a1, fa=gedhal,

u QyHryuu g1,92,h yoosnemsopsiiom ciedyroujeii cucmeme

h=g1 B g2 g1 D Go,

g1 @h=0g1Dh,
G2DPh=0gDh,
91D g2 =h(g1Dg2).

JlaHHBIA pe3ynbraT ONKMCHIBACT caMoayajbHble OeHT-(QYHKIMH OT 7 + 2 Tie-
PEMEHHBIX, BEKTOP 3HAUYCHUH KOTOPBHIX SBISIETCS KOHKaTEHALMEH YeThIpEX BEKTOPOB
3Ha4CeHUH OeHT-(QYHKIUI OT n TepeMEHHBIX.

Kax 6bu10 CKa3aHO paHee, AeiicTBHE 0TOOPaKEHHUS NyaJbHOCTH Ha OSHT-(QyHK-
muto f € BB, MOXeT OBITh IIPEACTABICHO B BUJIE YMHOXXCHHUS XapaKTEPHCTUUCCKOTO
BeKTOpa JaHHOoW (yHKIMK Ha Marpully CuibBectpa — Anamapa. C UCIONb30BaHUEM
UTEPAaTHBHBIX KOHCTPYKIMH CaMOJyalbHBIX OCHT-(YHKLHWI, MOJy4yaeMbIX C ITIOMO-
mpto Teopemsl 1, mokasaHa ciemyronias
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Teopema 2. Muoowcecmea XapakmepucmuyecKux 6eKmopos camoOyalbHbiX OeHm-
Qdyukyuil u aHmu-camooyanbHelx OeHm-@yHKyuti om n = 4 nepemeHHvIX TUHEUHO
noposcoaiom cobcmeenuvle noonpocmparcmea mampuyvt Curbeecmpa — Aoamapa,
coomeemcmeayiouue cobemeennvim uuciam 22 u (—2"/2), coomeemcemeentio.

TakuM 00pa3oM, MHOXECTBa CaMOIyaJbHBIX M AHTH-CAMOILYaJIbHBIX OEHT-
¢GyHKIMH OT n > 4 IepeMeHHbBIX MOJHOCTBIO XapaKTepH3yIOT COOCTBEHHBIE
noanpocTpancTea Marpunbl CunbBectpa — Anamapa. Ilycte f € B, — mpous-
BONbHAs GenT-Qynkmms, u Ft, F~ € R?" — npoekuun eé XapaKTepHCTHYECKOTO
Bextopa (—1)f Ha cobcTBeHHBIE MOAMpPOCTpancTBa MaTpusl CHiTbBECTpa — Anama-
pa, COOTBETCTBYyIOMME COGCTBEHHBIM 3HaueHHsM 2™/2 u (—2"/2). Torma neiicTBue
O0TOOpaKeHUs TyaIbHOCTH Ha (YHKIHIO f OMHCHIBAETCS CXEMOH

Ft4F =) — (1) =Fr - F,

npu 31oM B cuiy Teopemsl 2 npoekiuu F'™ u F'~ ecTh IuHeliHble KOMOMHAIIUM Xa-
PaKTEPUCTUICCKUX BEKTOPOB CAMOIYalTbHBIX H aHTH-CAMOIYaIbHBIX OCHT-(QYHKIHN
OT N TIEPEeMEHHBIX.

Pesynprarel maBsl 2 onybnukoBaHsl B [2; 4; 10; 13; 15].

B Tpertbeii rnaBe M3y4aroTCs CBOWCTBAa OTOOpPaXCHUS ITyallbHOCTH, IIOJHO-
CTBIO OIKCBHIBAIOTCS TPYMIbI aBTOMOP(GU3MOB MHOKECTB CaMOAYAJIbHBIX U aHTH-
caMOAyalIbHBIX OCHT-(OYHKIMI. YCTaHABIMBACTCS CBS3b MEXKAY JAHHBIMHU IPyIIaMU
U METPUYECKHMHU CBOMCTBAMH OTOOPAKEHUS ITyaTbHOCTH.

OTtoOpaxeHue, onpeaenEHHOe Ha MHOXECTBE OyJIeBbIX (DYHKI[HIA, HAa3bIBACTCS
U3OMEempUYHbLIM, €CIIM OHO COXPAHSIET PACCTOSIHHE XOMMUHTA. B

Kak 0b110 0OTMEUEHO paHee, oTobpaxkeHne ayanbHocTH [ — f coxpaHser pac-
CTOsIHUE X3MMHUHTA.

Y1Bepxnenue 5. I[lpu n > 4 ne cywecmeyem uzoMempuyHozo OmooOpadceHus
MHOJICECMBA 8cex OYNesblX (DYHKYull om n NepeMeHHblX 6 cebsi, OMAUUHO20 Om
moocoecmseenno2o, 006aadarujeco mem cGOUCMBOM, YMO KalCOdsi CAMOOYanbHAs
Oenm-@yHKYUsL Om 1. NEPEMEHHbBIX ABIAEMCA €20 HeNOOBUNCHOU MOYKOLL.

JlaHHBII pe3ynbrar MO3BOJISIET CIENIaTh BBIBOJ O TOM, YTO HE CYLIECTBYET U30-
METPUYHOTO OTOOpaKCHHUS MHOXKECTBa BceX OYyIeBHIX (DYHKIUH OT 1 MEPEMEHHBIX
B ce0s1, KOTopoe KaI0il OCHT-(QYHKIMH OT 71 IEPEMEHHBIX CTaBHT B COOTBETCTBHE
IyanbHYI0 K Hed (yHkiuio. TakuMm o0pa3oMm, OTOOpaKeHHE TYabHOCTH HE MOXET
OBITh JOOIPENENICHO 10 U30METPHYHOTO OTOOpasKeHHUs BceX OyJeBbIX (YHKLUIT OT 1
MIEPEeMEHHBIX B CEOsl.

Ipynnoit asmomopgusmos (HUKCUPOBAHHOTO MHOXKECTBa OyJIEeBBIX (YHK-
uuit M C F,, Ha3bIBaeTcs Ipylia W30METPUYHBIX OTOOPaKCHHH MHOXKECTBa BCEX
OysieBbIX (YHKLUH OT 7 INEpeMEeHHBIX B ceds, OCTaBIIMIOIUX MHOXecTBo M Ha
Mecte. OHa o6o3Hagaercs yepe3 Aut (M).
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Yepes GL (n,F2) obo3uadaercst nonnas aunetinas epynna Mopsiaka n Hajx mo-
nem Fo. Opmoeonanvhou epynnot opsaka n Haj noinem o Ha3pIBaeTCs rpymnmna

On={L€GL(nFy): LL" =1,},

rae I, — eanHUYHAas Marpuua nopsaka n Hag nosiem Fo. I'pynna npeoOpazoBanwuid,
JISWCTBYIOLIMX Ha MHOXECTBE BCEX OyJIEBBIX (PYHKLUH OT 72 HIEPEMEHHBIX T10 ITPABUITY

f(@) — f(L(z @) © (cr) & d,

e L € O, ¢ € F}, wt(c) — uérnoe uucno, d € Fy, Ha3pIBaCTCS pacuupenol
opmozonanvroil 2pynnoii 1 ob6osHagaercs O,,.

Teopema 3. /[na n > 4 cnpasednugo
Aut (SB* (1)) = Aut (SB™ (n)) = O,.

Takum  o0Opa3oM, BCE H3OMETPUYHBIE OTOOPAKCHUS, COXPAHSIOIIUC
(aHTH-)caMOlyaIbHOCTh, MOJHOCTBIO XapaKTEpU3YIOTCS pPACIIMPEHHOH OpTOro-
HaJBHOHM Tpymmoi. B yacTHOCTH, OTCIOmA CIEAYeT, YTO CYLISCTBYIOIIMNA MOAXOA K
KITaCCU(UKAUK CaMOIYaIIbHBIX OCHT-(QYHKUMH SBISETCS CaMBbIM OOIIMM B paMKax
M30METPUIHBIX OTOOpaKeHWH MHOXKECTBa BCeX OyJIeBBIX (PYHKIIMH OT n IepeMeH-
HBIX, COXPAHSIOIINX CaMOIyalbHOCTb.

Jnst cnydast n > 4 TOJHOCTHIO OXapaKTepPU30BaHBI M30METPUYHBIE OTOOpa-
JKEHHS MHOXKECTBA BCeX OyJeBBIX (QYHKLIHUH OT 7 NEPEeMEHHBIX B ceOs, MEHSIONIHE
MECTaMU MHOXKXECTBa CaMOAYaJIbHBIX W aHTU-CaMOJYyaJIbHBIX 6CHT-¢)yHKHHIZ oT n
MEPEMCHHBIX. Hanuuwne JaHHBIX HW30METPHUYHBIX COOTBETCTBHM BO MHOTI'MX Cl1y-
Yasx IO3BOJISIET TPHUBHAIBGHBIM 00pa3oM IIEPEHOCUTH YTBEPXKICHHUS, KacaloIluecs
METPUYECKHUX CBOWCTB CAaMOIyaIbHBIX OCHT-(QYHKIHMII, HA aHTH-CaMOyaJIbHBIC OCHT-
(hyHKIUH, ¥ HAO0OOPOT.

WzomerpuyHOoe OTOOpaXKEHHE ¢ MHOMKECTBA BCEX OyleBBIX (QYHKIUIT OT 1
HIEPEMEHHBIX B ce0si OyleM HasbIBaTh NepecmaHOo80YHbIM ¢ OmobpadiceHuem 0yab-
HOCMU, €CII OHO TIEPEBOIUT MHOXECTBO OCHT-(QYHKIMHA OT 1 TEPEMEHHBIX B ce0s,
U I Kaxmou OeHT-GyHKiuu f € B, BBINOIHSICTCS

e ~

e(f) = o(f)-

C wucnonb3oBaHueM oTHouIeHHs Pasess OyneBoil (QyHKIMM IMOJTy4eHO IOJI-
HOE OIMCAaHWE W30METPUYHBIX OTOOPAXEHHH, OCTaBIAIOMMX Kiacce OCHT-(QYHKIMH
OT 1 > 4 TepeMEHHBIX Ha MECTE W COXPAHSIOIINX PAcCTOSHUE X3MMHHIA MEXIY
Kaxoi OeHT-QyHKIMeH 1 TyaldbHOH K Hel, Takke oXapaKTepH30BaHBI BCE 0TOOpa-
JKEHUsI, IEPECTAaHOBOYHbIE C OTOOPAKEHUEM AyallbHOCTH.

Teopema 4. IIycmb ¢ — usomempuunoe omobpasiceHue MHOHCECMBa 8cex 06)1eabix
@yuxyuii om n > 4 nepemennvix 6 ceos. Toeda credyouue yCio8us IKGUSAIEHMHDL:
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1) p nepecmarnogouro ¢ omobpasicenuem OyarbHOCMU,

2) © ABAAEMCA IEeMEHMOM 2PYNNblL A8MOMOPPUIMO8 MHONMCECMEa beHm-QyHK-
yuti om M NepeMeHHbiX U COXpaHsem paccmosaHue XoMMUHea MexHcoy
Kaoicoou benm-gyuryuetl u OyaibHOU K Hell;

3) @ asrsemca dneMeHmom epynnbl A8MOMOPPUIMOE MHONHCECTHBA CAMOOYalb-
HbIX OeHm-@YyHKYULL OM N NEPeMEeHHbIX.

Takum 00pa3oM, MHOXXECTBO W30OMETPHYHBIX OTOOpPaKEHUH, COXPaHSIOLUIMX
paccTosiHue MeXIy OeHT-(QYHKIHMEH M JyajdbHOW K HEH, COBMNAJaeT C TpyNIon aB-
TOMOP(HU3MOB CaMOAYaJbHBIX OCHT-(QYHKIWH. DTO MO3BOJISACT TOBOPUTH O HAIWIHU
TECHOU CBSI3M MEXKIY CBOHCTBaMH OTOOPaXCHUS TyaTbHOCTH M METPUICCKHMHU CBOM-
CTBaMU (2HTH-)CaMOIyalbHBIX OCHT-(QYHKITHI.

Pesynerare! maBsl 3 omyOnukoBaHsl B [2—4; 9; 11—14].

B 4erBéproii m1aBe HaliJeHO MHHUMAJBHOE PACCTOSHHE MEXIY CaMoIy-
QNBHBIMU OCHT-QYHKIUSAMH, a TaKXKe OIHCAaHBl MHOXECTBa OyJIeBBIX (DYHKIIHH,
MaKCHMAaJbHO yNaJEHHBIX OT MHOXECTB (@HTH-)CaMOIYaIbHBIX OCHT-(QYHKITHHA.

YrBepxknaenne 14. Ilycme n > 4, mozoa mMuHumaibHoe paccmosiHue XomMmuHed

MeNHCOY PAZTUUHBIMU CAMOOVATbHLIMU OeHM-(DYHKYUAMU OM N NEPEMEHHbIX pPA6-
2

o 2"/2.

C nCronb30BaHUEM JITAaHHOTO YTBEPKACHHS, a TaKXKE W3BECTHBIX M30METpHU-
HBIX B3aMHO OJHO3HAYHBIX COOTBETCTBHH MEXIY MHOXECTBAMH CaMOIYyaJbHBIX
U aHTH-CaMOIyaJbHbIX OCHT-QYHKIMHA OT m > 4 NepeMeHHBIX, IOKa3aHO, YTO
MHHIMAJIbHOE PacCTOSHHE XOMMHUHIA MEXKAY PA3INYHBIMU aHTH-CAMOAYyaJbHBIMU
GeHT-QYHKIMAMHI OT 1 > 4 TIePEMEHHBIX TaKxke paBHO 2™/2.

Jlns coyas n = 2 umeem SB(2) = {122, 2120 @ 1} — naunbie dyHKimumn
SIBIISIIOTCS] OTPULAHMAMHE JPYT APyra M HaxXo#sTcs Ha paccrosHum 2", Ho mpu n > 4
paccTostaue 2"/2, sBisIONmEecs MUHAMANBHBIM PACCTOSHHEM MEXIy PasIHIHBIMU
OCHT-QYHKIMSIMH OT 7 TIEPEMEHHBIX, JOCTHKUMO TakKe U Ha (aHTH-)CaMOIyalTbHBIX
OeHT-(QyHKIUIX.

OxapakTepru30BaHbl MHOXKECTBA OyJIeBbIX (YHKIMH, HAXOISAIIUXCS HA MaKCH-
MaJIbHOM YJaJICHUH OT MHOXXECTB (@HTH-)CaMOIyalIbHbIX OCHT-(DYHKIHMH.

Teopema S. Ilycms n > 4, moeoa
— Mnuooicecmeo Oynesvix @yHkyuil, MAKCUMAIbHO YOUIEHHBIX OM MHONICECTNEA
camooyanbHblX GeHm-@yHKYull om n NepemMeHHbIX, CO8naddaem ¢ MHOCe-
CMBOM AHMU-CAMOOYANbHBIX OEHM-DYHKYULL OM 1. NePEeMEHHbLX,
— Mnooicecmeo Oynesvix (yHkyuil, MaKkCUMaIbHO YOAIEHHBIX O MHONCECTNEA
AHMU-CAMOOYATIbHBIX OeHM-BYHKYULL OM N, NePeMEeHHbIX, CO8naAdaen ¢ MHO-
JHCECTNBOM CAMOOYANbHBIX DEHM-QYHKYULL OM N NEPEMEHHDBIX.

MHOXECTBO BEKTOPOB, MaKCHMaIbHO ymHaaCHHBIX oT MHOXkectBa A C 7,
obo3Hagaercs yepe3 A. MHOKeCTBO A HA3BIBACTCS MEMPUUeCKU peyiisipHbIM, €C-

1 A = A. MHOxecTBO OyJeBbIX (YHKIHMN HA3bIBACTCS MEMpUYecKU pecyiapHbiM,
14



€CIIM METPUYECKH PETYJSIPHBIM SIBISETCS COOTBETCTBYIIEE €My MHOMKECTBO BEKTO-
pPOB 3Ha4YEHMI.

Teopema 6. Muooicecmea camoOyanvbHblX U AHMU-CAMOOYANbHBIX OeHm-@yHKYUIL
OMm M NEPEMEHHBIX AGNAIOMC MEMPUYECKU PeSYIISIPHLLMU MHONCECMBAMU.

Hcnonb3yst ABOMCTBEHHOCTh MEXIy CaMOAyaJbHBIMH M aHTH-CaMOyasbHBI-
MH OeHT-(QYHKIMSIMH, BBITCKAIONIYI0 U3 MPUBEAEHHBIX BBIIIE PE3YIbTATOB, MOKHO
OTIPEAEINTD AaHHbIE (DYHKIMU B METPHUECKOM CMBICIE: CaMOIyaibHas OeHT-(QyHK-
U OT N > 4 TIepeMeHHBIX — 3T0 OyieBa (QyHKIUSA OT N MEPEMEHHBIX, MAKCUMAJIBHO
yaanéHHas OT MHOXECTBAa aHTH-CaMOAYaJIbHbIX OCHT-(YHKLUHUI OT 1 HEPEeMEHHBIX.
AHaNorn4yHOE YTBEPXKJCHUE MOXHO C(OpPMYIHpOBaTh JUIS aHTH-CaMOIyalbHBIX
OeHT-QyHKIHH.

Pesynbrarel maBel 4 omyonukoBaHel B [2; 4; 10; 13; 14].

B nsiToii m1aBe nccieayoTcs pacCcTOSHAA XOMMUHTA MEKAY CaMOIyalbHBIMU
OeHT-(YHKIMSAMH M3 OTHOTO M3BECTHOTO Kjacca.

BeHT-QyHKINU OT N MEepeMEHHBIX, IPEICTaBUMbIC B BHJIE

flay) = (z,7(y)  g(y), vy e Fy'?,

TJe m — NepecTaHOBKA Ha MHOJKECTBE IFS/ ’a g — OyneBa QyHKIHS OT n/2 IepeMeH-
HBIX, (DOPMHUPYIOT XOPOIIO HM3BECTHBIA Kiaacc Mbdiuopana — MaxPapranoa (1973).
JlaHHasT KOHCTPYKITUS SBJISIETCSI OHOM M3 TEPBBIX KOHCTPYKIMH OeHT-QyHKIuH, €€
MOIIIHOCTh AAa&T XOPOILUYI0 HW)KHIOI OLIEHKY KOJWYECTBA JIAaHHBIX (DYHKLHIL.

Yepes SBj\,1 (n) 0003HAYNM MHOXKECTBO CaMOAyalIbHBIX OCHT-QYHKUHMIA OT 7
TIepeMEeHHbIX U3 Ki1acca Maitopana — Max®apnansa, a uepes SB), ;(n) — MHOXeCTBO
AHTH-CaMOIyaJbHBIX OCHT-(QYHKIUI OT n MepeMEeHHBIX U3 JaHHOTO Kiacca.

TlonyuyeH mMONHBINA CHEKTP PacCTOAHUM X3MMHHIA MEXIYy CaMOIyalbHbIMH
OeHT-GyHKUMAMH U3 Kiacca Maliopana — Mak®apnaHna.

Teopema 7. [Tycms f,g € SBY,(n) U SB,(n), mozda ecau
- fe SBL(n), a g € SBy(n), mo dist(f,g) = 2",
- fg € SBiy(n) ww fg € SBy(n), mo npu n = 2 umeen
dist(f,g) = 2" (ecau f # g), a npun > 4 cnpageonuso

dist(f,g) € {2" ", 2" ' x2" "1 r=0,1,...,n/2 - 1,
u ece npueeéé’nnbze paccmostnusi OOCTNUICUMDBL.

U3 TeopeMmsl 7 creayet, 4To Npu n > 4 MUHUMaJIbHOE paccTosiHue XOMMHUHTa
MEXJIy PaccMaTpPUBAEMbIMH PA3IHUYHBIMU (DYHKIMAMH COCTaBIseT 2" 2.

Pesynprarer maBel 5 omybnukoBaHsl B [1; 6; 7; 13; 14].

BaarogapHoctu. f BeIpaxkaro HCKPEHHIOW OJ1arofapHOCTh CBOEMY HAYYHOMY
pyxoBoautento Haranse HukonaesHe TokapeBoil 3a MOCTaHOBKY MHTEPECHBIX 3ajad,
MOJIOKUBIIMX HAYAI0 MOMM HCCIIEOBAHUSAM, TOCTOSIHHYIO M BCECTOPOHHIOIO TOJ-
JIEPXKKY, a TaKKe LEHHbIE COBETHI U 3aMeyYaHusl, O3BOJIMBIINE [T0-HOBOMY B3IJISIHYTh
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Ha MHOTHE BOIIPOCHI, paccMarpuBaeMble B pabore. [Ipunomy cBoro Onaromap-
HOCTh PYKOBOAMTEIIIO JIAOOpATOPUH JUCKPETHOTO aHanm3a MHCTHTyTa MareMaTHKH
mMm. C. JI. Cobonea CO PAH Amnekcannpy Anapeesumdy EBnokmmoBy U e€ co-
TpyAHUKaM, B 4acTHOCTH, Hukonaro AnekcannpoBudy Komomeiiny u Bnagumupy
Hukomaesuuay IloTamoBy, 3a BHUMaHHE K paboTe, EHHBIE COBETHI M MPEIIOKCHHUS.
Xorenock Obl BHIPa3uTh OJIAaroIapHOCTh PELIEH3CHTaM MOWX CTaTed M TE3HCOB 3a
yKa3aHHME LEHHbIX 3aMEUaHUi U JOMOJHEHUI, MO3BOIMBIIMX YIYy4YIIUTh Kau€CTBO
paboT. Beipaxkaro pH3HATENBHOCTD KOJUIEKTHBY HCCIIE0BATEIbCKOTO IIeHTpa Selmer
Center in Secure Communication (Hopserus, r. bepren) 3a mposiBICHHBI HHTEpEC
K MOJy4EHHBIM pe3yibTaTaM, a TaKKe IOJIC3HbIe 3aMedaHus. Beipaxato Gmaromap-
HocTh [lerncy CranucnaBoBudy KpoToBy, B3sBIIeEMy Ha ce0sl TPy MPOYUTATH TEKCT
pykonucu. OTHENBHO XOTeNoch Obl MOOJIAarogapuTh CBOMX KOJUIET — AHACTaCHIO
Anexcanapony [oponunoBy, Baneputo Anekcannposny Unpucosy u Anexces: Kon-
cranTHHOBHYa O0IayXoBa 3a HHTEPECHYIO U IUIOZOTBOPHYIO COBMECTHYIO paboTy, a
TaKKe IPYyKECKYI0 atMocdepy.

Iyéauxanuu. Pe3ynsTaTsel o TeMe IUCCEPTAllUU M3JIOKEHBI B 15 MeuaTHBIX
U3JaHuAX, 4 U3 KOTOPBIX M3JaHBI B XKypHaJax, pekoMeHnoBaHHEIX BAK, a Taxxe
nHnexcupyemsix Web of Science m Scopus, 11 —B Te3ucax DOKIauo0B.

O0beM M cTpyKTypa padorhl. [Juccepranusi COCTOUT U3 BBEAEHHUS, [IATH IJIaB
u 3akrodeHns. [lomHerid 0o0beM auccepranuu 134 cTpaHui Tekcra ¢ 9 Tabmumamu.
Crmcok nuteparypbl coaepkut 100 HauMeHOBaHUA.

B 3akii04eHHH NIpUBEICHBI OCHOBHBIE PE3YyJIbTaThl paboTHI.
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O0mas xapakTepucTHKa padoThl

AKTYyaJIbHOCTb M CTelleHb Pa3padoTAHHOCTH TeMbl HccJaeqoBaHus. B nan-
HOIl paboTe M3y4aroTcsi METPHYECKUE CBOWCTBA IOAMHOXKECTB NpocTpaHcTBa FI
("4acTo Ha3BIBAEMOTO 0)71e6biM KYOOM PA3MEPHOCTH 1), B YACTHOCTH, CBOHCTBO MET-
pHYECKON PEryJIsiPHOCTH W CBS3aHHBIC C HUM TIOHSATHUS U OOBEKTHI.

[puBenéM HECKOBKO HEOOXOAUMBIX ONPEACIICHHUI.

Iycts F7 = {0,1}" — MHOECTBO JBOMYHBIX HAaOOPOB [UIMHBI 1, paccMar-
puBaeMoe KaK BEKTOPDHOE IPOCTPAHCTBO Haj moneM Fy. Paccmosnuem Xommunea
MEK/1y JBYMsI JIBOMYHBIMH BEKTOPAMH Ha3bIBAeTCsl YHCIIO TAKUX KOOPAWHAT, B KOTO-
PBIX 3TH BEKTOPBI paziudarorcs. Paouycom noxkpeimus p(X) muoxecrsa X C FJ
Ha3bIBaeTCsl HanOoJbIee U3 PacCTOSHUH OT BekTopoB 4 no mMHOxecTBa X. Haso-
BEM Mempuueckum OONOTHeHUem X mHOKecTBa X MHOKECTBO BCEX BekropoB F1,
HaXOJSIIMXCS HA MAaKCHMallbHOM BO3MOXKHOM DPAacCTOSHUM OT JIAHHOTO MHOXECTBA.
MHOXECTBO HA3BIBACTCS MEMPUUECKU Pe2yIsAPHbIM, eCIH ero BTOPOS METPHYECKOE

JIOTIONTHEHUE (METPHUYECKOE JOMOTHEHHE METPHUYSCKOTO JOTIONHEHHS, X ) coBmazga-
eT C HAM CaMUM.

3amaua M3y4YCHHS METPHUYCCKOTO JOMOJHCHHS MHOXKECTBA TECHO CBsA3aHA C
3aJja4aMy MOKPBHITUS W YIAaKOBKH, KaK B OylIeBOM KyOe, TaKk U B JIPyTUX METpPH-
YECKUX MPOCTPAHCTBAX. 3adaua ynakosku cgep B €BKIUAOBOM IpocTpancTBe R™
3aKIIFOYaeTCsl B TOMCKEe HanOoiee IJIOTHOTO DPACHONIOKEHHWS OAWHAKOBHIX cdep B
MPOCTPAHCTBE MPH YCJOBHH, YTO HHKaKue JBe cepbl HEe MEepeKphIBaOTCs. 3adaya
noKpbimusi cgpepamu TpeOyeT HaWTH HaMMeHee IJIOTHOE PAacIolioKeHHue cdep, mpu
KOTOpOM 0OBbeMHEHHE 00bEMOB BCeX c(ep MOKPHIBAET IPOCTPAHCTBO LIEITUKOM.

3agaun TOKPBITHS M YIAaKOBKM B MpocTpaHcTBe R™ OueHb 9acTO pemaroTcs
IPY MOMOIIM PEHIETYATHIX YMAKOBOK. Pewtémkoti Ha3bIBaeTCS MOIMHOXKECTBO €B-
KinuaoBa mpoctpancTBa R”, obpasyroliee Ipynmmy MO CIOXKEHHUIO, a peuémuamon
YNAakosKol Ha3bIBACTCS MHOXKECTBO Cep, IICHTPBI KOTOPBIX JISKAT B y3JIaX COOTBET-
CTBYIOIIEH PEemETKH. [71y60Koti Oblpoil PEIIETKN HA3BIBACTCS TOYKA MPOCTPAHCTBA,
yoanéHHas Ha MaKCUMaJbHOE BO3MOXKHOE PACCTOSIHHE OT Y3JI0B pemérku. Takum
00pa3oM, MHO)KECTBO BCEX IIIyOOKHX IIBIP PEIIETKH €CTh HE YTO WHOE, KaK €€ MeT-
pUYecKoe JOTOTHEHUE.

MeTpuueckoe [OINONHEHHE PEIETKH HCMONb3yeTca' s MTEepaTMBHOIO MO-
CTpOCHHUs yIakoBoK cep B mpocrtpanctBe R™. ITycte X C R™ — pemérka, a A —
ynakoBka cep B R”, coorBercTByromas pemérke X. Croem cghep B IPOCTPAHCTBE
R”*! Ha30BEM MHOKECTBO cep TAKMX, YTO MX IIEHTPbI JIe)KAT Ha THIIEPILIOCKO-
ctu R™ B y3max pemérku X, a CCY4CHUE JaHHBIX C(ep THIEPIUIOCKOCTHIO COBIIAIACT
¢ ymakoBkoii A. ITocTpouM mioTHyI0 ymakoBky chep B R™T! myrém cxiansiBanus
MOAOOHBIX CIIOEB APYT Ha Opyra. PacmoiokuM coceqHre CIOM TaKMM 00pa3oM, 4To-
OBl MHOYKECTBO LIEHTPOB X YMAKOBKH A OJHOIO CIIOSI OBLIO PACIIOIOKEHO HAIIPOTHB

IConway J. H., Sloane N. J. A. Sphere packings, lattices and groups // Springer Science & Business
Media. — 2013. — T. 290.



IOAMHOXKECTBA TOUEK X apyroro cios. [Ipu mogoOHOM pacHoNOKeHHH BCEX CIIO-
€B cdep Apyr OTHOCHTEIBHO Jpyra BO MHOIHMX CIy4asX IMOJY4aeTcs JJOCTaTO4HO
IUIOTHAs yrakoBka B TpocTpancTee R, B ciywae, ecmu X HMMeeT CyllecTBeH-
HO OOJIBIIYI0 MOIIHOCTB, YeM X, HHOTJAa TaKUM CIHOCOOOM BO3MOXKHO IOCTPOHTH
HECKOJIbKO HEIKBHUBAJICHTHBIX JIPYT IPYTY YIAKOBOK. Bonbllioe KOIMYEeCTBO M3BECT-
HBIX IDIOTHBIX (B TOM YHCJEe HawOojee IUIOTHBIX) YHaKOBOX cep MOCTPOCHO MpH
TIOMOIIY TaHHOH HTEpaTHBHON KOHCTPYKIUMH W3 0oJiee MPOCTHIX YIaKOBOK MEHbB-
WX pa3MepHOCTEN.

MeTpHrueckoe IOMONHEHHE PEIHIETKH TaKKe paccCMaTpUBAIOCHh IMPHU HAaXOX-
JICHUU paguyca MOKPBITUS OJHON U3 HAuOOJee M3BECTHBIX PEHMIETOK — PElIéTKU
JInua®? Aoy, JlamHas peméTka mopoxaaeT Hambosiee IIIOTHYIO YHAKOBKY MIApoB*
B mpoctpanctBe R?4, a Takke MMeeT’ HAaMOOINbIIEe BO3MOXKHOE B JAHHOM HpO-
CTPaHCTBE KOHTAKTHOE YHCIO (MaKCHMaJbHOE KOJMYECTBO IAPOB, OJHOBPEMEHHO
COTIPHKACAIOIINXCSA C IIApOM TaKOTO e pa3sMepa).

Bckope nocne oTkpeiTus naHHod pem€rku Jx. JIuu BbIcKasan rumnoresy, 4yTo
eé paJMyc TIOKPHITHS PaBeH PaaMycy ynakoBKH e(Agy), yMHOKEHHOMY Ha /2. B
1982 roxy C. Hopron mokasain onesky p(Agy) < 1.452... - e(Ag4), a 4yTh mO3KeE, B
TOM 3Ke TOjTy, THTIoTe3a 6biia mokasana JIx. Kouseem, P. [Tapkepom u H. Cnosmom®.
Jloka3aTenpCTBO 3aKITIOYAETCS] B MCCIEIOBAHIH METPHUYECKOTO JOTIONHEHHS PEeIeT-
KH: aBTOPHI YCTaHOBHWJIM, YTO CYIIECTBYeT 23 HEIKBHUBAJIECHTHBIX KJlacca NITyOOKHX
JIBIP, U TMOCTABIJIN B COOTBETCTBUC KAXKIOMY KJIACCY OIHY M3 TaK HA3bIBACMBIX pe-
mérox Humaiiepa, paauyc HOKPBITHS KaXI0H U3 KOTOPBIX PaBeH /2.

HetpynHo 3aMeTHTh, YTO TOYKH METPHUYECKOTO IOMOIHEHUS IOO0TO MHO-
KECTBa B EBKIHMIOBOM IIPOCTPAHCTBE SBILIIOTCS BEPIIMHAMH TaK HAa3bIBAEMBIX
oonacmeti [Jupuxne (obnacmeti ouazpammvl Boponozo) naHHOTO MHOXKECTBA.

3amayn BEIYMCIICHHS PaaUyca MOKPHITHS U IUIOTHOM yMakoBKH cep aKTHBHO
W3YYaloTCs TaK)Ke B MPOCTPAHCTBE ABOMYHBIX BEKTOPOB [F5, CHAOKEHHOM METPUKON
XsmmuHTa. JJ6ouunbim KoOomM Ha3bIBACTCS MPOU3BOIBHOE TOJMHOKECTBO POCTPaH-
ctBa F4. Ilycte C' C F} — nBomuHBIi Kox. Kooosvim paccmosnuem d Ha3bIBaeTCS
KparJaiiliee U3 paccToAHMN Mexay Bekropamu kopa C. Paouycom ynakosku e(C)
xora C' C F wHa3piBaeTcs HauOOJNbIEE YHCIO e TAaKoe, 4To cdepbl paxuyca e C
neHTpamu B BekTopax koza C' He mepecekaiorcs. Pamuyc ynakosku kona e(C') paBen
L%J U OTpa)kaeT KOJIWYECTBO OIIMOOK, IIOTCHIIMAIBFHO BOHHKIINX MU Iepeaade

2Leech J. Notes on sphere packings / Canadian Journal of Mathematics. — 1967. — T. 19. — C.
251-267.

3Lepowsky J., Meurman A. An E8-approach to the Leech lattice and the Conway group // Journal of
Algebra. — 1982. — T. 77. — Ne. 2. — C. 484-504.

4Cohn H., Kumar A., Miller S.D., Radchenko D., Viazovska M. The sphere packing problem in
dimension 24 // Annals of Mathematics. — 2017. — C. 1017-1033.

>0dlyzko A. M., Sloane N.J. A. New bounds on the number of unit spheres that can touch a unit
sphere in n dimensions // Journal of Combinatorial Theory, Series A. — 1979. — T. 26. — Ne. 2. — C.
210-214.

6Conway J.H., Parker R. A., Sloane N.J. A. The covering radius of the Leech lattice // Proceedings
of the Royal Society of London. A. Mathematical and Physical Sciences. — 1982. — T. 380. — Ne. 1779.
— C. 261-290.
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KOZIMPOBaHHOM MH(pOPMALUK, KOTOPbIE MOXET UCIPaBUTh JTaHHBIN Kou. [lapamem-
pamu koda Ha3bBaOT TPoiky (n,|C|,d), oTpaxkaroulyl ero IIHHYy, MOIIHOCTb U
konoBoe paccrosiuue. Kox C Ha3bIBaeTCs JuHeliHbIM, €CITA OH SBISIETCS JIMHSHHBIM
MOAMIPOCTPAHCTBOM OysieBa Ky0a, T.€. ECIIH CyMMa JTIOOBIX IBYX BEKTOPOB KOZIA JICIKHT
B HEM xe. J[isl IMHEHHBIX KOJOB MapaMeTpaMu Kojla HasbIBalOT TPOHKY [n,k,d], rue
k obo3HavaeT pa3MepHOCTh KoJa KaK JIMHEHHOTo NOANpocTpaHcTBa Oynesa Kyba F5.

MuHUMH3AIMS MOIIHOCTH JIBOWYHOTO KOZA IPU 3aJaHHOM pPaaHnyce MOKPHI-
THSI, KaK ¥ JBOMCTBEHHas K HEW 3a/1ada MHHHMHU3AIMU PAIUyca MOKPBITHA ITIPH
3aJaHHON MOIIHOCTH, UMEIOT pa3HOOOpa3HbIC NMPHIOKEHUS KaK B TEOPUH KOAUPO-
BaHusl MH(GOPMAIMU, TaK M B APYrux obnactsx maremaruku. B kuure “Covering
codes” JIx. Kosna u jip.” npuBOAATCS OLEHKH ONTUMANbHBIX NapaMETPOB TOKPbI-
BAIOIIMX JIBOMYHBIX KOJIOB, @ TAKXK€ 0030 Pa3IMUHBIX KOHCTPYKIMH TOKPHIBAIOIINX
koztoB. ITomuMo 3TOTO, M3ydaeTcs: paanuyc MOKPHITHS KOJIOB M3 MHOTHX H3BECTHBIX
CeMeHCTB, TakuxX Kak koapl Puma-Mamnepa, koasl BUX, koner Puga-Conomona u jp.

MeTpuueckylo peryaspHOCTh MOKHO paccMaTpHBaTh KaK OIHO U3 pacIIupe-
HUH TMOHATHA coseputennocmu xona. Kog C C F§ Ha3pIBaeTCs cogepuieHHbIM, €CIN
mapsl paguyca e(C) MOKpbIBAaOT BCE MpOCTpaHCTBO F4, TO €CTh pajnyc MOKpHI-
THS KOZIa PaBEH PajlycCy yMakoBKH. JIETKO BHIETH, YTO BCSKHHA COBEPIICHHBIN KOI
SIBIISIETCS. METPUUECKH peryisipHbIM. CoBepIieHHbIE KOABl WMEIOT HAWIydIIue Ta-
pameTphl A KogupoBaHus uHGopManuu. B To ke BpeMsi, KOIMUeCTBO pa3IUYHbIX
HAOOpPOB MapaMeTpoOB, KOTOPHIMU MOTYT OONajaTh HETPHUBHAJIHHBIC COBCPIICHHBIC
KOJIbI, HEBEINKO, UTO ObLIO JOKa3aHO B paborax B. 3umoswesa, B. Jleontnesa® u
A. Tuersaiinena’. Tak, KaKIplii HETPUBHAJIbHBIN JTBOMYHBIA COBEPIIEHHBIHN KOJ UMe-

eT mapameTps! koga Xommunra [27 — 1,2" — r — 1,3] unu kozxa Tomest [23,12,7).

OnHuM U3 OcCiabiicHUH COBEPIICHHBIX KOMOB SIBJSIFOTCS TaK Ha3bIBACMBIC
noutu cosepmenHsle kobl . Koy Ha3eIBaeTCs noumu cogepuienHbiM, €CITi €ro MOII-
HOCTBH JocTHTaeT MoauduiupoBanHoi rpanusl xoncona. K. Jlmanactpém B 1977
TOIy YCTaHOBWJI, YTO BCE JABOMYHBIC TIOYTH COBEPIICHHBIC KOIBI YK€ HAWICHBI, a
BCSAKHM TIOYTH COBEPIIICHHBIN KO HAJl ITOJIEM JIPYTOTO pa3Mepa sSBISETCS COBEPIICH-
ueiM'!. TeM caMbIM, Bce OUTH COBEPIICHHBIE KOJBI ONHCaHbI B padote JIx. I'éTennca
u C. CroBepa'?, a mpesicTaBIeHHbIE B Heil KOHCTPYKIIMM HPUBOIAT K METPHUECKHU Pe-
TYJISIPHBIM KOJIaM: TPHBHAIBHBIEC KOJBI IIOBTOPEHHA, YKOPOUCHHBIE KOJIBI XOMMIHTa,
koxel [lpemapara u mp.

7Cohen G., Honkala I., Litsyn S., Lobstein A. Covering codes // Elsevier. — 1997. — T. 54.

83unoBwes B. A., Jleouthes B. K. O cosepurennbix konax // IIpoGrnemsl mepenaun HHGOPMAIHH. —
1972. — T. 8. — Ne. 1. — C. 26-35.

Tietéiviinen A. On the nonexistence of perfect codes over finite fields // SIAM Journal on Applied
Mathematics. — 1973. — T. 24. — Ne. 1. — C. 88-96.

10Goethals J. M., Snover S. L. Nearly perfect binary codes // Discrete Mathematics. — 1972. — T. 3. —
Ne. 1-3. — C. 65-88.

Lindstrém K. All nearly perfect codes are known // Information and Control. — 1977. — T. 35. —
Ne. 1. — C. 40-47.
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ITouTu coBeplIEHHBIE KOAbI ABIIAIOTCS MOIMHOXXECTBOM IIOIHOCTBIO PEryILsip-
HBIX K010B'>. OiHO M3 ompeseseHuil TaKMX KOJOB IMacuT, 4To Ko C Ha3bBaeTcs
HOTHOCMbIO Pe2YIAPHbIM, SCIU JTI000# BekTop € C; HAXOAUTCS HAa PaccTOSHHU 1
OT a; BEKTOPOB M3 MHOXkecTBa C;_1 U OT b; BeKTOpoB U3 MHOXxecTBa C;y1. 31€Ch
C; = {x € Fy|d(x,C) = i} — MHOXECTBO BEKTOPOB Ha PACCTOSHHH i OT KOJa,
a 4UCIa a;, b; 3aBUCST JIUIIb OT PACCTOSHUA ¢, HO HE 3aBUCAT OT BBIOOpA KOZOBOIO
cioBa. M3 3Toro ompezeneHus Jerko CleqyeT, YTO BCAKUMA MOTHOCTBIO PEryIapHBIi
KOZI SIBJISETCS METPHUYECKH peryisipHbiM. OOpaTHoe B OOLIEM Cilydae HEBEPHO —
KOHTPIPHMEPOM SIBIISIETCS METPHYECKH perymsipubiii kox {(000),(011)} B F3, ne
SBJISTFOIIUICS TIONMHOCTBIO PeryssipHeIM. O030p KOHCTPYKIHI U CBOMCTB IOIHOCTHIO
peryIspHbIX KOJIOB MOKHO Haiftn B pabote XK. Bopxkeca, /1. Puda u B. 3unosbesa'®.

C npyrodl CTOPOHBI, IIOYTH COBEPLICHHBIC KOJIBI COAEPXKATCS BO MHOXECTBE
Keazu-cosepuenvix Konos' . Koa Ha3bIBACTCS K6A3U-COGEPUICHHbIM, ECTTH €TO PajlH-
yC HOKpBITUS HA €MHUILY OOJbIIE pajuyca ynakoBku. Kiacc KBa3u-COBEPIICHHBIX
KOJIOB JJOCTaTOYHO BEJHMK, M B OOINEM Cilyyae KBa3WU-COBEPIICHHBIH KOJ HE SB-
JSIETCS METPUYECKH PEryISpHBIM: TPHBUAIBHBIM KOHTPIPUMEPOM SIBISIETCS KOI
{(00),(01),(10)} B F3. V3yuarorcst Takxke Ipyrue yCHIEHUs KBa3H-COBEPLIEHHBIX
KOJIOB — HalpHMep, PaBHOMEPHO YNAaKOBaHHbBIE KOABI (BKJIIOYas PaBHOMEPHO yIa-
KOBaHHBIE KOIBI B CHJIbHOM H ciabom cmbiciax)'®!7-!8 mexoropwie m3 koTophix
SIBJISIFOTCSI TIOJTHOCTBIO PETYIISIPHBIMH, U, CIIEJOBATEIbHO, METPHYECKH PETyIISIPHBIMU.

bynesoil ¢pynrxyueri f or m HepeMEHHBIX HA3bIBACTCS MPOM3BOIBLHOE OTOOpa-
xenue u3 5" B Fo. Bexmopom snauenuti 6yneBoit PyHKIIMN HA3bIBACTCS] ABOMYHBIN
BEKTOp JUIMHBI 2", cozmepKaliuii 3HaYeHWs] JaHHOW (YHKIMM Ha BcexX OyJeBBIX
BEKTOpax JJIMHBI 1M, YNOPSIOYEHHBIX HEKOTOphIM oOpa3oM. PaccrosiHme mexnuy
OyneBBIME (DYHKIHSAMH ONPEACIISECTCS KaK PacCTOSHHE MEXIY UX BEKTOpaMH 3Ha-
yeHUH. Apgunnoii bynesoti hymkyueri OT M TEPEMEHHBIX Ha3bIBaeTCs (QyHKIHS
BHIA a1T1 + Q2%2 + ... + AmTm + ¢, TOE a;,c € [Fo. 3mecy m ganee mpu
MIPOBEACHUH ONepaluii ¢ OyJeBbIMA BeKTOpamMu/(QYHKIHMIMH, 3HAKOM “+” 0003Ha-
yaercs cioxeHue B mone Fo (mo monymo 2). Koo Puoa-Mannepa nopsioka k om
M nepemMeHHbIX ONpPENeNsieTcs KaKk MHOXECTBO BceX (YyHKUMHA (JIHOO MX BEKTOPOB
3HaYeHHMI), anreOpamyeckas CTENCHb KOTOPBIX HE NPEBOCXOOHUT k; B YaCTHOCTH,

3Delsarte P. An algebraic approach to the association schemes of coding theory // Philips Res. Rep.
Suppl. — 1973. — T. 10. — C. vi+-97.

4Bopxec K., Puda JI., 3umoBbes B. A. O MOTHOCTBIO perymspHbIX komax // IIpo6emsl mepenadu
uHpopmanuu. — 2019. — T. 55. — Ne. 1. — C. 3-50.

SGorenstein D., Peterson W. W., Zierler N. Two-error correcting Bose-Chaudhuri codes are quasi-
perfect / Information and Control. — 1960. — T. 3. — Ne. 3. — C. 291-294.

16Cemaxos H. B., 3unoBses B. A., 3aiirie I'. B. PaBHOMepHO yrakoBauHEIe Koztel // TIpoGems! mepe-
nayn uHdopmarmu. — 1971, — T. 7. — Ne. 1. — C. 38-50.

"Baccamsiro JI. A., 3aiines I B., 3unosseB B. A. O paBHOMepHO yrmakoBaHHBIX Koxax // IIpoGmemsr
nepenaun uapopmanuu. — 1974, — T. 10. — Ne. 1. — C. 9-14.

8van Tilborg H. C. A., Goethals J. M. Uniformly packed codes // Philips Research Reports. — 1975.
— T. 30. — C. 9-36.
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MHOKeCTBO ahGHUHHBIX OyneBbIX (QYHKIMU siBisieTcs: KonoM Pupa-Manepa nepso-
ro nopsiaka. Koxg Puga-Mannepa nopsiaka k oT m nepeMeHHBIX UMEET MapaMeTphl
2" i (7),27 7).

3amada UCCIEAOBAHUS U KJIACCU(PHUKAIMNA METPHUYECKH PETYISPHBIX MHOKECTB
B GyneBoM Ky6e GbLia Briepsble noctasnena H. Tokapesoii'’ npu uszydenun metpude-
CKHX CBOMCTB GeHT-QyHKimii’’. Bynesa QyHKIMs f OT YETHOTO YMCIA TIEPEMEHHBIX
M Ha3bIBACTCSI OeHm-@QyHKyuell, €I OHa HAXOIUTCS Ha MAKCHMAJIEHOM BO3MOXXHOM
paccrostanm 2™~ — 22 ~! o1 MHOKecTBa adGUHHBIX (yHKIMHA. VHBIME ClOBaMH,
MHOXECTBO OEHT-QYHKIIUH — 3TO METPHUECKOE JIOTIOTHEHHE MHOKECTBA ad)(GUHHBIX
¢yHkumi. BeHT-QyHKIMKM MMEOT pa3HOOOpa3Hble NPUMEHEHUs B KpHUITOrpaduH,
Teopun KojupoBaHus u kombunaropuke’':?2. B 2010 rony H. Tokapesa nokasana,
YTO MHOXECTBO aQ(QUHHBIX (QYHKIMH SBISETCS METPUYECKUM JIOTOTHEHHEM MHO-
KecTBa OeHT-QYHKIMI®S, U TeM caMbIM yCTAaHOBMIIA, YTO MHOXECTBa ad(HHHBIX
¢hyHKIMH 1 OCHT-QYHKIMN SBISTIOTCS METPHUYECKH PETYISIPHBIMHU.

W3ydyenueM MeTpHYeCKUX JOMOJHEHUI U METPHYECKU PEryJISIPHBIX MHOXECTB
3aHMMAIOTCS KaK OTEYECTBEHHbIE, TaK U 3apyOekHbIe aBTOPHI. Tak, B OHOW U3 CBOMX
pa6or’*, I1. Cranuna, T. Cacao u [[x. Batiep BBOIAT MOHATHE MHOdICECE (hyHKYUIL
paszduenus W M3y4alOT METPUUYCCKHE JOMOJHEHUS M METPUYECKYIO PEryIsIpHOCTD
TaKUX MHOXecTB. MHOXeCTBO S OylieBbIX (YHKIMI HA3BIBACTCS MHOMCECTNEOM
@ynryuil pazbuenuss OTHOCUTEIbHO pa3oueHus U mpoctpancTBa L', ecnu kaxmas
¢ynkums w3 S, Oyayun orpaHMueHHOW Ha Jro0OW Kimacc u3 pasoueHus U, sBis-
eTcs MOCTOSHHOW (TO ecTh Bce BEKTOpHI Kilacca oToOpaxatorcs nubo B 0, mubo
B 1), u Bce (yHKIMM, COOTBETCTBYIONIME KAXKIOH BO3MOXKHON KOMOWHAIWHU 3Ha-
YCHUI Ha KJlaccax, BKIIIOUEHBI B MHOXKECTBO S. MHOxecTBa (GYHKIUN pa3OHeHHs
BKJIFOYAIOT, HAIIPUMEP, MHOXKECTBO CHMMETPHUYECKHUX (DYHKIMIA, TOBOPOTHO-CUMMET-
puyeckux (rotation symmetric) GyHKUNH, aHTH-CaMOAYaJIbHBIX (QYHKLHUI U IpyTHE.

ABTOPBI SIBHO BBIYHCISIIOT PafUyC HMOKPBITUS, OMUCHIBAIOT METPHUECKOE J0-
MOJIHEHNE TPOU3BOJIBHOTO MHOXKECTBa (YHKIWH pa3OMEHHs M JIOKa3bIBAIOT €ro
METPHYECKYIO PETYISPHOCTb. 3aTeM aBTOPBI MEPEXOAT K HM3YyUCHHUIO MHOXKECTB
CUMMETPHYECKUX U MOBOPOTHO-CHMMETPUYECKHX (GYHKIMH. OHH BBIYHUCIAIOT pa-
JUYCBl TOKPBITUS U1 00OOMX MHOXKECTB, ONHUCHIBAIOT MHOXECTBO MAaKCHMAaJIbHO
ACUMMETpHUYeCKuX (QyHKIUH (METpHUYECKOE JIOTIOJTHEHHE MHOXKECTBA CHMMETpHYE-
CKUX (YHKIHUH) ¥ BBMHUCIAIOT KOJIWYECTBO TAKUX (YHKIMH. ABTOPBI OIHCBHIBAIOT

19Tokareva N. Duality between bent functions and affine functions // Discrete mathematics. — 2012.
—T. 312. — Ne. 3. — C. 666-670.

20Rothaus O.S. On “bent” functions // Journal of Combinatorial Theory, Series A. — 1976. — T. 20.
— Ne. 3. — C. 300-305.

21 Tokareva N. Bent functions: results and applications to cryptography // Academic Press. — 2015.

22Mesnager S. Bent Functions: Fundamentals and Results // Springer International Publishing. — 2016.

2Tokareva N.N. The group of automorphisms of the set of bent functions // Discrete Mathematics
and Applications. — 2010. — T. 20. — Ne. 5-6. — C. 655-664.

24Stanici P., Sasao T., Butler J. T. Distance duality on some classes of Boolean functions // Journal of
Combinatorial Mathematics and Combinatorial Computing. — 2018. — T. 107. — C. 181-198.
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BECOBOE paclpe/ie/ieHHe MaKCUMajbHO aCUMMETPHUYECKHX (YHKIMH W uX anreo-
pandeckue CTeleHH, a 3aTeM INPHBOIAT KIAacCH(HUKALUIO BCeX OyneBBIX (YHKLUI
OTHOCHUTENBHO PacCTOSIHUS JO MHOXKECTBA CHMMETPUYECKUX (DyHKITH.
A. KyneHKo U3y4annuch METPUYECKUE CBOMCTBA JIBYX MOJIKIIACCOB OEHT-(yHK-
LM, HA3BIBAEMBIX CAMOOYANbHbIMU U AHMU-camooyanbhbimu OeHT-QyHKIMIMU. B
ONHOM U3 CBOMX paGoT’® aBTOpP JAOKA3BIBAET, YTO MHOKECTBO CAMOMYalbHBIX OEHT-
GYyHKIMH SBISETCS METPUUYECKUM JOIOIHEHHEM MHOXKECTBA aHTH-CaMOIyallbHbBIX
OeHT-QYHKIHMA 1 HAOOpPOT, YCTAaHABIMBAs TEM CAMBIM METPHUYECKYIO PETYISAPHOCTH
obonx MHOXKECTB. J[pyrue MeTpuueckue cBOHCTBA OCHT-(GYHKIMH (HanmpuMep, CBO-
cTBa rpada MUHUMAIIBHBIX PACCTOSHUN MEXAY OCHT-(QYHKIUSIMHU) TaKKE H3ydaliCh
H. Komomeiinem?2©-27,
Heablo maHHO PabOTHI SBISCTCA M3y4EHHE CBOHCTBA METPUUECKOHN peryssp-
HOCTU U CBSA3aHHBIX INOHATHIL:
1. OnucaHne KOHCTPYKIMH METPHUYECKH PEryISIPHBIX MHOXKECTB; OLIEHKA KO-
JIMYECTBA METPHUYECKU PETYIISPHBIX MHOXKECTB.
2. TlomyueHue OIEHOK MOIIHOCTH METPUYECKH PEryIsPHBIX MHOXECTB M HX
METPUYECKHUX JOMOJIHEHUH.
3. W3yuyeHue CBOMCTB M BHJIa METPUYECKUX JOMOIHEHHUH JHMHEWHBIX KOAOB;
M3y9YEHHE METPHUECKON PEryISIPHOCTH JTMHEHHBIX KOZOB.
Hayuynasi HOBH3HA M 3HAYMMOCTB padoThi: Bce pesynbrarsl, mpencTaBieH-
HBle B paboTe, SBISAIOTCS HOBBIMH. PaboTa HOCHT TEOpPETHUECKHH XapakTtep.
ITomyueHHBIE KOHCTPYKIMHM U TEOPETUYECKHE PE3YIABTaThl MOTYT OBITH IPHMEHEHBI
IIPU JaNbHEHIINX UCCIECAOBAHUIX METPUUECKH PETYISIPHBIX MHOKECTB, a TAKXKE MPH
HCCIIeIOBAaHUU CBOMCTB OEHT-(QYHKUUI U pa3IMYHBIX JUHEHHBIX KOIOB.
MeToo0/10rusi M MeTOIbI HccIeoBaHUA. B paboTe NMpUMEHSUTNCH METOHBI
KOMOMHATOPHUKH, JUCKPETHOTO aHAIN3a U TEOPUH KOAMPOBAHUS. [l BBIABMKEHHS
THIIOTE3 U MPOBEPKH HEKOTOPHIX YACTHBIX CIy4aeB OBLIM HCIIOIB30BAHBI KOMITBIO-
TEpHbIE SKCIEPUMEHTHI.

OcHOBHBIE M0JI0JKeHNs], BBIHOCHMbIE HA 3aILUTY:

1. TlpencraBneHsl pa3iM4yHbIE KOHCTPYKIMHM METPUYECKH DETYISpHBIX
MHOXKECTB: JOKa3aHa CXOAMMOCTb OMNEPALUH B3STHS METPHYECKOTO J0-
MIOJTHEHNUS], TIOMYYEHBl WTEPaTUBHBIE KOHCTPYKIIMH CTPOTO METPHUYECKH
PETYISIPHBIX MHOXKECTB W HalWJAEHO YHCIO MHOXECTB, TOJNYYCHHBIX IPH
MTOMOIITH TaHHBIX KOHCTPYKIIUH.

2. TlokazaHo, 4TO 3ajaya MMOWCKA HAMOOJBIIETO 10 MOLIHOCTH METPHYECKH
PETYISIPHOTO MHOXKECTBA CBOJUTCS K 3aJa4e MOMCKa HAMMEHBIIIETO MOKPHI-
BAIOIIETO Kozia paanyca 1.

ZKutsenko A. Metrical properties of self-dual bent functions // Designs, Codes and Cryptography. —
2020. — T. 88. — Ne. 1. — C. 201-222.

26KOJIOMBCII H. A., [TaBnoB A. B. CpoiicTBa OeHT-()yHKIIMIH, HAXOIAIMXCS HA MUHUMAJIBHOM PacCTOs-
HHUU JApyr ot apyra // Ilpuknannas nuckpernas maremaruka. — 2009. — T. 6. — Ne. 2. — C. 5-20.

2TKolomeec N. The graph of minimal distances of bent functions and its properties // Designs, Codes
and Cryptography. — 2017. — T. 85. — Ne. 3. — C. 395-410.
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3. IlomyueHa HMXKHAA OLIGHKA CyMMBI MOIIHOCTEH METPUYECKH PEryIspHOro
MHOKECTBA M €T0 METPHUUYECKOTO JIOMOJHEHHUS, 3aBUCSIIAsl OT pajHyca I10-
KPBITHSI MHOXKECTBA. IIpencTaBieHpl KOHCTPYKIMH CEMEHCTB METPHUYECKH
PETYISIPHBIX MHOXECTB OOJBIION MOIIHOCTH, NOIy4€HAa HIDKHSS OIEHKA
MOIITHOCTH HauOOJBIIEr0 METPUIECKH PETYIIIPHOTO MHOXKECTBA IIPHU 3a/1aH-
HOM pajinyce MOKPBITHUS.

4. TlomydeHa oOmias XapakTepu3alys IEepBOrO U BTOPOTO METPUYECKHUX JO-
MTOJTHEHUH JIMHEIHBIX KOZOB.

5. JlokazaHa MeTpUYEcKas PerysipHOCTh komoB Puma-Maimnepa RM (k,m)
mis k=0, k > m — 3, a Takke konoB RM(1,5) u RM(2,6). Ormmcans
METpUYECKHE JOMOTHEHHUS BCEX IMEePEUNCICHHBIX KOAOB, 3a HCKIIIOYEHHEM
koga RM(2,6).

Amnpobanus pa6orsl. OCHOBHBIC pe3yNbTaThl pabOTHI OKIAJBIBAUCH Ha
Hay4dHBIX cemuHapax MHcTutyTa Matemarnku uM. C.JI. CobomeBa CO PAH: «Kpwur-
Torpadus u KpunToaHanus», «JuckperHslil aHanm3» U «Teopus KogUpOBaHUS»; HA
Hay4HOM CeMHHape uccienoBarenbckoi rpymmsl Selmer Center (. Bepren, Hopse-
rus, 2019, 2020); a Takxke Ha MexIyHaponHOH KoHpepeHunu «Boolean Functions
and their Applications (BFA)» (2019, 2020), Ha Bcepoccuiickoil koHpepeHn «Cu-
Oupckas HaydHas IIKOJNA-CEMHHAp C MEXIyHApoIHbIM ydacTheM ‘‘KommbrorepHas
Oe3omacHOCTh U kpurrrorpadust’™» Sibecrypt (2015, 2017, 2018) u Ha MexayHapoa-
HOM crynenuyeckoil koHdpepenimun MHCK (2015-2018).

IIy6aukanun. OCHOBHBIE pe3yNbTaThl 10 TEME JUCCEPTALUH H3JIOKEHBI B pa-
6orax [1-10], u3 HUX 5 crareil omyOIMKOBaHbI B XKypHasax u3 crucka BAK.

O0bem u cTpykTypa padoThl. [luccepranus COCTOUT U3 BBEACHHUS, 5 IV1aB, 3a-
KITIOUCHHS M TpUIoKeHHst. [1oMHBIA 00BEM OHccepTalliii COCTABISIET 93 CTPaHHUIIHL,
BKITIouas | pucyHok u 5 Tabmui. COuCOK JUTEpaTyphl CONEPKUT 64 HAaNMEHOBAHMS.

Conep:xanue padoThl

Bo BBeieHHHM 00OCHOBBIBAETCS aKTyaJIbHOCTh MCCIIEIOBAaHHUHN, IPOBOJUMBIX B
paMKax JaHHOW AWCCEPTAIIMOHHOMN paboTHI, TPUBOIUTCA 0030p HAyYHOU IUTEPATyPHI
10 U3y4yaeMoi npobieme, GopMyIHpyeTcs elb UCCIeOBAHMS, U31araeTcsl HaydHast
HOBM3HA U MpaKTHYeCKasl 3HAUUMOCTb MPEICTaBIsAEeMON pabOThI.

B mepBoii r1aBe npuBoAATCS HEOOXOAMMEIE OIpeseneHus. BBomsrces moHs-
THUSI METPUYECKOTO JOTIOHEHUSI MHOXKECTBA, METPUYECKOH PETYIISIPHOCTH U CTPOTOH
METPHYECKON peryinsapHOCTH. [IpuBOAATCS IpUMEPHI, HILUTIOCTPUPYIOIIIE BBEIEHHBIC
MOHSTHUS.

Bo BTOpOIi raBe npeanoxeHsl pa3InyHble KOHCTPYKLIMU METPUYSCKH pPery-
JSIPHBIX MHOXKECTB.
HanomuuM, 910 MeTpHueckoe JOMOIHEHHE MHOKecTBa X oOo3HadaeTcs X.

Yreepxaenue 2.1. IIycms X — npou3gonvHoe NOOMHOMCECNEO NPOCMPAH-
cmea Fy. Paccmompum crnedyrowyro nociedosamenvhocms muodcecms: Xg = X,
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Xi+1 = Xg ona k > 0. Toeda cywecmgyem uucno M < n maxoe, umo 0711 1106020
m = M mnooicecmeo X, A6151€mcsi MEMPUYECKU PeYTSAPHBIM.

JlaHHOE yTBEp)K/IEHHE ITIOKa3bIBA€T, YTO W3 IPOU3BOJIBLHOTO IOAMHOXKECTBA
OysieBa Ky0a MOXKHO ITOCTPOMTH METPHUYECKH PEryIsIpHOE MHOXKECTBO, MPUYEM HE
Oornee, yeM 3a 1 ONEparuii HAXOXKJICHUS METPHUECCKOTO JOTIOTHEHUS.

ITpencraBieHsl UTEPATHBHBIE KOHCTPYKIMH CTPOTO METPUYECKH PETyISPHBIX
mHO)kecTB. [lycts X C F§ — mpom3BoibHOE MOIMHOXECTBO OyneBa KyOa. MHO-
KECTBO X Ha3bIBACTCA CMPO20 MEMPUUECKU PecYIAPHbIM, €CIIN CyMMa PacCTOSHUH
d(y,X) + d(y,X ) mocrosiHHa [uist BceX BeKTOpoB y € Y 1 paBHA paanycy HOKpbI-
Tusi MHOXecTBa X . [Tocnotinbim npedcmasnenuem pocTpaHcTBa 'y OTHOCHTENBHO
MHOKecTBa X Ha3bIBAeTCs MHOXKECTBO CIIOEB, ONPENCNEHHBIX CIIETYIONINM 00pazoM:

Xp:={y € Fy|d(y,X) =k}, k=01,....r.

Jloka3zaHa cieayromas Teopema.

Teopema 2.4. [Iycmv A C FI — cmpoeo mempuuecku pe2yisipHoe MHOXCECBO
¢ paouycom nokpoimusa v > 0. [lyemo 0 < 47 < 19 < ... < 451 < 15 < T
S
— Hexomopas nociedogamenvHocmy unoexcos. Toeoa ooveounenue C = |J A;,
ABNAEMCA CIMPO20 MEMPUUECKU Pe2YNAPHbIM MHONICECEOM M020d U m0/lbl('0kmtl)2()a,
Ko2da cywecmgyem uucno q > 0 maxoe, umo @vinorHAOMCA credyoujue ycioeus.
1. onsa moboeo k € {1,...,s—1} pasnocmo i1 — iy, pasna 1, 2q unu 2q+1;
2. ona mobozo k € {2,...,s — 1} kax munumym odna u3 pasmocmeii
Tk+1 — Uk, Ik — Tk—1 OOTBULE eOUHUYDI;
3. i1 pasno nbo q, b0 0, u ecru iy = 0, a is cywecmayem, mo is —i; = 2q
unu 2q + 1;
4. is pagHo aubo T — q, WOO T, U ecIU 15 = T, d ls_1 Cyujecmeyem, mo
is —ls—1 = 2q unu 2q + 1;
Tlpu evinonnenuu YKa3auHuIX YCA08UU YUCIO  ABIAEMCA PAOUYCOM NOKPLIMUS MHO-
acecmea C.

3arem MOACHYUTBIBACTCS KOJIMYECTBO PA3JIMYHBIX CTPOTO METPUIYCCKHU PCTYIIAP-
HBIX MHOXCCTB, KOTOPbIC MOXXHO IOJYYUTH IIPHU IMOMOIIA ,I[aHHOﬁ KOHCTPYKIIUH.

Teopema 2.5. [Tycmos A C Fl — cmpozo mempuuecku pe2yisipnoe MHOXCECME0
¢ paouycom noxpoimus v > 0. Konuuecmeo Gg4(r) paznuunsix cmpozo mempuyecku
PecYNAPHBIX MHOJCECME C PAOUYCOM NOKPBIMUSL (, KOMOpble MOICHO HOCHMPOUmb
00veduHeHuemM C10€6 NOCIOUHO20 Npedcmagienus NPpOoCMpPAaHCmed OMHOCUMETbHO
mHodcecmea A, npumensisi meopemy 2.4, MOJICHO SbIYUCIUMb NPU NOMOWU CTEOYIO-

WuUx pexyppeHmHuIX opmyn:

Gy(r—q)+Gy(r—q—1), npur>q,
Gq(r) =4 2, npur = g,
0, npu 0 < r<gq.
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XapakTeprucTH4ecKoe ypaBHEHHE JaHHOH PEKypPEHTHOH MOCIEA0BATEIbHOCTH
mmeer Bua 97! = z + 1. JlanHOEe ypaBHEHHe HE Pa3pEIIMMO B paMKagaxX IpH
q = 4, OfHaKo pa3penrMo IpU MEHBIIUX (.

Pesynbrarel BTOpo# I1aBbl OITyOJIMKOBaHbEI B padorax [2, 3, 8].

TpeTbsl IJ1aBa TOCBAMICHA OICHKAM MOIIHOCTEH METPHUYECKU PETyISpHBIX
MHOKECTB.

ITokazaHo, UTO BCSIKOE METPUUYECKH PETYISIPHOE MHOMKECTBO BKIIAJILIBAECTCS B
METPUUYECKH PEryiiipHO€ MHOXXECTBO C paguycoMm Mokpeitus 1. Mcxoas u3 storo
(hakTa TOKA3BIBACTCS, YTO 3a/1a4a HAXOXKICHHS HAHMOOIBIIET0 METPUICCKH PEryIsp-
HOTO MHOXXECTBA CBOIWTCS K 3aJade HAXOKACHHS HAMMEHBIIETO MOKPBIBAIOIIETO
Koza panuyca 1.

TlonyueHa HUXKHSS OLIEHKA CYMMBbl MOIIHOCTEH METPUYECKU PEryJspHOro
MHO)KECTBA M €r0 METPUYCCKOTO JONOJHCHUS MpU (PUKCHPOBAHHOM paguyce Io-
KPBITHSL.

Teopema 3.4. IIycmv A C 3§ — mempuuecku pezynaproe MHO#CeCm80 ¢ pa-
Oouycom nokpvimusi T. Tozoa

- 2n+1
| Al + |A] >

r—1

HE®

IIpu moMomy KOHCTPYKIHMI U3 ITIaBHI 2 CTPOSTCA ceMeiicTBa OONIBIIMX CTPOTO
METPUYECKH PETyIsIpHBIX MHOXKECTB, pa3Mep KOTOPBIX MO3BOJIIET OLIEHUTH MOII-
HOCTb HauOOJBIIET0 METPUYECKH PEryIIPHOTO MHOXKECTBA C 3a/JlaHHBIM PaIHyCcOM
MOKPHITUS B OyJIeBOM KyOe 3alaHHOH pa3MEpHOCTH.

Teopema 3.6. Ilycms A — Haubonvuiee mempuuecku pe2yisapHoe MHONCECTBO
¢ paduycom nokpvimusi T 8 Oynesom Kybe pazmepHocmu n (n = 2r), u nycmov s —
ocmamok om Oenenuss n + 1 na 2r + 1. Toeoa

2 2 2r
> n _ n—2r .
A|/max{2 (2T+1 n—8+1)’2 (r)} @)

Pesynbrarel TpeTbeil miaBsl omyOIMKoBaHbI B paborax [2,3,7,8].

B 4erBépToii N1aBe paccMaTpuBarOTCS CBOMCTBA METPUYECKHUX JIOMOJIHEHHM
JUHEHHBIX MOJIMPOCTPAHCTB (JIMHEHWHBIX KOJOB) OyieBa Kyoa.

OnwuceiBaercss OOMMH BHJ METPUYECKOTO JOMOTHECHUS JHHEHHOTO MOAIpPO-
CTpaHCTBA.

Jemma 4.1. ITycms L C Yy — auneiinoe noonpocmpancmeo, ¢ — 080UUHbII
sexmop Oaunvl 1 u d(a,L) = k. Tozoa 0ns 1106020 6eKMOpa Yy U3 CMENCHO20 KIACCA
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a + L umeem mecmo d(y,L) = k, u, credosamenvro, muoocecmeo L sensemcs
00beOUHeHUeM CMEeNCHBIX KAacco8 noonpocmparcmea L.

W3BEeCTHO, YTO pajuyC HOKPHITUS JIHHEWHOTO MOAIPOCTPAHCTBA Pa3MEPHOCTH
k B OyneBoM KyOe pa3MepHOCTH 7 HE mpeBbimacT 1 — k. PaccmarpuBaercss KaHO-
HUYECKHMH 0a3uc MOAMPOCTPAHCTBA U C €r0 MOMOIIBIO JIOKA3hIBAIOTCS CIEAYIOIIHE
YTBEPKIACHUSL.

Teopema 4.4. [Tycmv L — auneiinoe noonpocmpancmso pasmeprocmu k. Pa-
sencmeo p(L) = n — k docmucaemcs mozda u monvko mozda, Kozda geca 8cex
6eKMOpO6 KanoHuuecko2o basuca noonpocmparncmea L ne npesocxoosm 2. Mem-
puyeckoe Oononnenue L cocmoum 6 dmom cayuae u3 0OHO20 CMENCHO20 Kiacca
npocmpancmea L.

Teopema 4.5. ITycms L C F§ — aunetinoe noonpocmpancmeo pasmepHocmu
k, wt(ef) < 3 0na 6cex 6exmopos e} u3 KAHOHUUECKO20 Oa3uca u cyujecmeyem
unoexc j maxoii, umo wt(e;) = 3. Toeoa p(L) = n —k — 1 mozda u monvko mozoa,
Kozoa supp(e;) Nsupp(e;) # 0 ons ecex i,j makux, umo wt(e;) = wt(e}) = 3. lpu
IMoM Mempuieckoe OONOTHeHUe L cocmoum u3 0dnozo, 08YX UNU MPEX CMENHCHBIX
Kaaccog L, 6 3aeucumocmu om MowHOCmU nepeceyenus Hocumeinell 6cex 6eKmopos
KaHoHuyecko2o basuca eeca 3.

[TprBoANTCS XapaKTEePHCTHKA BTOPOTO METPHUYECKOTO JAOMOITHEHHS JIHHEHHOTO
MIOJIPOCTPaHCTBa Oynesa KyOa.

Teopema 4.7. Ilycmv L C F3 — auneiinoe noonpocmpancmeo. Toeda x €

L moeoa u monvko moeoa, xoeda L umeapuanmumo omHocumenbHo coguea Ha X,
me. L = x + L.

[Ipu nomouu Teopem 4.5 u 4.7 cTpouTcs MpUMEP JUHEWHOTO MOANPOCTPaH-
cTBa OynieBa Ky0a, HE SIBISIOIIETOCS METPUYECKH PETYISPHBIM.
Pesynbrarsl 4eTBEPTON TIIaBBl OIMyOIMKOBaHBI B pabdorax [1,6].

B nsATO# I1aBe paccMarpuBaeTCs U3BECTHOE CEMENCTBO JIMHEMHBIX KOJIOB —
kxonbl Puna-Mannepa.

Merpuueckas peryaspHocTts komoB RM (1,m) npu 4€tHbIX m ObUIa yCTaHOB-
nena H. ToxapeBoit”®. EcTecTBEHHO, UTO H3ydeHHE MHOXKECTBA Hanboee yIaléHHbIX
OT KOZIa BEKTOPOB TpeOyeT 3HaHUS paanyca HOKphITUS Koja. Cpenn KOomoB BBICOKHX
HOPSIKOB, PanyChl OKPHITUS U3BECTHBI Myist kKomoB RM (k,m) npu k > m — 3.
Panuyc nokpeitus koga RM(1,m) HenusBecTeH NpH HEYETHBIX 1M > 7, OJHAKO BbI-
uucnen’” ¥’ nans koma RM(1,5) u asa koma RM(1,7). B 1981 romy, . Ilan

28Tokareva N.N. The group of automorphisms of the set of bent functions // Discrete Mathematics
and Applications. — 2010. — T. 20. — Ne. 5-6. — C. 655-664.

29Berlekamp E., Welch N. Weight distributions of the cosets of the (32, 6) Reed-Muller code // IEEE
Transactions on Information Theory. — 1972. — T. 18. — Ne. 1. — C. 203-207.

30Mykkeltveit J. The covering radius of the (128, 8) Reed-Muller code is 56 // IEEE Transactions on
Information Theory. — 1980. — T. 26. — Ne. 3. — C. 359-362.
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onpenenun’! pamuyc mokpeiThsa koma RM(2,6), a coBcem HenaHo K. BaHr Bbl-
yuenun’? paguyc NoKpbIThs kKoga RM(2,7). Tlpu m > 7, paauyc NOKPBITHS Kojia
RM(2,m) Ha NaHHBI MOMEHT HEH3BECTCH.

B nanHOI maBe n0Ka3bIBaeTCs METpUUYECKas peryisipHOCTh KofoB Puna-Mai-
aepa RM(k,m) mis k = 0, k > m — 2. 3arem, onupasch Ha METOJl HAXOXKICHUSL
pazuyca mokpeitusi kKoga RM(m — 3,m), onucannsiii B kaure “Covering codes”
KosHOM 1 1p., ONMCHIBAETCSI METPHUYECKOE OTIOTHEHHE W YCTAHABIMBACTCS METpPH-
yeckasi peryisipHOCTbh KoioB Puna-Mannepa mopsiaika m — 3 OT M HEpPEeMEHHBIX.
Take B JaHHOMW INIaBe TOKAa3bIBACTCS METPUYECKas PEryisipHOCTh KogoB RM (1,5)
u RM(2,6). B coBokymuoctu ¢ pesynsrarom H. TokapeBoil 0 MeTpUUECKOi
PETYISPHOCTH MHOXKECTBA aPUHHBIX (DYHKIMH, TEM CaMbIM yCTaHABINBAETCSI MET-
pudecKasi peryJasipHOCTb BceX komoB Puma-Maruiepa, paauyc HOKPBITHS KOTOPBIX
M3BECTEH, 3a HCKiIoueHneM 1Byx: RM(1,7) u RM(2,7). BoickasbiBaeTcs rumnoresa
0 METPUYECKON PETYISIPHOCTH BCeX KonoB Pupa-Manepa.

Pe3ysbrarhl mATOH IMIaBbl ONYOJIMKOBaHBI B padoTax [4,5,9, 10].

B 3aki10ueHHH NPUBENCHBI OCHOBHBIE PE3YJbTaThl pabOTHI.

B npuioxenun A conepikarcsl BBIKIaJKH M TaOIHIBI, HEOOXOIUMBIE JUIs J10-
Ka3zarenbCcTBa JieMMbl 5.17 u3 pasgena 5.8 miaBsl 5.

BaaronapuocTu

ABTOp BBIpa)kaeT OJarogapHOCTh HaydHOMY pyKoBoauTemo Tokapesoit H. H.
3a HayYHOE PYKOBOJCTBO: IIOCTAHOBKY MHTEPECHBIX 3aj]ad, OOCYXICHHE pe3yiIbTa-
TOB, ITOMOIIb B ITOJITOTOBKE CTaTeil M BBICTYIUICHHH M MOAAEPKKY Ha NMPOTSDKECHUU
Bcero oOydenust U pabotel. Takxke aBrop Omaromaput A. Kynenko, A. T'opoxwmiio-
By, H. Komomeiina u Bcro komanny Kpunrorpaduueckoro nenrpa (HoBocubupcek) 3a
MOANICPKKY M 00CYK/I€HHE PE3yIbTaTOB. ABTOP NMPU3HATENICH KOJUIEKTHBY HCCIIEN0-
Batenbckoi Tpymbl Selmer Center (HopBerus) 3a nmpenocTaBIeHHYIO BO3MOKHOCTh
CTOXUPOBKU U TUIOZOTBOPHYIO PadoTYy.

31Schatz J. The second order Reed-Muller code of length 64 has covering radius 18 // IEEE
Transactions on Information Theory. — 1981. — T. 27. — Ne. 4. — C. 529-530.

32Wang Q. The covering radius of the Reed-Muller code RM (2,7) is 40 // Discrete Mathematics. —
2019. — T. 342. — Ne. 12. — Cratss 111625.
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Abstract

Functions of the form F§ — Z,, where ¢ > 2 is a positive integer, are known as
generalized Boolean functions. Bent functions within this generalization are called
generalized bent (gbent). A gbent function is said to be regular if it is possible to
define its dual gbent function. A duality mapping is the mapping that transforms
every regular gbent function to its dual gbent. A regular gbent function is said to
be self-dual if it coincides with its dual. In this paper we define the action of linear
operator C2* — C?" on the set of all generalized Boolean functions in n variables
via their sign functions. The characterization of unitary operators that transform
the set of all generalized Boolean functions in n variables into itself is provided. We
also study the properties if sign functions of self-dual gbent functions.

Keywords: Duality mapping, Generalized bent function, Self-dual bent

1 Introduction

The study of Boolean functions having strong cryptographic properties
is the domain of current interest, see monographies |2, 4| for detail. Boolean
bent functions were introduced by O. Rothaus [26] in 1976. Due to maximal
nonlinearity they have a number of applications in cryptography and coding
theory. There are still many open problems. Among them the exact number of
bent functions as well as their complete classification that seem elusive to be
solved for now. One can find more details on bent functions in books [33, 22].

The duality mapping is a mapping that transforms every (regular gen-
eralized) bent function to its dual (generalized) bent. For the Boolean case for
every bent function its dual bent function is uniquely defined. It is important
to note that the duality mapping is the unique known isometric mapping of
the set of bent functions into itself that cannot be extended to a isometry of
the whole set of all Boolean functions that preserves bentness. The action of
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the duality mapping on bent functions within generalizations is increasingly
nontrivial since it is typically defined only for the part of bent functions from
corresponding generalization which are called regular, while more accurate
work with them also demands for intermediate notation like weak regularity
that also appears in this scope.

Self-dual bent functions that are fixed points of the duality mapping form
a remarkable class of bent functions since they have the direct relation to their
dual bent functions. The definition of self-duality initially was in paper [18]
by O.A. Logachev, A.A. Sal'nikov and V.V. Yashchenko. In more details
these functions were explored by C. Carlet et al. in 2010 in work [1], where a
number of constructions and properties were given and the classification for
small number of variables was provided. Next steps for the classification of
qubic self-dual bent functions in 8 variables were made in [5], while quadratic
self-dual bent functions were completely characterized in [8]. Constructions
and properties of self-dual Boolean bent functions were studied in [10, 13, 21].
The overview of the known metrical properties of self-dual bent functions can
be found in [17]|. The extension of the concept of self-duality for different gen-
eralizations of bent functions was made in several papers. The classification
of quadratic self-dual bent functions of the form Fj — [, p odd prime, was
made by X.-D. Hou in [9]. In paper [3]| the self-duality for bent functions
within the same generalization type was studied by A. Cesmelioglu et al.
In 2018 in paper 28] L. Sok. et al. studied quaternary self-dual bent func-
tions of the form F} — Z, from the viewpoints of existence, construction,
and symmetry. The relation between sign functions of quaternary self-dual
bent function in n variables and two self-dual bent functions in n variables
was found. Based on this it was proved that there are no quaternary selt-dual
bent functions in odd number of variables.

In this paper we define the action of linear operator C>* — C?" on the
generalized Boolean functions in n variables via their sign functions. We
study the interconnection between unitary operators that transform the set
of all generalized Boolean functions in n variables into itself and the du-
ality mapping. The paper os organised as follows. In Section 2 necessary
definitons and notation are given. In Section 3 properties of sign functions of
self-dual gbent functions are considered. The main results are in Section 4,
namely, Section 4.1, where unitary operators under consideration are char-
acterized.The question whether the duality mapping can be described by the
considered set of operators is partially studied in Section 5 The conclusion is
in Section 6.



2 Notation

Let F} be a set of binary vectors of length n. For z, y € Fy denote (z,y) =
P x;y;, where the sign @ denotes a sum modulo 2. Denote, following [11],

1=1
the orthogonal group of index n over the field Iy as
O, ={LeGL(n,Fy): LL" = 1I,},

where LT denotes the transpose of L and I,, is an identical matrix of order
n over the field Fs.

A generalized Boolean function f in m variables is any map from Fj to
Z, the integers modulo g. The set of generalized Boolean functions in n
variables is denoted by GF, for the case ¢ = 2 we use F,,. Let w = e2mi/d. A
sign function of f € GF? is a complex valued function F' = w/, we will also
refer to it as to a complex vector (wfo,wfl, e ,wf2”*1) of length 2", where
(fo, f1, -+, fon_1) is a vector of values of the function f.

The Hamming weight wty(x) of the vector x € F} is the number of
nonzero coordinates of x. The Hamming distance disty(f, g) between gen-
eralized Boolean functions f, g in n variables is the cardinality of the set
{x € Fy|f(x) # g(x)}. The Lee weight of the element x € Z, is wty(z) =
min {z,q — x}. The Lee distance dist;(f, g) between f,g € GF? is

where § € GF? and §(z) = f(x) + (¢ — 1)g(z) for any = € F}. For Boolean
case ¢ = 2 the Hamming distance coincides with the Lee distance.
The (generalized) Walsh-Hadamard transformof f € GFL is the complex

valued function:
Hiy) = Y P,

x€Fy
A generalized Boolean function f in n variables is said to be generalized

bent (gbent) if
[Hy(y)] = 2",

for all y € F [27]. If there exists such f € GFY that H(y) = w/W2n/2 for
any y € Fy, the ghent function f is said to be regular and fis called its
dual. Note that f is generalized bent as well. A regular ghent function f is
said to be self-dual if f = f, and anti-self-dual if f = f+ q/2. Consequently,
it is the case only for even ¢. So throughout this paper we assume that ¢ is



a positive even integer. Corresponding sets of gbent functions are denoted
by SB/ (n) and SB, (n), respectively.

The duality mapping is a mapping that transforms every regular gbent
function to its dual one. Thus, it is essentially defined only on regular ghent
functions.

3 Eigenvectors of the duality mapping

In this section properties of sign functions of (anti-)self-dual ghent func-
tions will be studied and the connection with the duality mapping will be
explicitely pointed.

Let I,, be the identity matrix of size n and H,, = H{"" be the n-fold tensor
product of the matrix H; with itself, where

1 1
m-(; )

This matrix is known as Sylvester Hadamard matrix. It is known the
Hadamard property of this matrix

H,HT = 2",

where HI is transpose of H, (it holds HI = H, by symmetricity of H,).
Denote H,, = 2-"/2H,,.

By using Sylvester Hadamard matrix it is possible to define the duality
mapping as follows

wl — Hnwf = w! ,

where f is a regular gbent function in n variables. Thus, sign functions if
self-dual gbent functions are eigenvectors of the aforementioned linear oper-
ator that correspond to the eigenvalue 1. At the same time sign functions
if anti-self-dual gbent functions are eigenvectors of the aforementioned lin-
ear operator that correspond to the eigenvalue (—1). In terms of subspaces
these facts imply that sign functions belong to the spaces Ker (Hn — ]Qn) =
Ker(Hn — 2”/212n) and Ker (Hn + Izn) = Ker(Hn + 2”/2[271) correspondingly.

Recall an orthogonal decomposition of R?" in eigenspaces of H,, from [1]
(Lemma 5.2):

R?" — Ker (Hn + 2”/212n) & Ker (Hn — 2”/212n> ,

where the symbol @& denotes a direct sum of subspaces. Consider the same
decomposition

C?" = Ker (Hn + 2"/212n) & Ker (Hn _ 2"/212n> ,
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for a complex space C?". It is known that
dim(Ker (Hy, + Ion) ) = dim(Ker(’Hn — ]2n>) =t

where dim(V/) is the dimension of the subspace V' C C*'. Moreover, since H,
is symmetric (Hermitian), the subspaces Ker (’Hn + ]gn) and Ker(?—[n — [2?1)
are mutually orthogonal.

In [15] it was proved that provided n > 4, the linear span of sign functions
of self-dual as well as anti-self-dual Boolean bent functions Boolean bent
functions in n variables has dimension 2"~!. The same result can be also
given for gbent functions:

Proposition 1. Let n > 4 be an evem number, then the linear span of sign

functions of (anti-)self-dual gbent functions in n variables has dimension
on=1

Proof. 1t is enough to mention that since ¢ is even it holds (—1) =
w? e {w, w2, ... ,wq_l}, therefore the set of sign fuctions of (anti-)self-dual
Boolean bent functions in n variables is a subset of the set of sign functions
of (anti-)self-dual gbent functions in n variables. O

It is worth to note that the example of the basis of the subspace
Ker(?—[n — ]2n> can be constructed by using the functions obtained via it-
erative constructions from [1] and |15].

When n = 2 there are two self-dual Boolean bent functions, namely x1x9
and x1xe @ 1, which have sign functions (1,1,1,—1) and (—=1,—1,—1,1) re-
spectively. These sign functions are linearly dependent vectors in R*. The set
SB™(2) consists of functions x1z9 @ x1 @ 2 and x1x9 O 11 D 29 B 1 with
sign functions (1, —1,—1, —1) and (—1, 1,1, 1) respectively. These sign func-
tions are linearly dependent vectors in R* as well. Generalization comprises
solution of the system

1 1 1 1 wh wh
11 -1 1 1| [w?] [w®
211 1 =1 =1 |wh ]| |ws]’

1 -1 -1 1 i Wi

where variables are numbers dy, ds,ds, ds € Z, in fact. It is clear that the
only solution pattern is

(wd,wd,wd,wd+Q/2) = w’ (1,1,1,-1) € C*,

where d € Z,. It means that any two sign functions of self-dual gbent func-
tions from SB/ (2) are linearly dependent over C and [SB}(2)| = q.
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4 Unitary operators and eigenvectors of the duality
mapping

In this section we define an action of linear operator C** — C?" on a
(generalized) Boolean function in n variables and characterize all unitary
operators which transform the set of all (generalized) Boolean functions in n
variables into itself and preserve self-duality, thus generalizing in some way
the results from [16] on isometric mappings which preserve self-duality of a
Boolean bent function and those, which define bijections between the sets of
self-dual and anti-self-dual Boolean bent functions.

4.1 Linear operators and generalized Boolean functions

Throught this section we will use standard basis of the space C*", which
consists of the vectors {ei}il C C?", where e; has 1 on th i-th position, the
rest are zeros.

Let ¢ : C*" — C?% be linear operator with matrix A in standard basis
of the space C*'. We shall say that ¢ transforms the generalized Boolean
function f € GF! with sign function F' to the generalized Boolean function
'€ GFL if the sign function F’ of f’ is equal to AF, that is F' = AF =
@ (F). This also comprises the definition of the duality mapping via the
Sylvester Hadamard matrix (see Section 3).

Recall that a linear operator ¢ is said to be unitary if ! = pTe = id,
where ¢! is a Hermitian adjoint operator of ¢. The matrix of ¢ is called
unitary in this case. Denote by U the set of unitary operators C** — C*"
which transform the set of generalized Boolean functions in n variables GF?
into itself.

The next result characterizes the set U. The matrix is called monomsial
or generalized permutation if it has exactly one nonzero entry in every row
(column).

Theorem 1. Operators from U? are characterized by monomial matrices

with nonzero elements from the set {1,w,w2, . ,wq_l} and only them.

Proof. It is obvious that operators with monomial matrices of such form
transform the set of g-ary generalized Boolean functions in n variables into
itself. Moreover every such matrix is unitary.

Now assume ¢ € U? and let U = (uw)f;zl be its matrix in the canonical
basis. Denote by vy € C?" a vector with all ones and by v; € C*",i =
1,2,...,2" a vector which has 1 on the i-th position, the rest are (—1). Let



vi; € C¥ i, =1,2,...,2", (i # j), be a vector which has 1 on the i-th and
j-th positions, the rest are (—1)

Fix some i, j, k € {1,2,...,2"}, (i < 7). Denote (Uvy), = wh, (Uv;), =
wh, (Uvj), = w¥ and (Uvyj), = wh for some dy,d;, d;,d;; € Z,. Their
addition yields

(Uvo)y + (Uvi)y = 2up; = wh + w?,
(Uvo)y + (Uvj),, = 2up; = w® + w?,
(Uvo)y + (Uvij),, = 2 (ugs + upj) = w™ + wh.

After grouping of these items we see that

w + w + w + i
9 Ukj = 9 Uki + Upj = 9

Uk =
that is
wh 4 wh 4 wh 4 wh = Wl i,
or, equivalently,
w® + w4 W = i,

Its is clear that it is the case only if w® coincides with one of three
numbers w®, w%, w% and the rest two are the same numbers with opposite
signs, that is always possible since ¢ is even.

Basically there are two variants:

Case 1: If w% = w® and w® + w% = 0, then the k-th row of U is
wio — (ydi wo + wi

Uk = <uk17 ceey Uk i1, 9 y Uk i1y« ooy Uk j—1, Ta Uk j4+1y - - - 7uk,2"> .

But in this case

= ()
=l ) () () (4 )
= % (wd‘)@ — whudi — whigds 4 wdjw)
+ i (wdoﬁ + wihopdi 4 wligydo 4 aﬂjE)
= i (2-wdoﬁ+2.wdjﬁ> :i(2+2) =1,

and since U is unitary that implies ||Uy||* = 1 for any k € {1,2,...,2"}, we
derive that all components of U, except, maybe,

wh — i

Uk; = T’



w4
Uk = 9 )
are necessarily equal to zero.

Case 2: Without loss of generality assume that w® = w® and w +w® =
0, then u; = 0.

Thus for any distinct 4,7 € {1,2,...,2"} either at least one of items
Upi, ur; of the k-th row Uj is zero or in this row there are at most two
nonzero items, whose form was considered in Case 1.

If for any row only Case 2 is met, the matrix is obviously monomial. So
assume that some row of U, say k-th (in fact, then U has at least two rows
of such form), has the form which is described in Case 1.

Consider vector (sign function) F € C*' whose coordinates for | =
1,2,...,2" are defined by

., .
wh, =1,

Fi=quw?, [=j,

)

1, otherwise,

where 71,79 € Z, such that r1 < ry and ry —r1 # ¢/2, denote Ar =ry — 1.
We have

do d do d;
w0 — W w0+ W
(UF), = upw"™ + upjw™ = w" ( 5 + 5 wA’") = W5t

for some s € Z,. It is clear that it holds if and only if

d d dj
W —w W H W A, s

5 + 5 wo = w’.

d;

Recall some trigonometric identities. For any real a, 8 it holds:

cos a + cos 3 = 2 cos (a—;ﬂ) coS (Q_B),

2

cosa — cos f = —2sin (a—;ﬁ) sin (a;6>,

+
sinaisinﬁzzsin<o‘2 ﬁ) cos <O‘:2FB>,

sin (o + ) = sina cos 5 & cos asin 3,

sin 2a = 2 cos asin .



Consider doubled real part of w?:

2Re (w®) = cos <27T—d0) — cos <27de>
q

q
+ cos (277 (do + AT)) + co
0

q

e <7r (2d0q+ Ar)) ) :(Wﬁr)
o <7r (2djq+ Ar)) o (W?T)
)

<27r (d; + A@)

q

and doubled imaginary part of w?*:

2Im (w®) = sin (27Td ) — sin (27de

q
: (27r d0+AT) , <27T (d; —I—AT))
+ sin 4+ sin

. ( 2d0 + Ar) ) (wAr>
= 2sin
_ (WAT) < (2d; + AT))
+ sin COS .
q q

For simplicity denote o« = wAr/q,8 = 7 (2dy+ Ar)/q and v =
7 (2d; + Ar) /q. Since w® is a root of unity, its norm is equal to 1, hence

Re? (w*) + Im? (w*) = cos® a cos? B — 2 cos arsin a cos B sin 7y + sin” a sin? 7y

+ cos>

asin® f + 2 cos asin asin B cos v + sin? a cos?
= cos’ (cos2 3 + sin? 6) + sin® a ((3082 ~ + sin® 7)
+ 2 cos asin « (sin B cosy — cos fsin7y)
= 1 +sin (2a) sin (8 —v) = 1,

that is

sin (2a) sin (8 — v) = 0.
Let the firt sine is zero, that is
2w Ar
q

for some m € Z. Then Ar = mgq/2 but since Ar € {1,2,...,q— 1}, it is
the case only for Ar = ¢/2, that is a contradiction with the choice of 1, 75.

200 = = mm,



If the second sine is zero, namely

27 (do — d;
By = 2m (do — dj) — m/,
q
for some m’ € Z, again we have either dy = d; or |dy — d;| = ¢/2 since
|dy — d;| € {0,1,...,q— 1}. But then either w® —w% = 0 or w® +w% = 0,
that is in the k-th row there is exactly one nonzero element. ]

List below some apparent properties of U? which can be derived from
Theorem 1:

Proposition 2. Every operator from U? preserves Lee and Hamming dis-
tance between generalized Boolean functions and Fuclidian distance between
their sign functions.

Proposition 3. The cardinality of U is the following

gl =2m- "

4.2 Matrix representation and connection with Markov’s theo-
rem for Boolean case

A mapping ¢ of the set of all Boolean functions in n variables to itself
is called zsometric if it preserves the Hamming distance between functions,
that is

disty (p(f), (g)) = distu(f, g),

for any f, g € F,. The set of all isometric mappings of the set of all Boolean
functions in n variables to itself in [16] was denoted by Z,,.

From Markov’s theorem (1956) it follows that the general form of isomet-
ric mappings of all Boolean functions in n variables to itself is

fx) — fm(z) @ g(x),

where 7 is a permutation on the set F§ and g € F,, [19].
Theorem 1 can be reformulated in terms of mappings of (generalized)
Boolean functions:

Theorem 2. The action of any operator from U? on the set GF?1 is uniquely
represented in the form

flx) — f(n(x)) + g(2),
where 7 is a permuation on FY and g € GFL.
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Following [16] denote such operator by ¢, , € UI. So, for binary case we
immediately obtain correspondence between U? and Z,:

Corollary 1. For q = 2 there is an one-to-one correspondence between
the set Ul and the set of isometric mappings of all Boolean functions in n
variables into itself (L), defined by Markov’s theorem.

Thus the considered set U is a some kind of generalization of the set Z,,
comprising the framework of sign functions.

Denote by {Vk}z:f all binary vectors of length n considered in the lexi-
cographical order.

By Theorem 1, provided that the (standard) basis is fixed, there is an one-
to-one correspondence between ! and the set of monomial matrices of order
2" x 2" with nonzero elements from the set {1,w1,w2, - ,wq_l}. Indeed,
consider arbitrary mapping ., € Uf. Let it transforms a function f € GF}
with sign function

F = (wf(v‘)),wf(vl), o ,wf("”—l)) e C”,
to f' € GF? with sign function
F'= (wf/(VO),wf/(vl), o ,wf/(VQ"—1)> e C¥,

that is F/ = UF, where U is a matrix of ¢, ,. Namely this matrix is

\ | /

in which in the k-th row a nonzero element w9+ is in the j-th column,
where (j — 1) is a number with binary representation 7 (vi_1). So the k-th
component of the vector F' = UF is equal to

wl V1) — Sf(vi) | 9(vi1) — wf(ﬂ(vk—l))ﬂLg(Vk—l)’

for any k € {1,2,...,2"}, that is equivalent to

f'(@)=f(r(x) +g(x), =€l
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4.3 The Rayleigh quotient of (generalized) Boolean function

In this subsection operators from the set ¢!, which preserve and change
the sign of the Rayleigh quotient (Rayleigh ratio) of the Sylvester Hadamard
matrix defined for every generalized Boolean function in n variables, are
studied.

In [1] the Rayleigh quotient Sy of a Boolean function f € F,, was defined

Sy = Z (_1)f(ar)®f(y)@<x,y> _ Z <_1)f(y)Wf(y)7

x,yclFy yelky

as

and when f € B, the normalized Rayleigh quotient Ny is a number

Ny = Z (1) @ef@) — Q—n/QSf_

x€lFy

It is known [1] (Theorem 3.1) that the value of S; is at most 2°"/2 with
equality if and only if f is self-dual bent, and at least (—23"/ 2) with equality
if and only if f is anti-self-dual bent.

All isometric mappings from the set Z, that preserve the Rayleigh quo-
tient of every Boolean function in n variables (or change its sign) were char-
acterized in [16]. It was made by showing the direct link between perserving
the Rayleigh quoient and preserving the self-duality. Also it was proved that
bijectivity between the sets SB™(n) and SB™(n) is correlated with the change
of sign of the Rayleigh quoient.

In 28] the authors studied the Rayleigh quotient of generalized Boolean
(bent) functions from GF:. For a generalized Boolean function f € GF
they defined

R(f)=27" Z if(x)—f(y)(_l)@c,w’
x,yelfy
and proved, see [28] (Theorem 7), the bound —2"/2 < R(f) < 2™? with
equalities if and only if f is self-dual quaternary bent (4+2"/2) or self-dual
quaternary bent (—27/2).

Define the Rayleight quotient Ry of (generalized) Boolean function f €
GF! as follows

Ry =27" Z uJf(ﬂc)—f(y)(_1)<9c,y>_
z,yclfy

The matrix-vector representation the Rayleight quotient for a generalized
Boolean function f € FG? with sign function F' is

i@ F,H,F)
=27" 7(@) Fw)(_qyle — S HF)
Ry =273 Wl ) wl0(-1) e

r€Fy yely
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By the same technique as in the proof of [28] (Theorem 7) it is possible
to prove that the same bound —2"/2 < Ry < 2/2 holds with equalities met
if and only if f is self-dual gbent (+2"/?) or anti-self-dual gbent (—2"/2).

The mentioned correlation with preserving of self-duality and bijectivity
for Boolean case also stands for the Rayleigh quotient of generalized Boolean
function.

Theorem 3. For n > 4 an operator o, € U}

— preserves the Rayleigh quotient if and only if it preserves (anti-)self-
duality;

— changes the sign of the Rayleigh quotient if and only if it is a bijection
between the sets SB, (n) and SB, (n).

The proofs of these statements are similar to those provided in [16] (The-
orems 3 and 4) and are omitted.
It also follows that

Corollary 2. An operator pr, € U, which preserves the Rayleigh quotient
or changes the sign of the Rayleigh quotient, also preserves gbentness.

5 The duality mapping and unitary operators

In this section for the case of even n we study the question if there exists
an operator from the set ¢!, that transforms every regular gbent function to
its dual gbent function.

Theorem 4. If n is an even number, then in U? there is no such operator
which assigns the dual bent function to every reqular bent function from the

set GBY1.
Proof. Consider the following set of gbent functions:
B = {gﬂf c Bn} c GBI

It is clear that all gbent functions from B are regular ones with the values
from the set {0, ¢/2}. Assume the desired operator exists, let it be

Org: f(x) — f(7(2)) + g(2),

for some permutation 7 and generalized Boolean function g € GF!. Then,
in order to transform gebnt functions from the set B to their duals, the
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function g also must have values in {0, ¢/2}. It means that in fact we have a
reduction to Boolean case, since all considered generalized Boolean functions,
namely that ones from the set B and the function g, have values from the
set {0,q/2}.

Then non-existence of isometric mapping of the set of all Boolean func-
tions in n variables into itself which assigns to every bent functions its dual
implies non-existence of the considered unitary operator. It is known [14]
that there is no such isometric mapping, hence the result follows.

O

Thus, Theorem 4 is a generalization of the known result of non-existence
for the Boolean case, but here we consider all mappings from the set U/.

[t is interesting to study the same question for the case of an odd number
of variables n.

6 Conclusion

In this paper the action of linear operators of the form C?" — C?" on
the generalized Boolean functions in n variables via their sign functions was
defined. The interconnection between unitary operators that transform the
set of all generalized Boolean functions in n variables into itself and the
duality mapping was studied. The known classification of quaternary self-dual
bent functions is clarified. It follows that the set U can be seen as an initial
expansion of the set of automorphisms of the Boolean functions in n variables
to generalized Boolean functions. For the future study it can be interesting to
go beyond the set ! that is to consider operators that transform some desired
subsets of Boolean functions into itself but not neccesarily all generalized
Boolean functions. Examples of such problems deal with gbent or self-dual
gbent functions. The question of determing the connection between the set U/!
and duality mapping for odd n is an open one.
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Abstract

In this paper, the property of affine functions to be derivatives of bent functions
is studied. The importance of Boolean bent functions in symmetric cryptography
stems from linear cryptanalysis of stream ciphers. In that context bent functions
are the ones which are the worst approximated by affine functions. There are also
connections between bent functions and distinct objects of coding theory such as
Reed-Muller and Kerdock codes. Recall, that a bent function is a Boolean function
[ in n variables (n is even) such that for any nonzero vector y its derivative D, f(z) =
f(z)® f(z@®y) is balanced, i.e., it takes values 0 and 1 equally often. Whether every
balanced function is a derivative of a some bent function or not is an open problem.
In this paper, special case of this problem was studied. It was proven that every
nonconstant affine function in n (even) variables is a derivative of (271 —1)|B,_2|?
bent functions, where B, is a set of all bent functions in n variables. Iterative lower
bound for the number of bent functions is presented.

Keywords: Boolean functions, bent functions, derivatives of a bent function, lower bound for
the number of bent functions.

1 Introduction

A Boolean function in even number of variables is called bent if it has
maximal nonlinearity [1]. Nonlinearity is an important property in cryptogra-
phy. Ciphers using functions with high nonlinearity as components are more
resistant to linear cryptanalysis [2] because bent functions are badly approx-
imated by affine functions. Bent functions were used in design of the block
cipher CAST as coordinate functions of S-blocks [3]. The nonlinear feedback
polynomial of the NFSR (nonlinear feedback shift register) of the stream ci-
pher Grain is constructed as the sum of a linear function and a bent function
[4]. There are also connections between bent functions and distinct objects of
coding theory such as Reed-Muller and Kerdock codes [5]. In coding theory,



there is a well-known task of determining the covering radius for the Reed-
Muller code RM (l,n). This task is related (if the code has order 1) to the
task of finding the most nonlinear Boolean functions |6, 7]. Special sets of
quadratic bent functions allow one to construct Kerdock codes [8] that are
optimal and have large code distances that grow with the code lengths [9, 10].
This very optimality of Kerdock codes is caused by extremal properties of
bent functions.

Another definition of a bent function is the following. It is a Boolean
function f in n variables (n is even) such that for any nonzero vector y its
derivative D, f(x) = f(z) @ f(z @ y) is balanced, i.e., it takes values 0 and
1 equally often [5]. In [11] it was shown that every balanced function is a
derivative of a some bent function for n < 6 (n even). Whether it is true for
every even n is an open problem. We will study this problem for the case of
affine functions.

2 Necessary definitions and statements

Let Zo = {0, 1}. Denote by Z% the n-dimensional vector space over Zs.
Let us denote by & the addition modulo 2. We will also use the following
inner product:

<$,y> = T1Y1 D...oD LInYn-

A function f : Z§ — Z is called a Boolean function in n variables.
A Boolean function f is called affine if it can be represented as [, ,(v) =
(a,z) ® b, where a € Z§ and b € Zy. A Boolean function is called balanced
if it takes values 0 and 1 equally often.

Let us recall a well known fact.

Lemma 1. An affine function l,,(z) = (a,x) & b, where a € Z§ (nonzero)
and b € Zo, is balanced.

The Hamming weight wt(f) of a Boolean function f is the number of
vectors © € Z§ such that f(x) = 1. For nonconstant affine functions it is
equal to 2"~1. We denote by dist(f,g) the Hamming distance between two
Boolean functions f and g; it is the number of positions in which their vectors
of values differ:

dist(f,g) = {x € Zy : f(x) # g(x)}].

Every Boolean function f in n variables can be associated with its support:

supp(f) = {z € Zy : f(z) =1},
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A Boolean function Dy f(z) = f(x) ® f(x @ y) is called a derivative of a
Boolean function f in n variables in the direction y, where y € Zj.

Lemma 2. A Boolean function f in n variables is a derivative of a some
Boolean function g in n variables in nonzero direction y if and only if f(x)®
flx®y) =0 for all x € Z5.

Proof. (=) One can see that D,g(x) = g(x) ® g(x ®y) = Dyg(x @ y) for all
x € 7. Therefore, f(z) = f(x @ y) for all x € Z3.

(<) Let i be the first nonzero coordinate of y. Define a Boolean function
g in the following way g(x) = z; f(x) for all x € Z§. Then

Dyg(x) =z;f(z)® (z; ® 1) f(zr ®y) = f(z) for all x € Zy.
Therefore, f is a derivative of ¢ in the direction y. ]

The nonlinearity of a Boolean function f in n variables is the Hamming
distance Ny from this function to the set of all affine functions, i.e., Ny =
min  dist(f,lap)-

a€ZY bELy
A bent function is a Boolean function in an even number of variables that

has the maximal nonlinearity, i.e., Ny = 2771 — 27/2=1 Denote by B, a set
of all bent functions in n variables.

The Walsh-Hadamard transform of a Boolean function f in n variables
is the integer-valued function on Zj defined as

Wi(y) = Z (=1)/ @2y for every y € Z1.

TELy

For a bent function f, the dual function f in n variables is defined by the
equality W (y) = 2/2(—1)/®). This definition is correct since W;(y) = £2"/2
for any vector y if f is a bent function [5].

Lemma 3. (see, for instance, [5]) A Boolean function f inn variables is bent
if and only if for any nonzero vector y its derivative Dy, f(z) = f(z)® f(z®y)
15 balanced or equivalently it holds

Z (=1)/ @S2 — 0 for any nonzero y.

rELy

Lemma 4. Let l,,(z) = (a,x) &b, where a € Z3, a is nonzero, and b € Zs.
There are 2"~ —1 nonzero directions for which l, is a derivative of a some
Boolean function. Namely, these directions are exactly those nonzero vectors
y such that {a,y) = 0.



Proof. 1f {a,y) = 0 then
lap(2) B lap(z @ y) = (a,7) BbS (a, 2B y) &b = (a,y) = 0.

Therefore, it follows from Lemma 2 that the function /,; is a derivative
of a some Boolean function in the direction y. It is known that there exist
2"~1 different nonzero vectors y such that (a,y) = 0 if a is nonzero. Since
(a,0) = 0 as well, the statement is proved. O

Lemma 5. Let [ be a nonconstant affine function that is a derivative of bent
functions g and ¢’ in distinct nonzero directions y and y', respectively. Then

g#4.

Proof. Suppose that g = ¢’ is a bent function such that D,g(x) = Dyg(x) =
[(x) for y # ¢'. Then for every x € Z} it holds

Dyg(x) ® Dyg(x) =

=g(@)Dglrdy) @ g(x) B gz DY) =
=gy @g(zdy) =

=gy Cg(roye (Y OyY) =

= Dy’@yg(x D Z/) =0,

which contradicts Lemma 3. []

3 Affine functions as derivatives of bent functions

In what follows we suppose that n is even.

Theorem 1. Any nonconstant affine function l,p in n variables is a deriva-
tive of (2"t — 1)|B,,_s|? bent functions in n > 4 variables.

Proof. Let l,3(z) = (a, ) @b be an affine function in n > 4 variables, where
a € Z35 is nonzero and b € Zsy. Suppose that [, is a derivative of some
Boolean function in the direction 3/’

Let ¢ be the number of the first nonzero coordinate of 3’ and j be the
number such that j # ¢ and x; is an essential variable for [,;. Let us show
that such j always exists. Suppose the opposite. Then l,;(z) = z; & b and
Dylop(z) = lop(x) @ lop(z @ y') = 1, for every x € Zj, which by Lemma 2
contradicts the fact that [, is a derivative of ¢ in the direction y'.

Without loss of generality, let ¢ =1 and j = 2. It follows from Lemma 2
that l,4(z) = lop(x @ ¢') and hence

x € supp(lop) < 2@y € supp(lup). (1)
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Note that for any Boolean function g in n variables that has ¢,; as its
derivative in the direction 1 it holds that

9(x) & 9(x & Y') = lap(x). (2)

It follows from (1) and (2) that any Boolean function g, such that Dy g(x) =
o p(7), has the following representation

g(o L2, ) fO( ) (0,.%‘2 -f) € supp(la,b),
g(lnx2 D y27 T D y) = fO('f) D 17 (17*’172 b yé?'f D y) € Supp(la,b)a
g(O,xg,f) - fl(f)a (071‘2 i’) g Supp(la,b)a
g(L,zy D ys, @ Y) = f1(T), (Lz2 ®yy, 2 ®Y') & supp(lap),
where
zZ=(23,...,2n),for zx € Zy

and fy, fi are some Boolean functions in n — 2 variables. Therefore, by con-
sidering different Boolean functions in n — 2 variables as fy and f;, we can
get all Boolean functions in n variables that have ¢, as its derivative in the
direction /.

Let fy and f; be bent functions and g be defined as above. Denote by
M={xe€Zy:x,=0} Thus, s € M < x @y € Z)\ M.

Let us show that g is bent by checking that D,g(z) is balanced for every
nonzero y # .

Suppose that b = 0. Then l,,(z @ y) = lop(x) @ lop(y) and from (1) and
(2) we have

Z (—1)9@)@9(edy) —
xELy
= Z (—1)9@Peey) 4 (_1)9leOy)Se(rOyoy) 4

rxeM
zesupp(lo,p)

i Z z)Dg(zdy) + (_1)g(x®y’)€9g(fc@y@y’) —

rxeM
xsupp(la,p)

— Z (—1)9@S9@y) 4 (_1)9(@)g(@Sy)Slas(@)Blas(rSy) 4

xeM
xesupp(la,p)

+ Z 2)@9(x®y) 4 (_1)9@)2g(@PY)Blas(@)Blas(@By)

xeM
xgsupp(la,p)



= Z (—1)9@20oy) 4 (_1)9@)09ro)Ol(y)

xeM
zesupp(lap)

+ Z 7)®g(zDy) + (_1)g(m)@g(w@y)®la}b(y).

xeM
x¢supp(la,p)

There are two cases:

Case 1. If [, 5(y) = 1. Then

Z (—1)9(@)®g(@Sy) —

TELY

= Z (—1)9@)@gleey) 4 (_1)9(@)Sgldy)el

xeM
zesupp(ly.p)

4 Z D@g(e®y) 4 (_1)9@2grEnSL —

xeM
xZsupp(la,p)

Case 2. If [,p(y) = 0. Then lypy(z B y) =1 <= l(x) = 1.
Suppose that y; = 0. Then

9(0, 22 ® Y2, T DY) = fo(T DY), (0,29, %) € supp(lap),
90,22 D 1, T DY) = fL(T DY), (0,22, %) & supp(lap),
and

Z (_1)9(3:)@9(96@1/) —

x€ZLy
- Z D)BYDy) 4 (_1)9(r)Og(rDy) 4
eM
pP(la,p)
+ Z D)@9wdy) 4 (_1)9@)@9(xPy) —
eM
I¢S P(la,p)
— 2( Z (—1)9(@)@g(dy) 4 Z ) By x@y)) —
rzeM zeM
z€supp(la,b) agsupp(la,p)
— 2( Z ( 1)f0( )@ fo(2DY) + Z @fl(m@y)). (3)
reM rzeM
xesupp(la.p)

xsupp(la,p)

Let us show that ¢ # 0. Since y is nonzero, then y = 0 only if yo = 1.
But in that case l,;(y) = 1 since x5 is an essential variable for [, and b = 0.
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Note that if (a1, as,Z) € supp(lap) then (a1, a2®1, %) & supp(lap), where
a1, ay € Ly, since xy is essential for [, ;. Therefore,

{Z:(0,22,7) € supp(lap)} = {7 : (0,2,7) & supp(lap)} = Z5 %, (4)
and since fy and f; are bent it follows from Lemma 3 that

Z (—1)9@)Bglzdy) —

rELY
_ ( Z ( 1)fo( )@ fo(70Y) i Z EBfl(:cEBy)) —
reM rzeM
xesupp(la.p) xZsupp(la, b)
=9 Z (—1)h@oh@Een 4 Z )@ f fﬂ@w) = 0.
ezl 2 TeZy?

Suppose that y; = 1. Then
91, za®y2, 2@ Y) = fo(Z@ygdYy) D1,  (0,22,%) € supp(lap),
9(1;$2@y275@ﬂ) :f1<j@g@y/)7 (0 o, X ) ¢SUPP(lab)

and

Z (_1)9(93)699(1:@11) —

r€ZLY

- Z (—1)9@@9(r®y) 4 (_1)9(@)g(xdy) 4

IEM
zesupp(lap)
+ Z Deglrdy) 4 (—1)9@)P9(xdy) —
zeM
zgsupp(la,b)
— 2 Z (—1)9@)gr®y) 4 Z DY)} =
xeM zeM
zesupp(lo,p) xZsupp(la,b)
_ 2( Z (_1)fo( )@ fo(zdydy’)®1 + Z f1( )@f1(f@§@§')). (5)
xeM zeM
zesupp(ly,p) w¢supp(la,b)

Therefore, if 3y # @, then from (4) and since fy and fi are bent it follows



from Lemma 3 that

Z (_1)9(I)@g(w®y) —

TELY
=2( Z (—1)fo@ehEsrEy)el | Z 1)H1@ )€9f1(f®ﬂ®§’)) =
zeM xeM
xesupp(la.p) x&supp(la,b)
=2( Z (—=1)fo@@h(zeyey)el | Z (_1)f1(a?)@f1(f@y@y’)) = 0.
TeZy 2 TeZh 2

If ¢ = ¢, then from (4) we have that

Z (_1)g(x)@9(x@y) _

x€Zy
:2( Z (— 1)f0 D@ fo(@)el | Z T)® fi a’:)) —
TeZy 2 TeZy 2

=2(—2"?+2"?%) =0.

It follows from Lemma 3 that g is bent.
If b=1 then

Z (_1)9(96)699(1:@?;) _
TELY
= Z (—1)9@)@9(@®y) 4 (_1)9(@)Og(rDy)Dlap(y)®1

reM
xesupp(la,p)

+ Z DE9@y) 4 (_1)9@)S9(2Ey)Blas(y)S1

xeM
xgsupp(la,p)

and to show that ¢ is bent it is sufficient to switch Cases 1 and 2. It is worth
to elaborate on the case when b =1, £,,(y) = 1 and y; = 0. If § = 0 then
from (3) we get

Z (—1)9@)@9(x®y) —

rELY
_ 2( Z ( 1)f0( T)® fo(TDY) i Z @fl(x@y)) =
reM rxeM
zesupp(la,p) xgsupp(la,p)
_ 2( Z ( 1)f0( z)® fo(2) + Z 1(Z)®f1(T )) = "
reM zeM
zesupp(lap) w¢supp(la,b)



and hence Dyg(x) is not balanced. Let us show that this case is not possible.
Since y is nonzero, then § = 0 only if y» = 1. But in that case l,;(y) =
1 @ b = 0 since 9 is an essential variable for [, and b = 1.

Now let us show that if ¢ is bent then f; and f; are bent. Suppose the
opposite. Let fy is not bent. Then it follows from Lemma 3 that there is exist
a nonzero vector y such that Dy fy(Z) is not balanced.

Note that there is always a nonzero vector y = (0, y2, §) & supp(lap), since
9 1s essential for [,; and hence either (0,a,y) & supp(lap) or (0,a @ 1,7) &
supp(lap), where yo, a € Zs.

Suppose that b = 0. Then from (3), (4) and since g is bent

Z (_1)9(3:)699(96693;) _

TELY
—o( Y (cph@enGE) S (Cph@ehten) -
zeM zeM
xesupp(la,p) xgsupp(lq b)
— 2( Z ( 1)f0 z)& fo(T0Y) + Z T)®fr x@y)) =0,
TeZy 2 TeZy?
and hence

Z (_1)fo(f)@f0(f@ﬂ) - Z (_1)f1(f)@f1(f@l7)_ (6)

TeZh? TeZh?

From (1) we know that (1,42 ® 95,7 D y') & supp(lsp). Therefore, from (5),
(4) and since g is bent

Z (—1)9@eglreyey) —

xcZy
=2 Z (—1)fo@ofoEonol | Z 1)H@0hEen) -
xeM xeM
zesupp(la,p) xgsupp(la,p)
= 2( Z (—1)f0(f)@fo(5:€917)691 + Z (_1)f1(£)@f1(5:@17)) =0,
i’EZg_Q i’EZS_Q
and hence

Z (_1)f0(f)@fo(f@17) — Z (_1)f1(f)@f1(f@27). (7)

TELL? TEZL?

Consequently, (6) and (7) contradict each other, since Dy, (7 is not balanced.
If b = 1 it is sufficient to consider a nonzero vector (0,y, @ 1,7) €

Supp(la,b)'



Note that for different {fo, f1} and {f}, fi} we get different g. Since f
and f) are arbitrary bent functions in n — 2 variables there are |B,,_»|? bent
functions g for which [, is a derivative in the direction /.

It follows from Lemma 5 that for different directions 3’ we get differ-
ent bent funcions that have [, as its derivative. Therefore, it follows from
Lemma 4 that there are (27! —1)|B,,_2|? bent functions that have [, as the
derivative. [

4 Iterative lower bound

Theorem 1 gives us an iterative lower bound.
Theorem 2. For even n > 2 it holds | B, 2| > (2772 — 2)|B,|*.

Proof. Let [ a be nonconstant affine function in n+2 variables. It follows from
Theorem 1 that there are (2! — 1)|B,|? bent functions in n + 2 variables
that have [ as its derivative. Therefore, | B, 2| = (2" — 1)|B,|*.

Let us show that it is not possible for some bent function to have both [
and [ @ 1 as its derivatives. Suppose that g(x) is a bent and D, = [(z) and
Dy =1(z)® 1 for y # y'. Then for every x € Zj

D,g(z) ® Dyg(x) =
=g(x)g(roy)©g(x)Dglrdy) =
=g(roy) gz dyY) =
=gzdy)Dglzdyd (Y DY) =

= Dyayg(z@y) =l(z)®l(z) D1 =1,

which contradicts Lemma 3. Thus, we can multiply our bound by 2. ]

Let us compare this iterative lower bound with other known. We have
this iterative lower bound from [12]

[Bus2| = 61B,[* — 8[Ba|
but it is not better than the following one.
Proposition 1. (Climent et al, [13]) For even n > 2 it holds
[Busa| > 6|B,]* +2"%(2" — 3)|Bal.

The Iterative lower bound from Proposition 1 is worse than one from
Theorem 2 for every even n < 8. See Table 1.
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Variables 4 6 8 10
Bent 896 | 5 425 430 528 | 2°x 193 887 869 660 028 067 003 488 010 240 ~ 2106-29 ?
Proposition 1 | 512 5 562 368 176 611 863 208 449 277 952 ~ 268 ~ 2215
Theorem 2 | 896 | 49 774 592 7 476 565 289 195 207 131 136 ~ 2726 ~ 22225
Proposition 3 | 512 | 322 961 408 ~ 28735 Ay 2262.16

Table 1: Number of bent functions constructed with different methods

Proposition 2. (Canteaut et al, [14], Tokareva [15]) Let functions fo, f1,
and fo be bent functions in n variables. Then function g defined as

9(0707x) :fO(I)7 g(ovlax) :fl(x)a
g(l,O,x) :fg(fﬁ), 9(171737) :f3(x)7

is a bent function in n+ 2 variables if and only if f3 is a bent function in n
variables and fo @ f1 D fo D fz3 = 1.

Bent functions that can be obtained by Proposition 2 are called bent
iterative functions. Let BZ,, .o denote the class of all such functions in n + 2
variables.

The following iterative lower bound is based on Proposition 2. It was
proven by the author [15] in 2011. For now it is the best iterative lower
bound for the number of bent functions.

Proposition 3. (Tokareva, [15]) For even n > 2 it holds
|Bn+2| > ‘an+2| > ‘Bn|4/|Xn|a

where X, is the set of all Boolean functions in n variables that can be rep-
resented as the sum of two distinct bent functions.

The Iterative lower bound from Theorem 2 is not better than one from
Proposition 3 when n > 6. See Table 1.

5 Conclusion and open problems

In [11] it was shown that every balanced function f in n variables is a
derivative of a some bent function for n < 6 (n even). Whether it is true for
nonaffine balanced functions for every even n is an open problem.

[terative lower bound from Theorem 2 theoretically can be improved if we
consider more then two affine functions [ and (1. Unfortunately, it is hard to
keep track of bent functions that were already counted because it is possible

that D,g(x) = l(z) and Dyg(x) = h(x), where h # I, h # & 1 and y # v/

11



We also can consider bent functions that do not have affine derivatives. Such
functions of degree 3 were studied for example in [14]. Although, the number
of such functions was not presented.
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Abstract

This paper presents algebraic attacks on SIMON and SPECK, two families of
lightweight block ciphers having LRX- and ARX-structures respectively. They were
presented by the U.S. National Security Agency in 2013 and later standardized by
ISO as a part of the RFID air interface standard. We algebraically encode the ciphers
and try to solve the underlying systems with different SAT solvers, methods based
on the linearization and for the first time apply to these ciphers the approaches that
use the sparsity of the considered systems of equations. The linearization parameters
in systems of equations for both of the ciphers are estimated. A comparison of the
efficiency of the used methods is provided.

Keywords: algebraic cryptanalysis, block cipher, lightweight, SIMON, SPECK

Lightweight cryptography is a research direction of current interest. This
is due to the fact that the impact and the usage of RFID tags, FPGAs, smart-
cards, mobile phones, sensor networks and other cryptographic algorithms for
resource-constrained devices continuously grows and becomes more and more
important. Lightweight cryptographic primitives are designed to be both ef-
ficient and secure for limited resources. In this case the problem of obtaining
the trade-off between the security and efficiency, measured by different met-
rics, appears.

There were developed a number of lightweight block and stream ciphers,
hash functions with a purpose of obtaining the aforementioned trade-off. For
example, lightweight block ciphers designs include, but are not limited to,
HIGHT [1], KATAN [2], KLEIN |[3], Piccolo [4] and PRESENT [5].

In 2013, the NSA introduced the specifications of lightweight block cipher
families SIMON and SPECK that were claimed to be flexible enough to provide
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excellent performance in both hardware and software environments. SIMON
has been optimized for performance on hardware devices, and SPECK for per-
formance in software. But it was emphasized that both families performed
exceptionally well in both hardware and software, providing the platform
flexibility required by future applications. As of October 2018, the Simon
and Speck ciphers have been standardized by ISO as a part of the RFID air
interface standard, International Standard ISO/29167-21 (Information tech-
nology — Automatic identification and data capture techniques — Part 21:
Crypto suite SIMON security services for air interface communications) and
International Standard ISO/29167-22 (Information technology — Automatic
identification and data capture techniques — Part 22: Crypto suite SPECK
security services for air interface communications), that makes them available
for use by commercial entities.

There are no specific cryptanalytic results nor analysis provided in the
specification document. However, later there appeared a couple of works re-
lated to the cryptanalysis of these ciphers. Mostly differential attacks are
under consideration. For instance, in paper [6] differential cryptanalysis of
round-reduced SIMON and SPECK was considered. The attacks on up to
slightly more than half the number of rounds were described and the draw-
back of the intensive optimizations in these ciphers was concluded.

The considered ciphers are representatives of LRX- and ARX- structures
of block ciphers, the core of them is the explicit usage of nonlinear algebraic
operations instead of S-boxes. It leads to the problem of algebraic analysis of
these ciphers. Algebraic analysis of SIMON was made by Raddum in [7]. Com-
bined algebraic and truncated differential cryptanalysis on reduced-round
SIMON appeared in paper of Courtois et al. [§8]. The resistance of SIMON-
64 /128 with respect to algebraic attacks was studied by using a SAT solver
and ElimLin algorithm. In article [9] the usage of SAT-solvers for algebraic
cryptanalysis of ARX-structures was discussed. Recently, in paper [10] the
attack on up to 13 rounds with 8 chosen plaintexts by fixing 4 and 6 key bits
for Simon-32/64 and Simon-64/128 was presented.

In current work we study and compare the efficiency of different types
of algebraic attacks on round-reduced SIMON and SPECK. The analysis is
provided via different SAT solvers usage as well as methods of solving systems
of polynonomial equations, based on the linearization routine. The methods
that exploit the sparsity of the systems of equations (The Raddum-Semaev
description of the system and the Algorithm) are also considered. This is the
first attempt to analyze the resiliense of SPECK cipher to different algebraic
attacks outside the SAT-solvers usage. The conclusion on the obtained results



Is given.

1 SIMON and SPECK families of ciphers

1.1 General description of SIMON

SIMON is a family of lightweight block ciphers for an optimal hard-
ware performance, presented in [11]. Simon has structure of classical Feistel
scheme, in each round 2n-bit input of the round is divided into two n-bit
halves. Each round of SIMON applies a non-linear, non-bijective round func-
tion F' : Fy — [y to the left half L of the state. The output of F' is added
using XOR to the right half R along with a round key k, and the two halves
are swapped. The round function F' is defined as

F(z) = ($%(2) © §'(z)) & $%(x), = €Fy,

where S7(z) denotes left rotation of x € F} by j positions and the symbol ®
is for binary operation AND.

We introduce a new variable for each output of the bitwise operation
®, then to describe T' rounds we get n(7T — 2) quadratic equations in
n(T — 2) 4+ k unknowns. Where n is a word size, T' is a number of rounds
and k is a key length.

L; R;
(O—KD
52 D

Lty Ripy

Figure 1: Round function of SIMON

The key schedule of SIMON is described as a function that operates on
two, three or four n-bit word registers, depending on the size of the general
key. It performs two rotations to the right: S7(z) and S~7!(x) and XOR the
results together with a fixed constant ¢ = 2" — 4 and five constant sequences
depending on the version of the specification. These constant sequences are
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obtained by using three square matrices of order 5 over the field Fy, and a
linear feedback shift register where the first two are of period 31 and the last
three have the period 62. The general secret key consists of m key words,
each of n bits length, where m € {2,3,4}.

1.1.1 Key schedules

The first m keys are set, each consisting of n bits. The sequence of keys
is calculated recursively (¢ = 2" —4 is a constant, and z; is a fixed periodical
sequence, exact value see in [11]). The value of m depends on the values of
the block size 2n and the number of rounds 7" (Table 1)

cD(z),®k®(IDS™) S kg1, for m =2,
Kivm=qc®(2), Dk ® (I D S’l) S73kiyo, for m = 3,
cD (ZJ)Z D ]432 D ([ @ S_l) (S_ng_g D ki—i—l); for m = 4.

Block size 2n | Key size mn | Word size n | Key words m | const seq | Rounds T'
32 64 16 4 20 32
48 72 24 3 20 36
96 4 2 36
64 96 32 3 29 42
128 4 23 44
96 96 48 2 29 52
144 3 23 54
128 128 64 2 29 68
192 3 23 69
256 4 24 72

Table 1: SIMON parameters

1.2 General description of SPECK

SPECK is a family of lightweight block ciphers for excellent performance
in both hardware and software, but have been optimized for performance on
microcontrollers. This family was also presented in paper [11]. In each round
2n-bit input of the round is divided into two n-bit halves. Each round of
SPECK applies a non-linear round function is defined as

Ri(z,y) = ((S™(2) +y) @k, S (y) ® (S *(z) +y) B k),
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where S7(x) denotes left rotation (if j > 0) by j positions and right rotation
(if 7 < 0) of x € Fy, the symbol «+» is an addition modulo 2". The param-
eters have following values: « = 7 and § = 2 if n = 16 (block size is equal
to 32) and a = 8 and g = 3 otherwise.

On the first round there will be only 2n equations because initially we
set two n-bit words. On the next encryption rounds, 2 - (8n — 3) equations
are added each time (for m = 1 7n — 3 equations are added on key schedules
and 8n — 3 on a round function) and 3n unknowns. Starting from the second
round, 3 unknowns are added due to the key schedule. When constructing
a system of equations, we substitute the input and output cipher before the
first round and after the last (Lg, Ro, L,, R,), so the number of unknowns
is reduced by 4n. The final formulas for the number of equations and the
number of unknowns are

(M =3)(T 1)+ Bn—=3)(T' = 1) +2n, form =1,

B {2(8n— 3V (T — 1) + 2n, for m = 2,3, 4,
_ n(3T —4), form=1,

{n(GT—B), for m = 2,3, 4.

where e is a number of equations, u is a number of variables, n is a word
size, T" is a number of rounds.

L; R;
S—a
M
)
b — Ed
o)
D
Lit Ripa

Figure 2: Round function of SPECK

1.2.1 Key schedules

The SPECK key schedules use the round function to generate round keys.
Let K = (l—9,...,lo, ko) be a key for a SPECK, where [;, kg € F}, m €
{2,3,4}. The value of m depends on the values of the block size 2n and the
number of rounds 7' (Table 2). Keys k; and [; are defined as

lH_m_l — (kz + Siali) @ i,
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kivi = Sk © liym—

Block size 2n | Key size mn | Word size n | Key words m | Rot o | Rot 8 | Rounds T

32 64 16 4 7 2 22
48 2 24 5 8 3 22
96 4 23

2
64 96 32 5 8 3 0
128 4 27

2 2
96 96 48 8 3 8
144 3 29
128 2 32
128 192 64 3 8 3 33
256 4 34

Table 2: SPECK parameters

Conducting cryptanalysis on a small number of rounds (such as 3 and 4)
with selecting standard characteristics (Table 2) is not sensible since the keys
are not built on the basis of the original ones and there will be no connection
between them. Therefore, in this work we consider the cipher with m = 1 for

T € {3,4}.

1.2.2 Addition modulo 2"

The round function of the Speck cipher is nonlinear, this property in
SPECK is provided by the addition operation modulo 2", which is the part
of the encryption algorithm. It is possible to obtain a redefined system of
6n — 3 linearly independent algebraic equations that completely describe the
operation under consideration [12]. One of them will be linear while the rest



are quadratic.

( . - I
WoTita = TaLita D YoTita , t =1,n—1

woYi = ToYi B YoYi , +=0,n—1

Wow; = ToW; B yow; , 1 =0,n—1

W1To = T14ala b 1Ty @ Talo

W1Yo = T1+a¥Y0 D Y1Yo D TaYo

Wi = Tita DYi DTi—14a DYi—1 © Ti—14+a¥i-1 D Ti—14aWi—1D

§ Yicawi—1,t =2,n—1

Wi(ZTi—14a P Yi-1) = Ti—1+aTita D Ti—1+a¥i D Ti—i1a D Tim140Wi—1@
Titali-1 B Yi1Yi B Yio1 D Yiqwi—1 , i =2,n—1

Wi(Tim14a + Wis1) = Ti—14aTita D Ti—14a¥i © Ti—14a D TipaWi—1 @ Yiwi— 1P
TiipaWio1 , i =2,n—1

wozxamodn@yo

(W1 = T14+0 D Y1 D Talo

2 Attacks based on linearization

2.1 Pure linearization

The idea of this method is to assign every monomial from the initial
system with a new variable. The system after the assignment becomes a
linear one. The obtained system is solved via different methods, for instance
Gaussian elimination, and solutions of linear system are checked for being
solutions for the initial nonlinear system of equations.

The efficiency of linearization depends on the rank r of the system whereas
the number of different monomials in the initial system defines the number
of variables n’ in the system of linear equations. The set of solutions is not
empty, so it is 2”7 > 0, hence in order to estimate the performance one
should analyze the bounds for the values of n’ and r.

The analysis of this attack (see [13]) shows that the rank of the system
is expected to be sufficiently large if m ~ n?/2. Estimation of the required
number of operations and time complexity of the attack can be provided
by taking into account the number of different monomials in the system of
equations that describe the considered cipher and varying its rank.



2.1.1 Number of different monomials in SIMON’s system of equations

Considering the encryption algorithm, we can estimate the number of
monomials for each round. With the introduction of new variables, the esti-
mate is 6n71, where n is the word length, 7" is the number of rounds. The
estimate was obtained based on the fact that for each operation new variables
are introduced (xor, plus, plus, addition with key) and taking into account
the re-designation when replacing L; 1 and R; .

In addition, an estimation of the number of variables without reassign-
ment (introduction of new variables) was carried out in order to assess the
effectiveness of the linearization method. When analyzing a small number
of rounds without introducing new variables, it was noticed that every four
rounds, the number of variables decreases when added using R;. Thus, a
recurrence relation was obtained for the number of variables, taking into ac-
count the decrease every four rounds. Let P(7") be the number of variables
on the T-th round, where n is a word size.

(4 : n, T = 1
7-n, T =2
P(T) = < 2 . . . . .
n(PX(T —2)+ P(T —2) +1), if T is divisible by 4
(n(P*(T —2)+ P(T —1)+ P(T —2) +1), otherwise.

In practice, an estimate for the number of variables with n = 16, T' = 32 was
found, excluding the key stage, it is about 2%%. Thus, we found that changing
the variables significantly reduces the amount of computation.

For the case when new variables are introduced on every round and the
degree is at most 2, the formula without monomials that come from the key
schedule equations (all equations are linear), is

M < 6nT,

where M is a number of monomials, n is a word size, T" is a number of rounds.

Num. of unk
Block size 2n | Word size n | Rounds 7' | Num. of monomials | Rank of the linearized system }1m Oof unknowns
with key schedule
32 16 32 A 2116 A 289 ~ 29
48 24 36 ~ 2123 ~ 297 ~ 297
64 32 42 ~ 218 ~ 2103 ~ 2104
44 ~ 213 ~ 210.4 ~ 21(]"1
96 48 52 ~ 213.9 ~ 211.2 ~ 211.3
54 ~ 213.9 ~ 211.3 ~ 2]1.3
128 64 68 ~ 214.7 ~ 212 ~ 212.1
69 ~ 21/1.7 ~ 212 ~ 212.1
72 ~ 214.8 ~ 212.1 ~ 212.2

Table 3: Parameters of SIMON’s system of equations



By using these data the estimates of cryptographic strength with respect
to linearization can be made. In fact it defined by the complexity of the
search in the set of the solutions of obtained system of equations and the
complexity of obtaining the solutions by Gauss elimination. The complexity
of the search is about 2"~ where n’ is the number of monomials (variables
in lonearized system) and r is the rank of linearized system.

For real specifications, for instance for 32 rounds block size and 32 rounds
number of monomials (variables in linearized system) is about 21> while the
rank is about 2°. For 96 block size and 52 rounds the number of monomials
(variables in linearized system) is about 2! while the rank is about 2 It
is clear that the obtained estimates are unfeasible in comparison with brute
force.

2.1.2 Number of different monomials in SPECK’s system of equations

The main method of withholding degree is the introduction of new vari-
ables for the output bits of nonlinear operations. In this case the degree will
then not exceed 2. New variables are introduced with each new round: cipher
text (x;,v:), key (k;, 1;), variables describing addition modulo 2".

In the system of equations that describes an addition modulo 2" (section
1.2.2), there are total 5(7n —8) monomials. In practice, it was found out that
the unique monomials in the system of equations of addition modulo 2" is
at most 25n — 18. As a result, the number of unique monomials per SPECK
round is at most 28n — 18 per each round.

The final formula for estimating the number of monomials, excluding such
ones that come from the key schedule equations (all equations are linear), is

M < (28n — 18)T,

where M is the number of monomials, n is the word size, T is the number of
rounds.

. . Rank of the system | Rank of the system | Num. of unknowns | Num. of unknowns
Block size 2n | Rounds 7' | Num. of monomials . . . .
without key sch. with key schedule without key sch. with key schedule

32 29 ~ 2132 ~ o114 ~ 9124 ~ 2995 ~ oll

29 ~ 2138 ~ 212 ~ 013 ~ 2105 ~ 2116
48 23 ~ 0139 ~ 0121 ~ 9131 ~ 2106 ~ o117

26 NQH'G E2]2’7 %213.7 %2”'2 %212’3
64 o7 ~ 9145 ~ 0128 ~ 9137 ~ 9113 ~ 0123

28 ~ o152 ~ 0134 ~ oldd ~ 2119 ~ 213
96 29 ~ 215.2 ~ 213.4 ~ 214.4 ~ 212 ~ 2l3

39 ~ 0158 ~ ol ~ 915 ~ 2126 ~ 2136
128 33 ~ 2|5.8 ~ 2|n’l,| ~ 215.1 ~ QI'Z.()' ~ 21&6

34 ~ 2159 ~ o1 ~ o151 ~ 2126 ~ 2136

Table 4: Parameters of SPECK’s system of equations



As well as in the previous section by using obtained estimates the com-
plexity of the linearization attack can be analyzed. For real specifications, for
instance for 32 rounds block size and 32 rounds number of monomials (vari-
ables in linearized system) is about 2!3 while the rank is about 2°. For 96
block size and 28 rounds the number of monomials (variables in linearized
system) is about 2% while the rank is about 2% It is clear that the obtained
estimates are unfeasible in comparison with brute force as well.

2.2 XL-attack

This attack was introduced in [14, 15]. It takes a system of m polynomial
equations in n unknowns, of degree d and outputs its solution or solutions,
if the equations have sufficient rank.

— 1: Select degree D > d. Usually D =d + 1.

— 2: Make a list S of all monomials of degree D — d or less, including the
monomial 1, which has degree 0.

— 3: Multiply all equations by every element of S. (Since there were m
equations before this step, there are m|S| equations after it).

— 4: Linearize the system.
— 5: Solve the obtained system via linear algebra.
For the case d = 2 and D = d + 1 the analysis of this attack (see [13])
shows that the uique solution is likely to be found if m ~ n?/6.
2.3 ElimLin

The ElimLin algorithm appeared in [16] (see also its analysis in [17]). Its
point is the search of hidden linear equations existing in the ideal generated by
the given system of equations. This algorithm is composed of two sequential
steps:

1 : Gaussian Elimination: Discover all the linear equations in the linear
span of initial equations.

2 : Substitution: Variables are iteratively eliminated.
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In more details it can be described as follows.

INPUT: A system of degree 2 polynomial equations. OUTPUT: Either, a
solution or solutions to the system, if the equations have sufficient rank, or if
not, then a reduced system of equations in fewer variables than the original,
to be solved by some other method.

1 : D is an empty set.
2 : Linearize the system of equations.
3 : Perform Gaussian Elimination to result in Reduced Row Echelon Form.

4 : Let £ be the number of all-linear equations found.

1:If¢=0,STOP.
2 :If¢>0.
1:Fore=1,2,...,¢
1 : Move all the variables and constants, but one, to one side
of the equal sign.
2 : Substitute this redefinition of a variable into the other equa-
tions, thus eliminating one variable.
2 : Substitute this redefinition of a variable into the other def-
initions in D.
2 : Add the definition to D.

2 : Goto Step 3, “Perform Gaussian Elimination.”

2.4 Results

In the Table 5 we give the results for the pure linearization, the XL-
method and the ElimLin method that allow to compare SIMON and SPECK
from that perspective. For XL-method the value of the resulting degree D
was chosen to 3.

A search on the key space key is 2! (when n = 16, m = 1). As we can
see in the table 5 the linearization method from round 4 and 5 onwards gives
worse results than a brute force attack. Using the pure linearization method
for T" at least 4 and XL-method for at least 5 rounds (cipher SIMON) does
not improve the search for a solution in comparison with brute force.
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Number Number Number Number
Simon parameters
of equations | of variables | of monomials | of solutions
Pure 4, only one corresponds
T=3m=1 48 32 48
linearization to the key
XL-method |T=3, m=1 1584 32 992 1
Pure
T=4m=1 64 48 80 65536
linearization
256, only one corresponds
XL-method |T'=4,m=1 3136 48 2616
to the key
Pure :
T=5m=1 80 64 112 932
linearization
XL-method |T =5 m=1 5200 64 5008 9336
Speck parameters
Pure
T=3m=1 500 176 1236 —
linearization
XL-method [T =3, m=1 88500 176 185216 —
Table 5: Results for attaks based on linearization
(Equations, Linear equations
Parameters | (Equations, Linear equations)
after ElimLin applied)
Simon | T'=3, m=1| (48, 32) (48, 32)
Simon | T'=5 m=1| (80, 32) (80, 48)
Speck | T =3, m=1| (500, 132) (307, 137)
Speck | T =5, m =2 | (1032, 296) (654, 297)

Table 6: Results for ElimLin

3 Attack based on SAT solvers

3.1 SAT

The Boolean satisfiability problem (SAT) is a decision problem, in which
for an arbitrary Boolean formula the question is whether there exists such
assignment of variables that the formula has value True. This problem is
known to be NP-hard.

SAT solvers are a powerful computational tools to test the hardness of
certain problems, they have successfully been used to test hardness assump-
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tions [18|. There are several examples of the usage of SAT solvers in a scope
of algebraic cryptanalysis. The first SAT-based cryptanalysis was provided
by Massacci et al. in [19]. In that work the Data Encryption Standard (DES)
was attacked with a usage of DPLL-based SAT solvers.

SAT-based cryptanalysis implies two stages: on the first stage a SAT en-
coding is provided, for instance the translation of the given ANF system to
CNEF. There are some tools for converting cryptographic tasks into CNF:
Grain-of-Salt [20], URSA [21], SAW [22], Transalg [23|, Bosphorus [24]. We
use anf2enf [25] convertor from PolyBoRi library integrated at Sage. On the
second stage the obtained SAT instance is solved using SAT solving algo-
rithm. For cryptographic systems often applied such SAT-solvers as Crypto-
MiniSat [26] and Lingeling (with its parallel versions Plingeling and Treen-
geling) [27].

For addition information about overview and state-of-art on SAT solvers
and their applications to cryptanalysis we recommended to refer to paper [23].

3.2 Results

In this section the results on the usage of SAT solvers for attack on
reduced-round versions of SIMON and SPECK ciphers are given. We apply
SAT solvers CryptoMiniSat (in Sage ver. 6.10) and Lingeling, Plingeling,
Treengeling at PC with following features: Core i5-4690 CPU 3.5 GHz (x4),
12Gb RAM.

Choosing the tools for solving SAT problem was make in favor of Lin-
geling family solvers and CryptoMiniSat based on rating SAT Competition
2018 [28], 2020 [29]. The CryptoMiniSat solver was originally developed
for solving SAT problems related to cryptographic structures and has been
widely used in scientific literature for analyzing methods based on SAT solv-
ing. Plingeling and CryptoMiniSat solvers were included in the top-3 parallel
tracks (only for SAT) SAT Competition 2018, which is presumably about the
effectiveness of their subsequent use on multiprocessor systems.

Experimental result of SAT solving for 3 to 10 round Simon and 3 to 6
round Speck are presented at Tables 7 and 8. Two ANF generation form for
Simon were examined: all round keys are independent variables and all round
keys are represented by key schedule algorithm.
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SIMON parameters Num.'of Num. of | SAT SAT Time (RAM)
equations | unknowns | parameters
CryptoMiniSat (SageMath) | 0.17 sec.
. B . ) v e Lingeling 0.01 sec., 0.1 MB
T =3, m =1 (with round key) | 80 80 96 lit., 432 clause Plingeling 1.1 sec.. 0.7 MB
Treengeling 0.50 sec., 0.05 MB
CryptoMiniSat (SageMath) | 8.43 sec.
. . Lingeling 0.9 sec., 2.0 MB
— R — ‘e i c -] o 3 (=} 3’
T =5, m =2 (with round key) | 128 128 192 lit., 1136 clause Plingeling 9.0 sec.. 21.0 MB
Treengeling 2.36 sec., 10 MB
CryptoMiniSat (SageMath) | 15.79 sec.
o . . Lingeling 1.4 sec., 2.0 MB
T =5, m =2 (key schedule) 80 80 176 lit., 1710 clause Plingeling 99 sec.. 154 MB
Treengeling 0.86 sec., 3 MB
CryptoMiniSat (SageMath) | 287.31 sec.
o . Lingeling 3687.9 sec., 45.9 MB
T =7, m =2 (with round key) | 192 192 320 lit., 2064 clause Plingeling 2127 sec., 103.3 MB
Treengeling 681.14 sec., 77 MB
CryptoMiniSat (SageMath) | 101.23 sec.
. ] . e | Lingeling 1867.2 sec., 38.0 MB
T =7, m =2 (key schedule) 112 112 320 lit., 3632 clause Plingeling 929.5 scc.. 99.2 MB
Treengeling 389.84 sec., 62 MB
CryptoMiniSat (SageMath) | -
. . Lingeling 69811.9 sec., 120.5 MB
_ _ . . 2Q4 3 R ' =) »
T =8, m =2 (with round key) | 224 224 384 lit., 2528 clause Plingeling 47755 sec.. 260.3 MB
Treengeling 12702.81 sec., 182 MB
CryptoMiniSat (SageMath) | 51533.67 sec.
. Lingeling 845.4 sec., 26.6 MB
T =8, m = 2 (key schedule) 128 128 368 lit., 4448 clause Plingeling 1188.8 sec., 169.2 MB
Treengeling 4426.12 sec., 95 MB
CryptoMiniSat (SageMath) | -
) ) o 1: ) | Lingeling ~260174.3 sec., >180.7 MB
T =9, m =2 (key schedule) 144 144 480 lit., 6448 clause Plingeling 47799.2 sec.. 620.3 MB
Treengeling 24547.91 sec., 172 MB
CryptoMiniSat (SageMath) | -
) . - , | Lingeling -
T =10, m = 2 (key schedule) 160 160 560 lit., 8096 clause Plingeling 17554.9 sec.. 458.8 MB
Treengeling 60776.91 sec., 234 MB
CryptoMiniSat (SageMath) | -
T =11, m =2 (key schedule) | 176 176 640 Tit., 9648 clause | AnEeling
Plingeling -
Treengeling

Table 7: Results for SAT solvers on SIMON

Speck Num..of Num. of SAT SAT Time (RAM)
parameters | equations | unknowns | parameters
CryptoMiniSat (SageMath) | 0.56 sec.
_ _ 1460 lit., Plingeling 0.9 sec., 9.6 MB
T=3m=1)50 176 11020 clause | Treengeling 0.97 sec., 4 MB
Lingeling 0.2 sec., 1.9 MB
CryptoMiniSat (SageMath) | 21.4 sec.
_ - 2492 lit., Plingeling 3.0 sec., 17.3 MB
T=4m=2)78 320 17380 clause | Treengeling 8.25 sec., 15 MB
Lingeling 61.4 sec., 14.8 MB
CryptoMiniSat (SageMath) | -
_ _ 3312 lit., Plingeling -
T=5m=2]1032 46 23184 clause | Treengeling 14448.17 sec., 278 MB
Lingeling -
CryptoMiniSat (SageMath) | -
_ - 4132 lit., Plingeling -
T=6m=2]1282 o12 28988 clause | Treengeling 123353.82 sec., 546 MB
Lingeling -

Table 8: Results for SAT solvers on SPECK
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4 The Raddum—Semaev Method

4.1 The representation of the system os equations

This approach to solving sparse polynomial systems of equations over [Fy
was introduced by Harvard Raddum and Igor Semaev, its general descrip-
tion was presented in [30]. The analysis and some properties one can find in
paper |31].

[ts core is the following. To i-th equation f;(x) = 0 from the initial system
of equations a subset if variables X; C X and the list L; C Flin‘ of vectors
are associated. The set X, is the set of all variables from which the Boolen
function f essentially depends. The list L; consists of all configurations that
are in fact solutions of the equation f;(x) = 0 (it is expected that the car-
dinality of |L;| is about 2i71). Every pair (X;, L;) can be considered as
a single vertex in a graph. This set of vertices is said to be upper set [13].
The other type of vertices (lower set) is defined by the pairs (Xi N X;, ng)
each of which is obtained via the intersection of variables ffrom é-th and j-th
equations, whereas the list ng is a set of all possible combinations for tha

variables from X; N X; that is a space IF'QXiij | The edges are drawn from
the vertex (XZ' N Xj, L;-j) to every of vertices (Xi, Li) and (Xj, Lj). If there
is a pair of vertices with the same intersection that is already considered in
the graph, two edges are added instead of introducing the new vertex.

The sparsity in variables plays an important role since the lists L;; com-
prise all possible combinations from the intersections of two particular equa-
tuions. Here, we discuss a form of sparsity when only a limited numberof
variables actually appear in each equation. If this number is large the com-
putationsl cost can be nonfeasible. Together with that, all solutions of the
equations from the initial system should be considered.

4.2 Agreeing-Gluing Algorithm

The processing and the search of the solution is performed via the so
called Agreeing procedure. This routine takes two adjacent vertices and up-
dates their lists by removing vectors that have different subvectors for com-
mon variables. It starts chain-reaction with another vertices that were agreed
before such update, so the algorithm proceeds them again that leads to the
reducing of their lists.

In practise it is often the case when all vertices are in agreement state
while there are still a lot of redundant configarations in their lists, that makes
the search of the solution hard from this point. For such situations a Gluing
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procedure is performed. For two pairs (Xl,Ll) and (XQ,LQ) two sets of
variables 7 = X7 U Xy and Y = X; N Xy are defined by the rule U =
{a1,b,as} with (a1,b) € Ly, (b,as) € Lo, a; = X; \ 'Y and b belongs to Y.
Then the vector (aq, b, as) is the gluing of (ay, b) and {b, as}. After the gluing
the new vertex is not agreed with its neighbours so the Agreement procedure
can start.

There is also another technique used for re-starting the Agreement pro-
cedure that is known as Splitting. Its idea is that the list of the vertex is
splitted into two parts one of which is temporarily discarded. If there is no
solution at the end of the work of the Algorithm, the another partition is
considered.

The criteria for stop is the situation when there is an only one item in
every list, but in practise it is enough to have small number of vectors in the
lists after the Agreeing-Gluing Algorithm.

As results for the usage of this Algorithm to attack SIMON and SPECK
we give only maximal number of rounds for which the Algorithm finished
in feasible time. It is worth mention that time complexity depends heavily
on the heuristics used to start the Agreement process whether it is (partial)
Splitting or Gluing. The choice of vertices for Gluing can also comprise some
analysis of current state of the graph.

4.3 SIMON

For the cipher SIMON, the maximum number of variables in each equation
depends on the number of rounds and keys. For 6 variables, the number of
equations will correspond to n(T — 2) + n(T — m).

Number of variables | Number of equations

6 2T —1)(2n — 4)
5 2(T—1)n
1 6(T — n+ (T —2)n

w

2(n+1)(T'—1)
3n

[\]

Table 9: Number of variables for each equation for SIMON

It shows that for 7" > 16 it becomes rather costly to perform the Agreeng-
Gluing algorithm.

Within current work the Agreeing-Gluing Algorithm was run on SIMON
for up to 9 rounds.
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Simon Num. of | Num. of Upper set
parameters | equations | unknowns | Lower set
T=T7Tm=2 112 112 513(1)8
T=8m=2 128 128 1(2:;2
T=9 m=2 144 144 1@30

Table 10: Parameters for the Raddum-Semaev Algorithm on SIMON

4.4 SPECK

By introducing of new variables on each round of SPECK cipher, the
number of different variables on each round does not increase. The maximum
number of variables that occur in a single equation is 6. Furthermore, the
number of equations and the number of variables on each round can be
represented as a Table 11 for m = 1 and as a Table 12 for m = 2, 3, 4.

Number of variables | Number of equations
6 2(T'—1)(2n —4)
5 2(T —1)n
4 6(7T—)n+ (T —2)n
3 2(n+1)(T - 1)
2 an

Table 11: Number of variables for each equation for SPECK, m = 1

Number of variables | Number of equations
6 2(T —1)(2n —4)
5 2(T—1)n
4 6(7T—1)n+ (T —2)n
3 2(n+1)(T - 1)
2 (T'—1)n+3n

Table 12: Number of variables for each equation for SPECK, m = 2, 3,4

The Agreeing-Gluing Algorithm was run on SPECK for up to 6 rounds.
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Speck Num. of | Num. of Upper set
parameters | equations | unknowns | Lower set
T=3m=1 500 176 ggg
T=4m=2 782 320 ;ig
T=5 m=2 1032 416 18(3)2
T=6m=2 1282 512 323

Table 13: Parameters for the Raddum-Semaev Algorithm on SPECK

5 Conclusion

The goal of current work was to analyze and compare the efficiency of dif-
ferent types of algebraic attacks under the same conditions on two instances
of LRX- and ARX- ciphers that are based on the explicit usage of logical
operations. This is the first attempt to estimate the resilience of the cipher
SPECK to algebraic cryptanalysis via different methods.

Experimental results show that algebraic analysis techniques is perspec-
tive way for modern cipher’s robustness analysis (especially for lightweight
ciphers). Two approaches at algebraic analysis as linearization methods and
reduction to SAT-problem for SIMON and SPECK ciphers are presented. The
usage of the the Raddum—Semaev Algorithm was also analyzed.

The results of algebraic analysis show that including of extra nonlinear
operation (like addition modulo 2") leads to an extremely increase of time and
memory complexity of algebraic attack. Therefore observed methods more
efficiently applicable for SIMON cryptanalysis then for SPECK encryption
algorithm. At the same time the sparsity of the system for SPECK seems to
be extremely lower than for SIMON that leads to the idea that the usage of
techniques that exploit sparsity is a goal worth pursuing.

Further directions of research are: theoretical complexity assessments of
algebraic analysis for full-round Simon and Speck ciphers, experimental us-
age of other ANF-to-CNF converters and efficient SAT-solvers, observe and
develop methods to combine linearization and SAT techniques to improve
efficiency of analysis. The usage and comparison of other methods of solving
systems of Boolean equations is also a direction for the future research.
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AHHOTANUA

JlerkoBecHbIe KpunTorpaduieckue NPUMHUTHBBI NPEAHA3HAYCHBI IS O0OECIICYCHUs
3¢GeKTUBHOCTH M 0€30MaCHOCTM MpPU  CYIIECTBEHHBIX OrPAHMYEHUSAX Ha 00beM
HCIOJIb3YEMBIX pecypcoB. B Hacrosiiee BpeMs OJHMMHM M3 CTaHAAPTOB JIETKOBECHOU
Kpunrorpaguu Juis CUCTEM CBSI3U IO paJuOUHTEp(ENCy € MOMOIIBI0 PAaTUOYaCTOTHOM
uneHtudukanus seisorces npemioxkenasie AHB CIIA B 2013 roay 6mounbie mudpsr Simon
u Speck. B Hactosmelr pabore mpoBoauTCA anredpandyeckuil KpUITOAHAINU3 JIETKOBECHBIX
KpunrTorpaguueckux MpUMHUTUBOB Ha mpuMepe mudpoB Simon u Speck ¢ COKpalieHHbIM
YHCIIOM payHI0B. Ha OCHOBE MOJy4eHHBIX pe3yIbTaTOB AeNaeTcs BbIBOJ 00 3ppekTUBHOCTH
anreOpanveckux aTak Ha paccmarpuBaeMble mugpsl. [lpu npoBeneHun anredpanyeckoro
KPUIITOAHAJIN3a PACCMOTPEH DPsIi MU3BECTHBIX IOAXOJOB, B OCHOBE KOTOPBIX JIEKHUT METOJ
JUHEeapu3ally, TOJIY4YeHbl TEOPEeTHYECKHE OLEHKH Ha 3(P(QEKTUBHOCTb HCIOJIb30BAHUSA
naHHoOro wmerona. PaccMmorpeHa 3¢d@eKkTHBHOCTh  MOAXOJa,  3aKIIOYAIOIIErocs B
ucnoibp3oBaHuu SAT-pemrareneii pa3THIHBIX THTIOB.

KuroueBble cioBa: 650uHbIi mudp, JerkoBecHas Kpunrorpadus, aareOpandeckuit
KpunToaHaaus, Simon, Speck.

Beenenue

JlerkoBecHass kpumnrorpagusi sBISETCS aKTyaJbHbIM HaIlpaBJIEHHUE HCCIEI0BaHU,
MIPECTABIISIONIMM HMHTEPEC B HACTOSIIEE BpeMsA. IJTO CBSI3aHO C TEM, YTO BIHSHHUE U
ucnoinbszoBanue RFID-metok, [IJIMC, cmapT-kapT, MOOUIBHBIX TeNe(hOHOB, CEHCOPHBIX CEeTel
U JIpYIMX YCTPOMCTB C OIPaHUYEHMSIMM Ha HCIOJIb3YEMBIE PECYpPCBHI MOCTOSIHHO PacTeT U
nprobperaer BcE€ OOJbIIYI0 BaXHOCTh. COOTBETCTBEHHO, BO3HHMKAET 3ajJlaya, CBSA3aHHAS C
pa3paboTKOIl M aHAIN30M KPUNTOrpaUUYEeCKUX aIrOpUTMOB, FPGEKTHUBHBIX MPHU YCIOBHUAX
paboThl, MpenarnoyiaraloliMX OrpaHUYEHUsT Ha UCHOJb3yeMble pecypchl. JlerkoBecHbIe
KpUnrorpaguueckue MPUMUTHBBI TNpeAHa3HAuYeHbl A obecniedeHUs: 3((HEKTUBHOCTH U
0€30MacHOCTH MPH OTPAaHUYEHHOM 00BEME pecypcoB. B 3ToM ciydyae BO3HHKaeT mpoodiiema
MOMCKa KOMITPOMHECCa MEXTy 0€30MacHOCThIO U 3(PPEKTUBHOCTHIO, U3MEPSIEMOI € TOMOIIIBIO
Pa3IMYHbIX METPUK.

1 PabGoTa mepBbIX TPEX aBTOPOB BHIMIOJHEHA B pamkax rocynapcrBerHoro 3amanus MM CO PAH (mpoekt Ne
0314-2019-0017) npu mojuepxkke naboparopun kpunrorpaduu JetBrains Research. Pabora nmepBoro aBropa
BBINIOJIHEHA NpH nozaepkke Poccuiickoro @onna dynnamentanbubix Uccnenosanuii (mpoekt Ne 20-31-70043).
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3a mocnenHue roAsl ObUT pa3paboTaH psA JIETKOBECHBIX OJIOUHBIX M IMOTOYHBIX
mudpoB, a TakkKe XAM-QYHKUUH C LEIbI0 MOJYYEHHUs BBIMICYIOMSHYTOTO KOMIIPOMHCCA.
Criucok nerkoBecHbIX OnouHbIX mm@po Bimrouyaer Takue mudpsl kak HIGH [1], KATAN
[2], KLEIN [3], Piccolo [4] u PRESENT [5].
B 2013 rony ArentctBo HanmoHanbHO# Oe3omacHocty CHIA npencraBmiio cemeiicTa
Simon u Speck nerxkoBecHbIX OJ0YHBIX MHUGPOB I OOSCIEYCHUST XOPOIICH anmapaTHOW W
nporpaMMHOI npowusBoguTenbHOCTU. Iudp Simon ObT ONTHMHM3MPOBAH AJISl aNMapaTHOM
peanu3anuy, B TO Bpems Kak Speck - mist nporpammuoii. [Ipu 3ToM OBUIO MOTYEPKHYTO, YTO
o0a cemeiicTBa 3(p(peKTUBHBI KaK AJI1 IPOTPAMMHOM, TaK U JUIs anlapaTHON pealn3aluy, 4To
obecrieynBaeT rMOKOCTb, HEOOXOAMMYIO AJIS Pa3IUYHbIX HpuioxeHud. Ilo cocrossHuio Ha
oktss0pp 2018 roma mmpsr Simon u Speck ObuTM cTaHAApTH3UPOBaHBI MeXTyHApOIHON
opranuzanueit nmo cranpaptusanuu (ISO) B paMkax cienyronmx CTaHAApTOB JIETKOBECHOMN
Kpunrorpaguu uis  cUcTeM CBs3u 1o paauomHrepdeiicy RFID  (pagmouactoTHOi
uaeHTU(DHUKAINN ).
e Mexnaynapoansriii ctangapt ISO/IEC 29167-21:2018
NudopmanmonHbie TeXHOTOTUHU. METOIbI aBTOMATHYECKON UICHTU(DUKAIIUN U

coopa  pmamHbix. Yacte 21.  CayxObl  Oe3omacHocTu — Habopa
kpunrorpadguueckoro amropurMa SIMON s cucteM  CBSI3W 1O
panuouHTepdency;

e Mexnaynapoansiii ctangapt ISO/IEC 29167-22:2018
Nudopmanmonnbie TeXHOTOTUU. METOIbI aBTOMATHYECKON UICHTU(DUKAIIUN U

coopa  pmanHbix. Yacte  22.  CayxObl  Oe3omacHocTh — Habopa
kpunrorpadguueckoro amropurma SPECK  mms  cucrem  cBsi3u 10
panuouHTepdency,

YTO AENAeT UX AOCTYIHBIMU JUIsl UCTIOJIb30BaHUSI KOMMEPUECKUMHU OpraHU3alUsIMU.

B nokymeHTe, omyOIMKOBaHHOM pa3pabOTYMKaMHU, HE OBbUIO yKa3aHO pe3yJbTaToB
KpUIITOAHAIN3a JaHHBIX MH(poB. OAHAKO MO3KE MOSIBUINCH HECKOJIBKO PabOT, B KOTOPBIX
aHAJM3UPOBAJIACH YCTOMUMBOCTh JAaHHBIX MIM(POB K HEKOTOPHIM BUAAM CTATUCTUYECKHX U
aHanuTHYecKuX atak. Hampumep, B ctaThe [6] paccMaTpuBaiics pa3sHOCTHBIA KPUMTOAHAIIN3
mmdpos Simon u Speck ¢ yMEHbIICHHBIM YUCIOM PAayHJIOB. Bl clienaH BBIBOA O HAJIMYUH
OIPENIEIIEHHBIX HEIOCTATKOB.

PaccmoTpennsie mmdpsl sBisitorcss npeacrasurensiMu LRX- n ARX- crpykryp
O0JI04HBIX WHU(GPOB, B OCHOBE KOTOPBIX SBJSIETCS  MCIOJNb30BAaHHE  HEIUHEIHBIX
anreOpanyeckux  omepaunii  BMecTo  S-OJ0KOB. JTo  0o0yclaBiaMBaeT HHTEpeC K
anredpandyeckoMy KpUIITOAHAIU3y AaHHBIX IupoB. OCHOBHas wHjaes airedpandeckoro
KPUNTOAHAJIM3a COCTOMT B COCTAaBJICHHM CIIO)KHOM CHCTeMbl OyJIeBbIX YpaBHEHUH,
ONMHCHIBAIOUINX MpeoOpa3oBanue mm@pa. CucremMa CTPOUTCS HA OCHOBE MOJIHOCTHIO
U3BECTHOTO ajroputMa ImudpoBaHus. 3amuppoBaHME Ha CEKPETHOM, HEU3BECTHOM
KPUIITOAHAJIUTHKY KJIIOU€ HEKOTOPOTO KOJIMYECTBA OTKPBITHIX TEKCTOB MO3BOJISIET IMPOBECTH
O3HAYMBaHME CHCTEMBl — IOJICTAHOBKY B YPaBHEHHS CHUCTEMbI OMTOB OTKPBHITOTO TEKCTa U
COOTBETCTBYyIOLIEro emy mmudprekcta. Ha criemyromem sTame OCYyIIECTBISETCS pELIEHUE
JAHHOM cucTeMbl OYyJEeBBIX YpaBHEHUH C MOMOINBIO Pa3IMYHBIX MeToA0B. HeuwsBecTHBIMU
SIBJIAIOTCSI OUTHI KITFOYA - OHU COOTBETCTBYIOT PEILICHHUIO.

[TepBast mombITKa NMpPOBECTH anredpandeckuil aHanu3 mudpa Simon Oblia clenaHa B
pabore [7]. KomOunHamms anreOpamdeckoro M YCEUYEHHOTO Pa3HOCTHOTO KPUIITOAHATU3a
mmdpa Simon OT Majoro yucia payHIoB ObUIa paccMOTpeHa B pabote [8]. AnreOpandeckue
aTaky OBUTH TPENCTaBJICHBI UCTONb30BaHueM SAT-pemiarens, a Takke anroputma ElimLin.
OTHOCUTENHHO HEAABHO OMyOIIMKOBaHa cTaThs [9], B KOTOPOil paccMOTpeHbI anredpandeckue
aTakW Ha JIerkoBecHbIe mudpbl Simon u Present ¢ momormsio SAT-perarenei.

B nacrosmeit pabote MBI u3ydaeMm U cpaBHUBaeM 3(P(GEKTUBHOCTH aNreOpandecKux
aTak Ha JerkoBecHbIe Omounble mudpsl HAa mpumepe LRX- u ARX- mmdpos Simon u Speck ¢
COKpAIlICHHBIM YHCIIOM PayHJIOB. AHAJIM3 OCYIIECTBISECTCA C MOMOIIBIO pa3nuyHbiXx SAT-



pemiareneii, a Tak)ke METOJI0OB PEIICHHS CHCTEM NMOJIMHOMHUAIBHBIX YPaBHEHHUH, OCHOBAHHBIX
Ha Tpoueaype JuHeapu3auud. Ha OCHOBE MONy4eHHBIX PE3yNIbTATOB JENAeTCs BBIBOJ 00
3G (PEKTUBHOCTH PACCMOTPEHHBIX alreOpanyecKux aTak Ha JaHHble MHQPBI, a TakKe
CpaBHEHMH CTOMKOCTH ImmdpoB Simon u Speck.

1. CemeiictBa mmdpos Simon u Speck
1.1 O6mee onucanue mugpa Simon

Simon — 3T0 CceMEeHCTBO JIETKOBECHBIX OJIOYHBIX MIH(PPOB, pa3pabOTaHHBIX IS
ontuManbHOU ammnapatHod peanusanuu [10]. CemelicTBO MMeEET CTPYKTYPY KIACCHUYECKOU
cxembl DelicTens, B KaXIOM payHJe 2n-OMTOBBII BXOJ payHAa JENIUTCS Ha JBE -OUTOBBIC
NoJIOBUHBI. PayH] mpuMeHsieT HelnHeiHyro, HeoOpaTuMyro (yHKIMIO payHaa F: FJ' — F}!
npuMeHsieMyto K yieBoi nonosuHe L. K BeiBogy dyHkiuu mnpumensiercss omeparusi XOR ¢
MpaBOil MOJIOBUHOW R W KJIKOYOM k W JBE NOJOBUHBI MEHSOTCS mectamu. Dynkuus F
ONpeeNsaeTcs KaK

F(x) = (S3(x)OS(x)) ® S*(x), x € F}!

rae S/(x) o6o3HayaeT JeBBI CABUT x HA j MO3UIMUI, CUMBOJIOM (O 0603HAYEHO MOOHTOBAS
orepanust JIOTHYECKOT0 YMHOXKEHHs, & CHMBOJI @ 0003HaYaeT OMHAPHYIO ONEPALIUIO CIIOKEHUS
10 MOJYJIIO 2.

BBons HOByrO mepeMeHHYI0 IJii KaXJO0ro BBIXOJa MOOMTOBOM omepauuu O i
onucanuss T payHaoB noaydaeM n - (T —2) KBaJpaTUUHbIX ypaBHeHHH ¢ n- (T —2) + k
HEU3BECTHBIMHU, TJI€ N - pa3Mep CiIoBa, T - KOJIMYECTBO PAyHIOB, a k - JUIMHA KJIOYa.

Li h)'.r
SR
D
Sl
52 D
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PaynnoBas ¢pyukius mmmdpa Simon

KitoueBoe pacmmcanue Simon oOmMMCHIBaeTCs Kak (YHKIUS, KOTOpas paboTaer ¢
JIBYMSI, TPEMSI WJIA YETHIPHMST -pa3psSIHBIMUA PETUCTPAMH CJIOB, B 3aBUCHUMOCTH OT pa3mepa
obmiero kiaroya. OHa BBITIOJIHSET JBa cABHIa BIpaBo: S~3(x) m S~ 1(x) w Bemoanser XOR
pEe3yIbTaToOB BMECTE C (DUKCHPOBAHHOM KOHCTAaHTOM ¢ =2""* M maThl0 3aJaHHBIMH
MOCIIEIOBATEILHOCTSAMIA B 3aBHUCUMOCTH OT BEpPCHUHU CHeNu(UKANUUA. OTH TOCTOSHHBIE
IIOCJIEIOBATEILHOCTH MMOIYYalOTCAd C MOMOIIBIO TPEX KBAJpPATHBIX MATpPUIl MOPSAAKA S5 Hax
nojieM F, W perucrpa cABura ¢ JMHEHHOW 0OpaTHOH CBS3bIO, I/I€ MEPBBIE ABE UMEIOT NEPHOA



31, a mocnenmHue Tpu UMEIOT mepuon 62. OOmUN CEKPEeTHBIM KIOY COCTOUT M3 m
KJIFOUEBBIX CJIOB, KaX/10€ U3 KOTOPBIX UMEET JJIMHYy n OutoB, rae m € {2,3,4 }.

1.1.1 KuaodeBoe pacnucaHue
VYcTaHaBIMBAIOTCSA MIEPBble M KIFOUEH, KaXKAbIi U3 KOTOPBIX COCTOUT U3 N OMTOB.
[Tocie1oBaTEIbHOCTD KITFOUEH BBIYUCIISAETCS PEKypcUBHO (¢ = 2% - mocrosiHHast, a

z; - GMKCUPOBaHHAs NEPHOJUYECKas I10CIeN0BaTeNbHOCTh, cM. [10]. 3Hauenne m 3aBucur
OT pa3mepa 0Jioka 2n u Konudectsa payHaoB T. (Tabmwma 1)

( c®(z),@k®UBS S 3ki,m=2

Kism) = c®(2) @ki®UDS NS Pkipm=3

c® (zj)i Dk;DUDS (S 3kips Dkiyr),m=4

Pa3mep Pa3zmep Pasmep ciioBa n | Kimrooun m | Koncranra | Paynaer T

6s10ka 2n KJota mn

32 64 16 4 Zo 32

48 72 24 3 Zo 36
96 4 Z: 36

64 96 32 3 Z5 42
128 4 Z3 44

96 96 48 2 Z5 52
144 3 Z3 54

128 128 64 2 Zs 68
192 3 Z3 69
256 4 Z4 72

Tabmuua 1 — [MTapamerpsr Simon
1.2 O6mee onucanne Speck

Speck - ceMeicTBO JIETKOBECHBIX OJOYHBIX MIH(POB, pa3pabOTaHHBIX IS
3¢ (}eKTUBHOW NpPOrpaMMHON peajau3alud U ONTUMHU3MPOBAHHBIX g paboOThl Ha
MuKpokoHTposuiepax [10]. B kaxmoM payHae 2n-OMTOBBI BXOI payHjAa JCIUTCS Ha JBE -
o6utoBble mojoBUHBL. Kaxnplii payHn Speck mpumeHsieT HeMMHEHHYIO KPYIiyio (yHKIUIO,
KOTOpasi ONPEAEIIAETCS KaK

Ri(y) = (579 +7) @ k,SP3) @ (S™*() +) D k),
rae S/(x) o6o3Ha4aeT MOGUTOBBIA CABMI BJIEBO (eciu j > 0) Ha TO3ULMU j U MOOMTOBBIM
caBur BrpaBo (ecnu j < 0), cUMBON + SIBISIETCA CIOXEHHEeM Mo Moxynro2™. IlapameTpbl
UMEIOT CJIeNyrolye 3HaueHuss « =7 u f =2, ecnmu N = 16 (pa3mep 6moka = 32) u a =8 u
f = 3 B IPOTUBHOM CIIy4ae.

B paynne mmdpoBaHus KaxIplii pa3 npobaBnsoTcss 8n — 2 ypaBHeHUH U 3n
HeusBecTHbIX. HaumHas co BToporo payHaa, 8n — 2 HOBBIX ypaBHEHMH M 37 HEU3BECTHBIX
N00aBISAIOTCS M3-3a KJIIOUEBOro pacnucanus. [Ipy mocTpoeHuM cHUCTEMBl ypaBHEHHUN MBI
MOJICTABJISIEM BXOJHOM M BBIXOAHOW MIMGpP MHeped MEpBbIM U IOCIE MOCIEIHEr0 payHIIOB
(Lo, Rg, Ly, Ry,), IOSTOMY YHCIIO HEM3BECTHBIX yMeHbIaeTcs Ha 4n. OkoHyarenbHas GopMyiia
JUIS YUCJia ypaBHEHUHN U YMCIIa HEU3BECTHBIX

e =(8n—-3)2T - 1) — (bn — 3),
u = n(6T — 4),



i€ € - YUCJIO YPaBHEHM, U - YUCIIO HEU3BECTHBIX, N - pa3Mep CIIOBA, | - YKCIIO payHIOB.

L; R;
5
H
&
Livs Ris

PaynnoBas ¢pyukius mudpa Speck
1.2.1 KiiroueBoe pacnucanue

KnroueBoe pacmnucanune mmdpa Speck wucnonb3dyer payHAOBYH (GYHKIUIO s
re’epanuu payHaoBbix kioueil. [lycte K = (I,,_,..., Ly, ko) - kimtou quis Speck. 3Hauenue m
3aBHCHUT OT 3HAUYECHUU pazMepa O5ioKa 2n U KonuuecTBa payHaoB T (tabnuua 2). Kmroun k; u
l; onpenensitoTCs Kak

livm-1= (ki +S7) D i,
ki = Sﬁki D liym-

Pa3mep 0s10ka| Pazmep Pa3zmep Karoun m | Caur a| CaBur S| Paynasr T
2n KJII09a MN| cjaoBa N
32 64 16 4 7 2 22
72 3 22
24
48 96 4 8 3 23
96 3 26
64 128 32 4 8 3 27
96 2 28
4
96 144 8 3 8 3 29
128 2 32
128 192 64 3 8 3 33
256 4 34

Tabnuma 2 — [Mapamerpsr Speck

[TpoBenenmne kpunToaHaan3a Ha HEOOIBIIOM KOJIMYECTBE payHIOB (Hampumep, 3 u 4)
C BBIOOPOM CTaHJAPTHBIX crieudukanuil (Tadbauma 2) Heuenecooopa3Ho, Tak Kak KIIIOYU He
CTPOATCS HA OCHOBE MCXOJHBIX M MEKAY HUMM He OyJneT HUKakou cBs3u. [loaTomy B naHHOM
pabore s T € {3,4} npennonaraerca m = 1.



1.2.2 CioxxkeHue mo MoayJaro 2"

PaynnoBas pynkuus mudpa Speck HenuHeitHa, TO €CTb OHAa HE MOXET OBITh OMMCAaHa
UCKITIOYUTENIbHO JIMHEHHBIMU anreOpandecKuMH ypaBHEHUsSIMU. ITO CBOWCTBO Speck
o0ecrnieunBaeTcs onepanren CI0XKEHUs M0 MOIYJII0 2™, KOTOpas SIBISETCS YacThlO alropuTMa
mudpoBaHusa. MOXHO TONIYYUTh TEPEONPEACICHHYI0 CHCTeMy H3 6n — 3  JIMHEWHO
HE3aBHCHUMBIX alreOpanyecKux ypaBHEHUH, MOJHOCTHIO OMMCHIBAIOUIMX PAacCMaTPUBAEMYIO
oneparuio [11]. Ogro U3 HUX OyIeT TUHEHHBIM, a OCTAIBHBIC - KBaIPATHYHBIMH.

( WoXita = XagXi+a D %%’m:m
WoYi = Xq¥i © Yoy, i = 0,n—1
woWw; = x,W; @ yow;, i =0,n—1
WiXq = X14aXa D Y1Xa D XaYo
W1Yo = X1+aYo D ¥1¥0 D X Yo
Wi = Xi4q D Vi @ Xi—140 @ Vi1 @ Xi—144Yi-1 @ Xi—14aWi-1 @ Yi-aWi—1,i=2,n -1
Wi(Xi—14a D Yi1) = Xic11aX14a D Xi—14aYVi D Xic14a D Xi—14aWic1 © X140Yie1 @ Yic1yi
Dyi-1 ®yi-awi,i=2,n-1
Wi(Xi—14a D Wis1) = Xim14aX14a D@ Xic14aVi @ Xic14a @ XiraWi-1  Yiwi—1 @ Xi—14aWi-1,
i=2,n—-1

2. ATaKku, OCHOBAHHbI€ HA JINHEeAPU3AIUU
2.1 Ilpocras MuHeapu3anus

Wnes 3TOro Merosia COCTOMT B TOM, YTOOBI TPUCBOUTH KaXI0MY OJHOUYJIEHY MCXOHOM
CUCTEMBI HOBYI mniepeMeHHyr. [locie onepanmuum mnpucBaMBaHUS CHUCTEMAa CTAHOBHUTCS
nuHeiHou. [lonydeHHas cucrema pemaercss pasjaMYHbIMM METOJAMH, HAalpUMEpP, METOAO0M
HCKIIFO4YEHMS ['aycca, mociie 3TOro pemeHns CUCTEMbI JIMHENHBIX YPaBHEHUI ITPOBEPSFOTCS Ha
TO, YTO OHM SIBJIAIOTCS PEIICHUSMHU UCXOQHON HEJIMHENHOW CUCTEMBI yPAaBHEHUM.

D¢ dexkTHBHOCTH TUHEAPU3AMU 3aBUCUT OT PaHIra 7 CUCTEMbI, TOT/1a KaK KOJUYECTBO
Pa3NUYHBIX OJHOYJIEHOB B HCXOAHOHM cHCTEMe OIpenesseT KOJIMYECTBO NEepeMEHHBIX n' B
cucTeMe JIMHEHHbIX ypaBHeHHH. Habop pemieHuil He mycToii, Mo3ToMy OH paBeH 27T >0,
MO3TOMY JJIl OLIEHKU MPOU3BOAMTEIBLHOCTH HEOOXOAMMO MpPOaHAIM3UPOBATh TPAHMIIBI JIJIS
3Ha4eHud n'u r.

Awnanu3 3toi ataku (cM., Harpumep, [12]) moka3bIBaeT, 4TO paHT CHCTEMBI ¢ OOJIBIION
BEPOSITHOCTBIO OylET MOCTATOYHO OONbIIUM mpu m =~ n? /2. OueHuTh HEOOXOAUMOE
KOJIMYECTBO OIlEpaliii M BPEMEHHYIO CIIOKHOCTh AaTAKM MOXKHO, YYUTBHIBAs KOJUYECTBO
Pa3IMYHBIX OJJHOWIEHOB B CHCTEME YpaBHEHMI, ONMUCHIBAIOIIMX paccMaTpuBaeMblil mudp, u
BapbUPYs PaHI CUCTEMBI.

2.1.2 KosimuecTBO pa3inyHbIX MOHOMOB CHCTeMbI ypaBHeHMii mmgpa Simon

PaccmarpuBas anroput™ mugpoBaHus, MOXKEM OLIEHUTh KOJMYECTBO OJHOUWICHOB IS
KaxxJ1oro payHaa. C BBEJJIEHMEM HOBBIX MEPEMEHHBIX OLIEHKA COCTaBUT 6nT , Te n - AJIMHA
cioBa, T - KOIMMYecTBO payHI0B. OrjeHKa ObUIa MOTyd4eHa UCXOIS U3 TOTO, YTO Ul KaXJI0U
oTiepaly BBOJSATCS HOBBIE NTEPEMEHHbIE M TaK)K€ MOBTOPHOE 0003HaUeHUE Mpu 3aMeHe L;,q
UR;yq.

Kpome Toro, Obliza mpoBe/ieHa OLIEHKA KOJMUYECTBA MEPEMEHHBIX 0€3 NepeHa3HaueHUs
(BBeleHHMsI HOBBIX NEPEMEHHBIX), YTOOBI OLEHUTH A(PPEKTUBHOCTH METO/AA JUHEAPH3AIHH.
IIpu ananu3e HEOOJIBIIOrO KOJUYECTBA PAyHIOB O€3 BBEJCHMS HOBBIX NEPEMEHHBIX OBLIO



CIeTaHO HAOJIIOJIEHUE, YTO KaXK/bIe YEThIPE payH/a KOJIWYECTBO MEPEMEHHBIX YMEHbBIIIAETCS
IIPU CJIOXKEHUU C R;.

TakuM 00pa3oM, MOXHO TOJNYYUTh PEKYPPEHTHOE COOTHONICHHWE IS 4YHCIIa
[IEPEMEHHBIX HM3MEHSIEMOM YacTh C YYETOM COKpAILECHUS IEPEMEHHBIX KaX/Ible YEThbIpe
paynaa. [Tycte P(T) - KoJIM4ecTBO MEpeMeHHbIX Ha payHae T

inn=1
n,n =2
n(P>’(T—2)+P(T-2)+1),n:i4
n(P?(T —2)+ P(T — 1) + P(T — 2) + 1), unave.

P(T) =

Ha mpakTtuke Obla HaiijieHa OIICHKA KOJHMYECTBA NMEPEMEHHBIX =~ 272 o n =16,

T =32, wuckirovas KIOYeBOW drtan. TakuMm o0O0pa3oM, BBISABIEHO, YTO BBOJ| HOBBIX
MePEMEHHBIX 3HAYMTEIILHO COKpAIaeT 00beM BBIUYMCICHUH.

OxkonyarenpHas ¢opMmysia i OICHKH KOJWYECTBA OJHOWICHOB, HCKIIOYas Te,
KOTOpBIE MPOUCXOIAT U3 KIIOUEBBIX ypaBHEHUM pacmucaHusi (Bce ypaBHEHUS JIMHEHHBI),
HMMeEET CIEAYIOINN BUA:

M < 6nT,
rae M - Konu4ecTBO OJHOWIEHOB, N - pa3Mep clIoBa, T - KOJIMYECTBO PAyHIOB.

Pa3mep Pa3mep Paynabi | Kos-Bo KoJ-Bo KoJ1-BO HEH3BECTHBIX
o0a0ka 2n |caoBan | T MOHOMOB | ypaBHeHHUIl | 0e3 KJII04Y. pACIIUCAHUS
32 16 32 ~211.585 |~28.9069 |~28.9542
48 24 36 ~212.34 ~29.6724 | ~29.7142
64 32 42 ~212.977 |~210.322 |~210.358
44 ~213.044 | ~210.392 |~210.426
96 48 52 ~213.87 ~211.229 | ~211.257
54 ~213.925 |~211.285 |~211.313
128 64 68 ~214.672 |~212.044 |~212.066
69 ~214.693 | ~212.066 |~212.087
72 ~214.755 | ~212.129 |~212.15

Tabnuua 3 — [Tapamerpbl cCTeMBbl ypaBHeHH 1mudpa Simon

2.1.2 Kosim4ecTBO pa3in4HbIX MOHOMOB CHCTeMbI YpaBHeHmii mmdpa Speck

OCHOBHBIM METOJIOM YJI€p’KaHUsl CTENEHU SIBISETCS BBEJIEHUE HOBBIX NEPEMEHHBIX
JUISL BBIXOJIHBIX OMTOB HEJTMHEWHBIX ornepauuii. B aTom ciyyae creneHb He OyJeT NMpeBbIIIaTh
2. C KaxJpIM HOBBIM pPayHJOM BBOJATCS HOBBbIE NEpEMEHHBIE: TeKCT (x;,V;), kmou (k;, [;),
IIEPEMEHHBIE, OIMCBIBAIOILNE CII0KEHHUE IO MOAYIIO 2™,

B cucreme ypaBHeHMil, omuChIBaOIIeH ClOXEeHHE MO Moayiawo 2" (pazmen 1.2.2),
nMmeertcs Bcero 5(7n — 8) MmoHomoB. Ha nmpakThke 0ka3anaochk, 4YTO BCErO pa3jIMUHbIX MOHOMOB
B CHCTEME ypaBHEHUU CIIOKEHHUs Mo Monynato 2" He Oonee, ueM 25n — 18. B pesynbrare
KOJIMYECTBO pa3IMYHBIX MOHOMOB Ha KaXK0M payHJe mudpa Speck He npesbiiaer 28n — 18.

UtoroBast Qopmyrna sl OLEHKHM YKCIa OJHOWIEHOB, HCKJIIOYas TaKHe, KOTOphIe
00pa3yloTcs U3 reHepanuu Kirouei (Bce ypaBHEHUS JIMHEHHbI), IMEET BHU]L

M < (28n — 18)T,

rae M — KoJIu4ecTBO MOHOMOB, 11 — pa3Mep CJI0Ba, T — KOJIMYECTBO payHIOB.



Pa3mep | Yucio Koa-po | Koa-Bo Kou-Bo Kou-Bo KoJu-Bo
6a0Kka | payna  MoHomop | YPABHEHUHH YPABHEHHH C | HEU3BECTHBI| HEM3BECTHBIX
2n oB T i 0e3 KJIIOYeBbIM | X 0e3 ¢ KJIIOYEBbIM
KJII0YEBOI0 | pacnucaHueM KJIIYeBOro | paclnucaHuem
pacnucaHus pacnucaHus
32 22 ~213.2 ~211.4 ~212.4 ~29.95 ~ 211
48 22 ~213.81 | =212 ~213.03 ~210.5 ~211.59
23 ~213.88 [=212.1 ~213.09 ~210.6 ~211.65
64 26 ~ 21447 [=212.7 ~213.7 ~211.2 ~212.25
27 ~2145 | =212.75 ~213.74 ~211.27 ~212.3
96 8 ~215.2 [=213.4 ~214.4 ~211.9 ~212.94
29 ~215.23 (= 213.44 ~214.44 ~211.96 |[=213
32 ~215.79 =214 ~ 215 ~21252 |[=213.56
128 33 ~215.84 [~ 214.04 ~215.04 ~21257  [=2136
34 ~ 215.88 [~ 214.08 ~ 215.08 ~ 212.62 ~213.64
Ta6nuia 4 — [NapameTpsl crctembl ypaBHeHuit mmppa Speck
2.2 XL-araka

JlanHas ataka OblLia mpejcraBieHa B padorax [13,14]. Ha Bxox moctymnaeT cucrema us3
M MOJIMHOMUAJIBHBIX YPAaBHEHHUN OT 1 HEM3BECTHBIX CTEICHU d, HAa BBIXOJIC €€ PEIICHUS, CCIIH
YPaBHEHUs HMEIOT JOCTaTOYHBIN PaHT.

1. BniOpats crenens D > d. O6b1yHO D = d + 1.

2. CocCTaBUTh CIHCOK S BCEX OJHOYIEHOB CTeMEeHW D —d WIM MEHBIIE,
BKJItO4ast ofHowIeH | crenenu 0.

3. YMHOXHUTb YypaBHEHHS HCXOJHOW CHCTEMBbl Ha KaXIbIH DSJIEMEHT Wu3
MHOXkecTBa S. (ITockonbky 10 3TOro mara 6bUI0 M ypaBHEHMH, 1OCIE HEro
Oyner m|S| ypaBHEeHUIR).

4. JluHeapu30BaTh CUCTEMY.

5. PemuTh nonydeHHyIO CUCTEMY JTUHEHHBIX YpaBHEHUI.

JOna cayqas d=2 w D=d+1 amanmu3 3toit artaku [12] moOKa3piBaeT, dYTO
€IMHCTBEHHOE PEILEHUE, BEPOATHO, OYIET HalieHo, eciiu m ~ n?/6m.

2.3 ElimLin

Anroputm ElimLin nosiBuiics B pabote [15] (ananu3 moxHo Haiitu B [16]). Ero cyts -
MOWCK CKPBITBIX JIMHEWHBIX YPaBHCHHM, CYIICCTBYIONIUX B HJeale, IMOPOXKICHHOM
paccMaTpuBaeMoOl  CHCTEMOW  ypaBHEHHUH. OTOT  aNrOpUTM  COCTOUT U3  JIBYX
MTOCJIC/IOBATEIHHBIX II1ar0B:

1. HUckimouenue ["aycca: mouck JUHEHHBIX ypaBHEHUN B JIMHEHHON 000104Ke
HCXOJHOU CUCTEMBI YPAaBHEHUM.
2. 3aMeHa: IepeMEHHBIC UTCPATHBHO YHAJSIOTCS.

Bonee mogpoOHO 3TO MOXKHO OMKCAThH CAEAYIOMUM 00pa3oM.
1. BXO/I: Cucrema noJIMHOMHUAILHBIX YPAaBHEHUH CTENICHU 2.

2. BBIXO/l: pemenue, nmub0 pemIeHUS CHCTEMBI, €CIM YpaBHEHHUS HMMEIOT
JIOCTaTOYHBIM paHr. B TpoTMBHOM ciydae TmpHBEAEHHas cUCTEMa



ypaBHeHI/Iﬁ C MCHBIIMM KOJMYCCTBOM IMCPECMCHHBLIX, YCM HUCXOIHAas,
JOJI2KHa OBITH pfuicHa ¢ IOMOLIBIO APYroro Meroaa.

2.5 Pe3yabTaThl

B tabnunax 5,6 npuBeAeHBI Pe3yNbTAThl I MPOCTOW JIMHEeapu3anuu, XL-merona u
ElimLin. [Mony4eHHble aaHHBIC TO3BOJSIOT CPAaBHHUTh S(PQPEKTHBHOCTh 3TUX METOIOB JUIS
mmdpos Simon u Speck. s XL-meroaa BEIOpaHO 3HaUCHKE CTerneHu D = 3.

IMapameTpbl KoJ-Bo KoJ-Bo KoJ-Bo KoJ-Bo
Simon YPABHEHHI | IEpeMEHHBIX | MOHOMOB | peleHHit
4
Jlumeapus ¢+ _ 5 1 | 4g 32 48
anus
XL-meton| T=3, m=1 1584 32 992 1
Janeapus| - _ 4 1 | gy 48 80 65536
anus
256
XL-meton| T=4, m=1 3136 48 2616
ITapameTpsl
Speck
Jameapus| ¢+ _ 5 1[50 176 1236 _
anus
XL-meton| T=3, m=1 88500 176 185216 —

Tabnuma 5 — Pe3ynbTarhl aTak, OCHOBAaHHBIX Ha JIMHEAPU3ALUU

IMapamerpsr | (Ko-Bo yp-unii, Koa-go | (Koa-Bo yp-uuii, Kos-so
JMH. yp-HUiA) JIMH. YP-HUH 1mocJje
ElimLin)
Simon| T=3, m=1 (48, 32) (48, 32)
Simon| T=5 m=1 (80, 32) (80, 48)
Speck [ T=3, m=1 | (500, 132) (307, 137)
Speck [ T=5,m=2 | (1032, 296) (654, 297)

Tabmuma 6 — Pesynbrater ElimLin

3. Ataku ocHoBaHHbIe Ha SAT pemaresnsix
3.1 SAT

3amaua OyneBoi BeIMONHUMOCTH (SAT) — 3TO 3amaua pemieHusi, B KOTOPOH IS
MPOU3BOJILHON OyneBoil (opMyssl BO3HHUKAET BOMIPOC, CYIIECTBYET JM TAaKOE 3HAUCHUE
nepeMeHHbIX, 4To (opmyna mmeer 3Hauenwe ‘“Vctuna”. Jlannas 3amava sBisietcss NP-
TPYIHOM.



SAT pemarenu — 3TO MOIIHBIM BBIYUCIUTEIbHBIA HMHCTPYMEHT JI IPOBEPKU
BBIYMCIIUTEIIBHON TPYJHOCTU OmpenenaeHHbIX 3a1a4 [16]. CymecTByeT HECKOIbKO MPUMEPOB
ucnonb3oBanuss SAT-pemateneii B oOnactu anredpamuyeckoro KpunrtoaHanusa. IlepBbrii
kpunrtoanaau3 Ha ocHoBe SAT Owbur mpeacrtaBiaeH B [17]. B aToit pabore cranmapt
mmdpoBanus nanHeix DES Obin atakoBan ¢ ucnonb3oBanueM SAT-pemateneii Ha ocHOBe
DPLL.

Kpunrtoananuz Ha ocHoBe SAT mnpeamonaraeT aBa JTama: Ha IIEPBOM 3Tarie
BbINIONHSIETCS KoaupoBanue B SAT ¢dopmy, Hampumep mnepeBoj AaHHOW CHUCTEMBbI U3
anrebpanveckoid HopManbHOU (GopMbl (AH®, mommHom JKerankuHa) B KOHBIOHKTHBHYIO
HopmasibHyto  popmy  (KH®).  CymecTByroT  HEKOTOpbIE  HHCTPYMEHTBI  JUIS
aBTOMATH3UPOBAHHOTO TpeoOpa3oBaHus Kpunrorpapuueckux 3axad B KH®: Grain-of-Salt
[19], URSA [20], SAW [21], Transalg [22], Bosphorus [23]. MsI ucronb3yeM KOHBEPTEP
anf2cnf [24] w3z Oubmamoreku PolyBoRi, uuTerpupoBannoit B Sage. Ha BTOpOoM 3Tare
nony4yeHHbl sk3eMiuisip SAT-3agaum  pemaerca ¢ nomouibto SAT-pemarens. Jns
KpUNTOTpaQHUECKUX CUCTEM YacTo mpuMeHstotcs Takue SAT-pemarenn, kak CryptoMiniSat
[25] u Lingering (c ero mapamienbabiMu BepcusimMu Plingeling u Treengeling) [26].

JlononHurenbHy0 HMHQOpPMALMIO O COBPEMEHHOM IIOJIOKEHUU [I€J1 U Pa3BUTUU
noaxo10B Ha ocHoBe SAT-pemareneil, a Takke UX MPUIOKEHUAX K KPUOTOAHATH3Y MOXKHO
HalTu B padore [21].

3.2 Pe3yabTaTsbl

B »sTom pasnmene mnpuBeAeHbl pe3yibTaThl UcHoib30BaHus SAT-pemateneit ans
peam3anuu anreOpandeckoi araku Ha mmdpsl Simon u Speck ¢ COKpalIeHHBIM YHCIIOM
paynnoB. Me1 npumensem SAT-pematenu CryptoMiniSat (B Sage ver. 6.10) u Lingeling,
Plingeling, Treengeling na IIK co cregyrommmu napamerpamu: Core i5-4690 CPU 3,5 [T
(x4), 12 I'6 onepaTuBHON NamsTH. DKCIIEpUMEHTaIbHbIE pe3ynbTaThl pemieHus SAT ans 3-
10-ro paymma Simon um 3-6-ro payHma Speck mpencraBieHsl B TaOmmmax 7 u 8. Beum
paccMOTpeHbl J1Ba reHepartopa cucteM ypaBHeHM B ¢opme AH® nns mmdpa Simon: B
OJTHOM BCE€ payH/IOBBIC KIIOYHM SIBISIFOTCS HE3aBUCUMBIMH TIEPEMEHHBIMH, B JIDYTOM BCE
payH/1I0BbI€ KJIFOUH MPECTABICHbI AITOPUTMOM KIIFOUEBOTO PACITUCAHUS.

IMapameTpsi| Koa-Bo| Koa-Bo ITapamerpsr  SAT Bpemsa (RAM)
Simon yp-nuii| Hen3B. | KH®
?ryptoerr]])lSat -
— — SageMat
T=8m=2 128 1128  368mir, 1% eling 845.4 ¢, 26.6 MB
4448 wros. | Plingeling 1188.8 c., 169.2 MB
Treengeling | 4476.12 c., 95 MB
CryptoMiniSat | -
T=90,m=2 144 144 |480 ., I(_Sigggi\i/'nagth) ]
6448 xno3. | Plingelin
Tree%gel?ng f17799.2 c.,620.3 MB
CryptoMiniSat | -
T=10,m=2|160 (160 | 560 mmr., I(_Siﬁ%g{\{'nagth) ]
8096 xmo3. | Plingelin
Tree%gel?ng _17554.9 c.,458.8 MB
CryptoMiniSat | -
T=11,m=2176 176 |640mur,  (S2gCMath)
ingeling -
9648 xno3. | Plingeling -
Treengeling ]

Tabnuna 7 — Pesynerarel npumenenus SAT-pernarens mis mudpa Simon




ITapamerpsl | KoJa- | Koa-Bo | IIapamerpbl
Spg::k P BO HEH3B. Kde) PR sAT Bpems (RAM)
yp-.
HHUH
CryptoMiniSat | 0.56 c.
T=3m=1|500 |176 1460 ., E,Slf‘r?gee'\l’l'ggh) 09c. 9.6 MB
Lingeling 0.2¢c.,19MB
E:ryptoerr:)lSat 214 c.
— — SageMat
T=4m=2 782 |320 2492 ., | Bliceoling 3.0c., 17.3 MB
17380 knos. | Treengeling 8.25 c., 15 MB
Lingeling 61.4c., 14.8 MB
CryptoMiniSat | -
T=5m=2 [1032 | 416 3312 ., E,Slf‘r?;e'\l’l'ggh) ]
23184 xn03. | Treengeling 1444817 ¢., 278 MB
Lingeling -
CryptoMiniSat | -
T=6m=2 |1282 |512 4132 ., E,Slf‘r?gee'\l’l'ggh) ]
28988 Kk103. | Treengeling 123353.82 c., 546 MB
Lingeling -

Tabnuna 8 — Pesynbrarel npumenenus SAT-pernarens s mudpa Speck

3akiroueHue

Kak moka3pIBalOT JKCIIEPUMEHTAIbHBIE PE3yJabTaThl, METOJIbl aNreOpanyecKoro
aHalM3a SBJIIOTCA MEPCHEKTHBHBIM TMOJIXO0J0OM K aHaJlIW3y YCTOMYMBOCTH COBPEMEHHBIX
mKUppPoB, B YAaCTHOCTH, JIETKOBECHBIX MIM(poB. B pabore paccMOTpeHBl JBa OCHOBHBIX
MoAXoJa K anredpandeckoMy aHalu3y: MOJXOJ, B OCHOBE KOTOPOTO JIEKHUT MPOLECC
JIMHEAPU3AINH, a TAKXKE MOAXO0], 3aKJIF0UAIOIINICS B UCTIONIb3oBaHUU SAT-perrarenei.

[TommyueHHble  pe3yabTaThl IOKA3bIBAIOT, YTO BKJIIOYEHHUE JIOMOJHUTENBHBIX
HEJIMHEHHBIX omepanuil (HarmpuMep, ONepaluio CIOXKEHUS M0 MOAYIK 2") 3HAYUTENIbHO
YBEJIMUYMBAET BPEMEHHYIO CJIOXKHOCTb, a TaKXe HCIoib3oBaHue namsatu OBM. U3 storo
MOXKHO CJieJlaTh BBIBOJl, UYTO PAacCCMOTpPEHHBIE METOABl anredpanyeckux arak Ooiee
3¢ (deKTUBHBl TpPHU MPOBEIEHUMU KpUNTOaHANIM3a wmudpa Simon, yeM A alIroputMma
mmdposanus Speck.

JlanpHeiime HampaBieHHsT MCCIEJOBAHUN: TEOPETUYECKHUE OLIEHKU CI0XXHOCTU
anreOpanveckoro  aHanu3a Uil MOJHOpayHAoBbIX  mmppoB  Simon u  Speck,
SKCHEpUMEHTAIbHOE HCIMONIb30BaHue JIpyrux TpaHcasTopoB ANF-t0-CNF u 3¢ ¢dexTuBHbIX
SAT-pemareneii, HaOJNIOJCHHE W pa3padOTKa METOJOB OOBCAMHCHUS JMHEAPU3ANUN U
MeToa0B SAT 11t moBbIieHHUs 3PPEKTUBHOCTH aHaIu3a. Takke CTOUT pacCMOTPETh JApYyrue
METOJIbl pelIeHHs] cucTeM OYJeBBIX ypaBHEHUM, Hampumep, mnoaxoa meroa Pammyma-
Cemaesa.
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Heozarnasnenunas cekyms 1

VIIK 519.7 DOI 10.17223/2226308X /X /1

T'MBPUIHBIN ITOIXO0O/A K IIOUCKY BVYJIEBBIX ®VHKIINI C
BbICOKOI AJITEBPANYECKON NMMYHHOCTBIO HA OCHOBE
DBPUCTUYECKINX METOIIOB!

H. /1. Aryrosa

B macrosiiee BpeMst OIHUM U3 MEPCIEKTUBHBIX W PA3BUBAMOIINXCS METOOB aHAIM3A
mupoB dBIgeTCa ajarebpandecknii Kpumnroanaan3. g ycmenrHoro mpoTuBOCTOTHIST
mudpoB TAKOMY BUIY aTak B UX CTPYKTYPE HEOOXOMUMO UCTIOIb30BATE (DYHKITUN C BbI-
COKO#l asrebpanveckoii MMMYHHOCTBIO. B pabore mpemiokeH KOMOMHUPOBAHHDBIN O~
X0/, K TIOUCKY OysIeBbIX (DYHKITHIT ¢ BEICOKOI aarebpandeckoii UMMYHHOCTBIO HA OCHOBE
9BPUCTUIECKUX METOM0B, B YACTHOCTH, F€HETHIECKOTO ajaropurva u ajaropmrma Hill
Climbing. s 6yneBbix dbyHKImit or n < 8 nepeMeHHBIX OBbLIN ITPOBEIEHBI BHIYUC-
JIUTEIHLHBIE YKCIIEPUMEHTHI, TTPOIEMOHCTPHUPOBaBIIe 3(MPEKTUBHOCTD TPEIIATAEMOTO
ITO/IXO/IA.

Kimrouesbie ciioBa: [enemuveckutd aazopumm, aszopumm Hill Climbing, aszebpau-
YECKAA UMMYHHOCTNG, HEAUHETHOCTNb, IEPUCTIUKY

PazBuBaroruiicst nHTEpeC K KPUIITOAHAIU3Y MOBBINIAECT MOTPEOHOCTD B YTy UITEHUN CTOMH-
koctu mudpos. JIIst 3aUTH OT CTATHCTUYECKUX W AHAJTUTHIECKUX METOIOB KPUMTOAHA-
JIN3a JJId MOCTPOEHUsI KOMIIOHEHT Iudpa HeOOXOIUMO UCIOIb30BaTh OyIeBbl (hYHKIUH, 00-
JIAJAIOIIIE XOPOIINMHU Kpunrorpadgudeckumu xapakrepucrukamu. B 2003 roay N.Courtois
u W.Meier B [1| upeioxuim HOBBIT MeTO KpULITOaHa U3 MUMPOB, HA3BAHHBII ajirebpa-
MYECKMM KPUNTOAHAIN30M. Bhicokast ajrebpantdeckass HMMYHHOCTb TOMOTAeT ITPOTHBOCTO-
SITh TAKOMY KPHUIITOAHAJIH3Y.

esrbio paboThl ABJIgETCS OCTPOeHUE OYIeBbIX (DYHKIINH ¢ MaKCUMAJIbHOR ajrebpande-
CKOIl IMMYHHOCTBIO — XapaKTEePUCTUKOU, IMOBBIIIAIONIEH CTOMKOCTH Mg pa K aaredbpande-
CKUM aTaKaM.

Aneebpauneckasn ummyrnocms 6ynesoit byukmun f (AI(f)) — MurnmanbHoe qucsao d
TakKoe, 9TO CyIiecTByer OyieBa (pyHKIUs g cTernenn d He TOXKIECTBEHHO PaBHAST HYJIIO, s
KOTOpOIi BbimoJtHsieTcs paBeHcTBO fg = 0w (f@1)g = 0, tae byukinun f u g — GyHKIHNK
OT PaBHOT'O YHCJIA TepeMeHHbIX. 3BecTHO, 9TO A1 J1I000# DyHKIUU f OT N MepeMeHHbIX
cpaseamuso AI(f) < [5].

Baa4da MOJTHOrO OMUCAHUS KJIAcca Oy/IeBhIX (DyHKIHIA, 0018 1al0MINX MAKCUMAIbHON aJl-
rebpanveckoit MMMYHHOCTBIO, a TaKKe MOJIYIeHUs] HOBBIX KOHCTPYKIHH TaKuX (DyHKITHIT,
SIBJISIETCA OTKPBITOMH 1IpobJieMoii.

CymiecTByeT Tpu criocoba HaXoxKJIeHus PYHKIUN ¢ BBICOKO aJrebpamdecKoil MMMYyHHO-
CTBIO: TMOJIHBIN 1Tepebop, aaredbpandeckoe KOHCTPpYUpoBaHue U IBpUCTUKH. [Ipu pocte uuncia
HePEeMEHHBIX MHOXKECTBO Oy/ieBbIX (DYHKIHIT PACTET JBAXK bl IKCIIOHEHIIUAJIBHO, UTO YXY/I-
maeT 3 @EeKTUBHOCTE MOJTHOTO mepebopa. Asredpandeckoe MOCTPOEHNE 3aBEIOMO CYKaAeT
MHOYKECTBO perenuii. [[epCneKTUBHBIM SIBJISI€TCS TTOIXO, UCTOJIB3YIOIMNNH IBPUCTUICCKHUE
METO/IbI, B OCHOBE KOTOPBIX JIE?KUT CTPYKTYPHPOBAHHBIH 1epebop ¢ mapamMeTpaMu Jijis J10-
CTH2KEHHSI KeJIaeMOoTo pe3y/ibrara. B padbore npeiaraercsa paccMOTPeTh IPpUMeHEeHHe IBPU-
CTUYECKUX METOJIOB, B YaCTHOCTH, reHerndeckoro ajropurma u ajaropurma Hill Climbing.
Crenuduka IpUMeHEHUsI TAHHBIX aJTOPUTMOB JJIsI HOUCKA Oy/1eBBIX (DYHKINI C BHICOKUMHA

I Pabora sbinonena 1pu nojepzxke Maremaruueckoro Llenrpa B AkajieMroposke, coriamenue ¢ Munu-
CTEePCTBOM HAYKU U BhICITIEr0 0bpa3oBanus Poccuiickoit @emeparinn nomep 075-15-2019-1613 u 1aboparopun
kpunrorpadun JetBrains Research.
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SHAUEHUSIMU HEJIMHEHHOCTH BIepBbie Oblia onncana B [3]. Takxke, GbLIN TOMYUYEHBI TEOPETH-
YeCKWe Pe3y/IbTAThI IPUMEHEHUs 3TUX AJTOPUTMOB st PyHKImi 0T 16 nepemeHHbx. -
(beKTHBHOCTH 9BPUCTUIECKIX METONOB OblIa TPOJEMOHCTPpUPOBaHA B psifie pabor: B [4] wc-
cJIe/I0BaHa BO3MOXKHOCTD MPUMeHeHHUd aJrOPUTMa HMHUTAIUN OTKUTA TS TOUCKA (DYHKITHI
C BBICOKOII HEJIMHEHHOCTBIO M HHU3KOH aBTOKOppessueil; B [5| peaau3oBaH reHeTHUECKHH
AJITOPUTM JIIsl TIOUCKa GeHT-(DYHKIMI 1 cOaniaHcupoBaHHbIX (dbyHKIuMiL; B padore [6] mpu-
BEJICHBI IMOCJIEHAE PE3yJIbTAThl IPUMEHEHUs TUOPUTHOrO TEeHETUYEeCKOrO aJIrOPUTMa JIIs
noctpoenus cbasaHcupoBaHHON Oy/1eBOl (DYHKIIUKM C ONTUMAJIBHBIMU KPHIITOTPaUIeCKu-
MU XapaKTepUCTHKAMU.

1 mocTuKeHnsT MAaKCUMAJIbHOTO 3HAYeHUs aJareOpandeckoil UMMYHHOCTH Pean30Ba-
HBI JIBA JTOPUTMA.

l'emeTnyeckuii aJIropuTM — 310 METOJ IOUCKA, AHAJOTMYHBIN €CTEeCTBEHHOMY OTOOPY
B npupoje. /g nomydenus 0osiee KU3HECIMOCOOHBIX IMOTOMKOB, K OCOOSM M3 HadaJbHOI
HNOMYJIANNYA UTEPANMOHHO MPUMEHSETCsT CKPEeIUBaHme U MyTanus. [locieoBaTeibHO MPO-
UCXOJUT TOJHOE OOHOBJIEHUE MOMYISINI TOTOMKAME, 0018 /IAI0NIMU HANOOIBIITIMU 3HAYE-
HUSIMHM TIeJieBoit pyHkiueit. B TepMuHax Halei 3a1adu:

— Ocobb — BekTOp 3Ha4YeHUil Oy/eBoit DyHKITNN;

— Haganbuas nomyssnus — ciaydaiinoe MHOYXKeCTBO ocobeil, 6e3 orpaHnydenuii;

— CkpemuBanue — OJHOPOIHBIN KpoccuaToBep. Ha Bx01 mocTymnator OyieBbl hyHKIIH f
U ¢, TIPEeJICTaBJIeHHBIe CBOUME BeKTOpaMu 3HadeHuit (fo, f1, ..., fon-1) # (go, g1, -+, Gan—1), CO-
orBercrBenno. Ha Boixose Oysresa dyuknus h, Bextop 3uagenuit (ho, hy, ..., hon—1) KOTOpPO#H
ornpejiessieTcs caeayimuM obpasom: ecaun f; = g;, o h; = f;, ecim f; # g;, T0 h; upn-
HIMAETCS PABHBIM 3HAUCHUIO f; WK §; C OAMHAKOBOI BepOATHOCTHIO, rae i = 0,1, ...,27 L
Breiém HekoTopble orpannyenus Ha cKperniuBanue. /g 3Toro HaM moTpedyeTcs paccTos-
Hue X9MMHUHTA.

Pacemoanuem Xommunza (dist(f,g)) mexay Oyiaesbivu byHknusMu f U g oT n mnepe-
MEHHBIX HA3BIBAETCS YMUCJIO KOOPAWHAT, B KOTOPBIX PA3JIMYAIOTCI X BEKTOPHI 3HAYCHUI.

Ecmu dist(f,g) > 2"7!, 10 BMecTo BekTOpa 3HaYeHuit (PYHKIUU ¢ PACCMATPUBACTCH
BEKTOD, NMOJy4YeHHbINl WHBepcHell Bcex OMTOB BekTOopa 3Hadenuit pynknum ¢g. B pamkax
paboTHl BEPOATHOCTH BBITIOJHEHUS ONEPAIAN CKPeIlUBaHUs TPUHIMAJIACh PaBHOi (.8,

— MyTamnus - mepecTaHOBKa ABYX CJIYYalHBIX PA3TUIHBIX ONTOB BEKTOPA 3HAYEHHIH BXO/I-
HOI (DYHKIINNT;

— [eneBas pynkinusg — ajredpanieckas UMMYHHOCTbD;

B pabore npejcraBieHbl SKCIepUMEHTAIbHBIE PE3YJILTATHI TPUMEHEHUS TeHeTUIECKOrO
anroput™ma jist 0yseBbix dbyHukiuii npu n = 4,6, 8 (Tabauya 1), rae nejaeBoii GyHKIHE B
JsieTcs anarebpandeckass IMMYHHOCTD. AJITOPATM MOBBIMIAET €€ 3HAYCHUS 10 MAKCUMATHLHON
TeOPEeTUIeCKOil ONEeHKN JJId BeeX ocobeit monmyngnuu. [lomcanTano KoJImdecTBO MOy YeHHBIX
(yHKIHMI ¢ MAKCUMAJBHBIM 3HAYEHUEM Ie/1eBOi (DYHKIHH, MOJTyIaeMbIX HA KayKJ0H uTe-
panuy Ipu KaxkA0M OOHOBJIEHUH MOTLYJISIIIUH.

Hill Climbing — uTTepanuoHHblii aITOPUTM, KOTOPBIA HAYMHAETCS C MPOU3BOJIBLHOIO
penienud 3ada49u, a 3aT€M IIbITacTCA HalTH JIy4duiee pelieHue HyTéM IIOITAI'OBOT'O USMEHECHU A
OJIHOT'O 13 3JIEMEHTOB PEHICHHA. B pPaMKaXx paCCManI/IBaeMOﬁ 3a a9 TaK2Ke NCIOJIb3YyeTCdA
[HOHATUE HEJIMHEHHOCTU — XapaKTEePUCTUKN, HOBBIIIAIONIEH CTOMKOCTD K JIMHEHHOMY KDPHII-
roanasusy [2]|. Mcnob3yem clepyolme onpeeeHus:

Wi(y) =Y (~1)/@2@0 g e Fy

T
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npeobpasosanue Yorwa-Adamapa Oynesoit byuknnu f, tae (x,y) = 211D ... DT Yn, y € FY
C nomoripio npeobpaszoBanusg Yo.ria-Ajjamapa MOXKHO OIPEJETUTh CJETYIONY 0 YNC-

JIOBYIO XapaKTEPUCTUKY:

_ 1
Ny = 2" — - max [Wy(y).

yGFg

Benuuuny Ny HazplBAIOT HeAunelrocmbto Oyaesoit pyuknun. [Tpu uérnom uuc/e nepemen-
HBIX 72 MAKCHMAJIbHO BOBMOYKHOE 3HAUeHHe HejmHelinoctn pasHo 2" 1 — 2(7/2~1 B ciyuqae
HEYeTHOTO N TOYHOe 3HAaYeHNe MAaKCHMAJbHON HeTMHeHHOCTH HEM3BECTHO.

AurropuTy™ TSl IOBBINIEHUsI HeJuHeliHocTn omucad B [3]. Ha BXom mocTymaer BeKTOp
3HavdeHuil OysieBolt (byHKIUU. AJTOPUTM HTEPATUBHO IBITAETCS €r0 Y/IyUIIUTb, W3MEHSIs
onuy u3 kKoopamaat. Ha kaknoit urepanun Kodddunuentor Yoma-A ramapa pa3onBarTCs
HA MHOYKECTBA ¥ MTOCJI€I0BATETHHO MPOUCXOIUT TPOBEPKA YCJIOBUI HA MOBLITIIEHNE 3HAYEHUST
nejeBoit dpyukiuu. B nacrosmeit pabore Hill Climbing npumensercs ajis HOIIepKAHUIS
BBICOKOW HEJIMHEHHOCTH TOCJIe MYTAIUU MOTOMKOB HA KaXKJIOM WTepaIi T'eHeTHIeCKOTO
AJITOPUTMA.

N3BecTHO Ciiemytoiee COOTHOIIEHNE, CBI3BIBAIONIEE HEJIMHEHHOCTh W aaredpamiecKkyio
MMMYHHOCTE OyJieBoil dbyHkimn |7]

A2
Ny =2 . .
23 ()

CooTHoIeHre Onpee/saer BEPXHIO TPAHNUILY HA aaredpanvecKyo HMMYHHOCTD. [Ipu aToMm,
ecJIu HeJIMHEeTHOCTDh OyJsieBO# (DYyHKIUU JIOCTATOYHO BBICOKA, TO BEPXHss IpAHUIA Ha aared-
pandecKyio UMMYHHOCTB yBejndnBaeTcsd. B paMkax JaHHON pabOThI IPU MOUCKe OYIeBBIX
GYHKIMN ¢ MaKCUMAJIbLHON ajredpandeckKoil HMMYHHOCTBIO HA KayKJIOH UTepaluu IOIIep-
JKUBAJIOCh BBICOKOE 3HAYEHUE HEJMHEHHOCTH JIjisl 110J1y4aeMbIX [IOTOMKOB C HOMOIIBIO aJl-
roputma Hill Climbing. [IpoBeaénnbie SKCiepuMeHTHI TOKA3a/IU TOBBITIIEHTE Y(PHEKTUBHO-
ctu reHerndeckoro aaropurma npu npumvenennn Hill Climbing ast mogepkanust BBICOKOi
HeJTMHEeHOCTH, K MOTOMKAM Ha KaKJ0W UTepaliy MeHeTHIeCKOTO aaropuTMa. Pe3yapTars
SKCIIEPUMEHTOB it n = 4, 6, 8 npejcrapiensl B Tadsume 1.

. . Kounuecrso
min, cpeamee | min, cpeaHee | KoanmdecTBo byHKIEA ¢ max
anlplT 3HavYeHue, max 3Ha4YeHue, max dbyHKIUI ¢ max A?(f)un ——
AI(f) B ucxon- | AI(f) nocie | AI(f) npu npu- pr P
A MeHenuun [A —+
HOit monmynsuu | npuMmererus I'A | venennn T'A Hill Climbing
41101 20 (0, 1.1, 2) (2,2, 2) 609 715
611020 (0, 1.6, 3) (3, 3, 3) 649 718
8110 |20 (1, 2.5, 4) (4, 4, 4) 683 703
8120120 (1, 2.75, 4) (4, 4, 4) 2864 2989

Tabruma 1
Pezyabrarbl npumenenus 'A u Hill Climbing

JI1st mTapaMeTpoB UCIO/IB3YIOTCS CAeAYIONne 0003HAYEHUS: N — YUCI0 TEPEMEHHbIX, P —
pa3Mep momysadanun, 1’ — 9ucjI0 uTepanuii.

Taxum 0bpa3oM, B paboTe MpeacTaBIeHbl Pe3yJIbTaThl IPUMEHEHUs TeHeTHIECKOTO aJl-
roput™a u Hill Climbing ai1sa nmouncka (byHKIHE ¢ BBICOKUMH 3HAYECHUSIME aJaredpandecKoii
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umMyHHOCTH 1 n < 8. [lomcunTano KoJmdecTBO HalAEHHBIX (PYHKINH U TpoBepeHa -
(heKTUBHOCTH TIPEIOKEHHOTO CKOMOMHUPOBAHHOIO TIOIX0/1a U3 JIBYX AJTOPUTMOB.

[Tonyuennbie GyaeBbl (pyHKIME MOTYT OBITH UCIIOJIB30BAHbI IIPU MTOUCKE BEKTOPHBIX OY-
JIeBBIX (DYHKIUHU ¢ BBICOKOI KOMIIOHEHTHO# aJiredpandeckoit mMMyHHOCTBIO. Hajindue Buico-
KOl KOMITOHEHTHOH are6paniecKoit ”MMYHHOCTH S-0JI0KOB CITOCOOCTBYET MPOTHBOCTOSHIIO
aJIredpamIecKoMy KPUNTOAHATN3Y MOTOUHBIX U OJTOYHBIX MHMPOB.
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Atutova N.D. HYBRID APPROACH TO THE SEARCH FOR BOOLEAN
FUNCTIONS WITH HIGH ALGEBRAIC IMMUNITY BASED ON HEURIS-
TICS. Currently, one of the most promising and developing methods for analyzing ciphers
is algebraic cryptanalysis. In order to provide resilience to such type of attack, it is nec-
essary to use Boolean functions with high algebraic immunity in constructing components
of block and stream ciphers. The paper proposes a combined approach to the search for
Boolean functions with high algebraic immunity based on heuristic methods, in particular,
the genetic algorithm and the Hill Climbing algorithm. Computational experiments were
carried out for Boolean functions of n < 8 variables, which demonstrated the effectiveness
of the proposed approach.
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METO/ OBECIIEYHEHNA KOHOVNIEHIIMAJIBHOCT JAHHBIX HA
OCHOBE ZK-SNARK!

J1. O. Konypipen

B pabore npejicraBien meToj obecriedeHnst KOHMUAEHITUAIBHOCTA JAHHBIX C BO3MOXK-
HOCTBIO IPOBEPKU KOPPEKTHOCTH Ha OCHOBE IIPOTOKOJIA JOKA3ATEJIbCTBA C HYJIEBBIM
pasrnamennem zk-SNARK. Pazpaboranubiii MeTos1 TO3BOJISET CO3/IaBATD aJTOPUTMBI
Ha ocuoBe zk-SNARK B cmapr-konTpakTax Ethereum, ucrob3ysi BEICOKOYPOBHEBBIE
6a30BbIe KpUOTOIPAPUIECKIE CXEMEI.

KuaroueBbie cioBa: pacnpedesermvie cucmemvs, 6a0KuelH, 00Ka3aMeALCMBO C HYyAe-
evim pasesausenuem, zk-SNARK, naamgpopma Ethereum.

Cpean TeXHUYECKHX IPOOJIEeM, HMPENsiTCTBYIONNX BHEIPEHWIO TEXHOJOIMHA pacIpejie-
JIEHHBIX PEECTPOB, MaCIITAOUPYEMOCTh 1 KOH(MHUIEHIINATIBHOCTD SIBJISIIOTCST OCOOEHHO CYTIie-
CTBEHHbIMU. B HacTodmmii MOMEHT BeJyTCs aKTUBHBIC HMCCJIC/IOBaHUs, HallpaBJIEHHBIC Ha
[TOUCK PeIIeHus mpodeMbl KOH(MUIEHIINATbHOCTH.

OcobenHo ocTpo MpodIeMa KOHPUACHIINATLHOCTA BCTAET B OTKPBITHIX PACIIPEIeIeHHBIX
peecTpax (TaKuX Kak OJOKUEHH-CHCTeMBI). B Takux peecTpax Bce JaHHBIE COXPAHSIOTCS B
OTKPBITOM BH/JI€ W JIOCTYIIHBI BCEM yYaCTHUKAM, 9TO HE BCErJa MPHUEMJIEMO IIPU CO3/IaHUN
IIPOMBIIIJIEHHBIX ITPOrPAMMHBIX cucTeM. Kpome Toro, njieHnTuduKaims mojab30BaTeiei mpo-
HCXO/UT TI0 aJIpecy UX akkKayHTa. TakuMm oOpa3oM, CyIIEeCTBYeT BOBMOXKHOCTb OTCJIC?KUBATH
JIeCTBUS TIOJIb30BATE IS IIyTEM aHaIn3a TPAH3aKIUil, B KOTOPHIX yYaCTBYeT KOHKPETHBIM
aJIpec, M COTIOCTABJICHUS a/Ipeca aKKayHTa U M0JIb30BaTE/Is.

B pabore mpejiioxken merTojr obeciievdeHust KOHMUIEHIIUAIBHOCTH JAHHBIX C BO3MOXK-
HOCTBIO ITPOBEPKU KOPPEKTHOCTHU. B ocHOBe MeTO/a JIeKUT KPUITOIPAMUIECKU TTPOTOKOJT
HEMHTEPAKTUBHOIO JI0OKA3aTe/IbCTBA 3HAHU ¢ HyJIeBbIM pasriaiienuem zk-SNARK [1]. Tan-
Hag paboTa PasBUBAET PE3yJIbTATHI, [IOJIyYeHHbIe paHee B [2].

B kadecTBe 6a30BOil cuCcTeMBI JIjIsi peaJii3alldd MeToja Oblia BbIOpaHa IaTdopMa
Ethereum — 6Ji0kuelin-cucrema o0IIero Ha3HAYEHNUS, TIOJIEPXKUBAIONIAA CMAPT-KOHTPAKTHI.

B zk-SNARK mporeypa mpoBepkn J10Ka3aTeibCTBa COCTOUT M3 ONEPAIAil Ha, SJITHIITH-
JeCcKUX KpUBbIX. B wacTHOCTH, BepupukaTop TpedyeT CKAJIAPHOIrO YMHOXKEHUA U CJI0KEHU s
Ha TPYIIE SJIANTHICCKAX KPUBBIX, & TaKKe BBIYUCIUTEILHO 0oJiee CJIOXKHONM oleparun
— OwmHeiiHoro criapuBaHus. Ethereum mpegocTapiseT pean3aiuio TUX Ollepalliii B BH-
Jie TIpeBapuTeIbHO CKOMIIMINPOBAHHBIX KOHTPAKTOB. C MX IMOMOIIBIO €CTh BO3MOXKHOCTH
peaim30BaTh CXeMbl Ha OCHOBE JIOKA3aTe/IbCTBa C HYJIEBBIM pas3IJIallleHueM B KOJIe CMapT-
KOHTPaKTOB. Vcob3ys TOBKO BCTPOEHHBIE HHCTPYMEHTBI, ITPUXOTUTCS OIIEPUPOBATH HI3-
KOYPOBHEBBIMH ITPUMUTHBAMU, UTO HE TO3BOJIAET PEATN30BaTh CJIOXKHbBIE aJTOPUTMBI.

JI71st BOBMOXKHOCTH CO3/1aBaTh ITPOM3BOJILHBIE KPHUITOTIPapUIECKNE CXEMbI, B OCHOBE
koTtopbix JjiexkuT zk-SNARK, Obuin paspaboTanbl CTOPOHHUE HUHCTPYMEHTBI, TaKUe KakK
ZoKrates [3|. Takue pereHnss mosBoJIsIIOT peajn30BaTh CXeMy B BHJIE KOJa Ha JOBOJBHO
BBICOKOYPOBHEBOM sI3bIKe, KOTOPBIH 3aTeM KOMIUJIUPYETCs: B KOJ CMapT-KOHTpakToB. O/1-
HaKO, TaKOi 110/IX0JI UMeEeT PsiJi OrpaHUYCHHT, KOTOPbIE HE IMO3BOJISIOT IIPUMEHATD €ro JI/isi
cXeM IIPOU3BOJILHOIO pa3Mepa U CJIOXKHOCTH.

' PaGora BeIIOIHEHA IpH noep ke MaTemarnaeckoro LlenTpa B AKaieMropoixe, coryiamenne ¢ MuHu-
CTEepCTBOM HAyKU U BbIcIero obpasosanus Poccuiickoit @emepariun zHomep 075-15-2019-1613 u maboparopun
kpunrorpadun JetBrains Research.
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JLst pertiernst mpoodJeM CYIIeCTBYIOMNX IOIX0I0B IIpejiaraeTcst 100aBUTh HOIIEPIKKY
0oJ1ee BBICOKOYPOBHEBBIX KPUIITOIPAUIECKUX MPUMUTHBOB CUCTEMbI OIDAHUYEHUN PaHTa
1 (RICS - rank-1 constraint systems) serocpeacreerro B kKoj Ethereum-kimenra. Taknm
00pa3oM, MbI JI00aBJIIEM MEXaHU3M 3a/IaHUs POU3BOJILHBIX CXeM HEITOCPEJICTBEHHO B KO/JIe
cMapT-KOHTPaKTOB. IIpn TakoM 110/1X0/1e HET HEOOXOUMOCTH HAIIPSAMYIO UCIIOIH30BATD Olle-
paIun HaJI JUTUITHIECKUMI KPUBBIME, BMECTO 9TOI'0 HOBBIE AJITOPUTMBbI CTPOATCS KaK KOM-
OuHalusg J100aBJIEHHBIX ITPUMHUTUBOB. KpoMe ToOro, Takoil 1o/xo/1 oKa3bIBaeTcs 00Jiee BbI-
IUCANTETbHO (D PEKTUBHBIM 38 CUeT peajin3alliu HerocpeacTBeHHo B Ethereum-kinenTe.

B kadecTBe 0a30BBIX NPUMUTHBOB OBLIN JOOABJIEHBI CXEMbI, PEaJIU3yIONNe JTOTHICCKUE
oneparuun (AND, OR, NOT) u onepanuu cpasaenust. VX peajmsainus BbIIOJHEHA Ha OC-
noge libsnark — kpunrorpaduueckoit OudbIMOTEKN C OTKPBITHIM UCXOHBIM KOJIOM, KOTOPas
obecrieunBaet sdekTrBHBIE peanu3aryn KoHcTpyKiwii zk-SNARK [4].

B Ethereum-kinenT j100aB/ieHbI COOTBETCTBYIOIINE OIIEPAIINH JIJIsT BO3MOYKHOCTHU BBI30-
Ba 9THX METOJIOB KaK U3 KOJla KOHTPAKTOB, TaK W BHe Ojiok4deiina. J[yis1 sToro ObLia mojim-
durupoBana BupTyasibHad MaruHa Ethereum, Kya Obuim 106aB/ieHbl (DYHKIUN CO3IAHUS
CXEMBI, TeHEPAIUU JOKA3aTE/IHLCTBA U €r0 Bepu(pUKaIUN.

Cxema, onucannast pazpabOTIMKOM B KOJE CMapT-KOHTPAKTa, TPAHCJIUPYETCs B HAOOD
J100aB/IEHHBIX TPUMUATHUBOB. lajiee Ha nX ocHOBe (hOpMUPYETCsl CUCTEMa OTPAHUIEHUN PAHTa
1 (R1CS), ¢ KoTOpPOii PAbOTAIOT AJITOPUTMBI NeHEepAIN U BepHMUKAIIN JT0KA3aTeIbCTBA ZK-
SNARK.

Jlnst KazkJ10ff HOBOI cXeMbl HEOOXO/IMMa T'eHepallds HOBOM mHapbl K/I0Yel JI0Ka3aTe /b
cTBa 1 Bepudukamnuu. VIx renepalinsi BBIIOJIHSIETCS BHE OJIOKYeiiHA TTOCKOJIBKY B aJITOPUTME
reHepaIuy UCIoIb3yeTcsd TapaMeTp 6€301aCHOCTH, 3Has KOTOPbI MOYKHO CO3/1aBaTh HEKOD-
PEKTHBIE JOKA3aTeIbCTBA, KOTOPhIe OY/IyT NMPUHATHI Bepru(UKATOPOM KaK KOPPEKTHBIE.

Takum ob6pasom, ObliIa co3/1aHa CUCTEMa, KOTOpasl I03BOJIsIeT Pa3spabOTINKaM peasin30-
BBIBATH IIPOU3BOJIbHBIE AJITOPUTMBI Ha OCHOBE JI0OABJIEHHBIX 6Q30BBIX CXEM HEIIOCPEICTBEH-
HO B KOJIe CMapT-KOHTPAKTOB. PaspaboTaHHbII MeTO/I IO3BOJIAET COKPATUTH pa3Mep Koja
CMapT-KOHTPAKTOB U KPOME TOT'O, OKa3bIBAETCsl 060JIee BHIUUCIUTEIbHO (D PEKTUBHBIM.
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Kondyrev D. O. ZK-SNARK-BASED DATA PRIVACY METHOD. The paper
presents a method for ensuring data confidentiality with the possibility of validation based
on the zk-SNARK zero-knowledge proof protocol. This method allows the creation of zk-
SNARK-based algorithms in Ethereum smart contracts code using high-level basic cryp-
tographic schemes that implement logical operations (AND, OR, NOT) and comparison
operations. Cryptographic schemes are implemented on the basis of the libsnark library as
a rank-1 constraint systems (R1CS). The Ethereum virtual machine has been modified to
include functions for schema creation, proof generation and verification.
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PABPABOTKA 1 AHAJIN3 OPAKVYJIA [1Jisl TUBPUHOM ATAKU HA
KPUIITOTPAONYECKYIO CUCTEMY NTRU C NUCITIOJIb3OBAHMNEM
AJITOPUTMA KBAHTOBOTO ITOUCKA'!

A. O. Baxapes

B cuny pasBuTHsi KBAHTOBBIX BBHIUUCICHUN BOSHUKAET HEOOXOTUMOCTH B pa3paboTKe u
aHaJIN3€ KPUIITOCUCTEM, yCTOﬁqHBbIX K aTaKaM C UCIIOJIB30BAHUEM KBAHTOBOT'O KOM-
MbIOTEPA — AJTOPUTMOB TOCTKBAaHTOBOH Kpunrorpadun. CTOWKOCTh MHOIUX H3BECT-
HBIX TTOCTKBAHTOBBIX KPHUIITOCUCTEM, OCHOBAHHBIX Ha TEOPUM PEITETOK, Hazupyercd Ha
CJIOYKHOCTH PeITeHust TPobIeMbl HAX0XK JeHUsT KpaTJaiiiiero BekTopa B perterke (SVP).
Pazpaborana n mpoanan3upoBaHa MOIETb KBAHTOBOTO OPAKY/d, HEOOXOMMMOTO st
peanuzanuu THOPUIHOTO KBAHTOBO-KJIACCHYECKOTO aJrOpUTMa pereHus 3ajgadn SVP.
Ha mpumepe mocrkBamTOBON KpunrocucTeMbl ¢ OTKPBITHIM Kjodom NTRU, asmsro-
meficst (puHAIUCTOM TpeThero payaaa Koukypca NIST, mosyueHbr BepxHUe OTEHKH Ha,
4uCI0 KyOUT 1 1yiyOMHY CXembl, TpebyeMble i peajn3alun JaHHOI'0 OPpaKyJ/ia, B 3a-
BUCUMOCTH OT [MapaMeTPOB KPUIITOCUCTEMBI.

Kimrouessbie ciioBa: xpunmocucmema NTRU, xeanmoswil nouck, xpunmoezpadus c
OMEPLIMBIM KEAIOUOM, NOCMKECAHMOEAA KPUNMOZDAPUA.

KBanToBbie BbIduCAEHUSI — 9TO OBICTPOPA3BUBAIONIAsICS 00/IaCTh KOMIBIOTEPHBIX UCCJIe-
JIOBaHWUIi, KOTOpas CTABUT IO yIPO3y KPUNTOTPadUIECKYIO CTORKOCTb CTAHIAPTOB aCHM-
METPUYIHOTO MuUMpPOBaHUs, UCIOAb3YEeMBIX B HacTosdinee BpeMda. B 2016 r. Hanuonanbublii
Uucturyr Crangapros u Texwomoruit CITA (NIST) o6bssuin kKoHkype «Post-Quantum
Cryptography Competition», mo 3aBepieHun KOTOporo OyaeT TPUHAT HOBBI — KBAHTOBO-
YCTOWYIUBBIA — CTAHIAPT aCUMMeTPUUYHOro IrmdpoBanusd. IIperenaeHTaMu ABISIOTCA TO/I-
XOJbI HA OCHOBE PEIIETOK, KOIAOB, XAMI-(DYHKINHA, N30TeHIil 1 MHOI'OYJIEHOB OT MHOTHX ITe-
pPEeMEHHBIX.

PacemotpuMm mojxor Ha ocHOBe PENIETOK.

Onpenenenne 1. Ilyctb uy,...,u, € R™ —uHeiiHO HE3aBUCUMbBIE BEKTOPHI U N <
m. Pewémxot Ha3pIBAETCA MHOKECTBO

Zul@...@Zun:{Zbiui:biEZ}.

=1
BeKTOpr Uy, ..., Uy HABBIBAIOTCA basucom pewem%u

OjHO#t U3 33127 B TEOPHHU PENIETOK ABJISETCA 3040040 HATOHCOCHUA KPAMIaTuez0 6ek-
mopa (SVP), KoTopast 3aK/I109aeTCst B HAXOXK IEHHN BEKTOPA, HMEIOIEr0 HANMEHBIILYIO JTH-
Hy, B pemérke, 3amaHHoil ceoum Oasmcom. B obmiem ciyguae SVP asasiercs NP-rpymaoit
3asaqeii. CTOWKOCTh CHCTEM, OCHOBAHHBIX HA PEIMETKAX, 3aBUCAT OT 3(PHeKTUBHOCTH pe-
menns SVP, Tak Kak GOJIBIINHCTBO H3BECTHDBIX ATAK CBOAATCA K PEIIEHHIO TOH MpoGIeMBL.
IlepcreKTHBHBIME SBJISIOTCA Pa3pabOTKa W aHAIN3 KBAHTOBBIX AITOPHTMOB, KOTOPbIE HO3-
BOJISIIOT YCKOPHUTH PeNleHne JaHHON 33/ atH.

B |1] nupeacrasien rubpuanbii KBAHTOBO-KJIACCHYECKHHI TIOX0/ K MOUCKY KpaTdaiiiero
BeKTOpa pemérku Ha ocHose GaussSieve [2] —oznmoro u3 caMbix 3DGEKTHBHBIX KJIACCHYC-
CKHX aJITOPUTMOB.

'Pabora semonnena B pamkax roczaganus UM CO PAH (nmpoext Ne 0314-2019-0017) npu mozaeprke
mnaboparopuun kpunrorpacduu JetBrains Research.
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AaropurMm 1. Anropurm GaussSieve (Micciancio, Voulgaris, 2010)

Bxon: B - 6a3uc pemérku

Berxoa: v - kpardaininii BEKTOP PeIéTKn
1: aunuaan3upoBaTh MycTOil HeyHOpsI0UYeHHbIN ciucOK L u mycToil cTek S
2: IloBTOpPATH
3:  TloayunTh BeKTOp v U3 CTeKa (WM CreHEePHPOBATH HOBBI)

4:  TToka w «+ TTOUCK{w € L : |jv  w| < ||v]|}
5: YMEHBITHUTh ¥ ¢ HOMOIIBI0 W (v — v + w)

6: IToka w < IIOUCK{w € L: ||lw x| < [Jw|}
7 YaanuTs w u3 aucra L

8: YMEHBIIUTh W ¢ TOMOIIBIO v (W — w £ v)
9: JlobaBuTh w B cTEK S

10:  Ecam v usmenuscs To

11: JlobaButhb v B cTeK S

12: nHadvie

13: JobaButh v B ucT L

14: Tloka v He craneT KpaTdaflliuM BEKTOPOM
15: BepHYTB BEKTOp v

Ha Bxom ajqropurma mocTymnaer 6a3uc peIméTKh, Ha OCHOBE KOTOPOIro OYAyT CTPOUTHCS
HOBBIE€ BEKTOPHI IpHu yeaoBuu mycroro creka S. Oyukmusa «IIOMCK» mepebupaer BekTO-
Pbl W B CIHUCKE U TPOBEpsieT UX Ha OaHO u3 (1) yeaosul noucka: ||v + wl|| < ||v]| wau
|lw £ v|| < JJw||, eciim Takoit BexkTOp CcymiecTBYET, TO (DYHKIMs BO3BPAILIAET €r0, MHAYE
dbyHKIHMS MpephIBaeT MEePBHIH UK, B KOTOPOM HAaXOMUTCA. ABTOpamu crarbu |2| mpemio-
JKEHO 9BPHUCTHYECKOE YCIOBHE OCTAHOBKH, KOTOPOE OCHOBBIBAETCS HA, KOJIMYECTBE KOJLTU3HIA.
Takwum 00pa3oM, aaropuT™ paboTaeT JI0 TeX MOp, MOKA MbI HE MOJYIHM TAaKOe YHUCJIO KOJ-
JIN3WH, 9T0 OyJIeM YBEPEHBI, UTO HAIILIH KPAaTYalInuil BEeKTOP.

B pamkax npejiokentoro B |1] moaxoja ycKopeHue JOCTHraeTcst 3a CY4ET UCIOJIb30Ba~
aus B Gyukiun «[TOMCK» kBaHTOBOTO ajaropurtva HOWCKA B HEYHOPSIOYEHHOM CIHCKE
(anropurma 'posepa [3]). 3amaua, permaemasi STUM aJIrOPUTMOM, HA3BIBAETCS 3a0auet no-
ucka. Ilpeamonaraercs, 9T0 ecTh HEYIOPSIIOYEHHBIH CIIUCOK U3 K 37€eMEHTOB, B KOTOPOM
KaK MHUHHMYM OJWH JIEMEHT YJIOBJETBOPSIET HEKOTOPOMY YCJOBHIO. Tpebyercss HaWTH 1m0
Kpaiineit mepe ojuH Takoil jrement. pyrumu ciioBamu, onpejesena OyseBa gpynknus f,
KOTODas 10 HOMePY 3JIeMeHTa (ero JBOMYHOMY HPEICTABICHUIO) ONPeNeIsieT, ABASeTCs JIH
SJEMEHT MOAXOAAIHM (B 3ToM caydae f = 1) mam uer (f = 0). B Takoit noctanoske 3axava
MOUCKA CBOJIUTCS K HAXOXKJIEHUIO perenns(-uit) ypasuenus f(x) = 1.

B kiaccuueckoMm BapuaHTe IPH YCJIOBUH, UTO pellienue oaHo, Tpebyercs ~ K /2 obpa-
mennit K GyHKIMn [ s HAXOKIeHUs perreHus. KBaHTOBBIH aaropuT™ MOMCK 3JIEMEHTA
B HEYLOPSLIOYCHHOM CIICKE PEllaeT JAHHYIO 3auady 3a ~ /K obpauienuii K opakyay —
KBAHTOBOMY aHaJory (PyHKIUU f.

KBaHTOBBII KOMIIBIOTED, B OTJHYHE OT OOBITHOIO, onepupyer kyoumamu [4]. Ix cocro-
AHIE MOYXKHO IIPeJCTABHTh KaK equHH4HbIA BekTop u3 C2. IIpoM3BOIBHBIH BEKTOP 3TOrO
IPOCTPAHCTBA MOYKeT OBIThH MPEJCTABIEH B BUIE

|p) = al0) + [1),
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rae «, 3 € C masuiBaiorca amnaumydamu; |a|? u |3|? — BepoaTHocTn obHApY KeHusT KyGHUTa
nocsie u3mepenusi B cocrosiausx |0) u |1) coorsercrBenno. ['oBopdar, 410 KyOUT HAXOUTCSH
B cynepnozuyuy cocrostamii |0) u |1).

B cooTBercTBHU ¢ mOCTYyJaTAMKM KBAHTOBOH MEXaHUKH, COCTOSHUE CHCTEMBL U3 1 KyOUT
onuchBaeTcs exmopom cocmoanuti u3 C2*. DBoronus cocTosHuS 3aMKHYTOH KBaHTOBOI
CHCTeMBI BO BPEMEHH OIMUCBIBACTCS YHUTAPHBIM IIPEOOPA3OBAHEEM.

N3BectHo, uTo Jitobast OysieBa pyHKIMS MOXKeT ObITH peaju30BaHa HA KBAHTOBOM KOM-
IBIOTEPE, & KBAHTOBLIM AJITOPUTMOM, PETNAIONIMM 33149y MOUCKa, ABIACTCA as2opumm I'po-
sepa (puc. 1):

|0>®" |

H®0+1) G G G

Puc. 1. Asropurm I'posepa |3]
3necy H — Bentnsb Anamapa, G — urepannu anaroputva ['poepa (puc. 2).

— —|H®”|—|®a3a|—|H®”|—

Opaxkyn

Puc. 2. Urepammsa I'posepa

[Tpeobpaszosanua H®™ u Da3a ABJIAIOTCA U3BECTHBIMH BEHTUJIAMU, B OTJUYHE OT OPAKY-
Jla, KOTOPBII CTPOUTCS TOJ KaKAYI0 3aJady OTaeabHO. B HacTosImeil pabore BBIIOJIHEHO
MOCTPOEHNE U OMUCAHNE OPAKYJIA I KBAHTOBOTO MTO/IX0/IA K PEITEeHUI0 33/1a91 TOUCKA TIOT-
XOJSIIEI0 BEKTOpa U3 CIIMCKa B ajgropurme (GaussSieve.

OpakyJi, npeJcTaBJIeHHbIII Ha PHC.3, COCTOUT W3 JABOMYHOIO IIPEICTABICHHI HOMEPA
BEKTOPA B CIIHCKe, K BEKTOPOB PasMepHOCTH d, KaxKaas KOOPANHATA KOTOPHIX KOIUPYETCs
CTPOKOI JJIMHBI M, IepeKadaTeis, IPOBEPKH Ha YCJOBHE IMOHCKa W orBera. Kro pabora
MPOUCXOIUT CJIEYIOTIHM 00pa30M:

1) moayvenue HOMEpa BEKTOPA Ha BXOJ M Mepeada ero B MepekIiovaTelb;
2) BLIGOP 10 HOMEPY BEKTOPA M3 CIIUCKA U KOMMPOBAHUE €I0;

3) MpoBepKa CKOMMPOBAHHOTO BEKTOpPA Ha yCaoBHEe moncKa(l);

4) BBIBOJ OTBeTa: 1 — ec/in BEKTOP YJOBJIETBOPsIET YCIOBHIO, ) — ec/Iu HeT.

[Tepeksirouaresb npejcraniser coboii BEeKTOpHYIO OyseBy (PyHKIHIO, KOTOpast HOMEPY
BeKTOpa conocraisger ¢cTpoky: ¢ — (0,...,0,1,0,...,0), rme 1 crout Ha i-om mecte. Torna,
npumengsa BeHTUJIb CCNOT, MoxkHO y/I0OHO KONMPOBATH HYKHBI BEKTOp HOMepa i W3
cuucka. Jas Jydimero MOHMMAHMS TOrO, KaK KOIMPYETCsS HYXKHBIH BEKTOD, PACCMOTPHM
caenytomuii npumep (puc.4) npu i =2 u K = 2:

0)
1)
|’U1> /dm
’1)2) /dm
050" ——H—

Puc. 4. IIpuMep KomupoBaHUA BEKTOPOB M3 CITHCKA
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3/lech mepBbIe JABa KyOWTa TPEJICTABAAIOT OO0l CTPOKY, TOJYICHHYIO U3 MePEeKTI0UaTe s,
U1 U Uy — BEKTOPBI pa3MepHOCTH d, KaK/iad KOOPJAUHATA KOTOPBIX KOJIHUPYETCs CTPOKOM
JJIAHBI M, a HUYKHWHA PErucTp OCTaBJEH TOJ MECTO JJIT KONMHWPOBAHUS HYYKHOT'O BEKTOPA.
Torna B urore padboThl IpUMeEpa BEKTOP Vs OYAET CKONMUPOBAH B HUXKHUN PErUCTP.

[TpoBepka Ha ycaoBue moucka(l) cofep:KuT caeayomnye onepaun: CJI0KeHHe, BEIYUTa-
HUe, BO3BE/IEHUE B KBaIpaT W CpaBHEHUE TEIbIX dncen. [IpeamaraeTcs ncnoab30BaTh JT0MOJT-
HUTEJBHBIH KOJI YUC/IA JIJIST OTIEPAIUN BBIYUTAHUS, TAKUM 00pa30M, CJI0KEHHE U BbIUUTaHNe
peanu3yoTcs OHON omeparueil, a cpaBHEHNEe YHCeN OTpeIedeTcsd 3HAKOM pe3yabTaTa Bbl-
quranusd. CJI0KHOCTH peajiu3allii Olepaliuii Ha KBAaHTOBOM KOMIIBIOTEPE OINEHUBAETHd KO-
JINYeCTBOM KyOuT U IiyOuHOoit cxembl. B Tabu1. 1 npejacraBieHbl JOCTATOYHBIE ONEHKH I
onepanuii, peajau3ywIiuxX MepeKJIYaTe/ib U MPoBepKy Ha ycaosue moucka(l). Tlpn kaxk-
JIOM M3MEHEHHH BEKTOpa v wiam cnucka L B xome padborsl aaroputma (GaussSieve opakyi
CTPOUTCS 3aHOBO.

5

Homep

1—— | [lepekmouareb
BEKTOPA

T3 ([

s

1=l

) G-

F—2——>

IIpoBepka Ha

—4—> Owml
yeaosue noncka(1)

'|c~] [ol

Puc. 3. Ilpennaraemast cxeMa KBAaHTOBOTO OpaKysIa
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Taoawuma 1
KoanyecrBo KyOuT m riiybuHa cxeMbl, JOCTATOYHDIE
JJI peajim3anuu TpedyeMbIx omnepariuii

Onmneparrus Konnuectso kyour | I'mybuna cxembr
Crnoxkenne, BEIYUTAHUE IIETBIX
TTL—6;ITHI>IX chenH dm—1 m —2
Bossenenne meaoro m-6uTHOrO
YHCIa B KBaApaT
[Tepexkaiouaresnnb, TIe HOMEDP BEKTOPA
TIPEICTABISIETCS TEIBIM M-OUTHBIM UHCIOM
IlepeBosm, nesioro m-6uTHOTO
YHCJIA B JOLOJHUTEJIbHBIA KO/

6m2 — 5m + 2 11m2 — 15m + 4

2'HL + m 3'HL

4m dm+1

YrBepxkaeHue 1. Ilycts nmeercs: criucok JuHbl K, COCTOAMMH U3 1MEJIOUNCIEHHBIX
BEKTOPOB pa3MepPHOCTH d, KazK/lasd KOOPJIMHATA KOTOPBIX KOJAUPYyeTcd OMTOBON CTPOKOM J/TH-
ubl m. Torma s peaau3anun KBAHTOBOI'O OpaKyJia, IPeJICTaBJICHHOIO Ha PHC. 3, MOTpedy-
erca e 6ojiee [logy K|+ Kdm + K + 18dm?* — 33dm + 6d? + 25d + 2m + 4 ky6ur. TiyGuna
cxembl He npesocxomut 31982 K1+ K dm 4 33dm? — 67dm + 15d% + 35d — 2m + 19.

Jna ananunsa 6bL1a BeiOpana Kpunrocucrema NTRU, Tak Kax oHa mpoiiia B TpeTuil pa-
yu kKorkypea NIST [5] u siBsisiercst OIHUM U3 9eTHIPEX MPETEHIEHTOB Ha HOBBIH MOCTKBAH-
TOBBIT cTaHgapT acuMmmerpudeckoro rmudpoanusg. NTRU 3aBucut or Tpéx negodnc/ieH-
ubix napamerpos (N, p, q), rue (p,q) = 1. Pabora ocymectBiasercs B Kosbile R TOJHHOMOB

crenenu He Bouie N — 1 ¢ nesouncienubivu ko3dduunentamu, o ecrs R = Z[z] /(2 —1).
N-1

Daement F' = ) Fiz' € R MOXKHO IPEJICTABATH KAK BEKTOD
i=0

F=[Fy,...,Fx_1].

Omnepalnusg YMHOXKEHHS «*» B R ompeaenaseTcs Kak pe3yabTaT MUKINIECKOl CBEPTKU:

F+xG=H,
k N-1
Hy,=> FGii+ >, FiGnyk—i= > FG;.
i=0 =kl i+j—k(mod )

Eciu BeimoHSAETCST YMHOYXKEHHE MTOJTMHOMOB IO MOJIYJIIO 9HCIa, TO KO3 puIimenTs mpuBo-
JISITCST TI0 3TOMY MOJLYJIIO.

Cexpemmnwit xarow: f, g— noauHombl u3 R ¢ koopauHatamu w3 MHOkectBa {—1,0,1}.

Omxpumoti kamow: N, p, ¢, h = f, % g mod g, tne f,* f =1 (mod q).

Sawugpposanue: [lycTh m — coobiienue, npejcTaBieHHOE B BUIe TOJUHOMA U3 R ¢ KO-
sddunnenramu n3 warepsaia (—p/2,p/2]. Torga sanmudpoBanuoe cOOOIEHNE ¢ BBITHCIS-
eTcs CJeIYIONUM oopa3oM: ¢ = pp * h +m mod ¢, rjae ¢ —nojmHoM U3 R ¢ HEKOTOPBIMHE
OrpaHUYeHUsIME HA KOOPAUHATH n3 MHOXKecTBa {—1,0,1}.

Pacwugpposarnue: Oupenenum noaunom a = f x ¢ mod ¢. Torma mexomamnoe coobIIeHue
BOCCTaHaB/IUBaeTCs CJAeAYIONIM obpa3oM: m = f, * a mod p.

Opua u3 cambix 3dgdexruBubix arak [6] na NTRU cBogurces k pemenuio SVP B pernér-
Ke, 0a3uc KOTOPOit 00pa30BaH CTPOKAMHU MATPHUILI M, TOCTPOEHHONH HA OCHOBE OTKPBITOTO
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KJTIOUA:
1 0 ... 0 hy hy ... hy_
01 ... 0 hy—1 ho ... hy_s
oo 1 hy  hy ho
M=1060 .. 0 ¢ 0 0
0 0 0 0 g 0
00 ..0 0 0 ... ¢

C 60JIbII0# BEPOATHOCTBIO KPAaTUYaHIIuil BEKTOP PEMIETKH, HOPOXKIAEHHON 3TUM Oa3rcoM,
umMeer Buj r = (f,g), a mapaMeTpbl OpaKyjia MOXKHO OIPEJETUTh (ONEHUTH) CIeLYIONIM
obpazom: K < 2N, d=2N, m = [log, ¢] + 1.

Ha ocuoBe ornenok u3 tabds1. 1 mocunrana B3anMocBsa3b Mexk 1y napamerpamu NTRU, ko-
JUYECTBOM KyOUT M TJIyOHHOT CXeMbl, TOCTATOYHBIX /I peaJu3aluu rubpu IOl KBAHTOBO-
KJIACCHYecKol ataku (Tabi. 2).

Tabawma 2
BepxHue oneHku 4ymuciia KyouT U riiyOmMHBI CXeMbI

[Tapamerper NTRU | KonuuectBo xyour | Iiiybuna cxembr
N=1¢=2 105 332
N=2qg=2 266 428
N=8¢g=4 3742 3498

N =256, ¢ =128 4138013 2945510

[Tostydenbl BepxHIE OIEHKN HA CJI0YKHOCTH PeaJiM3allii KBAHTOBOTO OPaKy/ia M3 aJro-
purma I'poBepa i peau3alud THOPUIHOIO0 KBAHTOBO-KJIACCHIECKOTO aJrOpUTMa Ha OC-
HoBe GaussSieve, KOTOPBIl MOKeT OBITH UCIIOJIB30BAH JIJII aTaK Ha KPUIITOCHCTEMBI, CTOM-
KOCTh KOTOPBIX 3aBUCUT OT pemntenus 3agaun SVP. [Ipoananmm3umpoBana CJI0KHOCTH pea-
JIN3aIUU KBAHTOBOI'O OpaKyJia Jijid ataku Ha nocTkBanToByio kKpunrocucremy NTRU. Ha
CErOJIHSITITHUI JIeHb KOJMYIECTBO KYOHUT, ¢ KOTOPHIMU OTMEPUPYeT KBAHTOBBIN KOMIBIOTED, HE
npeBocxoaut 76 [7]. Torga u3 moIy9IeHHBIX ONEHOK CJIEyeT, YTO HA CErOHSIITHUIN JIeHb
IpeJIo’KeHHAasE MOJIEIb KBAHTOBOIO OPaKyJa He MOXKeT ObITh peaii30BaHa HAa KBAHTOBOM
KOMIIbIOTEpe Jaxke g caMblX MaJibiX mapaMeTrpoB NTRU, Tak Kak emé He CyIecTBY-
eT KBAaHTOBOI'O KOMIIbIOTEPA, OIEPUPYIOIIEro JTOCTATOIHBIM KOJNYecTBOM Kyout. B pamkax
JaJsibHelTeit paboThl mpe/raraeTcst ONTUMUA3HPOBATH KBAHTOBYIO CXeMy OpaKyJ/ia, Moy YuTh
HEOOXO/IMMbIE OIEHKH JIJId peasu3allii OpaKy/a JIAHHOIO KJIAcCa, a TaK:Ke IpOoaHaInu3u-
poOBaTh APYyrue U3BECTHBIE KJIACCHYECKHE ATAKU IOCTKBAHTOBBIX KPHITOCHCTEM C IEJIbIO
U3yYeHUsT BOZMOXKHOCTH UX YCKOPEHHUs C MOMOIIbI0O KBAHTOBBIX BBHIUHCICHHII.
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Bakharev A. O. DEVELOPMENT AND ANALYSIS OF ORACLE FOR THE
HIBRID ATTACK ON A CRYPTOGRAPHIC SYSTEM NTRU USING A
QUANTUM SEARCH ALGORITHM. Due to the development of quantum compu-
ting, there is a need for the development and analysis of cryptosystems resistant to attacks
using a quantum computer (post-quantum cryptography algorithms). The security of many
well-known post-quantum cryptosystems based on lattice theory depends on the complexity
of solving the shortest vector problem (SVP). In the paper, a model of the quantum oracle
which is required for the implementation of the hybrid quantum-classical algorithm for
solving SVP is proposed and analyzed. For the public key post-quantum cryptosystem
NTRU which is the finalist of the third round of the NIST competition, upper bounds for
the number of qubits and the depth of the scheme are obtained. The bounds are based on
the proposed model of the quantum oracle.

Keywords: cryptosystem NTRU, quantum search, public-key cryptography, post-quantum

cryptography.
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VIIK 519.7
A®OUHHBIE [IPON3BOJIHBIE BEHT-®YHKIINI!
A. C. IlamopeHko

Benr-dyukiunsa moxker ObITh ompeesneHa Kak Oyaea ¢dbyukiusa f(z) or n mepe-
MEHHBIX (7 9eTHO) Takasi, 9TO st JIOOOr0 HEHYJEBOTO BEKTODA Y €€ TPOU3BOIHALA
Dyf(x) = f(z) ® f(z & y) cbamancuposana — npuaumaer 3uadenust 0 u 1 oxumnako-
BO uacro. CupapeinBo Ju, 4To Jobast cOaTaHCHPOBAHHAsT (DYHKITHS — TPOM3BO/IHAS
HekoTopoil 6enT-dbyukimu?! B nanHoit pabore sTa 3ajiada paccMOTPEHA, JIJISd YaCTHO-
ro caydas cbanancupoBanbix Gyskiuii £, 5(x) = (a,x) @ b, rie a € Ziy HeHyIeBOH 1
b € Zs, xoropble HazbIBaOTCH adPuaHbIMEU. BBLIO T0Ka3aHO, YTO JIF0OAasd HEKOHCTAHT-
Hag adduunas Gyaxnusa ot n > 4 (4eTHO) NEePEMEHHBIX SIBIAETCS NPOU3BOIHON 115t
(271 —1)|B,,_2|? 6enT-bynkmuii, rae B, s — ancio 6enT-GyHKIml 0T 1 — 2 IepeMen-
HBIX. [ToJTyueHs! uTepauoHHble HUKHUE TPAHUTIBI JIJTST TUCIa OEHT-DYHKITAH.

KiroueBbie cjioBa: 6enm-@ynkuus, 6yseevl GyHKEUUL, NPoussodnve benm-Gyrruut,
HUNCHUE 2DAHUUDL OAA HUCAG DeHm-PyHKyu

[lycts (x,y) obo3HAYAET CKAISIPHOE MPOU3BEICHUE JIBOMUHBIX BEKTOPOB IO MOJYIIIO 2
(0bo3naunM ).

Oyuknug [ : Zy — Zy nHazbiBaercs 6yaesot ¢yruxyued or n nepeMeHHbIX. Byesa QyHk-
I[MsT OT YETHOIO YHC/Ia MEPEMEHHBIX Ha3bIBAETCS ODeHT-(DYHKIMENH, eCin OHA MaKCHMAJIbHO
nesmaedina [1]. O6o3naunm B, MHOXKeCTBO GeHT-DYHKITHI.

[[Iudpol, B KOTOPBIX HUCHOJB3YIOTCA OeHT-(DYHKINH, 00Jee YCTONIUBBI K AUHETHOMY
kpunmoarasusy [2], noromy uTo 6eHT-HOYHKIUU KpaiiHe TI0X0 AMTPOKCUMAPYIOTCs addmH-
HbIMH DYHKIUIMEA. BeHT-DYHKIMN UCIOIB30BAJNCEH B CTPYKType bounoro mudpa CAST
KaK KOOpAWHATHBIe DYHKIHH S—OJI0KOB [3], a TakKe JJIs MOCTPOEHUST PErHCTpa CABHTA €
HeJIMHeRHOH 06paTHO# CBsi3bi0 B moToYHOM Iindpe Grain [4]. Tak:ke GeHT-DYHKIUT CBA3a-
HBI ¢ HEKOTOPBIME O00bEKTaAMHU TEOPHUH KOIMPOBAHHUsI, HAIPUMED, ¢ kodamu Puda-Mannrepa
[5].

pyroe oupenenenne Genr-gynknuu — Oyiaesa dbyukuus f(r) o n nepeMeHHbIX (1 der-
HO) TaKasi, 4T0 JIId JTI000r0 HeHyIeBOro BekTopa y ee npoussognas D, f(z) = f(z)® f(xDy)
cbanancupoBana — npuHuMaeT 3uadenus 0 u 1 oquHakoBo dacto [5]. CupaBeaniuBo Jiu, 4T0
a0bast cbamancupoBanast (GYHKIUS — NPOM3BOJIHAs HEKOTOPOil berT-byuknu? B [6] 6b1-
JIO TIOKa3aHo, 4TO Jobas cbasancupoBanHas (ByHKIHS g OT N < 6 IMepeMeHHBIX CTeleHn
He Bbime n/2 — 1, Takas, aro g(z) = g(r @ y) Aas BceX T NPH HEKOTOPOM Y, SIBIISIETCS
HPOU3BOIHON HEKOTOPOi OeHT-QYHKIUN OT N IepeMeHHbIX. B nannoii padore 3ra 3ajada
paccMOTpeHa Jist 9acTHOrO ciydas cbamancuposansix dyukmmit ,,(x) = (a,x) @ b, e
a € Z5 uenyneBoit u b € Zo, KOTOPBle Ha3bIBAIOTCA adOUHHBIMH.

Teopema 1. Jliobas nekoncranrtnas abdunnasg bynkmus (,,(x) or n > 4 (derno)
MEPEMEHHBIX ABJIAETCA TPOU3BOAHON maa (2771 — 1)|B,_o|* Genr-pyukmuii.

Jlemma 1. [Ijs smo6oit Genr-dbynkims n y # y' cupaseqiuso, 410 D, g(z) # Dy g(x).

Jlemma 2. Ilycrs Dyg(z) = lop(x) nna Genr-pykunu g(x). Torma npu sobom yf
Dyg(z) # lap(z) & 1.

Teopema 1 BMmecTe ¢ Jlemmamu 1 u 2 AafoT ciaeaymomiue UTepallioOHHble HUKHUE TPAHUITHI
JIJIST KOJTHIeCTBa OeHT-PYHKIUI oT n + 2 IepeMHHBIX.

!Pabora Bbmommena B pamkax rocygapcrsernoro saganus UM CO PAH (mpoext Ne 0314-2019-0017)
npu nojaepKKe jgaboparopun kpunrorpadun JetBrains Research.
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Teopema 2. Jlig jiroboro 4eTHOro n = 4 BepHO
|Bra| > (272 = 2)|B,|*.

JlaHHasi wreparonHas HUKHsIS TDAHWIA XyrKe MpeJCcTaBIeHHONl B [7], HO oHa Bepo-
SATHO MOYXKET OBbIThb VJydIleHa, eCc/Ii paccMaTpuBaTh Oojblie oxHoi addunnoit dyHKIMN
WIH YIATHIBATH (PYHKIUU, KOTOPBIe He UMeI0T addUHHBIX TPOu3BOIHBIX. OIHAKO 3a1a4a
BbIJlesIeHud OeHT-(DYHKINi, KOTOpble IPOU3BOAHOM HMeIoT {,; 1 He UMeIoT (. 4, ABISeTC
Herpoctoit. benr-dyukiuu, Koropbie He UMelOT ad@UHHBIX TPOU30HBIX, PACCMATPUBA-
JICh, HaTpuMeD, B [8].
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Shaporenko A. S. AFFINE DERIVATIVES OF BENT FUNCTIONS. Bent function
can be defined as a Boolean function f(x) in n variables (n is even) such that for any nonzero
vector y its derivative D, f(z) = f(z) ® f(x @ y) is balanced-that is, it takes values 0 and 1
equally often. Whether every balanced function is a derivative of some bent function or not
is an open problem. In this paper, special case of this problem was studied. It was proven
that every non-constant affine function in n > 4 (even) is a derivative of (2"~ — 1)|B,,_|?
bent functions, where B,,_, is the number of bent functions in n — 2 variables. New iterative
lower bounds for the number of bent functions is presented.

Keywords: boolean functions, bent functions, derivatives of bent function, lower bounds
for number of bent functions.
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S-BJIOKI C MAKCHMAJIbBHOI
KOMIIOHEHTHOM AJITEBPANYECKONM UMMYHHOCTBIO
OT MAJIOTO UUCJIA TIEPEMEHHBIX!

1. A. 3iobuna, H. H. Tokapesa

[lycte m — mepecTanoBKa n 37eMeHTOB, f — OyieBa (DYHKIHS OT 7 MEPEMEHHBIX.
Paccmorpum Bekropuyto OyaeBy dyukmuio Fp @ Fy — FJ suna Fr(z) = (f(z),
f(m(x)), -+, f(x""L(x))). Usydaerca kommoHeHnTHas ajrebpamdeckas HMMYHHOCTD

dyukimn F) B 3aBUCHMOCTH OT Oy/IeBoit (yHKIME f U TepecTaHoBKu 7 npu n = 3,4, 5.
[Tomy<genb! mMOIHbIE MHOXKECTBA, OVIEBBIX M JACTHYIHLIE BEKTOPHBIX OyJIEBBIX (DYHKIIMIA
C MAKCHMAJILHOHM anredpandeckoil MMMYHHOCTBIO OT MAJIOTO YUCJIA TePEMEHHBIX.

KiroueBbie ciioBa: Oyaesa Pynkuum, 6eKmopHan OYie6a GyHKUUA, a42e0paUNECKas
UMMYHHOCTD, KOMIOHEHMHAA A2EOPAUYECKATA UMMYHHOCTD.

S-0JT0KM MT'PAIOT PEIIAoNIyIo PoJb B 00eciedeHun CTORKOCTH OJI0YHBIX MU POB K pas-
JIMIHBIM THIIaM aTak. OCHOBHAS HPUYNHA ITOIO B TOM, UTO B KJACCUICCKUX U COBPEMEHHBIX
OJIOUHBIX T pax HeJHHEHHbII CJI0H IpecTaB/lieH UMEHHO JaHHBIMH OJTOKaMH. S-OJI0K sIB-
JISTeTCsT OTOOPAYKEHNEeM MHOYKECTBA JBOMIHBIX BEKTODPOB JJIUHBI 7 B MHOYKECTBO JBOWIHBIX
BeKTOPOB JyuHbl m. B 2003 1. B [1] 6611 IpeicTaBIeH HOBBI BYJI KPUIITOAHAIN3a — ajrebpa-
UYeCKUH, OCHOBAHHDIN HA MOHUKEHHH CTEIIEHH CUCTEMbl YPaBHEHUM, ONMMCHIBAIOIIEH TTudP.
JL1st TpOTUBOCTOSIHUST TAKOMY POJy aTak HEO0OXOIUMO, 4TOObI S-0JI0K MMET MaKCHMAaJIbHO
BO3MOZKHOE 3HAYEHUE KOMIOHEHTHO ajredpandeckoii MMMYHHOCTH.

B nawnoit pabore Oymem paccMarpuparTh S-OJIOKH OIMPEIEJEHHOTO BHUAA, & WMEHHO
F.(z) = (f(x), f(m(x)), -+, f(x" 1 (x))), tne F, : Fy — FY; f—OGynepa dbynknua or n
nepeMeHHbBIX; 7T — MUKJINIeCKUil CIBUT BJIEBO HA OJNHY MO3UIUIO 1 3JEMEHTOB. JTa KOH-
CTpyKnus mpemokena A. YiaoBeHko B pemrennn oaummua Hoil 3agadn #a NSUCRYPTO-
2016 [2|. On moka3zas, 9T0 HPU TAKOM MOCTPOEHHH BEKTOPHON (DYHKIIMH MOXKHO HOJIYYUTh
pYyHKIMIO ¢ MaKCUMAJILHON anarebpanydeckoit UMMYHHOCTBIO OT 3, 4, ..., 10 mepeMeHHBIX.
B macrosmee BpeMs OCTaéTcs OTKPBITBIM BOIPOC O CYIECTBOBAHWM BEKTOPHON OyseBoil
DYHKIMH ¢ MAKCHMATHHOH KOMIIOHEHTHOH HUMMYHHOCTBIO [1/2] OT MPOU3BOJIBHOTO YHCJIA
HepPeMEeHHBIX 7.

Anzebpauneckol ummynnocmoto Al(f) GyieBoit dyHkiunu f HA3BIBAETCS MUHUMAIBHOE
YUCTIO d, TAKOE, YTO CyIecTByeT OysieBa DYHKIU ¢ CTENEHN d, He TOXKIECTBEHHO paBHAasd HY-
JTI0, JII KOTOPOii BeiosHgercs paBerctBo fg = 0 wiun (f @ 1)g = 0 [3]. Ussectno, uro pis
IPOU3BOJILHOM OyiieBoit dyukuuu f or n mepemennbix BoinoHero AI(f) < [n/2]. Kom-
norenmnot aszebpauveckols ummynrocmoto Aleom,(F) BekTOpHOIN Oynesoit dbynkuun F
HA3bIBAETCA MUHUMAJIbHAS aJIredpandeckas MMMYHHOCTb €€ KOMIIOHEHTHBIX (DYHKIHH, T. €.
dbyuxmuit f(z) = (b, F(x)), tne b € FY, b # 0 u (a,b) = a1by & ... ® a,b, — ckanapHoe
MPOW3BeIeHNe BEKTOPOB 110 MO0 2.

B namnoit pabore st mocTpoeHus S-0JI0Ka ¢ MAaKCHMAJIbLHONR KOMIIOHEHTHOU aJiredbpa-
MYeCKON MMMYHHOCTBIO PEeAJTH30BaH MeTO/ HAXOXKJEeHUS JUHEHHOTO MOANPOCTPAHCTBA Pa3-
MEPHOCTH 1 B MHOYKECTBE, COIEPZKAIEM BEKTODbI 3HAUYCHHIT Hy/1eBOW (DyHKIMKN U Bcex Oy-
JIeBBIX (DYHKITHH OT N IePEMEHHBIX ¢ MAKCHMAJBbHON anreGpandeckoil MMMYHHOCTBIO [1/2].
B nepByto ouepeanb nmyTém moHoro nepebopa popMupyeTcss MHOXKECTBO OY/IeBbIX (pyHKIIHIT

'Pabora omonnena B pamkax roczaganus UM CO PAH (npoext Ne FWNF-2022-0018) npu nozaeprke
maboparopuu kpunrorpacduu JetBrains Research.
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C MaKCHUMAJILHON aaredbpamdeckoit MMMYHHOCTBIO0. K 9TOMY MHOXKeCTBY J00aBIIeTCS HYJIe-
Boii BekTOp. /lajiee u3 3TOoro MHOXKecTBa BhIOMpaeTcss (DYHKIUS U HA €€ OCHOBE CTPOATCS
ocrapimecss n — 1 dyHKnuii (Henosp3yst mepectaHoBKy 7). Bee smu MyHKIMN TakKe JerKar
B 9TOM MHOKECTBe. 3aTeM MPOBepAeTcs, MOPOXKIAIOT JU Bee n (pyHKIUi JuHEHOe MOAIPO-
CTPAHCTBO pa3MepHOCTH N. Ecam 1a, To maHHOE TMOANPOCTPAHCTBO MO3BOJSET MOCTPOUTH
S-6J10K ¢ MAKCUMAJBHON KOMIOHEHTHON UMMYHHOCTBIO, BHIOPAB B KAUeCTBEe KOOPJIUHATHBIX
dyukuit S-6,10ka 6azuc nognpocrpancTsa. s 0IHO3HATHOCTH IYCTHh (PYHKIUST CTPOUTCS
B Bune I (z) = (f(x), f(n(x)),..., f(7" " (x))).

g n = 3 nyTéM moJTHOTO Tepebopa MOIYYeHO, YTO CYIMecTBYeT 56 OyaeBbIX (DYHKIHIA
¢ MAKCHMAJIbHOI aarebpamdeckoii IMMYHHOCTBIO 2. 113 HEX Ha ocHOBe 12 dyHKumii (1M
OTBEYAIOT 4 MOAMPOCTPAHCTBA) MOYKHO MOCTPOUTH BEKTOPHYIO OyJieBY (DYHKIMIO ¢ MAKCH-
MaJIbHBIM 3Ha4eHneM uMMyHHOCTH. Bee 3tnm yHKimn Moxku0 npeacrasuth B Buge AHD
ob1rero Buaa.

Vreepxkaeune 1. Bynesnl GyHKIEH f OT TPEX MEepeMEHHBIX ¢ MAKCUMAJLHON aJI-
rebpanveckoil IMMYHHOCTBIO 2, Takue, 9T0 BekTOpHble dyHkuuu Buga Fr(r) = (f(z),
f(m(x)), f(72(2))), rae ™ — NUKAMYECKHTT CIBAT, TAKZKE MMEIOT MAKCHMAJLHYIO KOMIIOHEHT-
HYIO aJrefpanvecKyto UIMMYHHOCTD 2, MOXKHO ONUCATH CJIEYIONEll KOHCTPYKIIHeii:

f(x1, 29, 23) = x; + ¥ + xizp +a, toe {i,5,k} ={1,2,3}, a € F,.

g n = 4 nyTéMm moaHoro nepedbopa moIydeHo, 9To cymecTByeT 54 952 OyneBbIx (hyHK-
Uit ¢ MAKCUMAJILHON ajirebpandeckoit uMMyHHOCTBIO 2. [Ipu paccMoTpennn BCeBO3MOKHBIX
HepPeCTaHOBOK 70 (& He TOJIBKO MUKJINYECKOTO CABHTA BJIEBO, KaK 9TO MPOMCXOIIIO paHee)
0Ka3aJ0Ch, YTO TOJIBKO IpH 6 mepecTaHOBKAX CYIIECTBYIOT BEKTOPHBIE OyJeBbl (DYHKITUH,
KOTODBIE COXPAHAIOT MAKCHMAJIbHYI0 HMMYHHOCTD. DTHU MePECTAHOBKU MOYKHO TIPEICTaBUTH
B BekTOpHOM BHJE: (2, 3,4, 1), (2,4, 1,3), (3,1,4,2), (3,4,2,1), (4,1,2,3), (4,3, 1, 2) unu
nuksndeckom (1234), (1243), (1342), (1324), (1432), (1423). Hdusa xaxaoil mepecTaHoBKHI
cymecrByer 6144 Gynesbix dbyakuumii (nau 1536 THHEHHBIX TOIPOCTPAHCTB), HOCTPOEHHBIE
Ha, OCHOBE KOTOPBIX BEKTOPHBIE OyJIeBbI (DYHKIUU TAKZKE UMEIOT MaKCHMAJIHLHO BO3MOYKHYIO
KOMITIOHEHTHYO aJaredpandecKyo TMMYHHOCTb.

YrBepxkaenune 2. Ilycrs f—OymeBa yHKIWS OT 7N MEPEMEHHBIX € MAKCHMAJTh-
HO¥i ayrebpamdeckoil UMMYHHOCTBIO [n/2]. Ecau Bekrophas Oyiea dbyukmus Fp(xr) =
= (f(x), f(x(x)),..., f(mx"1(z))) umeeT MaAKCUMATBLHYIO KOMIOHEHTHYIO aareGpandecKyo
UMMYHHOCTDb, TO 7 SIBJISIETCS MOJTHOIIK/IOBOM MepecTaHOBKOIA.

g n = 5 myTé™m moJiHOTO Tepebopa MOJIYYeHO, YTO Beero cymectByer 197 765 122
OysieBbiX (DYHKIMH C MAaKCHMAJIbHON ajiredpamdeckoit muMMyHHOCTHIO 3. CyImiecrByer Kak
MHUHHMYM 9eThipe OyaeBbiX (DYHKIMU (MM OTBEYAET OJHO MOANPOCTPAHCTBO), HA OCHOBE
KOTOPBIX CTPOUTCA BEKTOPHAA 6yﬂeBa dDYHK]_[I/IH C MaKCUMaJIbHBIM 3Ha4Y€eHUEM UMMYHHOCTH.

C y4éToM 3KCIepUMeHTAJbHBIX Pe3yIbTATOB CPOPMYIUPOBAHBI CJIEIYIONTNE TUIIOTESBI:

Il'mmoreza 1. JIng Jioboro n > 2 B MHOXKECTBE, COCTOMAIEM U3 OyJIeBbIX (DYHKITUI
OT N TMEePEeMEHHBIX ¢ MAaKCUMAJIbHOI ajrebpanieckoil MMMYHHOCTBIO U HYJIeBOH (DyHKIUH,
CYMIECTBYET JUHEHHOE TOITPOCTPAHCTBO PA3MEPHOCTH 7.

Jlannag runoresa JiokasaHa g n = 2,3,4,5,6,8, 10 6arogapsg coOCTBEHHBIM Pe3YJIb-
TaTaM H pe3yabraram A. Ymosenko. [lisg n = 7,9 moka He Haii1eHO TAKUX TOIIPOCTPAHCTB.

I'mmore3a 2. Ilycty f —OymeBa (byHKIMSA OT N MEpPEMEHHBIX ¢ MAKCHMAJIBHOM aareo-
paudeckoil ummyHHOCTBIO [n/2]|. Torna B eé AH® mpucyTcTByeT 1m0 MEHbIeH Mepe 1o
OJIHOMY MOHOMY KaxKJoii cremenu i, tae i = 1,2,...,[n/2].
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Jlannag rumoresa mpoBepena aasa n = 2, 3,4, 5,6, 8, 10 61arogapsa coOCTBEHHBIM Pe3yJIb-
TataM U pe3yabraram A. YI0BEHKO.

Taxmm 00pa3oM, BO3MOKHO TOCTPOEHHE S-010Ka OT MAJIOr0 YUCIa MepPeMEeHHbIX, KOTO-
PBIil yCTOHYHB K aJredpamdecKuM aTakaM. B majpHeiileM IIaHHpYeTCs aHAJIH3 Oy/IeBBIX
U BEKTOPHBIX Oy/IeBBbIX (DYHKIUH OT OOJIBIIEr0 YHC/Ia IePEeMEHHBIX.
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Zyubina D. A., Tokareva N. N. S-BLOCKS WITH MAXIMUM COMPONENT AL-
GEBRAIC IMMUNITY ON A SMALL NUMBER OF VARIABLES. Let 7 be
a permutation on n elements, f be a Boolean function in n variables. Define a vectorial
Boolean function F : F} — FY as F(z) = (f(2), f(x(2)), -, f(#"}(z)))). In this paper,
we study the component algebraic immunity of the vector Boolean function F} as a function
of the Boolean function f and the permutation 7 for n = 3,4,5. We obtain complete sets
of Boolean and, partly, vector Boolean functions with maximum algebraic immunity on 3,
4 and 5 variables. The statement is presented that a vector Boolean function F) can have
maximum algebraic immunity only if the permutation 7 is full cycle.

Keywords: Boolean function, vector Boolean function, algebraic immunity, component
algebraic immunity.
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AJITEBPATYECKUN KPUIITOAHAJIN3 JIETKOBECHBIX IIIN®POB
SIMON U SPECK!

A.B. Kynenko, H. /I. Aryrosa, 1. A. 3wb6una, E. A. Mapo, C. . ®uaunmon

[Ipencrapiensr anrebpanvyeckue aTaku Ha g pbl SIMON U SPECK — JiBa ceMeiicTBa
JIETKOBECHBIX 0J109HBIX M poB, umeonmx LRX- 1 ARX-cTpyKTypbl COOTBETCTBEHHO.
Omnn GuLTH TpecTaBIeHbl ATeHTCTBOM Harnmona pHoi 6ezomacuoctn CIITA B 20131, a
zarTeM crangapTusupoBanbl [ISO kak vacTs crangapra paguonarepdeiica RFID. Tud-
pbl ajredpandecku KOJIUPYIOTCS U TIOJIyYaeMble CUCTEMBI OyJIEBBIX ypaBHEHUI perra-
IOTCS C IOMOLIbIO pasianunbix SAT-pemaresieii, a Tak:Ke MeETOI0B, OCHOBAHHBLIX Ha
JinHeapu3aiuu. Briepsbie K 3TuM mudpaMm IPUMEHSIOTCH IIOJXO0/bl, HCIIOJIb3YIOIIIE
Pa3pexKEHHOCTh CUCTeM OyyIeBbIX ypaBHeHwuii. OlieHeHbI MapaMeTphbl JUHEAPU3AUN B
cucreMax ypasHenuit g oboux mudpos. [Ipusegeno cpasuenne 3dpGHEKTUBHOCTH UC-
TTOJTB3YEMBIX METOJIOB.

KimroueBbie cjioBa: aszebpaudeckuti KpUnmoanasus, OA04HbE wudp, Ae2k06ecHbill
wudp, SIMON, SPECK.

JlerkoBecHas Kpunrorpadus — HallpaBJIeHHe UCCJCTOBAHUIN, IIPEICTABIILIONIEe HHTEPEC
B HACTOMIEe BpeMsdA. IDTO CBA3aHO C TeM, YTO BJUsgHHe W ucrojb3oBanue RFID-merox,
[IJINC, cmapT-KapT, MOOMIBHBIX TeaedOHOB, CEHCOPHBIX ceTeil W JApYyTruX KpunTorpadu-
YECKUX AJTOPUTMOB [IjIsl YCTPOWCTB C OrPAHUYEHUSIMEA HA HMCIOJIb3yeMble PECyPChl HOCTO-
SHHO pacTéT u npuobperaer BCE HGOJBIIYIO BaXKHOCTH. JIerkopecubie KpUIITOTpadUIecKne
NPUMUTHBBI TTPEHA3HAYEHBI I obecriedenust 3pMEeKTUBHOCTH U HE30TIACHOCTH MPH OTPa-
HUYEeHHOM 0ObéMe pecypcoB. B aToM ciiydae BO3HHMKaeT MpoOseMa IMOUCKA KOMIPOMHCCA
MexK Iy GesomacHOCThIO u 3ddekTuBHOCTHIO. B 2013 1. AreHTCTBO HAIMOHAJIBHON Oe301mac-
nocru CITA upemncrasmio cemeiicrBa SIMON u SPECK JIEIKOBECHBIX OJIOUHBIX IIH(DPOB.
[MTudpp SIMON ObLT ONTUMUBHPOBAH I TPOU3BOAUTEILHOCTH HA ANMAPATHBIX YCTPOIi-
cTBax, a SPECK — /Ui MPOW3BOIUTETIHLHOCTH B MPOTPAMMHOM obecnedennn. Ho Ob110 10T
YEepPKHYTO, 4TO 06a cemeiicTBa pabOTAIOT MCKJIIOYUTETHHO XOPOIIO KaK B alllapaTHOM, TaK
U B IPOrPAMMHOM obecliedeHnu, obecednBas THOKOCTD IJIAT(MOPMBI, TpeOyeMyo Oy 1yIiu-
mu npuioxkenusmu. [lo cocrosinuio na okTsOpbp 2018 . mmdpsr SIMON u SPECK Obliu
craHaapTu3npoBanbl MexkaynaposHoii opranusanueii no crangaprusanun (ISO) B pamkax
crannapra paguonnrepdeiica RFID (pagnouactorroii uaentndukanmm). dtu mudphl siB-
nsitores npeacrasureaaMu LRX- 1 ARX-crpykryp 6109HBIX mHMPOB, OCHOBOI KOTOPHIX
SIBJISIETCS sIBHOE MCIIOJIL30BAHUE HEJTUHEHHBIX aJredOpandecKux olepaluii BMecTo S-0JI0KOB.
910 0obycIaBIMBaeT MHTEPEC K aareOpamvdecKOMY aHAJM3Y JAHHBIX IMHQpOB. Asredpan-
dqeckuii aHaam3 Simon nposeséH B [1], komOuHaIMS aaredbpanvdeckoro u ycedéHHoro aud-
epeHUAIBLHOTO KPUITOAHAII3A, TTIH(Pa Simon 0T MaJIOro 9uC/Ia PAyHI0B PACCMOTPEHA B
pabore [2|. Anrebpanveckue ataku npejcrasienbl SAT-perarenem u asropurmom ElimLin.

OcHoBHas Hjiest aJIredbpandecKoro KpuinToaHa M3 COCTOUT B COCTABJICHHH CJIOXKHOM CH-
cTeMbl Oy/JIeBBIX YpaBHEHMIT, OMCHIBAIOIINX MTpeodpa3oBanue mmumdpa. Cucrema cCTpOUTCA Ha
OCHOBE TOJTHOCTHIO W3BECTHOTO aaroputMa mudpoBanus. 3amudpoBanne Ha HEH3BECTHOM
KPUOTOAHAJTUTUKY KJIIOYe HEKOTOPOTrO KOJTMIECTBA OTKPBITHIX TEKCTOB TIO3BOJISIET TTPOBECTH
MOJICTAHOBKY B YPABHEHUSI CUCTEMbBI 3HAYEHWI BEKTOPOB OTKPHITHIX TEKCTOB W MH(PPTEK-

'Pabora semonnena B pamkax roczaganus UM CO PAH (mpoext Ne0314-2019-0017) mpu momiepr-
ke jaboparopuu kpunrorpaduun JetBrains Research; pabora mepsoro aBropa BBINOIHEHA MIPU [TOIIEPIKKE
PODU (upoexr Ne20-31-70043).



Heozarnasnenunas cekyms 2

cToB. Ha ciemytomiem srame OCYIIECTBISETCS PENIeHne CHUCTEMBl ¢ TIOMOIIBIO PA3TUIHBIX
METOJIOB OTHOCUTE/IHHO OUTOB KJTIOUA.

g anaymm3a mudpoB ObLIO aBTOMATU3UPOBAHO TOCTPOEHUE CUCTEMbI yPABHEHUIA, OITH-
chIBaIOIIEil Tpeodpa3oBaHud payH/I0B MIU(pPOB.

SIMON — ceMefiCTBO JIErKOBECHBIX OJIOUHBIX IHIH(POB, pa3pabOTAHHBIX /s ONTUMAJb-
HOU TIPOM3BOUTENLHOCTH aNlapaTHoro obecredenus [3]. VMeer cTpyKTYpy KJIACCHUECKON
cxembl DeiicTesns, Ha KaXKI0M payHje 2n-OMTHBIM BXO/ payH/1a JeJUTCI HA JIBE N-OMTHBIE
nosioBuHbl. K J1eBoit mosioBuHe [ mpuMeHsieTCs payHIOBasl HeJIuHeliHas HeOMeKTHUBHAS
dbyrxmua F : Fy — F7. K BeiBogy dynkmum npumengercs oneparusg XOR ¢ mpasoit moso-
BHHON R u KJIt090oM k ¥ JiBe MOJIOBUHBI MeHSTIOTCsI MecTamu (puc. 1).

Jnsa mmdpa SIMON, BBOJS HOBYIO IepeMEHHYIO s KaxKJI0TO BBIXOJA TMOOUTOBOMH
onepaiyuu @, s onucanus 1 paywgos nojaydaem n(1T — 2) KBajparudHbIX ypaBHEHHN
c n(T — 2) + k Heu3BeCTHBIMH, IJie N — pas3Mep cJoBa; 1T — KOJUYeCTBO PayHI0B; k — Jin-
Ha KJoda. [Tpu reHepamun kioda noaygaercs n(T — m) ypasaenuit. B pesysbrare s
mudpa SIMON ¢ T payumamu rerepupyercs n(T —m) +n(T — 2) ypasuenunit. Konuaectso
KJII0YeH m 3aBHCUT OT Pa3Mepa BXOJIHOIO OJIOKA 21 U KOJIHYecTBa payHiaoB 1.

SPECK — ¢ceMeHCTBO JIEIKOBECHBIX OJI0UHBIX MHMPOB, 00ECIEeUNBAIOIINX OTJIHIHYIO IPO-
U3BOUTE/IFHOCTh KAK B AIMapPAaTHOM, TaK W B MPOTPAMMHOM O0ECIIeYeHNN, HO ONMTUMU3HU-
POBaHHBIX JJIs1 pabOTHl Ha MHUKPOKOHTposutepax [3|. B kaxkmom paynie 2n-GHTHBIX BXOJA
JIeJIATCS Ha, JIBe N-OUTHDIE MOJIOBHHBI. KaxKapiit payu SPECK NpuUMeHseT Olepaliil KOHb-
IOHKIIMH, ITUKJIAYECKOTO CJIBUTA BJIEBO U BIIPABO, & TaK:Ke CJIOXKeHHus 1mo Moxaysaio 2", Ilapa-
METPBI UMEIOT cJlejlytorue 3nadenus: « = 7 u = 2, ecau n = 16 (paszmep Gsioka pasen 32)
n o =8 u =3 B uporuBHoMm ciay4dae. Ha puc. 2 npeacrapiena cxema mudpOBaHUs JTAHHO-
ro mmudpa. KmroueBoe pacnucanne mudpa SPECK HCIOAB3YET PayHIOBYIO DYHKIIUIO JIIs
reHepalyu payHI0BbIX KII0Yei.
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Puc. 2. Cxema payHmoBOTO Mpeobpa3oBaHus

Puc. 1. CxeMma payH10BOro Ipeobpas3oBaHud
PIVEA Dooop mdpa SPECK [3]

mudpa SIMON |[3]

B mudpe SPECK, BBOIA Ha KaxKJIOM PayHJe HOBBIE II€pEMEHHBIE, MOJIYIUM CJIeIYIOIIHe
KOJIMYECTBa YPABHEHUN U HEU3BECTHBIX:

(Tn=3)(T—-1)+8n—=3)(T—1)+2n, m=1,
2(8n —3)(T' — 1) + 2n, m=2,3,4,

n(bT —4), m=1,
n(67T —5), m=2,3,4.

raie € — 4HucJjio ypaBHeHHﬁ; U — YUCJI0O HEU3BECTHDLIX.
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1. JImaeapuzamusa

[Tposejenue Kpunroanaausa Ha HeGOJIBUIOM KOJMYecTBE payHaoB (Haupumep, 3 u 4)
¢ BBIOOPOM CTAHJAPTHBIX XapaKTEPUCTUK HEIejeco00pa3HO, TaK KaK KJIOYU HE CTPOATCSH
H& OCHOBE MCXOJHBIX M MEYKJy HUME He Oyger HuKakoil csasu. [loaromy B nammnoii padbore
paccmarpuBatores mudpbt ¢ m =1 gua T € {3,4}.

Paccmotpensl araku, ocHOBaHHBIE Ha JUHeapu3anuu. Viesa npocToii imHeapusanum co-
CTOUT B TOM, YTOOBI TPUCBOUTDH KAXKIOMY OJHOUWIEHY MCXOMTHON CUCTEeMbI HOBYIO MepeMeH-
ayt0. Cucrema mocje nmepeodO3HAMEHUsI CTAHOBUTCS JIMHEHHONH U penaercs, HalpuMep, Me-
tonoMm [aycca. 3arem mjig perenuii JTUHEHHON CHCTEMBI MPOBEPSETCS, SIBISIIOTCS JIU OHU
pelleHuAMI UCXOAHON HeJMHEeAHON cucreMbl YpaBHEHUI.

KonudecTBo pasjndHbIX OJHOYIEHOB B UCXOTHOM CHCTEMe OIpesesiseT KOJTMIeCTBO Iie-
peMeHHBIX N’ B cHCTeMe JTUHEHHBIX ypaBHeHuit, 3((HeKTHBHOCTD JTMHEAPH3AIUN 3aBUCHT OT
paHra r 3roil cucreMmbl. MHOXKeCTBO pellleHuil He yCTO, €r0 MOIHOCTb PaBHA o > 0,
MO3TOMY JIjId OLNEHKH ITPOU3BOUTEIBHOCTH HEOOXOIUMO MPOAHAIN3UPOBATH I'PAHUIILI 3HA-
genuit n’ u r.

PaccmaTpuBas aaroputm mudpoBaHUs, MOKEM OTEHUTh KOJTHIECTBO PA3THIHBIX MOHO-
MOB JIJ1d KayKJI0ro payHaa mmdpa SIMON. ng Kaxkao# onepanun BBOJATCS HOBBIE Mepe-
MEHHbIE U HPOBOJUTCH epecbo3Havenune npu 3amene L; 1 u R;11; B pe3y/ibrare 1nojiydaem
CJEYIONTYIO ONEHKY KOJIm4ecTBa MOHOMOB M:

M < 6nT.

B mmdpe SPECK OCHOBHBIM METO0OM COXPAHEHUS CTEIIeHH SBJISIETCS BBEICHUE HOBBIX
epeMeHHBIX JIJIS BBIXOJAHBIX ONTOB HEJIWHEHHBIX omepaluii. B 3ToM cjydae cremeHb He
oyaer npeBblnaTh 2. Ha kaxkiaom paymjae BBOIUTCA 28n HOBBIX NepeMeHHBIX. B cucreme
YPaBHEHHU, OMUCHIBAIONICH CI0XKeHHe Mo MO0 27, uMeercs Beero 5(7n — 8) MOHOMOB.
Ha npaxkruke 0ka3ajochb, 9TO PA3JUIHBIX MOHOMOB B CHCTEME€ yPABHEHUIl CJIOXKEHUS 110
Moyio 2" e Oosibiie 25m — 18. Takum, 0Opa3oM, KOJIUYECTBO PA3JIMIHBIX MOHOMOB Ha
KaykJIoM payHgze mudpa SPECK He Ooabine 28n — 18. VIToropas omneHKa 9uciaa pasJTmaHbIX
MOHOMOB, UCKJII0Yas TAKHe, KOTOPble 00pa3yioTest IpU TeHepaluy KIrdeil (Bce ypaBHEHHs
JIMHENHBI ), UMeeT BH/L

M < (28n — 18)T.

XL-araka npezgcrasiena B |4, 5|. Ha Bxox nocrymaer cucrema U3 m HOJTMHOMUATIBHBIX
YPaBHEHUI OT N HEM3BECTHLIX cTeneHu d, BbIOMpaercs creneHb D > d, Bce ypaBHEHUs
MCXO/THOM CHCTEMBI YMHOYKAIOTCS HA OJHOWIEHBI cTenleHn ) — d WM MeHbIlle, CHCTEMA JIU-
HEAPU3YETCd U Ha BBIXOJE IMOJIYYaeM OJIHO WA HECKOJBKO PelleHU.

Hast enydast d = 2w D = d + 1 anasnms 9roit ataku [6] moKa3pIBaeT, 4TO €INHCTBEHHOE
pelenue, BepoaTHO, OyjeT Haiigeno, ecau m ~ n?/6.

Auropurm ElimLin omucan 8 [7]. Ero cyTh— mOMCK CKPBITHIX JHHEHHBIX yDaBHEHHUI,
CYIIECTBYIOIINX B Hease, MOPOXKIEHHOM TaHHOW CHCTEeMON ypaBHEHWi. DTOT aJrOPUTM
COCTOUT M3 JIBYX IOCJIEJI0BATEIbHBIX IIaroB:

1) uckmouenne laycca: B JmHeHONH 000J0YKe HCXOAHON CHCTEMBI OTBICKUBAIOTCS BCe
JIMHEeHble YpaBHeHU;

2) 3aMeHa: epeMeHHbIE UTePATHBHO BBIPAXKAIOTCS C MOMOIIbIO HANHTEHHBIX JIHHEHHBIX
ypaBHEHUH, oIydaeMble BhIPaKeHUud HOACTABIAIOTCA B UCXOJHYIO CUCTEMY.

B T1abn,1 u 2 npuBeieHbl pe3yabTaTbl JJid IPOCTON JuHeapu3amuu, XL-meroma u
ElimLin. ITonydennsie gaHHBIE TO3BOJISIOT CPABHUTDH Y(HEKTUBHOCTH 9TUX METOIOB JIIs
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SIMON 1 SPECK. [Insa XL-meroma D = 3. CI0:KHOCTH HOJIHOTO Iepebopa cocTabiaser 216
(mpu n = 16, m = 1). Kak Buaso u3 tabur. 1, MeTos inHeapu3anuu HadnHas ¢ 4-5 payHaoB
JIAET XyJIIe pe3ysIbTaThl, 9eM aTaka MoJHbIM rnepedbopoM. lcnorb3oBanne MeToia mpocToii
muHeapusaun 1ia T > 4 u XL-merona 1is nstu paysaos (mudpa SIMON) He yuIydiiaer
MOUCK PeIeHus] TI0 CPABHEHHIO € TOJTHBIM 1epebopOoM.

Tabauma 1
Pe3syabraThl IpuMeHEHUsI aTaK, OCHOBAHHBIX HA JIMHEAPU3AI[UU

Kon-Bo Komn-Bo Kom-Bo Koumn-Bo
MTudp, mapamerpsbr Meron . .,
YpaBHEHUU IIEPEMEHHBIX MOHOMOB penreHnu
4, TOJIBKO OJIHO
SMoON, T'=3, m=1 Huneapusam 48 32 48 ABJI. KJIFOYOM
XL-metonm 1584 32 992 1
SIMON, T =4, m = 1 Jlureapuzarust 64 48 80 - ?)553((3) -
XL-merox 3136 48 2616 ) TOAPKO Ol
ABJI. KJIIOYOM
. . JIuneapusarusa 80 64 112 232
SIMON, T =5, m = 1 7" leron 5200 64 5008 533
. . JIuneapuzaus 500 176 1236 —
SPECK, T =3, m =1 <7 eton 88500 176 185216 -

Tabawma 2
Pesynbrarsl npumenenus merogaa ElimLin

Komn-Bo ypaBuennii
(Kou-Bo ypaBHenwuii, ( yp ’

Mudp, mapamerpsbl

KOJI-BO JIMH. YDaBHEHMI)

KOJI-BO JIMH. yDaBHEHUIT)
mocsie ElimLin

SIMON, T =3, m=1 (48, 32) (48, 32)
SIMON, T =5, m = 1 (80, 32) (80, 48)
SPECK, T =3, m = 1 (500, 132) (307, 137)
SPECK, T =5, m = 2 (1032, 296) (654, 297)

2. SAT-pemarenn

3amada Oysepoit BbmosauMocTH (SAT) —5T0 3ama4a OpUHATHSA perieHus, B KOTOPOii
JIUTsT IPOM3BOJIBHOMN OyJIeBOit (hOPMYJIBI BOZHHKAET BOIPOC, CYIIECTBYET JI TAKOe 3HAYCHUE
HepeMeHHbIX, 9T0 (pOpMyJia UMeeT 3HadeHue true. Dra 3aa4da sapiasgerca NP-Tpyanoii.

Kpunroananus na ocnose SAT mpejiosiaraer jaBa raia: Ha MIEPBOM dTare odbecnednBa-
eTca kKogupoBanne SAT, HanmpumMep mepeBojI TaHHON CHCTEMbI 3 aIrebpandecKoil HopMab-
Hoit bopmbl (AH®) B KOHBIOHKTHBHYIO HOpMaJbHYIO (hopMmy. Mbl HCHONb3yeM KOHBEPTED
anf2cnf [8] u3 6ubsmorekn PolyBoRi, uarerpuposanuoii B Sage. Ha Bropom srame moJtydeH-
Herit sk3emiLap SAT-3aaqn peraercs ¢ momomnibio SAT-pemaresnsa. dia kpunrorpadute-
ckux cucreM vacto npumensiiores SAT-pemaremn CryptoMiniSat [9] u Lingering (¢ ero
napasuiebubiMu Bepcusivu Plingeling u Treengeling) [10]. Mbt npumensiem SAT-pernaresin
CryptoMiniSat (B Sage ver. 6.10) u Lingeling, Plingeling, Treengeling na ITK co caemny-
formmu mapamerpamu: Core 15-4690 CPU 3,5 T'T (x4), 12 T'6aiiT onepaTuBHON maMsiTH.
DKCIepUMEHTATBHBIE Pe3YIbTATH Mg poB SIMON u SPECK mpejicTaBiaeHsl B Tab1. 3. Pac-
CMOTPeHBI IBa TeHepaTopa cucteM ypaBHeHuidl B popme AH® g mmdpa SIMON: B ogHOM
BCE PAyHJIOBbIE KJIOUH SIBJASIIOTCS HE3aBUCUMBIMHU TIEPEMEHHBIMHU, B IPDYTOM BCE PAYyHIOBBIE
KJIIOYU ITPEJICTABICHBI aJITOPUTMOM KJIIOYE€BOI'O PACIUCAHMUS.
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Tadbauma 3
Pezynbrarbt SAT-pemarensa gisa mudpos SPECK u SPECK

[Tapamerpsr i?—i;o E;E;BB‘O IS—IX,II)‘aMeTpH SAT Bpewms, ¢ 1\%2;\;;
MTudp SIMON
CryptoMiniSat — —
T=8 m=2 994 994 384 surt., Plingeling 69811,9 120,5
(¢ payHI. KII0UOM) 2528 k103 | Treengeling 4775,5 260,3
Lingeling 12702,81 182
CryptoMiniSat — —
T=8m=2 128 128 368 ., Plingeling 8454 26,6
(kJI109. pacrnucaHue) 4448 ko3 | Treengeling 1188,8 169,2
Lingeling 4426,12 95
CryptoMiniSat — —
T=9 m=2 144 144 480 murT., Plingeling >260174,3 >180,7
(kJ1109. pacrucaHue) 6448 k03 | Treengeling 47799,2 620,3
Lingeling 2454791 172
CryptoMiniSat — —
T=10,m=2 160 160 560 mut., Plingeling — —
(kJI109. pacrucaHue) 8096 ko3 | Treengeling 175549 458,8
Lingeling 60776,91 234
IMTudp SPECK
CryptoMiniSat 0,56
1460 sur., Plingelin 0,9 9,6
T=3m=1 500 1761 11020 witos Treeigeliig 0,97 4
Lingeling 0,2 1,9
CryptoMiniSat 21,4
2492 sut., Plingelin 3,0 17,3
T=4m=2 782 320 17380 k03 Treeigeliig 8,25 15
Lingeling 61,4 14.8
CryptoMiniSat — —
3312 qwur., Plingelin — —
T=5m=2 1032 46 93184 ko3 Treeigeligr;lg 1444817 278
Lingeling — —
CryptoMiniSat — —
4132 nurt., Plingelin — —
T=6m=2 1282 512 28988 K103 Treeigeliig 123353,82 546
Lingeling

[Ipouepku B Tab1. 3 o3nadaiot, aro SAT perraresio He yiagoch HATH peIlieHHE CHCTe-
mbl. g mmdpa SPECK CryptoMiniSat npu T' = 3,4 ne Bbrgas pasmep daita.

3. Metoa Paaayma — CemaeBa

JlaHHBI# MOAXOM K PENICHHIO PAa3PeKeHHBIX MOJTUHOMHUAIBHBIX CHCTEM YpaBHEHUH HaI
nosieM Fy 6b1 mipejictanien I. Pajaymom u 1. Cemaenbim B padore [11]. Ananus u Heko-
TOpBIE CBOWCTBA MOXKHO Hajitu B [12].

[To ucxomuoii cucreme ypapHenuii crpourcd rpad. Beprmubl cooTBETCTBYIOT KazKI0-
My ypaBHEHWIO (BepXHUi HabOp BEpIINH), TaKyKe MPUCYTCTBYIOT BEPITHHBI, 0Opa3yeMbie
nepecevdeHreM HabOPOB IMEPEMEHHBIX COOTBETCTBYIONINX ypaBHeHUi (HuKHUIT HAGOD Bep-
muH). Kaxk1oil BepiivHe TPUIACAH CIUCOK BO3MOXKHBIX O3HAYMBAHUIT COOTBETCTBYIOMIUX
nepeMenabiX. OOpabOTKa M MOUCK PEIIeHus] OCYIIECTBIAETCS ¢ MOMOIIBIO TaK HAa3bIBAEMOI
nporeaypsl Agreeing-Gluing (cornacoBanusg-ckaeiiku). [Iporeaypa coracoBanust 6eper ape
COCEIHVE BEPITUHBI M OOHOBJISIET UX CIUCKH, yIaJsIst BEKTOPHI, KOTOPHIE HMEIOT Pa3HbIe TO/I-
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BEKTODPBI JIJIsT 00MHUX mepeMeHubIX. [Iporeaypa cKienBanus 3aMeHseT Be BEPITUHLI HOBO
BEPIIUHOMN ¢ OOHOBJIEHHBIM CIIUCKOM O3HAYMBAHMUIA.

B kawgecTBe pe3ysbTATOB WCIOIB30BAHUsT ITOTO AJTOPUTMA s aTaku HA SIMON u
SPECK MBI IIPUBOJAM TOJHKO MAKCHMAaJbHOE KOJUIECTBO PAYHIOB, s KOTODPBIX AJTO-
PUTM 3aBepIIWcA 3a JOMycTHMoe BpeMsa. CTOUT OTMETHTb, YTO BpPEMEHHAas CJIOXKHOCTH
CUJTBHO 3aBUCUT OT IBPUCTHKY, MCIOIb3yEeMOil T/ 3aMycKa MpoTecca COTyIacoBaHus, Oy/Ib
TO (YACTHYHOE) pa3JiesieHne Ml CKIeiKa.

g mudpa SIMON MakCcuMaIbHOE YUCJIO TIEPEMEHHBIX B YPABHEHWH 3aBUCHT OT KOJIU-
9ecTBa PAyHAOB U Kiarodeil. /(s 6 mepeMeHHBIX KOJTMYECTBO YPaBHEHU OYIeT COOTBETCTBO-
Bath n(T — 2) + n(T — m).

Biraronaps BBe1eHUIO HOBBIX MTePEMEHHBIX B KayKIbIi payH mmdpa SPECK KOJIUIECTBO
HEPEMEHHBIX HA KarK/IOM payHJe He 3aBUCHT OT KoJim4decTBa paynos 1’ u kiaoueit m. Mak-
CUMAJIbHOE KOJUYECTBO MePEeMEHHBIX B OJHOM YPaBHEHUU PABHO 0; KOJIUYECTBO ypaBHEHMIT
U TIepeMEeHHBIX TpeJcTaBJIeHo B Tab/1. 4 g m = 1 u taba. 5 g m = 2, 3, 4.

Tadbauna 4
KoauyecTBO mepeMeHHBIX KaXK0T0
ypasuenmns mudgpa SPECK, m =1

Koi-Bo mepemennbIx Kosn-Bo ypaBuennii
6 2(T —1)(2n — 4)
5 2(T—-1n
4 6(T—1)n+ (T —2)n
3 2ln+ 1)(T - 1)
2 3n

Tabauma 5
KousinyecTBo 1iepeMeHHbIX KAXKJ0I'0
ypaBHeHus 1mudppa SPECK, m = 2,3,4

Komn-Bo nepemeHHBIX Kom-Bo ypaBuennii
6 2T —1)(2n — 4)
5 2T —1)n
4 6(T — 1)n+ (T —2)n
3 2(n+ 1)(T — 1)
2 (T—1)n+3n

Anropurm Agreeing-Gluing 611 3amyten s SIMON 10 9 payHioB, misg SPECK — 10 6
(Tabu. 6).
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Tadbauma 6
ITapamerpsnt anropurma Pajganyma — CemaesBa giis mudpos SIMON

u SPECK
Komnuecrso | Kommuecrso . .
ITapamerpst N Bepxanit nabop | Huxxamit Habop
YpaBHEHUU HEU3BECTHBIX
IIIudpp S1IMON
T=7T,m=2 112 112 112 800
T=8 m=2 128 128 128 1072
T=9 m=2 144 144 144 1600
IIIndpp SPECK
T=3m=1 500 176 500 558
T=4m=2 782 320 782 749
T=5 m=2 1032 416 1032 1005
T=6,m=2 1282 512 1282 1229

4. AHanu3 NMOJIyYeHHBIX PE3yJIbTATOB N 3aKJIOYEHUE

B pabore npennpungaTa monsITKa OMEHUTH YCTOINBOCTE mudpa SPECK K ajaredpante-
CKOMY KPHUITOAHAJIHU3Y C IIOMOMIHIO PA3JIMYHBIX METOI0B. JKCIEPUMEHTAJIbHBIE PE3YIHTATHI
HOKA3BbIBAIOT, YTO METOJIBI aJIreOpPanIecKoro aHaaIn3a ABISIOTCA TePCHEeKTUBHBIM CIIOCOOOM
AHAJIN3a HAJEKHOCTH COBPEMEHHBIX TH(MDPOB (B YaCTHOCTH, JETKOBECHBIX ). [IpuMeHnTe b
HO K mudpam SIMON m SPECK MOKA3aHO, YTO METOJbl, OCHOBAHHBIE HA JIMHEAPU3AINH,
Hea(DPEKTUBHBI yzKe MPH MaJIoM KojudecTBe payuaoB. C ncnonb3oBanuem SAT-pemtaress
Jisg mudpa SIMON peltieHue Hadiaeno /10 10 payH 0B BKJIIOYATEIBHO, 114 mudpa SPECK —
10 6 paynuos. Ilpumenenue aaropurma Pagnyma — CemaeBa gaéT pesysbTar s HIudgpa
SIMON 110 9 payHa0B, SPECK — 110 6. Pe3yabraThl ajiredbpandeckoro aHaJu3a MOKA3bIBAIOT,
9TO BKJIIOUYEHHE JOMOJHATEIbHBIX HEJIMHEHBIX onepanuii (HanpuMep, Olepalii CJIOKEeHUs
10 MOJY/IIO 2') 3HAYUTEJBHO YBEJIUIHBACT BPEMS ATAKW W OOBLEM HCIOJIH3YeMON TTaMsITH.
[TosTomy paccMoTpenHBIE METOIBI DOJIee 3DMEKTUBHBI /I KPUTITOAHAIN3A g pa STMON,
geM J71s1 SPECK. B To :Ke BpeMs pa3speKeHHOCTh CHCTeM YPaBHEHHU i, OIMHUCHIBAIOIIIX ITHQPBI
Simon n Speck, 70cTaTOYHO BBICOKA, YTO HPHUBOIUT K MBICIH O IEJIeCO0OPA3ZHOCTH HCIIOJb-
zoBanus MeTona Pamgyma-CemaeBa, pa3paboOTaHHOTO CIENMUAJIBHO /I TAKUX CHCTEM.

B nanpreiinem miaaHupyeTcst IPOBECTH TEOPETUIECKYIO OIEHKY CJIOZKHOCTH ajredpan-
YeCKOTO aHAIN3a I TOJHOPAYHIOBBIX TdpPoB SIMON u SPECK, a TakKe OIEeHUTH -
deKTUBHOCTDH UCIOIb30BaHus ajropurma byxbeprepa.
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Kutsenko A. V., Atutova N.D., Zyubina D. A., Maro E. A., Filippov S. D. ALGEBRAIC
CRYPTANALYSIS OF ROUND-REDUCED LIGHTWEIGHT CIPHERS SI-
MON AND SPECK. This paper presents algebraic attacks on SIMON and SPECK, two
families of lightweight block ciphers having LRX- and ARX-structures respectively. They
were presented by the U.S. National Security Agency in 2013 and later standardized by
ISO as a part of the RFID air interface standard. The ciphers are algebraically encoded,
and the resulting systems of Boolean equations are solved with different SAT solvers as
well as methods based on the linearization. For the first time, the approaches that use the
sparsity of systems of Boolean equations are applied to these ciphers. The linearization
parameters in systems of equations for both of the ciphers are estimated. A comparison
of the efficiency of the used methods is provided.The results of the algebraic analysis show
that the inclusion of additional nonlinear operations significantly increases the attack time
and the amount of memory used. Therefore, the methods considered are more effective for
cryptanalysis of the SIMON cipher than SPECK.

Keywords: algebraic cryptanalysis, block cipher, lightweight cryptography, SIMON, SPECK.
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MUHAMYM 4YeTbipe Oy/ieBbIX (QYHKIMU (MM OTBEYAET OJHO IOJAMPOCTPAHCTBO), HA OCHOBE
KOTOPBIX CTPOUTCH BEKTOpHAsI OyJieBa (PyHKINSA C MAKCUMAJILHBIM 3HAYEeHUEM UMMYHHOCTH.
C y9éToM 9KCIepUMEeHTATbHBIX Pe3y/IbTATOB C(POPMYINPOBAHBI CJIEIYIONINE TUTIOTE3bI:

I'mnoresza 1. [[is yiroboro m > 2 B MHOXKECTBE, COCTOSIIEM U3 OyJsieBbIX (DYHKITHIA
OT M TIEPEMEHHBIX C MaKCUMAJIbHON ajaredpandecKoil UMMYyHHOCTBIO W HYJIEBOI (DYHKITUH,
cyliecTByeT JUHeilHOe HOAIPOCTPAHCTBO Pa3MEPHOCTHU 1.

Jlannas runoresa jiokasaHa jyid n = 2,3,4,5,6,8, 10 6aromaps cOOCTBEHHBIM Pe3Y./ib-
taTaM ¥ pe3ysabraram A. Yiaosenko. s n = 7,9 noka He Haii1eHO TaKUX HOIIPOCTPAHCTE.

I'umoreza 2. Ilyctp f—OyneBa pyHKIMA OT N MEPEMEHHBIX ¢ MAKCUMAJILHOM ajred-
pamueckoit ummyHHOCTEIO [n/2]. Torma B €6 AH® mpucyrcTByeT 1o MeHbIeH Mepe TI0
OJTHOMY MOHOMY KazKJIoii crerenu i, e i = 1,2,...,[n/2].

Jlannas ruroresa mpoBepena st n = 2, 3,4, 5,6, 8, 10 61arojapss cobCTBEHHBIM PE3YJ/Ib-
TaTaM U pesyabraram A. YI0BEHKO.

Takum 0Opa3oM, BO3MOXKHO IOCTPOECHHE S-0JI0Ka OT MAJIOr0 YHUC/Ia ITepeMEeHHBIX, KOTO-
pBIif YCTOMYMB K ajredpandecKuM aTakaM. B jajbHeileM miaHupyercs: aHau3 OyIeBbIX
U BEKTOPHBIX OysIeBbIX (DYHKIUIT OT OOJILIIEr0 YUC/Ia IIEPEMEHHbIX.
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O HEKOTOPBIX CBOMCTBAX
CAMO/JIYAJIBHBIX OBOBIIEHHBIX BEHT-®YHKIINIA!

A. B. Kynenko

Benr-bynknun suga Fy — Z,, rae ¢ > 2 — HaTypajbHOe HHCJIO, Ha3bIBAIOTCA 0000-
ménabMu OeHT-byuaKkIIaMu. O000mEnHbIe OeHT-DYHKIUHN, IJIsT KOTOPBIX MOYKHO OITpe-
JEIUTh IyaAJIbHYI0 OeHT-(DYHKIINIO, HA3BIBAIOTCS PEryiasapHbIMU. Peryispraast 06006mén-
Hast 0eHT-QyHKINS HA3BIBAETCS CaMO/IyaJIbHOM, €C/ii OHA COBIAJIAET CO CBOEH JyaJib-
woit. [losrydyernr HEOOXOAUMBIE U JIOCTATOYHBIE YCJIOBUS CAMOILYAJBHOCTA 0OODITEHHBIX
benT-dyukIimit n3 Kinacca Ennceesa — Moaitopana — Mak®@apaanga. [Ipeacrasien mosr-
HBI creKTp paccrosauit JIu mex iy nmanabiMu GyHKIEsAME. JloKka3zaHo HeCyIecTBOBa-
nre adpOUHHBIX CAMOIyaJIbHBIX 0000IIEHHBIX OenT-dyHKInii. [[puBeaén kaacc nzomer-
PUYHBIX OTOOparKeHUil, COXPAHSIONINX CaMOLYaJbHOCTh ODOOIEHHON OeHT-(yHKIINN.
C moMoIpo JTaHHBIX OTOOPaXKeHUl MMOJIyUeHa YTOUYHEHHAST KJIACCU(PUKAIIS CAMOJLY-
aJIbHBIX OEHT-(QYHKIUN BUIa F% — Zy.

KaroueBbie ciaoBa: camodyasvhas benwm-pynxuyus, 0600wénnans benm-@pynxuus,
xaacc Fauceesa — Matiopana — Max@Paparanda, paccmosnue Jlu.

'Pabora Boimonmena B pamkax roczaganug UM CO PAH (mpoext Ne0314-2019-0017) npu momeprke
POO®U (mpoekr Ne20-31-70043) u saboparopun kpunrorpaduu JetBrains Research.
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Yepes F oboznaunM JauHeHOEe TPOCTPAHCTBO BCEX JBOMYHBIX BEKTOPOB JIJIMHBI 1 HAJ
noseMm [Fy. IlycTh ¢ — HaTypaabHOE 9nCiio; 0000u,EHHotl 6yaes0l PynKyuet OT n IepeMeH-
HBIX HasblBaeTcad oToOpazkenue suja Fy — Z, MnoxkecTBo Bcex 00OOMIEHHBIX OYIeBBIX

dbyHKIWIA 0T N epeMeHHbIX 0603HaunM GF L. Jlist kaxkaoit napst x,y € FY yepes (z, y) 060-
n

sHavaercs 3Hadenue @ r;y;. Becom Xommunza wt(x) Bekropa © € Fy HasblBaeTCA IUCIIO
i=1

ero HeHyJeBbIX KoopauHat. Paccmoanue Xommurza Mex ity OyneBbiMu (pyHKIUAMA f, g OT

N IIepeMeHHbIX — YUCJIO JBONYIHBIX BEKTOPOB JIJIMHBI 71, Ha KOTOPBLIX 9THU d)yHK]_H/H/I IIpUuHHUMa-

10T pasjindHble 3HaYeHns; obosnadaercs dist(f, g). Cornacuo [1|, Ha30BEM OPTOrOHAIBHOIL

IPYIIION mopsaKa 1 HaL 1moJjieM o rpyrimy
O, ={LeGL(n,F,): LL" =1},

rae LT — rpancrnonnposanne L; I, — euHIYHAA MaTpHIA MOPAIKa 1 HAJ HoIeM Fs.
Obobwénnvim npeobpazosaruem Yorwa — Adamapa dbyukiun f € GF? nasbiBaercs
dbynknua Hy : F; — C, 3amanHasg paBeHCTBOM

Hy(y) = 3 w/@(=1), y € Fy,

z€FY

e w = 2™ Oymkupa [ € GFY masbBaerca o0606wénnot benm-gyrnryuet, ecan
|H¢(y)| = 22 nna xaxcioro y € Fy [2]. O630p pasinanbix 06061mennii 6enT-by HKIit mpe;i-
crapiieH B pabotre [3]. MuoxkecTBo 0600mEHHBIX GeHT-QyHKINIT 0003HadaeTcsa depe3 GBI
Becom Jlu Bexropa v € Z, nasviBaercs uucyao wty(x) = min{z,q — z}. Paccmosanue Jlu
disty (f, g) mexny dyuakusvu f,g € GFI onpejiensieTcst Kak

distr(f,9) = > wtr (6(z)),

zeFy

rae d € GFI ud(x) = f(x)+ (¢ — 1)g(z) ana moboro x € Fy.

Hycrs f € GB}, Torna ecmm cymecrsyer (yHKIH J7 € GF!, rakas, uro Hy(y) =
= /W22 1o Genr-bynkims f HA3BIBACTC pezyaapHol, a BYHKIMS f— JyaJibHOI K f.
Hyanbaas GyHKIus TakzKe ABIgeTca peryiapHoit obobmeénnoit 6ent-pynxnueit. Ecm f =
= f, To f HasbBaercs camodyasvholi 06obmeEnHOM GenT-dyukumei. Eciu f = f 4 ¢/2, To
f masbiBaeTca anmucamodyanvrot 0dbobmEnHON benT-dyuknueii. Berony nasee cuanraercs,
YTO ¢ — YETHOE HATYPATHHOE TUCJIO.

OTKpBITON TTPOO/IEMOIT SIBJISIETCs TIOJTHAST XapaKTepU3allisl W ONMCaHue Kjacca OyJre-
BBIX CAMOJIyaJbHbIX OeHT-QyHKIui (¢ = 2). DTOMYy W JPYIEM BOIIPOCAM, CBI3aHHBIM
C caMOJLyaJIbHBIME OeHT-(DYHKIUAME, MOCBAIIEHO Oosbioe KosmdecTBo pabor (C. Carlet,
L. E. Danielson, M. G. Parker, P. Solé, X. Hou, T. Feulner, L. Sok, A. Wassermann u jp.).
[Monpobuyto nadopmMaImio o 6eHT-QYHKIMIX U UX IPUJIOKEHIAX MOKHO HAlTH B KHUTe [4].
B pane pabor mcciieoBaHbl CBOMCTBa CAMOJIyaJIbHBIX OEHT-(PYHKIUN B pamMKax pa3jind-
HBIX 0bobmennit GenT-dbyHKnuil: Tax, B [5, 6] paccmarpusaercs obobmenue suma F — ),
rae p npoctoe. llosyden psn pe3yabTaToB, B YaCTHOCTHU IIPEJICTaBJIeHA ITOJTHAS KJIACCH-
duKalus KBaJIpaTUIHBbIX CcaMOIyaJabHbIX OeHT-QyHKIME. CBA3b caMoyabHBIX 0000IEH-
HbIX GenT-dbyurnuit Buga Fy — Z, n camosyasbHbIX Oy/IeBbIX OeHT-(DYHKINIT nccie/10BaHa
B pabore [7]. Ha ocHOBe 0OGHApY?KEHHOiI B3aMMOCBSI3U CJETIAH BBIBOJ O HECYIECTBOBAHUM
CaMOJIyaJIbHBIX OOOOIMEHHBIX OeHT-(DYHKINN YKa3aHHOIO BUJIA B CJIydae HEUYETHOIO YUC/Ia
repeMeHHBIX.

B nacrosieit pabore nuccieyioTcs CBOMCTBa CaMOJIyabHBIX 00OOIIEHHBIX OeHT-(DyHK-
muit Fy — Z,, rae ¢ — 9érnoe HaTypaJbHOE THCIIO.
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BYJ'IGBBI 66HT—(1)yHKILI/H/I OT YETHOT'O YUCJIA, IIEpEMEHHDBIX 71, IIPpE€ACTaBUMbIC B BUJIC

2
fla,y) = (o, 7)) ® gy), =,y €F;"”,
rje m — IIepecTaHOBKa Ha MHOXKECTBE Fg/ *u g — OysieBa byHKIMS OT 1 /2 TIEpEeMEHHBIX, POp-
MUPYIOT XOPOIIO U3BeCTHBIN Kitacc Eauceesa — Matiopana — MaxPapranda. OGOOIEHHDBIE

OeHT-(DYHKIUU BUJIA

f(x,y) = g(xm(y» +gly), w,yeFy?

obpasyior KJjacc 0006wénnor benm-pynruyuii Eauceesa — Matioparna — MaxDapaarda.

Yr1BepxKaenue 1. Oo6ob6mennas Oent-pyuknusa Eauceea — Moaitopana — Mak®Pap-
JIAHIA
n/2

fa.y) = 5 law) +9(y), vy € B,

sIBJIsieTCsl (QHTH )CaMOJIyaTIbHON TOT/IA W TOJIBKO TOT/IA, KOTJIa
_ _ q n/2

rae L € Oy ;b € IF;/Q; wt (b) — uérnoe (meuérnoe) uucio; d € Z,.

CrexTp paccTogHuil XOMMUHIA MEXKJY CaMOAYyaJbHBIME OeHT-(DYHKIUAME U3 KJIacca
EnuceeBa — Moaitopana — Mak®apuiania nosyden B pabore [8|. lasee npejcrasien ciekTp
paccrosianii Jlu Mexk ity (aHTH)caMOIyaaTbHbIMU OOOOMEHHBIMEI OEHT-(DYHKITHSIME U3 KJIACCa
EmnceeBa — Mbaitopana — Mak@apaanga. JLs1 TaHHOTO CIIEKTPa HMCIOJIB3YeTCsd 0D03HAYTe-
HEE SP;.

Teopema 1. CupasemnBo

q/2 n/2—1 1
Spp={¢-2"?}U U U {Q'QH_Q (1i§) :F"LU'Qn_T}-
=0 r=0
Boiee Toro, Bce nmpuBeiéHHBIE PACCTOAHUS JTOCTUKUAMBI.

Ha ocnoBe janHOrO0 pesyabrata MOYKHO CJIe/IaTh BBIBOJ O MEHUMAJILHOM paccTogHun JIu
MEK/JIy paccMaTpPUBAEMbIMU (DYHKIIUAMMU.

VrBepxkaenne 2. MunnmanbHoe paccrostaue Jlu Mex Ty (aHTH)CAMOLYAJTbHBIME
0000mENHBIME OEHT-PYHKIUAMI U3 KJiacca EnnceeBa — Mbaitopana — Mak®apitana ot n
HepeMeHHBIX PaBHO ¢ - 2773,

XopoImo u3BecTHO, 4TO OyseBa OeHT-PYHKIINS U, KAK CJIEJICTBUE, CAMOIyaJibHas OyJie-
Ba Genr-dyHKIWs He MOoXKeT ObiTh addunnoil. Tem He Menee B pabore [9] mokazano, 94TO
JiIst 0600MENHBIX OeHT-(DYHKIINI JJAHHBIA BOIIPOC HETPUBUAJIEH, B YACTHOCTH, JIJIs CJIydasd,
Korma ¢ KpatHo 4, cymecTByior adgduaable 0000mEnHbIe OeHT-hyHKIIN. Crreaytonmii pe-
3yJIbTAT IMOKA3bIBAET OTCYTCTBHE a(d@UHHBIX caMO/IyaJIbHBIX O0DOOIMIEHHBIX OCHT-(YHKITUIT
JIJIsT TTPOU3BOJIBHOIO YETHOTO (.

Teopema 2. [l /1100010 MOJOKATEIBHOIO YETHOTO ¢ U IIPOU3BOILHOIO HATYPAILHO-
ro n He CyIIECTBYET CaMOJIyaJIbHBIX ODOOIIEHHBIX OeHT-(DYHKINN BHIA

flx) = i AiTi + Ao,
=1

(2

rae Ao, A1, ..., Ay € Zyg.
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Hastee mpejicraBiien Kace OTOOPAYKEHU, COXPAHSIIONNUX (aHTH)CaMOLyaJlbHOCTh 0600-
EeHHOM OeHT-(DyHKIINN.

Teopema 3. Orobparkenusi MHOXKECTBa BCeX OOOOIIEHHBIX OyJIEBBIX (PYHKIINN OT 1 TIe-
PEMEHHBIX B cebsl, IMEIOIIe BU/I

fl@) — F(L(z @) + g(c,x> +d, zePFy,

rie L € O,, ¢ € Fy, wt(c) —aérnoe uncio, d € Z,, COXPAHAIOT (aHTH)CAMOLYAJILHOCTD
0000mEnHON 6eHT-DYHKITUH.

3aMeTnM, UTO KayKJi0e TaKoe OTOOparkeHue COXPAHSET PACCTOSHME XSMMHUHIA U PAC-
toggare JIu Mexkry oOOOIEHHBIMU OEHT-(DYHKITUSIMEI, TO €CTb SBJISIETCS U30METPUIHBIM.
C momoIbio 0TOOpaXKeHnit TAHHOTO BU/IA MOJIyIeHA YTOUHEHHAs KJiaccupuKaIus KBaTep-
HAPHBIX CAMOJIyaJIbHBIX GeHT-(DYHKIMI OT 4eThIPEX mepeMeHHbIX (Tabmia).

Kuaaccudukaiiust caMoayasibHbIX O0OOIITEHHBIX OEeHT-(DYyHKITHUH
OT 4YeThIPEX MMePEeMEeHHbIX Jist ¢ = 4

BekTop 3navenunit mpencraBuTeNis KjIacca SKBUBAJIEHTHOCTU ‘ Pasmep kiacca

0220202022000000 24
2022220222020200 64
0330313133110110 48
0330302132010110 120
1321213122010100 96
0220213023100000 48
Yucso bynkmmit ‘ 400 ‘
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IIpumeneHne SBPUCTHYECKNX METOIO0B JJIs1 MOMCKA OYJIeBbIX (DYHKIHI ¢
BBICOKOI1 aJiredpandecKkoi IMMYHHOCTBIO

H.I. AtyToBa
HoBocubupckuii rocyjapcTBEHHbIH YHUBEPCUTET
Jlab6opatopus kpunrorpaguu JetBrains Research

Pa3zBuBalommuiicst MHTEpeC K KPUNTOAHAIM3Y TOBBIIIAET TOTPEOHOCTD B yIIyd-
IIEHUX CTOWKOCTU MU(ppPOB. IS 3alIUTHI OT CTATUCTUUECKUX U aHATUTUYECKUX
BUJIOB KPUIITOHAIN3A B KAYECTBE KOMIIOHEHT HM(pa HE0OXOJUMO UCIIONB30BaTh
OyneBbl (DYyHKIMH, 00JIafalolye XOPOIUMU KPUNTOrpahuuecKUMI XapaKkTepH-
ctukamu. Llenbio paboThl SABJIAETCS MOCTpOEeHHE OYJIEBbIX (DYHKIMIA C BBICOKOI
anreOpanveckoii UMMYHHOCTBIO - XapaKTEPUCTUKOM, MOBBIIIAIONIEH CTOWKOCTD
mmdpa K anredpanyeckum aTakam.

Anrebpandeckasi IMMYHHOCTb OynieBO# (pyHKIMU f - MUHUMAaJIBHOE YUCIIO d
TaKoe, YTO CYLIECTBYET OysieBa (PyHKIMS ¢ CTENEeHH d He TOXIESCTBEHHO paBHAs
HYJTIO, /1S KOTOPO# BhINONHsIeTCst paeHcTBo fg = 0w (f + 1)g = 0 [1].

Boigensior Tpu crioco6a rnosydyeHus 6yaeBoii (PyHKIIMU ¢ XOPOLIMMHU KPUITO-
rpaduyecKuMH CBOMCTBAMM: TIOJIHBIIA Tepedop, atredpandyeckoe KOHCTPYHpOBa-
HMe 1 3BpUCTUKU. [Ipy pocTe dnciia nepeMeHHBIX 72 MHOKECTBO OYJIeBbIX (DyHKIHMI
pacTeT JIBak/Ibl SKCIIOHEHIIMAIBHO, YTO yXyamaeT 3(p¢heKTUBHOCTD MOJHOTO Tie-
pebopa. Anredpanyeckoe MOCTPOCHHE 3aBEAOMO CYXAeT MHOXKECTBO PEIIeHHIl.
[lepcrieKTUBHBIM SIBJSETCS MOAXOJ, UCTOIB3YIOIUIA IBPUCTUYECKUE METO/BI, B
OCHOBE KOTOPBIX JIEKUT CTPYKTYpPHPOBAaHHHIA Mepedop ¢ mapameTpamu mjisl J10-
CTIKEHUS JKEJTAeMOT0 Pe3yibTaTa.

B pabore npeaokeH 1 pealu30BaH Ha s3bIKe MPOrPaMMHUPOBAHUS C++ KOM-
OUHMPOBAHHBII MMOAXOJ HA OCHOBE IE€HETUYECKOro aJrOpUTMAa U JIOKAJIBHOTO T10-
UCKa (B YaCTHOCTH, TIOMCK BOCXOXKAEHUEM K BEpIIMHE) JJIsI TOCTPOCHHS OYJIEeBbIX
(byHKIIMIA € BBHICOKOW anreOpanyecKoil UMMYHHOCTBIO. [j1s1 HeOOoMbIIOro yncia
nepeMeHHbIX (n < 5) ObUIM IPOBEACHBI BBIYMCIIUTENBHBIE SKCIIEPUMEHTBI, TIPoJe-
MOHCTpHPOBaBIIHe 3P (PEKTHBHOCTH MPEJIaraeMoro moaxoa.

Pabora BbINosHEHA NpU TO[AEpXKKe JabopaTopun Kpunrtorpaguu JetBrains
Research.

[1] Toxapesa H. H. Cummetpuunast kpunrorpadust. Kpartkuii kypc: ydeOHoe nocooue // Hoocud.
roc. yH-T. HoBocu6upck, 2012.

Hayunslit pykoBogutens — kan. ¢us.-mat. Hayk H.H.Tokapesa, A.B. Kynenko.
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S-0J10KH ¢ BBICOKOH KOMNOHEHTHOH ajiredpanyeckoii HIMMYHHOCTBIO

. A. 3r00uHa
HoBocubupckuii TocyqapCTBEHHBI YHUBEPCHTET
JlaGoparopus kpurnrrorpaduu JetBrains Research

OpHON M3 OCHOBHBIX Pa3sHOBHIHOCTEH OJIOYHBIX IIHU(POB SBISETCS MOACTAHOBOYHO-
NepPEeCTaHOBOYHASL CETh, KOTOpas SBISICTCS KOMOHHAIMEH MMOICTAaHOBOK (S-0J0KOB)
MePECTAaHOBOK. S-6710K TPEICTABIISET CO00 BEKTOPHYIO OyJieBY (YHKIHIO, IOCTPOCHHYIO
Ha OCHOBE N OYJIeBBIX PYHKIHI OT n IepeMEeHHBIX. J[J1s1 TOT0, 9TOOBI IH(p OBLT ZOCTATOYHO
YCTOWYHMB K ajreOpanueckuM aTakam, He0OOXOJUMO YTOObI KOMIOHEHTHAs anredpandyeckas
UMMYHHOCTB S-0JI0Ka NPHHUMaJIa MaKCUMAaJIbHO BO3MOYKHOE 3HAUCHHE.

Aneebpauneckoi ummynnocmoto Al(f) OyneBoit GyHKIMHU [ Ha3pIBACTCS MUHUMAIBHOE
4yuciio d Takoe, 4To CyliecTByeT OyjeBa QyHKUIUS g cTeneHu d, He TOXKICCTBEHHO paBHas
HYJI0, JUIL KOTOpOM BbImonHsieTcs: paBeHctBO fg = 0 wm (f @ 1)g = 0 [1]. ux

n o
¢byHkuuu f OT N MEepeMEeHHBIX MakcuMaibHO Bo3MoxHoe AI(f) = [E] Komnonenmnoii

anzebpauuecxkou ummynnocmvio Alcom, (F) BexTopHO# OyneBoit (yHKIMH HasbIBaeTCH
MUHHMAaJbHas anreOpandeckas HMMYHHOCTh €€ KOMIIOHCHTHBIX (DYHKIUHA, T.e. (QpyHKIHiA
fo(x) =(b,F(x)),tne b€Z},b+0 wu (ab) =aby P ..Ba,b, - crampHOE
MPOM3BEIEHNE BEKTOPOB 110 MOAYIIIO 2.

B nganHOit paboTe sl MOCTPOEHHS S-0J0Ka € MAaKCHUMAJIbHOW KOMIIOHEHTHOMU
anreOpand4eckoil HMMMYHHOCTBIO OBIT pealu30BaH METOA HAXOXKJICHHA JIMHEHHOIO
HOANPOCTPAHCTBA PA3MEPHOCTH N B MHOXECTBE OyJIeBBIX (YHKIHI OT N MEPEMEHHBIX C
MaKCUMaJIbHOH anreOpandecKoil HUMMYHHOCTBIO.

I'unmorte3a. B MHOXeCTBe, COCTOsIIEeM M3 OyJeBBIX (DYHKIHIA OT N MEPEMEHHBIX C
MaKCUMalTbHOH aireOpandeckoii WMMYHHOCTBIO W HYJNEBOW (YHKIMH, CYyIIECTBYET
JUHENHHOE TMOANPOCTPAHCTBO Pa3MEPHOCTH M.

B uactHOCTH, OBUIO TOMYyYEHO, YTO CYIIECTBYET B TOYHOCTH 1888 Takmx TUHEHHBIX
MOJIPOCTPAHCTB pazMepHocTH 3 i OyneBbIX (GYHKIHK OT 3 mepeMeHHBIX. B pesynbraTe
Ha MOJyYEHHBIX JIAHHBIX BO3MOXXHO MOCTPOEHHE S-0JI0Ka, YCTOHYMBOTO K alredpandeckum
aTaKam.

Pa6ota BeITONTHEHA ITpH TOAEPIKKE TabopaTtopuu kpunrorpaduu JetBrains Research.

1. Meier W., Pasalic E., and Carlet C. Algebraic attacks and decomposition of Boolean
functions // Eurocrypt 2004. LNCS. 2004. V. 3027. P. 474-491.

Hayunsrit pykoBoautens — k.¢.-m.H. H.H.Tokapesa
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Pa3padorka aBTOMATH3MPOBAHHOI0 AHAJIM3A IWH(POB HA AJIredpanvecKyro
KPHUIITOYCTOHYHBOCTh

H. . Atytosa?, JI. A. 3r06una'?, C. JI. ®ununnos®
'HosocuOMpcKuii rocy1apcTBEHHBIH YHUBEPCHTET
2JTaboparopus kpunrorpaduu JetBrains Research

3Canxr-TleTepbyprekuii rocy1apCTBEHHBIH YHUBEPCHTET

B Hacrosimee Bpems 3ammra HHGOpManUU 00ECTIeYnBaETCs € MOMOIIBIO MIH(POBAHUSL
JaHHBIX. Jlms  JOCTaToyHOM HAmEeKHOCTH HEOOXOIMMa BBICOKAas CTOHKOCTh K
CTaTUCTUYECKMM W aHAINTHYECKUM MeToAaM KpunroaHanuza mudpa. OcHOBHas upes
anreOpandeckoro KpUITOAHAIH3a COCTOUT B COCTABJICHHM CIIOKHOW CHUCTEMBI OYJIEBBIX
ypaBHCHUH, OMUCHIBAIONIMX IpeoOpa3oBanue mudpa, U HAXOKICHHUHM PCEHICHUI TaHHOW
CHCTEMBI, COOTBETCTBYIOIIUX CEKPETHOMY KIIIOUY.

Llenbro paboTHI SIBISIETCS pealln3alys aBTOMaTHYECKOTO TIOCTPOSHHUSI CUCTEM YPaBHEHU I
JUI aHalik3a, W TMOJIyYeHHEe OLEHOK CTOMKOCTH mH(POB K anreOpanyeckuM aTakam. B
paMKax JaHHOH paboThI OyJIeBHl ypaBHEHHS MpencTaBisaoTcs B popme AHD: nonuHOMSI, B
KOTOPBIX HCTIONB3YIOTCS TOJIBKO OTIEPAIMH CIIOKEHHS M YMHOXKEHHUS 110 MOJIYIIIO 2, a TaKkKe
koHcTaHThl O 1 1 [1].

Paccmotpensr Simon u Speck - mmdpsr, nmetomntue ctpykTypsl LRX- 1 ARX- mmdpos,
npencrasiaeHusie AHBb CIIA B 2013 roany. Peanu3oBaHbl aqropuTMbl MOCTPOEHUS] CUCTEM
ypaBHeHHit B popme AH®D mus paccmarpmBaembix mmdpos. [lomydeHHBIE ypaBHEHHS
HCTIONB30BaHbl JJIsl peaju3alMd METOJOB pEUICHHH CHCTEeM U IOMy4YeHHS OLEHOK
croiikoctu: SAT-pemarens, XL-meron, ElimLin, anroputm byxOeprepa. B pesysbrare
OBbUIO BBISICHEHO, YTO HAHOOJNBIIYI0O 3(PEKTUBHOCTh IIOKa3alM aTaku ¢ nomouibo SAT-
permaTens.

Pabota BeIMOTHEHA TTPU TOIEPKKeE JTabopaTopuu kpunrorpaduu JetBrains Research.

1. Tokapesa H. H. Cummerpuunas kpunrorpadus. Kparkuii kypc: yuebHoe nocobue //
HoBocu6. roc. yn-1. HoBocubupck, 2012.

Hayunsrit pykoBoantens — k.¢.-M.H. H.H.Tokapesa, A.B. Kynenko.
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ITocTpoenne pyHkImii 06paTHOI CBA3M B HEJIMHEHHOM PErucTpe CABUra

M. A. I1angepon

Hosocubupckuii zocyoapcmeennulii ynusepcumem
Jlabopamopusi kpunmoepagpuu JetBrains Research

B Hacrosieee BpeMsl aKTUBHO UCIOJb3YIOT PETUCTPHI CIABUTA C HEJIMHEHHON
0OpaTHOM CBSI3bIO IS IOCTPOEHMS FEHEPATOPOB B MOTOYHbIX HiK(pax. PaccmoT-
puM (pUIBTPYIOIUII FeHepaTop, COCTOSIIMI U3 PErucTpa CABUTa C HEJMHEHHON
oOpaTHOM cBs3bI0. I1ycTh perucTp UMeeT AJMHY 1 ¥ KCHOJIb3YeT (PYHKIUIO 00paT-
Holi cBsi3u f(x1,...,x,). B ciyvae mHENHON OOpaTHOM CBSI3M M3BECTHBI MHOTHE
cBoiicTBa (pyHKIMH f, TOr[a Kak HeJIMHEWHble (PyHKIMK akTUBHO u3y4atoTcs. [1o-
IpoOHee 0 HeJIMHEHHBIX perucTpax capura cm. [1].

B nanHOii paboTe MccienoBaIMCh HeJMHEWHble (PYHKIMM OOpaTHOil CBs3M
f(z1,...,2,) OT N HEPEMEHHBIX, C MOMOLIBI KOTOPHIX €HEPATOP MOXET I10-
POXIaTh NCEBAOCIYYaiHYI0 NOCJIEI0BATEIbHOCTh MAKCUMAJIBHON JUIMHBL 27. A
MMEHHO, OblIa HamucaHa MporpaMma, KOTopasi Mo3BOJIsIeT MOCTPOUTh (PyHKLIUM
f(x) npu masnbix n < 6 Ui JaIbHERIIIETO UX U3YYEHHs] M KJIACCU(DUKALIIH.

st n = 3 HailneHo 2 dyHkuuu, 11 n = 4 HaiizeHo 16 ¢QyHKUMiA, a Ay
n = b HailneHo 2048 pyHKUMiA.

PaGora BbIMoJHEHA NPU TO[IEPXKKe JTabopaTopun Kpurnrtorpaguu JetBrains
Research.

[1] A. Menezes, P. C. van Oorschot and S. Vanstone, Handbook of Applied Cryptography, CRC
Press,pp. 191-222, 1996.

Hayunslit pykoBogutesb — kana. ¢pus.-mar. Hayk, gou. H. H. Tokapesa
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CaoiicTBa (DyHKIHH B PETNCTPeE C/IBUTA ¢ HEJHHENHOH 00PaTHOM CBA3bI0

T. A. bornu
HoBocuOupckuii rocyjapcTBEHHbIH YHUBEPCUTET
Jlabopatopus kpunrorpacuu JetBrains Research

Peructpsl cipura ¢ 0OpaTHOM CBSI3bI0 4aCTO UCHOMbB3YIOTCS AJIs IOCTPOEHHUS TI0-
TOYHBIX MH(PPOB. OCOOBIM UHTEPECOM TOJIb3YIOTCSI PETHCTPHI CABUTra C HEJIMHEH-
HbIMH 00paTHbIMU cBsi3siMU (NFSR). Takue pervicTpsl cOCTOAT M3 ABYX 4acTeid:
OUHAPHBI BEKTOp & = (1, . . . Ly, ) AJIMHBI 1 ¥ OTIPEJeJICHHAs HA HeM (DYHKIUS 00-
patHoii cBsi3u f : (x1,...,2,) — {0,1}, rne f — HenmuelHas OyneBa pyHKIHST
OT 1 NepeMeHHbIX. PaboTa HeMHeHOTO perucTpa caBura npecrabiieHa, Halpy-
Mmep, B [1]. B ciryuae ¢ peructpom caBura ¢ JIMHEIHON 00paTHOI CBSI3bI0 M3BECTHO,
Kakve (DyHKIMY UCIIONb30BaTh, YTOOBI MOJMYUUTh NICEBAOCTYYaiHYIO IOCe0Ba-
TEJIbHOCTh MAKCUMAJIbHOTO IEpUOAA. A [JIS HEJIMHEWHOT O CTy4as U3BECTHO MaJIo.

B nanHoi#t pabote m3yueHsl (pyHKIMM 0OpaTHOM CBSI3U, KOTOPbIE MO3BOJISIOT
TeHEPATOPY MPOU3BOIUTS IICEBAOCITY YaiHYI0 ITOCJIE10BATENILHOCTh MAKCUMAJIbHO-
ro nepuosa, 2. A UMEHHO, Ha OCHOBE HECKOJIBKMX YAaCTHBIX CJIy4aeB, BBIBJICHbI
HEKOTOpbIe OCOOEHHOCTH JaHHBIX (DYHKIIHIA.

IIpennoxenne 1. Bce neauneiinvie 6ynesvl pynKyuy on n nepemMenHvlx, Komo-
pble RO380ASION 2eHEPAMOPY NPOUZEOOUNb NCEEOOCAYUALIHYIO NOCAe)08AMENb-
HOCHb MAKCUMAABLHO20 nepuoda, 2™, 6yoym codepicamso 6 ceoeii AH® caedyro-
wue moHomwl: 1, T1, ToTs...Tp.

Ipenoxenune 2. /las xasxcoozo n < 12 neauneiinas oysesa pymnkyus om n
nepementuix 8uda 1 @ x; G x1 B Tox3...Ty, 20€ T = 2, ..., N, NO360A5EM 2€He-
pamopy npou3eo0ums nce800CAYYalHYI0 NOCAEO08AMENLHOCHL MAKCUMANLHOZO
nepuooa, 2™.

PaGora BbInosHeHA NP TOAEpX)Ke JabopaTopun Kpunrtorpaguu JetBrains
Research.

[1] A. Menezes, P. C. van Oorschot and S. Vanstone, Handbook of Applied Cryptography, CRC
Press,pp. 191-222, 1996.

Hayunsriit pykoBonutesns — KaHA. (pu3.-Mat. Hayk, pou. H.H.Tokapesa
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Peanuzanms u aHau3 ruOpuIHON aTakyu HA KPUNTOrpa@UYecKyI0 CUCTEMY
NTRU npu MaJjbIX 3HaYeHUAX IAPAMeTPOB € HCNO0JIb30BaHHEM AJITOPUTMA
KBAHTOBOI'0 NMONCKA

A. O. baxapes
HoBocubupckuii rocyapcTBEHHBINH YHUBEPCUTET
Jlaboparopus kpunrtorpaduu JetBrains Research

KBaHTOBBIE  BBIUMCIICHHMS — 3TO  ObICTpOpasBUBarOIasics  00JacTh
KOMITBIOTEPHBIX HCCIIEIOBaHUH, KOTOpast CTaBUT noJ yrpo3y
KPHUIITOTPa(hUIECKyl0 CTOHKOCTh CTAHAAPTOB ACHMMETPHUYHOTO MIM(POBAHMUA,
UCTONb3yeMbIX B HacTosiee Bpems. B 2016 roxy National Institute of Standards
and Technology (NIST) o6wsiBun xoukypc «Post-Quantum Cryptography
Competition» (PQCC), mo 3aBepiieHHH KOTOPOrO OyAeT MPUHST HOBBIA —
KBAaHTOBO-YCTOWYMBBIH ~ —  CTaHZApT  aCHMMETPUYHOTO  MIM(POBAHMUSL
[lperennenTamMu  SBISIFOTCS.  MOAXOABI HA  OCHOBE  DEIIETOK,  KOZIOB,
X31I-(QyHKIUH, U30reHUH 1 MHOTOUJICHOB OT MHOTHX IEPEMEHHBIX.

OmuuM u3 (GuHAIMCTOB TpeThero payHaa koHkypca PQCC  sBusiercs
kpuntorpaduueckas cucrema ¢ OTKpbITHIM KimouoM NTRU, ocHoBaHHas Ha
pemérkax. OcHoBHOW MeToj KpunroaHanusza cucteMbl NTRU cBomutcs k
pCLICHHIO 3aJaull TOoHMCKa Kpardaimero Bekropa pemétku (SVP), B o6mem
ciyqae sipistromiericst NP-tpynHo#. [lepcnekTHBHBIMU SBISIFOTCST pa3paboTka n
aHaJ M3 KBAaHTOBBIX AJTOPUTMOB, KOTOPbHIE MO3BOJSIOT YCKOPHTH PpeEIICHHE
JIaHHOW 3anmaun. B cratee [1] ObuT mpeacTaBneH rHOPHAHBIA MOAXOA K IOHCKY
KpardJaiiiero BeKTopa pemeTky, B paMKax KOTOPOTO HCIIONIB3YeTCsl KBaHTOBBIN
anroput™ noucka (Quantum search). Llenslo HacToseil pabOTHI sBISETCS
aHanu3 A(QQEeKTUBHOCTH yKa3aHHOTO BBIINIE TIOAXOAa JUIA arakh Ha
kpunrocucremy NTRU.

[Monyuena peanuzanuss THOPHIAHOTO ANrOpPUTMA IIOMCKa Kpardaifiero
BEKTOpa PEHIETKH C WCIIOJIb30BAHUEM CHUMYISITOpA KBAaHTOBBIX BBIYMCIICHHIA
IBM Quantum Experience. Cnenan BbiBog o mapamerpax cucrembl NTRU,
MPOTHB KOTOPOH MOXHO >(PQPEKTUBHO TPUMEHATH THOPHIHYIO aTaKy cC
HCIOJIb30BAaHUEM CYIIESCTBYIOIIMX KBAHTOBBIX CUMYJISTOPOB.

Paboma evinonrnena npu nodoepoicke aabopamopuu  Kpunmoepaghuu
JetBrains Research.

1. Laarhoven, T., Mosca, M. & van de Pol, J. Finding shortest lattice vectors
faster using quantum search. Des. Codes Cryptogr. 77, 375-400 (2015).

Hayunsle pyxoBomurenu — xana. ¢pus.-mat. Hayk H.H. Tokapesa, A.B. Kynenxo.
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PexyppeHTHbIe DOPMYJIBI IJIsT PA3HOCTHOM XapakTepucTtuku XOR
OTHOCHTEJBLHO CJIO’KEHHUsI 110 MOAYJIIo 2"

. A. CyropmuH
HoBocubupckuii rocyjapcTBEHHbIH YHUBEPCUTET

B xommonenTax mmppoB ARX apXUTEKTyphl HCTIONB3YIOTCS TPU ONEpaIHK: CJI0-
*keHue 1o moxyio 2" (H), IMKINYeCKuil CBUT ¥ MIOKOMITOHEHTHOE CJIOKEHHUE TI0
mMoayimo 2 (@, XOR). IuddepeHnanbHblil KpunroaHanus ?? OCHOBaH Ha U3yde-
HHUM NpeoOpa30BaHusl pa3HOCTEil OTKPHITHIX TEKCTOB B Pa3sHOCTH IM(pPTEKCTOB.
CHOXHOCTB ero MpoBejieHus siBiisteTcsl HepoctaTkoM ARX mmpos. Beidupas B
KayecTBe Pa3HOCTH Pa3HOCTH IO Moayio 2", a¢pdpeKTUBHOCTD nuddepeHIrab-
HOTI'0 KpUIITOaHAJIU3a 3aBUCUT OT BEJIMYUH adp@ CBOUX KOMIIOHEHT

adp®(o, B = 7) =Plz,y € Z5| (¢ Ba) & (yBP) = (zdy) By ].

Teopema 1. ITycmo o, B,y € Z5, o = (ap, . .. a1). 3a ol o6o3nauaemes eex-
mop (o, ...a1,1) € 74+
Tozda oas adp® ewinoansiomes caedyrowue pasercmea:

adp® (0, B0 — 70) = adp@( B =)

, 30 O - BEKMOP ( C UHBEPMUPOBAHHBIMU OUMAMUL.

adp®(al, 1 —10) = (adp( B =) +adp® (@, f — )
+adp®(a 8 =) +adp®(a, B = 7))
adp®(al, 0 - 71) =7 (adp®(01 § = 7) + adp®(@, 5 - 7)
+adp@(a 8 =) +adp®(a, f = 7))
adp® (a0, 81 = 41) = (adp( B =) +adp®(a, 8 = 7)
+adp (@, 8 —=7) +adp®(a, B — 7))

adp®(al, 80 — 70) = adp® (a0, 81 — ~0) =0
adp® (a0, 80 — v1) = adp®(al, 1 = ~v1) =0

PaboTa BblNoJIHEeHa NpH nofiAepkke JJaboparopun kpunrorpaduu JetBrains Research.

[1] Eli Biham and Adi Shamir. Differential cryptanalysis of DES-like cryptosystems. Journal of
Cryptology, 4(1):3-72, January 1991.

Hayunsle pykoBonutenu — k.¢.-m.H. H.A. Konomeern, k.¢.-M.H. A.A. Topoguiosa
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