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Состав лаборатории: 

 

 Токарева Наталья Николаевна,  

к.ф.-м.н., с.н.с. Института математики им. С.Л.Соболева СО РАН, 

доцент каф. комп.систем ФИТ НГУ, каф. теор.киб. ММФ НГУ, каф. 

дискр.мат.и инф. СУНЦ НГУ, руководитель группы 

 

 Коломеец Николай Александрович,  

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

ассистент кафедры параллельных вычислений ФИТ НГУ и кафедры 

теоретической кибернетики ММФ НГУ 

 

 Городилова Анастасия Александровна 

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

старший преподаватель кафедры теоретической кибернетики ММФ 

НГУ и кафедры дискретной математики и информатики СУНЦ НГУ 

 

 Калгин Константин Викторович 

к.ф.-м.н., н.с. Института вычислительной математики и 

математической геофизики СО РАН, старший преподаватель кафедры 

параллельных вычислений ФИТ НГУ 

 

 Идрисова Валерия Александровна 

к.ф.-м.н., н.с. Института математики им. С.Л.Соболева СО РАН, 

ассистент кафедры теоретической кибернетики ММФ НГУ 

 

 Куценко Александр Владимирович 

к.ф.-м.н., аспирант ММФ НГУ, ассистент кафедры теоретической 

кибернетики ММФ НГУ, м.н.с. Института математики им. С.Л. 

Соболева СО РАН 

 

 Кондырев Дмитрий Олегович 

Аспирант ФИТ НГУ, преподаватель НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Ткачев Александр Витальевич 

Аспирант ФИТ НГУ, преподаватель ФИТ НГУ 

 

 Доронин Артемий Евгеньевич 

Аспирант ФИТ НГУ, м.н.с. Института математики им.С.Л.Соболева  

 

 Шапоренко Александр Сергеевич,  

Аспирант ММФ НГУ, м.н.с. Института математики им.С.Л.Соболева  
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 Максимлюк Юлия Павловна 

Аспирантка ММФ НГУ, м.н.с. Института математики им.С.Л.Соболева  

 

 Номонде Шарон Маланда, аспирантка НГУ 

Аспирантка ММФ НГУ 

 

 Бонич Татьяна Андреевна 

Магистрантка 2-го курса ММФ НГУ 

 

 Завалишина Елена Владимировна 

Магистрантка 2-го курса ФИТ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН, преподаватель кафедры дискретной 

математики и информатики СУНЦ НГУ 

 

 Панферов Матвей Андреевич 

Магистрант 2-го курса ММФ НГУ 

 

 Сутормин Иван Александрович 

Магистрант 1-го курса ММФ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Зюбина Дарья Александровна 

Студентка 4-го курса ФИТ НГУ, м.н.с. Института математики 

им.С.Л.Соболева СО РАН 

 

 Атутова Наталья Дмитриевна 

Студентка 3-го курса ММФ НГУ 

 

 Бахарев Александр Олегович 

Студент 3-го курса ММФ НГУ 

 

 Быков Денис Александрович 

Студент 3-го курса ММФ НГУ 

 

 Лаханский Алексей Адреевич 

Студент 3-го курса ФИТ НГУ 

 

 Сафенрейтер Дмитрий Алексеевич 

Студент 3-го курса ФИТ НГУ 

 

 Парфенов Денис Романович 

Студент 4-го курса ФИТ НГУ 
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Избранные научные направления лаборатории 

 

Криптографические булевы функции (бент-функции, APN-функции, и т.д.). 

 

Самое широкое направление и наиболее представленное в лаборатории. 

Вопросы изучения и построения булевых функций со специальными 

криптографическими свойствами широко исследуются в криптографии. 

Такие функции непосредственно используются  для конструирования шифра 

с секретным ключом. Мы исследуем  

 функции, максимально отклоняющиеся от линейных (бент-функции),  

 функции, наиболее равномерные по парам разностей вход и выход 

(APN-функции) 

 функции, затрудняющие проведение алгебраического криптоанализа 

(алгебраически иммунные функции) 

К данному направлению относится большая часть наших публикаций –   

монографии, научные статьи, кандидатские диссертации. 

 

Криптоанализ симметричных шифров. 

 

В этом направлении мы исследуем стойкость шифров с секретным ключом 

по отношению к современным методам анализа, таким как линейный, 

дифференциальный, алгебраический, криптоанализ по сторонним каналам. 

Исследуются дифференциальные и алгебраические характеристики как 

отдельных компонент шифров (S-блоков), так и шифров в целом, таких как 

ARX-шифры, шифры Simon и Speck – стандарты для шифрования в RFID-

метках и другие. Задачи интересны тем, что одновременно содержат 

интересную математику и близки к приложениям. 

 

Блокчейн-технологии и их приложения. 

 

В данном направлении мы решаем задачи, связанные с разработкой и 

реализацией алгоритмов сокрытия информации о транзакциях в открытых 

распределенных реестрах (в том числе, блокчейн-системах). Исследуются 

криптографические алгоритмы доказательства с нулевым разглашением, их 

модификации и реализации.  

 

Квантовая и постквантовая криптография. 

 

Одним из перспективных направлений постквантовой криптографии 

является разработка и анализ систем шифрования, основанных на 

использовании кодов, исправляющих ошибки. В данном направлении мы 

занимаемся изучением подкодов кода Рида-Маллера и других кодов, 

подходящих для построения стойких криптосистем. 
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Международная олимпиада по криптографии Non-stop University 

CRYPTO 2020 

 

Наша команда выступает основным организатором международной 

олимпиады NSUCRYPTO.  

NSUCRYPTO – единственная международная олимпиада по криптографии, 

которая объединяет как школьников и студентов, так и профессионалов. За 

время существования олимпиады (с 2014 года) в ней приняли участие более 

1600 участников из 56 стран мира (среди них – страны ЕС, страны СНГ, 

Канада, Китай, Индия, ЮАР, Иран, Индонезия, Вьетнам и др.). По итогам 

каждой олимпиады публикуются научные статьи с разбором проблем, 

предложенных участникам, в том числе – нерешенных, требующих 

отдельного научного исследования. Отличительная черта олимпиады – 

включение в число ее задач нерешенных проблем криптографии и 

информационной безопасности, предложенных ведущими специалистами в 

данной области. Это как раз соответствует цели олимпиады – привлечь 

молодых исследователей к современным вопросам криптографии и помочь 

им сделать свой профессиональный выбор. 

 

Олимпиада NSUCRYPTO – Non Stop University Crypto – проходит ежегодно, 

принять в ней участие может любой желающий. Официальный язык 

олимпиады – английский. Сайт – https://nsucrypto.nsu.ru.  

Олимпиада зародилась в Новосибирском Академгородке. В 2020 году она 

проходила с 17 по 25 октября в два независимых этапа: личный и командный. 

Школьники Академгородка и студенты НГУ приняли в ней активное участие. 

 

Больше ста участников и команд заслуженно получили призы и дипломы.  

Вручаются также благодарственные письма руководителям и учителям 

призеров. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://nsucrypto.nsu.ru/
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Защиты выпускных работ студентов и аспирантов лаборатории в 2021 

году:  

 

Кандидатские диссертации: 

 

 Куценко Александр Владимирович (рук. - Токарева Н.Н.) 

Самодуальные бент-функции и их метрические свойства // диссертация 

на соискание степени кандидата физ.-мат. наук по специальности 

01.01.09. Защита состоялась 24.03.2021. 

 

 Облаухов Алексей Константинович (рук. - Токарева Н.Н.) 

Метрически регулярные множества в булевом кубе: конструкции и 

свойства // диссертация на соискание степени кандидата физ.-мат. наук 

по специальности 01.01.09. Защита состоялась 24.03.2021. 

 

Магистерские диссертации: 

 

 Бонич Татьяна Андреевна (рук. - Токарева Н.Н.) 

Periodic properties of the sequence generated by the filter generator - 

Периодические свойства последовательности, порождаемой 

фильтрующим генератором (Премия Ляпунова I степени) 

 

 Завалишина Елена Владимировна (рук. - Токарева Н.Н.) 

Post-quantum cryptosystem with a public key - Постквантовая 

криптосистема с открытым ключом  (диплом II степени МНСК) 

 

 Панферов Матвей Андреевич (рук. - Токарева Н.Н.) 

Analysis of the gamma generated by the combining generator - Анализ 

гаммы, порождаемой комбинирующим генератором 

 

Бакалаврские диссертации: 

 

 Зюбина Дарья Александровна (рук. - Токарева Н.Н.) 

Криптографические свойства S-блока, построенного на основе булевой 

функции и перестановки  (диплом I степени МНСК) 
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Учебные курсы, проводимые в учебном году: 

 

1) "Криптография и криптоанализ" (Спецсеминар) 

 

Семинар о новых событиях и результатах в области криптографии. Он всегда 

проходит с объявлениями. Мы можем заслушать и новый результат с 

доказательством в некотором узком направлении, и послушать рассказы 

ребят о поездке на научную конференцию или стажировку. У нас выступают 

преподаватели, студенты, приглашенные докладчики. Темы семинаров 

никогда не повторяются вот уже девять лет)) Семинар для тех, кто хотел бы 

связать свою научную активность с криптографией. 

 

Руководитель: Токарева Н. Н. 

 

2) "Математические основы и приложения квантовой информатики: 

криптография и вычисления" (Спецкурс) 

 

В курсе будут приведены математические основы квантовой информатики – 

научной дисциплины, изучающей закономерности передачи информации, 

базирующиеся на законах квантовой механики. Подробно будет рассмотрен 

ряд квантовых алгоритмов и протоколов квантовой криптографии. Также в 

курсе будут представлены основы постквантовой криптографии. 

 

Руководитель: Куценко А. В., Токарева Н. Н. 

 

3) "Основы теории информации и криптографии" (Основной курс) 

 

Руководитель: Токарева Н.Н.  

Семинаристы: Н.А.Коломеец, А.Е.Доронин, А.С.Шапоренко 

 

Курс посвящен основам современной теории информации и криптографии. В 

него входят такие направления, как  

• обработка непрерывной информации; методы дискретизации;  

• основы теории информации (измерения количества информации, 

сложности сообщений, особенности источников данных);  

• методы помехоустойчивого кодирования (особенно исследующиеся в 

последние, 2000-е, годы методы линейного кодирования, достигающие 

оптимальной оценки по скорости);  

• методы сжатия информации (без потерь и с потерями; изложение 

теоретических основ и разбор современных архиваторов);  

• задачи хранения информации (надежность и отказоустойчивость, 

RAID-массивы);  

• криптография и криптоанализ (теоретические и практические 

результаты, новые направления исследований последнего десятилетия);  
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• псевдослучайные последовательности; статистические методы их 

анализа;  

• методы хранения, обработки и передачи информации в цифровой 

сотовой связи, беспроводных сетях; представление информации на 

различных уровнях сетевых протоколов. 

Курс совмещает изложение строгих математических результатов (и их 

доказательств) с практическими результатами внедрения методов теории 

информации в конкретные системы и протоколы. Цель курса – дать 

студентам базовые знания по основным направлениям современной теории 

информации. В состав курса кроме лекций входят семинарские занятия (с 

решением теоретических задач) и лабораторные работы в компьютерном 

классе. Будет сформулирован также ряд исследовательских задач студентам, 

интересующимся специализацией в данной области.  

 

4) "Криптография в задачах" (Спецсеминар) 

 

Курс позволяет погрузиться в математику, которая используется в 

криптографии. Алгоритмы шифрования, основные методы криптоанализа, 

связь с теорией информации, криптографические функции: разобраться во 

всем этом поможет решение задач. 

 

Руководитель: Коломеец Н.А. 

 

5) "Криптография и криптоанализ. Современные методы" (Спецкурс) 

Вводный курс в основы криптографии. Если вы думаете, с чего начать в этой 

области, то, да, именно с него. 

 

Руководитель: Идрисова В.А., Токарева Н.Н. 

 

6) "Булевы функции в криптографии" (Спецкурс) 

 

В курсе рассматриваются булевы функции, представляющие интерес для 

криптографических приложений. Цель курса – основательное знакомство 

слушателей с основными криптографическими свойствами булевых функций 

и методами их анализа, с последними математическими результатами в этой 

области и современными открытыми проблемами. 

 

Руководитель: Городилова А. А. 

 

 

7) "Олимпиадные задачи по криптографии" (Спецкурс СУНЦ НГУ) 

 

Незаменимый спецкурс для подготовки ко всероссийской олимпиаде по 

математике и криптографии от ИКСИ и к международной олимпиаде по 
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криптографии NSUCRYPTO. Хочешь подготовиться к олимпиадам в 

интересной соревновательной форме - тебе сюда! 

 

Руководитель: Городилова А.А., Бонич Т.А., Панферов М.А. 

 

 

8) "Математические методы в криптографии" (Спецкурс СУНЦ НГУ) 

Основные методы шифрования и базовые алгоритмы криптографии 

рассматриваются в этом вводном курсе для школьников. 

 

Руководитель: Завалишина Е.В., Городилова А.А. 

 

9) «Криптография» (Основной курс ГФ НГУ) 

 

Руководитель: Максимлюк Ю.П. 

 

 

Заседания семинара «Криптография и криптоанализ» 

 

15 июня 2021 г. 

А.В.Куценко, А.С.Шапоренко, Н.Д.Атутова 

Об участии в X симпозиуме «Современные тенденции в криптографии» 

CTCrypt 2021 (1-4 июня 2021, Москва) 

 

04 мая 2021 г. 

А. В. Куценко, Н. Д. Атутова, Д. А. Зюбина 

О поездке на всероссийскую научно-техническую конференцию «Состояние 

и перспективы развития современной науки по направлению 

«Информационная безопасность» (Анапа, 21-22 апреля 2021). 

Н. Д. Атутова 

О поездке на саммит молодых учѐных и инженеров "Большие вызовы для 

общества, государства и науки" (Сочи, 26-30 апреля 2021). 

 

13 апреля 2021 г. 

Выступления студентов перед МНСК: 

Н. Д. Атутова 

Применение эвристических методов для поиска булевых функций с высокой 

алгебраической иммунностью. 

Н. Д. Атутова, Д. А. Зюбина, С. Д. Филиппов 

Разработка автоматизированного анализа шифров на алгебраическую 

криптоустойчивость. 

А. О. Бахарев 
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Реализация и анализ гибридной атаки на криптографическую систему NTRU 

при малых значениях параметров с использованием алгоритма квантового 

поиска. 

Т. А. Бонич 

Свойства функции в регистре сдвига с нелинейной обратной связью. 

E. В. Завалишина 

Об эквивалентных ключах. Анализ криптосистемы с открытым ключом, 

основанной на сложности решения системы полиномиальных уравнений в 

целых числах. 

Д. А. Зюбина 

S-блоки с высокой компонентной алгебраической иммунностью. 

А. А. Лаханский, Д. А. Сафенрейтер 

Интеграция алгоритмов доказательства с нулевым разглашением в смарт-

контракты Ethereum. 

М. А. Панферов 

Построение функций изменения состояний в нелинейном регистре сдвига с 

обратной связью. 

И. А. Сутормин 

Рекуррентные формулы для разностной характеристики XOR относительно 

сложения по модулю $2^n$. 

 

30 марта 2021 г. 

Коломеец Н. А. 

Реферат статьи J. Daemen, V. Rijmen, "The Wide Trail Design Strategy". 

 

25 марта 2021 г. 

И. А. Панкратова (зав. лаборатории компьютерной криптографии ТГУ) 

Криптосистемы с функциональными ключами. 

 

9 марта 2021 г. 

А. Куценко, Н. Атутова, Д. Зюбина, Е. Маро (ЮФУ), С. Филиппов (СПбГУ) 

Алгебраический криптоанализ шифров Simon и Speck. 

 

2 марта 2021 г. 

А. Доронин, К. Калгин 

Применение SAT-решателей в задаче поиска APN-функций с помощью 

итеративных конструкций. 

 

16 февраля 2021 г. 

А. Шапоренко 

О производных булевых бент-функций. 

 

9 февраля 2021 г. 

Н. Н. Токарева 
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Встреча лаборатории: отчѐт и планы. 

 

27 октября 2020 г. 

Д. Кондырев, А. Лаханский, Д. Сафенрейтер 

Алгоритмы доказательства с нулевым разглашением в блокчейн-системах: 

принципы работы и примеры реализаций. 

 

19 октября 2020 г. 

И. Сутормин 

Нелинейность сбалансированных булевых функций. Обзор. 

 

29 сентября 2020 г. 

Н. Коломеец, А. Куценко, К. Калгин, А. Облаухов, В. Идрисова 

Об участии в международных конференциях BFA (Норвегия, 15-17 сентября 

2020) и SETA (Санкт-Петербург, 22-25 сентября 2020). 

 

22 сентября 2020 г. 

А. Куценко 

О поездке на IX симпозиум «Современные тенденции в криптографии» 

CTCrypt 2020 (Московская область, 15-17 сентября 2020). 

 

15 сентября 2020 г. А. Облаухов 

Метрически регулярные множества в булевом кубе: конструкции и свойства 

(кандидатская диссертация). 

 

10 сентября 2020 г. А. Куценко 

Самодуальные бент-функции и их метрические свойства (кандидатская 

диссертация). 

 

Новые учебные курсы для ФИТ (разработаны программы, набраны 

студенты): 

 

1) Введение в распределенные реестры и технологию блокчейн 

(Д.О.Кондырев, П.А.Сазонова) 

 

2) Криптографические проекты 

(Н.А.Коломеец, Д.О.Кондырев, Ю.П.Максимлюк) 

 

3) Криптография и криптоанализ 

(Н.Н.Токарева, А.В.Куценко) 

 

4) Современные вычислительные системы для решения задач 

криптографии и информационной безопасности 

(К.В.Калгин, А.Е.Доронин) 
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Сотрудничество (участие в Летней школе по криптографии и 

информационной безопасности, совместные научные исследования): 

 

Лаборатория криптографии НПК "Криптонит" (г. Москва) 

 

Центр безопасности коммуникаций им. Селмера Бергенского университета 

(г. Берген, Норвегия) 

 

Лаборатория блокчейн, ПАО «Сбербанк» (г. Москва) 

 

Российский квантовый центр (г. Москва) 

 

Лаборатория проблем безопасности информационных технологий НИИ 

прикладных проблем математики и информатики Белорусского 

государственного университета (г.Минск) 

 

 

 

Планы по сотрудничеству: 

 

 

 Сотрудничество с Балтийским университетом им. И.Канта 

(Калининград) 

 

 Проведение симпозиума по криптографии 2022.  

Сотрудничество с министерством цифрового развития, связи и 

массовых коммуникаций Российской Федерации.  
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Летняя школа-конференция «Криптография и информационная 

безопасность» 2021 

 

Летняя школа-конференция с международным участием «Криптография и 

информационная безопасность – 2021» памяти профессора С. Ф. Кренделева 

— традиционное мероприятие, проходящее в стенах НГУ каждый год. 

Организаторами выступают Криптографический центр (Новосибирск), 

лаборатория криптографии JetBrains Research, Факультет информационных 

технологий, Международный математический Центр в Академгородке, 

организаторы международной олимпиады NSUCRYPTO и Механико-

математический факультет. 

 

Участие в школе-конференции принимали студенты, выпускники школ и 

школьники 11 классов. Школа проходила с 5 по 19 июля в очном формате. 

 

В течение двух недель с участниками школы работали 20 преподавателей. 

Это кураторы проектов и лекторы из Новосибирска, Томска, Москвы 

(Российский квантовый центр, МГУ, лаборатория блокчейн ПАО 

«Сбербанк»), Бергена (Норвегия), Минска (Беларусь), Ларго (США). Часть 

школы-конференции проходила на английском языке. Прочитана 31 лекция, 

проведѐн круглый стол, а самое главное – проведены исследования малыми 

группами под руководством кураторов. Темы проектов были связаны с 

актуальными вопросами симметричной криптографии, криптоанализа, 

постквантовой криптографии, блокчейн-технологий и информационной 

безопасности. По ряду направлений группами участников школы получены 

результаты, которые лягут в основу научных публикаций, их планируется 

доработать в течение осени. Чтобы студенты и школьники развивали не 

только свои интеллектуальные способности, но и не забывали о здоровье, 

традиционно проводились спортивные занятия под руководством тренера из 

Новосибирска. 

 

Школу успешно окончил 31 участник. Это студенты НГУ (ФИТ, ММФ, ФФ), 

Балтийского университета им. Канта (Калининград), ТГУ (Томск), ЮФУ 

(Таганрог) и школьники гимназии «Горностай» (Новосибирск), Лицея 

информационных технологий (Новосибирск), Лицея № 6 (Бердск). Все они 

получили памятные сертификаты и стипендии от JetBrains Foundation. 

 

На сайте летней школы доступно расписание лекций и сборник трудов 

школы – тезисы, подготовленные участниками вместе с кураторами по 

результатам исследований, проводившихся в рамках школы. 

 

— В этом году нам удалось провести школу очно, комбинируя обычный 

формат проведения лекций с видео-форматом, когда студенты и школьники 

находятся в аудитории, а лектор общается с ними через экран. Получилось, 
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на мой взгляд, продуктивно. Очный формат, конечно, плодотворный: то, что 

рядом с тобой, за соседним столом и в соседних комнатах, каждый день 

активно работают участники школы, спорят, увлеченно что-то обсуждают, 

программируют, пишут на доске – очень вдохновляет на работу. Я заметила, 

что многие ранее не знакомые между собой ребята сдружились, и это очень 

хорошо, — отметила Наталья Токарева, руководитель школы, доцент 

кафедры компьютерных систем ФИТ НГУ и заведующая лабораторией 

криптографии JetBrains Research. 

 

— It was really a pleasure to take part in the summer school. I got the impression 

that everything was running very smoothly both from the technical and 

organizational side (which is no small feat for such a big event, especially when 

remote and physical lectures have to be combined), so I also want to congratulate 

you (and the entire team) with the successful event! – комментирует своѐ участие 

в качестве лектора Николай Калейский, криптограф из Бергенского 

университета (Норвегия). 

 

— Мне было очень интересно познакомиться с совершенно новой для себя 

сферой. Программа летней школы очень насыщенная. Лекции от ведущих 

специалистов, которые находятся на передовой науки и рассказывают не по 

книжкам, а из собственного опыта и своих исследований, которыми они 

занимаются каждый день. Очень понравился преподавательский состав, это 

отзывчивые и увлечѐнные своим делом люди. Также мне выпала 

возможность познакомиться и работать в одной команде с ребятами из 

других университетов и регионов. От летней школы у меня остались только 

положительные эмоции и новые знания, – пишет Владислав Шапаренко, 

выпускник школы-конференции, студент ММФ НГУ. 

 

— Летняя школа традиционно приносит много новых знакомств и 

интересных проектов. Список лекторов с каждым годом пополняется, 

расширяется география, становится разнообразнее материал. Не стал 

исключением и этот год. Команде нашего проекта удалось разработать 

оптимизацию алгоритма поиска гарантированного числа активаций [S-

блоков при проведении разностного криптоанализа], которая позволяет 

значительно ускорить вычисление данной характеристики, что выглядит 

многообещающе. Также, нельзя забывать и о других традиционных 

активностях, которые являются интересными — волейбольный матч, 

круглый стол и криптоквест, – отмечает Денис Парфѐнов, студент ФИТ НГУ. 

 

— Летняя школа – это способ найти единомышленников, с которыми можно 

будет реализовать проект и получить опыт выступления перед аудиторией, – 

считает Александр Бахарев, студент ММФ НГУ, а Наталья Атутова, 

студентка ММФ НГУ отмечает: «Возможность непосредственного 

взаимодействия с людьми, которые горят своим делом, – очень ценный опыт. 
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Помимо лекций и групповых занятий мне запомнился крипто-квест и матч по 

волейболу среди преподавателей и участников». 

 

Организаторы школы-конференции готовы продолжить работу со 

студентами-участниками школы в лаборатории криптографии JetBrains 

Research на базе ФИТ НГУ. 

 

Лекторы и преподаватели школы: 

 

1) Nicky Mouha (USA) - PhD, научный сотрудник отдела компьютерной 

безопасности Национального института стандартов и технологий США 

(NIST); 

2) Nikolay Kaleyski (Болгария) - научный сотрудник Центр безопасности 

коммуникаций им. Селмера Бергенского университета (г. Берген, 

Норвегия); 

3) Агиевич Сергей Валерьевич (республика Беларусь) - к.ф.-м.н., 

заведующий НИЛ проблем безопасности информационных технологий 

НИИ прикладных проблем математики и информатики Белорусского 

государственного университета (г. Минск, Беларусь); 

4) Валиахметов Илья Вадимович - магистрант 1-го курса ФИТ НГУ; 

5) Высоцкая Виктория Владимировна – аспирантка ВМК МГУ им. М.В. 

Ломоносова, специалист-исследователь лаборатории криптографии 

НПК "Криптонит" (г. Москва); 

6) Городилова Анастасия Александровна - к.ф.-м.н., старший 

преподаватель кафедры теоретической кибернетики ММФ НГУ, н.с. 

ИМ СО РАН; 

7) Гребнев Сергей Владимирович - ведущий криптограф-исследователь 

QApp, Российский квантовый центр (г. Москва); 

8) Идрисова Валерия Александровна - к.ф.-м.н., н.с. Института 

математики им. С.Л.Соболева СО РАН, ассистент кафедры 

теоретической кибернетики ММФ НГУ; 

9) Калгин Константин Викторович - к.ф.-м.н., старший преподаватель 

кафедры параллельного программирования ФИТ НГУ, м.н.с. 

ИВМиМГ, н.с. ИМ СО РАН; 

10) Колегов Денис Николаевич - к.т.н., доцент кафедры 

компьютерной безопасности ТГУ, главный разработчик облачной 

платформы кибербезопасности компании Bi.Zone (г. Томск); 

11) Коломеец Николай Александрович - к.ф.-м.н., ассистент кафедры 

теоретической кибернетики ММФ НГУ, н.с. ИМ СО РАН; 

12) Кондырев Дмитрий Олегович - аспирант ФИТ НГУ, ассистент 

кафедры систем информатики ФИТ НГУ, м.н.с. ИМ СО РАН; 

13) Косточка Светлана Владимировна – м.н.с. ИМ СО РАН, тренер 

ММФ и ФИТ; 
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14) Куценко Александр Владимирович - аспирант ММФ НГУ, 

ассистент кафедры теоретической кибернетики ММФ НГУ, м.н.с. ИМ 

СО РАН; 

15) Кяжин Сергей Николаевич - к.ф.-м.н., руководитель проектов 

Лаборатории блокчейн, ПАО «Сбербанк» (г. Москва); 

16) Николаев Антон Анатольевич - студент кафедры компьютерной 

безопасности ТГУ, разработчик сервисов анализа защищенности 

Bi.Zone, главный разработчик фрэймворка Grinder (Томск); 

17) Максимлюк Юлия Павловна - аспирантка ММФ НГУ, м.н.с. 

Института математики им.С.Л.Соболева СО РАН; 

18) Сазонова Полина Андреевна - аспирантка ФИТ НГУ, ассистент 

кафедры общей информатики ФИТ НГУ, м.н.с. ИМ СО РАН; 

19) Сутормин Иван Александрович - магистрант 1-го курса ММФ 

НГУ, м.н.с. Института математики им.С.Л.Соболева СО РАН; 

20) Токарева Наталья Николаевна, доцент кафедры компьютерных 

систем ФИТ, кафедры теоретической кибернетики ММФ, с.н.с. ИМ СО 

РАН. 
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the differen-
tial cryptanalysis and are widely studied. Most known APN functions are obtained
as functions over finite fields F2n and very little is known about combinatorial con-
structions in Fn

2 . In this work we proposed two approaches for obtaining quadratic
APN functions in Fn

2 . The first approach exploits a secondary construction idea,
it considers how to obtain quadratic APN function in n + 1 variables from a given
quadratic APN function in n variables using special restrictions on new terms. The
second approach is searching quadratic APN functions that have matrix form par-
tially filled with standard basis vectors in a cyclic manner. This approach allowed
us to find a new APN function in 7 variables. Also, we conjectured that a quadratic
part of an arbitrary APN function has a low differential uniformity. This conjecture
allowed us to introduce a new subclass of APN functions, so-called stacked APN
functions. We found cubic examples of such functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let Fn
2 be the n-dimensional vector space over F2. A

function F from Fn
2 to Fm

2 , where n and m are integers, is called a vectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function F
can be represented as an ordered set of m coordinate functions F = (f1, . . . , fm), where fi
is a Boolean function in n variables. Any vectorial function F can be represented uniquely
in its algebraic normal form (ANF):

F (x) =
∑

I∈P(N)

aI

(∏
i∈I

xi

)
,
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where P(N) is a power set of N = {1, . . . , n} and aI ∈ Fm
2 . The algebraic degree of a

given function F is the degree of its ANF: deg (F ) =max{|I| : aI 6= 0, I ∈ P(N)}. If
algebraic degree of a function F is not more than 1 then F is called affine. If for an affine
function F it holds F (0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F is called quadratic.

We can put the finite field F2n in one-to-one correspondence to the vector space Fn
2 and

consider vectorial Boolean functions as functions over F2n . Then any vectorial function
F has the unique univariate polynomial representation over F2n :

F (x) =
2n−1∑
i=0

λix
i, λj ∈ F2n .

Two vectorial functions F and G are extended affinely equivalent (EA-equivalent) if
F = A1 ◦ G ◦ A2 + A where A1, A2 are affine permutations on Fn

2 and A is an affine
function. Two functions F and G are called Carlet-Charpin-Zinoviev [7] equivalent (CCZ-
equivalent) if their graphs {(x, y) ∈ Fn

2×Fn
2

∣∣ y = F (x)} and {(x, y) ∈ Fn
2×Fn

2

∣∣ y = G(x)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A1, A2) of
Fn
2 × Fn

2 such that y = F (x)⇔ A2(x, y) = G(A1(x, y)).
Let F be a vectorial Boolean function from Fn

2 to Fn
2 . For vectors a, b ∈ Fn

2 , where
a 6= 0, consider the value

δ(a, b) =
∣∣{ x ∈ Fn

2

∣∣ F (x+ a) + F (x) = b}
∣∣.

Denote by ∆F the following value:

∆F = max
a6=0, b∈Fn

2

δ(a, b).

Then F is called differentially ∆F -uniform function. The smaller the parameter ∆F is
the better the resistance of a cipher containing F as an S-box to differential cryptanalysis.
For the vectorial functions from Fn

2 to Fn
2 the minimal possible value of ∆F is equal to

2. In this case the function F is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [9].

APN functions are widely studied by many researchers, but there is still a significant
list [6] of important open questions, such as lower and upper bounds on the number of
APN functions, an upper bound on algebraic degree of an APN function [4], the existence
of bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[6]. The second problem is to find new constructions of APN functions in vectorspace Fn

2 ,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [8].

In this work we propose two approaches for generating quadratic APN functions in
Fn
2 . The first approach considers the algebraic normal form of a given quadratic APN

function G in n variables and extends it into an ANF of a quadratic function F in n+ 1

2



variables, using special restrictions on coefficients of new terms. In the second method
we consider special matrices that are partially filled with vectors of standard basis and
search for corresponding APN functions using the same idea of restrictions. Using this
approach we found previously unknown (in the sense of CCZ-equivalence) quadratic APN
function for n = 7. Generally, quadratic APN functions are not suitable as secure S-boxes
due to the low algebraic degree, but obtaining new quadratic representatives can lead
us to another useful functions. This is very important for even n > 8, since new APN
permutations CCZ-equivalent to quadratic functions can be found for these dimensions
[3].

In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary approach to search for quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. We shall then consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following known result gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1, . . . , fn) be an APN function in n variables. Then every
quadratic term xixj, where i 6= j, appears at least in one coordinate function of F .

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1, . . . , gn) be a quadratic APN-function in n variables. Consider
vectorial function F = (f1, . . . , fn, fn+1) in n+ 1 variables such that:

f1 = g1 +
n∑

i=1

α1,ixixn+1;

. . .

fn = gn +
n∑

i=1

αn,ixixn+1;

fn+1 = gn+1 +
n∑

i=1

αn+1,ixixn+1,

(1)

where α1,i . . . , αn+1,i ∈ F2 for i = 1, . . . , n and gn+1 =
∑

16j<k6n βj,kxjxk for some
fixed βj,k ∈ F2. Note that if α1,i, . . . , αn,i are such that each term xixn+1 appears at least
in one of the coordinate functions f1, . . . , fn, then the necessary condition of Theorem 1
is held for the constructed function F . Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F .

Let us denote the lexicographically ordered elements of Fn
2 as x0, . . . , x2

n−1. Since all
the values G(x0), . . . , G(x2

n−1) of the function G are known, we can represent values of

3



the constructed function F only through unknown coefficients αi,k and some constant
terms. Since F is an APN function, for a nonzero a all sums F (x) + F (x + a) and
F (y) + F (y + a), where x 6= y and x 6= y + a, should be pairwise different. This fact
applies special restrictions on coefficients αi,k. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (gij), where each element gij ∈ Fn

2 is a vector of coefficients corresponding to
term xixj in the algebraic normal form of G and all diagonal elements gii are null.

t is necessary to mention that these matrices also were used in [11] and [10] to construct
and classify a lot of new quadratic APN functions over finite fields.

Example 2. For n = 3 let us consider function G = (g1, g2, g3) = (x1x2, x2x3, x1x3)

=

1
0
0

 · x1x2 +

0
0
1

 · x1x3 +

0
1
0

 · x2x3.

Then the corresponding matrix G is the following:

G =

(000) (100) (001)
(100) (000) (010)
(001) (010) (000)



It is necessary to mention that these matrices also were used in [11] and [10] to con-
struct and classify a lot of new quadratic APN functions over finite fields. Using these
matrices the APN property can be formulated in the following way:

Proposition 3. Let G be the matrix that corresponds to quadratic vectorial function G.
Then function G is APN if and only if x · (G · a) 6= 0 for all x 6= a, where a, x ∈ Fn

2 and
a 6= 0.

In terms of matrices method (1) can be considered as an extension of a given G with
an extra bit that represents gn+1 in every element and an extra pair of row and column
that represents a set of new terms xixn+1.

Example 4. For the considered APN function G = (g1, g2, g3) = (x1x2, x2x3, x1x3) we
choose null gn+1 and construct APN function F = (f1, f2, f3, f4) in 4 variables, where:

f1 = g1;
f2 = g2 + x3x4;
f3 = g3 + x2x4 + x3x4;
f4 = x1x4 + x3x4.
Then the corresponding matrix F is the following:

4



F =


(0000) (1000) (0010) (0001)
(1000) (0000) (0100) (0010)
(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)


Consider a quadratic APN function G and the corresponding n×n matrix G. Denote

the vector of nonzero coefficients for new variables as α = (α1, . . . , αn), where αi ∈ Fn+1
2 .

Let us fix gn+1 and construct (n+ 1)× (n+ 1) matrix F by adding (α1, . . . , αn, 0) to G as
the last column and the last row and adding new bit to every element of G according to
the choice of gn+1. Let us denote as G ′ the submatrix (fij) of F , such that i, j < n+1. Let
〈X〉 denote the linear span of an arbitrary set X ⊆ Fn

2 and F be the quadratic vectorial
function corresponding to the constructed matrix F . Then the following proposition is
true.

Proposition 5. F is APN if and only if α · a′ does not belong to 〈G ′ · a′〉 for all a′ ∈ Fn
2 ,

a′ 6= 0.

Let us note that Proposition 5 shows how to obtain restrictions on new coefficients in
the convenient form.

For the given k ∈ N let us consider the following sets:

Si,k = {αi + v | v ∈ 〈G ′ · (ei + ek)〉};
Si,j,k = {αi + αj + v | v ∈ 〈G ′ · (ei + ej + ek)〉};
. . .

S1,2,...,k−1,k = {α1 + α2 + . . .+ αk−1 + v | v ∈ 〈G ′ · (e1 + e2 + . . .+ ek−1 + ek)〉},
where e1, . . . , en is the standard basis in Fn

2 . Let us call a vector α = (α1, . . . , αn),
where αi ∈ Fn+1

2 , admissible for matrix G ′ if it satisfies the condition in Proposition 5. We
call a sequence (α∗1, . . . , α

∗
k), where α∗i ∈ Fn+1

2 , to be k-admissible for some k 6 n, if vector
α∗ = (α∗1, . . . , α

∗
k,0, . . . ,0) of length n is admissible for all nonzero a′ = (a′1, . . . , a

′
n) ∈ Fn

2

such that a′k+1 = 0, . . . , a′n = 0. An n-admissible sequence can be considered as an
admissible vector of length n. Consider an APN function G in n variables and a fixed
gn+1.

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G using the construction from (1) is equal to the number of admissible vectors
α = (α1, . . . , αn) for matrix G ′.

It can be seen that there are 2n+1− | 〈G ′ · (e1)〉 | vectors α1 such that (α1) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (α1, α2, . . . , αk−1) be the (k − 1)-admissible sequence for some k <
n+ 1. Then there exist

2n+1− | 〈G ′ · (ek)〉 ∪ {
k−1⋃
i=1

Si,k} ∪ {
⋃

16i<j<k,

Si,j,k} ∪ . . . ∪ S1,2,...,k−1,k |

vectors αk such that sequence (α1, α2, . . . , αk−1, αk) is k-admissible.
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Also, our method can be extended to the case when G is not an APN function, but
the ANF of G and gn+1 together contain all possible quadratic terms. The following
proposition describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a quadratic vectorial function in n variables and F be an APN
function in n+1 variables that it is obtained from G using construction (1). Then ∆G 6 4.

For example, for differentially 4-uniform function G = (g1, g2, g3, g4, g5), where:
g1 = x1x2 + x3x5 + x4x5;
g2 = x1x3 + x4x5;
g3 = x2x3 + x1x4 + x3x5 + x4x5;
g4 = x2x4 + x1x5 + x4x5;
g5 = x3x4 + x2x5 + x4x5.
and g6 contains all the terms xixj, where i < j 6 n, we obtained 13 CCZ classes of

APN functions among constructed functions. Let us recall that there exist only 13 CCZ
classes of quadratic APN functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3, 4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4, 5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables.

Note that for the given APN function G in n variables we have 2
(n2−n)

2 possibilities
to choose gn+1. It is interesting that the choice of gn+1 affects the capability to obtain
APN function F in n + 1 variables, the number of such constructed functions and the
variety of different CCZ-classes among constructed classes. For example, when n = 5
and gn+1 is null both quadratic CCZ-representatives give us the only one CCZ-class for 6
variables (class 11 in the list from [2]). At the same time, when gn+1 contains all quadratic
terms xixj, these functions give 13 CCZ-classes of quadratic APN functions in 6 variables.
Unfortunately, for n > 7 it becomes computationally harder to choose the proper initial
function and gn+1 and to obtain a large amount of generated functions. It seems that
method (1) is not so efficient on large dimensions.

3 On cyclic approach to search for quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let e1, . . . , en be the standard basis in Fn

2 . For the
given n consider the following matrix with elements from Fn

2 :

T =



0 e1 e2 e3 . . . en−2 en−1
e1 0 e3 e4 . . . en−1 en
e2 e3 0 e5 . . . en t3,n
e3 e4 e5 0 . . . t4,n−1 t4,n
...

...
...

...
. . .

...
...

en−2 en−1 en tn−1,4 . . . 0 tn−1,n
en−1 en tn,3 tn,4 . . . tn,n−1 0


,
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where ti,j = tj,i and ti,j denote some unknown elements in Fn
2 .

Our aim is to find values of missed matrix elements such that matrix T represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix T that is t3,n.
According to Proposition 5 the last column of T should satisfy (en−1, en, t3,n, . . . , 0) · a′ /∈
〈T ′ · a′〉, where a′ ∈ Fn−1

2 , a′ 6= 0 and T ′ = T \ (en−1, en, t3,n, . . . , 0). If we consider all
a′ = a′1, . . . , a

′
n−1 such that a′3 = 1 and a′i = 0, if i > 3, we obtain restrictions on the

value of t3,n that are independent from any other unknown element of T . Repeating this
procedure step by step for every new element after fixing values of previous variables ti,j
allows us to obtain all possible fillings for the given matrix T .

For n = 3, 4 and 5 this construction covered all quadratic CCZ classes of APN func-
tions. For n = 6 it covered 11 out of 13 classes. Unfortunately, for larger dimensions the
number of generated functions dropped dramatically and the construction covers only 7
classes for n = 7 and only one class for n = 8. As a consequence, we consider the following
generalization of this construction.

Let T be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements en in T . It is easy to see that we can remove any element en
from this diagonal and apply the above procedure to the new matrix with k+ 1 unknown
elements. Moreover, we can remove any number of elements from T and the more elements
are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element en from the diagonal in T the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements en on the diagonal we generated 2341888 quadratic APN
functions. We have found a new CCZ class for n = 7 among obtained functions. Here we
provide a representative of this class in the univariate form:

F (x) = a100x+a88x2 +a89x3 +a107x4 +a57x5 +a98x6 +a56x8 +a9x9 +a58x10 +a60x12 +
a109x16 + a47x17 + a44x18 + a27x20 + a91x24 + a71x32 + a96x33 + a101x34 + a7x36 + a12x40 +
a34x48 + a66x64 + a4x65 + a4x66 + a73x68 + a73x72 + a56x80 + a20x96,

where a is the primitive element whose minimal polynomial over F27 is x7 + x+ 1.

4 The differential uniformity of quadratic parts of APN func-
tions and the class of stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = F (c) +F (1) +F (2) + . . .+F (d), where each function F (j) contains only monomials
of algebraic degree j and F (c) is a constant term. We observed that if F is an APN
function then its quadratic part F (2) has a low differential uniformity.

Conjecture 9. Let F be an APN function in n variables, where 4 6 n 6 7. Then
∆F (2) 6 4.

The conjecture is true for n = 4. When n = 8, 9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
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∆F (2) = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms.

Proposition 10. Let F be an APN function in n variables, where F = F (2) +F (3) + . . .+
F (d). If H = F + F (2) = (0, . . . , 0, hj, 0, . . . , 0) for some 1 6 j 6 n, then ∆F (2) 6 4.

For n = 4, 6 there exist cubic APN functions such that H = F + F (2) = (0, . . . , 0, hj,
0, . . . , 0) for some 1 6 j 6 n. Examples of such F and F (2) for n = 4 can be found in
Table 1. An example of F for n = 6 is the following:

f1 = x1x2 + x4x6 + x5x6 + x2x3x5;

f2 = x1x3 + x3x5 + x4x5 + x2x6 + x5x6;

f3 = x2x3 + x1x4 + x4x5 + x5x6;

f4 = x2x4 + x1x5 + x3x5 + x2x6 + x3x6 + x4x6 + x5x6;

f5 = x3x4 + x2x5 + x3x5 + x4x5 + x1x6 + x2x6 + x3x6 + x5x6;

f6 = x3x5 + x2x6 + x5x6.

Let us note that these simple results allow us to use quadratic APN or differentially
4-uniform functions to construct functions of higher degrees, particularly, cubic APN
functions. The observation on low differential uniformity of quadratic parts of APN
functions motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F (2) + . . .+F (d) be an APN function of algebraic degree d. If all
functions F −F (d), F −F (d)−F (d−1), . . . , F −F (d)−F (d−1)− . . .−F 3 are APN functions
then F is called a stacked APN function.

Let us describe possible approaches to constructing stacked APN functions of degree
3. Let H be a cubic vectorial function in n variables with no affine or quadratic terms.
Then H =

∑
i,j,k aijkxixjxk, where 1 6 i < j < k 6 n and aijk ∈ Fn

2 . Let ai1j1k1 be
an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 6 i < j < k 6 n vector aijk is null or equal to ai1j1k1 .

For n = 4, 5 we implemented the search of cubic APN functions F = F (2) + F (3) such
that F (3) is some cubic part and F (2) is an APN quadratic function, that is constructed
using the cyclic matrix T from the previous section. For n = 6 we implemented the similar
search, but F (3) was a cubic shift since it is computationally hard to search through all
the possible cubic parts. We have found a large amount of cubic stacked APN functions
for n = 4, 5, 6. Some examples are listed in Table 1.

It is worth mentioning that for quadratic APN functions from differenet different CCZ
classes for n = 6 we have found more than 70 000 cubic stacked APN functions and all
these functions belong to the same CCZ-class that is the only known class that does not
contain quadratic functions (class number 13 in the list from [2]), despite that all 14 CCZ
classes contains (see [5]) cubic representatives.

8



Table 1: Examples of stacked cubic APN functions (both F and F (2) are APN).§

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F (x) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F (2)(x) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

F (x) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9

F (2)(x) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

F (x) 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41

F (2)(x) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35
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Abstract. Boolean bent functions were introduced by Rothaus (1976)
as combinatorial objects related to di�erence sets, and have since
enjoyed a great popularity in symmetric cryptography and low correlation
sequence design. In this paper connections between classical Boolean
bent functions, generalized Boolean bent functions and quaternary bent
functions are studied. We also study Gray images of bent functions
and notions of generalized nonlinearity for functions that are relevant
to generalized linear cryptanalysis.
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1. Introduction

Boolean bent functions were introduced by Rothaus [23] as combinatorial objects
related to di�erence sets, and have since enjoyed a great popularity in symmetric
cryptography and sequence design. They are, in particular, maps from Zn2 to Z2

with some special spectral properties. Their importance in symmetric cryptography
stems from linear cryptanalysis of stream ciphers [15, 16, 17]. In that context bent
functions are the ones which are the worst approximated by a�ne functions, or,
equivalently have the best possible nonlinearity. More information concerning bent
functions can be found in the monographs [19, 32]. Several researchers [3, 6, 20, 21]
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have explored extensions of linear cryptanalysis to groups other than the usual
elementary abelian 2-groups. In this paper we study a notion of nonlinearity that
seems consistent with their notions. We discuss the connection between two notions
of Z4-bentness introduced from a sequence design viewpoint (for applications in
CDMA systems) and the classical notion of bent function.

The �rst approach is to consider functions from Znq to Zq, q is any integer, see the
paper [10] of Kumar, Scholtz and Welch. We call them q-ary functions. Another,
more recent approach, which is more natural from the viewpoint of cyclic codes
over rings is to consider functions from Zn2 to Zq. This is the approach of Schmidt
in [24]. We call these latter functions generalized Boolean functions. In this
paper we focus on the quaternary case (q = 4), and explore the interplay between
the three types of de�nitions for bentness.

Let us note that there exist other ways to generalize the concept of bent function.
See surveys of distinct generalizations in [31] and [32].

The material is organized as follows. Necessary de�nitions are given in section 2.
In section 3 we prove that a generalized Boolean function f(x, y) = a(x, y)+2b(x, y)
is bent if and only if Boolean functions b and a⊕b are both bent. Section 4 shows that
there is no direct link between notions of Boolean and quaternary bent functions but
we obtain several facts related to bent Boolean and quaternary functions. There is
no direct connection between notions of quaternary and generalized bent functions
either, which is shown in section 5. Then in section 6 we show that quaternary
generalized Boolean bent functions in n variables yield Boolean bent functions
by Gray map, or semi bent functions, depending on the parity of n. Section 7
characterizes bent functions by their nonlinearity. Section 8.1 illustrates our results
by a survey of the known constructions of generalized bent functions and their Gray
images. In section 8.2 we introduce two simple constructions for quaternary bent
functions.

Note that the �rst variant of this paper appeared at ePrint archive [27], see also
[28]. After that several related results were obtained by di�erent authors. Thus,
St�anic�a et al. [29] extended the results of [27] related to generalized Boolean bent
functions by considering functions from Zn2 to Z8. Later the results were extended
for functions from Zn2 to Z16 by Martinsen et al. [13]. Finally, Hod�zi�c et al. [8]
gave a complete characterization of generalized bent functions from Zn2 to Z2k for
k > 1 in terms of both the necessary and su�cient conditions their component
Boolean functions need to satisfy. Two open problems that were mentioned in the
original paper [27] were solved. More speci�cally, in [29] the quaternary analogue of
Dillon's construction was presented. Then Li et al. [11] characterized the functions

in n variables of the form f(x) = Tr(ax + 2bx1+2k) for odd n/gcd(n, k). The
results obtained in the original paper [27] were instrumental in the following works
[4, 5, 11, 18, 22]. The original paper [27] was also mentioned in [14, 26, 30].

2. Definitions and Notation

In what follows by ⊕ we mean addition over Z2 (modulo 2). We will use + for
two types of addition: over Z4 and natural one. It always depends on the context.
We will also use the following two types of inner product:

〈x, y〉 = x1y1 ⊕ ...⊕ xnyn,

x.y = x1y1 + ...+ xnyn.
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Let n, q be integers, q > 2.
We consider the following mappings:

1) f : Zn2 → Z2 � Boolean function in n variables. Its sign function is F :=
(−1)f . The Walsh�Hadamard transform (WHT) of f is

(1) F̂ (x) :=
∑
y∈Zn

2

(−1)f(y)⊕〈x,y〉 =
∑
y∈Zn

2

F (y)(−1)〈x,y〉.

A Boolean function f is said to be bent, i� |F̂ (x)| = 2n/2 for all x ∈ Zn2 . It is semi
bent i� F̂ (x) ∈ {0,±2(n+1)/2} (sometimes such functions are called near bent). This
is a special case of plateaued functions [33]. Note that Boolean bent (resp. semi
bent) functions exist only if the number of variables, n, is even (resp. odd).

2) f : Zn2 → Zq � generalized Boolean function in n variables. Its sign

function is F := ωf , with ω a primitive complex root of unity of order q, i. e.
ω = e2πi/q. When q = 4, we write ω = i. Its WHT is given as

(2) F̂ (x) :=
∑
y∈Zn

2

ωf(y)(−1)〈x,y〉 =
∑
y∈Zn

2

F (y)(−1)〈x,y〉.

As above, a generalized Boolean function f is bent, i� |F̂ (x)| = 2n/2 for all x ∈ Zn2 .
In comparison to the previous case it does not follow that n should be even if f is
bent. Such functions for q = 4 were studied by K.-U. Schmidt (2006) in [24]. Here
we consider only this partial case q = 4.

3) f : Znq → Zq � q-ary function in n variables. Its sign function is given by

F := ωf as in the previous case. Its WHT is de�ned by

(3) F̂ (x) :=
∑
y∈Zn

q

ωf(y)+x.y =
∑
y∈Zn

q

F (y)ωx.y.

Here + and x.y are addition and inner product over Zq. Note that the matrix of this
transform is no longer a Sylvester type Hadamard matrix as in the previous case,
but a generalized (complex) Hadamard matrix. A q-ary function f is called bent, i�

|F̂ (x)| = qn/2 for all x ∈ Znq . Notice that again it does not follow from the de�nition
that q-ary bent functions do not exist if n is odd. P. V. Kumar, R. A. Scholtz
and L. R. Welch [10] studied q-ary bent functions in 1985. They proved that such
functions exist for any even n and q 6= 2(mod 4). Later S. V. Agievich [1] proposed
an approach to describe regular q-ary bent functions in terms of bent rectangles. If
q = 4 we call f a quaternary function. Here we study such functions only. Note
that in 1994 A. S. Ambrosimov [2] studied another type of q-ary bent functions
de�ned over the �nite �eld.

A bent function f : Znq → Zq is called regular if each of its Walsh�Hadamard

coe�cients can be expressed as F̂ (z) = qn/2ω h(z) for every z ∈ Znq and some q-ary
function h. From [10] it is known that for quaternary (q = 4) case all bent functions
are regular.

3. Connections between Boolean and generalized Boolean bent

functions

Let f : Z2n
2 → Z4 be a generalized Boolean function. Represent it as f(x, y) =

a(x, y) + 2b(x, y), for any x, y ∈ Zn2 where a, b : Z2n
2 → Z2 are Boolean functions.
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In this section we study connection between properties of bentness of generalized
Boolean and Boolean functions.

Here and further by Â ·B we mean WHT of a ⊕ b. It is natural, since A · B =
(−1)a⊕b. In this section and in what follows, by x.y we mean the inner product
over Z4: x.y = x1y1 + ...+ xnyn mod 4.

Lemma 1. Between Walsh�Hadamard transforms of f , a⊕b, b, there is the relation

|F̂ (x, y)|2 =
1

2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
.

Proof. Let us study the Walsh�Hadamard transform of f . According to (2) we have

F̂ (x, y) =
∑
x′,y′

(−1)〈x,x
′〉⊕〈y,y′〉⊕b(x′,y′) i a(x

′,y′).

Applying the formula is = 1+(−1)s
2 + 1−(−1)s

2 i for s = a(x′, y′) we get

F̂ (x, y) =
1

2

(
B̂(x, y) + Â ·B(x, y)

)
+
i

2

(
B̂(x, y)− Â ·B(x, y)

)
.

From this we directly get what we need. �

Note that Lemma 1 holds for any (not only even) number of variables of the
function f .

Theorem 1. The following statements are equivalent:
(i) the generalized Boolean function f is bent in 2n variables;
(ii) the Boolean functions in 2n variables b and a⊕ b are both bent.

Proof. By Lemma 1 we have |F̂ (x, y)|2 = 1
2

(
B̂2(x, y) + Â ·B

2
(x, y)

)
. If a⊕ b and

b are bent functions then |F̂ (x, y)|2 = 1
2 (22n + 22n) = 22n and f is a bent function.

Conversely, if f is bent, then it holds B̂2(x, y) + Â ·B
2
(x, y) = 22n+1. Since WHT

coe�cients of a Boolean function are integer, this equality has the unique solution

B̂2(x, y) = Â ·B
2
(x, y) = 22n (see [9] for details). So, functions a ⊕ b and b are

bent. �

Note that there are some intersections between Lemma 1, the part (i)→(ii) of
Theorem 1 and results of the last version of [24].

4. Connections between Boolean and quaternary bent functions

De�ne a quaternary function g : Zn4 → Z4 as g(x + 2y) = a(x, y) + 2b(x, y), for
any x, y ∈ Zn2 where a, b : Z2n

2 → Z2 are Boolean functions. In this section we study
connection between properties of bentness of quaternary and Boolean functions.

4.1. Preliminaries and necessary statements. In this section we present several
facts that will be instrumental in what follows.

Lemma 2. Let x, y ∈ Zn2 . If x.y 6= 〈x, y〉 then x.y = 〈x, y〉+ 2.
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Proof. There are four possible values for x.y : 0, 1, 2 and 3. For x.y = 0 or 1, it is
obvious that x.y = 〈x, y〉. For two remaning cases, we have

x.y = 2→ 〈x, y〉 = 0→ x.y = 〈x, y〉+ 2,

x.y = 3→ 〈x, y〉 = 1→ x.y = 〈x, y〉+ 2.

�

The following fact is well known for Boolean functions.

Lemma 3. Let f be a linear Boolean function in n variables. Then there are two
possible values of WHT coe�cients of f : 0 and 2n.

Proof. Any linear Boolean function f in n variables can be represented for some
a ∈ Zn2 as f(x) = 〈a, x〉. Therefore, by (1)

F̂ (x) =
∑
y∈Zn

2

(−1)〈a,y〉⊕〈x,y〉 =
∑
y∈Zn

2

(−1)〈a⊕x,y〉.

Using the well-known fact that∑
b∈Zn

2

(−1)〈b,c〉 =

{
2n, if c = 0,
0, otherwise.

the result follows. �

Proposition 1. (see, for instance, [32]) All quadratic Boolean functions in two
variables, i.e. f : Z2

2 → Z2 such that f(x, y) = xy ⊕ c, where x, y, c ∈ Z2, are bent.

Proposition 2. (Rothaus, [23]) The degree of Boolean bent function f in n ≥ 4
variables is not more than n/2.

Proposition 3. (Rothaus, [23]) Let x ∈ Zr2 and y ∈ Zk2 , where r, k > 2 and even. A
Boolean function f(x, y) = f1(x)⊕ f2(y) is a bent function in r+k variables if and
only if the functions f1 and f2 are bent functions in r and k variables respectively.

Proposition 4. (Singh et al., [25]) Let x ∈ Zr4 and y ∈ Zk4 for r, k > 1. A
quaternary function g(x, y) = g1(x)⊕ g2(y) is a bent function in r + k variables if
and only if functions g1 and g2 are quaternary bent functions in r and k variables
respectively.

Note that results of Propositions 3 and 4 can be easily extended to sums with
more than two functions.

4.2. Quaternary bent functions in small number of variables. Here we
present results on connections between notions of quaternary bent functions in one
and two variables and Boolean bent functions. Using computer search we obtain
the following facts.

Statement 1. For every quaternary function g(x+ 2y) = a(x, y) + 2b(x, y) in one
variable with x, y ∈ Z2, it is true that g is a quaternary bent function if and only
if b is bent and a does not depend on y, i.e. a(x, y) is equal to 0, 1, x or x ⊕ 1.
Moreover, if g is bent then b and a⊕ b are bent functions too.
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Number of quaternary bent functions

Cases for b and a⊕ b Types of a in the case For each type of a Total in the case

b and a⊕ b a is bent 49152
are nonlinear a is linear (not constant) 3072 147456
(not bent) a is nonliear (not bent) 95232

a is bent 16384
b and a⊕ b a is linear (not constant) 2304
are bent a is constant 768

53248

a is nonlinear (not bent) 33792

Table 1. Classi�cation of functions b and a⊕ b for quaternary bent functions in 2 variables.

Computer search shows that the number of quaternary bent functions in one
variable is equal to 32.

There are 200704 quaternary bent functions in 2 variables. Among them there
are 98304 fuctions such that none of Boolean functions a, b and a ⊕ b is bent but
for 3072 of them a is a linear Boolean function. There are 36864 quaternary bent
functions such that b and a ⊕ b are bent functions, while for 33792 of them a is a
nonlinear function, and for 2304 and 768 functions a is a linear function or constant
respectively. The number of quaternary bent functions in 2 variables with each of
a, b and a ⊕ b being bent is equal to 16384. For the remaining 49152 quaternary
functions, a is bent and b and a⊕ b are nonlinear Boolean functions. We summarize
the data described above in Table 1.

For functions in three and more variables an exhaustive search is unfeasible (there
are 2128 quaternary functions in three variables).

4.3. Possibilities for bentness. From Statement 1, we know that for n = 1 if g is
quaternary bent then b and a⊕ b are bent functions too. In the previous section we
showed that it does not hold for quaternary functions in 2 variables. Let us prove
that it does not hold for arbitrary n > 2.

Proposition 5. For every n > 2 there exists a quaternary bent function g(x+2y) =
a(x, y) + 2b(x, y) in n variables, with b and a⊕ b being not bent in 2n variables.

Proof. In what follows, '+' denotes the addition over Z4 excepting summation of
indices. Any quaternary function g in n variables can be uniquely represented as
follows: g(x1+2xn+1, ..., xn+2x2n) = a(x1, ..., x2n)+2b(x1, ..., x2n). Let b(x1, .., x2n) =
n⊕
i=3

xixi+n⊕x1xn+2⊕x2xn+1⊕x1x2xn+1,a(x1, .., x2n) = x1xn+1. One can see that

b can be divided into sum of n − 2 Boolean functions in two variables and one
Boolean function in four variables like this:

b(x1, ..., x2n) = b1(x1, x2, xn+1, xn+2)⊕ b2(x3, xn+3)⊕ ...⊕ bn−1(xn, x2n),

b1(x1, x2, xn+1, xn+2) = x1xn+2 ⊕ x2xn+1 ⊕ x1x2xn+1,

bi(xi+1, xn+i+1) = xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 3, we know that b is bent if and only if all bi are bent. According
to Proposition 2, we get that function b1 in four variables is not bent since its degree
is equal to three. Therefore, b is not bent.

It is easy to check that

2b(x1, .., x2n) = (2x3xn+3 + ...+ 2xnx2n) + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1.
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Moreover, g can be divided into sum of n− 2 quaternary functions in one variable
and one quaternary function in two variables

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1, x2 + 2xn+2)+

+g2(x3 + 2xn+3) + ...+ gn−1(xn + 2x2n),

where

g1(x1 + 2xn+1, x2 + 2xn+2) = x1xn+1 + 2x1xn+2 + 2x2xn+1 + 2x1x2xn+1,

gi(xi+1 + 2xn+i+1) = 2xi+1xn+i+1, i = 2, ..., n− 1.

From Proposition 1, we know that all xi+1xn+i+1 are bent, i = 2, ..., n. Therefore,
according to Statement 1 functions gi are quaternary bent functions, i = 2, ..., n− 1.
It was checked that the quaternary function g1 is also bent according to the de�nition:
its WHT coe�cients are the following:

x ∈ Z2
4 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

Ĝ1(x) 4 4i 4 4 4 4i −4 4 4 −4i 4 −4 4 −4i −4 −4

From Proposition 4, g is a quaternary bent function if and only if all gi are
quaternary bent functions, i = 1, ..., n− 1. This completes the proof. �

The next result shows that bentness of a quaternary function does not follow
from bentness of Boolean functions in general.

Proposition 6. For every n > 1, there exists a quaternary function g(x + 2y) =
a(x, y) + 2b(x, y) in n variables that is not bent, while b and a⊕ b are Boolean bent
functions in 2n variables.

Proof. Any quaternary function g in n variables can be uniquely represented as
g(x1 + 2xn+1, ..., xn + 2x2n) = a(x1, ..., x2n) + 2b(x1, ..., x2n).

Let b(x1, .., x2n) =
n⊕
i=1

xixi+n,a(x1, .., x2n) = xn+1. It is easy to check that

2b(x1, .., x2n) = 2x1xn+1 + ... + 2xnx2n. Note that g can be divided into sum of n
quaternary functions in one variable:

g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2xn+1) + ...+ gn(xn + 2x2n),

where

gi(xi + 2xn+i) = ai(xi, xn+i) + 2bi(xi, xn+i), i = 1, .., n,

bi(xi, xn+i) = xixn+i, i = 1, .., n,

a1(x1, xn+1) = xn+1,

ai(xi, xn+i) = 0, i = 2, .., n.

From Proposition 4, we know that g is a quaternary bent function if and only if all
gi are quaternary bent functions, i = 1, ..., n. From Statement 1 and by the choice
of a and b, we get that g1 is not quaternary bent. This completes the proof. �

From Propositions 5 and 6, we conclude that there is no direct link between
notions of Boolean and quaternary bent functions. Additionally, Proposition 5
shows that if b and a ⊕ b are not bent, it does not imply that g is not bent.
According to Proposition 6, it is also true that if g is not bent, it does not imply
that b and a⊕ b are not bent.
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From the previous section, we can see that for quaternary bent functions in one
and two variables, a Boolean function b is bent if and only if a ⊕ b is also bent.
Whether this statement is true for arbitrary n remains an open problem.

4.4. Nonlinearity of component Boolean functions. Let g(x+2y) = a(x, y)+
2b(x, y) be a quaternary function in n variabes, where x, y ∈ Zn2 and a, b are Boolean
functions in 2n variables.

Let us represent WHT coe�cients of quaternary functions in terms of the coe�cients
of Boolean functions b and a ⊕ b as we did for generalized functions in section 4.

Here by Â ·B we mean the WHT of a⊕ b.

Lemma 4. Between the WHT coe�cients of g, a⊕ b, b there is the relation

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
,

with

c f (u, x) =
∑

x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, Vx = { x′ ∈ Zn2 | 〈x, x′〉 6= x.x′ }, and
u ∈ Zn2 .

Proof. Let us study the Walsh�Hadamard transform of g. By (3) we know that

Ĝ(x+ 2y) =
∑
x′,y′

i (x+2y).(x′+2y′)+a(x′,y′)+2b(x′,y′).

From the fact that for any x′′, x′′′ ∈ Zn2 it holds 2〈x′′, x′′′〉 mod 4 = 2x′′.x′′′ and
Lemma 2, we have

(x+ 2y).(x′ + 2y′) =

{
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉, if x.x′ = 〈x, x′〉,
〈x, x′〉+ 2〈x, y′〉+ 2〈y, x′〉+ 2, if x.x′ 6= 〈x, x′〉.

Let Ux = { x′ ∈ Zn2 |x.x′ = 〈x, x′〉 } and Vx = { x′ ∈ Zn2 |x.x′ 6= 〈x, x′〉 }. Therefore,
we get Ux ∩ Vx = ∅ and Ux ∪ Vx = Zn2 . Note that |Ux| 6= |Vx| in general. Then

Ĝ(x+ 2y) =
∑

x∈Ux,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′)−

−
∑

x′∈Vx,y′

(−1)〈x,y
′〉⊕〈y,x′〉⊕b(x′,y′)i 〈x,x

′〉+a(x′,y′).

Here we use the standard maps β, γ : Z4 → Z2 de�ned as

β : 0, 1→ 0 and β : 2, 3→ 1;

γ : 0, 2→ 0 and γ : 1, 3→ 1.

For any t ∈ Z4 it holds

it = (−1)β(t)
(

1 + (−1)γ(t)

2
+

1− (−1)γ(t)

2
i

)
.

Using this formula for t = x.x′ + a(x′, y′) and the fact that γ(〈x, x′〉+ a(x′, y′)) =
〈x, x′〉 ⊕ a(x′, y′) we get

Ĝ(x+ 2y) =
1

2
(S1 + S2 − S3 − S4) +

i

2
(S1 − S2 − S3 + S4) ,
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where

S1 =
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S2 =
∑

x′∈Ux,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S3 =
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕β(〈x,x′〉+a(x′,y′)),

S4 =
∑

x′∈Vx,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕β(〈x,x′〉+a(x′,y′)).

Let Mδ,x = { x′ ∈ Zn2 | 〈x, x′〉 = δ } for δ ∈ Z2. Note that M0,x ∪M1,x = Zn2 and
|M0,x| = |M1,x| = 2n−1. Let us divide every sum S1, S2, S3 and S4 into two sums∑
x′∈M0,x,y′

and
∑
x′∈M1,x,y′

. Note that β(a(x′, y′)+〈x, x′〉) is equal to 0 or a(x′, y′)

for x′ ∈M0,x and x′ ∈M1,x respectively. Thus, we have

S1 =
∑

x′∈Ux∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S2 =
∑

x′∈Ux∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉⊕a(x′,y′),

S3 =
∑

x′∈Vx∩M0,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕a(x′,y′),

S4 =
∑

x′∈Vx∩M0,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Vx∩M1,x,y′

(−1)a(x
′,y′)⊕b(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉a(x′,y′).

After grouping terms we obtain

S1 + S2 − S3 − S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉+

+
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉.



570 N.N. TOKAREVA, A.S. SHAPORENKO, P. SOL�E

Then
S1 − S2 − S3 + S4 =

=
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉−

−
∑

x′∈Ux,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉−

−
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕〈x,y′〉⊕〈y,x′〉+

+
∑

x′∈Vx,y′

(−1)b(x
′,y′)⊕a(x′,y′)⊕〈x,y′〉⊕〈y,x′〉⊕〈x,x′〉.

Since
c f (u, x) =

∑
x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables and u ∈ Zn2 , then one can see that

S1 + S2 − S3 − S4 =

= (B̂(x⊕ y, x)− cb(x⊕ y, x)) + (Â ·B(y, x)− ca⊕b(y, x))− cb(x⊕ y, x)− ca⊕b(y, x)

and
S1 − S2 − S3 + S4 =

= (B̂(y, x)− cb(y, x))− (Â ·B(x⊕ y, x)− ca⊕b(x⊕ y, x))− cb(y, x) + ca⊕b(x⊕ y, x).

After rearranging, the result follows. �

We can see that WHT coe�cients of a quaternary function g do not directly
depend on WHT coe�cients of Boolean functions b and a ⊕ b. This result will be
used in proof of the next theorem and also in section 8.2.

Theorem 2. Let g(x+ 2y) = a(x, y) + 2b(x, y) be a quaternary bent function with
x, y ∈ Zn2 and a, b be Boolean functions in 2n variables. Then b and a ⊕ b are
nona�ne functions for any n > 1.

Proof. According to Lemma 3 there are two possible values of WHT coe�cients of
a linear Boolean function in 2n variables: 0 and 22n.

From Lemma 4, we get

Ĝ(2y) =
1

2
(B̂(y, 0) + Â ·B(y, 0)) +

i

2
(B̂(y, 0)− Â ·B(y, 0)), where y ∈ Zn2 .

Note that Vx is empty for x = 0, hence c b(x ⊕ y, x), c b(y, x), c a⊕b(x ⊕ y, x) and
c a⊕b(y, x) are zero too.

As it was mentioned in section 2 all quaternary bent functions are regular. It

means that there is only real or imaginary part of Ĝ(2y). Thus, we get that there
are two possible cases {

(B̂(y, 0) + Â ·B(y, 0))2 = 0,

(B̂(y, 0)− Â ·B(y, 0))2 = 4 · 4n.
or {

(B̂(y, 0) + Â ·B(y, 0))2 = 4 · 4n,
(B̂(y, 0)− Â ·B(y, 0))2 = 0.

From the �rst system we get
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B̂(y, 0) = −Â ·B(y, 0),

(2 · B̂(y, 0))2 = 4 · B̂(y, 0)2 = 4 · 4n.

Hence,

B̂(y, 0) = −Â ·B(y, 0) = ±2n.

By solving the second system one can get

B̂(y, 0) = Â ·B(y, 0) = ±2n.

Therefore, b and a⊕ b are nona�ne functions. �

5. Connections between quaternary and generalized Boolean bent

functions

Let g(x+ 2y) = f(x, y), where g : Zn4 → Z4, f : Zn2 → Z4 and x, y ∈ Zn2 .
In this section, we show that the approach of Kumar et al. and that of Schmidt

are not equivalent.

Proposition 7. For every n > 1, there exists a generalized bent function f(x, y)
in 2n variables such that a quaternary function g(x+ 2y) in n variables de�ned as
g(x+ 2y) = f(x, y) for all x, y ∈ Zn2 is not bent.

Proof. From Proposition 6, there exists a quaternary function g(x+2y) = a(x, y)+
2b(x, y) which is not bent, while b and a⊕b are both bent. Now from Theorem 1 we
know that if b and a⊕b are both bent then f(x, y) is a generalized bent function. �

Proposition 8. For every n > 2, there exists a quaternary bent function g(x+ 2y)
in n variables such that a generalized function f(x, y) in 2n variables de�ned as
f(x, y) = g(x+ 2y) for all x, y ∈ Zn2 is not bent.

Proof. From Proposition 5 there exists a quaternary bent function g(x + 2y) =
a(x, y) + 2b(x, y) in n > 1 variables such that both b and a⊕ b are not bent. From
Theorem 1 we know that a generalized function f(x, y) is bent i� b and a ⊕ b are
both bent. Hence, f(x, y) is not bent. �

6. Gray images of bent functions

Let f be a generalized Boolean function from Zn2 to Z4. Write f = a + 2b with
a, b Boolean functions in n variables. Its Gray map φ(f) is the Boolean function in
variables (x, z) with x ∈ Zn2 and z ∈ Z2 de�ned as a(x)z + b(x). The proof of the
next result is implicit in the proof of [24, Th. 3.5] and is omitted.

Proposition 9. For the WHTs of functions f and φ(f) it holds

(4) Φ̂(f)(u, v) = 2<(i−vF̂ (u)) = B̂(u) + (−1)vÂ ·B(u), where u ∈ Zn2 , v ∈ Z2.

Here < denotes real part of a complex number. As far as the left side of equation (4)
is a WHT coe�cient of a Boolean function, we easily get

Corollary 1. For any generalized Boolean function f in n variables it holds

max
u∈Zn

2 ,v∈Z2

|<(i−vF̂ (u))| > 2(n−1)/2.

Corollary 2. If f is generalized bent in n variables then φ(f) is either bent (n
odd) or semi bent (n even).
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Proof. Write F̂ (u) = X + iY with X,Y integers. We know that 2n = X2 + Y 2. We
know that the solution to that diophantine equation in X > 0 and X > Y > 0 is
unique, see e.g. [9]. The obvious solutions for n odd are {|X| = |Y | = 2(n−1)/2},
{Y = 0, X = ±2n/2} and {Y = ±2n/2, X = 0} for n even.

Thus, if n is odd it holds Φ̂(f)(u, v) = ±2(n+1)/2 for all u, v, and hence φ(f) is

bent in n + 1 variables. If n is even we see that Φ̂(f)(u, v) equals 0 or ±2(n+2)/2,
so φ(f) is semi bent in n+ 1 variables. �

There is a partial converse to Corollary 2. The proof is immediate.

Proposition 10. Let n be odd. If φ(f) is a Boolean bent function in n+1 variables
then f is a generalized Boolean bent function in n variables.

Proof. Let F̂ (u) = X + iY with X,Y integers. We know that for all u, v it holds

Φ̂(f)(u, v) = ±2(n+1)/2. Therefore, from Proposition 9

Φ̂(f)(u, 0) = 2<(F̂ (u)) = 2X = ±2(n+1)/2,

and

Φ̂(f)(u, 1) = 2<(i−1F̂ (u)) = 2Y = ±2(n+1)/2.

Hence, |F̂ (u)|2 = X2 + Y 2 = 2n. �

This fact has also been obtained in the last variant of [24].

7. Notions of nonlinearity

It is well-known that Boolean bent functions are characterized by their maximal
distance to the �rst order Reed�Muller code. This fact is generalized in this section
to their quaternary analogues.

7.1. Generalized Boolean functions. Let RM(r, k) be the Reed�Muller code
of length 2k and of order r, see [12]. De�ne, for 0 6 r 6 m the quaternary code
ZRM(r,m) = φ−1(RM(r,m + 1)). This code is spanned by vectors of values for
functions of degree at most r − 1 together with twice functions of degree at most
r, see [7] for details. We introduce the nonlinearity N(f) of a generalized bent
Boolean function f in n variables as

(5) N(f) := 2n − 1

2
max

u∈Zn
2 ,v∈Z2

|Φ̂(f)(u, v)|.

The Lee weights of 0, 1, 2, 3 ∈ Z4 are 0, 1, 2, 1, respectively, and the Lee weight
wtL(a) of a ∈ ZN4 is the rational sum of the Lee weights of its components. This
weight function de�nes a distance dL(f, g) = wt(f − g) between two generalized
functions on ZN4 called the Lee distance. Analogously, let dH(·, ·) be the Hamming
distance on Z2N

2 . According to Corollary 1 we have

Proposition 11. For any generalized Boolean function f in n variables, it is true
N(f) 6 2n − 2(n−1)/2.

Proposition 12. With the above notation, for any generalized Boolean function in
n variables f we have

N(f) = dL(f, ZRM(1, n)) = dH(Φ(f), RM(1, n+ 1)).
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Proof. Let x, y be arbitrary vectors of ZN4 . Denote by ix the vector (ix1 , . . . , ixN ).
Recall �rst the well-known identities

d2E(ix, iy) = 2dL(x, y) = 2(N −<(

N∑
j=1

ixj−yj )),

where dE stands for the Euclidean distance. Observe that ZRM(1, n) is spanned

by the all-one vector, along with twice the binary linear functions, and that F̂ (u) =∑
y∈Zn

2

if(y)+2u.y. The second equality holds by the isometry property of the Gray

map [7]. �

Hence, using Propositions 11 and 12 we can reformulate one partial case from
Corollary 2 and Proposition 10 as follows.

Corollary 3. Let n be odd. A generalized function f is bent if and only if N(f)
attains the maximal possible value 2n − 2(n−1)/2.

The case of even n is more complicated. We have

Corollary 4. Let n be even. If a function f is bent then N(f) = 2n − 2n/2.

Proof. By Corollary 2 the Boolean function φ(f) is semi bent in n + 1 variables.

Hence the maximum value of |Φ̂(f)(u, v)| is equal to 2(n+2)/2. Then by Proposition 9
and de�nition (5) we get N(f) = 2n − 2n/2. �

The converse statement is not right in general as far as from the equality

max
u∈Zn

2 ,v∈Z2

|Φ̂(f)(u, v)| = 2(n+2)/2

it does not follow that |F̂ (u)| = 2n/2 for any u ∈ Zn2 . Actually, it is not clear what
is the maximum possible value of N(f) if n is even. To know it one should �nd the
value of covering radius of the code RM(1, n + 1) when n + 1 is odd. But it is a
hard old problem without analogy to the easy case of even n+ 1.

7.2. Quaternary functions. Let g be a quaternary function in n variables. In this
case, an immediate reduction to the preceding subsection (namely, passing from g
to f in the notations of section 5) yields the de�nition

N(g) := 22n − 1

2
max

u,v∈Zn
2 ,w∈Z2

|Φ̂(g)(u, v, w)|.

The following analogue of Proposition 12 is immediate.

Proposition 13. For any quaternary function g in n variables we have

N(g) = dL(g, ZRM(1, 2n)) = dH(φ(g), RM(1, 2n+ 1)).

In particular if g is bent then N(g) = 22n − 2n. As it was mentioned above the
maximal possible value of N(g) is not known yet.
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8. Examples of Constructions

De�ne algebraic normal form (ANF) of generalized Boolean function f in n
variables as follows:

f(x1, ..., xn) =

n∑
k=1

∑
i1,...,ik

ai1,...,ikxi1 · · · xik + a0,

where for each k indices i1, ..., ik are pairwise distinct and sets {i1, ..., ik} are exactly
all di�erent nonempty subsets of the set {1, ..., n}; coe�cients ai1,...,ik , a0 take values
from Z4. The number of variables in the longest item of its ANF is called the degree
of a generalized function and is denoted by deg(f). For computing degrees we require
the following lemma.

Lemma 5. For a generalized Boolean function f the degree of φ(f) is at most the
degree of f .

Proof. Follows by de�nition of the ZRM(r,m) code by its generators [7]. �

8.1. Generalized Boolean bent functions. In [24, Th. 4.3] �gures a natural
generalization of the classical Maiorana�McFarland construction.

Proposition 14. (Schmidt, [24]) The generalized Boolean function f in 2n variables
de�ned for x, y in Zn2 by f(x, y) = 2x.π(y) + τ(y), with τ an arbitrary generalized
Boolean function in n variables and π an arbitrary permutation of Zn2 is bent.

By Corollary 2 the Gray map of this function is a binary Boolean semi bent
function in 2n+ 1 variables. By Lemma 5 its degree is max(2, deg(τ)).

It is well-known that the binary Kerdock code contains bent functions. We
assume the reader has some familiarity with Galois rings as can be gained in, e.g. [7].

For completeness, the next result from [24] we present with the proof.

Proposition 15. (Schmidt, [24]) Let n > 3 denote an integer. Let Rn denote the
Galois ring of characteristic 4 and size 4n. Let Rxn denote Rn \ 2Rn. Let Tn denote
the Teichmuller set of Rn, and Tr the trace function of Rn. The generalized Boolean
function in n variables de�ned for x ∈ Tn by

f(x) = ε+ Tr(sx)

for constants ε, s ranging in Z4, R
x
n is bent. Its Gray image is either bent (n odd)

or semi bent (n even).

Proof. The �rst assertion follows by [24, Construction 5.2] upon observing that
ZRM(1, n) is described by functions f(x) = ε + 2Tr(sx). The second assertion
follows by Corollary 2. �

A monomial construction of a bent generalized Boolean function is presented in
[24, Th. 5.3]. Intuitively it detects the generalized bent functions in the dual of the
Goethals code.

Proposition 16. (Schmidt, [24]) Keep the notation of Proposition 15. Let µ denote
the "reduction mod 2"map from Rn to F2n . The generalized Boolean function in n
variables de�ned for x ∈ Tn by f(x) = ε+Tr(sx+2tx3) for constants ε, s, t ranging
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in Z4, Rn, Tn \ {0} is bent if µ(s) = 0 and the equation µ(t)z3 + 1 = 0 has no
solutions in F2n , or if µ(s) 6= 0 and the equation

z3 + z +
µ(t)2

µ(t)6
= 0

has no solutions in F2n .

By Corollary 2 the Gray map of this function is a binary Boolean function in
n+ 1 variables which is semi bent if n is even or bent if n is odd. It is quadratic by
Lemma 5.

In the original paper [27] it was mentioned that it would be interesting, for
instance, to replace the exponent 3 in Proposition 16 by a Gold exponent 2k + 1.
Then Li et al. [11] characterized the functions in n variables of the form f(x) =

Tr(ax+ 2bx1+2k) for odd n/gcd(n/k).

8.2. Quaternary bent functions.

Proposition 17. For every n a quaternary function

g(x1 + 2xn+1, ..., xn + 2x2n) = c1x1 + ...+ cnxn + 2(x1xn+1 + ...+ xnx2n)

is a quaternary bent function with ci ∈ Z2 and '+' is addition over Z4.

Proof. One can see that g can be divided into sum of n quaternary functions in one
variable g(x1 + 2xn+1, ..., xn + 2x2n) = g1(x1 + 2x1+n) + ...+ gn(xn + 2x2n),

gi(xi + 2xi+n) = cixi + 2xixi+n.

From Proposition 1, we know that all xixi+n are bent, i = 1, ..., n. From Statement 1
each of gi is a quaternary bent function in one variable, therefore, from Proposition 4
g is also a quaternary bent function. �

Proposition 18. Let g(x + 2y) = a(x, y) + 2b(x, y) and g′(x + 2y) = a(x, y) +
2(a(x, y) ⊕ b(x, y)) be quaternary functions with x, y ∈ Zn2 and a, b be Boolean
functions in 2n variables. Then g is bent if and only if g′ is bent.

Proof. Study the Walsh�Hadamard transform of g and g′. From Lemma 4, we have

Ĝ(x+ 2y) =
1

2

(
B̂(x⊕ y, x) + Â ·B(y, x)− 2c b(x⊕ y, x)− 2c a⊕b(y, x)

)
+

+
i

2

(
B̂(y, x)− Â ·B(x⊕ y, x)− 2c b(y, x) + 2c a⊕b(x⊕ y, x)

)
and

Ĝ′(x+ 2(x⊕ y)) =
1

2

(
Â ·B(y, x) + B̂(x⊕ y, x)− 2c a⊕b(y, x)− 2c b(x⊕ y, x)

)
+

+
i

2

(
Â ·B(x⊕ y, x)− B̂(y, x) + 2c b(y, x)− 2c a⊕b(x⊕ y, x)

)
,

with
c f (u, x) =

∑
x′∈Vx,y′

(−1)f(x
′,y′)⊕〈(u,x),(x′,y′)〉,

where f is a Boolean function in 2n variables, Vx = { x′ | 〈x, x′〉 6= x.x′ }, and
u ∈ Zn2 .

Let < and = be real and imaginary parts of a complex number respectively. Then

<(Ĝ(x+ 2y)) = <(Ĝ′(x+ 2(x⊕ y))), =(Ĝ(x+ 2y)) = −=(Ĝ′(x+ 2(x⊕ y))).
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As it was mentioned in section 2 all quaternary bent functions are regular.
Therefore, each of Walsh�Hadamard coe�cients of a quaternary bent function

has only real or imaginary part. Hence, if g is bent then |Ĝ′(x + 2(x ⊕ y))| =

|Ĝ(x+2y)| = 4n/2. By the same way we can prove that if g′ is bent then |Ĝ(x+2y)| =
|Ĝ′(x+ 2(x⊕ y))| = 4n/2. This completes the proof. �

9. Conclusion and open problems

In the present work we have shown how generalizations of the notion of bent
functions involving the ring Z4 could produce, by Gray map or by base 2 expansion,
bent Boolean functions in the classical sense. We have proved that the approach of
Kumar et al. and that of Schmidt are not equivalent at least in quaternary case.
Schmidt's de�nition �ts better Z4-cyclic codes constructions. Conversely classical
binary bent functions (but perhaps not semi bent functions) can yield generalized
bent functions by inverse Gray map. These results motivate to explore further
algebraic constructions of generalized bent functions. Although the results show
that there is no direct connection between quaternary and Boolean bent functions
it is still might be possible to connect these notions if we will ask for additional
conditions. For instance, it would be interesting to solve the problem that we
mentioned at the end of section 4.3. It is also possible that notions of q-ary and
Boolean bent functions are more connected for q > 4.
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1. Introduction

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in
Cryptography that was held for the seventh time in 2020. The Olympiad program
committee includes specialists from Belgium, France, the Netherlands, the USA,
Norway, India, Luxembourg, Belarus', Kazakhstan, and Russia. Interest in the
Olympiad around the world becomes more signi�cant. In 2020, there were 775
participants from more than 50 countries; and 14 countries took part for the �rst
time. Summing the results, 84 participants in the �rst round and 49 teams in the
second round from 32 countries were awarded with prizes and honorable diplomas.
The list of the winners can be found at the o�cial website of the Olympiad [9].
Fig. 1 illustrates the Olympiad logo and winners.

Let us shortly formulate the format of the Olympiad. When registering to the
Olympiad, each participant chooses his/her category: �school students� (for junior
researchers: pupils and high school students), �university students� (for participants
who are currently studying at universities) and �professionals� (for participants
who have already completed education or just want to be in the restriction-free
category). The Olympiad consists of two independent the Internet rounds. The
�rst round is individual (duration 4 hours 30 minutes, two sections: A is for �school
students�, B is for �university students� and �professionals�). The second round is a
team one (duration 1 week, common to all participants).

A distinctive feature of the Olympiad is that some unsolved problems at the
intersection of mathematics and cryptography are o�ered to the participants as
well as problems with known solutions. During the Olympiad, one of such open
problems, �Miller � Rabin revisited� (see section 3.5), was solved completely. For
another one problem, �Bases� (see section 3.13), a partial solution was proposed.
All the open problems stated during the Olympiad history can be found here [10].
What is more important for us that some researchers were trying to �nd solutions
after the Olympiad was over. In the recent paper [7], a complete solution was found
for the problem �Orthogonal arrays� (2018). A partial solution for the problem �A
secret sharing� (2014) was proposed in [3]. We invite everybody who has ideas on
how to solve the problems to send your solutions to us!

We start with problem structure of the Olympiad in section 2. Then we present
formulations of all the problems stated during the Olympiad and give their detailed
solutions in section 3. Mathematical problems and their solutions of the previous
International Olympiads in cryptography NSUCRYPTO from 2014 to 2019 can be
found in [2], [1], [8], [4], [5], and [6] respectively.

2. Problem structure of the Olympiad

There were 14 problems stated during the Olympiad, some of them were included
in both rounds (Tables 1, 2). Section A of the �rst round consisted of six problems,
whereas the section B contained seven problems. The second round was composed
of ten problems. Four problems included unsolved questions (awarded special prizes
from the Program Committee).

https://nsucrypto.nsu.ru/
https://nsucrypto.nsu.ru/unsolved-problems
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Fig. 1. NSUCRYPTO logo and winners

Òàáëèöà 1. Problems of the �rst round

N Problem title Max score

1 2020 4

2 POLY 4

3 A secret house 4

4 RGB 4

5 Miller � Rabin revisited (Q1) 4

6 Mysterious event 4

N Problem title Max score

1 2020 4

2 A secret house 4

3 Miller � Rabin revisited 4 + add.

4 RGB 4

5 Mysterious event 4

6 CPA game 6

7 Collisions (Q1) 4

Section A Section B

Òàáëèöà 2. Problems of the second round

N Problem title Maximum score

1 POLY 4

2 Stairs-Box 7

3 Hidden RSA 6

4 Orthomorphisms 12

5 JPEG Encoding Unlimited (open problem)

6 Miller � Rabin revisited 4 + add. sc. for open pr.

7 CPA game 6

8 Collisions 8

9 Bases Unlimited (open problem)

10 AES-GCM 10 + add. sc. for open pr.

3. Problems and their solutions

In this section, we formulate all the problems of NSUCRYPTO'2020 and present
their detailed solutions paying attention to solutions proposed by the participants.

3.1. Problem �2020�.

3.1.1. Formulation. A cipher machine WINSTON can transform a binary sequence in
the following way. A sequence S is given, a cipher machine can add to S or remove
from S any subsequence of the form 11, 101, 1001, 10 . . . 01. Also, it can add to S
or remove from S any number of zeros.

When special agent Smith entered the room there were two identical WINSTON
machines. He was curious to encrypt number 2020 and he tried to encrypt the
number in it's binary form. The �rst cipher machine returned the binary form of
number 1984, the second one returned the binary form of number 2021. Smith
understood that one of the machines is broken. How did he know that?
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3.1.2. Solution. By removing subsequences of the form 10...01 and 0...0, the parity
of ones in the binary representation cannot be changed. The given numbers have
the following binary representations:

2020→ 11111100100→ 7 ones,

2021→ 11111100101→ 8 ones,

1984→ 11111000000→ 5 ones.

Hence, it is impossible to obtain 2021 from the input 2020. Hence, the second
machine must be broken.

3.2. Problem �POLY�.

3.2.1. Formulation. During a job interview, Bob was proposed to think up a small
cryptosystem that operates with integers. Bob invented and implemented a complex
algorithm POLY that can be represented mathematically as a polynomial. Namely,
if x is a plaintext, then ciphertext y is equal to p(x), where p is a polynomial with
integer coe�cients.

Bob's employer decided to test it. At �rst, he encrypted the number 20 and
obtained the number 7. Secondly, he encrypted the number 15 and obtained the
number 5. After that he said to Bob that there was a mistake in the implementation
of the algorithm and did not hire him. What was wrong?

3.2.2. Solution. Let p(x) = c0 + c1x + . . . + cnx
n. Then p(a) − p(b) = c1(a − b) +

. . .+ cn(an− bn), where a, b are some integers. Since (ak− bk) is divided by (a− b),
we have that p(a)− p(b) is divided by (a− b). By condition, we have p(20) = 7 and
p(15) = 5, but 5 does not divide 2. Hence, there is a mistake in the implementation.
Almost all the participants solved the problem.

3.3. Problem �A secret house�.

3.3.1. Formulation. You can see a secret house in Fig. 2(a). Looking on it, could
you understand what should be shown inside the frame left blank in Fig. 2(b)?

(a) (b)

Fig. 2. A secret house

3.3.2. Solution. Looking on the house, one can see that the number in a window
is equal to �5 minus the number of shadows� inside the window. Hence, we can
guess that the task is to calculate 340231 (mod 5). Since 34 = 1 (mod 5), then
340231 (mod 5) = 34·10057+3 (mod 5) = 33 mod 5 = 4. Hence, there should be one
shadow inside the frame.

3.4. Problem �RGB�.
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3.4.1. Formulation. Victor is studying the Moctod search server. Inside its software,
he found two integer variables a and b that change their values when special search
queries �RED�, �GREEN� and �BLUE� are processed. More precisely, the pair (a, b) is
changed to (a+18b, 18a−b) when processing the query �RED�, to (17a+6b,−6a+17b)
when processing �GREEN�, and to (−10a− 15b, 15a− 10b) when processing �BLUE�.
When any of a or b reaches a multiple of 324, it resets to 0. Whenever (a, b) = (0, 0),
the server crashes.

On the server startup, the variables (a, b) are set to (20, 20). Prove that the server
will never crash with these initial values, regardless of the search queries processed.

3.4.2. Solution. The number 325 is the �rst natural number that can be written as
sums of squares in three di�erent ways (up to permutation of terms):

325 = 12 + 182 = 62 + 172 = 102 + 152.

Keeping this in mind, if (A,B) is the result of changing (a, b) with some query, then

A2 +B2 = 325(a2 + b2) ≡ a2 + b2 (mod 324).

Thus, the number (a2 + b2) mod 324 does not change for any chain of queries (in
order words, it is an invariant). Since initially (202 + 202) mod 324 = 152 6= 0, the
server will never crash.

3.5. Problem �Miller � Rabin revisited�.

3.5.1. Formulation. Bob decided to improve the famous Miller � Rabin primality
test and invented his test given in Algorithm 1. The odd number n being tested is
represented in the form n− 1 = 2k3`m, where m is not divisible by 2 or 3.

Algorithm 1 Bob's primality test

1. Take a random a ∈ {2, . . . , n− 2}.
2. Put a← am mod n. If a = 1, return �PROBABLY PRIME�.
3. For i = 0, 1, . . . , `− 1 do the following steps:

(a) b← a2 mod n;
(b) if a+ b+ 1 is divisible by n, return �PROBABLY PRIME�;
(c) a← ab mod n.

4. For i = 0, 1, . . . , k − 1 repeat:
(a) if a+ 1 is divisible by n, return �PROBABLY PRIME�;
(b) a← a2 mod n.

5. Return �COMPOSITE�.

Q1 Prove that Algorithm 1 does not fail, that is, not return �COMPOSITE�, for
a prime n.

Q2 Bonus problem (extra scores, a special prize!)
A composite integer n may be classi�ed as �PROBABLY PRIME� by a

mistake. It is known that for the usual Miller � Rabin test the error
probability is less than 1/4. Can this estimation be improved when we
are switching to Algorithm 1?

Remark. The expression a ← am mod n means that a takes a new value that is
equal to the remainder of dividing am by n.
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3.5.2. Solution. Let us prove that Algorithm 1 does not fail (Q1).
If n is prime, then by Fermat's Little Theorem n divides

an−1 − 1 = a2
k3lm − 1 = (a2

k−13lm − 1)(a2
k−13lm + 1) = . . . =

= (a3
lm − 1)

k−1∏
i=0

(
a2

i3lm + 1
)

= ((a3
l−1m)3 − 1)

k−1∏
i=0

(
a2

i3lm + 1
)

=

= (a3
l−1m − 1)((a3

l−1m)2 + a3
l−1m + 1)

k−1∏
i=0

(
a2

i3lm + 1
)

= . . . =

= (am − 1)

l−1∏
j=0

(
(a3

jm)2 + a3
jm + 1

) k−1∏
i=0

(
a2

i3lm + 1
)
.

A prime number n must divide one of the parentheses in the last expression. The
required statement follows from this.

The answer for the question Q2 is �the estimation is not improved�. Let us prove
this. In the original Miller � Rabin test, instead of steps 2 and 3, the following step
is performed:

23. a← a3
lm mod n. If a = 1, return �PROBABLY PRIME�.

In other words, the following congruence relation is checked:

(1) a3
lm ≡ 1 (mod n).

If (1) is satis�ed, then A = a3
l−1m is the cube root of 1 modulo n:

A3 − 1 ≡ 0 (mod n) ⇔ (A− 1)(A2 +A+ 1) ≡ 0 (mod n).

In this case, either A ≡ 1 (mod n), i.e.

(2) a3
l−1m ≡ 1 (mod n),

or A2 + A ≡ −1 (mod n). Both cases are analyzed in Bob's test. In the �rst case,
the congruence relation (2) is analyzed in the same way as (1).

Thus, the answer �PROBABLY PRIME� in Miller � Rabin test is returned if and
only if the same answer is returned in Bob's test. Bob's test has an advantage over
Miller � Rabin test. It is more e�cient since the correctness of (1) can be obtained
earlier.

The question Q2 was correctly solved by 10 participants and teams. They are
Artur Puzio (Poland), Leo Boitel (France), Geng Wang (China), Gabor P. Nagy
(Hungary), the team of Albert Smith, Ethan Tan, Guowen Zhang (Australia), the
team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, Ioan Dragomir (Romania),
the team of Sergey Bystrevskii, Maksim Starodubov, Evgeny Mikhalchuk (Russia),
the team of Mohammad Akbarizadeh, Reza Kaboli, Sajjad Bagheri (Iran), the team
of Jeremy Jean, Hugues Randriam (France), Irina Slonkina (Russia).

3.6. Problem �Mysterious event�.

3.6.1. Formulation. Mr. Bob is the editor in-chief of a well known magazine. He
has many interests and activities in addition to work: meetings with bright people
of politics and art, dancing, �shing, and even stenography and linguistics.

Every week, the magazine publishes a hard Sudoku on the last page. Mr. Bob
likes this game too! So, it is a pleasure for him to personally analyze all solutions
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from the readers. He sits down in his o�ce with a cup of co�ee and looks through
all the PNG-�les with photos of solutions.

But suddenly Mr. Bob disappeared. The last solution he could see on his monitor
was that in Fig. 3 (here is a link to it, if you are interested in).

Fig. 3. Sudoku

But what happened? Where is Mr. Bob?

3.6.2. Solution. As Mr. Bob likes stenography and the format of the given �le is
png, one can try to �nd message hidden in Fig. 3 using steganography tools, for
example [14]. It reveals the message �They know that you are a spy! Get back to
the center right now.� So, Mr.Bob is in the center.

3.7. Problem �CPA game�.

3.7.1. Formulation. Suppose we have a system for the encryption of binary messages.
The system has the following characteristics:

• Every message is divided into blocks of length n that are called plaintexts
(it is supposed that the length of messages is divisible by n).
• The system employs a block cipher with the encryption function E in
cipher block chaining (CBC) mode (see the picture below). A block, an
initialization vector IV and a key lengths are equal to n. The result of
encryption of the message is a concatenation of IV and the ciphertexts of
all plaintexts it consists of.
• The IV for the �rst message is chosen randomly by using a secure pseudo-
random number generator. The last ciphertext block of the i-th message is
used as the IV for the (i+ 1)-st message.

Let Alice be an honest user of the system. Victor, an adversary, convinced her
to play chosen�plaintext attack game (CPA game) with him.

The game is the following:

1. Alice selects a key k ∈ {0, 1}n and chooses a bit b ∈ {0, 1}.
2. Victor submits a sequence of q queries to Alice. For i = 1, 2, . . . , q repeat

(a) Victor chooses a pair of messages, mi,0,mi,1 of the same length.
(b) Alice encrypts mi,b with the key k and gets ci (that is the sequence of

corresponding IV and ciphertexts). She sends ci to Victor.
3. Victor outputs a bit b∗ ∈ {0, 1}.

Let W be the event that Victor guesses the bit, that is b∗ = b. We de�ne Victors's
advantage with respect to E as CPAadv := |Pr[W]− 1/2|. Victor wins the game if
he can build an e�cient algorithm such that CPAadv is not negligible.

http://nsucrypto.nsu.ru/media/MediaFile/Mysterious_event-email.png
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Task. Construct an e�cient probabilistic polynomial-time (PPT) algorithm that
wins the CPA game against this implementation with an advantage close to 1/2.

3.7.2. Solution. We describe two deterministic algorithms that win the given CPA
game with two queries in Algorithms 2,3. Let 0 and 1 denote all zeros and all ones
vectors from the space Fn

2 .

Algorithm 2 The �rst deterministic algorithm

q1: (a) Victor chooses a pair of messages m1,0 = m1,1 = 0 and sends them to
Alice;

(b) Alice sends c1 = (IV,Ek(IV )) to Victor;
q2: (a) Victor chooses a pair of messages m2,0 = IV ⊕ Ek(IV ), m2,1 = IV ⊕

Ek(IV )⊕ 1 and sends them to Alice;
(b) Alice sends c2 = (Ek(IV ), C) to Victor. Depending on the value of b,

the ciphertext C is equal to Ek(IV ) if b = 0, and it holds C = Ek(IV ⊕
1) if b = 1.

Finally, Victor outputs b∗ = 0 if C = Ek(IV ) and b∗ = 1 otherwise.

Algorithm 3 The second deterministic algorithm

q1: (a) Victor chooses a pair of messages m1,0 = 0, m1,1 = 1 and sends them
to Alice;

(b) Alice sends c1 = (IV, C) to Victor, where the ciphertext C is equal
to Ek(IV ) if b = 0, and it holds C = Ek(IV ⊕ 1) if b = 1;

q2: (a) Victor chooses a pair of messages m2,0 = m2,1 = IV ⊕ C and sends
them to Alice;

(b) Alice sends c2 = (Ek(IV ), Ek(IV )) to Victor.

Finally, Victor outputs b∗ = 0 if C = Ek(IV ) and b∗ = 1 otherwise.

There were several solutions from the participants that proposed the approaches
described above, as well as many 3-queries deterministic and probabilistic algorithms.

3.8. Problem �Stairs-Box�.

3.8.1. Formulation. Nicole was climbing stairs and has found a box containing a
curious permutation on the set of elements {0, 1, . . . , 63}:

S = [ 13,18,20,55,23,24,34, 1,62,49,11,40,36,59,61,30,
33,46,56,27,41,52,14,45, 0,29,39, 4, 8, 7,17,50,
2,54,12,47,35,44,58,25,10, 5,19,48,43,31,37, 6,

21,26,32, 3,15,16,22,53,38,57,63,28,60,51, 9,42 ]

So, the element 0 it maps to 13, the element 1 to 18, etc.
Nicole understands that it is possible to consider such a permutation as a vectorial

Boolean function S : F6
2 → F6

2 if every number between 0 and 63 one replaces
with a binary vector of length 6. For instance, S(000010) = (010100), since S
maps 2 to 20. She knows that S can be given in terms of coordinate functions as
S(x) = (s1(x), . . . , s6(x)), and each Boolean function si can be represented in the
algebraic normal form using binary operations XOR and AND in the following way:
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si(x) =
⊕

I∈P(N) aI
(∏

i∈I xi
)
, where P(N) is the power set of N = {1, . . . , 6} and

aI ∈ F2.
A label on the box said that the function S can be represented as a composition

of three maps in the following way:

S = A ◦X ◦B,

where A,B : F6
2 → F6

2 are linear maps and X is a function with a short
arithmetic expression modulo 64. Nicole knows that a linear map over F6

2 can
be de�ned by multiplication with a 6 × 6 matrix over F2. But she wonders what
is supposed by �a short arithmetic expression modulo 64�? Probably, Nicole also
should consider maps as classical modular operations such as addition, substraction,
multiplication modulo 64?..

Help Nicole to �nd the secret function X and the respective maps A,B!

3.8.2. Solution. Arithmetic operations modulo 26 can be reduced modulo smaller
powers of 2. Most importantly, the output modulo 2 depends only on the input
modulo 2 (1 bit), the output modulo 2i depends only on the input modulo 2i (i
input bits, 1 6 i 6 6).

It follows that there must exist linear combinations of outputs of S with algebraic
degrees less or equal to each of 1, 2, 3, 4, 5, 5 (�staircase�). And indeed, such
combinations do exist for the given S-box S. While there is some freedom left in
choosing such combinations, the number of possibilities is reasonably small. Any
such choice identi�es a candidate for the linear map A. The same idea can be applied
to S−1 to obtain candidates for B. Using the fact that i least signi�cant bits of the
output of X must depend only on i least signi�cant bits of the input of X, correct
candidates for A,B can be recovered in a sequential bit-by-bit manner.

There exist 8 solutions, any of which was accepted as a correct answer:

X : Z64 → Z64, X(x) ∈ {x+ 1, x+ 17, x+ 33, x+ 49,

33x+ 1, 33x+ 17, 33x+ 33, 33x+ 49}.

In total, 15 teams managed to solve this problem completely and 12 teams got
only partial progress. Many teams guessed the linear shape of the polynomial of X
and used creative ways to verify their guess. Teams of Gongyu Shi, Xinzhou Wang,
Yu-hang Jii (China) and Weidan Ji, Wenwen Xia, Zhang Hongyi (China) used the
Walsh spectrum exploiting its invariance under composition of the function with
linear maps and further recovered A,B e�ciently by matching the rows/columns
of the Linear Approximation Tables (LAT) of S and X. The team of Gyumin
Roh, Hyunsik Jeong, Mincheol Son (South Korea) developed similar method but
using Di�erence Distribution Table (DDT) instead of the LAT. Hieu Nguyen Duy
(Vietnam) used more direct approach to reconstructing A,B row-by-row/column-
by-column with the constraint of the partial solution X modulo 2i having the form
linear polynomial x 7→ ax+ b.

3.9. Problem �Hidden RSA�.

3.9.1. Formulation. Bob has learned about the public-key cryptography and now
anyone can send a secret message to him. The message is encoded by a nonnegative
integer x which has at most 70 digits in the decimal representation. To send a
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message for Bob, one has to enter it on his webpage [11]. After the message is
entered, it is immediately encrypted using RSA. The encryption result is

Encr(x) = xe mod n,

where n is a modulus (product of two distinct odd primes p and q) and e is a public
exponent (coprime with p − 1 and q − 1). Bob is afraid of hackers and does not
disclose either n or e (even though this contradicts the usual usage of the RSA
cryptosystem).

Victor has intercepted the encrypted message

y = 71511896681324833458361392885184344933333159830863878600189212073777582178173,

which Alice has sent to Bob.
Help Victor to decrypt y. You can enter any allowed message x on the Bob's

website [11] and receive in response the corresponding ciphertext Encr(x).

3.9.2. Solution. Victor takes advantage of the fact that RSA typically uses a small
open exponent e. Victor views small candidate exponents ê = 3, 5, . . ., searching for
the correct one among them and at the same time determining n.

Viktor processes ê as follows. First, he checks the condition 2ê > Encr(2). If the
condition is not satis�ed, then ê is rejected. Second, Victor de�nes n̂ = 2e−Encr(2).
This is an estimate of the modulus n in the sense that if ê = e, then n̂ is a multiple
of n. Third, for several random x Victor re�nes the estimate:

n̂← gcd(n̂, (xê mod n̂)− Encr(x)).

If ê = e, then the estimate n̂ quickly converges to n. If ê 6= e, then n̂ quickly
converges to 1.

Using the method described above, Victor �nds e = 65537 and

n = 76200708443433250012501342992033571586971760218934756930058661627867825188509.

The module n (256-bit) can be quickly factorized using programs like msieve or
cado-nfs.

As a result, prime divisors can be found

p = 232086664036792751646261018215123451301,

q = 328328681700354546732404725320581286809.

Then the secret exponent is determined

d = e−1 mod (p− 1)(q − 1) =

= 58041460011714671214337771652949080061981291861469879231637604933853779098273

and the desired message

yd mod n = 202010181600.

This is the NSUCRYPTO'2020 start time code (October 18, 2020, 16:00).

3.10. Problem �Orthomorphisms�.

https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
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3.10.1. Formulation. A young cryptographer Bob wants to build a new block cipher
based on the Lai-Massey scheme. The Lai-Massey scheme depends on a �nite group
G with the neutral element e and an orthomorphism of G. Bob decides to use a
nonabelian group and chooses a dihedral group D2m , m > 4, generated by a, u with
presentation

a2
m−1

= e, u2 = e, ua = a−1u.

Let θ be a permutation of a �nite group G. Then θ is called an orthomorphism
of G if the mapping π : α 7→ α−1θ(α) is a permutation of G.

Bob needs to construct an orthomorphism of D2m . He considers the set DMm

consisting of all mappings θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

on D2m given by

θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

: ai 7→

{
ar1i+c1 if i ∈ {0, . . . , 2m−2 − 1},
ar2i+c2u if i ∈ {2m−2, . . . , 2m−1 − 1},

θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

: aiu 7→

{
aq1i+b1u, if i ∈ {0, . . . , 2m−2 − 1},
aq2i+b2 , if i ∈ {2m−2, . . . , 2m−1 − 1},

and depending on bi, ci, ri, qi ∈ {0, . . . , 2m−1−1} for i ∈ {1, 2}, where the operations
addition and multiplication are over the residue ring Z2m−1 .

Q1 Letm = 4. Help Bob to describe all orthomorphisms of DMm and �nd their
number.

Q2 For each m > 4, help Bob to describe all orthomorphisms of DMm, i. e.
give necessary and su�cient conditions on bi, ci, ri, qi for i ∈ {1, 2} such
that θ

(r1,r2,c1,c2)
(q1,q2,b1,b2)

is an orthomorphism of D2m .

3.10.2. Solution. Let Zn = {0, ..., n− 1} for a positive integer n > 1.

Theorem. Let m > 4. A mapping θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

∈ DMm is an orthomorphism if and

only if bi, ci, ri, qi ∈ Z2m−1 for i ∈ {1, 2} satisfy one of the following conditions:

(1) If r1 ≡ r2 ≡ 3 (mod 4), then r1 = q2, r2 = q1,
c1 = b2, c2 = b1, c1 + c2 ≡ 1 (mod 2).

(2) If r1 ≡ r2 ≡ 2 (mod 4), then r1 = q1, r2 = q2,
q1 − 1 ≡ b1 + c1 (mod 2m−1), q2 − 1 ≡ b2 + c2 (mod 2m−1),
b1 + c2 ≡ 1 (mod 2), b2 + c1 ≡ 1 (mod 2).
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Proof of Theorem. Let θ = θ
(r1,r2,c1,c2)
(q1,q2,b1,b2)

. It is clear that θ is a permutation if and

only if

2m−2−1⋃
j=0

{r1j + c1 } ∩
2m−1−1⋃
j=2m−2

{q2j + b2} = ∅,

2m−1−1⋃
j=2m−2

{r2j + c2} ∩
2m−2−1⋃

j=0

{q1j + b1} = ∅,

2m−2−1⋃
j=0

{r1j + c1 } ∪
2m−1−1⋃
j=2m−2

{q2j + b2} = Z2m−1 ,

2m−1−1⋃
j=2m−2

{r2j + c2} ∪
2m−2−1⋃

j=0

{q1j + b1} = Z2m−1 ,

where the operations addition and multiplication are over the residue ring Z2m−1 .
They are equivalent to conditions

r1j1 − q2j2 6≡ q22m−2 + b2 − c1 (mod 2m−1),(3a)

r2j1 − q1j2 6≡ q12m−2 + b1 − c2 (mod 2m−1),(3b)

r1(j′1 − j′2) 6≡ 0 (mod 2m−1),(3c)

r2(j′1 − j′2) 6≡ 0 (mod 2m−1),(3d)

q1(j′1 − j′2) 6≡ 0 (mod 2m−1),(3e)

q2(j′1 − j′2) 6≡ 0 (mod 2m−1),(3f)

which hold for all j1, j2 ∈ Z2m−2 and all j′1, j
′
2 ∈ Z2m−2 with j′1 6= j′2.

From conditions (3c) � (3f), it follows that

(4) r1 6≡ 0 (mod 4), r2 6≡ 0 (mod 4), q1 6≡ 0 (mod 4), q2 6≡ 0 (mod 4).

Note that π : α 7→ α−1θ(α) is given by

π : ai 7→

{
a(r1−1)i+c1 if i ∈ Z2m−2 ,

a(r2−1)i+c2u if i ∈ {2m−2, ..., 2m−1 − 1},

π : aiu 7→

{
a−(q1−1)i−b1 if i ∈ Z2m−2 ,

a−(q2−1)i−b2u if i ∈ {2m−2, ..., 2m−1 − 1},

where the operations addition, multiplication and subtraction are over Z2m−1 .
For each i ∈ {1, 2}, we suppose r̃i = ri − 1 mod 2m−1, q̃i = 1 − qi mod

2m−1, b̃i = 2m−1 − bi.
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It is clear that π is a permutation if and only if

2m−2−1⋃
j=0

{r̃1j + c1} ∩
2m−2−1⋃

j=0

{
q̃1j + b̃1

}
= ∅,

2m−2−1⋃
j=0

{r̃1j + c1} ∪
2m−2−1⋃

j=0

{
q̃1j + b̃1

}
= Z2m−1 ,

2m−1−1⋃
j=2m−2

{r̃2j + c2} ∩
2m−1−1⋃
j=2m−2

{
q̃2j + b̃2

}
= ∅,

2m−1−1⋃
j=2m−2

{r̃2j + c2} ∪
2m−1−1⋃
j=2m−2

{
q̃2j + b̃2

}
= Z2m−1 ,

where the operations addition and multiplication are over the residue ring Z2m−1 .
They are equivalent to conditions

(r1 − 1)j1 − (1− q1)j2 6≡ −b1 − c1 (mod 2m−1),(5a)

(r2 − 1)j1 − (1− q2)j2 6≡ −b2 − c2 (mod 2m−1),(5b)

(r1 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5c)

(r2 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5d)

(q1 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5e)

(q2 − 1)(j′1 − j′2) 6≡ 0 (mod 2m−1),(5f)

which hold for all j1, j2 ∈ Z2m−2 and all j′1, j
′
2 ∈ Z2m−2 with j′1 6= j′2.

From conditions (5c) � (5f), it follows that

(6) r1 6≡ 1 (mod 4), r2 6≡ 1 (mod 4), q1 6≡ 1 (mod 4), q2 6≡ 1 (mod 4).

Then we will use the following Lemma.

Lemma. Let d > 4,R(d) = {r ∈ Z2d−1 |r ≡ t (mod 4), t ∈ {1, 2, 3}} , and Ā(d)(h1, h2) ={
h1j1 − h2j2 mod 2d |j1, j2 ∈ Z2d−1

}
, h1, h2 ∈ R(d).

Then

Ā(d)(h1, h2) =


Z2d\{2d−1} if h1 = h2, h1 ≡ h2 ≡ 1 (mod 2),

Z2d\{h2} if h2 = 2d − h1, h1 ≡ h2 ≡ 1 (mod 2),

Z2d if h2 /∈ {h1, 2d − h1}, h1 ≡ h2 ≡ 1 (mod 2),

{2j|j ∈ Z2d−1} if h1 ≡ h2 ≡ 2 (mod 4).

Proof of Lemma. For all s, v1, v2 ∈ Z2d−1 , we denote

sĀ(d)(v1, v2) =
{
sb mod 2d|b ∈ Ā(d)(v1, v2)

}
.

Let t be an element from Ā(d)(h1, h2). Therefore, t = h1i1 − h2i2 mod 2d for
some i1, i2 ∈ Z2d−1 .

Let hi ≡ 1 (mod 2) for some i ∈ {1, 2}. Without loss of generality, we suppose
h1 ≡ 1 (mod 2). Then h−11 t = i1 − h−11 h2i2 mod 2d. So, t′ = i1 − h · i2 mod 2d,
where t′ = h−11 t, h = h−11 h2.

Obviously, Ā(d)(h1, h2) = Ā(d)(h1, h1h) = h1Ā
(d)(1, h).

Now, we consider two cases.
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Case 1. Let h be odd. For all i1, i2 ∈ Z2d−1 , we have

i1 − i2h 6≡

{
2d−1 (mod 2d) if h = 1,

2d − 1 (mod 2d) if h = 2d − 1.

If h ∈ {3, 5, 7, ..., 2d − 3}, then

Ā(d)(1, h) =

2d−1−1⋃
j2=0

{j1 − h · j2 |j1 ∈ Z2d−1} =

= Z2d−1 ∪
{

2d − h, 2d − h+ 1, . . . , 2d−1 − h− 1
}
∪ . . .

∪
{

2d − 2h, 2d − 2h+ 1, ..., 2d−1 − 2h− 1
}
∪

∪
{

2h+ 2d−1, 2h+ 1 + 2d−1, ..., 2h− 1
}
∪ . . .

∪
{
h+ 2d−1, h+ 1 + 2d−1, ..., h− 1

}
= Z2d ,

where the operations addition and subtraction are over Z2d .
Hence,

Ā(d)(1, h) =


Z2d\{2d−1} if h = 1,

Z2d\{2d − 1} if h = 2d − 1,

Z2d if h ∈ {3, 5, ..., 2d − 3}.
Case 2. Let h be even. From condition (4), it follows that h2 ≡ 2 (mod 4).

Thus, h ≡ 2 (mod 4). Hence,

Ā(d)(1, h) =

2d−1−1⋃
j2=0

{j1 − h · j2|j1 ∈ Z2d−1} =

= Z2d−1 ∪
{

2d − h, 2d − h+ 1, ..., 2d−1 − h− 1
}
∪ . . .

∪
{

2h, 2h+ 1, ..., 2h+ 2d−1 − 1
}
∪

∪
{
h+ 2d−1, h+ 1 + 2d−1, ..., 2d − 2, 2d − 1, 0, 1, ..., h− 1

}
= Z2d

where the operations addition and subtraction are over Z2d .
So, if hi ≡ 1 (mod 2) for some i ∈ {1, 2}, then

Ā(d)(h1, h2) =


Z2d\{2d−1}, if h1 = h2,

Z2d\{2d − h1}, if h2 = 2d − h1,
Z2d , if h2 /∈ {h1, 2d − h1}.

Suppose h1 ≡ h2 ≡ 2 ( mod 4). Thus, t = 2t̃ mod 2d, where t̃ = h̃1i1−h̃2i2 mod

2d−1, h̃1 = h1/2, h̃2 = h2/2. Note that h̃1 ≡ h̃2 ≡ 1 (mod 2). From

Z2d−1 =
{
h̃1j1 − h̃2j2 mod 2d−1|j1, j2 ∈ Z2d−1

}
,

we get

Ā(d)(h1, h2) = {2j|j ∈ Z2d−1} .
End of Lemma proof.

From Lemma and conditions (3a), (3b), it follows that we must consider four
cases:

• r1 ≡ r2 ≡ 1 (mod 2),
• r1 ≡ 1 (mod 2), r2 ≡ 2 (mod 4),
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• r1 ≡ 2 (mod 4), r2 ≡ 1 (mod 2),
• r1 ≡ r2 ≡ 2 (mod 4).

If r1 ≡ r2 ≡ 1 (mod 2), then

(7) r1 ∈ {q2, 2m−1 − q2}, r2 ∈ {q1, 2m−1 − q1}.

From condition (6), we get r1 ≡ r2 ≡ 3 (mod 4).
For each i, j ∈ {1, 2}, i 6= j, if rj = 2m−1 − qi, then qi ≡ 1 (mod 4) that

contradicts (6). Consequently, rj 6= 2m−1 − qi for qi ≡ 1 (mod 4). From Lemma
and conditions (5a), (5b), we get

(8) b1 + c1 ≡ 1 (mod 2), b2 + c2 ≡ 1 (mod 2).

If r1 = q2, r2 = q1, then relations (3a), (3b) hold if and only if c1, c2, b1, b2
satisfy conditions

2m−2 ≡ q22m−2 + b2 − c1 (mod 2m−1), 2m−2 ≡ q12m−2 + b1 − c2 (mod 2m−1),

i.e.

(9) c1 = b2, c2 = b1.

From (8) and (9), we get c1 + c2 ≡ 1 (mod 2).
Let i, j ∈ {1, 2}, i 6= j. If rj ≡ 1 (mod 2), ri ≡ 2 (mod 4), then

(10) rj ∈ {qi, 2m−1 − qi}, ri ≡ qj ≡ 2 (mod 4).

From (10), it follows that rj−1 6≡ 1−qj ( mod 2). Therefore, from relations (5a),
(5b) and Lemma, we get that condition (10) is impossible.

If r1 ≡ r2 ≡ 2 ( mod 4), then q22m−2 +b2−c1 ≡ 1 ( mod 2), q12m−2 +b1−c2 ≡
1 (mod 2). Thus,

(11) b1 + c2 ≡ 1 (mod 2), b2 + c1 ≡ 1 (mod 2).

From Lemma and relations (5a), (5b), we have ri − 1 ∈ {1 − qi, 2
m−1 − 1 +

qi} for each i ∈ {1, 2}, where

−bi − ci =

{
2m−2 if ri − 1 = 1− qi,
1− qi if ri − 1 = 2m−1 − 1 + qi,

where the operations addition and subtraction are over Z2m−1 .
If ri − 1 = 1 − qi for some j ∈ {1, 2}, then rj = 2 − qj . Hence, qj ≡ 0 (mod 4)

that contradicts (4). So, there is only one relation ri − 1 = 2m−1 − 1 + qi (mod
2m−1) for each i ∈ {1, 2}. Thus,

(12) ri = qi for each i ∈ {1, 2}.

If r1 ≡ r2 ≡ 2 (mod 4), then π is a permutation if and only if conditions (11),
(12) hold and qi − 1 = bi + ci mod 2m−1 for each i ∈ {1, 2}.

End of Theorem proof.

Let OMDm be the subset of MDm consisting of all orthomorphisms. From
Theorem, it follows that |OMD4| = 28.

Full and complete solutions for this problem were proposed by four team. The
best one was given by the team of Jeremy Jean and Hugues Randriam (France).

3.11. Problem �JPEG Encoding�.
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3.11.1. Formulation. In order to decrease the readability of the exchanged messages,
Alice and Bob decided to encode their messages using JPEG image compression.
They write (or draw) their message in a graphics software, save it as a JPEG �le
and then encrypt the resulting �le using some encryption algorithm.

Let us describe the details of the JPEG encoding. The matrix of pixels is �rst
divided into 8 × 8 matrices, and then the matrices of the type presented below
are obtained from them using discrete cosine transform (DCT) and quantization.
An interesting characteristic of these matrices is that most of the non-zero data is
concentrated in the upper left corner of the matrix, and most of the data in the
lower right corner is 0. After that, the matrix is encoded using 0's and 1's.

One example of the matrix encoding is the following algorithm:

1. First, the zigzag rule is used to convert the 8 × 8 matrix into a one-
dimensional vector;

2. Then the Exp-Golomb code is used to encode each number in the vector.
Each number (aside from 0, which is encoded as just one bit 0) is encoded
by three parts:
� length: a sequence of 1's corresponding to the length of the binary
representation of the number, followed by 0 to mark the end of the
length sequence;

� sign: a bit representing the sign of the number: 0 for negative, 1 for
positive number;

� residual: the binary representation of the number, with the leading 1
omitted.

For example, the number 47 is encoded as the sequence 1111110︸ ︷︷ ︸
length

1︸︷︷︸
sign

01111︸ ︷︷ ︸
residual

;

3. All encoded sequences are then concatenated and a 6-bit sequence is added
to the front. These 6 bits represent the number of non-zero elements in the
encoded sequence.

Fig. 4. Zig-zag transformation of the matrix

An example. Let us consider how the algorithm works. We can see that after
Exp-Golomb coding (see Fig. 4), the 8 × 8 DCT quantized matrix above can be
binarized using 91 bits (see below). Note that using the inverse process of the
encoding method, we can get the original 8× 8 matrix from these 91 bits.

001110︸ ︷︷ ︸
# of non-zero elements

1111110101111︸ ︷︷ ︸
47

111101001︸ ︷︷ ︸
9

111100100︸ ︷︷ ︸
−12

11011︸ ︷︷ ︸
3

111101010︸ ︷︷ ︸
10

11010︸ ︷︷ ︸
2

0︸︷︷︸
0

100︸︷︷︸
−1

1110001︸ ︷︷ ︸
−5

101︸︷︷︸
1

11000︸ ︷︷ ︸
−2

100︸︷︷︸
−1

101︸︷︷︸
1

1110000︸ ︷︷ ︸
−4

101︸︷︷︸
1

Problem for a special prize! Your task is to design an encoding algorithm
providing as short as possible output strings for the given 100 000 matrices (here
is a �le with matrices, and non-zero elements of each matrix are concentrated in

https://nsucrypto.nsu.ru/media/MediaFile/JPEG_Encoding-test_data_matrices.txt
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the upper left corner). The less the sum of the lengths of the strings, the more
scores you get for this problem. The encoding process must be reversible, that is,
the original matrix can be obtained from the bit string using inverse coding.

3.11.2. Solution. By the authors opinion there were no great algorithms suggested.
So, the problem remains open.

Let us discuss some criterions that were used for checking. An adequate algorithm
for data processing should take into account the internal structure of the data
involved. Therefore, the algorithms like: 1) get bits from the text �le with matrices
neglecting the matrix numeric data itself and compress them just as a stream of
bits, scored low; 2) mechanical replacement of the suggested Exp-Golomb code
with Hu�man code or arithmetic code scored low; 3) the absence of the decoding
procedure scored low; 4) not working code scored low. The higher score got solutions
which: 1) provided working encoder and decoder; 2) provided data analysis and were
able to utilize the results of the data analysis in the algorithm; 3) provided good
compression.

The initial authors' algorithm that used the Exp-Golomb code provides the
compression size equal to 6 694 303 bits. The lowest compression size 5 878 894
bits was achieved by team of Nhat Linh LE Tan and Viet Sang Nguyen (France).
Unfortunately, this algorithm just used the Hu�man code instead of Exp-Golomb
code. Also, the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis Nabokov
(Russia) suggested an interesting solution. They made some reasonable observations
about the data and proposed changes into Exp-Golomb encoding depending on
the position in the matrix which allows to improve compression. Their result was
5 684 601 bits. Unfortunately, there were some problems with executing the codes
provided during the Olympiad.

3.12. Problem �Collisions�.

3.12.1. Formulation. Consider a hash function H that takes as its input a message
m consisting of k · n bits and returns an n-bit hash value H(m). The message m is
at least one block long (k > 1), and can be split into k blocks of n bits each: m1,
m2, . . ., mk. Let f be a function which takes an n-bit input and returns an n-bit
output. We will use ⊕ to denote the bitwise exclusive-or operator.

The hash function H is de�ned iteratively as follows:

hi := mi ⊕ f(hi−1 ⊕mi),

where all n bits of h0 are zero, and H(m) := hk. An illustration of function H is
given in Fig. 5.

Fig. 5. The hash function H.

A collision for H is de�ned as a pair of distinct messages (m,m′) so that H(m)
= H(m′). Given a message m and its corresponding hash value H(m), a second
preimage for H is de�ned as a message m′ 6= m so that H(m) = H(m′).
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Suppose that f is a secret random function and that you have obtained 10 · n
random di�erent pairs (x, f(x)) of argument and value of the function f . Under
these restrictions, solve the following problems. Algorithms in Q1 and Q2 must
give a solution with a high probability (> 1/2).

Q1 Propose an algorithm which �nds a collision for H.
Q2 Propose an algorithm which, given a message m and its corresponding hash

value H(m), �nds a second preimage m′ for H.
Q3 Suppose that n = 256 bits and the message m is �A random matrix is

likely decent�. Find a second preimage m′ for this message.
Remark 1. The text message is converted into a bit sequence as follows:
�rst, each character is converted into a 8-bit integer according to the UTF-
8 encoding, and then these integers are concatenated together using the
big-endian ordering. For example, the string �Hello� is converted into the
sequence of integers (72, 101, 108, 108, 111) which then gives the following
binary string: 0100100001100101011011000110110001101111. You can give
your answer to this task in the form of a binary sequence or a hexadecimal
sequence.
Remark 2. You can evaluate the hash function H on any input message
here [12]. The message being hashed should be presented as either a binary
sequence or a hexadecimal sequence, starting with a symbol b or h which
speci�es the representation. Here [13] you can �nd a list of values of f on
512 di�erent inputs (binary sequences are presented as integers).

3.12.2. Solution. Let || denote the concatenation of bit strings. Below we give
solutions for all subproblems.
Q1. It is easy to notice that H(x||f(x)) = 0 for any n-bit string. Therefore, for

any two vectors x, y with known values f(x), f(y), messages x||f(x) and y||f(y)
produce the same hash value 0.
Q2. By Q1, we can see that for any message m and any n-bit string x it holds

H(x||f(x)||m) = H(m).

So, we can easily construct 10 ·n preimages for any given message m. Alternatively,
one can append messages to the end: H

(
m||H(m)⊕ x||H(m)⊕ f(x)

)
= H(m).

Q3. This subproblem essentially asks one to apply their solution for Q2 to
a speci�c example. The easiest solution is to append the string 0||f(0) to the
message. The hexadecimal representation of the given message �A random matrix

is likely decent� is

m = 412072616e646f6d206d6174726978206973206c696b656c7920646563656e74.

Taking the value of f(0) from the given list, one can construct the following collision:

m′ = 0||f(0)||m =

0000000000000000000000000000000000000000000000000000000000000000

ff1282609f458d732888e2736fd1b98cc36f809b1c116e77015b8d7d4d8996ae

412072616e646f6d206d6174726978206973206c696b656c7920646563656e74.

https://nsucrypto.nsu.ru/archive/2020/round/2/task/8
https://nsucrypto.nsu.ru/media/MediaFile/Collisions-Values_of_F.txt
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Let us describe also an alternative solution for Q2 that was found by Andy
Yu (Taiwan). Let us denote gi = hi−1 ⊕mi for i = 1, 2, . . . , k. We then claim that

hj =

j⊕
i=1

gi ⊕ f(gi)

for any j = 1, 2, . . . , k. The proof is by induction. Since g1 = h0⊕m1 = m1, we have

h1 = m1⊕f(m1) = g1⊕f(g1). Let j > 1 and assume that hj−1 =
⊕j−1

i=1 (gi⊕f(gi)).
Then

hj = mj⊕f(mj⊕hj−1) = gj⊕hj−1⊕f(gj) = gj⊕f(gj)⊕
j−1⊕
i=1

gi⊕f(gi) =

j⊕
i=1

gi⊕f(gi),

which proves the claim. Note now that H(m) = hk =
⊕k

i=1 gi ⊕ f(gi). If we �nd a
set of values g′1, g

′
2, . . . , g

′
s such thatH(m) =

⊕s
i=1 g

′
i⊕f(g′i), we can easily construct

a second preimage m′ by �ipping the de�nition of gi's:

(13) m′j = g′j ⊕ hj−1 = g′j ⊕
j−1⊕
i=1

g′i ⊕ f(g′i), j = 1, 2, . . . s.

So, the task becomes the following: given the set of 10 · n pairs {(xi, f(xi))}10·ni=1 ,
�nd a subset of indices i1, . . . , is such that H(m) = xi1 ⊕f(xi1)⊕ . . .⊕xis ⊕f(xis).
Let us denote yi = xi ⊕ f(xi), i = 1, . . . , 10 · n. Then our goal is to express H(m)
as a linear combination of vectors yi. Representing yi's as binary vectors of length
n, we can easily solve this task by writing out and solving a system of binary linear
equations with n equations and 10 · n variables. But this works only if the value
H(m) is in the linear span of the vectors yi. The probability of this event can be
estimated as follows:

Pr[H(m) is in the span of yi's] > Pr[yi's span the whole space Fn
2 ] =

= Pr[Random binary n× 10 · n matrix has full rank n] =

=
(210n − 1)(210n − 2)(210n − 4) . . . (210n − 2n−1)

210n2 =

n−1∏
i=0

(1− 2−10n+i) >

> 1−
n−1∑
i=0

2−10n+i = 1− 2−10n(2n − 1) > 1− 2−9n.

Here the 4th line is obtained from the 3rd by repeatedly applying (1− a)(1− b) >
1− a− b.
So, the algorithm is then the following:

1. Calculate yi = xi ⊕ f(xi) for i = 1, 2 . . . 10 · n.
2. Construct an n× 10 · n matrix A using yi's as its columns.
3. Solve the linear system A · z = H(m). The probability of success of this

step is at least 1− 2−9n.
4. Taking vectors yi for which zi = 1, reconstruct the second preimage m′

using (13). If m′ = m, shu�e the order of yi's.

As well as the solution described above, notable solutions with extensive research
was given by the team of Nhat Linh LE Tan and Viet Sang Nguyen (France),
the team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, and Ioan Dragomir
(Romania).
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3.13. Problem �Bases�.

3.13.1. Formulation. Problem for a special prize! Let us consider the vector

space Fr
2 consisting of all binary vectors of length r. For any d vectors xi =

(xi1, . . . , x
i
r), i = 1, . . . , d, d > 0, it is de�ned the componentwise product of these

vectors equal to (x11 . . . x
d
1, . . . , x

1
r . . . x

d
r). The empty product (when no element is

involved in it) equals the all-ones vector.
Let s > d > 1 be positive integers and let r be de�ned by the formula r =∑d
i=0

(
s
i

)
, where

(
s
i

)
denotes the binomial coe�cient. Let B be a basis of the vector

space Fr
2, and let F ⊆ Fr

2 be a family of s binary vectors such that all possible
componentwise products of up to d vectors from the family F (including the empty
product) form the basis B.

Given s, d, r de�ned above, describe all (or at least some) bases B for which such
family F exists or prove that such bases do not exist.

Suggest practical applications of such bases.

Example. Let s = 2, d = 2 and r = 4. Consider the following family of 2 vectors
F = {(1100), (0110)}. Then all componentwise products of 0, 1 and 2 vectors from
the family F form the basis B = {(1111), (1100), (0110), (0100)} of F4

2.

3.13.2. Solution. The problem �determine what are the bases� was not solved.
This problem remains open. The sub-problem �determine some bases� was solved
constructively by the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis
Nabokov (Russia). Let us describe the main ideas of this solution.

We will prove that such bases exist for all s > d > 1 and give a construction of
such bases.

Let 1 be all-one vector and r =
∑d

i=0

(
s
i

)
. Suppose that there exists F ⊆ Fr

2 such
that F = {v1, v2, . . . , vs} and B = {vi1 . . . vik | 1 6 i1 < i2 < . . . < ik 6 s and 0 6
k 6 d} is a basis of Fr

2. Let A be (r × r)-matrix over Fn
2 whose rows are exactly

the vectors from B. The rank of A is equal to r since B is a basis. Let A(i) denote
the i-th column of A. We number the rows of A and, accordingly, the coordinates
of A(i) as follows. The row corresponding to the vector vi1vi2 . . . vik we number
as i1i2, . . . , ik, the �rst row of A we number as 0. For each A(i), the coordinate
number 0 is nonzero and the coordinates 1, 2, . . . , s determine the rest coordinates.
Namely, the coordinate i1i2 . . . ik is equal to the product of coordinates numbered
i1, i2, . . . , ik.

Case s = d. In this case r =
∑d

i−0
(
d
i

)
= 2d. Let x = (x0, x1, . . . , xr−1) ∈ Fr

2

with x0 = 1 and x1, . . . , xd determine xd+1, . . . , xr−1. The number of such vectors
is equal to 2d = r. Only these vectors can be the columns of the matrix A. Since
A has r columns and its rank is r, then A (and as a consequence, a basis in Fr

2) is
uniquely de�ned by these vectors up to permutation of columns. Thus, if there are
bases in Fr

2, then the number of them is r! = (2d)!.
Let us prove that these bases exist for an arbitrary d. Let us consider Fr

2, r = 2d,
as a set of values vectors of all Boolean functions in d variables. Since each Boolean
function has the unique algebraic normal form (ANF), then the values vectors of
all 2d elementary monomial functions

{1, x1, x2, . . . , xd, x1x2, . . . , xd−1xd, . . . , x1 . . . xd}

form a basis in Fr
2.
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Case s > d. Let us construct an invertible matrix A (and as a consequence,
a basis in Fr

2) for an arbitrary s > d. Let the �rst column of A be the vector
(1, 0, 0, . . . , 0). The next s columns are

(1, 1, 0, . . . , 0), (1, 0, 1, . . . , 0), . . . , (1, 0, . . . 0, 1, 0, . . . , 0)

. We denote them as A1. The next
(
s
2

)
vectors we denote as A2. Each vector in A2 has

only four nonzero coordinate numbered 0, i, j, ij, 1 6 i < j 6 s. Analogically, the
set Aj consists of

(
s
j

)
vectors and each vector has 2j nonzero coordinates numbered

0, i1, i2, . . . , ij , i1i2, i1i3, . . . , i1i2 . . . ij , 1 6 i1 < i2 < . . . , ij 6 s.
The matrix A constructed above is a triangular matrix and each element on the

main diagonal is equal to 1. Therefore, the matrix A is invertible. Any permutation
of the columns gives us a new matrix, whose rows give us a basis. Thus, we have
> r! bases in Fr

2.

3.14. Problem �AES-GCM�.

3.14.1. Formulation. Alice is a student majoring in cryptography. She wants to use
AES-GCM-256 to encrypt the communication messages between her and Bob (for
more details of GCM, we refer to [15]). The message format is as follows:

Header

8 bytes

Initialization Vector

12 bytes

Encrypted Payload

n bytes

Authentication Tag

16 bytes

However, Alice made some mistakes in the encryption process since she is new to
AES-GCM. Your task is to attack the communications.

Q1 You intercepted some messages sent by Alice. You can �nd them in the
directory �Task_1�. Also, you know that the plaintext (unencrypted payload)
of the �rst message (0.message) is �Hello, Bob! How's everything?�
(without quotes, encoded in UTF-8). Try to decrypt any message in the
directory �Task_1�.

Q2 In this task, you further know that the AAD (additional authenticated
data) used by Alice in each message is Header || Initialization Vector:

Header Initialization Vector

Additional Authenticated Data

Encrypted Payload Authentication Tag

You want to tamper some messages in the directory �Task_2�. You pass
this task if you can modify at least one bit in some message so that Bob
can still decrypt the message successfully.

Q3 Alice has noticed that the messages sent by her have been tampered with.
So she decides to enhance the security of her encryption process. Instead of
using Header || Initialization Vector as the additional authenticated data
(AAD), Alice further generates 8 bytes data X by some deterministic
function f and the AES secret key K, where

X = f(K).

In each message, she uses Header || Initialization Vector ||X as the AAD.
You also intercepted some messages sent by Alice, see these messages in

the directory �Task_3�. Try to tamper any message!

https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_2.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_3.7z
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Q4 Bonus problem (extra scores, a special prize!)
You have successfully tampered with the messages in Q2. However, the

attacks will be easy to detect if the tampered message cannot be decrypted
to some meaningful plaintext.

In this task, try to tamper the messages in Q2 so that the tampered
message can still be decrypted to some plaintext that people can understand.
Remark: Tampering with the Header or Initialization Vector of a message
will not be accepted as a solution, you need to tamper with the encrypted
payload to produce some other ciphertext which did not appear in any
message included.

3.14.2. Solution. Let us give solutions or ideas for all subproblems.
Q1. Note that blocks of the ciphertext Ci are obtained by XORing blocks of the

plaintext Pi with the values Ek(CBi). The values Ek(CBi) depend on the IV and
some other parameters which are common for all messages within one subproblem.
Going through the messages, we can see that the messages number 0, 5 and 6 all use
the same initialization vector. Since we know the plaintext for the message number
0, we can compute the �rst 29 bytes of the values Ek(·) for this IV and use them
to decipher the entirety of the 20-byte message number 5 and 29 symbols of the
46-byte message number 6:

m5 = Lincoln Park, 10:15.

m6 = Nostalgia is a eternal motif

Q2. In this subproblem, the messages number 1 and 6 also have the same
initialization vector. We can apply the Forbidden Attack [16] to reconstruct the
secret value H, which will allow us to forge messages by changing the ciphertext
and recalculating the Authentication Tag. In this solution, we will brie�y describe
the attack.

Let A = A1||A2|| . . . ||Am be the AAD of a message, and let C = C1||C2|| . . . ||Cn

be the encrypted payload. Then the Authentication Tag can be presented as follows:

(14) AuthTag = Ek(CB0)⊕
m+n+1∑

i=1

TiH
m+n+2−i,

where T = A1||A2|| . . . ||Am||C1||C2|| . . . ||Cn||(len(A)||len(C)) and all operations
are performed in the Galois �eld F2128 .

Let us consider (14) as an equation which we want to solve for H. Since we know
the AuthTag, the AAD and the ciphertext for every message, each coe�cient in
this equation is known except for Ek(CB0). However, since the messages number
1 and 6 have the same IV , they also have the same value Ek(CB0). Subtracting
equations of the form (14) constructed for the messages number 1 and 6 one from
another, we obtain the following equation:

AuthTag1 −AuthTag6 = g(H),
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where g(H) is a polynomial in the variable H with all coe�cients known. We can
�nd the root of it in the �eld F2128 :

H = a126 + a125 + a122 + a120 + a119 + a116 + a114 + a111 + a110 + a107 + a99

+ a96 + a95 + a94 + a93 + a92 + a90 + a89 + a87 + a85 + a84 + a83 + a82 + a81

+ a80 + a78 + a76 + a73 + a67 + a66 + a62 + a61 + a60 + a59 + a56 + a53 + a52

+ a49 + a47 + a45 + a40 + a39 + a38 + a37 + a36 + a35 + a34 + a33 + a29 + a28

+ a24 + a22 + a21 + a19 + a18 + a17 + a16 + a14 + a11 + a10 + a9 + a6 + a4 + a2,

where a is the generator of the �eld. Knowing H, we can easily �nd Ek(CB0) and
calculate the Authentication Tag for any ciphertext which was obtained using the
same IV as in the messages number 1 and number 6.
Q3. Observing messages from the subproblem, we can notice that the messages

number 1, 3 and 7 have the same Header h, the same IV and the same length of the
ciphertext len(Cj), j = 1, 3, 7. Let us split the Initialization Vector IV = IV0||IV1
so that the AAD for each of the three messages can be written as A = A1||A2,
where A1 = h||IV0 and A2 = IV1||X||032. Then for j = 1, 3, 7, we have:

AuthTagj = Ek(CB0)⊕A1H
23 ⊕A2H

22 ⊕ Cj
1H

21 ⊕ Cj
2H

20 ⊕ . . .

. . .⊕ Cj
20H

2 ⊕ (len(A)||len(C)H.

Here, we do not know Ek(CB0) and we also do not know A2 since it contains the
secret value X = f(K). However, since the degrees of all three equations are the
same, when we subtract one from another, the term with A2 vanishes along with
Ek(CB0). So, we can still apply the method used in Q2 to solve these equations
for H. After trying all possible combinations, we �nd the only value of H which
satis�es all equations at once:

H = a123 + a122 + a112 + a110 + a107 + a102 + a100 + a99 + a97 + a96 + a95 + a92

+ a90 + a87 + a85 + a83 + a82 + a81 + a78 + a77 + a74 + a73 + a71 + a70 + a65

+ a63 + a62 + a60 + a59 + a58 + a57 + a54 + a53 + a50 + a49 + a47 + a45 + a43

+ a42 + a41 + a37 + a36 + a32 + a30 + a28 + a23 + a13 + a12 + a10 + a7 + a5

+ a3 + 1.

Knowing H, we can once again modify any of the ciphertexts of the messages
number 1, 3 or 7 and recalculate the Authentication Tag.
Q4. This subproblem remains open in general since there were no complete

theoretical solutions given. However, many di�erent approaches were presented to
modify these particular messages utilizing the properties of the natural language.

Some participants suggested that we can �ip the least signi�cant bits in parts
of the ciphertext in order to obtain a text with a �typo�. Alternatively, we can try
shu�ing parts of ciphertexts encrypted with the same IV , which may produce a
readable text, although likely not semantically connected.

Other participants used the properties of the natural English language to decipher
the messages number 1 and 6 by hand. Note that, since the messages use the same
IV , if we XOR the shorter ciphertext C6 with the part of the longer ciphertext C1,
we will get

C6 ⊕ C1 = P 6 ⊕ P 1.
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Trying to �nd pairs of texts P 1, P 6 that are readable and sum to C6⊕C1 by hand,
it is possible to discover the following two texts:

P 6 = �Do not you want to know who has taken it?�

cried his wife impatiently.

P 1 = However little known the feelings or views

of such a man may be on his

Note that we cannot be completely sure that these texts were the original messages,
and we also cannot guarantee which text is P 1 and which is P 6. However, it is highly
likely we correctly decrypted the message number 6. We can now replace it with
an arbitrary new message P̃ 6 of the same length, and its corresponding ciphertext
can be calculated as follows: C̃6 = P̃ 6 ⊕ C6 ⊕ P 6. We are also able to calculate an
Authentication Tag for this new message as we have solved Q2 and know H.

The most complete solutions to this problem were given by the team of Himanshu
Sheoran, Sahil Jain, and Tirthankar Adhikari (India), the team of Mikhail Kudinov,
Alexey Zelenetskiy, and Denis Nabokov (Russia), the team of Pham Cong Bach, Phu
Nghia Nguyen, and Ngan Nguyen (Vietnam), the team of Roman Sychev, Diana
Bespechnaya, and Nikolay Prudkovskiy (Russia), the team of Roman Lebedev,
Vladimir Sitnov, Ilia Koriakin (Russia).
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1 Introduction

Distributed ledgers are widely used in various fields such as financial technology, e-
voting, logistics, etc. Distributed ledger technology allows to create a decentralized
system with no need for an intermediary, which solves the trust problem. The data in
such systems is distributed on the network nodes, the transaction history cannot be
changed or deleted.

Among the technical issues that hinder the distributed ledger technology implemen-
tation, scalability and privacy are particularly significant. Active research is currently
underway to find a solution to the privacy problem.

The privacy problem is especially acute in open distributed ledgers (such as blockchain
systems). In such ledgers, all data is stored in open form and is available to all par-
ticipants, which is not always acceptable when creating production software systems.
In addition, users are identified by their account address, so it is possible to track the
user’s actions by analyzing transactions involving a specific address and comparing the
account and user addresses.

This work purpose is to analyze existing technologies for hiding private data in
distributed ledgers, identify the main directions of development and unresolved research
problems.

The paper provides an overview of the technologies that have the greatest applica-
tion in existing distributed ledgers, as well as promising developments that can become
the basis for new platforms: mixers, zero-knowledge proof algorithms, homomorphic
encryption, secure multi-party computation, anonymous signatures and hardware so-
lutions. The existing algorithms advantages and disadvantages, as well as the area of
their applicability in distributed ledgers, are regarded.
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2 Mixers

The idea of mixers was first proposed by David Chaum in 1981. The article [1] presents
an algorithm based on a public key cryptosystem, which gives the e-mail system the
possibility to hide who the participant communicates with, as well as the message
content when using an unsecured underlying telecommunication system.

With the advent of open distributed ledgers, the problem of hiding the transactions
recipients arose in this area as well. The first solution applied in practice was algorithms
that implement a similar mixing idea.

Protocols based on this approach take different forms, but all of them implement
the same idea. A basic mixing network, also known as a mixnet, is a routing protocol
in which a specific node (or group of nodes) receives messages from multiple senders
as input, shuffles them, and sends randomly to recipients. The purpose of such a
network is to eliminate the ability to trace the correspondence between the senders
and recipients of transactions.

Over the past few years, many different mixing mechanisms have been developed for
blockchain systems to hide the transaction history and reduce the risk of deanonymiza-
tion. Research was conducted in two directions:

• centralized mixers;

• decentralized mixers.

2.1 Centralized mixers

Centralized mixers are services that provide users with the functionality of anonymously
mixing transactions. In this case, the user sends a transaction to some server or network
node, where transactions from different users are mixed and then sent to addressees.
This approach raises the problem that a possible attacker could be a service provider
who would steal user assets without transferring them to the analyzed recipients.

The first solution to this problem was proposed in 2013. Gregory Maxwell in-
troduced a third party mixing protocol for the Bitcoin blockchain called CoinSwap.
According to the protocol, senders deliver transactions to recipients using a mixer act-
ing as an intermediary. All transactions between the sender and the mixer, as well as
between the mixer and the receiver, are escrow transactions that are protected by a
hash lock. This mechanism ensures that no one can steal the user’s assets.

Another attempt to solve the problem of trust in the mixer was Mixcoin, proposed
by Bonneau et al. in 2014 [2]. Mixcoin adds a mechanism that unequivocally proves
to users that the mixer performed incorrect actions.

One of the first attempts to provide anonymity in digital currency was the Dash
project, launched in 2014. In this project, the PrivateSend coin mixing service was
created, which removes all unique user information from the blockchain. The mixing
network is made up of the specific nodes (called master nodes) set, rather than a
single server, which limits the mixing process to only accepting certain denominations.
In addition, each master node must pay 1000 Dash (the cryptocurrency in the Dash
network) as a deposit, which acts as a guarantee of the master nodes honesty. However,
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the mixing process in the system is limited by the number of participants who are
currently connected to the network [3].

However, in all centralized mixer protocols, transactions are sent as plain text, which
means that the mixer can track all pairs of senders and receivers and all information
about transactions between them.

2.2 Decentralized mixers

Decentralized protocols have evolved to solve the problems of centralized mixers. The
purpose of these protocols was to exclude the intermediary that has all the information.

In 2013, Gregory Maxwell proposed CoinJoin, a special type of transaction on the
Bitcoin network. Any two independent transactions can be combined into one CoinJoin
transaction, while the inputs and outputs of the transactions remain unchanged. The
resulting joint transaction hides the connection between inputs and outputs, so that
other network participants have no way to determine the exact direction of the data
flow [3].

This approach formed the basis for the more complex CoinShuffle algorithm [4].
CoinShuffle is a completely decentralized protocol that allows users to mix their coins
with those of other interested users. To ensure anonymity and resistance against active
attacks, CoinShuffle uses the Dissent protocol of anonymous group communication.
The key idea is similar to decryption mixnets and requires only standard primitives
such as signatures and public key cryptosystems.

A fundamentally different approach to solving the problem was proposed in XIM,
a two-party mixing protocol. It is the first decentralized protocol designed to counter
Sybil attack, DoS attacks, and timing attacks at the same time. XIM includes a
decentralized system for anonymous searching for mixing partners based on ads posted
on the blockchain. No outside party can confirm the fact of interaction between the
protocol participants [5]. However, the high degree of protocol anonymity requires a
significant waiting time for mixing, this operation can take up to several hours [3].

Despite the fact that transaction mixers are widely used, all these algorithms have
the following disadvantages:

• The approach can be considered only a partial solution to the anonymity problem,
since it does not completely hide information about transactions.

• Mixing is only applicable for the anonymization task (hides the sender and the
recipient), there is no way to extend the algorithm for the more general problem
of hiding arbitrary data in transactions.

3 Zero-knowledge proofs

Zero-knowledge proof is a cryptographic protocol that involves two parties, the prover
and the verifier.

The purpose of the protocol is for the verifier to be sure that the prover has knowl-
edge of the secret parameter. At the same time, the secret parameter itself should not
be disclosed to the verifier or anyone else [6].
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By definition, a zero-knowledge proof must satisfy the following three properties:

• Completeness: if the statement is true and both parties follow the same pro-
tocol, then the verifier can check the truth of the statement.

• Soundness: if a statement is false, the verifier will not be convinced of its truth
with high probability.

• Zero-knowledge: the verifier does not receive any additional information.

The concept of interactive zero-knowledge proof systems was first introduced by
Goldwasser, Micali and Rakof in [7]. Over the years of zero-knowledge proof research,
systems based on this method have gradually improved with an emphasis on optimizing
their effectiveness for specific applications. It led to the algorithms that significantly
reduced the number of interaction rounds between protocol participants.

The distributed ledger technology imposes several restrictions on the used cryp-
tographic protocols, in particular on zero-knowledge proofs. Since the system is dis-
tributed, users may not be online at the same time. But the proof must be available to
all participants. After the proof has been provided, any user should be able to verify its
correctness at any time. It makes interactive zero-knowledge proof protocols difficult
to implement.

In [8], a non-interactive zero-knowledge proof protocol was first proposed. The
non-interactive system contains only one message (proof), which the prover sends to
the verifier, i.e. interaction between the protocol parties is reduced to one round.

Further research in the field of non-interactive protocols has focused on optimizing
computational efficiency and reducing proof size.

As a significant breakthrough in this field the zk-SNARK can be considered [9],
which in 2013 made it possible to effectively use non-interactive zero-knowledge proof
protocols in distributed ledgers.

3.1 zk-SNARK protocol

zk-SNARK (zero-knowledge Succinct Non-Interactive Argument of Knowledge) is a
non-interactive zero-knowledge proof cryptographic protocol [10]. It proves some pri-
vate data satisfies the constraint system expressed in the form of an arithmetic circuit
without revealing this data.

The advantage of zk-SNARK over other zero-knowledge proof protocols lies in the
efficiency guarantees: the proof length depends only on the security parameter, and
the verification time does not depend on the circuit or witness size.

Thus, zk-SNARK can be considered as a non-interactive protocol with short proof
and fast verification time, which makes it most suitable for use in distributed ledgers
[11].

In 2014, Zerocash was introduced, the first blockchain system based on the zk-
SNARK protocol [10]. Zerocash provides a high protection level for the anonymity
and privacy of blockchain transactions, but its computational cost to generate proofs
is high.
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The ideas behind Zerocash were further developed in the Hawk system introduced
in 2016 [12]. Hawk is the first system that simultaneously ensures the transaction
confidentiality and the ability to create smart contracts for financial transactions. Users
have the ability to send information to a smart contract in encrypted form, and also
generate a zk-SNARK proof, due to which the correct contract execution and the
funds transfer are guaranteed. While a smart contract result can be verified by any
participant, the entire sequence of transactions carried out in the contract is confidential
to the parties not involved in the transaction [3].

In 2017, in the Metropolis update, zk-SNARK was integrated into the Ethereum
blockchain platform.

In zk-SNARK, the proof verification procedure consists of operations on elliptic
curves. In particular, the verifier requires elliptic curve scalar multiplication and addi-
tion, as well as bilinear pairing, a computationally more complicated operation.

Ethereum provides the implementation of these operations in the form of precom-
piled contracts. With their help, it is possible to implement schemes based on zero-
knowledge proof in the smart contract code [13, 14].

This was the first attempt to implement zk-SNARK in a distributed ledger as a
tool that can be applied to a wide range of tasks. The ability to create arbitrary smart
contracts in Ethereum and the added cryptographic primitives permit to go beyond
just solving the problem of financial transactions.

Despite the fact that zk-SNARK has found the most widespread use in distributed
ledgers of all zero-knowledge proof algorithms, it has several disadvantages that limit
its use.

Firstly, the algorithm needs a setup phase, during which a key pair for generating
and verifying the proofs is generated. This phase is critical in terms of system security.
Anyone who possesses the security parameter on the basis of which the keys are gen-
erated will be able to generate false evidence that will be accepted by the verification
algorithm as correct.

Typically, multi-party protocols are used to generate parameters securely without
relying on the honesty of a single participant. The parameter initialization process
involves a number of parties using a multi-party protocol to generate proof and verifi-
cation keys. To ensure the reliability of the created cryptographic scheme, it is enough
that at least one of the parties is honest. The distributed parameter generation protocol
for zk-SNARK is given in [11].

Secondly, the computational complexity of the operations used in zk-SNARK makes
their implementation in smart contracts inefficient. For example, the implementation
of an arbitrary zk-SNARK cryptographic scheme in the Ethereum smart contract code
is impossible due to restrictions on the size of the contract code and on the complexity
of operations that can be performed within a single transaction.

3.2 zk-STARK protocol

In 2018, Eli Ben-Sasson, one of the creators of Zerocash, along with a group of other
researchers developed a new non-interactive zero-knowledge proof algorithm called zk-
STARK.
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zk-STARK (zero-knowledge Scalable Transparent Argument of Knowledge) is the
first transparent zero-knowledge system in which the verification time grows exponen-
tially slower than the database size [15]. The advantages of zk-STARK are universality
(it can be used for any NP-complete problems), scalability (in terms of generation
and proof verification time) and the use of post-quantum cryptography. However, the
greatest achievement of zk-STARK is its transparency, the protocol does not require
trusted parameter setup, which was a significant problem of zk-SNARK. At the same
time, the size of the zk-STARK proof is significantly larger than in zk-SNARK.

Today zk-STARK is practically not used in distributed ledgers, all integrations
are experimental in nature. However, active research is underway in this field. The
significant advantages of this protocol allow us to consider its application in distributed
ledgers quite promising.

4 Homomorphic encryption

The term homomorphic encryption was first coined by Rivest, Adleman and Dertouzos
in 1978 [16].

A homomorphic cryptosystem is an encryption methodology that satisfies the ho-
momorphism property with respect to arithmetic operations performed on ciphertexts.
It allows any party to perform various operations on ciphertexts, while maintaining the
confidentiality of the original data.

One of the striking examples of a homomorphic system is the RSA algorithm.
Let (e, n) be the public key and (d) be the private key (i.e. integers that satisfy
the equalities n = p ∗ q, where p and q are prime, and d ∗ e = 1 mod φ(n)). The
encryption of the message x is defined as E(x) = xe mod n. Then it can be shown that
RSA satisfies the homomorphism property with respect to the multiplication operation:
E(x)E(y) = xeye = (xy)e mod n = E(xy) [17].

A homomorphic cryptosystem performs the function of a black box: for given ci-
phertexts and operations it produces an encrypted result of performing the same op-
erations on the corresponding source data. That is, the encryption function must have
some properties that allow it to work with ciphertext and get the same encrypted result
as if the same operations were performed on plaintext and then encrypted using the
same function.

This feature makes homomorphic cryptography well suited for hiding and updating
various numeric transaction data. Typical homomorphic cryptographic schemes that
can be used to protect privacy in distributed ledgers are the Pedersen commitment
scheme and the Paillier cryptosystem [3].

The Pedersen commitment scheme [18], developed in 1991, is one of the implemen-
tations of homomorphic commitment schemes. It supports homomorphic operations
(addition and multiplication) on commitments and can provide perfect hiding of the
real message.

The Pedersen Commitment Scheme is one of the cryptographic algorithms that
Zerocoin has used to ensure the anonymity of cryptocurrency transfers.

In 2018, Bulletproof was developed, a zero-knowledge proof protocol focused on
blockchain systems that was based on the Pedersen scheme [19]. An elliptic curve
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version of this scheme has been integrated into Monero.
Another system based on the Pedersen scheme was zkLedger [20].
The Paillier cryptosystem was created in 1999 [21]. It is an efficient additive homo-

morphic encryption system based on the composite residuosity class problem. Using
only encrypted messages m1 and m2 together with the same public key, the ciphertext
for m1 +m2 can be calculated. This method works very well for maintaining the con-
fidentiality of financial transactions, where transactions are mainly related to balance
changes — adding or subtracting a certain amount.

Resolving the transfer privacy issue Wang et al. developed a framework for the
Bitcoin blockchain [22]. The framework is based on the Paillier homomorphic encryp-
tion system that is used to encrypt the amount of transactions. The correctness of the
encrypted amounts is verified by zero-knowledge proofs. This verification ensures the
encrypted transaction amounts are positive and that the inputs sum and the outputs
sum are equal. The proposed framework provides anonymity and prevents active and
passive attacks, which effectively increases the transactions confidentiality.

5 Secure multi-party computation

Secure multi-party computation (SMPC) is a multi-party cryptographic protocol that
allows participants to jointly perform certain computations on their private data. At
the same time, the data remains private. The parties can learn only the overall result
and their own inputs.

Andrew Yao in 1982 developed the first secure two-party computation protocol to
solve the millionaire problem [23], and in 1986 generalized it to solve other problems
[24]. In 1987 [25] Goldreich et al. proposed a generalization to multi-party computation
based on secret sharing (for inputs) and zero-knowledge proof. This generalization has
served as the basis for many subsequent and increasingly efficient MPC protocols [26].

Previous works in the field of SMPC formed the basis for new protocols developed
specifically to solve the problem of data privacy in distributed ledgers.

Andrychowicz et al. developed protocols based on secure multi-party computation
for the Bitcoin blockchain in 2014 [27]. They proposed a protocol that secures multi-
party lotteries without relying on a trusted third party. The protocol is based on
the concept of "time commitment", a commitment scheme where the committer must
reveal the secret within a specified period of time or pay a fine. It ensures security
guarantees, excludes the possibility for dishonest participants to deceive the system. If
one of the parties interrupts the protocol, then its money is transferred to the honest
participants.

In 2015, Zyskind and colleagues developed the Enigma platform, a peer-to-peer
network that allows different parties to share data and perform calculations on it,
while maintaining complete confidentiality [28]. Enigma itself is not a distributed
ledger, instead it uses a third-party blockchain as an immutable storage and peer-to-
peer regulator for identity management and access control. Enigma’s computational
model is based on a highly optimized version of multi-party computation. The Enigma
network can execute code without passing raw data to any of the nodes, while ensuring
correct execution. Data requests are made in a distributed manner, without a trusted
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third party. The data is shared between different nodes, and they compute functions
together, without passing information to other nodes.

[29] proposed SMPC protocols use samples to ensure data privacy in the Hyper-
ledger Fabric distributed ledger. Secure multi-party computation in the developed
system is performed as part of the smart contracts execution. The protocol partici-
pants store their private data in the ledger in encrypted form. When private data is
required to execute a smart contract, the participant holding the corresponding private
key decrypts it and uses it as his input to the SMPC protocol. This approach allows
smart contracts to use any necessary private and public data stored in the ledger.

6 Anonymous signatures

Anonymous signatures are a group of cryptographic digital signature schemes that have
the property of hiding the signer identity. Among the large number of anonymous
signatures, two classes of algorithms (group signatures and ring signatures) have been
the most efficient in distributed ledger systems.

6.1 Group signatures

A group signature is a cryptographic scheme first proposed in 1991 [30]. Each group
member can sign messages on behalf of the group. The message recipient can verify
that it is a valid group signature, but cannot determine which group member made it.
Thus, group signatures are a "generalization" of membership authentication schemes
in which a member proves the belonging to a particular group.

The group has a special manager role who adds new members to the group, re-
solves arising disputes, including identifying the participant who signed a particular
message. A distributed ledger also needs an object that has the authority to create
and delete a group, as well as dynamically add new members to the group and revoke
the membership.

The article [31] proposes a special linkable group signature algorithm for signing
cryptocurrency transactions, which can be used to trace the payer identity in anony-
mous cryptocurrencies based on the consortium blockchain in case of illegal payers
actions. At the same time, the algorithm guarantees complete anonymity for hon-
est participants, which makes it possible to reach a tradeoff between anonymity and
transactions traceability.

6.2 Ring signatures

The ring signature was originally developed by Rivest, Shamir and Tauman in 2001 as
a digital signature that can be used to create a correct but anonymous signature on
behalf of a possible signers group, without disclosing information about which group
member actually produced the signature [32].

This idea was further developed in the work of Fujisaki and Suzuki in 2007. They
proposed a modified version, a traceable ring signature [33, 34]. It can determine
whether two signatures were produced by the same user.
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Ring signatures cover the limitations of group signatures, and, in particular, they
provide greater anonymity guarantees and they need neither complicated setup pro-
cedures nor group manager. Users must be a part of the existing public key infras-
tructure [32]. Due to these properties, ring signatures have found wider application in
distributed ledgers.

The CryptoNote protocol, developed by Nicholas van Saberhagen in 2013, can
be considered as the first successful application of the ring signature mechanism in
distributed ledgers. CryptoNote is a completely anonymous transaction scheme that
satisfies both untraceability and unlinkability conditions. By using a one-time ring sig-
nature, CryptoNote hides the relationship between sender transaction addresses. An
important CryptoNote feature is its autonomy: the sender does not need to cooperate
with other users or a trusted third party to complete the transactions.

In 2016, RingCT (Ring Confidential Transaction) was developed, a new protocol
that improved CryptoNote. RingCT simultaneously ensures the sender anonymity and
the transaction confidentiality. The most successful algorithm implementation is the
Monero project.

Ethereum added a ring signature in 2015, which gave users the same anonymity
guarantees that CryptoNote provides.

7 Hardware solutions

Hardware solutions based on the trusted execution environment concept are a separate
line of information privacy in distributed systems. All the previously described methods
relied, to varying degrees, on cryptographic protocols, but here the hardware acts as a
guarantee of confidentiality.

An environment is called the Trusted Execution Environment (TEE), it provides a
completely isolated environment for running applications. TEE prevents other software
applications and operating systems from interfering with execution and deprives the
ability to read the running application state. Intel Software Guard eXtensions (SGX)
is a typical technology for TEE implementation.

The Ekiden blockchain platform was developed on the basis of Intel SGX [35]. Smart
contracts at Ekiden have strong guarantees of confidentiality, integrity and availability.
These properties are achieved due to a hybrid architecture that combines TEE and
blockchain. Computations in the system are separated from the consensus mechanism;
for this purpose there are two separate types of nodes — compute nodes and consensus
nodes. Ekiden uses compute nodes to perform off-chain smart contract computations
on private data in TEE, and then uses a remote attestation protocol to validate those
computations on-chain.

Enigma has integrated Intel SGX to allow users to create privacy-preserving smart
contracts. TEE enables the Enigma protocol to prove data confidentiality and correct-
ness with minimal overhead.

In 2018, the Private Data Objects (PDO) technology was introduced, it provides
data exchange and coordination between parties that do not trust each other. Interac-
tion is carried out through a smart contract that defines the data access rights and the
rules for updating them. The correct execution of smart contract rules is guaranteed by
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working in the Intel SGX trusted execution environment. It ensures the data privacy in
the distributed ledger is maintained. Smart contracts implemented with PDO ensure
the contract state is completely hidden from all participants, including validators. At
the moment, this technology is implemented on the basis of the Hyperledger Sawtooth
distributed ledger [36].

To solve similar problems for the Hyperledger Fabric distributed ledger, the Hy-
perledger Fabric Private Chaincode framework was developed. This project uses Intel
SGX to protect the data privacy and computation from potentially untrusted hosts.
Smart contract code is executed in a trusted environment. The framework enables the
development of applications where the stored data is encrypted and can be accessed
only by authorized participants [37].

8 Open problems

Despite significant efforts to develop and integrate new cryptographic methods for
protecting the information privacy, modern protocols are still far from a complete
solution to the problem.

Based on the analysis, we can identify the following promising lines for the devel-
opment of cryptographic privacy protection protocols in distributed ledgers:

• The development of more computationally efficient cryptographic pro-
tocols. The existing algorithms used in distributed ledgers are often highly
suboptimal. For example, the anonymous signature size is proportional to the
number of participants. The zero-knowledge proof algorithms, although they
guarantee a fast proof verification time, require several minutes to generate it
[10]. It severely limits their applicability for solving privacy problems and does
not allow scaling such solutions to a large number of users. Therefore, one of the
possible ways is to optimize existing cryptographic protocols (both in terms of
execution time and data size) or to develop new ones.

• Providing greater guarantees of confidentiality with fewer assumptions.
Many algorithms used in distributed ledgers, while solving the problem of privacy,
are forced to rely on a trusted third party to perform certain actions. For example,
zk-SNARK, which is most widely used in distributed ledgers among all zero-
knowledge proof algorithms, requires trusted parameter setup [9]. One potential
research area is to completely eliminate or minimize trust assumptions.

• New post-quantum cryptographic algorithms. Recent quantum comput-
ing advances become a serious threat to the classical cryptographic algorithms
which are the existing distributed ledgers basis. Therefore, to implement the
post-quantum algorithms meeting the requirements of distributed systems is a
currently important task [38].

• Interaction between the various ledgers while maintaining privacy. To
this date, many distributed ledgers have been developed with different trans-
action formats and incompatible protocols. However, the need for interaction
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between them will increase as they are implemented. The interaction mecha-
nisms start appearing, and the algorithms maintaining confidentiality have not
been developed at all [39].

• Solving the audit problem. Some tasks solved by distributed ledger technol-
ogy require opposite requirements. On the one hand, the user data confidentiality
must be ensured. On the other hand, certain verification of particular user cate-
gories should be conducted. The first attempts to create a cryptographic system
meeting both requirements were undertaken in [20]. However, the problem in
general form has not yet been solved.

9 Conclusion

In this paper, the analysis of technologies for hiding private data in distributed ledgers
was carried out.

All considered protocols rely on a cryptographic base that was laid back in the 70s
of the 20th century. Thus, the development and improvement of methods for hiding
private data in distributed ledgers has been around for about 50 years. But despite a
long history and significant efforts to develop and integrate new cryptographic methods
for protecting the information privacy, modern protocols are still far from a holistic
solution to confidentiality problems in distributed ledgers.

All currently proposed algorithms are suitable for solving only a certain class of
problems. The problem of hiding arbitrary information about transactions has not
been completely resolved at the moment.

We can conclude that this area is promising. The development of algorithms for
hiding transaction information will expand the scope of distributed ledger technology
in production software systems. Such algorithms will raise the distributed computing
systems techlogies to a qualitatively new level for solving various applied problems that
require information confidentiality.
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Abstract. At FSE 2004, Lipmaa et al. studied the additive differential probabil-
ity adp⊕(α, β → γ) of exclusive-or where differences α, β, γ ∈ Fn2 are expressed
using addition modulo 2n. This probability is used in the analysis of symmetric-
key primitives that combine XOR and modular addition, such as the increas-
ingly popular Addition-Rotation-XOR (ARX) constructions. The focus of this
paper is on maximal differentials, which are helpful when constructing differen-
tial trails. We provide the missing proof for Theorem 3 of the FSE 2004 paper,
which states that maxα,β adp⊕(α, β → γ) = adp⊕(0, γ → γ) for all γ. Furthermore,
we prove that there always exist either two or eight distinct pairs α, β such that
adp⊕(α, β → γ) = adp⊕(0, γ → γ), and we obtain recurrence formulas for calculating
adp⊕. To gain insight into the range of possible differential probabilities, we also
study other properties such as the minimum value of adp⊕(0, γ → γ), and we find all
γ that satisfy this minimum value.
Keywords: Differential cryptanalysis · ARX · XOR · modular addition

1 Introduction
Differential cryptanalysis [BS91] is a well-known statistical method for the analysis of
symmetric-key primitives. The main idea is to see how a difference ∆X between two inputs
(e. g., plaintexts) propagates to a difference ∆Y between the corresponding outputs (e. g.,
ciphertexts). The ordered pair (∆X,∆Y ) is referred to as a differential. A differential trail
is defined as a sequence (∆X,∆X2, . . . ,∆Xp−1,∆Y ) where ∆X2, . . . ,∆Xp−1 are some
intermediate values that appear in the primitive.

A common technique to construct a differential trail is to use a “greedy” strategy to
pick the intermediate differences that have the highest differential probability. Under some
assumptions, the probabilities of a differential trail can be multiplied together to obtain a
good estimate of the probability of a differential.

However, this presupposes that the maximal differential probabilities of elementary
operations can be efficiently calculated. For ciphers based on S-boxes, this is rather
straightforward: their size is usually small enough so that all input and output differences
can be enumerated in a Difference Distribution Table (DDT).

However, this is often not the case for Addition-Rotation-XOR (ARX) constructions,
where the addition modulo 2n can have n = 32 or n = 64, thereby making it infeasible to
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Figure 1: The differential probability adp⊕(α, β → γ) of exclusive-or when differences
are represented using differences α, β, γ are expressed using addition modulo 2n. The
probability is obtained by averaging over all values of x and y.

construct a DDT. Two of the five finalists of the NIST SHA-3 hash function competition
are ARX constructions: BLAKE [AMPH14] which uses either 32-bit or 64-bit additions
(depending on the length of the hash value), and Skein [FLS+09] which uses 64-bit additions.

The differential probability adp⊕ of exclusive-or (XOR) when differences are expressed
using addition modulo 2n was studied at FSE 2004 by Lipmaa et al. [LWD04]. It is defined
as adp⊕(α, β → γ) = Prx,y∈Fn

2
[(x+ α)⊕ (y + β) = γ + (x⊕ y)], and illustrated in Fig. 1.

Lipmaa et al. showed that adp⊕ can be expressed as a rational series. That is, if we
define ωi = 4αi + 2βi + γi, then (as we will recall in Sect. 3) there are eight 8-dimensional
square matrices Aj , a column vector C, and a row vector L, such that

adp⊕(α, β → γ) = L ·Aωn−1 · . . . ·Aω0 · C,

here ωi, i. e., which matrix is used as the i-th term of the product, depends on αi, βi, γi.
This formula allows us to easily calculate the probability given a differential (α, β → γ).

Lipmaa et al. point out in their FSE 2004 paper [LWD04] that “many of the enumerative
aspects of adp⊕ seem infeasible,” but nevertheless provide a theorem related to the maximal
differential probability when the output difference γ is fixed. More specifically, Theorem 3
of their paper states that for all output differences γ,

max
α,β

adp⊕(α, β → γ) = adp⊕(0, γ → γ).

Unfortunately, this theorem is not proven in the FSE 2004 paper, and communication
with one of the authors revealed that the proof has been lost. Therefore, it is interesting to
know whether the theorem is correct (or if there exists a counterexample), and the proof
techniques may allow us to better understand adp⊕ and help to prove other properties.

Outline. This paper is organized as follows. We give an overview of related work in
Sect. 2. Sect. 3 provides some basic definitions. In Sect. 4, we give some useful argument
symmetries for adp⊕: the order of the arguments does not matter for adp⊕, and the
probability is unchanged under certain transformations of the arguments. In Sect. 5, we
finally provide a proof of Theorem 3 of the FSE 2004 paper [LWD04]. Sect. 6 shows that
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there are either eight (if γ /∈ {0, 2n−1}) or two (otherwise) distinct pairs (α, β) such that
adp⊕(α, β → γ) = adp⊕(0, γ → γ). Recurrence formulas for an arbitrary adp⊕(α, β → γ)
are obtained in Sect. 7. Sect. 8 focuses on properties of adp⊕(0, γ → γ): a simplified
matrix form by 2× 2 matrices is proven; we find the minimum value of adp⊕(0, γ → γ),
and obtain all γ that satisfy this minimum value. Lastly, we calculate the sum of all
adp⊕(0, γ → γ), and conclude the paper in Sect. 9 along with some suggestions for future
work.

2 Related Work
At the Dagstuhl “Symmetric Cryptography” seminar in January 2009, Weinmann intro-
duced the term AXR for symmetric-key primitives based on additions modulo 2n, XORs
and rotations. Later at the FSE 2009 rump session, he renamed the term to ARX. The
design strategy, however, is much older: perhaps the earliest example of an ARX primitive
is the block cipher FEAL [SM88] (Fast Data Encipherment Algorithm), introduced at
EUROCRYPT 1987.

More recent examples of ARX ciphers include the eSTREAM finalist Salsa20 [Ber05],
the ChaCha [Ber08] stream cipher included in the Transport Layer Security (TLS) pro-
tocol version 1.3, the block cipher Speck [BSS+13] (standardized as ISO/IEC 29167-22),
the CHAM block cipher [KRK+17] (which has been revised to increase the number of
rounds [RKJ+19]), and several submissions to the NIST lightweight cryptography project
including COMET [GJN19] (which relies on SPECK and CHAM), SNEIK [Saa19], and
Sparkle [BBCdS+20b].

To apply differential cryptanalysis to an ARX primitive, one approach is to use XOR
differences: these differences pass through rotation and XOR operations with probability
one, and formulas for the differential probability xdp+ of the modular addition were
provided at FSE 2001 by Lipmaa et al. [LM01].

In this paper, however, we are interested in differences that are expressed using addition
modulo 2n. These differences go through the modular addition with probability one. The
additive differential probability of rotation was studied by Berson [Ber92], and Lipmaa et
al. [LWD04] provided a formula for adp⊕, the additive differential probability of XOR.

Using Lipmaa et al.’s expression for adp⊕, Velichkov et al. [VMDCP12, App. C]
provided a search algorithm to list the output differences γ that maximize adp⊕ for a given
(α, β). Although this search algorithm can be very helpful, it cannot be used to provide
general statements that hold for any value of n. At FSE 2011, Velichkov et al. [VMDCP11]
explained how to calculate the additive differential probability of one ARX operation. Sun
et al. [SHW+16] showed how to model adp⊕ using the Mixed-Integer Linear Programming
(MILP) approach for differential cryptanalysis [MWGP11].

Compared to additive differences, XOR differences not only propagate through two
operations with probability one (XOR and rotation) instead of only one operation (addition).
Another advantage of using XOR differences over additive differences is that the differential
probabilities have simpler expressions (see Lipmaa et al. [LWD04, Table 3]). Lipmaa et
al. [LWD04] pointed out that the number of possible differentials is larger for adp⊕ than
for xdp+, but the average possible differential has a smaller probability.

Despite the advantages of using XOR differences, there are ciphers for which additive
differences may be more appropriate. For example, when Biryukov and Velichkov [BV14]
provided a differential cryptanalysis using additive differences for TEA [WN94] and
Raiden [PHCER08]; they argued that additive differences are more appropriate given
that round keys and round constants are added (instead of XORed), and that there is a
higher number of add operations compared to XOR operations in one round. In similar
spirit, when Sparx and LAX were proposed by Dinu et al. [DPU+16], and when Beierle
et al. [BBCdS+20a] introduced the ARX-based S-box called Alzette (used in CRAX,
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TRAX and Sparkle) [BBCdS+20a], they provided some rationale of why their designs
resist differential attacks using additive differences.

Lastly, we would like to point out that care should be taken when multiplying prob-
abilities of differentials. For example, in the differential cryptanalysis of XTEA [NW97]
by Hong et al. [HHK+03] using XOR differences, the authors constructed a three-round
iterative trail (α, 0) → (α, 0), where α = 0x80402010. The trail contains two consecu-
tive addition operations, which separately have probabilities xdp+(α, 0→ α) = 2−3 and
xdp+(α, α → 0) = 2−3. Hong et al. found that the joint probability xdp+(α, 0, α → 0)
is higher than the product of the two probabilities 2−3 · 2−3 = 2−6, and estimated
the probability to be 2−4.755. Mouha et al. [MVDCP11, Sect. 3.6] revisited this prob-
lem by correctly calculating the XOR-differential probability of the three-input addition
as 2−3, which can be trivially confirmed using the commutative property of addition:
xdp+(α, α→ 0) · xdp+(0, 0→ 0) = 2−3 · 1 = 2−3.

Mutatis mutandis, a similar observation also holds when analyzing, for example, the two
consecutive XOR operations in one round of TEA using additive differences: calculating
the differential probabilities of each XOR operation separately using the formulas in this
paper and multiplying them, may not lead to a correct estimate. Therefore, some caution
is needed when applying the results in this paper to differential trails of an ARX primitive.
We consider these issues to be outside the scope of this paper, but we mention the analysis
of larger components as a suggestion for future work in Sect. 9.

3 Definitions
Let G,H be abelian groups and f : G → H be a function. A differential of f is a pair
(α, β) ∈ G×H denoted by α→ β, where f maps some x, x+α ∈ G to f(x), f(x) + β ∈ H
respectively. The differential probability is defined as

dpf (α→ β) = Pr
x∈G

[f(x+ α) = f(x) + β].

In this work, we consider the additive differential probability adp⊕ of exclusive-or, i. e.,
G = H = Z2n and the function f(x, y) = x⊕ y in two arguments. In other words,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[(x+ α)⊕ (y + β) = γ + (x⊕ y)].

For convenience, we denote that x, y, α, β, γ ∈ Fn2 , i. e., they are elements of the n-
dimensional vector space over the two-element field. In this context, x + y, x − y and
−x mean x′ + y′ mod 2n, x′ − y′ mod 2n and −x′ mod 2n respectively, where x′ =
x0 + x121 + ... + xn−12n−1 (the same for y′), i. e., x is a binary representation of the
integer x′ ∈ {0, . . . , 2n − 1}. Note that the coordinates of x ∈ Fn2 start with 0: x =
(x0, x1, . . . , xn−1).

Working with Fn2 , we denote the XOR operation by x⊕ y. Also, we define

x = (x0 ⊕ 1, x1 ⊕ 1, . . . , xn−1 ⊕ 1).

By 0n and 1n we denote (0, . . . , 0) and (1, . . . , 1) ∈ Fn2 respectively. We will often use
integers, e. g., 0 and 2n−1, instead of elements of Fn2 if n is clear from the context.

There is a matrix (or rational series) approach for calculating adp⊕(α, β → γ), α, β, γ ∈
Fn2 . Let e0, . . . , e7 be standard basis vectors of Q8 (they are vector-columns).

Theorem 1 (Lipmaa et al. [LWD04]). Let L = (1, 1, 1, 1, 1, 1, 1, 1), A0, . . . , A7 be 8 × 8
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matrices, where

A0 = 1
4



4 0 0 1 0 1 1 0
0 0 0 1 0 1 0 0
0 0 0 1 0 0 1 0
0 0 0 1 0 0 0 0
0 0 0 0 0 1 1 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0


and Ak = ((Ak)i,j) = ((A0)i⊕k,j⊕k), here i, j, k ∈ F3

2. Then

adp⊕(α, β → γ) = adp⊕(ω) = LAωn−1Aωn−2 . . . Aω0e0,

where the differential (α, β → γ) is written as the octal word ω = ωn−1 . . . ω0 with
ωi = ωi(α, β, γ) = 4αi + 2βi + γi. For convenience, the matrices A0, ..., A7 are given below.

A0 A1 A2 A3

1
4


4 0 0 1 0 1 1 0
0 0 0 1 0 1 0 0
0 0 0 1 0 0 1 0
0 0 0 1 0 0 0 0
0 0 0 0 0 1 1 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0

 1
4


0 0 1 0 1 0 0 0
0 4 1 0 1 0 0 1
0 0 1 0 0 0 0 0
0 0 1 0 0 0 0 1
0 0 0 0 1 0 0 0
0 0 0 0 1 0 0 1
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1

 1
4


0 1 0 0 1 0 0 0
0 1 0 0 0 0 0 0
0 1 4 0 1 0 0 1
0 1 0 0 0 0 0 1
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 1
0 0 0 0 0 0 0 1

 1
4


1 0 0 0 0 0 0 0
1 0 0 0 0 1 0 0
1 0 0 0 0 0 1 0
1 0 0 4 0 1 1 0
0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 1 1 0


A4 A5 A6 A7

1
4


0 1 1 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0
0 1 1 0 4 0 0 1
0 1 0 0 0 0 0 1
0 0 1 0 0 0 0 1
0 0 0 0 0 0 0 1

 1
4


1 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0
1 0 0 0 0 0 1 0
1 0 0 1 0 4 1 0
0 0 0 0 0 0 1 0
0 0 0 1 0 0 1 0

 1
4


1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0
0 0 0 1 0 0 0 0
1 0 0 0 0 1 0 0
0 0 0 0 0 1 0 0
1 0 0 1 0 1 4 0
0 0 0 1 0 1 0 0

 1
4


0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 1 1 0 0 0 0 0
0 0 0 0 1 0 0 0
0 1 0 0 1 0 0 0
0 0 1 0 1 0 0 0
0 1 1 0 1 0 0 4



Note that we consider coordinates {0, . . . , 7} in terms of Z23 and F3
2 by their binary

representations too. By the matrix approach it is easy to check (see [LWD04]) that

Lemma 1. We have adp⊕(α, β → γ) > 0 if and only if the first (i. e., least significant)
nonzero coordinate of ω(α, β, γ) is equal to 3, 5 or 6.

Lemma 2. We have adp⊕(α, β → γ) equal to either 0 or 1 for α, β, γ ∈ F2 and equal to
either 0 or 1

2 or 1 for α, β, γ ∈ F2
2.

Lemma 3. We have adp⊕(α, β → γ) = 1 if and only if ω(α, β, γ) = v0∗, where v ∈
{0, 3, 5, 6}.

4 Argument Symmetries of adp⊕

First, we list several argument symmetries of adp⊕.

Proposition 1. The function adp⊕ is symmetric, i. e., for any α, β, γ ∈ Fn2 , it holds that

adp⊕(α, β → γ) = adp⊕(β, α→ γ) = adp⊕(β, γ → α)
= adp⊕(γ, β → α) = adp⊕(γ, α→ β) = adp⊕(α, γ → β).
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Proof. We have adp⊕(α, β → γ) = adp⊕(β, α→ γ) by definition. Furthermore,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β)) = (x⊕ y) + γ]

= Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))⊕ ((x⊕ y) + γ) = 0]

= Pr
z=x⊕y,y∈Fn

2

[((z ⊕ y) + α)⊕ (y + β)⊕ (z + γ) = 0]

= Pr
z,y∈Fn

2

[(z + γ)⊕ (y + β) = (z ⊕ y) + α]

= Pr
z,y∈Fn

2

[(z + γ)⊕ (y + β)− (z ⊕ y) = α]

= adp⊕(γ, β → α).

Note that all other argument permutations are combinations of these two.

Proposition 2. For any α, β, γ ∈ Fn2 it holds that

adp⊕(α, β → γ) = adp⊕(α+ 2n−1, β + 2n−1 → γ) = adp⊕(α⊕ 2n−1, β ⊕ 2n−1 → γ),

in light of Proposition 1, we can add 2n−1 to any two arguments.

Proof. It is easy to see that α+ 2n−1 = α⊕2n−1, therefore, α+x+ 2n−1 = (α+x)⊕2n−1,
where x ∈ Fn2 . Thus,

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[
(
(x+ α)⊕ 2n−1 ⊕ (y + β)⊕ 2n−1)− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[
(
(x+ α+ 2n−1)⊕ (y + β + 2n−1)

)
− (x⊕ y) = γ]

= adp⊕(α+ 2n−1, β + 2n−1 → γ).

Proposition 3. For any α, β, γ ∈ Fn2 it holds that adp⊕(α, β → γ) = adp⊕(α, β → −γ).
In light of Proposition 1, we can replace by “−” any argument without changing the value
of adp⊕.

Proof. First, we prove that

adp⊕(α, β → γ) = Pr
x,y∈Fn

2

[((x+ α)⊕ (y + β))− (x⊕ y) = γ]

= Pr
x,y∈Fn

2

[(x⊕ y)− ((x+ α)⊕ (y + β)) = −γ]

= Pr
x′=x+α,y′=y+β∈Fn

2

[((x′ − α)⊕ (y′ − β))− (x′ ⊕ y′) = −γ]

= adp⊕(−α,−β → −γ). (1)

For further calculations we will use that x+ y = x− y. To confirm this, we have

− x = 2n − x = ((2n − 1)− x) + 1 = x+ 1. (2)

Therefore, x = −x− 1 and

x+ y = −(x+ y)− 1 = (−x− 1)− y = x− y.
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Next, we prove that adp⊕(α, β → γ) = adp⊕(−α,−β → γ):

adp⊕(−α,−β → γ) = Pr
x,y∈Fn

2

[((x− α)⊕ (y − β))− (x⊕ y) = γ]

= Pr
x′=x,y′=y∈Fn

2

[
(
(x′ − α)⊕ (y′ − β)

)
− (x′ ⊕ y′) = γ]

= Pr
x′,y′∈Fn

2

[
(
x′ + α⊕ y′ + β

)
− (x′ ⊕ y′) = γ]

u⊕v=u⊕v= Pr
x′,y′∈Fn

2

[((x′ + α)⊕ (y′ + β))− (x′ ⊕ y′) = γ]

= adp⊕(α, β → γ). (3)

Finally, we have

adp⊕(α, β → −γ) (1)= adp⊕(−α,−β → −(−γ))
= adp⊕(−α,−β → γ)
(3)= adp⊕(α, β → γ).

5 Maximum of adp⊕(x, y → γ) for Fixed γ
In this section we give the missing proof of Theorem 3 from [LWD04]: we will prove that

max
α,β∈Fn

2

adp⊕(α, β → γ) = adp⊕(0, γ → γ).

Let us define

A′t =
{
A0, if t is even
A3, if t is odd

and A′t =
{
A3, if t is even
A0, if t is odd

.

Then
adp⊕(0, γ → γ) = LA′ωn−1

. . . A′ω0
e0 for any ω = ω(α, β, γ).

Lemma 4. For any octal word ωn . . . ω0, where n ≥ 0, and 0 ≤ k ≤ 7 the following holds:

LAωn . . . Aω0ek = LAωn⊕k . . . Aω0⊕ke0.

Proof. Let us denote by Tk the 8×8 involution matrix that swaps the i and i⊕k coordinates,
i = 0, . . . , 7. Then

LAωn . . . Aω0ek = (LTk)Aωn . . . Aω0(Tke0)
= L(TkAωnTk)(TkAωn−1Tk) . . . (TkAω0Tk)e0

= LAωn⊕k . . . Aω0⊕ke0,

since (TkAmTk)ij = (Am)i⊕k,j⊕k = (A0)i⊕m⊕k,j⊕m⊕k = (Am⊕k)ij and T 2
k is the identity

matrix.

Note that A′ωi⊕k = A′ωi
for even k (as an integer number, i. e., for k = 0, 2, 4, 6) and

A′ωi⊕k = A′ωi
for odd k.

Theorem 2. For any γ ∈ Fn2 , we have

max
α,β∈Fn

2

adp⊕(α, β → γ) = adp⊕(0, γ → γ).
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Proof. Let us use induction by n. The base case of the induction, n = 1, follows from
Lemma 2: it holds that adp⊕(0, 0→ 0) = adp⊕(0, 1→ 1) = 1.

Suppose that adp⊕(α, β → γ) ≤ adp⊕(0, γ → γ) for any α, β, γ ∈ Fn2 . This means that

LAvn−1 . . . Av0e0 ≤ LA′vn−1
. . . A′v0

e0

for any octal word v of length n. Let us prove that adp⊕(α, β → γ) ≤ adp⊕(0, γ → γ),
where α, β, γ ∈ Fn+1

2 , i. e.,

LAωn . . . Aω0e0 ≤ LA′ωn
. . . A′ω0

e0

for any octal word ω of length n+ 1. We consider four cases for Aω0 , the first two of them
are very easy.
Case Aω0 ∈ {A1, A2, A4, A7}:

LAωn
. . . Aω0e0

Lemma 1= 0 < LA′ωn
. . . A′ω0

e0.

Case Aω0 = A0, i. e., A′ω0
= A0:

LAωn . . . Aω0e0 = LAωn . . . Aω1e0
induction
≤ LA′ωn

. . . A′ω1
e0

= LA′ωn
. . . A′ω0

e0.

Case Aω0 = A6, i. e., A′ω0
= A0. It is easy to see that

A6e0 = 1
4e0 + 1

4e2 + 1
4e4 + 1

4e6.

Also, if ω1 ∈ {0, 3, 5, 6}, LAωn
. . . Aω1(e2 + e4) = 0; otherwise LAωn

. . . Aω1(e0 + e6) = 0.
Indeed, Aω1e2 = Aω1e4 = 0 if ω1 ∈ {0, 3, 5, 6} and Aω1e0 = Aω1e6 = 0 if ω1 ∈ {1, 2, 4, 7}.
Thus, we can deduce that

LAωn . . . Aω0e0 = 1
4LAωn . . . Aω1ep1 + 1

4LAωn . . . Aω1ep2 ,

where p1 and p2 are even. According to Lemma 4,

LAωn
. . . Aω0e0 = 1

4LAωn⊕p1 . . . Aω1⊕p1e0 + 1
4LAωn⊕p2 . . . Aω1⊕p2e0

induction
≤ 1

4LA
′
ωn⊕p1

. . . A′ω1⊕p1
e0 + 1

4LA
′
ωn⊕p2

. . . A′ω1⊕p2
e0.

Taking into account that both ωi ⊕ p1 and ωi ⊕ p2 are even if and only if ωi is even (as an
integer number), we have A′ωi⊕pj

= A′ωi
(here i ∈ {1, . . . , n}, j ∈ {1, 2}). Therefore,

LAωn
. . . Aω0e0 ≤

1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0

= 1
2LA

′
ωn
. . . A′ω1

e0.

Finally, let us calculate LA′ωn
. . . A′ω0

e0. Recall that A′ω0
= A0 for the case that we are

considering here, and that A0e0 = e0, so that:

LA′ωn
. . . A′ω0

e0 = LA′ωn
. . . A′ω1

e0

>
1
2LA

′
ωn
. . . A′ω1

e0

≥ LAωn
. . . Aω0e0. (4)
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Case Aω0 ∈ {A3, A5}, i. e., A′ω0
= A3. It is easy to see that

A3e0 = 1
4e0 + 1

4e1 + 1
4e2 + 1

4e3,

A5e0 = 1
4e0 + 1

4e1 + 1
4e4 + 1

4e5.

Note that LAωn
. . . Aω1ej = 0 for

• ω1 ∈ {0, 3, 5, 6} and j /∈ {0, 3, 5, 6},

• ω1 /∈ {0, 3, 5, 6} and j ∈ {0, 3, 5, 6},
since in these cases Aω1ej = 0. The latter was already noted by Lipmaa et al. [LWD04]
when they showed by direct computation that the kernels are kerA0 = kerA3 = kerA5 =
kerA6 = 〈e1, e2, e4, e7〉 and kerA1 = kerA2 = kerA4 = kerA7 = 〈e0, e3, e5, e6〉.

Thus, we can deduce that

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1ep + 1

4LAωn
. . . Aω1eq,

where p is even and q is odd. Moreover, either p, q ∈ {0, 3, 5, 6} or p, q ∈ {1, 2, 4, 7}. Indeed,
• if ω1 ∈ {0, 3, 5, 6} and Aω0 = A3,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e0 + 1

4LAωn
. . . Aω1e3, i. e., p = 0 and q = 3;

• if ω1 ∈ {0, 3, 5, 6} and Aω0 = A5,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e0 + 1

4LAωn
. . . Aω1e5, i. e., p = 0 and q = 5;

• if ω1 /∈ {0, 3, 5, 6} and Aω0 = A3,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e1 + 1

4LAωn
. . . Aω1e2, i. e., p = 2 and q = 1;

• if ω1 /∈ {0, 3, 5, 6} and Aω0 = A5,

LAωn
. . . Aω0e0 = 1

4LAωn
. . . Aω1e1 + 1

4LAωn
. . . Aω1e4, i. e., p = 4 and q = 1.

According to Lemma 4,

LAωn
. . . Aω0e0 = 1

4LAωn⊕p . . . Aω1⊕pe0 + 1
4LAωn⊕q . . . Aω1⊕qe0

induction
≤ 1

4LA
′
ωn⊕p . . . A

′
ω1⊕pe0 + 1

4LA
′
ωn⊕q . . . A

′
ω1⊕qe0. (5)

Taking into account that ωi ⊕ p is even if and only if ωi is even and ωi ⊕ q is even if and
only if ωi is odd, it is easy to see that A′ωi⊕p = A′ωi

and A′ωi⊕q = A′ωi
. Therefore,

LAωn
. . . Aω0e0 ≤

1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0.

To complete the case, let us calculate LA′ωn
. . . A′ω0

e0:

LA′ωn
. . . A′ω0

e0 = LA′ωn
. . . A′ω1

(1
4e0 + 1

4e3)

Lemma 4= 1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn⊕3 . . . A

′
ω1⊕3e0

= 1
4LA

′
ωn
. . . A′ω1

e0 + 1
4LA

′
ωn
. . . A′ω1

e0

≥ LAωn . . . Aω0e0.

This completes the proof of the theorem.
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In light of Proposition 1, it does not matter which argument we fix: adp⊕(α, β → γ) ≤
adp⊕(α, α→ 0) and adp⊕(α, β → γ) ≤ adp⊕(β, β → 0) hold too.

6 Number of Maximums of adp⊕ for Fixed γ
Let us define

adpmax(γ) = {(x, y) ∈ Fn2 × Fn2 : adp⊕(x, y → γ) = adp⊕(0, γ → γ)}, γ ∈ Fn2 .

Proposition 4. Let γ ∈ Fn2 , γ ∈ {0, 2n−1}. Then #adpmax(γ) = 2. More precisely,

adpmax(0) = {(0, 0), (2n−1, 2n−1)},
adpmax(2n−1) = {(0, 2n−1), (2n−1, 0)}.

Proof. According to Lemma 3, adp⊕(0, 0→ 0) = adp⊕(0, 2n−1 → 2n−1) = 1. The lemma
also provides the conditions for α, β, γ such that adp⊕(α, β → γ) = 1:

4αi + 2βi + γi = 0 for 0 ≤ i < n− 1 and 4αn−1 + 2βn−1 + γn−1 ∈ {0, 3, 5, 6},

i. e., αi = βi = γi = 0 for 0 ≤ i < n− 1 and (αn−1, βn−1, γn−1) is either (0, 0, 0) or (1, 1, 0)
or (1, 0, 1) or (0, 1, 1).

Proposition 5. Let γ ∈ Fn2 , γ /∈ {0, 2n−1}. Then the following eight pairs are distinct
and belong to adpmax(γ):

(0, γ), (0,−γ), (2n−1, γ ⊕ 2n−1), (2n−1,−γ ⊕ 2n−1),
(γ, 0), (−γ, 0), (γ ⊕ 2n−1, 2n−1), (−γ ⊕ 2n−1, 2n−1).

Proof. Theorem 2 gives us that (0, γ) ∈ adpmax(γ). The other pairs are provided by
Propositions 1, 2 and 3, since adp⊕ has the same value for these pairs with fixed γ.

Next, we know that γ /∈ {0, 2n−1}. Let us divide these pairs into two sets: P =
{(0, γ), (0,−γ), (γ, 0), (−γ, 0)} and P ′ contains the other pairs.

Any two pairs from P are distinct, since γ 6= −γ and γ,−γ 6= 0. The same is true
for P ′: indeed, any pair (a, b) ∈ P ′ is equal to (a′ ⊕ 2n−1, b′ ⊕ 2n−1), where (a′, b′) ∈ P .
This is why any two pairs from P ′ coincide if and only if the corresponding pairs from P
coincide.

At the same time, a pair from P cannot be equal to a pair from P ′, since at least one
coordinate of any pair from P ′ is equal to 2n−1, but 0, γ,−γ 6= 2n−1.

To prove auxiliary lemmas, we introduce the following notation: for A ⊆ Fn2 × Fn2 , let
us define swap(A) = {(x, y) ∈ Fn2 × Fn2 : (y, x) ∈ A}. It is clear that #swap(A) = #A.
Also,

perfmax(γ) = {(x, y) ∈ adpmax(γ) : (x, y) ∈ adpmax(γ)}. (6)

Note that swap(adpmax(γ)) = adpmax(γ), since adp⊕(α, β → γ) = adp⊕(β, α → γ) by
Proposition 1. Therefore,

swap(perfmax(γ)) = {(x, y) ∈ adpmax(γ) : (x, y) ∈ adpmax(γ)}. (7)

Let us list some of their straightforward properties.

Lemma 5. The following statements hold:

• #perfmax(γ) ≤ min{#adpmax(γ),#adpmax(γ)};

• (α, β) ∈ perfmax(γ) if and only if (α⊕ 2n−1, β ⊕ 2n−1) ∈ perfmax(γ).
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Proof. The first point directly follows from the definition. Next, Proposition 2 provides
that

(α, β) ∈ adpmax(γ)⇐⇒ (α⊕ 2n−1, β ⊕ 2n−1) ∈ adpmax(γ),
(α, β) ∈ adpmax(γ)⇐⇒ (α⊕ 2n−1, β ⊕ 2n−1) ∈ adpmax(γ).

The equality β ⊕ 2n−1 = β ⊕ 2n−1 completes the proof.

Lemma 6. Let γ ∈ Fn2 , #adpmax(γ) ≤ 8 and #adpmax(γ) ≤ 8. Then #perfmax(γ) ≤ 2.

Proof. Let γ ∈ {0, 2n−1}. Lemma 5 provides that #perfmax(γ) ≤ #adpmax(γ). At the
same time, #adpmax(γ) = 2 by Proposition 4. The case of γ ∈ {0, 2n−1} is completely
identical. Hence, the lemma is proven for these cases.

Let γ, γ /∈ {0, 2n−1}. Note that this excludes the case of n = 1. Under the lemma
assumption, Proposition 5 describes all 8 distinct pairs from adpmax(γ) (the same for
adpmax(γ)). In light of Lemma 5, it is sufficient to prove that at most one pair from
P = {(0, γ), (0,−γ), (γ, 0), (−γ, 0)} ⊆ adpmax(γ) belongs to perfmax(γ), since any of the
other four pairs from adpmax(γ) are equal to (α⊕ 2n−1, β ⊕ 2n−1), where (α, β) ∈ P .

First, we consider (γ, 0) and (−γ, 0). Since γ /∈ {0, 2n−1} and n > 1, we have
γ,−γ, 0 /∈ {0, 2n−1}. But one coordinate of any pair from adpmax(γ) is always equal to 0
or 2n−1, i. e., both (γ, 0) and (−γ, 0) do not belong to adpmax(γ) and, as a consequence,
they are not elements of perfmax(γ).

Next, we consider (α, β) = (0,−γ). Using (2), we obtain

(α, β) = (0,−γ)
x=−x−1= (0,−(−γ)− 1)
−x=x+1= (0,−(γ + 1)− 1)

= (0,−γ − 2).

Since α = 0, let us consider the first elements of the pairs from adpmax(γ) described by
Proposition 5: none of γ, −γ, γ⊕2n−1, −γ⊕2n−1, 2n−1 is equal to 0 due to γ /∈ {0, 2n−1}.
It means that (α, β) may only be equal to (0, γ) or (0,−γ) from adpmax(γ).

This implies that γ satisfies one of the two following equalities:

• −γ − 2 = −γ, which is inconsistent for n > 1;

• −γ − 2 = γ, i. e., 2γ + k2n = −2, where k ∈ Z or, equivalently,

γ = −1− k2n−1, where k = {0, 1}, since k2n−1 mod 2n ∈ {0, 2n−1}.

By again using (2), we have that γ = −1− k2n−1 = k2n−1. But γ = k2n−1 (where
k = {0, 1}) if and only if γ ∈ {0, 2n−1}, which is a contradiction.

Thus, only (0, γ) and (2n−1, γ ⊕ 2n−1) belong to perfmax(γ). Thereby, the lemma is
proven.

Corollary 1. Let γ ∈ Fn2 . Then #adpmax(γ) ≤ 8.

Proof. Let us use induction by n. The base case of the induction, n = 1, is straightforward:
the only possible values of γ are 0 and 2n−1 = 1, for which Proposition 4 holds.

We suppose that #adpmax(c) ≤ 8 for any c ∈ Fn2 . Let us prove that #adpmax(γ) ≤ 8
for γ ∈ Fn+1

2 . We denote (x0, . . . , xn−1) by x′ for x ∈ Fn+1
2 .

Case γ0 = 0. Let us consider (α, β) ∈ adpmax(γ). It is easy to see that ω0(α, β, γ) /∈ {2, 4}
(this follows from Case Aω0 ∈ {A1, A2, A4, A7} of Theorem 2), and that ω0(α, β, γ) 6= 6
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(by (4) from the proof of Theorem 2). This means that α0 = β0 = 0. Thus, #adpmax(γ) =
#adpmax(γ′) ≤ 8 by induction.
Case γ0 = 1. We rely on the case Aω0 ∈ {A3, A5} of Theorem 2. Let us consider
(α, β) ∈ adpmax(γ). Like in the previous case, ω0(α, β, γ) /∈ {1, 7}, i. e., we have two
variants: 3 or 5. Also, we have two distinct choices for ω1(α, β, γ): it can belong to either
{0, 3, 5, 6} or {1, 2, 4, 7}. Recall that p and q depend on this choice. Thus, we have 2 · 2 = 4
different “branches” for α, β. Let us consider any of them.

Let p = 4p1 + 2p2 (p is even), q = 4q1 + 2q2 + 1 (q is odd), where p1, p2, q1, q2 ∈ {0, 1}.
Considering the sums x ⊕ pi, x ⊕ qi, where x ∈ Fn2 , we mean x ⊕ 0n for pi, qi = 0 and
x⊕ 1n otherwise.

According to (5), LAωn
. . . Aω0e0 = adp⊕(α, β → γ) is equal to adp⊕(0, γ → γ) if and

only if

• LAωn⊕p . . . Aω1⊕pe0 = adp⊕(α′ ⊕ p1, β
′ ⊕ p2 → γ′) is equal to adp⊕(0, γ′ → γ′) and

• LAωn⊕q . . . Aω1⊕qe0 = adp⊕(α′ ⊕ q1, β
′ ⊕ q2 → γ′ ⊕ 1n) is equal to adp⊕(0, γ′ → γ′).

It means that (α, β) ∈ adpmax(γ) if and only if (α′ ⊕ p1, β
′ ⊕ p2) ∈ adpmax(γ′) and

(α′ ⊕ q1, β
′ ⊕ q2) ∈ adpmax(γ′ ⊕ 1) = adpmax(γ′).

Since p, q ∈ {0, 3, 5, 6} or p, q ∈ {1, 2, 4, 7}, (p1, p2) ⊕ (q1, q2) ∈ {(0, 1), (1, 0)}. Thus,
taking a = α′ ⊕ p1, b = β′ ⊕ p2, we have (α′ ⊕ q1, β

′ ⊕ q2) ∈ {(a, b), (a, b)}. In other words,
by (6) and (7),

either (a, b) ∈ perfmax(γ′) or (a, b) ∈ swap(perfmax(γ′)).

In light of the induction hypothesis, Lemma 6 provides that for the both cases

#perfmax(γ′) = #swap(perfmax(γ′)) ≤ 2,

i. e., there are at most two distinct pairs (a, b) satisfying the conditions. For any “branch”
(a, b) uniquely determines (α, β). Therefore, we have at most 4 · 2 distinct choices for
(α, β) ∈ adpmax(γ). The statement is proven.

7 Recurrence Formulas for adp⊕

A matrix approach to calculate adp⊕ and Lemma 4 allow us to obtain recurrence formulas
for adp⊕(α, β → γ). It is possible to rewrite the proof of Theorem 2 in terms of these
formulas. First, let us denote the vector (0, x0, x1, . . . , xn−1) ∈ Fn+1

2 by x0, i. e., in terms
of integers, x0 = 2x. We define x1: x1 = 2x+ 1 in exactly the same way.

Let us prove an auxiliary lemma.

Lemma 7. Let adp⊕(α, β → γ) > 0. Then α0 ⊕ β0 ⊕ γ0 = 0.

Proof. By Lemma 1, ω0 = 4α0⊕2β0⊕γ0 ∈ {0, 3, 5, 6}, which implies α0⊕β0⊕γ0 = 0.

Now we can give the recurrence formulas for adp⊕.



304 Maximums of the Additive Differential Probability of Exclusive-Or

Theorem 3. For all α, β, γ ∈ Fn2 the following equalities hold.

adp⊕(α0, β0→ γ0) = adp⊕(α, β → γ),

adp⊕(α1, β1→ γ0) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α1, β0→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α0, β1→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ),

adp⊕(α0, β0→ γ1) = adp⊕(α0, β1→ γ0) = adp⊕(α1, β0→ γ0)
= adp⊕(α1, β1→ γ1) = 0.

Note 1. Any of α, β and γ can be replaced by α+ 1, β + 1 and γ + 1, respectively. Indeed,
α

(2)= −α − 1 = −(α + 1), that we can transform to α + 1 by Proposition 3, the same is
true for β and γ.

Proof. First, adp⊕(α0, β0 → γ0) = adp⊕(α, β → γ) easily follows from the matrix
representation. Next, adp⊕(α0, β0→ γ1) = adp⊕(α0, β1→ γ0) = adp⊕(α1, β0→ γ0) =
adp⊕(α1, β1→ γ1) = 0 since the sum of the least significant bits is odd, see Lemma 7.

In light of Proposition 1, it is sufficient to prove that

adp⊕(α0, β1→ γ1) = 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ)

+ 1
4adp⊕(α, β → γ) + 1

4adp⊕(α, β → γ).

By the matrix approach, adp⊕(α0, β1→ γ1) = LAwn
. . . Aw0e0, where wi+1 = 4αi+2βi+γi

and w0 = 4 · 0 + 2 · 1 + 1 · 1 = 3, next,

adp⊕(α0, β1→ γ1) = LAwn
. . . Aw0e0

= 1
4LAwn . . . Aw1e0 + 1

4LAwn . . . Aw1e1

+ 1
4LAwn

. . . Aw1e2 + 1
4LAwn

. . . Aw1e3

Lemma 4= 1
4LAwn

. . . Aw1e0 + 1
4LAwn⊕1 . . . Aw1⊕1e0

+ 1
4LAwn⊕2 . . . Aw1⊕2e0 + 1

4LAwn⊕3 . . . Aw1⊕3e0,

At the same time,

LAwn . . . Aw1e0 = adp⊕(α, β → γ),
LAwn⊕1 . . . Aw1⊕1e0 = adp⊕(α, β → γ ⊕ 1n) = adp⊕(α, β → γ),
LAwn⊕2 . . . Aw1⊕2e0 = adp⊕(α, β ⊕ 1n → γ) = adp⊕(α, β → γ),
LAwn⊕3 . . . Aw1⊕3e0 = adp⊕(α, β ⊕ 1n → γ ⊕ 1n) = adp⊕(α, β → γ),

which completes the proof.
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Corollary 2. For any γ ∈ Fn2 , we have

adp⊕(0, γ1→ γ1) = 1
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

Proof. Since 0⊕ γ0 ⊕ γ0 = 1, Lemma 7 provides that

adp⊕(0, γ → γ) = adp⊕(0, γ → γ) = 0.

Therefore, adp⊕(0, γ1→ γ1) = 1
4 adp⊕(0, γ → γ) + 1

4 adp⊕(0, γ → γ) by Theorem 3.

Corollary 3. For any of adp⊕(α1, β1 → γ0), adp⊕(α1, β0 → γ1), and adp⊕(α0, β1 →
γ1), at least two terms of the corresponding sum in Theorem 3 are zero.

Proof. In light of Proposition 1, it is sufficient to prove the statement for adp⊕(α0, β1→
γ1).

Since α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0 and α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0 = α0⊕ β0⊕ γ0⊕ 1,
Lemma 7 provides that either

adp⊕(α, β → γ) = adp⊕(α, β → γ) = 0 or
adp⊕(α, β → γ) = adp⊕(α, β → γ) = 0.

The recurrence formulas help to determine the minimum nonzero value of adp⊕(α, β →
γ):

Corollary 4. Let n > 1. Then the minimum nonzero adp⊕(α, β → γ), α, β, γ ∈ Fn2 , is
equal to 8 · 4−n.

Note 2. The formula for n = 1 differs: Lemma 2 shows us that either adp⊕(α, β → γ) = 0
or adp⊕(α, β → γ) = 1 for α, β, γ ∈ F2.

Proof. Let us denote this minimum nonzero value by mn. Applying to a nonzero
adp⊕(α, β → γ), α, β, γ ∈ Fn+1

2 , a recurrence formula from Theorem 3, it is easy to
see that adp⊕(α, β → γ) ≥ 1

4mn, which implies mn+1 ≥ 1
4mn.

Let us consider γn10 = (1, 0, 1, 0, . . .) ∈ Fn2 (i. e., the least significant bit is 1 and each next
bit is the negation of the previous bit), e. g., γ3

10 = (1, 0, 1). Also, α1 = (1, α0, α1, ..., αn−1)
by definition, where α0 is the least significant bit of α. Then, by the recurrence formulas,

adp⊕(0n+1, 1n+1 → γn+1
10 ) = adp⊕(0n+1, 1n+1 → γn101)

= 1
4adp⊕(0n, 1n → γn10) + 1

4adp⊕(0n, 0n → γn10)

+ 1
4adp⊕(0n, 0n → γn10) + 1

4adp⊕(0n, 1n → γn10)

Lemma 7= 1
4adp⊕(0n, 0n → γn10) + 1

4adp⊕(0n, 1n → γn10). (8)

Moreover, the first (i. e., least significant) and the second bits of γ10 are 0 and 1 respectively,
which implies that adp⊕(0n, 0n → γn10) = 0 for n > 1. Indeed, it holds by Lemma 1 since
ω0 = 4 · 0 + 2 · 0 + 0 = 0 and ω1 = 4 · 0 + 2 · 0 + 1 = 1 /∈ {0, 3, 5, 6}. Therefore, (8) provides
that

adp⊕(0n+1, 1n+1 → γn+1
10 ) = 1

4adp⊕(0n, 1n → γn10) for n > 1. (9)

Let us prove by induction that

mn = adp⊕(0n, 1n → γn10).



306 Maximums of the Additive Differential Probability of Exclusive-Or

The base case of the induction is n = 2. According to (8) and Note 2, the minimum
nonzero adp⊕(α, β → γ) where α, β, γ ∈ F2

2 is adp⊕(02, 12 → γ2
10) = 1

2 . Note that this is
consistent with Lemma 2.

Now, we prove that if the minimum nonzero adp⊕(α, β → γ) where α, β, γ ∈ Fn2 is mn,
then the minimum nonzero adp⊕(α, β → γ) where α, β, γ ∈ Fn+1

2 is mn+1.

adp⊕(0n+1, 1n+1 → γn+1
10 ) (9)= 1

4adp⊕(0n, 1n → γn10) induction= 1
4mn.

Note that adp⊕(0n+1, 1n+1 → γn+1
10 ) is nonzero. Moreover, it is also the minimum nonzero

value. This can be seen as follows. Clearly, there must exist some α, β, γ ∈ Fn+1
2 that

corresponds to the minimum nonzero value, and therefore one of the eight recurrence
formulas of Theorem 3 applies. As the value of adp⊕(α, β → γ) is nonzero, at least one
term in the recurrence formulas must be nonzero, and therefore mn+1 ≥ 1

4mn. We found
this smallest nonzero value: mn+1 = adp⊕(0n+1, 1n+1 → γn+1

10 ) = 1
4mn, thereby proving

the induction step.
Finally, we can now express mn in terms of n: mn = 1

2 · (
1
4 )n−2 = 8 · 4−n for n > 1

by (9).

8 Properties of adp⊕(0, γ → γ)

8.1 Simplified Matrix Form for adp⊕(0, γ → γ)
When calculating adp⊕(0, γ → γ) using Theorem 1, we only need A0 (for bit positions
where γi = 0) and A3 (for bit positions where γi = 1). These matrices can be minimized to
size 3× 3 using the S-function toolkit of Mouha et al. [MVDCP11]: applying the software
toolkit to remove non-accessible states and to merge indistinguishable states leads to:

A′′0 = 1
4

4 0 1
0 0 2
0 0 1

 , A′′3 = 1
4

1 0 0
2 0 0
1 0 4

 ,

where A′′0 and A′′3 can be obtained from A0 and A3 by removing the last four columns
(the non-accessible states) and rows, and by merging the middle two remaining rows and
columns (which correspond to indistinguishable states).

Note that (1, 1, 1)A′′0 = (1, 1, 1)A′′3 = (1, 0, 1), which will help us to minimize the size of
the matrices to 2× 2 if we “cheat” by excluding the most significant bit from the matrix
product. More formally, we can obtain matrices B0 and B1 by removing all rows and
columns from A0 and A3 except 0 and 3, and calculate adp⊕(0, γ → γ) as follows:

Proposition 6. Let γ ∈ Fn2 . Then

adp⊕(0, γ → γ) = (1, 1)Bγn−2Bγn−3 . . . Bγ0(1, 0)T ,

where
B0 = 1

4

(
4 1
0 1

)
, B1 = 1

4

(
1 0
1 4

)
.

Proof. According to Theorem 1, we can calculate adp⊕(0, γ → γ) by matrices A0 and A3.
First, A0x

T and A3x
T depend only on x0, x3, x5, x6, where x ∈ Q8. Secondly, they have a

block structure (
Pi Qi
0 Qi

)
,

where Pi and Qi are matrices of size 4×4. In addition, coordinates {4, 5, 6, 7} of e0 are zero.
This means that coordinates 5 and 6 of the vector AωiAωi−1 . . . Aω0e0, where ωi = 3γi,
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i = 0, . . . , n− 1, are zero. Thus, we can consider only coordinates 0 and 3. It is easy to
see that

(A0x
T )0 = x0 + 1

4x3, (A0x
T )3 = 1

4x3, (10)

and
(A3x

T )0 = 1
4x0, (A3x

T )3 = 1
4x0 + x3. (11)

Thus,
LA0x

T = LA3x
T = x0 + x3 + x5 + x6 = x0 + x3

for xT = AωiAωi−1 . . . Aω0e0 due to the block structure.
Finally, let us associate the first coordinate of a v ∈ Q2 with x0 and the second

coordinate with x3. Then,

B0v
T =

(
v0 + 1

4v1
1
4v1

)
, which completely corresponds (10), and

B1v
T =

( 1
4v0

1
4v0 + v1

)
, which completely corresponds (11).

Also, e0 and LA0x
T = LA3x

T = x0 + x3 correspond (1, 0)T and (1, 1)vT = v0 + v1
respectively, i. e.,

adp⊕(0, γ → γ) = (LAωn−1)(Aωn−2 . . . Aω0e0)
= (1, 1)Bγn−2Bγn−3 . . . Bγ0(1, 0)T .

8.2 Minimum of adp⊕(0, γ → γ)
Let us calculate the minimum value among adp⊕(0, γ → γ). We will start with the
following lemma.

Lemma 8. Let γ ∈ Fn2 . Then adp⊕(0, γ → γ) < 3adp⊕(0, γ → γ).

Proof. By induction: for n = 1 the statement holds. Suppose that for any γ ∈ Fn2 , it
holds that adp⊕(0, γ → γ) < 3adp⊕(0, γ → γ). Let us prove that the statement holds for
γ′ ∈ Fn+1

2 . We have two cases:

1. γ′ = γ0, γ ∈ Fn2 . Then, using the recurrence formula for adp⊕(0, γ → γ), we obtain

adp⊕(0, γ0→ γ0) = adp⊕(0, γ → γ) = 3
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

At the same time,

3adp⊕(0, γ0→ γ0) = 3adp⊕(0, γ1→ γ1) = 3
4adp⊕(0, γ → γ) + 3

4adp⊕(0, γ → γ).

It completes the case, since 1
4 adp⊕(0, γ → γ) < 3

4 adp⊕(0, γ → γ) by the induction
hypothesis.

2. γ′ = γ1, γ ∈ Fn2 . Like for the previous point,

adp⊕(0, γ1→ γ1) = adp⊕(0, γ → γ) = 1
4adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).

The induction hypothesis completes the proof, since

3adp⊕(0, γ1→ γ1) = 3adp⊕(0, γ0→ γ0) = 11
4 adp⊕(0, γ → γ) + 1

4adp⊕(0, γ → γ).
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Corollary 5. Let γ ∈ Fn2 . Then adp⊕(0, γ1→ γ1) < adp⊕(0, γ0→ γ0).

Proof. Indeed, adp⊕(0, γ1→ γ1) = 1
4 adp⊕(0, γ → γ) + 1

4 adp⊕(0, γ → γ) < 1
4 adp⊕(0, γ →

γ) + 3
4 adp⊕(0, γ → γ) = adp⊕(0, γ → γ) = adp⊕(0, γ0→ γ0).

Theorem 4. Let md
n = min

γ∈Fn
2

adp⊕(0, γ → γ). Then for any n, we have

md
n+2 = 1

4m
d
n+1 + 1

4m
d
n.

Moreover, adp⊕(0, γ → γ) = md
n, where γ ∈ Fn2 , if and only if γ0 = 1 (only if n > 1) and

γi+1 = γi for any i = 1, . . . , n − 3. This means that γn−1 and γ1 can be arbitrary, and
γ2, . . . , γn−2 depend on γ1.

Note 3. Note that we have no restrictions for γ ∈ F2. Also, if n = 2, 3, we have only one
restriction: γ0 = 1, i. e., the value of adp⊕(0, γ → γ) is the same for any γ ∈ F2

2,F3
2 where

γ0 = 1.

Proof. Let us use induction by n. The statement of the theorem holds for n = 1 and n = 2
by Lemmas 2 and 3.

Let us suppose that the theorem holds for n. Now we will prove that it is true for n+ 1.
Let γ ∈ Fn+1

2 . We consider first two bits γ0 and γ1 of γ: first of all, Corollary 5 provides
that γ0 = 1 for the minimum of adp⊕(0, γ → γ). Next, let

c =
{

(γ2, . . . , γn) if γ1 = 0,
(γ2, . . . , γn) if γ1 = 1,

where c ∈ Fn−1
2 . Then

{γ′, γ′} = {c0, c0} for γ′ = (γ1, γ2, . . . , γn). (12)

Indeed, γ′ = c0 if γ1 = 0, otherwise γ′ = (1, γ2, . . . , γn) = (0, c0, . . . , cn−1) = c0.
Since γ0 = 1, Corollary 2 give us

adp⊕(0, γ → γ) = 1
4adp⊕(0, γ′ → γ′) + 1

4adp⊕(0, γ′ → γ′)
(12)= 1

4adp⊕(0, c0→ c0) + 1
4adp⊕(0, c0→ c0)

Theorem 3= 1
4adp⊕(0, c→ c) + 1

4adp⊕(0, c1→ c1).

Since adp⊕(0, c→ c) ≥ md
n−1 and adp⊕(0, c1→ c1) ≥ md

n, we have

md
n+1 ≥

1
4m

d
n + 1

4m
d
n−1.

Moreover, adp⊕(0, γ → γ) = 1
4m

d
n + 1

4m
d
n−1 if and only if adp⊕(0, c1→ c1) = md

n, which
gives us by the induction hypothesis the restriction

ci+1 = ci for any i = 0, . . . , n− 4, or, equivalently,
γi+1 = γi for any i = 2, . . . , n− 2, (13)

and adp⊕(0, c → c) = md
n−1, which has for n − 1 > 1 one additional restriction: c0 = 1.

Since c0 = γ1 ⊕ γ2 by the definition of c, we have γ2 = γ1 and extend (13) to i = 1.
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Note that for the case n−1 = 1 (which excludes c0 = 1) the theorem gives no γi+1 = γi.
Indeed, n+ 1 = 3 and i should satisfy 1 ≤ i ≤ (n+ 1)− 3, but 1 > (n+ 1)− 3 = 0.

These restrictions for γ with γ0 = 1 always guarantee that such a γ exists and, therefore,
it holds that

1
4m

d
n + 1

4m
d
n−1 = adp⊕(0, γ → γ) ≥ md

n+1 ≥
1
4m

d
n + 1

4m
d
n−1.

It implies that adp⊕(0, γ → γ) = md
n+1 = 1

4m
d
n + 1

4m
d
n−1 and makes the induction step

proven.

The numbers md
n, n = 1, 2, . . ., form a Horadam sequence H(1, 1

2 ,
1
4 ,−

1
4 ) — a gener-

alization of the Fibonacci numbers. A sequence H1, H2, H3, . . . is a Horadam sequence
H(a, b, p, q) if H1 = a, H2 = b and Hn+2 = pHn+1 − qHn. Horadam [Hor65a, Hor65b]
provides information on Horadam sequences and properties of sequence members, which
help to obtain the following result.

Corollary 6. The following formula holds:

md
n = 1

34 · 8n
(

(17 + 7
√

17)(1 +
√

17)n + (17− 7
√

17)(1−
√

17)n
)
.

Proof. According to [Hor65a, p. 161],1

Hn = Aαn−1 +Bβn−1,

where α and β are roots of the polynomial x2 − px+ q = 0, β ≤ α for real roots, and

A = b− aβ
α− β

, B = aα− b
α− β

.

Since p = 1
4 , q = − 1

4 ,

α = 1
8(1 +

√
17), β = 1

8(1−
√

17), α− β =
√

17
4 .

Taking a = 1, b = 1
2 , we have

A = 17 + 3
√

17
34 , B = 17− 3

√
17

34 .

Finally, it is not difficult to check that

A = (17 + 7
√

17)(1 +
√

17)
34 · 8 , B = (17− 7

√
17)(1−

√
17)

34 · 8 .

8.3 Results about adp⊕(0, γ → γ)
It is easy to see that Propositions 2 and 3 provide

Proposition 7. Let a, u, v ∈ Fn2 . Then adp⊕(a, u → u) = adp⊕(a, v → v) if u + v = 0
(mod 2n−1).

1Note that we use n − 1 instead of n as the sequence starts with n = 1.
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Proof. Let u, v ∈ Fn2 . Since 2n−1|2n, we can correctly consider modulo 2n−1 operations.
Without loss of generality, we can assume that both u, v < 2n−1. Otherwise, we

can consider u′ = u ⊕ 2n−1 instead of u, here u′ < 2n−1 and u′ = u (mod 2n−1), since
Proposition 2 guarantees that adp⊕(a, u→ u) = adp⊕(a, u′ → u′) (and the same for v).

Thus, v = 2n−1 − u. Finally, by Propositions 2 and 3 we have

adp⊕(a, u→ u) = adp⊕(a,−u→ −u) = adp⊕(a, 2n−1−u→ 2n−1−u) = adp⊕(a, v → v).

Computational experiments performed for n up to 32 show that there exist at most
32 = 25 distinct γ with the same value adp⊕(0, γ → γ), which implies that

#{adp⊕(0, γ → γ) : γ ∈ Fn2} ≥ 2n−5, where n ≤ 32.

Taking into account Theorem 4 (and Corollary 6), it looks like that the simplest way to
calculate adp⊕(0, γ → γ) is to use the recurrence formula (Corollary 2) and the minimized
matrix representation (Proposition 6).

It is not difficult to compute the sum of all adp⊕(0, γ → γ):

Proposition 8. For all n, we have

∑
γ∈Fn

2

adp⊕(0, γ → γ) = 2
(

3
2

)n−1
.

Proof. For n = 1, the equality holds: adp⊕(0, 0→ 0) + adp⊕(0, 1→ 1) = 1 + 1 = 2. For
all n > 1, the sum can be expressed using the sum for smaller n:∑

γ∈Fn+1
2

adp⊕(0n+1, γ → γ) =
∑
γ∈Fn

2

adp⊕(0n+1, γ0→ γ0) +
∑
γ∈Fn

2

adp⊕(0n+1, γ1→ γ1)

=
∑
γ∈Fn

2

adp⊕(0n, γ → γ)

+ 1
4
∑
γ∈Fn

2

(
adp⊕(0n, γ → γ)) + adp⊕(0n, γ → γ)

)
= 3

2
∑
γ∈Fn

2

adp⊕(0n, γ → γ).

9 Conclusion and Future Work
In this work we investigated some properties of adp⊕ that are interesting for the differential
cryptanalysis of ARX ciphers. We provide the missing proof of the theorem about
maxα,β adp⊕(α, β → γ) from [LWD04], and established that there are either two (for
adp⊕(0, γ → γ) = 1) or eight (for any other cases) distinct pairs α, β on which adp⊕ attains
this maximum value. We obtained recurrence formulas for an arbitrary adp⊕(α, β → γ)
which help to find minimum nonzero value of adp⊕(α, β → γ), find all γ ∈ Fn2 for which
adp⊕(0, γ → γ) = minc∈Fn

2
adp⊕(0, c→ c), and calculate this minimum value. As with any

paper that analyzes the components of a primitive (e. g., additions, rotations, and XORs,
but also S-boxes or matrix multiplications), some caution is necessary when extending the
results to the analysis of a full primitive. We mention the analysis of larger components
and the application to a full primitive as suggestions for future work.
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Abstract—NSUCRYPTO is the unique cryptographic Olympiad containing scientific mathemati-
cal problems for professionals, school and university students from any country. Its aim is to involve
young researchers in solving curious and tough scientific problems of modern cryptography. From
the very beginning, the concept of the Olympiad was not to focus on solving olympic tasks but
on including unsolved research problems at the intersection of mathematics and cryptography. The
Olympiad history starts in 2014. In 2019, it was held for the sixth time. We present the problems and
their solutions of the Sixth International Olympiad in cryptography NSUCRYPTO′2019. Under
consideration are the problems related to attacks on ciphers and hash functions, protocols, Boolean
functions, Dickson polynomials, prime numbers, rotor machines, etc. We discuss several open
problems on mathematical countermeasures to side-channel attacks, APN involutions, S-boxes,
etc. The problem of finding a collision for the hash function Curl27 was partially solved during the
Olympiad.

DOI: 10.1134/S1990478920040031

Keywords: cryptography, cipher, hash function, Hamming code, slide attack, threshold imple-
mentation, Dickson polynomial, APN function, Olympiad, NSUCRYPTO

INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in cryptography that
was held for the sixth time in 2019.

Interest in the Olympiad around the world is significant. This year, there were hundreds of participants
from 26 countries; 42 participants in the first round and 21 teams in the second round from 16 coun-
tries were awarded with prizes and honorable diplomas. The Olympiad Program Committee includes
specialists from Belgium, France, the Netherlands, the USA, Norway, India, Luxembourg, Belarus’,
Kazakhstan, and Russia.

Let us shortly formulate the format of the Olympiad. One of the Olympiad main ideas is that
everyone can participate! Each participant chooses his/her category when registering on the Olympiad
website [1]. There are three categories: “school students” (for junior researchers: pupils and high

*E-mail: nsucrypto@nsu.ru
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school students), “university students” (for participants who are currently studying at universities)
and “professionals” (for participants who have already completed education or just want to be in the
restriction-free category). Awarding of the winners is held in each category separately.

The Olympiad consists of the two independent Internet rounds: the first one is individual (duration 4
hours 30 minutes) while the second round is a team one (duration 1 week). The first round is divided into
two sections: A—for “school students,” B—for “university students” and “professionals.” The second
round is common to all participants. Participants read the Olympiad problems and submit their solutions
through the Olympiad website. The language of the Olympiad is English.

The Olympiad participants are always interested in solving various problems of any complexity at the
intersection of mathematics and cryptography. The participants show their knowledge, creativity, and
professionalism. That is why the Olympiad not only includes interesting tasks with known solutions but
also offers unsolved problems. This year, one of such open problems, “Curl27” (see Section 2.14), was
partially solved during the second round! All open problems stated during the Olympiad history can be
found in [2].

On the website we also mark the current status of each problem.

Fig. 1. NSUCRYPTO logo.

For example, in addition to “Curl27”, the problem “Sylvester matri-
ces” was solved by three teams in 2018, and the problem “Algebraic
immunity” was completely solved during the Olympiad in 2016.
And what is important for us, some participants were trying to find
solutions after the Olympiad was over. For example, a partial solution
for the problem “A secret sharing” (2014) was proposed in [3]. We
invite everybody who has ideas on solving the problems to send
solutions to us!

The paper is organized as follows: We start with the problem
structure of the Olympiad in Section 1. Then we present formu-
lations of all problems stated during the Olympiad and give their
detailed solutions in Section 2. Finally, we publish the lists of NSU-
CRYPTO’2019 winners in Section 3.

Mathematical problems and their solutions of the previous In-
ternational Olympiads in cryptography NSUCRYPTO from 2014 to
2018 can be found in [4], [5], [6], [7], and [8] respectively.

1. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 16 problems stated during the Olympiad; some of them were included in both rounds
(Tables 1 and 2). Section A of the first round consisted of six problems, whereas the section B contained
seven problems. Three problems were common for both sections. The second round was composed of
eleven problems. Five problems of the second round included unsolved questions (with special awards
of the Program Committee).

2. PROBLEMS AND THEIR SOLUTIONS
In this section, we formulate all problems of NSUCRYPTO’2019 and present their detailed solutions

paying attention to the solutions by the participants.

2.1. Problem “A 1024-Bit Key”
2.1.1. Formulation. Alice has a 1024-bit key for a symmetric cipher (the key consists of 0s and 1s). Alice
is afraid of malefactors, so she changes her key everyday in the following way:

1. Alice chooses a subsequence of key bits such that the first bit and the last bit are equal to 0. She
also can choose a subsequence of length 1 that contains only 0.

2. Alice inverts all bits in this subsequence (0 turns into 1 and vice versa); bits outside of this
subsequence remain as they are.

Prove that the process will stop. Find the key that will be obtained by Alice in the end of the process.

Example of an operation. 11001 01101110
︸ ︷︷ ︸

011... turns to 11001 10010001
︸ ︷︷ ︸

011...

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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2.1.2. Solution. Let us encode the binary vector of the key as the corresponding decimal number. It is
obvious that this number will increase on the next day since all bits on the left from the sequence are
not changing, but the first bit of the sequence turns from 0 to 1. Let us note that this number can not
increase infinitely since the size of the key is restricted by 1024 bits, so, in the very end the key will be
maximal possible and, thus, will consist of all 1s.

Almost all participants successfully solved the problem.

2.2. Problem “The Magnetic Storm”

2.2.1. Formulation. A hardware random number generator is a device that generates random sequences
consisting of 0s and 1s. Unfortunately, a disturbance caused by a magnetic storm affected this random

Table 1. Problems of the first round

N Problem title Maximum
score

1 A 1024-bit key 4

2 The magnetic storm 4

3 Autumn leaves 4

4 A rotor machine 4

5 Broken Calculator 4

6 A promise 6

N Problem title Maximum
score

1 Autumn leaves 4

2 The magnetic storm 4

3 A rotor machine 4

4 16QAM 8

5 A promise and money 6

6 Calculator 6

7 APN + Involutions 7

Section A Section B

Table 2. Problems of the second round

N Problem title Maximum score

1 A 1024-bit key 4

2 Sharing 6 + additional scores for open questions

3 Factoring in 2019 8

4 TwinPeaks-3 8

5 Curl27 10 + additional scores for open questions

6 8-bit S-box Unlimited (open problem)

7 A rotor machine 4

8 16QAM 8

9 Calculator 6

10 APN + Involutions (extended) 12 + additional scores for open questions

11 Conjecture Unlimited (open problem)

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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Fig. 2. Autumn Leaves.

number generator. As a result, the device had generated a sequence of 0s of length k (where k is a positive
integer), and then started to generate an infinite sequence of 1s.

Prove that at some point the generator will produce the number 1 . . . 10 . . . 0 that is divisible by 2019.

2.2.2. Solution.Let us prove that a number of form 1 . . . 11 . . . 1 is divisible by 2019. Consider all
numbers that consists only of 1s. Since there are infinitely many of these numbers, there can be found
a pair of numbers A and B such that they have the same remainder when divided by 2019. Therefore,
C = A− B = 1 . . . 10 . . . 0 consisting of m 1s for some natural m is divisible by 2019, and, since 2019 is
not divisible by 2 and 5,

C∗ = C × 10 . . . 0 = 1 . . . 10 . . . 0

is divisible by 2019 for any number of 0s.
There were many correct solutions by the participants.

2.3. Problem “Autumn Leaves”
2.3.1. Formulation. Read a hidden message (see Fig. 2)!

2.3.2. Solution. We see different leaves and spaces between them. It looks like a simple substitution
cipher was used there and distinct leaves corresponded to distinct English letters. By English grammar,
we can suppose that the second and the third words are “is a.” Then the first word starts with “a” and
by its structure can be “autumn” (which is very likely as the autumn landscape is depicted). Also, the
leaf is the most common letter in the text and we can guess that it is “e.” Then we see “*ea*” in the
third line that seems to be “leaf”. As a result the last word becomes “fl**e*” that is “flower.” Finally,
we get “Autumn is a second spring when every leaf is a flower” that is a famous quote by
Albert Camus. Almost all participants read the message.

2.4. Problem “A Rotor Machine”
2.4.1. Formulation. In a country rotor machines were very useful for encryption of information (see

examples in Fig. 3).
Eve knows that for some secret communication a simple rotor machine was used. It works with

letters O, P, R, S, T, Y only and has an input circle with lamps (start), one rotor, and a reflector. See
Fig. 4.

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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Fig. 3. Examples of rotor machines.

Fig. 4. Scheme of the rotor.

The input circle and the reflector are fixed in their positions, while the rotor can be in one of the six
possible positions. After pressing a button on a keyboard, an electrical signal corresponding to the letter
goes through the machine, comes back to the input circle, and the appropriate lamp shows the result
of encryption. After each letter is encrypted, the rotor turns right (i.e. clockwise) on 60 degrees. Points
of different colors (enumerated) on the rotor sides indicate different noncrossing signal lines within the
rotor.

For instance, if the rotor is fixed as shown on the picture above then if you press the button O, it will
be encrypted as T (the signal enters the rotor via red (color 1) point, is reflected, and then comes back
via purple (color 5) line). If you press O again, it will be encrypted as R. If you press T then, you will get S,
and so on.

Eve intercepted the secret message

TRRYSSPRYRYROYTOPTOPTSPSPRS.

Help her to decrypt it keeping in mind that Eve does not know the initial position of the rotor.

2.4.2. Solution. To solve the problem and decrypt the message, we need to correctly understand the
scheme of work. A key for the cipher is the initial position of the rotor. We denote it by a color of the
circle (enumerated) on the input side of the rotor that corresponds to the letter O. Table 3 represents the
encryption tables depending on the key.

Table 3. Encryption tables

O P R S T Y

red (color 1) T Y S R O P

white (color 2) R S O P Y T

purple (color 3) Y R P T S O

O P R S T Y

green (color 4) S R P O Y T

yellow (color 5) S T Y O P R

blue (color 6) R T O Y P S

Trying all six possible keys, we find the only one meaningful message POST TO TOP OOPS SORRY
STOP ROTOR that corresponds to the “yellow” (color 5) key.

Almost all participants solved the problem. The most interesting solutions were obtained by creating
real models for this rotor machine, for example, by a school student Varvara Lebedinskaya (The
Specialized Educational Scientific Center of Novosibirsk State University), by the team of Kristina
Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway Transport).

JOURNAL OF APPLIED AND INDUSTRIAL MATHEMATICS Vol. 14 No. 4 2020
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2.5. Problem “Broken Calculator”

2.5.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019 (that is to get the result as the reminder of division by 2019):

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction, and multiplication of two numbers;
• to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule: x is equal to the remainder of dividing f(y) = y5 + 1909y3 + 401y by 2019.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 5).
Now, the button “+” as well as all digits except “1” and “5” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in
his situation. More precisely, suggest a short list of commands such that each command has one of the
following types (1 � j, k < i):

Si = y, Si = a, Si = Sj − Sk, Si = Sj ∗ Sk,

where a is an at most 4-digit integer consisting of digits 1 and 5 only; for example, a = 1, a = 15,
a = 551, a = 5115, etc.

The first command has to be S1 = y. In the last command, the resulting plaintext x has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2500 becomes 481
and −1000 becomes 1019 immediately after entering or calculations. The shorter the list of commands
you suggest, the more scores you get for this problem.

Example. The following list of commands

Fig. 5. Broken Calculator.

calculates x = y2 − 55:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 11 11

S4 = 5 5

S5 = S3 ∗ S4 55

S6 = S2 − S5 y2 − 55

2.5.2. Solution. Let us present the original solution in 14 steps by the Program Committee.
Let a ≡m b mean that integers a and b are congruent modulo m. The following relations hold:

f(y) ≡2019 y5 + 1909y3 + 401y ≡2019 y(y4 − 110y2 + 401)

≡2019 y(y4 − 2 ∗ 55y2 + 552 − 552 + 401) ≡2019 y((y2 − 55)2 − 552 + 5 ∗ 222)

≡2019 y((y2 − 55)2 − 112 ∗ (52 − 5 ∗ 22)) ≡2019 y((y2 − 55)2 − 112 ∗ 5)

≡2019 y((y2 − 55)2 − 11 ∗ 55).

Thus, the reminder of division of f(y) by 2019 can be calculated for any y by the list of commands in
Table 4. A similar solution was found by Borislav Kirilov (Bulgaria, The First Private Mathematical
Gymnasium).

Note. The polynomial f(y) = y5 + 1909y3 + 401y is the Dickson polynomial D5(y, a) = y5 − 5y3a +
5ya2 for a = 22 with coefficients taken modulo 2019.
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Table 4. List of commands for the Program Committee solution

Command Result Command Result Command Result

S1 = y y S4 = S2 − S3 y2 − 55 S7 = S3 ∗ S6 11 ∗ 55

S2 = S1 ∗ S1 y2 S5 = S4 ∗ S4 (y2 − 55)2 S8 = S5 − S7 (y2 − 55)2 − 11 ∗ 55

S3 = 55 55 S6 = 11 11 S9 = S1 ∗ S8 y((y2 − 55)2 − 11 ∗ 55)

2.6. Problem “Calculator”
2.6.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019:

• to insert at most 4-digit positive integers (digits from 0 to 9);
• to perform addition, subtraction, and multiplication of two numbers;
• to store temporary results and read them from the memory.
Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from

her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule x = f(y) mod 2019, where f is a secret polynomial known to Alice and Bob
only.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 6).
Now, the button “+” as well as all digits except “2” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in his
situation if the current secret polynomial is f(y) = y5 + 1909y3 + 401y. More precisely, suggest a short
list of commands, where each command has one of the following types (1 � j, k < i):

Si = y, Si = 2, Si = 222, Si = Sj − Sk, Si = 22, Si = 2222, Si = Sj ∗ Sk.

The first command has to be S1 = y. In the last command, the resulted plaintext x has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2222 becomes 203
immediately after entering. The shorter the list of commands you suggest, the more scores you get for
this problem.

Example. The following list of commands

Fig. 6. Broken Calculator.

calculates x = y2 − 4:

Command Result

S1 = y y

S2 = S1 ∗ S1 y2

S3 = 2 2

S4 = S3 ∗ S3 4

S5 = S2 − S4 y2 − 4

2.6.2. Solution. The polynomial f(y) = y5 + 1909y3 + 401y is the Dickson polynomial D5(y, a) = y5 −
5y3a + 5ya2 for a = 22 with coefficients taken modulo 2019. The following relations hold:

D5(y, a) = yD4(y, a) − aD3(y, a) = yD2(D2(y, a), a2) − aD3(y, a)

= y((y2 − 2a)2 − 2a2) − ay(y2 − 2a − a).

For a = 22, the value f(y) can be calculated for any y by the list of commands given in Table 5.
What was surprising that the participants found two solutions that has 11 and 13 steps! These

solutions were awarded by additional points. The solution with 11 steps were found by Madalina
Bolboceanu (Romania, Bitdefender) during the first round (Table 6). The solution with 13 steps were
given by Henning Seidler and Katja Stumpp team (Germany, TU Berlin) during the second round. Both
solutions were based on the representation f(y) = y((y2 − 44)(y2 − 66) − 222).
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Table 5. List of commands for the Program Committee solution

Command Result Command Result

S1 = y y S8 = S7 ∗ S7 (y2 − 2a)2

S2 = 2 2 S9 = S8 − S5 (y2 − 2a)2 − 2a2

S3 = 22 a S10 = S1 ∗ S9 y((y2 − 2a)2 − 2a2)

S4 = S2 ∗ S3 2a S11 = S7 − S2 y2 − 2a − a

S5 = S3 ∗ S4 2a2 S12 = S1 ∗ S11 y(y2 − 2a − a)

S6 = S1 ∗ S1 y2 S13 = S3 ∗ S12 ay(y2 − 2a − a)

S7 = S6 − S4 y2 − 2a S14 = S10 − S13 f(y)

Table 6. List of commands for the 11-step solution

Command Result Command Result

S1 = y y S7 = S6 − S4 y2 − 44 − 22

S2 = S1 ∗ S1 y2 S8 = S6 ∗ S7 (y2 − 44) ∗ (y2 − 44 − 22)

S3 = 2 2 S9 = S4 ∗ S4 222

S4 = 22 22 S10 = S8 − S9 (y2 − 44) ∗ (y2 − 44 − 22) − 222

S5 = S3 ∗ S4 44 S11 = S1 ∗ S10 f(y)

S6 = S2 − S5 y2 − 44

2.7. Problem “A Promise”
2.7.1. Formulation. Young cryptographers, Alice, Bob and Carol, are interested in quantum computings
and really want to buy a quantum computer. A millionaire gave them some certain amount of money
(say, XA for Alice, XB for Bob, and XC for Carol). He also made them promise that they would not tell
anyone including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, XA + XB + XC , is enough to buy a quantum
computer?

• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of the honest participants from the dishonest ones?

2.7.2. Solution. This problem is a particular case for the problem “A promise and money” for only three
participants (see Section 2.8).

2.8. Problem “A Promise and Money”
2.8.1. Formulation. A group of young cryptographers are interested in quantum computings and really

want to buy a quantum computer. A millionaire gave them a certain amount of money (say, n
cryptographers; Xi for each of them, i = 1, . . . , n). He also made a promise from them that they would
not tell anyone, including each other, how much money everyone of them had received.

• Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have,

∑n
i=1 Xi, is enough to buy a quantum computer?

• What do you think whether there are such algorithms protecting the secrets of honest participants
from dishonest ones?

• What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of honest participants from dishonest ones?
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2.8.2. Solution. Here we give an idea of the solution proposed by Mikhail Kudinov (Bauman Moscow
State Technical University).

First of all, it is supposed that no one can buy a quantum computer himself without other participants.
Let us assume that N ′ is the amount of money that one needs to buy a quantum computer and

N = nN ′,

where n is the number of participants. The millionaire gave them Xi money for i ∈ {1, . . . , n}. Each
participant chooses random secrets si,j uniformly so that

n
∑

j=1

si,j ≡ Xi (mod N).

Then each of them gives the share si,j to the owner of Xj by the secure channel. After this procedure,
the owner of Xi has shares sk,i for each k ∈ {1, . . . , n}. It is obvious that

n
∑

j=1

n
∑

i=1

si,j =
n
∑

i=1

Xi (mod N).

Under the first suggestion, all participants can together calculate the common amount of money.

The main disadvantage of the algorithm, in addition to the suggestion, is a big amount of private
communication (though the number of keys can be n for asymmetric schemes).

By analogy, many participants described algorithms similar to Schneier’s calculating average salary
algorithm [9]. In general, all these algorithms are vulnerable if n − 1 participants are dishonest. Some
participants tried to describe a possibility of using a cryptosystem that is homomorphic by “+” and
preserves relation “<,” as some general analysis.

The problem of the first school round is the same problem for n = 3 (score assignment was more
loyal). Despite there was quite a few solutions for this problem in the student round, each solution had big
or small lacks in analysis of the general case, in analysis of the algorithm advantages and disadvantages,
in description of communications (the number of the private communications, what kind of cryptography
is used, the number of required private keys), and so on. As a result, there was no possibility to chose the
“best of the best” for 6 scores, and we decided to give 5 scores as maximum. There were nine maximal-
scored solutions.

2.9. Problem “16QAM”

2.9.1. Formulation. For sending messages, Alice and Bob use a fiber-optic communication via 16QAM
technology. This technology allows them to send messages whose alphabet consists of 16 letters, where
each letter is usually encoded with a 4-bit Gray code. While a message is transmitted in the channel,
single errors in codewords of the Gray code are possible.

Alice has read an interesting book and would like to share her enthusiasm with Bob! Alice sent
a short fragment from the book to Bob. Owing to the characteristics of the communication channel
used, she divided the text into two parts and sent them separately. In the first part, she placed all of the
16 consonants that occurred in this fragment; in the second part, she placed vowels (“y” is a vowel),
a space, a hyphen, and punctuation marks. Then Alice also encoded the letters with a Hamming code to
be able to correct single errors. She applied a 7-bit Hamming code with the parity-check matrix whose
columns are written in lexicographical order.

Bob received the two parts of ciphertext given in hexadecimal notation (see Table 7).

Also, he received the following number sequence:

22, 19, 3, 3, 36, 53, 3, 33, 20, 28.

Each number indicates how many consonants are contained between the punctuation marks.

Recover the text and find the main character of the book Alice has read!
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Table 7. The ciphertext that Bob received from Alice (Problem “16QAM”)

Part 1 Part 2

66674C36666F43D3C199900AA1AA325992A
67A59D9B4A8B69330D1BC000153367A5E33
D30E6692D0F349D3321FFFF0ED706667A7F
670D999679F4AA67561BA679B4AA54F34D5
AB0F4AACCF000055CE633670D9DA54CE37F
660DE19CD995335495523CCAAA8F1E03325
86CF48A98CD9B387FD9D546A99E9D200033
3201513FE5B4AA00CCCE9667554CD2CCCB3
330F32A666553CD756AC3E0674E9D369E1D
C6A9999780007F00961E66465519FEA8B25
14CCCB332AA63332CCCE6D2A99AACCCC004

66CA61967319CCD2CE76998CE6433332D19
B46784C65334E999A402ADA0265A99A6633
33319B32D3299698CCC96986619967134CC
B4CE23333334CC6730CE90170CCCD2CE669
996A61999EA63332CCA4C3332D4CD3334CC
D3319994730CCCD3A6669D96A66999699B3
98640CC86CE619676AD4CD3308999866D33
79321C33210B4C6732199B53218019A404C
D2DE65A986663398CCCCCB5319CC6665997
B96A63398CD9CCD2CD9A399A66339866619
98CD9CC325A6339CCE619998C04C66CE633
996A61998CF66967334CC66CA6199865E(0)2

2.9.2. Solution. Some details in the problem statement are insignificant. Namely, we could omit the
step with the Gray code and mind that Alice substitutes 7-bit codewords of the Hamming code for each
symbol in each part of the plaintext.

The crucial idea to broke the cipher Alice and Bob use is analyzing the frequency distribution in each
part of the ciphertext. This helps them to deduce the probable meaning of the most common symbols and
form partial words. Tentative search for the combinations of consonants and vowels giving actual words
in English expands the partial solution. Frequencies of the pairs of letters also give an improvement but
it could seem inessential. At last, one can employ search engine on the Internet to find the fragment of
the book that Alice sent to Bob.

Let us consider a possible solution. Alice uses the Hamming code with the parity check matrix H and
the corresponding generator matrix G, where

H =

⎡

⎢

⎢

⎢

⎣

0 0 0 1 1 1 1

0 1 1 0 0 1 1

1 0 1 0 1 0 1

⎤

⎥

⎥

⎥

⎦

, G =

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎣

1 1 1 0 0 0 0

1 0 0 1 1 0 0

0 1 0 1 0 1 0

1 1 0 1 0 0 1

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎦

.

First, rewrite each part of the given ciphertext in the binary form. Split them into 7-bit words and correct
errors using the parity check matrix H . One can decode the Hamming code into a 4-bit Gray code but it
is not a necessary step for the solution. Calculating the frequencies of the codewords separately in each
part of the given ciphertext, we put them in Table 8.

Compare the frequencies obtained with those of letters in the English language. The suitable
frequency distribution can be found in [10] cited, e.g., at [11]. According to Lewand, arranged from most
to least common in appearance, the letters are:

e t a o i n s h r d l c u m w f g y p b v k j x q z.

We start with vowels, punctuation marks, spaces, and a hyphen, which are placed in Part 2. Make
a guess that the most frequent symbol in Part 2 is the space. It is also worth to note that most of
the punctuation marks are followed by a space in contrast to a hyphen, which is usually embraced by
letters. Using letter frequencies, we determine the probable spaces, vowels, and hyphen and construct
the following partial solution for this part of the plaintext (the sign # substitutes punctuation):

ee ae e oe o e ua iaia# e oo oy-oy i o ea ee# u# ea# auae o ie ea o e aoy a oe
o i a i eae# a i o o o eae a oo o i o iee ay ue aeii o aa aie# uuay# e uai uy oy
oe i a e ea i e eae# i e ee oeee o e a a ee a# e e a uy ee e i a e oe o ee a a#

Let us turn to Part 1 which contains 16 consonants occurring in the fragment of the book. Let us order
the codewords of the Hamming code from most to least frequent in Part 1, as it is shown in Table 8, a.
Denote the 7-bit codewords by hexadecimal numbers from 0 till F. Then we get the following ciphertext
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Table 8. Frequencies of Hamming codewords in the text

Gray code Hamming code Frequency

1011 0110011 46

0010 0101010 30

1001 0011001 24

0001 1101001 24

0011 1000011 19

0000 0000000 15

0110 1100110 13

1100 0111100 8

1111 1111111 8

1101 1010101 7

0100 1001100 6

1110 0010110 5

1010 1011010 5

0101 0100101 4

1000 1110000 4

0111 0001111 2

Gray code Hamming code Frequency

0100 1001100 85

1011 0110011 50

1001 0011001 33

0001 1101001 26

1010 1011010 17

0011 1000011 9

0000 0000000 8

1110 0010110 7

1100 0111100 2

0010 0101010 1

1000 1110000 1

0111 0001111 0

0101 0100101 0

1101 1010101 0

0110 1100110 0

1111 1111111 0

(a) Part 1 (b) Part 2

of 220 symbols in length that is splitted into 10 pieces (according to the number sequence given in the
task):

023402C43E0251412B0103 02C1B32407551003703 4A3 B46 33A4884CE02E804020631094106311739943
1675510A0040C1068047266101D10619FF56D4031A00048090103 355
025108B315023021A3020246102173994 E2333C72410275585D46 021281BD102021A0202631016055

Then we match the symbol frequencies in Part 1 of the ciphertext with those of consonants in the
English alphabet. The first five pairs are like as follows: 0 - t, 1 - n, 2 - s/h, 3 - s/h, and 4 - r.

The bigram “th” is the most frequent in English. This allows us to make a suggestion that “2”
substitutes “h” and “3” substitutes “s.” Then we obtain a partial solution for Part 1 and, combining with
one for Part 2, get the following pieces of the plaintext given in Table 9. It is not difficult to recognize
words “these are the” at the beginning in (1). Also, we can see “the” as the first word in (2) and (8).

The best idea for the next step is to search through the English dictionary for the words that have
given vowels in the prescribed order. It is possible to use one of the tools for the pattern recognition
available on the Internet, e.g., [12]. Advanced participants of the Olympiad implemented some computer
programs on their own.

Consider several examples. We have a word with consonants “s55” and vowels “uuay” in (7), and the
last two consonants are identical. The only match is “usually”, so we assume that “5” substitutes the
letter “l.” The pattern “auae” in combination with double “s” gives us two possibilities in (5): “assuage”
and “sausage.” In any case, it seems like “A” means “g.” Then we have “rugs” in (3). The pattern “uai”
and consonants “5nt8B” lead us to “lunatic” in (8), so “8” probably means “c.”

At this point we revise our matching the letters and their frequencies corresponding to the Part 1
of the ciphertext. Let us look at the first eight letters with large frequencies: “t n h s r l 6 7/c.”
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Table 9. Partial plaintext

No. Partial plaintext

(1) thsrthCrsEth5nrnhBtnts
ee ae e oe o e ua iaia#

(2) thCnBshrt755ntts7ts
e oo oy-oy i o ea ee#

(3) rAs
u#

(4) Br6
ea#

(5) ssAr88rCEthE8trtht6snt9rnt6snn7s99rs
auae o ie ea o e aoy a oe o i a i eae#

(6) n6755ntAttrtCnt68tr7h66ntnDnt6n9FF56DrtsnAtttr8t9tnts
a i o o o eae a oo o i o iee ay ue aeii o aa aie#

(7) s55
uuay#

(8) th5nt8Bsn5thsthnAsththr6nthn7s99r
e uai uy oy oe i a e ea i e eae#

(9) EhsssC7hrnth75585Dr6
i e ee oeee o e a a ee a#

(10) thnh8nBDnththnAthth6sntn6t55
e e a uy ee e i a e oe o ee a a#

We can see that the letter “d” has still been hidden. According to the Lewand distribution it is the most
probable that “6” means “d.” Then (4) contains “Brd” and “ea” that gives us possible words “beard”
and “bread.” Therefore, it seems like “B” substitutes “b.”

A thorough analysis of the remaining ciphertext and search for words by patterns and number of
letters eventually lead us to the plaintext (with punctuation replaced by #):

these are the mores of the lunar inhabitants# the moon boy-shorty will not eat
sweets# rugs# bread# sausage or ice cream of the factory that does not print
ads in newspapers# and will not go to treatment a doctor who did not invented
any puzzle advertising to attract patients# usually# the lunatic buys only
those things that he read in the newspaper# if he sees somewhere on the wall
a clever ad# then he can buy even the thing that he does not need at all#

This is a fragment of the fairytail novel “Dunno on the Moon” by the Russian writer Nikolay Nosov.
The title character of the novel is a boy-shorty Dunno. The problem was completely solved by 13 teams
in the second round and by Samuel Tang (Hong Kong, Black Bauhinia) in the first round. The best
solutions were proposed by the team of Irina Slonkina, Mikhail Sorokin, and Vladimir Bobrov (Bauman
Moscow State Technical University) and the team of Vladimir Paprotski, Dmitry Zarembo, and Karina
Kruglik (Belarusian State University).

2.10. Problem “APN + Involutions”

The first three questions Q1, Q2, and Q3 were given as the problem “APN + Involutions” in the first
round. The extended version of the task for the second round included also Question Q4 that contains
some open problems.
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2.10.1. Formulation. Alice wants to construct a block cipher with heavy use of involutions as subcom-
ponents; this minimizes the difference between the algorithms for encryption and decryption. She knows
that APN permutations are the best choice of subcomponents to resist the attacks based on differential
technique. She wants to construct some set of APN permutations that are involutions for every n � 2.

Alice knows that every involution can be expressed as the product of disjoint transpositions. So, she
decides to study the following involution

g =
d
∏

i=1

(

αi, α
′
i

)

,

where {αi, α
′
i} ∩ {αj , α

′
j} = ∅ for all i, j ∈ {1, ..., d}, i �= j, and 1 � d � 2n−1.

Alice needs your help to get APN permutations among such involutions g. Find answers to the
following questions!

Q1: Let

Λ(g) =
{

αi ⊕ α′
i : i = 1, ..., d

}

, ̂Λ(g) =
[

αi ⊕ α′
i : i = 1, ..., d

]

,

B(g) =
{

x ⊕ y : {x, y} ⊆ FixP(g), x �= y
}

, ̂B(g) =
[

x ⊕ y : {x, y} ⊆ FixP(g), x �= y
]

,

where FixP(g) is the set of all fixed points of g; i.e. FixP(g) = {x ∈ F
n
2 : g(x) = x}.

Suppose that g is an APN permutation. Get necessary conditions for multisets ̂Λ(g), ̂B(g) and sets
Λ(g), B(g). Prove that if your conditions do not hold then g is not an APN permutation.

Q2: Let da,b(g) = |{x ∈ F
n
2 : g(x⊕ a)⊕ g(x) = b}|, a, b ∈ F

n
2 . Let g be an involution and APN. Find

da,a(g) for each nonzero a ∈ F
n
2 .

Q3: Can you get the nontrivial upper bound on |FixP(g)|?

Q4: Let Mn be the set of all n-bit involutions that are APN permutations.

(1) Can you find the size of Mn for n = 2, 3, 4?

(2) Can you find the size of Mn for n = 5?

(3) A Bonus Problem (extra scores, a special prize!)

Let n � 6. Can you get the lower and the upper bounds for the size of Mn? Can you describe
involutions from Mn? Can you suggest constructions for involutions from Mn?

Note that the mapping x 	→ x−1 in the Galois field GF (2n) belongs to Mn for odd n � 3.

Remark. Let us recall some relevant definitions:

• F
n
2 is the vector space of dimension n over F2 = {0, 1}.

• A vector x ∈ F
n
2 has the form x = (x1, ..., xn), where xi ∈ F2. For two vectors x, y ∈ F

n
2 their sum

is x ⊕ y = (x1 ⊕ y1, ..., xn ⊕ yn), where ⊕ stands for XOR operation.

• Let ̂X =
[

x1, ..., xd

]

be a multiset with the underlying set F
n
2 , where x1, ..., xd ∈ F

n
2 . Note that

all elements in a set are distinct. Unlike a set, a multiset allows for multiple instances for each of its
elements.

• A permutation s is a mapping from F
n
2 to F

n
2 such that s(x) �= s(y) for all x, y ∈ F

n
2 , x �= y.

• An involution s is a permutation that is its own inverse, s2(x) = s(s(x)) = x for all x ∈ F
n
2 .

• For every different vectors α, β ∈ F
n
2 , a permutation s is called a transposition if s(α) = β,

s(β) = α, and s(x) = x for all x ∈ F
n
2\{α, β}; it is denoted by s = (α, β).

• A permutation s is called APN (Almost Perfect Nonlinear) if, for every nonzero a ∈ F
n
2 and every

b ∈ F
n
2 , the equation s(x ⊕ a) ⊕ s(x) = b has at most 2 solutions.
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2.10.2. Solution. Consider the solutions of the problem.
Q1: Let a ∈ Λ(g). Hence, a = x ⊕ y, where y = g(x) and (x, y) = (αi, α

′
i) for some i. Then

g(x ⊕ a) = g(y) = x = y ⊕ a = g(x) ⊕ a.

Let a ∈ B(g). Hence, a = x ⊕ y, where x, y ∈ FixP(g). Then

g(x ⊕ a) = g(y) = y = x ⊕ a = g(x) ⊕ a.

Thus, da,a(g) � 2 for every vector a ∈ Λ(g) ∪ B(g).
Let g be an APN permutation. Then da,a(g) = 2. Hence, the multiplicity of all elements from Λ(g)

and B(g) is 1. Thus, Λ(g) = ̂Λ(g) and B(g) = ̂B(g). Note that Λ(g) ∩ B(g) = ∅.
Q2: Since g is an APN permutation; therefore, da,a(g) � 2. As we get in Q1, da,a(g) = 2 for every

vector a ∈ Λ(g) ∪ B(g). Let us prove that da,a(g) = 0 for a /∈ Λ(g) ∪ B(g).
Let a be a nonzero vector and x be a solution of g(x ⊕ a) ⊕ g(x) = a. Since g is a permutation, either

x ∈ FixP(g) or x = αi (x = α′
i) for some i. Consider the two cases:

1. Let x ∈ FixP(g). Then, g(x ⊕ a)⊕ g(x) = a implies g(x ⊕ a) = x⊕ a. Hence, x⊕ a ∈ FixP(g).
As a result, a ∈ B(g).

2. Without loss of generality, let x = αi for some i and y = x ⊕ a. If y ∈ FixP(g) then g(x ⊕ a) ⊕
g(x) = a implies g(x) = x, which is a contradiction. Hence, without loss of generality, y = α′

j for some
j (so, we have αi ⊕ α′

j = a). Then

g(αi ⊕ a) ⊕ g(αi) = a ⇒ g(α′
j) ⊕ α′

i = a ⇒ αj ⊕ α′
i = a.

Let us show that α′
i and αj is also solutions. Indeed,

g(α′
i ⊕ a) ⊕ g(α′

i) = g(αj) ⊕ αi = α′
j ⊕ αi = a, g(αj ⊕ a) ⊕ g(αj) = g(α′

i) ⊕ α′
j = αi ⊕ α′

j = a.

Thus, if i �= j then we get at least 3 solutions that is a contradiction for the APN property of g. Hence,
j = i and a ∈ Λ(g).

Q3: Let us prove that |FixP(g)| � 1 + (2n−1 − 1)1/2.
The involution g is APN. From Q1 we have

B(g) ∩ Λ(g) = ∅. (1)

Let q = |FixP(g)|. Since g is an involution, q is even. Owing to (1) and Λ(g) ∪B(g) ⊆ F
n
2\{0}, we have

|Λ(g)| + |BB(g)| � 2n − 1. (2)

Since |B(g)| =
(q
2

)

, |Λ(g)| = 2n−1 − q/2, we have |Λ(g)| + |BB(g)| = q(q − 1)/2 + 2n−1 − q/2.
From (2), we have q(q − 1)/2 + 2n − q � 2n − 1. Thus, q(q − 2)/2 � 2n−1 − 1; i.e.,

q � 1 + (2n−1 − 1)1/2.

Q4: (a) It could be computationally verified that M2 = ∅ and |M3| = 224. Then, it is known [13] that
there are no APN permutations for n = 4. Hence, M4 = ∅.

(b) Recall some definitions:. A function A : F
n
2 → F

n
2 is affine if A(x⊕ y) = A(x)⊕A(y)⊕A(0) for

all x, y ∈ F
n
2 . Two functions F,G : F

n
2 → F

n
2 are called affine equivalent if there exist affine permutations

A1 and A2 such that F = A1 ◦ F ◦ A2. It is easy to see that the APN permutation property of a function
is an invariant under the affine equivalence. There exist [13] only five affine equivalence classes of
APN permutations. Moreover, by [13, theorem 3], only one class contains functions together with their
inverses. Hence, only this class of APN permutations can contain involutions. The representative of this
class is the famous inverse function over the finite field: F (x) = x−1 for nonzero x and F (0) = 0 (here,
functions from F

n
2 to F

n
2 are considered as functions over the finite field of order 2n). The inverse function

is an involution. Thus, all APN involutions for n = 5 are affine equivalent to the inverse function.
(c) There were no interesting suggestions by the participants for these open problems.

The unique full correct solution in the first round was proposed by Henning Seidler (Germany, TU
Berlin). In the second round, the best solution for 11 scores was proposed by the team of Kristina Geut,
Sergey Titov, and Dmitry Ananichev (Russia, Ural State University of Railway Transport, Ural Federal
University).
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2.11. Problem “Sharing”

2.11.1. Formulation.Bob is interested in studying mathematical countermeasures to side-channel
attacks on block ciphers. He found out that the techniques such as special sharings of functions can
be applied. Now he is thinking about the following mathematical problem in this approach:

Let F denote the set of invertible functions (permutations) from F
4
2 to F

4
2 and let Fn denote the set

of invertible functions from (F4
2)

n to (F4
2)

n. Let F ∈ Fn be

F (x1, x2, . . . , xn) =
(

F1(x1, x2, . . . , xn), F2(x1, x2, . . . , xn), . . . , Fn(x1, x2, . . . , xn)
)

,

with component functions Fi : (F4
2)

n → F
4
2, i = 1, . . . , n.

For every f ∈ F , a function F ∈ Fn is called a sharing of f if

n
∑

i=1

Fi(x1, x2, . . . , xn) = f

(

n
∑

i=1

xi

)

for all (x1, x2, . . . , xn) ∈ (F4
2)

n.

Moreover, F is an noncomplete sharing of f if F is a sharing of f with the additional property that each
component function Fi is independent of xi.

Bob needs your help to study functions for which a noncomplete sharing exists. Find answers to the
following questions!

Q1: Let A denote the set of affine functions from F
4
2 to F

4
2. Two functions f, g ∈ F are affine

equivalent if there exist a, b ∈ A such that g = b ◦ f ◦ a.
Let f and g be two functions in the same affine equivalence class of F and let F be a noncomplete

sharing of f . Derive from F a noncomplete sharing for g.
All functions of the same affine equivalence class have the same degree. It is known [14] that this

equivalence relation partitions F into 302 classes: 1 class corresponds to A, 6 classes contain quadratic
functions, and 295 classes contain cubic functions.

Also, Bob knows that when n � 5 then there exists a noncomplete sharing for each f ∈ F (it can
be shown by construction). When n = 2 then a noncomplete sharing exists only for the functions in A.
When n = 3 then a noncomplete sharings exist for A and also for 5 out of the 6 equivalence classes
containing quadratic functions. When n = 4 then noncomplete sharings exist for A, for all 6 quadratic
equivalence classes, and for 5 cubic classes.

Q2: A Bonus problem (extra scores, a special prize!)
Find a concise mathematical property that f ∈ F must have in order that a noncomplete sharing F

exists for n = 3 and n = 4.

Q3: A Bonus problem (extra scores, a special prize!)

Generalize to functions over F
5
2 and F

6
2.

2.11.2. Solution. Q1: Let f and g be two functions in the same affine equivalence class of F ; i.e.,
g = b ◦ f ◦ a for some a, b ∈ A, and let F ∈ Fn be a noncomplete sharing of f . At first, one can notice
that since f and g are invertible, the mappings a and b must be invertible as well. Let us denote

a(x) = Ax + a′, x ∈ F
4
2, b(x) = Bx + b′, x ∈ F

4
2,

where A and B are nonsingular binary matrices of order 4 × 4 and a′, b′ ∈ F
4
2.

Using the components functions {Fi}n
i=1 of F , we define the invertible function G ∈ Fn with

components functions

Gj (x1, x2, ..., xn) =

{

BF1 (Ax1 + a′, Ax2, ..., Axn) + b′, j = 1,
BFj (Ax1 + a′, Ax2, ..., Axn) , j �= 1,

where j = 1, 2, ..., n.
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Then for every (x1, x2, ..., xn) ∈
(

F
4
2

)n, we have

n
∑

j=1

Gj (x1, x2, ..., xn) = BF1

(

Ax1 + a′, Ax2, ..., Axn

)

+ b′

+
n
∑

j=2

BFj

(

Ax1 + a′, Ax2, ..., Axn

)

= B

⎛

⎝

n
∑

j=1

Fj

(

Ax1 + a′, Ax2, ..., Axn

)

⎞

⎠+ b′

= Bf
(

Ax1 + a′ + Ax2 + . . . + Axn

)

+ b′

= Bf

[

A

(

n
∑

i=1

xi

)

+ a′
]

+ b′ = b ◦ f ◦ a

(

n
∑

i=1

xi

)

= g

(

n
∑

i=1

xi

)

.

Therefore, the function G ∈ Fn defined as

G (x1, x2, ..., xn) = (G1 (x1, x2, ..., xn) , G2 (x1, x2, ..., xn) , ..., Gn (x1, x2, ..., xn)) ,

is a sharing of g.
From noncompleteness of F it follows that Gj , which is in fact an affine transformation of Fj , does

not depend on xj . Hence, G is a noncomplete sharing of g.
Q2–Q3: These open problems were not solved completely during the Olympiad. Nevertheless, one

perspective solution was proposed by the team of Victoria Vlasova, Mikhail Polyakov, and Alexey
Chilikov (Bauman Moscow State Technical University). They found a sufficient condition for the
existence of a noncomplete sharing for n = 3. Let us describe it here.

Let wt(y) be the Hamming weight of a binary vector y. Given σ ∈ F2, put

δσ(y) =

{

y, σ = 1,
0, σ = 0,

where 0 is the zero vector of the same dimension as y.
Let V be a vector space over the field K and assume that for the invertible function f : V → V it holds

∑

σ∈Fn
2

(−1)wt(σ)f

(

n
∑

i=1

δσi (xi)

)

= 0. (3)

Then there exists a noon-complete sharing for f . Further we consider the case n = 3.
Indeed, given (x1, x2, x3) ∈ V 3, put

F1 (x1, x2, x3) = f (x2) − f (x2 + x3) , F2 (x1, x2, x3) = f (x3) − f (x1 + x3) ,

F3 (x1, x2, x3) = f (x1) − f (x1 + x2) .

It is clear that every Fi : V 3 → V does not depend on xi, where i = 1, 2, 3. Consider the expression

3
∑

i=1

Fi (x1, x2, x3) = f (x2) − f (x2 + x3) + f (x3) − f (x3 + x1) + f (x1) − f (x1 + x2)

=
∑

σ∈F
3
2

(−1)wt(σ)f

(

3
∑

i=1

δσi (xi)

)

+ f (x1 + x2 + x3) − f(0) = f (x1 + x2 + x3) − f(0).

Without loss of generality we assume that f(0) = 0. Otherwise, we can consider the initial problem
for the function g(x) = f(x) − f(0) with g(0) = 0 and which, by the arguments from Q1, has a non-
complete sharing if and only if f does.

Finally,
∑3

i=1 Fi (x1, x2, x3) = f (x1 + x2 + x3) , which completes the proof.
It was also shown by the authors that the condition (3) is necessary for the existence of a noncomplete

sharing of f for all n.
Taking V = F

m
2 with m = 4, 5, 6 and K = F2, we can obtain a solution of Q2 and Q3 for the case

n = 3.
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2.12. Problem “Factoring in 2019”

2.12.1. Formulation. Nicole is learning about the RSA cryptosystem. She has chosen random 500-bit
prime numbers p and q, 2499 � p, q < 2500, and computed n = p · q. Being a curious and creative person,
she has also combined the three numbers in funny ways. Her favorite one is an integer h such that

h ≡ 32019p2 + 52019q2 (mod n2 + 8 · 2019).

Unfortunately, she has lost the paper where she wrote the two prime numbers. Luckily, she remem-
bers n and h. Help Nicole to recover p and q.

n = 40763613025504836845249840044831561583564626405535158138667037
18791672670905308860844304055285019651507728831663677166092475
16155419756121537288444995708421977847213953345126368990185271
10259760189356588305406519080647582874212687596214191915933827
67252094717222418132289251314647500491996323400002019,

h = 78307999278336577586961528110240026923828914927526911949501196
64549497756373569985393554661132717198368717093111812566649031
17342818449633588647098544612151278035131454234786653136500887
08830470996542888912418213532073622903727205396807848603735835
72653630883685906916701587362236649126895719656663293825501223
97088799629252601249428062432254738935764304610281613264225641
74990272864680012560095992125783832230234589257650929348364268
48117494065463529201859600747521892957258104033195441014023432
36581529201392185327635674923459290749241831590661903965132514
2154451518308886658505820006667836934411881.

2.12.2. Solution. This problem is based on a (simplified) variation of the Coppersmith method.
Let m = n2 + 8 · 2019. It is a composite number with unknown factors. The idea is to find an

integer a such that the numbers a1 = a · 32019 mod m and a2 = a · 52019 mod m are small enough
and a1p

2 + a2q
2 exceeds the modulus m by a small amount and can be recovered from a · h mod m.

This can be done using the Lagrange–Gauss algorithm (which is a special case and the building block
of the LLL algorithm). Let Λ be the lattice spanned by the two vectors

v1 =
(

1, (52019 · (32019)−1 mod m)
)

, v2 =
(

0, m
)

.

Consider an arbitrary vector v = (a1, a2) in this lattice. It is easy to verify that

a1p
2 + a2q

2 ≡ a1 · h · (32019)−1 (mod m).

The lattice reduction guarantees to find such vector v with the norm

‖v‖ =
√

a2
1 + a2

2 ≤ 2(d−1)/4(detΛ)1/d =
√

m/
4
√

2,

where d = 2 is the dimension of the lattice. In particular,

|a1p
2 + a2q

2| ≤ n(p2 + q2) < n(p + q)2 < 10n2,

where the last two inequalities follow from the balancedness of the primes (i.e., max(p, q) ≤ 2min(p, q)).
It follows that there exists an integer z, |z| < 10, such that

a1 · h · (32019)−1 mod m + zm = a1p
2 + a2q

2.

In result, we obtain an equation in p2 and q2. By replacing p = n/q, we obtain a biquadratic equation
in q which is easy to solve and factor n.
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The final solution is:
p = 20190000758781541816811298104144770223468182091751945248792088

90921501144547048007953722271285690350264116081579241189587393
202602664199899594021414383,

q = 20190000739734941945213398056820939591822657460839955948263937
53631669289175827851666668014167119439386543289850940734885806
826120718179729242641026893.

The best solution was proposed by Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov team
(Russia, Bauman Moscow State Technical University).

2.13. Problem “TwinPeaks3” (online)

2.13.1. Formulation. As Bob’s previous cipher TwinPeaks2 (NSUCRYPTO-2018) was broken again,
he finally decided to read some books on cryptography. His new cipher is now inspired by practical
ciphers, while the number of rounds was reduced a bit for better performance.

Not only the best techniques were adopted by Bob, but also he decided to enhance his cipher
by security through obscurity, so the round functions are now unknown. The only thing known about
these functions is that they are the same for odd and even rounds.

New Bob’s cipher works as follows: A message X is represented as a binary word of length 128. The
latter is divided into four 32-bit words a, b, c, and d; then the following round transformation is applied
32 times:

(a, b, c, d) ← (b, c, d, a ⊕ (Fi(b, c, d))),
Fi = F1 for odd rounds and Fi = F2 for the rest.

Here F1 and F2 are secret functions accepting three 32-bit words and returning one word; and ⊕ is
the binary bitwise XOR. The concatenation of the final a, b, c, d is the resulting ciphertext Y for the
message X.

Agent Cooper again wants to read the Bob’s messages. He caught the ciphertext

Y = e473f19a247429ab33b66268d57dd241

(the ciphertext is given in hexadecimal notation, the first byte is e4).
He was also able to gain access to Bob’s testing server with encryption and decryption routines, using

the secret key (see [15]). Unfortunately, the version of software available on this server is not final. So,
the decryption routine is incomplete and only uses keys in the reverse order, which is not sufficient for
decryption:

(a, b, c, d) ← (b, c, d, a ⊕ (Fi(b, c, d))),
Fi = F2 for odd rounds and Fi = F1 for the rest.

The server can also process multiple blocks of text at a time: they will be processed one-by-one and then
concatenated, as in the regular ECB cipher mode of operation. Ciphertexts and plaintexts are given and
processed by the server in hexadecimal notation.

Help Cooper to decrypt Y .

2.13.2. Solution. Let fi be the round transformation of round i:

fi : (a, b, c, d) ← (b, c, d, a ⊕ (Fk(i)(b, c, d))),

where k(i) = 1 for odd i and k(i) = 2 otherwise.
Hence, we can represent the encryption transformation E as E = (f1f2)16.
Let I be the incomplete decryption transformation described in the problem statement. The en-

cryption and the incomplete decryption processes only differ in the key order, so I can be written as
I = (f2f1)16.
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The decryption transformation E−1 can be represented as E−1 = (f−1
2 f−1

1 )16, where f−1
i is the

inverse of fi and is given by the transformation

f−1
i : (a, b, c, d) ← (d ⊕ (Fk(i)(a, b, c)), a, b, c).

Thus, to apply E−1 to the ciphertext one should be able to compute F1(x, y, z) and F2(x, y, z) that
are secret. To recover these functions a slide attack can be used.

The idea is to find the words x = (x1, x2, x3, x4) and y = (y1, y2, y3, y4) such that fi(x) = y. If such
a pair is found then Fi can be found as Fi(x2, x3, x4) = y4 ⊕ x1.

We use the following idea to find a desired pair: If Efi(x) = E(y) then fi(x) = y. Let us start with F1.
We need a pair of x and y such that Ef1(x) = E(y). This relation can be written as

(f1f2)16f1(x) = (f1f2)16(y), f1(f2f1)16(x) = (f1f2)16(y), f1I(x) = E(y).

We come to a conclusion that if f1I(x) = E(y) then f1(x) = y. The condition f1I(x) = Ey can be
checked by using the definition of f1: if

(I(x))2 = (E(y))1, (I(x))3 = (E(y))2, (I(x))4 = (E(y))3

then it is likely that f1I(x) = E(y). The probability of false positives is approximately 2−96 for random
Fi functions. So, it can be considered as negligible. Both I(x) and E(y) are available on the encryption
oracle for arbitrary x and y as the incomplete decryption and the encryption routines respectively.

To find Fi(a, b, c), let us brute force over x and y of the following forms: x = (X,a, b, c) and y =
(a, b, c,X ′). According to the birthday paradox, a desired pair can be found in 2 ∗ 216 operations average
(instead of 232 if we lock X or X ′ to some constant value).

As soon as we find such a pair x and y, we can compute F1(a, b, c) and apply f−1
1 to the ciphertext

and decrypt the last round. Then F2 can be found in the same way by replacing I and E with each other
due to the symmetry. By doing this round by round, we decrypt the whole ciphertext and get the desired
message (in hexadecimal notation)

acherrypieplease

The reference implementation of this attack requires 222 blocks of text to be encrypted and 10 minutes
of time average. It is important to use the server’s ability to process multiple blocks of text at a time
to minimize the amount of HTTP requests.

Four teams successfully solved the problem using the same method.

2.14. Problem “Curl27”
2.14.1. Formulation. Bob is developing the 3OTA infrastructure and has designed a new hash function
Curl27 for it. A distinguishing feature of the infrastructure is the ternary logic: Trits from the set
T = {0, 1,−1} are used instead of bits, ternary strings and words are used instead of binary ones. The
Curl27 hash function is defined below. Its implementation in Java can be found in [16].

Find a collision for Curl27; i.e., different ternary strings X and X ′ such that Curl27(X) = Curl27(X ′).
Submit colliding strings as two lines of trits separated by commas. An example of a (wrong!) solution is:

−1, 1, 0, 1, 1, 0 −1,−1, 1, 0, 1, 1,−1, 0

Description of Curl27. The Curl27 function maps a ternary string X of arbitrary length to a hash value
from T243. When hashing, an auxiliary sponge function Curl27-f : T729 → T729 is used. The hashing
algorithm is as follows:

(1) Pad X with zeros to make its length a multiple of 243. Divide the resulting string into blocks
X1,X2, . . . ,Xd ∈ T243.

(2) Prepare the state W = W0W1W2 ∈ T729 consisting of words Wi ∈ T243. Initialize the state by
filling W0 and W2 with zeros and W1 with the encoded initial (before padding) length of X. The length
is encoded by a ternary word according to the little-endian conventions: less significant trits go first. For
example, the length 25 = 1 − 31 + 33 is presented by the word 11̄01000 . . . 0

︸ ︷︷ ︸

243

. Here 1̄ stands for −1.
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Fig. 7. Groupings (3 last steps, grouped trits are painted the same color).

(3) For i = 1, 2, . . . , d, do: W0 ← Xi, W ← Curl27-f(W ).
(4) Return W0.

Description of Curl27-f. In Curl27-f the S-box

S : T3 → T3, (a, b, c) 	→ (F (a, b, c), F (b, c, a), F (c, a, b))

is used. Here

F (a, b, c) = a2b2c + a2bc2 − ab2c2 + a2b2 − a2bc + a2c2 + ab2c

− a2c + ab2 − ac2 + b2c + bc2 − a2 − b2 + bc − c2 − c + 1,

where the calculations are carried out modulo 3 while the residue 2 is represented by the trit −1.
To transform the state W , 27 rounds are performed. A round consists of 6 steps. At each step triplets

of trits of W are grouped in a certain way. Then each triplet (a, b, c) is replaced with S(a, b, c).
Groupings are organized as follows (see Fig. 7): At the first step, the state is divided into 3 words of

243 trits. Trits of these words in the same positions are grouped. At the second step, the state is divided
into 9 words of 81 trits. Trits of the 1st, 2nd and 3rd words in the same positions are grouped, then trits
of the 4th, 5th and 6th words, and so on. After that, the state is divided into words of length 27, then
length 9, then length 3, while maintaining the logic of groupings. At the last sixth step, consecutive
triplets of trits are grouped.

A bonus problem (extra scores, a special prize!). Find a collision when the state is initialized in
a different way: Now W0 and W2 are not filled with 0s; in each of them, 011̄011̄ . . . 011̄

︸ ︷︷ ︸

243

is written instead.

2.14.2. Solution. For a word u in the alphabet T, let um be the word of m copies of u. Supposing
u = u0u1 . . . un−1 denote u[m] = um

0 um
1 . . . um

n−1. We call a word of the form u[m] m-fragmented.

Theorem. Let m be a power of 3, m ≤ 729. The sponge function Curl27-f preserves m-fragmenta-
tion; i.e., if W is m-fragmented then Curl27-f(W ) is also m-fragmented.

Proof. At the ith step of the Curl27-f round function, the state W is divided into words of length

n = 36−i, i = 1, 2, . . . , 6.

For n ≤ m the step function preserves equality of trits inside fragments. It follows from the fact that
S(a, a, a) = (b, b, b). For n > m equality is also preserved since in each fragment trits at the different
positions are processed in the same way.

Let m be a small power of 3 (interesting cases are m = 3, 9, and 27). Consider a ternary string X of
length

1 + 3 + 32 + . . . + 3m−1 = (3m − 1)/2.

The length is given by a word of m ones. Consequently, the initial state of Curl27 when processing X is
m-fragmented (one fragment of 1s, the remaining fragments of 0s).

Let us choose trits of X so as to preserve m-fragmentation of the state during hashing. This is easy to
do using the Theorem: Each full m-fragment of X must have the form αm, α ∈ T, and, in addition, trits
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of the last (incomplete) fragment must be zero to be consistent with the padding trits. Having achieved
m-fragmentation of states, we automatically obtain m-fragmentation of hash values. Now a hash value
is determined by 243/m trits each of which is repeated m times. We can find a collision for Curl27 after
processing of about

√
3243/m strings X of the described structure, that is, in time of order

3m ·
√

3243/m = 3m+121.5/m.

The minimum of the above function is achieved at m = 9. During the attack with m = 9 it is required
to process approximately

√
313.5 strings of 9841 = 243 · 40 + 121 trits each.

An example of colliding messages:

X = 0243·39(101100110101111100101100000)[9]0121,

X ′ = 0243·39(000011110100111111001000000)[9]0121.

This collision was found by Jeremy Jean (National Cybersecurity Agency of France), the only participant
who solved the problem.

The preservation of fragmentation is an invariant of Curl27-f which allows to decrease the dimension
and thereby effectively solve the basic problem. To solve the bonus problem, Jeremy Jean proposed to use
another invariant for Curl27-f: If each part W0, W1, W2 of the state W is 3-expanded then this fact also
holds for Curl27-f(W ). Here we call a word U ∈ T243 3-expanded if it has the form (abc)81, abc ∈ T3.

At the initial state, the parts W0 and W2 are indeed 3-expanded. To comply with the invariant, the
part W1 representing the length of a hashed string X must have one of the forms (ab1)81, (a10)81 or
(100)81 (the length is nonzero and positive). As a result, X consists of at least

1 + 27 + · · · + 2780 > 3240 trits.

It is easy to maintain the invariant during hashing: Full 243-fragments of X must be 3-expanded
and the last incomplete fragment (if it exists) must be filled with zeros. The resulting hash values are
3-expanded, there are only 27 choices for them, and a collision will surely be found after processing only
28 strings X. Of course, the attack is impractical: The time of order 3240, which is required only for
recording colliding messages, is unacceptably large even compared to the time 3243/2 of the standard
birthday attack.

2.15. Problem “8-Bit S-Box”

2.15.1. Formulation. Permutations S of the set {0, 1}n or F
n
2 are usually called n-bit S-boxes. We will

focus on the following cryptographic properties of S-boxes:
(1) The (minimal) algebraic degree of S denoted by deg(S) is the minimum of algebraic degrees of

all component functions of S.
(2) The nonlinearity of S denoted by nl(S) is the minimal Hamming distance between all component

functions of S and the set of all affine functions.
(3) The differential uniformity of S denoted by du(S) is the maximal number of solutions of the

equation S(x) ⊕ S(x ⊕ α) = β for any nonzero vector α and any vector β.
(4) The (graph) algebraic immunity of S denoted by ai(S) is the minimal algebraic degree of all

nonzero Boolean functions f in 2n variables such that f(x, y) = 0 for all x ∈ F
n
2 and y = S(x).

In modern symmetric cryptography, S-boxes of dimension n = 8 are probably most popular. For
example, such an S-box is used in the AES block cipher. The characteristics of SAES:

(deg, nl, du, ai)(SAES) = (7, 112, 4, 2).

The value ai(SAES) = 2 means that SAES (and the whole AES) can be compactly described by
quadratic equations. This can be a weakness in the context of algebraic attacks.

Imposing the restrictions (deg, ai)(S) = (7, 3) (optimal values), we need to maximize nl(S) and
minimize du(S). The current best result [17, 18] is (deg, nl, du, ai)(S) = (7, 108, 6, 3).
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A problem for a special prize! You need to improve this result: Find 8-bit S with nl(S) > 108 and/or
du(S) < 6 while preserving deg(S) = 7 and ai(S) = 3.

Remarks. Let us recall the relevant definitions:
(1) A Boolean function f : F

n
2 → F2 can be uniquely represented in the algebraic normal form

(ANF) in the following way:

f(x) =
⊕

I∈P(N)

aI

(∏

i∈I

xi

)

,

where P(N) is the power set of N = {1, . . . , n} and aI ∈ F2.
(2) The algebraic degree of F is the degree of its ANF:

deg(F ) = max{|I| : aI �= 0, I ∈ P(N)}.
(3) Boolean functions of the algebraic degree at most 1 are called affine.
(4) The Hamming distance between Boolean functions f and g is the number of vectors x ∈ F

n
2 such

that f(x) �= g(x).
(5) A function S : F

n
2 → F

n
2 can be given as S = (s1, . . . , sn), where si is a Boolean function;

a nontrivial linear combination of s1, . . . , sn is a component function of S.

2.15.2. Solution. There were no valuable ideas from the Olympiad participants. The problem remains
unsolved for the considered configuration of cryptographic properties. There exist several dozen of
constructions based on the well-known butterfly structure that provide current record (7, 108, 6, 3),
see [17, 18]. This leads to the idea that if candidates for improvement exist then they are likely outside
the known structures and constructions of cryptographic permutations.

2.16. Problem “Conjecture”
2.16.1. Formulation. Let F2 be the finite field with two elements and let n be a positive integer at least 3.
Let f(X) be an irreducible polynomial of degree n over F2. It is known that the set of the equivalence
classes β of polynomials over F2 modulo f(X) is a finite field of order 2n, that we denote by F2n . It is
known that different choices of the irreducible polynomial give automorphic finite fields and such choice
has then no incidence on the algebraic problems on the corresponding fields.

A problem for a special prize! Prove or disprove the following

Conjecture. Let k be co-prime with n. For every β ∈ F2n , let F (β) = βξ, ξ = 4k − 2k + 1. Let

Δ = {F (β) + F (β + 1) + 1; β ∈ F2n}.
For every distinct nonzero v1 and v2 in F2n , we have

∣

∣

{

(x, y, z) ∈ Δ3; v1x + v2y + (v1 + v2)z = 0
}∣

∣ = 22n−3.

Example for n = 3: We can take f(X) = X3 + X + 1, then each element β of the field F23 can be writ-
ten as a polynomial of degree at most 2: a0 + a1X + a2X

2, a0, a1, a2 ∈ F2. The element 0 corresponds
to the null polynomial; and the unity, denoted by 1, corresponds to the constant polynomial 1. We can
calculate the table of multiplication in F23 (the table of addition just corresponds to adding polynomials
of degree at most 2); this allows us to calculate any power of any element of the field and check the
property.

2.16.2. Solution.This mathematical problem is open and difficult. It was presented in [19] for the
first time and discussed in [20]. The conjecture was verified for small n (odd values n � 11, even
values n � 8). The Olympiad participants suggested several ideas. Unfortunately, none of them gave
significant advances to prove the conjecture or search for a counterexample.

The team of Kristina Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway
Transport) and the team of Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov (Bauman Moscow
State Technical University) proved the conjecture for a particular case k = 1. Nevertheless, this case is
peculiar since the function is then quadratic and the result is known for quadratic functions. The proofs
cannot be generalized to the common case.
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3. WINNERS OF THE OLYMPIAD

Summing up the results of the Olympiad, 42 participants in the first round and 21 teams in the second
round from 16 countries were awarded by prizes and honorable diplomas. Tables 10, 11, 12, 13, and 14
illustrate the information about the prize winners of NSUCRYPTO’2019.

All information about the winners can be found on the official website [21].

Table 10. Winners of the first round in School Section A (“School Student”)

Place Name Country, City School Score

1 Borislav Kirilov Bulgaria, Sofia The First Private Mathematical Gymnasium 16

1 Alexey Lvov Russia, Novosibirsk Gymnasium 6 16

2 Lenart Bucar Slovenia, Ljubljana Gymnasium Bezigrad 15

3 Varvara Lebedinskaya Russia, Novosibirsk The Specialized Educational Scientific Center
of Novosibirsk State University

14

3 Gabriel Ericson Sweden, Örebro Tullangsskolan 14

Table 11. Winners of the first round, Section B (in the category “University Student”)

Place Name Country, City University Score

1 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 22

1 Mikhail Kudinov Russia, Moscow Bauman Moscow State Technical University 21

2 Narendra Patel India, Roorkee Indian Institute of Technology Roorkee 19

2 Vladimir Schavelev Russia, Saint Petersburg State University 19
Saint Petersburg

3 Thanh Nguyen Van Vietnam, Ho Chi Minh City University of Technology 16
Ho Chi Minh City

3 Daria Grebenchuk Russia, Yaroslavl Yaroslavl State University 16

3 Roman Gibadulin Russia, Yaroslavl Yaroslavl State University 16

3 Tuong Nguyen Vietnam, Ho Chi Minh City University of Technology 15
Ho Chi Minh City

Table 12. Winners of the first round, Section B (in the category “Professional”)

Place Name Country, City Organization Score

1 Henning Seidler Germany, Berlin TU Berlin 26

2 Samuel Tang Hong Kong, Black Bauhinia 20
Hong Kong

2 Madalina
Bolboceanu

Romania,
Bucharest

Bitdefender 20

3 Irina Slonkina Russia, Moscow National Research Nuclear University 16
MEPhI
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Table 13. Winners of the second round (in the category “University Student”)

Place Name Country, City University Score

1 Alexey Zelenetskiy, Russia, Moscow Bauman Moscow State Technical 51
Mikhail Kudinov, University
Denis Nabokov

2 Ngoc Ky Nguyen, Vietnam, Ho Chi Minh City University 43
Dung Truong, Ho Chi Minh City; of Technology,
Phuoc Nguyen Ho Minh France, Paris Ecole Normale Superieure

2 Thanh Nguyen Van, Vietnam, Ho Chi Minh City University 40
Quoc Bao Nguyen, Ho Chi Minh City of Technology
Ngan Nguyen

3 Maxim Plushkin Russia, Moscow Lomonosov Moscow State University 34

3 Ilya Trusevich, Belarus, Minsk Belarusian State University 38
Maxim Bibik,
Alexander Shulga

Table 14. Winners of the second round (in the category “Professional”)

Place Names Country, City Organization Score

1 Irina Slonkina, Russia, Moscow Bauman Moscow State Technical 48
Mikhail Sorokin, University
Vladimir Bobrov

1 Kristina Geut, Russia, Ural State University of Railway 46
Sergey Titov, Yekaterinburg Transport, Ural Federal University
Dmitry Ananichev

2 Henning Seidler, Germany, Berlin Berlin Technical University 42
Katja Stumpp

3 Victoria Vlasova, Russia, Moscow Bauman Moscow State Technical 37
Mikhail Polyakov, University
Alexey Chilikov

3 Duc Tri Nguyen, Vietnam, Cryptographic Engineering Research 36
Quan Doan, Ho Chi Minh Group, pwnphofun, Ho Chi Minh City
Tuong Nguyen City University of Technology

3 Madalina Bolboceanu, Romania, Bitdefender, Alexandru Ioan Cuza 34
Andrei Mogage, Bucharest University
Radu Titiu

Special Jeremy Jean France, Paris National Cybersecurity Agency 20
prize of France
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Abstract
Properties of a secondary bent function construction that adds the indicator of an affine
subspace of arbitrary dimension to a given bent function in n variables are obtained. Some
results regarding normal and weakly normal bent functions are generalized. An upper bound
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the given bent function is quadratic. In certain cases, the addition of the indicator of an m-
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1 Introduction

A bent function is a Boolean function in even number of variables that is at the maximal
possible Hamming distance from the set of all affine Boolean functions. In other words, it
has the best nonlinearity. Bent functions were introduced by O. Rothaus [26]. Since 1960,
they have been actively researched. As extreme objects, they have many applications in
various fields: algebra, coding theory, combinatorics, communication theory, cryptography.
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Boolean functions with high nonlinearity are especially interesting for symmetric cryptog-
raphy, since they help to resist linear cryptanalysis [23]. Useful information regarding bent
functions can be found in reviews, dissertations and monographs [6, 7, 9–11, 14, 21, 25, 28].

This work is dedicated to the following secondary construction of bent functions. Let f

be a given bent function in n variables and L be an affine subspace of Fn
2. We consider all

bent functions of the form f ⊕ IndL, where IndL is the indicator function of L. For the first
time it was mentioned by J. Dillon [11] for n/2-dimensional subspaces. Later, C. Carlet [4]
proved a criterion of “bentness” of f ⊕ IndL, where L is of arbitrary dimension. The most
popular and well studied case is dimL = n/2. In this case, the criterion transforms to
the affinity of f on L. Also, the construction generates exactly all bent functions at the
Hamming distance 2n/2 from the given one, which is the minimal possible distance between
two distinct bent functions (see [17]). This connects the construction properties with the
metric properties of the set of all bent functions (see, for instance, [16]). Note that this
case was studied in terms of (weakly) normal bent functions, which means that a function
is constant (resp. affine) on some n/2-dimensional affine subspace (see [3, 8, 13, 20]). It
should be emphasized that the affinity on an affine subspace is an interesting property for
cryptography by itself. Subspaces of large dimension deserve attention too. For instance,
A. Canteaut and P. Charpin considered the case of (n − 2)-dimensional subspaces in the
function decomposition context [2]. Note that it is rather difficult to find a suitable affine
subspace L such that f ⊕ IndL is a bent function. Also, it is hard to determine which of bent
function subclasses contain f ⊕ IndL and which do not. Nevertheless, some results related
to these problems have been obtained [3, 4, 22, 27].

In this work, we investigate the properties of the construction f ⊕ IndL, where L is an
affine subspace of arbitrary dimension m. On the one hand, they are similar to the case of
m = n/2. The construction properties are closely connected with the affinity of the dual
function on affine subspaces. Some known results for m = n/2 are generalized for the case
of arbitrary dimensions, for instance, an upper bound for the number of constructed bent
functions [16], the use of the simplest iterative construction f (x)⊕y1y2 of bent functions [3,
8]. In certain cases, the addition of the indicator of an m-dimensional subspace, for different
m, will not generate bent functions. Such examples are presented for any even n ≥ 10. On
the other hand, the numbers of generated bent functions may differ for some bent function
f and its dual function ˜f , which is opposite to the case of m = n/2. Examples of such bent
functions for any even n ≥ 8 and m = n − 2 are provided. Interestingly, these examples are
Maiorana–McFarland bent functions [24].

The article is organized as follows. Section 2 contains basic definitions. In Section 3, the
notion of a balanced representation of a bent function f by a linear subspace L is intro-
duced. It means that f is either constant or balanced on each coset of L. This notion is
directly connected with the criterion proven in [4]. Also, properties of such representations
(Theorem 2) are considered. Note that bent functions [5, 24, 29] obtained by the concate-
nation of affine functions always have a balanced representation by some nontrivial linear
subspace. In Section 4, we assume that f ⊕ IndL is a bent function for some given bent
function f and an affine subspace L and consider how to find affine subspaces L′ and L′′,
where L′ ⊂ L ⊂ L′′, such that f ⊕ IndL′ and f ⊕ IndL′′ are bent functions. Note that the
conditions related to the existence of L′ and L′′ are, in general, not trivial. There is one sim-
ple case: we can always find an n/2-dimensional L′ by an (n/2 + 1)-dimensional L. The
case of dimL = n/2+ 1 similarly to the case of dimL = n/2 guarantees that the construc-

tion is symmetric for the bent function f and its dual function ˜f : sup( ˜f ⊕( ˜f ⊕ IndL)) is an
affine subspace too (Theorem 3). In other words, the dual functions of f and f ⊕IndL differ
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exactly on an affine subspace of dimension dimL. Actually, the case of dimL = n/2 + 1
is equivalent to applying the construction twice for some n/2-dimensional L′ ⊂ L and its
shift L \ L′: (f ⊕ IndL′) ⊕ IndL\L′ = f ⊕ IndL, where f ⊕ IndL′ is bent. Hence, these
two cases are practically similar. Let us denote by BSm(f ) the set of all bent functions of
the form f ⊕ IndL, where L is m-dimensional. In Section 5, an upper bound for #BSm(f )

is proven. This bound is attained for a nontrivial dimension if and only if the given bent
function f is quadratic (Theorem 4). Also, it is shown how to choose a bent function f in n

variables such that #BSm(f ) = 0, wherem = n−2, n−1, . . . , k. In light of A. Gorodilova’s
results [15], k ≤ n/2 + 4 for the dual function of a suitable Kasami [12, 19] bent function
(Theorem 6). Thus, 0 is a tight lower bound for #BSm(f ). Section 6 focuses on the simplest
iterative construction f+2(x, y) = f (x) ⊕ y1y2 of bent functions. It is proven (Theorem 8)
that “bentness” of f+2 ⊕ IndL for an m-dimensional affine subspace L implies “bentness”
of f ⊕ IndL′ for some affine subspace L′ of dimension m−1 or m−2. This fact generalizes
the properties of normal bent functions [3]. It allows us to construct a bent function f such
that #BSm(f ) = 0, where m = n/2, n/2 + 1, n/2 + 2, n/2 + 3 (the number of dimensions
depends on the initial function; such example is based on the bent function found in [20]).
Note that these dimensions complement the ones from Theorem 6. In addition, #BSn(f+2)

is calculated by constant derivatives (Theorem 9) and it is shown that it is impossible to
find #BSn(f+2) by #BSn−2(f ). The counterexample is found in the Maiorana–McFarland
class. Section 7 demonstrates an infinite family of Maiorana–McFarland bent functions fn

in n variables such that #BSn−2(fn) �= #BSn−2(˜fn), i. e. f and its dual ˜f structurally dif-

fer. This can make it more difficult to determine the class containing ˜f ⊕ IndL even if f is
a Maiorana–McFarland bent function.

2 Preliminaries

Let us denote the finite field with two elements by F2. A Boolean function in n variables
is a mapping from F

n
2 to F2. Let 〈x, y〉 = x1y1 ⊕ . . . ⊕ xnyn, where x, y ∈ F

n
2. Let us

denote the characteristic Boolean function of a set S ⊆ F
n
2 by IndS and the derivative of f

in the direction α by Dαf , Dαf (x) = f (x) ⊕ f (x ⊕ α). Let DLf (x) = ⊕

a∈L f (x ⊕ a),
i. e. the derivative DLf = Da1Da2 . . . Dak

f , where a1, . . . , ak is a basis of L and L is a
k-dimensional linear subspace of Fn

2. We denote the cardinality of the set S by #S, the set
{x ⊕ s | s ∈ S} by x ⊕S and the set {x ∈ F

n
2 | f (x) = 1} by sup(f ). The Hamming distance

between two Boolean functions in n variables is the number of arguments on which these
functions differ. A function f is balanced on a set S if #(sup(f ) ∩ S) = 1

2#S.
The degree of f (deg f ) is the degree of its algebraic normal form that is a representation

of f as a polynomial over F2:

f (x1, . . . , xn) =
⊕

a∈Fn
2

cax
a1
1 . . . xan

n , ca ∈ F2, where

x
ai

i ≡ xi for ai = 1 and x
ai

i ≡ 1 for ai = 0. A function is called affine if its degree is at
most 1 and quadratic if its degree equals to 2. A function f is affine on an affine subspace
L if f (x) ⊕ 〈a, x〉 is constant on L for some a ∈ F

n
2.

The Walsh–Hadamard transform of f is the mapping Wf : Fn
2 → Z such that

Wf (y) =
∑

x∈Fn
2

(−1)f (x)⊕〈y,x〉.
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The numbers Wf (y) are called the Walsh–Hadamard coefficients. A Boolean function f in
n variables, n is even, is a bent function if |Wf (y)| = 2n/2 for all y ∈ F

n
2. We denote by Bn

the set of all bent functions in n variables. The dual function ˜f is defined in the following
way:

(−1)
˜f (y) = 2−n/2Wf (y), y ∈ F

n
2.

The function ˜f is a bent function too, and ˜

˜f = f (see, for instance, [26]).
Two Boolean functions f, g in n variables are called extended affinely equivalent (EA-

equivalent) if there exist an invertible n-by-n binary matrix A, a vector b ∈ F
n
2 and an affine

function � in n variables such that

f (x) = g(xA ⊕ b) ⊕ �(x) for all x ∈ F
n
2.

Hereinafter, we suppose that n is even. In this work, we consider properties of a bent
function construction f ⊕ IndU , where f is a given bent function in n variables and U is an
affine subspace of arbitrary dimension. For f ∈ Bn and 0 ≤ m ≤ n, we define

BSm(f ) = {f ⊕ IndU | U is an m-dimensional affine subspace of Fn
2} ∩ Bn.

Note that for f, g ∈ Bn that are EA-equivalent #BSm(f ) = #BSm(g) holds.
Necessary and sufficient conditions for f ⊕ IndU to be a bent function were proven by

C. Carlet [4].

Theorem 1 (C. Carlet, 1994) Let f ∈ Bn, L ⊆ F
n
2 be a linear subspace and a ∈ F

n
2 . Then

f ⊕ Inda⊕L is a bent function if and only if any of the following equivalent conditions hold:

1. Dαf is balanced on a ⊕ L for all α ∈ F
n
2 \ L;

2. ˜f (x) ⊕ 〈a, x〉 is either constant or balanced on each coset of L⊥.

In the next section, additional details for the second condition of the criterion will be
provided. They will be often used in the proofs.

Note that trivial subspace dimensions for f ∈ Bn are n − 1 and n. In these cases we just
add an affine function to the bent function, i. e. the result is always a bent function too. It
is also well known that f ⊕ IndL is not a bent function if dimL < n/2 (see [4]). Thus, we
will focus on dimensions n/2, n/2 + 1, . . . , n − 2.

3 A balanced representation

Let us introduce the following notion.

Definition 1 A Boolean function f in n variables has a balanced representation by a linear
subspace L ⊆ F

n
2 if f is either constant or balanced on each coset of L.

Note that any function has a balanced representation by the 0-dimensional linear
subspace. The same situation holds for a 1-dimensional linear subspace.

First of all, there are some additional details regarding balanced representations of bent
functions. These statements mostly follow from Theorem 1 and [16].

Theorem 2 Let f ∈ Bn and L be a linear subspace of Fn
2 , dimL ≤ n/2. Then the following

holds.
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1. Let f be constant on each of a1 ⊕ L, . . . , am ⊕ L, where a1, . . . , am ∈ F
n
2 , m ∈ N, and

be balanced on each other a ⊕ L, where a ∈ F
n
2 \ U , U = (a1 ⊕ L) ∪ . . . ∪ (am ⊕ L).

Then f ⊕ IndU ∈ Bn and ˜f ⊕ ˜f ⊕ IndU = IndL⊥ .
2. f has a balanced representation by L if and only if f is constant on each of 2n−2 dimL

distinct cosets of L.
3. f cannot be constant on more than 2n−2 dimL distinct cosets of L.

Proof Starting with the first point, let us consider Wf (x) and Wf ⊕IndU
(x):

Wf ⊕IndU
(x) =

∑

y /∈U

(−1)f (y)⊕〈x,y〉 +
∑

y∈U

(−1)f (y)⊕〈x,y〉⊕1 =

Wf (x) − 2
∑

y∈U

(−1)f (y)⊕〈x,y〉 = Wf (x) − 2
m

∑

i=1

∑

y∈ai⊕L

(−1)f (ai )⊕〈x,y〉.

Since the function y �→ 〈x, y〉 (here x is a fixed parameter) is balanced on any ai ⊕ L if
x /∈ L⊥, it holds that Wf (x) = Wf ⊕IndU

(x) for x /∈ L⊥.
Next, let x ∈ L⊥. In this case, we use the following:

Wf ⊕IndU
(x) = Wf (x) − 2

∑

y∈U

(−1)f (y)⊕〈x,y〉.

It can be seen that
∑

y∈U(−1)f (y)⊕〈x,y〉 = Wf (x). Indeed, 〈x, z〉 ≡ const on z ∈ y ⊕ L,

y /∈ U , and, therefore, f (z) ⊕ 〈x, z〉 is balanced on y ⊕ L. Thus,
∑

y /∈U(−1)f (y)⊕〈x,y〉 =
0 and Wf (x) = ∑

y∈U(−1)f (y)⊕〈x,y〉, i. e. Wf ⊕IndU
(x) = −Wf (x). At the same time,

Wf (x) = ±2n/2. Consequently, f ⊕ IndU is a bent function. Also, Wf ⊕IndU
(x) = Wf (x)

if and only if x /∈ L⊥. The first point is proven.
We can see that the first point implies that m = 2n−2 dimL, since #L⊥ = 2n−dimL and

it is well known that the duality mapping preserves the Hamming distance between bent
functions (see, for instance, [4]). Some results related to this mapping can be found in [18].
This proves the first half of the second point. To complete the second point and to prove the
third point, we refer to [16, Lemma 8].

Corollary 1 Let f, f ⊕ Inda⊕L ∈ Bn, where L is a linear subspace of Fn
2 and a ∈ F

n
2 . Then

sup( ˜f ⊕( ˜f ⊕ IndL)) = (a1⊕L⊥)∪. . .∪(a
2n−2 dimL⊥ ⊕L⊥), where f (x)⊕〈a, x〉 is constant

on each of ai ⊕ L⊥ (each two of them are distinct). Note that this does not guarantee that

sup( ˜f ⊕ ( ˜f ⊕ IndL)) is an affine subspace.

The case of dimL = n/2 is especially interesting for bent functions. A large class of
normal bent functions for this representation was introduced by H. Dobbertin [13]. Also,
any bent function represented by the concatenation of affine functions in k variables [5, 24,
29] has a balanced representation by some k-dimensional linear subspace.

Note that the algorithm described in [3] can find all balanced representations of bent
functions f (x) ⊕ 〈a, x〉 for all a ∈ F

n
2, i. e. all elements of BSm( ˜f ). Such algorithms have

many applications (see, for instance, [1]).



Cryptography and Communications

4 Subspaces and superspaces of Uwhere f ⊕ IndU ∈ Bn

In this section, we consider a possibility to increase and decrease the dimension of a sub-
space by 1 which is suitable for the construction. Let us start with balanced representations.

Proposition 1 Suppose that f ∈ Bn has a balanced representation by a linear subspace
L ⊆ F

n
2 . Then

1. f has a balanced representation by L ∪ (a ⊕ L), where a ∈ F
n
2 \ L, if and only if

a ⊕ U = U , where U is the union of all cosets of L such that f is constant on each of
them.

2. f has a balanced representation by Lw = {x ∈ L | 〈w, x〉 = 0}, where w ∈ F
n
2L

⊥, if
and only if f (x) ⊕ 〈w, x〉 has a balanced representation by L.

Proof To prove the first point, it is enough to note that f is either constant or balanced on
L ∪ (a ⊕ L) if and only if there are no cases when f is constant on x ⊕ L and balanced on
a ⊕ x ⊕ L. It is equivalent to a ⊕ U = U .

Let us consider the second point. Since w /∈ L⊥, L = Lw ∪ (s ⊕ Lw) for some s ∈ L

such that 〈w, s〉 = 1. First of all, let b ∈ U . Then f is constant on b ⊕ Lw and b ⊕ s ⊕ Lw ,
i. e. U consists of 2 ·2n−2 dimL cosets of Lw . At the same time, f (x)⊕〈w, x〉 is not constant
on b ⊕ L since 〈w, b〉 �= 〈w, b ⊕ s〉.

Let b /∈ U . Therefore, f is balanced on b ⊕ L. As a consequence, f is constant on
b ⊕ Lw if and only if f is constant on b ⊕ s ⊕ Lw = (b ⊕ L) \ (b ⊕ Lw). Note that
f (x) ⊕ 〈w, x〉 = f (x) ⊕ 〈w, b〉 for x ∈ b ⊕ Lw and f (x) ⊕ 〈w, x〉 = f (x) ⊕ 〈w, b〉 ⊕ 1
for x ∈ b ⊕ s ⊕ Lw . It implies that f (x) ⊕ 〈w, x〉 is constant on b ⊕ L if and only if f is
constant on b ⊕ Lw and b ⊕ s ⊕ Lw .

Hence, f is constant on 2n−2 dimLw = 2 · 2n−2 dimL + 2 · 2n−2 dimL distinct cosets of
Lw if and only if f (x) ⊕ 〈w, x〉 is constant on 2n−2 dimL distinct cosets of L. Theorem 2
completes the proof.

The following property follows from the previous proposition. Theorem 1 and bent
function distance properties can also provide it.

Proposition 2 Let f ∈ Bn and f ⊕ IndL ∈ Bn, where L is an affine subspace of Fn
2 . Let

a ∈ F
n
2 . Then f ⊕ IndL∪(a⊕L) ∈ Bn if and only if f ⊕ Inda⊕L ∈ Bn.

Proof Without loss of generality, we assume that L is a linear subspace. Otherwise, we can
consider f (x ⊕ b) instead of f , where b ∈ L. If a ∈ L, the statement is obvious. Let
a /∈ L. First of all, Theorem 1 provides that ˜f has a balanced representation by L⊥. Next,
(L ∪ (a ⊕ L))⊥ = {x ∈ L⊥ | 〈a, x〉 = 0} = (L⊥)a , where (L⊥)a is defined in the second
point of Proposition 1. According to this point, ˜f has a balanced representation by (L⊥)a
if and only if ˜f (x) ⊕ 〈a, x〉 has a balanced representation by L⊥. Theorem 1 completes the
proof.

Let us rewrite the first point of Proposition 1 in terms of the construction.

Proposition 3 Let f ∈ Bn and f ⊕ IndL ∈ Bn, where L is an affine subspace of Fn
2 . Let

a ∈ F
n
2 and La = {x ∈ L | 〈a, x〉 = 0}. Then f ⊕ IndLa ∈ Bn if and only if Da

˜f ≡
Da( ˜f ⊕ IndL).
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Proof It is easy to see that Da
˜f ≡ Da( ˜f ⊕ IndL) is equivalent to a ⊕ U = U , where

U = sup( ˜f ⊕ ( ˜f ⊕ IndL)). Without loss of generality, we can assume that L is a linear
subspace, similarly to Proposition 2. Let L′ = {x ∈ L | 〈a, x〉 = 0}. If L′ = L, the
statement is obvious: it means that a ∈ L⊥ and we know that U is the union of cosets of
L⊥. In other cases, either La = L′ or La = L \ L′, where dimL′ = dimL − 1. According
to Proposition 1, ˜f has a balanced representation by L′⊥ = L⊥ ∪ (a ⊕ L⊥) if and only if
a ⊕ U = U . Thus, f ⊕ IndL′ ∈ Bn if and only if a ⊕ U = U . In light of Proposition 2, it
does not matter whether La = L′ or La = L \ L′.

Note that Propositions 1, 2 and 3 give nontrivial conditions to increase and decrease the
dimension of a subspace. It looks like it is rather hard to construct a subspace or a superspace
of the given one. In other words, nonempty BSm(f ), in general, does not guarantee that
BSm+1(f ) and BSm−1(f ) are nonempty too. It is confirmed by the computational experi-
ments and by the results obtained in Sections 5.1 and 6.2 that are dedicated to bent functions
with empty BSm(f ).

It is known [4] that the set sup( ˜f ⊕ ( ˜f ⊕ IndU)) is always an affine subspace for f, f ⊕
IndU ∈ Bn and an n/2-dimensional U . Next, we prove that the same is true for an (n/2 +
1)-dimensional subspace.

Theorem 3 Let f ∈ Bn and f ⊕ IndU ∈ Bn, where U is an affine subspace of Fn
2 of

dimension at most n/2 + 1. Then sup( ˜f ⊕ ( ˜f ⊕ IndU)) is an affine subspace too.

Proof The case of dimU = n/2 is obvious. Suppose that dimU = n/2+1. By Theorem 1,
let us move to a balanced representation by L⊥ for g(x) = ˜f (x)⊕〈a, x〉, where a⊕L = U ,
L is a linear subspace. According to Corollary 1, we have 2n−2 dimL⊥ = 22 = 4 “constant”

cosets C1, C2, C3, C4 of L⊥, i. e. C1 ∪ C2 ∪ C3 ∪ C4 = sup( ˜f ⊕ ( ˜f ⊕ IndU)). Without
loss of generality, we can suppose that g|C1 ≡ g|C2 . By Theorem 2, the function g has a
balanced representation by the affine subspace C1∪C2 of dimension n/2. But Proposition 1
provides that there exists a /∈ L⊥ such that a ⊕ (C1 ∪ C2 ∪ C3 ∪ C4) = C1 ∪ C2 ∪ C3 ∪ C4.
Since a /∈ L⊥, it holds a ⊕ Ci1 = Ci2 and a ⊕ Ci3 = Ci4 for some {i1, i2, i3, i4} =
{1, 2, 3, 4}. It means that a ⊕ (Ci1 ∪Ci3) = Ci2 ∪Ci4 . Since Ci1 ∪Ci3 is an affine subspace,
(Ci1 ∪ Ci3) ∪ (Ci2 ∪ Ci4) = C1 ∪ C2 ∪ C3 ∪ C4 is an affine subspace too.

An important corollary of the theorem is the following proposition.

Proposition 4 Let f ∈ Bn and f ⊕ IndL ∈ Bn, where L is an (n/2+1)-dimensional affine
subspace of Fn

2 . Then there exists an n/2-dimensional affine subspace L′ ⊂ L such that
f ⊕ IndL′ ∈ Bn.

Proof Due to Theorem 3, let U = sup( ˜f ⊕ ( ˜f ⊕ IndL)) be a coset of a linear subspace U ′.
Since L⊥ ⊂ U ′, Proposition 3 gives us that f ⊕ IndLa ∈ Bn, where a ∈ U ′ and a /∈ L⊥. In
this case dimLa = n/2.

Proposition 4 claims that the case of (n/2+1)-dimensionalL is equivalent to applying the
construction twice for some n/2-dimensional L′ ⊂ L (that always exists by the proposition)
and its shift L \ L′, i. e.

(f ⊕ IndL′) ⊕ IndL\L′ = f ⊕ IndL, where f ⊕ IndL′ ∈ Bn.
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5 Bounds for #BSm(f )

The following theorem estimates #BSm(f ). It generalizes the upper bound from [16] that
works for m = n/2.

Theorem 4 For f ∈ Bn and m ≥ n/2, it holds

#BSm(f ) ≤ 2n−m
n−m
∏

i=1

22m−n+2i − 1

2i − 1
.

Moreover, for m ≤ n − 2, the bound is attained if and only if f is quadratic.

Proof To prove the bound, we refer to [16, Theorem 2]. In the first part of that theorem, the
following was shown:

#Ds(g) ≤ 2n
s−1
∏

t=0

2n−2t − 1

2 · (2t+1 − 1)
= #Ds(h),

where g, h ∈ Bn, h is quadratic, Ds(g) is the set of all s-dimensional affine subspaces such
that g is affine on each of them.

Let U ∈ Ds(g), i. e. g(x) ⊕ 〈a, x〉 is constant on U for some a ∈ F
n
2. Next, we define

ncg(U) = #{b ⊕ U | g(x) ⊕ 〈a, x〉 is constant on b ⊕ U, b ∈ F
n
2}.

Theorem 1 gives us that #BSn−s(g̃) = #P s(g), where

P s(g) = {a ⊕ L⊥ | a ∈ F
n
2, L is a linear subspace of dimension s

and the function g(x) ⊕ 〈a, x〉 has a balanced representation by L}.
Note that a ⊕L⊥ = b ⊕L⊥ if and only if 〈a, x〉⊕ 〈b, x〉 is constant on u⊕L, a, b, u ∈ F

n
2.

In other words, if g(x) ⊕ 〈a, x〉 is constant on u ⊕ L, then g(x) ⊕ 〈b, x〉 is constant
on u ⊕ L if and only if a ⊕ L⊥ = b ⊕ L⊥. In light of Theorem 2, it implies that
#P s(g) = 22s−n#{U ∈ Ds(g) | ncg(U) = 2n−2s}. Therefore, #BSn−s(g̃) = #P s(g) ≤
22s−n#Ds(g). According to [16, Proposition 4], nch(U) = 2n−2 dimU for any U ∈ Ds(h),
i. e. #BSn−s(˜h) = 22s−n#Ds(h). As a result,

#BSm(g̃) ≤ 22(n−m)−n#Dn−m(g) ≤ 22(n−m)−n2n
n−m−1
∏

t=0

2n−2t − 1

2 · (2t+1 − 1)
=

2n−m
n−m
∏

i=1

2n−2i+2 − 1

2i − 1
= 2n−m

n−m
∏

i=1

2n−2(n−m−i+1)+2 − 1

2i − 1
= #BSm(˜h).

It is more difficult to prove that the bound is attained only by quadratic functions for any
m ≤ n−2. The second part of the proof of [16, Theorem 2] gives us that #Ds(g) < #Ds(h)

if there exists U ∈ D2(g) such that ncg(U) < 2n−2·2, where s > 2. Let us prove the
existence of such U by contradiction. Note that we exclude the case of #D2(g) = 0 since it
is straightforward.

Let g be not quadratic. Suppose that ncg(U) = 2n−2·2 for any U ∈ D2(g). We consider
any U ∈ D2(g), U = u ⊕ L, where L is a linear subspace, u ∈ F

n
2. Since ncg(u ⊕ L) =

2n−2·2, Theorem 2 provides that ga(x) = g(x)⊕〈a, x〉 for some a ∈ F
n
2 has a balanced rep-

resentation by L, i. e. ga is either constant or balanced on each coset of L. But any function
balanced on 2-dimensional subspace is affine on it (see, for instance, [16, Proposition 2]).
Thus, ga is affine on each coset of L. As a consequence, g(x) = ga(x) ⊕ 〈a, x〉 is affine on
each coset of L as well. Hence, g is completely affinely decomposable of order 2.
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Recall that g is completely affinely decomposable of order 2 if 1) g is affine on at least
one 2-dimensional affine subspace; 2) if g is affine on a 2-dimensional affine subspace,
then g is affine on any its coset as well. It is known [16, Theorem 1] that only affine and
quadratic functions can satisfy these conditions, which contradicts the choice of g.

Thus, there exists U ∈ D2(g) such that ncg(U) < 2n−2·2. In other words, #Ds(g) <

#Ds(h) for any s > 2. It implies that #BSm(g̃) < #BSm(˜h) for any m < n − 2. Let us
consider s = 2. Since ncg(U) < 2n−2·2, it can be seen that #BSn−2(g̃) = #P 2(g) <

22·2−n#D2(g) ≤ 22·2−n#D2(h) = #BSn−2(˜h). Finally, we choose ˜f as g since f is
quadratic if and only if ˜f is quadratic. The same is true for h.

5.1 Bent functions with #BSm(f ) = 0

Let us show that #BSm(f ) = 0 for some f ∈ Bn and some m. First of all, the following
necessary condition for derivatives holds.

Lemma 1 Let f ∈ Bn and the function f (x) ⊕ 〈w, x〉, w ∈ F
n
2 , have a balanced represen-

tation by a linear subspace L, dimL ≥ 2. Then DLf ≡ 0.

Proof First of all, DL〈w, x〉 ≡ 0 since dimL ≥ 2. Next, let us recall that DLf (x) =
⊕

a∈L f (x ⊕a). Since f is either constant or balanced on a fixed x ⊕L, the number of ones
among f (x ⊕ a), a ∈ L, is either 0 or 2dimL−1 or 2dimL, i. e. it is always even. Therefore,
DLf (x) = 0 for any x ∈ F

n
2.

This subsection focuses on the Kasami bent functions. It was proven [12, 19] that the
functions of the form f (x) = tr(αx22k−2k+1) are bent, where

– α, x ∈ F2n , F2n is the field with 2n elements and n is even;
– tr(y) = y20 + y21 + . . . + y2n−1

, y ∈ F2n , tr(y) always belongs to F2;
– 0 < k < n and gcd(k, n) = 1;
– α /∈ {y3 | y ∈ F2n}. Note that {y3 | y ∈ F2n} �= F2n if n is even.

These functions are called the Kasami bent functions. Though they map F2n to F2, we can
fix a basis of F2n (since it is a vector space over F2) and consider them as Boolean functions.
It is well known that deg f = k+1 for 0 < k < n/2 and deg f = n−k+1 for n/2 < k < n.

In A.Gorodilova’s work [15] the properties of DLf of the Kasami functions were
studied. We note the following result.

Theorem 5 (A. Gorodilova, 2013) Let f be a Kasami bent function in n variables of
degree t , n ≥ 8 is even. Then DLf �≡ 0 for any k-dimensional linear subspace L, where

k ≤
{

t − 2, if 4 ≤ t ≤ (n + 3)/3;
t − 3, if (n + 3)/3 < t ≤ n/2.

These derivatives for 2-dimensional L were also studied in [27]: using the derivatives,
D. Sharma et al. proved that a nonquadratic Kasami bent function does not belong to the
Maiorana–McFarland class.

In light of these results, it is not difficult to prove that
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Theorem 6 There exists a Kasami bent function f in n variables such that #BSm( ˜f ) = 0,
where

n − 2 ≥ m ≥
{

n/2 + 3, if 4 | n or n = 10;
n/2 + 4, otherwise.

Proof Recall that there exists a Kasami bent function in n variables of degree n/2 if 4 | n

and of degree n/2 − 1 for other even n. In the first case, gcd(n, n/2 − 1) = 1 allows us to
construct a Kasami bent function f of degree n/2. In the second case, gcd(n, n/2− 2) = 1
and, similarly, there exists a Kasami function f of degree n/2 − 1. According to Lemma 1
and Theorem 5, these Kasami functions (even if we add an affine function) cannot have a
nontrivial balanced representation by a subspace of dimension at most n/2− 3 and n/2− 4
respectively. The case of n = 10 satisfies 4 ≤ t ≤ (10 + 3)/3 case of Theorem 5 and
can be considered as the first case. Thus, Theorem 1 provides that #BSm( ˜f ) = 0, where
n − 2 ≥ m ≥ n − (n/2 − 3) for the first case and n − 2 ≥ m ≥ n − (n/2 − 4) for the
second case.

Let us note that in Section 6.2 we consider bent functions f ∈ Bn such that #BSm (f ) = 0
for m ≤ n/2 + 3. In some sense, these examples complement Theorem 6: in this section
we focus on m = n − 2, n − 3, . . ., in Section 6.2 we focus on m = n/2, n/2 + 1, . . ..
Unfortunately, at the moment there is no example of a bent function f ∈ Bn, where n is
arbitrary, such that #BSm(f ) = 0 for any m ≤ n − 2.

6 BSm(f+2) for the iteratively constructed bent function f+2

Let us consider the simplest iterative construction of a bent function f+2 by f ∈ Bn:

f+2(x1, . . . , xn+2) = f (x1, . . . , xn) ⊕ xn+1xn+2.

Recall that f+2 ∈ Bn+2 if and only if f ∈ Bn. Also, it holds

˜f+2(x1, . . . , xn+2) = ˜f (x1, . . . , xn) ⊕ xn+1xn+2.

Since f and f+2 have different number of variables, let us define

pjn(x) = (x1, . . . , xn) and pjn(S) = {pjn(x) | x ∈ S},
where x ∈ F

n+2
2 and S ⊆ F

n+2
2 . Also, Fn

2(S) = {x ∈ F
n
2 | (x, 0, 0) ∈ S}.

In this section, we establish the connection between BSm−1(f ), BSm−2(f ) and
BSm(f+2).

6.1 Balanced representations of iteratively constructed functions

Recall that f ∈ Bn is normal if it has a balanced representation by some n/2-dimensionalL.
Hence, the result of this subsection (Theorem 7 and the bellow proposition) is a generaliza-
tion of the normal bent function property “f is normal if and only if f+2 is normal” which
was proven in [3] (see also [8]).

Proposition 5 Let f ∈ Bn have a balanced representation by a linear subspace L ⊆ F
n
2 .

Then the bent function f+2 has balanced representations by

1. L0 = {(x, 0, 0) | x ∈ L}, i. e. dimL0 = dimL;
2. L1 = {(x, y, 0) | x ∈ L, y ∈ F2}, i. e. dimL1 = dimL + 1.
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Let us establish which balanced representations of f exist if we have some balanced
representation of f+2.

Theorem 7 Let f ∈ Bn and suppose that f+2 has a balanced representation by a linear
subspace L ⊆ F

n+2
2 . Then there exists a linear subspace L′ ⊆ F

n
2 , where dimL − 1 ≤

dimL′ ≤ dimL, such that f has a balanced representation by L′. Moreover, Fn
2(L) ⊆

L′ ⊆ pjn(L) holds.

Proof Let x = (x1, . . . , xn+2) ∈ F
n+2
2 . For convenience, we rename the variables of both

functions, that is, consider f (x3, . . . , xn+2) and f+2(x) = x1x2 ⊕ f (x3, . . . , xn+2), where
the function f is defined on the set

Γ = {̃x | x ∈ F
n+2
2 } ⊆ F

n+2
2 , x̃ = (0, 0, x3, . . . , xn+2).

We work with Fn
2(L) and pjn(L) taking into account the new notation, i. e. pjn(x) = x̃ ∈ Γ

and Fn
2(L) = L ∩ Γ .

Suppose that f+2 has a balanced representation by a (t + 1)-dimensional subspace L ⊆
F

n+2
2 . By Theorem 2, it is constant on each of s1 ⊕ L, . . . , sm ⊕ L which are distinct,

s1, . . . , sm ∈ F
n+2
2 and m = 2n−2t . Let L′ = L ∩ Γ . Since dimΓ = n, then dimL′ ∈

{t + 1, t, t − 1}.

Case 1 dimL′ = t + 1. Therefore, L = L′ ⊆ Γ , i. e. any coset of L′ either belongs to
Γ or does not intersect with Γ . Since f (a ⊕ x) = f+2(a ⊕ x) for all x ∈ L′, a ∈ Γ, the
function f is either constant or balanced on each coset of L′ which belongs to Γ . Hence, it
has balanced representation by L′ = L. Moreover, L′ = F

n
2(L) holds.

Case 2 dimL′ = t . Then for some fixed α ∈ L \ L′ we can represent any x ∈ L as
x = x′ ⊕ yα, where x′ ∈ L′, y ∈ F2. Fixing some s ∈ F

n+2
2 , it holds

f+2(s ⊕ yα ⊕ x′) = f (̃s ⊕ yα̃ ⊕ x′) ⊕ (s1 ⊕ yα1)(s2 ⊕ yα2) = f (̃s ⊕ yα̃ ⊕ x′)
⊕(α1s2 ⊕ α2s1 ⊕ α1α2)y ⊕ s1s2 for all x

′ ∈ L′ and y ∈ F2. (1)

Let us consider S = (s1⊕L)∪ . . .∪(sm ⊕L). It is obvious that #S = m2t+1. Note that if
f+2 is constant on s⊕L, s ∈ S, then f+2 is constant on a⊕s⊕L for a = (α1, α2, 0, . . . , 0) ∈
F

n+2
2 too. Indeed, (α1s2 ⊕ α2s1 ⊕ α1α2)y = (α1(s2 ⊕ α2) ⊕ α2(s1 ⊕ α1) ⊕ α1α2)y for any

y ∈ F2, that is why (1) gives us

f+2(s ⊕ a ⊕ yα ⊕ x′) = f+2(s ⊕ yα ⊕ x′) ⊕
α1s2 ⊕ α2s1 ⊕ α1α2 for all x

′ ∈ L′ and y ∈ F2.

At the same time, Theorem 2 claims that the bent function f+2 cannot be constant on more
than m distinct cosets. Therefore, a ⊕ S = S. Since a ∈ L \ L′, it holds (α1, α2) �= (0, 0).
Let us consider two subcases.

Case 2.1 a ∈ L. In this case we can suppose that α = a. Then, fixing some s ∈ S,
equality (1) transforms to

f+2(s) = f+2(s ⊕ yα ⊕ x′) = f (̃s ⊕ x′) ⊕ (α1s2 ⊕ α2s1 ⊕ α1α2)y

⊕s1s2 for all x
′ ∈ L′ and y ∈ F2. (2)

On the one hand, f is constant on each u ⊕ L′, where u ∈ ˜S = {̃s | s ∈ S}. On the
other hand, f (̃s ⊕ x′) does not depend on y. It means that α1s2 ⊕ α2s1 ⊕ α1α2 = 0 for all
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s ∈ S. Thus, for two elements of F2
2 given as (s1, s2), the equality does not hold. Therefore,

#˜S ≥ #S/2 = m2t . But in this case we have at least m = m2t /2dimL′
distinct cosets of L′

such that f is constant on each of them. By Theorem 2, f has a balanced representation by
t-dimensional L′. Note that Fn

2(L) = L′ = pjn(L) holds.

Case 2.2 a /∈ L. Let us consider L′′ = L ∪ (a ⊕ L), dimL′′ = t + 2. Since a ⊕ S = S,
the first point of Proposition 1 provides that f+2 has a balanced representation by L′′. To
conclude the case, it is enough to note that any element x ∈ L′′ can be represented as
x = x′ ⊕αy ⊕az = x′ ⊕y(α ⊕a)⊕ (z⊕y)a = x′ ⊕yβ ⊕ z′a, where β = α ⊕a ∈ Γ, x′ ∈
L′, y, z′ ∈ F2. Hence, we obtain that f+2 has a balanced representation by (t + 2)-dimen-
sional L′′. At the same time, dimL′′ ∩ Γ = t + 1 and a ∈ L′′. It means that we can apply
the case 2.1 to the subspace L′′ and the element a. As a result, the function f has a balanced
representation by (t + 2− 1)-dimensional L′ ∪ (β ⊕ L′) = U . Also, Fn

2(L) ⊂ U ⊆ pjn(L)

holds.

Case 3 dimL′ = t − 1. In this case there exist α, β ∈ L \ L′ such that (α1, α2) =
(1, 0) and (β1, β2) = (0, 1). Any element x ∈ si ⊕L, i ∈ {1, . . . , m}, can be represented as
x = si ⊕ x′ ⊕ yα ⊕ zβ, where x′ ∈ L′, y, z ∈ F2. Without loss of generality, let us suppose
that si ∈ Γ (otherwise, we can consider si ⊕ α, si ⊕ β or si ⊕ α ⊕ β instead of si). Next,
for any fixed i ∈ {1, . . . , m} it holds

f (si) = f+2(s
i) = f+2(s

i ⊕ x) = f+2(s
i ⊕ x′ ⊕ yα ⊕ zβ) =

f (si ⊕ x′ ⊕ yα̃ ⊕ z˜β) ⊕ yz for all x′ ∈ L′ and y, z ∈ F2. (3)

Thus, f is constant on each of si ⊕ L′, si ⊕ α̃ ⊕ L′, si ⊕ ˜β ⊕ L′ and si ⊕ α̃ ⊕ ˜β ⊕ L′.
We consider the subspace L′′ = L′ ∪ (̃α ⊕ ˜β ⊕ L′). Let us show that dimL′′ = t . It is

equivalent to α̃ ⊕ ˜β /∈ L′. Indeed, fixing x′ = 0, (3) provides that

f (si) = f+2(s
i) = f+2(s

i ⊕ α ⊕ β) = f (si ⊕ α̃ ⊕ ˜β) ⊕ 1,

but f is constant on si ⊕ L′. It means that α̃ ⊕ ˜β /∈ L′.
Next, we prove that f is constant on each of si ⊕ α̃ ⊕ L′′. Note that si ⊕ α̃ ⊕ L′′ =

(si ⊕ α̃ ⊕ L′) ∪ (si ⊕ ˜β ⊕ L′). According to (3),

f (si ⊕ α̃) = f+2(s
i ⊕ α) = f+2(s

i ⊕ β) = f (si ⊕ ˜β).

At the same time, f is constant on both si ⊕ α̃ ⊕ L′ and si ⊕ ˜β ⊕ L′, i. e. it is constant on
their union.

The rest of the case is to prove that all si ⊕ α̃ ⊕ L′′ are distinct. Suppose that si ⊕ α̃ ⊕
sj ⊕ α̃ = si ⊕ sj ∈ L′′ for i �= j , where i, j ∈ {1, . . . , m}. But si ⊕ sj /∈ L′ ⊆ L by the
choice. Therefore, si ⊕ sj ∈ α̃ ⊕ ˜β ⊕ L′. In other words, si = sj ⊕ α̃ ⊕ ˜β ⊕ x′, x′ ∈ L′.
By (3) and the definition of f+2, we obtain that

f+2(s
i) = f+2(s

i ⊕ yα ⊕ zβ) = f (si ⊕ yα̃ ⊕ z˜β) ⊕ yz =
f (sj ⊕ (y ⊕ 1)̃α ⊕ (z ⊕ 1)˜β ⊕ x′) ⊕ (y ⊕ 1)(z ⊕ 1) ⊕ y ⊕ z ⊕ 1 =

f+2(s
j ⊕ (y ⊕ 1)α ⊕ (z ⊕ 1)β ⊕ x′) ⊕ y ⊕ z ⊕ 1 for all y, z ∈ F2.

But f+2(s
j ⊕ (y ⊕1)α ⊕ (z⊕1)β ⊕x′) = f+2(s

j ). Hence, f+2(s
i) = f+2(s

j )⊕y ⊕ z⊕1
for all y, z ∈ F2, which is a contradiction. As a result, any two of si ⊕ α̃ ⊕ L′′ are distinct
and f is constant on each of them. By Theorem 2, f has a balanced representation by L′′.
Note that Fn

2(L) ⊂ L′′ ⊂ pjn(L) holds.



Cryptography and Communications

6.2 The connection between BSm−1(f ), BSm−2(f ) and BSm(f+2)

Recall that Theorem 1 gives us the connection between an affine subspace U , for which
f ⊕IndU is a bent function, and the balanced representation of the bent function ˜f . It means
that the results obtained in Section 6.1 can help us to establish the connection between the
sets BSm(f ) and BSk(f+2).

Proposition 6 Let f ∈ Bn and f ⊕ IndU ∈ Bn, where U is an affine subspace of Fn
2 . Then

both f+2 ⊕ IndU1 and f+2 ⊕ IndU2 are bent functions, where

1. U1 = {(x, y, 0) | x ∈ U, y ∈ F2}, i. e. dimU1 = dimU + 1;
2. U2 = {(x, y, z) | x ∈ U, y, z ∈ F2}, i. e. dimU2 = dimU + 2.

Theorem 8 Let f+2 ∈ Bn+2 and f+2 ⊕ Inda⊕L ∈ Bn+2, where L ⊆ F
n+2
2 is a linear

subspace, a ∈ F
n+2
2 . Then there exists a linear subspace L′ ⊆ F

n
2 , where dimL − 2 ≤

dimL′ ≤ dimL − 1, such that f ⊕ Indpjn(a)⊕L′ ∈ Bn. Moreover, Fn
2(L) ⊆ L′ ⊆ pjn(L)

holds.

Proof By Theorem 1, f+2 ⊕ Inda⊕L ∈ Bn+2 if and only if ˜f (x) ⊕ 〈a, x〉 has a balanced
representation by L⊥. Let us consider f+2(x ⊕ a) instead of f+2:

f+2(x ⊕ a) = f (pjn(x) ⊕ pjn(a)) ⊕ (xn+1 ⊕ an+1)(xn+2 ⊕ an+2).

Since (xn+1 ⊕ an+1)(xn+2 ⊕ an+2) = xn+1xn+2 ⊕ an+2xn+1 ⊕ an+1xn+2 ⊕ an+1an+2, we
can exclude �(x) = an+2xn+1⊕an+1xn+2⊕an+1an+2 from f+2(x⊕a): indeed, g⊕IndU ∈
Bn+2 if and only if g ⊕ � ⊕ IndU ∈ Bn+2.

It means that ˜f (pjn(x) ⊕ pjn(a)) ⊕ xn+1xn+2 has a balanced representation by L⊥.
According to Theorem 7, ˜f (pjn(x) ⊕ pjn(a)) has a balanced representation by L′, where
F

n
2(L

⊥) ⊆ L′ ⊆ pjn(L
⊥). Again, it implies that f (pjn(x) ⊕ pjn(a)) ⊕ IndL′⊥(x) is a

bent function. Consequently, f ⊕ Indpjn(a)⊕L′⊥ is a bent function too, where (pjn(L
⊥))⊥ ⊆

L′⊥ ⊆ (Fn
2(L

⊥))⊥.
To complete the proof, it is necessary to check the bounds for L′⊥. The dimensions

obviously satisfy the conditions. Next,

(pjn(L
⊥))⊥ = {x ∈ F

n
2 | 〈x, y〉 = 0 for any y ∈ pjn(L

⊥)} =
{x ∈ F

n
2 | 〈(x, 0, 0), y〉 = 0 for any y ∈ L⊥} =

(L⊥)⊥ ∩ {(x, 0, 0) | x ∈ F
n
2} = F

n
2(L).

We obtain that (pjn(L))⊥ = (pjn((L
⊥)⊥))⊥ = F

n
2(L

⊥) from the above equality, i. e.
(Fn

2(L
⊥))⊥ = pjn(L). As a result, Fn

2(L) ⊆ L′⊥ ⊆ pjn(L) holds.

Theorem 8 allows us to preserve k zero values starting with n/2: if

#BSn/2(f ) = #BSn/2+1(f ) = . . . = #BSn/2+k−1(f ) = 0, then

#BSn/2+1(f+2) = #BSn/2+2(f+2) = . . . = #BSn/2+k(f+2) = 0.
Computational experiments show that for the non-weakly normal bent function f10 ∈

B10 found in [20, Fact 14] the following holds.

Fact 1 For an affine subspace U ⊆ F
10
2 , dimU ≤ 8, f10 ⊕ IndU /∈ B10 holds.

Together with Theorem 8, it implies the following:
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Corollary 2 For any n ≥ 10, there exists a bent function f ∈ Bn such that f ⊕ IndU /∈ Bn

for any affine subspace U ⊆ F
n
2 of dimension at most n/2 + 3.

Remark 1 We do not consider the more general iterative construction h(x, y) = f (x) ⊕
g(y), where x ∈ F

n
2 and y ∈ F

t
2, for which we have the same “normal” property [8]: if g is

normal, then h is normal if and only if f is normal. It is more difficult andD(a,0)D(0,b)h ≡ 0
for any a ∈ F

n
2, b ∈ F

t
2. According to Proposition 7 (see Section 6.3), BSn+t−2(˜h) is always

nonempty.

6.3 Exact number of functions in BSn (f+2)

Despite the bounds from Theorem 8, it seems impossible to obtain #BSm(f+2) by
#BSm−1(f ) and #BSm−2(f ). Theorem 9 and computational experiments will clearly show
this. The next proposition follows from [2, Theorem 8]. It can be proven directly by the
second point of Theorem 1.

Proposition 7 (A. Canteaut, P. Charpin, 2003) Let f ∈ Bn, L be an (n − 2)-dimensional
linear subspace of Fn

2 and a ∈ F
n
2 . Then f ⊕ Inda⊕L is a bent function if and only if

DL⊥ ˜f ≡ 0.

Let us introduce

Kc(f ) = #{2-dimensional linear subspace L | DLf ≡ c}, c ∈ F2.

Proposition 7 implies that #BSn−2( ˜f ) = 4K0(f ).

Theorem 9 For any f ∈ Bn it holds

K0(f+2) = 10K0(f ) + 6K1(f ) + 3 · 2n − 3,

K1(f+2) = 6K0(f ) + 10K1(f ) + 3 · 2n − 2.

Proof Let us work with a Gauss–Jordan basis (GJB) of a 2-dimensional linear subspace of
F

n+2
2 (see, for instance, [3]). We need to define lead(a) = i such that ai = 1 and aj = 0 for

all j < i, where i, j ∈ {1, . . . , n + 2}. A pair of nonzero a, b ∈ F
n+2
2 is a GJB of the linear

subspace {0, a, b, a ⊕ b} if lead(a) > lead(b) and blead(a) = 0. For any linear subspace
there exists a unique GJB.

Let a = (a′, α), b = (b′, β) ∈ F
n+2
2 , where a′, b′ ∈ F

n
2, α, β ∈ F

2
2. We note the

following examples of GJBs:

In the first example, lead(a) = 4, lead(b) = 2. Also, a′, b′ are linearly independent, α, β

are linearly dependent. In the second example, lead(a) = 6, lead(b) = 2. Also, a′, b′ are
linearly dependent, α, β are linearly independent.

Let us count the number of GJBs a, b that correspond to DLf ≡ c, c ∈ F2. Firstly,
it is easy to see that DLf+2(x) = Da′Db′f (x1, . . . , xn) ⊕ DαDβxn+1xn+2. Note that
DαDβxn+1xn+2 ≡ d , where d ∈ F2. It means that DLf+2 ≡ c if and only if Da′Db′f ≡
c ⊕ d . Also, the following holds:

1. DαDβxn+1xn+2 ≡ 1 if and only if α, β are linearly independent;
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2. Da′Db′f ≡ 0 for linearly dependent a′, b′.

Next, we calculate K0(f+2). All the desired subspaces satisfy one of the independent cases:

Case 1 a′ and b′ are linearly independent. There are two subcases here:

Case 1.1 Da′Db′f ≡ 0 and DαDβxn+1xn+2 ≡ 0. There are K0(f ) possibilities to choose
a GJB a′, b′. According to point 1, any linearly dependent α, β can be chosen, there are
exactly 10 such pairs. We obtain 10K0(f ) GJBs.

Case 1.2 Da′Db′f ≡ 1 and DαDβxn+1xn+2 ≡ 1. Similarly to the previous case, there are
6K1(f ) distinct GJBs, since α, β are linearly independent; there are exactly 6 such pairs
(α, β).

Case 2 a′ and b′ are linearly dependent (it holds Da′Db′f ≡ 0 by point 2) and
DαDβxn+1xn+2 ≡ 0. To form a GJB (a, b) by linearly dependent a′, b′, a′ = 0 is neces-
sary. Any nonzero vector can be chosen as b′ (we do not consider b′ = 0 since α, β are
linearly dependent too). Next, any of 3 nonzero elements can be chosen as α: (1, 0), (0, 1)
or (1, 1). But βlead(α) = 0 �= αlead(α), it means that the only way is β = (0, 0). Finally, we
have 3(2n − 1) distinct GJBs. It means that K0(f+2) = 10K0(f ) + 6K1(f ) + 3 · 2n − 3.

We calculate K1(f+2) in the same way:

Case 1 a′ and b′ are linearly independent. Thus, there are two subcases:

Case 1.1 Da′Db′f ≡ 0 and DαDβxn+1xn+2 ≡ 1, there are 6K0(f ) GJBs.

Case 1.2 Da′Db′f ≡ 1 and DαDβxn+1xn+2 ≡ 0, there are 10K1(f ) GJBs.

Case 2 a′ and b′ are linearly dependent and DαDβxn+1xn+2 ≡ 1, i. e. α, β are linearly
independent by point 1. Similarly to K0(f+2), a′ = 0 is necessary. If b′ = 0, the only way
to choose (a, b) is α = (1, 0) and β = (0, 1). Also, any b′ �= 0 can be chosen. In this case
there are 3 possibilities for α: (1, 0), (0, 1) or (1, 1). Since βlead(α) = 0, the only way to
choose linearly independent α, β is to set the rest non-leading coordinate of β to 1. Finally,
we have 3(2n − 1) + 1 distinct GJBs.

As a result, K1(f+2) = 6K0(f ) + 10K1(f ) + 3 · 2n − 2.

It can be seen that K0(f+2) and, as a result, #BSn( ˜f+2), depend on K0(f ) and K1(f ).
Also, bounds from Theorem 8 bind BSn( ˜f+2) only with BSn−2( ˜f ): we do not con-
sider BSn−1( ˜f ) since it is trivial and has the same structure for any bent function f .
Unfortunately, it looks like K1(f ) has no direct connection to #BSn−2( ˜f ). Computational
experiments for Maiorana–McFarland bent functions confirm this:

Fact 2 Let f i
8 (x, y) = 〈x, πi(y)〉, x, y ∈ F

4
2, i ∈ {1, 2}, and πi be defined by

y 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
π1(y) 0100 1001 1010 0011 0101 0111 1011 1101 1100 1110 0010 1111 0001 0110 1000 0000
π2(y) 0100 1001 1010 0011 1011 0111 0101 1100 1110 1101 0010 1111 0001 1000 0000 0110

.
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Then #BS6(
˜f 1
8 ) = #BS6(

˜f 2
8 ), but #BS8(

˜f 1
8 +2) �= #BS8(

˜f 2
8 +2):

Thus, it is not sufficient to know #BSn−2(f ) to calculate #BSn(f+2). Nevertheless, The-
orem 9 allows us to construct an infinite family of bent functions with #BSn−2(f ) �=
#BSn−2( ˜f ).

7 BSm(f ) and BSm(˜f )

In this section, we construct bent functions such that #BSm(f ) �= #BSm( ˜f ).
Theorem 3 shows that the case of m = n/2 + 1 is very similar to the case of m = n/2:

#BSm(f ) = #BSm( ˜f ) for m ≤ n/2+ 1. As a consequence, we have #BSm(f ) = #BSm( ˜f )

for any f ∈ B2 ∪ B4 ∪ B6 and any m. It seems that the simplest example of f such that
#BSm(f ) �= #BSm( ˜f ) can be found in B8 for m = 6. Computational experiments show
that the following fact holds.

Fact 3 Let ξ8(x, y) = 〈x, π(y)〉, where x, y ∈ F
4
2, and π be defined by

y 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
π(y) 1001 1010 0100 0011 0101 0111 1011 1101 1100 1110 0010 1111 0001 0110 1000 0000

.

Then #BS6(ξ8) �= #BS6(˜ξ8). More precisely, ξ8 and ˜ξ8 have

Now, Fact 3 and Theorem 9 allow us to construct an infinite family of Maiorana–
McFarland functions f2k such that #BS2k−2(f2k) �= #BS2k−2(˜f2k). Also, it implies that f2k
and ˜f2k are not EA-equivalent.

Corollary 3 #BS2k−2(f2k) < #BS2k−2(˜f2k) holds, where the function f2k ∈ B2k , k ≥ 4,
is defined by

f2k(x) = ξ8(x1, . . . , x8) ⊕ x9x10 ⊕ x11x12 ⊕ . . . ⊕ x2k−1x2k, x ∈ F
2k
2 .

Proof It is easy to show by induction thatK0(˜f2k) < K0(f2k) andK1(˜f2k) < K1(f2k). The
base of the induction is the function f8 = ξ8, the induction step is provided by Theorem 9.
It means that #BS2k−2(f2k) = 4K0(˜f2k) < 4K0(f2k) = #BS2k−2(˜f2k).

Thus, unlike m ≤ n/2+ 1, we obtain that #BSm(f ) and #BSm( ˜f ) may not be equal. As

a consequence, sup( ˜f ⊕ ( ˜f ⊕ IndU)) may not be an affine subspace.
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8 Conclusion

We have considered several properties of the bent function secondary construction f ⊕IndL,
where f is a bent function in n variables and L is an affine subspace of arbitrary dimension.
In particular, #BSm(f ), where BSm(f ) is the set of all bent functions of the form f ⊕ IndL

for an m-dimensional L, has been estimated. A relationship between considered subspaces
in the simplest iterative construction has been established. Examples of the “most difficult”
bent functions that have empty BSm(f ), for different m, have been provided. It has been
found that the construction properties for arbitrary subspaces are quite similar to the case of
n/2-dimensional subspaces, thus, we have generalized some known facts. At the same time,
arbitrary dimensions have some specific properties that make the construction interesting.

Note that we have not provided an example of a bent function f in n variables, where n

is arbitrary, such that BSm(f ) is empty for any m ≤ n − 2. It is a topic for future research.
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On the number of suitable Boolean functions in
constructions of filter and combining models of

stream ciphers∗
Tatiana Bonich, Matvey Panferov, Natalia Tokareva

Abstract

It is well known that every stream cipher is based on a good pseudorandom generator. For cryptographic purposes we are
interested in generating pseudorandom sequences with the maximum possible period. A feedback register is one of the most known
cryptographic primitives that is used to construct stream ciphers. In this paper we analyze periodic properties of pseudorandom
sequences produced by filter and combiner generators (two known schemes of stream generators based on feedback registers).
We analyze functions in these schemes which lead to pseudorandom sequences of the maximum possible period. We call such
functions suitable and count the exact number of them for an arbitrary n.

Index Terms

stream cipher, filter generator, combiner generator, gamma, Boolean function

I. INTRODUCTION

SYMMETRIC ciphers usually are divided into block and stream ones. Stream ciphers are considered as more fast but not
as secure as block ciphers. One of the most known cryptographic primitives that is used to construct stream ciphers is a

feedback register. There are many attacks and defenses on such ciphers and counter-measures against them, see for instance
[6], [4].

The properties of the pseudorandom sequence (gamma) generated by FSR are well studied in case when f is a linear function.
If f is nonlinear (see [8]), there are too many open questions related to pseudorandom sequences that all are connected to
analysis of nonlinear recurrent sequences, for example, see [5] for further review. That is why some nonlinear combinations of
linear FSRs are usually considered, for instance, filter and combining models of stream generators based on LFSR (see [10]).

Let us recall a few definitions. Let Fn2 be the n-dimensional vector space over F2. A Boolean function in n variables is a
function of the form f : Fn2 → F2. A vector of values for a given Boolean function f is the vector (f(x(1)), . . . , f(x(2n)),
where x(1), . . . , x(2

n) are binary vectors in Fn2 that are lexicographically ordered. Any Boolean function f can be represented
uniquely in its algebraic normal form (ANF):

f(x1, . . . , xn) =
⊕

I∈P(N)

aI

(∏
i∈I

xi

)
,

where P(N) is a power set of N = {1, . . . , n} and aI ∈ F2. For a Boolean function f the number of variables in the longest
item of its ANF is called the algebraic degree of a function. If algebraic degree of a function f is not more than 1 then f is
called affine. If for an affine function f it holds f(0) = 0 then f is called linear. If algebraic degree of a function f is strictly
larger than 1 then f is called nonlinear.

A feedback shift register (FSR) consists of two parts: a binary block x = (x1, . . . , xn) of length n and a feedback function
f , where f is a Boolean function in n variables. First, we fill the block x with constants, it is the initial state of the register.
During the encryption process the register is changing its state using the feedback function. Gamma is a pseudorandom
sequence generated by FSR. For functioning of the FSR the time is considered to be divided into clock cycles. On each
clock cycle, the value of f(x) is calculated first, then the state x = (x1, . . . , xn−1, xn) of the register is changed to the state
x′ = (x2, . . . , xn, f(x)) while the bit x1 will be written as the first bit of the generated gamma. A period is a length of
repeating part of gamma. In case when Boolean function f is linear we have linear feedback shift register (LFSR). Similarly,
nonlinear feedback shift register (NLFSR) uses nonlinear Boolean function as a feedback function.

It is known that LFSR can be also specified using a feedback polynomial. It is a polynomial of degree n defining bits
to be summed. If f(x1, . . . , xn) = a1x1 ⊕ a2x2 ⊕ · · · ⊕ anxn, then the corresponding feedback polynomial is defined as
p(z) = a1z

n + a2z
n−1 + · · · + anz + 1, where ai ∈ F2, i = 1, . . . , n. If p(z) is a primitive polynomial, i.e., the primitive

element of the field GF (2n) is its root, then the period of a pseudorandom sequence generated by LFSR is maximal, i.e. is
equal to 2n − 1. As a consequence, primitive polynomials mainly are used in LSFR.

∗This article was partly presented on the SEIM2020 conference.
The work is supported by Mathematical Center in Akademgorodok under agreement No. 075-15-2019-1613 with the Ministry of Science and Higher

Education of the Russian Federation and Laboratory of Cryptography JetBrains Research.
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There are many stream ciphers based on LFSR and NLFSR. One of them is Grain, developed in 2004 [9]. It is constructed
by combining model, which is based on two shift registers, one with linear feedback and one with non-linear feedback, and a
non-linear output function. Both linear and nonlinear shift register sizes are 80 bits.

Another one is A5/1 cipher that is current GSM standard [1]. It has three linear feedback shift registers of lengths 19, 22
and 23 bits with irregular clocking. The registers are clocked in a stop/go fashion using a majority rule. The output is the sum
of the last bits of the three registers.

Moreover, we could mention the Gollmann cascade [7]. This cipher is the representative of combining model. It consists
of a series of LFSRs that are clock-controlled by the previous LFSR. If all the LFSRs have the same length n, the linear
complexity of a system with k LFSRs is equal to n(2n − 1)k−1.

Additionally, the shrinking generator should be noted. This is also the representative of combining model. It consists of
two LFSRs that are clock-controlled LFSR-1 and LFSR-2. If the output of LFSR-1 is 1, then the output of the generator is
LFSR-2. If the output of LFSR-1 is 0, two bits are discarded, both LFSRs are clocked, and look new output. For instance, see
[3].

Other examples of ciphers that are based on LFSR and NLFSR are Geffe generator, Jennings generator and Beth-Piper
Stop-and-Go generator.

In this paper, we analyze pseudorandom sequences produced by filter and combiner generators. Namely, we study functions
in these schemes that lead to pseudorandom sequences of the maximal period. We call such functions suitable and count the
exact number of them for an arbitrary n.

II. THE ANALYSIS OF GAMMA FOR LINEAR FEEDBACK SHIFT REGISTER GENERATORS

A. Filter generators
The filter generator consists of a single shift register of length n with a linear feedback and uses a primitive polynomial to

change states. A Boolean function h(x1, . . . , xn) applied to the current state generates a pseudorandom sequence (gamma).
Let us not that the number of all possible functions h(x1, . . . , xn) is equal to 22

n

. The work of the filter generator is shown
in [2].

Let gamma be defined as γ = (y1, y2, . . . , y2n−1), where y1 = h(x1, . . . , xn), y2 = h(x2, . . . , xn, f(x1, . . . , xn)), etc., and
f(x1, . . . , xn) is the feedback function. Since the number of all nonzero states is equal to 2n − 1, the maximum possible
values of period of gamma is 2n− 1 too. In this paper, we would like to determine all Boolean functions h in n variables that
lead to gammas with maximal period. Let us call such functions suitable. Functions that lead to gammas with non-maximal
period we would call unsuitable. Note that the number of such functions does not depend on a linear feedback function. But
whether the function is suitable or not for the given generator, depends on the feedback function. When we count the number
of suitable functions h, we do not consider a specific set of states. We say that there is a certain number of different states used
by the generator (all sets that are generated by primitive polynomials fit this definition). Next, we study which pseudorandom
sequences have the maximal length. We analyze the number of unsuitable functions and the number of suitable functions.
Thus, our reasonings do not affect the specific order of the states. Therefore, there will be the exact calculated number of
suitable functions h for any set of states used by the generator.

Let us provide some examples of suitable and unsuitable functions. Let n = 4 be the length of a shift register, f(x1, x2, x3, x4) =
x1 ⊕ x2 be a feedback function and p(z) = z4 + z3 + 1 be a corresponding primitive polynomial. Let h1(x1, x2, x3, x4) =
x2x1 ⊕ x3x1 ⊕ x3x2 ⊕ x4x1 ⊕ x1 ⊕ x2 ⊕ x3 ⊕ 1 and h2(x1, x2, x3, x4) = x2x1 ⊕ x3x2 ⊕ x4x1 ⊕ x1 ⊕ x3 ⊕ 1 be Boolean
functions in n variables. We present generated gamma for these functions on Table I.

TABLE I
EXAMPLES OF SUITABLE AND UNSUITABLE FUNCTIONS

states 0001 0010 0100 1001 0011
h1(x1, x2, x3, x4) 1 0 0 1 0
h2(x1, x2, x3, x4) 1 0 1 1 0

states 0110 1101 1010 0101 1011
h1(x1, x2, x3, x4) 0 1 0 0 1
h2(x1, x2, x3, x4) 1 0 1 1 0

states 0111 1111 1110 1100 1000
h1(x1, x2, x3, x4) 0 0 1 0 0
h2(x1, x2, x3, x4) 1 0 1 1 0

It can be seen that h1 generates gamma with period equal to 3 and h2 generates gamma with period equal to 15.
Let us prove the main result for filter generators.
Theorem 1: Let n ∈ N and 2n − 1 = pα1

1 pα2
2 . . . pαss , where pi are pairwise distinct prime numbers, αi ∈ N , s ∈ N. Then

the number of suitable Boolean functions in n variables for the filter generator with LFSR based on a primitive polynomial of
degree n, is equal to

22
n

− 2
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),
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where β = (β1, . . . , βs) and + is a usual summing.
Proof: Consider sequences of length 2n−1 with non-maximal period (unsuitable sequences). Let Ai be a set of sequences

that can be divided on pi identical subsequences, where i = 1, . . . , s. Then Ai ∩Aj is a set of sequences that can be divided
on pi ∗ pj identical subsequences where i 6= j and i, j = 1, . . . , s. Then Ai ∪Aj is a set of sequences that can be divided on
pi or pj identical subsequences where i 6= j and i, j = 1, . . . , s. Hence, all unsuitable sequences belong to the set ∪si=1Ai and
the number of these sequences is equal to | ∪si=1 Ai|. Dividing the sequence into pi identical subsequences, the length of the
subsequence is equal to pα1

1 pα2
2 . . . pαi−1i . . . pαss . Since elements of subsequences are equal to 0 or 1 then

|Ai| = 2
p
α1
1 p

α2
2 ...p

α(i−1)

(i−1)
p
αi−1

i p
α(i+1)

(i+1)
...pαss ,

|Ai ∩Aj | = 2
p
α1
1 p

α2
2 ...p

α(i−1)

(i−1)
p
αi−1

i p
α(i+1)

(i+1)
...p

α(j−1)

(j−1)
p
αj−1

j p
α(j+1)

(j+1)
...pαss ,

. . .

| ∩si=1 Ai| = 2p
α1−1
1 p

α2−1
2 ...pαs−1

s .

Therefore, we can compute | ∪si=1 Ai| using the inclusion-exclusion principle:

| ∪si=1 Ai| =
s∑
i=1

|Ai| −
∑

1≤i<j≤s

|Ai ∩Aj |+

+
∑

1≤i<j<k≤s

|Ai ∩Aj ∩Ak| − . . .

+ (−1)s−1|A1 ∩A2 ∩ · · · ∩As| =

=

s∑
i=1

2
p
α1
1 p

α2
2 ...p

α(i−1)
(i−1)

p
αi−1
i p

α(i+1)
(i+1)

...pαss −

−
∑

1≤i<j≤s

2
p
α1
1 p

α2
2 ...p

α(i−1)
(i−1)

p
αi−1
i p

α(i+1)
(i+1)

...p
α(j−1)
(j−1)

p
αj−1

j p
α(j+1)
(j+1)

...pαss +

· · ·+ (−1)s−12p
α1−1
1 p

α2−1
2 ...pαs−1

s =

=
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).
We can write all states of our register one by one and from one state we get the second one as the next state. Consider

the vector of values of a Boolean function h that generates our gamma. Since there is no zero state in our set of states (it
generates the cycle of length 1), function h can take any value (0 or 1) on zero vector. That is why there are exactly two
Boolean functions that generate the same sequence.

Hence, the number of unsuitable functions is equal to

2| ∪si=1 Ai| = 2
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss )

Then, the number of suitable functions is equal to

22
n

− 2
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs) .
The results of Theorem 1 for n = 3, . . . , 6 are presented in the Table II.

TABLE II
NUMBER OF SUITABLE FUNCTIONS

n 3 4 5 6
suitable functions 252 65460 232 − 4 264 − 222 − 1008

total number 256 65536 232 264
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B. Combining model

Combiner generators use several linear feedback shift registers. Each register has its own length ni and uses its own primitive
polynomial for changing states. A Boolean function h(X1, . . . , Xm) generates a pseudorandom sequence gamma, where Xi

is a register bit string i. The work of the combiner generator is shown in [2].
Since we do not use zero state in combiner generator, the total number of states does not exceed (2n1−1)(2n2−1) . . . (2nm−

1). In this case, the maximum is reached when gcd(ni, nj) = 1, where i, j = 1, . . . ,m, i 6= j, and if all LFSRs have
primitive feedback polynomials. Then a Boolean function can generate a gamma with a period ranging from 1 to (2n1 −
1)(2n2 − 1) . . . (2nm − 1). Boolean functions h in n variables leading to gammas of maximal period in this case are called
suitable. Similarly, Boolean functions h in n variables leading to gammas of non-maximal period are called unsuitable. Notice
that gcd(2ni − 1, 2nj − 1) = 1, where i, j = 1, . . . ,m, i 6= j. It means that each number (2ni − 1) can be presented as
p
αk1
k1

p
αk2
k2

. . . p
αks
ks

, where k1, k2, . . . , ks are integers which depend on i.
We consider a more general model of a combiner generator. This generalized combining model is applied in ciphers such

as Grain [9]. Note that the classical combining model does not allow to describe a number of modern stream ciphers based
on the more complicated operating with bits from different registers. In this case, the more known version of the combiner
generator in which the function depends only on the last bits of the registers is included in the model we are considering. In a
nonlinear model, sometimes it is more convenient to work with several smaller registers than with one large register. It should
be noted that the considered model can be used not only in cases of all linear or all non-linear registers but also in cases of
mixed registers (i.e. some registers are linear, some are non-linear).

Theorem 2: Let n ∈ N, m ∈ N, n1, . . . , nm ∈ N,
∑m
i=1 ni = n. And

(2n1 − 1)(2n2 − 1) . . . (2nm − 1) = pα1
1 pα2

2 . . . pαss ,

where pi are different prime numbers, αi ∈ N, s ∈ N. Then the number of suitable Boolean functions in n variables for the
combiner generator with LFSRs of lengths n1, . . . , nm all based on primitive polynomials is equal to

22
n

− 22
n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).
Proof: Number of unsuitable sequences for the combiner generators is equal to

∑
β∈Fs2,β 6=0((−1)β1+···+βs+12p

α1−β1
1 ...pαs−βss ).

Proof of this is similar to proof of number of unsuitable sequences for the filter generators in Theorem 1. Since we use only
(2n1 − 1)(2n2 − 1) . . . (2nm − 1) states and the total number of states is equal to 2n1 · 2n2 . . . 2nm = 2n1+n2+···+nm , then
we have 2n1+n2+···+nm − (2n1 − 1)(2n2 − 1) . . . (2nm − 1) states, where our function can be equal to 0 or 1. Therefore, for
one of these states we have two functions. Thus, the number of unsuitable Boolean functions in n variables for the combiner
generators is equal to

22
n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)·

·
∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).
Then, the number of suitable functions is equal to

22
n

− 22
n1+n2+···+nm−(2n1−1)(2n2−1)...(2nm−1)∑

β∈Fs2,β 6=0

((−1)β1+···+βs+12p
α1−β1
1 ...pαs−βss ),

where β = (β1, . . . , βs).

The results of Theorem 2 for n = 7, m = 2, n1 = 3, n2 = 4 are presented in the Table III.

TABLE III
NUMBER OF SUITABLE FUNCTIONS FOR COMBINING MODEL

n1 3
n2 4

suitable functions 2128 − 258 − 244 − 238 + 166 ∗ 223

total number 2128
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III. FUNCTIONS FOR MODELS WITH NONLINEAR REGISTERS

A nonlinear feedback shift register (NFSR) consists of two parts: a binary vector x = (x1, . . . , xn) of length n and a
nonlinear state function f : (x1, . . . , xn)→ {0, 1} in n variables.

Similarly to the linear case, let us consider the filter generator. We assume that NFSR passes over all 2n states, i.e., it has
the maximum possible period.

Theorem 3: Let n ∈ N. Then the number of suitable Boolean functions in n variables for the filter generator with NFSR of
the maximum possible period is equal to 22

n − 22
n−1

.
Proof: Maximum possible period is equal to 2n = pα1

1 pα2
2 . . . pαss , where s = 1, p1 = 2, α1 = n. Number of unsuitable

sequences is equal to
∑
β∈Fs2,β 6=0((−1)β1+···+βs+12p

α1−β1
1 ...pαs−βss ), where β = (β1, . . . , βs). Proof of this is similar to the part

of the proof of Theorem 1, in which calculated the number of unsuitable sequences for the filter generators. Then the number
of unsuitable sequences for the filter generator with NFSR is equal to 22

n−1

. Since we use all the states then the number
of unsuitable sequences is equal to the number of unsuitable Boolean functions. Hence, the number of unsuitable Boolean
functions in n variables for the filter generator with NFSR is equal to 22

n−1

. Therefore, the number of suitable functions is
22
n − 22

n−1

.

There is another question related to NFSRs: how to determine for which nonlinear feedback functions NFSR of length n
generates gamma with the maximum possible period 2n? This question is continued and still open.
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[6] J. Golić, “On the security of nonlinear filter generators. In: Fast Software Encryption,” Lecture notes in computer science, vol 1039. Springer, Heidelberg,

pp.173–188, 1996.
[7] D. Gollmann, “Kaskadenschaltungen taktgesteuerter Schieberegister als Pseudozufallszahlengeneratoren,” Ph.D.dissertation, Universität Linz, 1983. (In

German)
[8] E. Key, “An analysis of the structure and complexity of nonlinear binary sequence generators,” IEEE Trans Inform Theory 22, pp.732–736, 1976.
[9] M. Hell, T. Johansson, W. Meier “A Stream Cipher for Constrained Environments” // Int. J. Wireless Mobile Comput., vol. 2, no. 1, 2007, pp. 86–93.
[10] A. Menezes, P. C. van Oorschot and S. Vanstone, “Handbook of Applied Cryptography”, CRC Press, pp. 191–222, 1996.

Tatiana Bonich Novosibirsk State University
Tatiana Bonich received the B.Sc. degree in mathematics from Omsk State University in 2019. In 2021 she completes her M.Sc. degree in Novosibirsk

State University. Since 2019, she is a researcher of the laboratory of cryptography in Novosibirsk State University. She is currently working on analysis of
pseudorandom sequences in cryptography.

Matvey Panferov Novosibirsk State University
Matvey Panferov graduated Omsk State University in 2019. Since 2019 he studies in Novosibirsk State University. Since 2019, he is a researcher of the

laboratory of cryptography in Novosibirsk State University. He is interested in analysis of pseudorandom sequences in cryptography.

Natalia Tokareva Sobolev Institute of Mathematics, Novosibirsk, Russia
Natalia Tokareva received the PhD degree in mathematics from Sobolev Institute of Mathematics in 2008. Since 2014 she is a head of Cryptographic

Center in Novosibirsk and a general chair of International Olympiad in Cryptography. She was a supervisor for more than 30 MS and PhD students. Her
research interests include cryptographic Boolean functions, namely bent functions; symmetric cryptography and cryptanalysis in general.

Page 5 of 5

https://mc.manuscriptcentral.com/t-it

IEEE Transactions on Information Theory, For Peer Review Only



20XX

ÏÐÈÊËÀÄÍÀß ÄÈÑÊÐÅÒÍÀß ÌÀÒÅÌÀÒÈÊÀ

Íàçâàíèå ðàçäåëà æóðíàëà � X(X)

ÓÄÊ 519.7

ÏÐÈÌÅÍÅÍÈÅ SAT-ÐÅØÀÒÅËÅÉ Ê ÇÀÄÀ×Å ÏÎÈÑÊÀ ÒÀÁËÈ×ÍÎ
ÇÀÄÀÍÍÛÕ ÂÅÊÒÎÐÍÛÕ ÁÓËÅÂÛÕ ÔÓÍÊÖÈÉ Ñ ÒÐÅÁÓÅÌÛÌÈ

ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÌÈ ÑÂÎÉÑÒÂÀÌÈ 1

Ê.Â. Êàëãèí, À. Å. Äîðîíèí

Èíñòèòóò ìàòåìàòèêè èì. Ñîáîëåâà ÑÎ ÐÀÍ,

Íîâîñèáèðñêèé Ãîñóäàðñòâåííûé Óíèâåðñèòåò, ã. Íîâîñèáèðñê, Ðîññèÿ

Â äàííîé ðàáîòå ïðåäñòàâëåí ïîäõîä ê ðåøåíèþ çàäà÷è ïîèñêà APN-ôóíêöèè,
îñíîâàííûé íà ñâåäåíèè ê êëàññè÷åñêîé çàäà÷å î âûïîëíèìîñòè è èñïîëüçîâà-
íèè SAT-ðåøàòåëåé. Îïèñàíî ïîñòðîåíèå ôîðìóë, îïðåäåëÿþùèõ APN-ôóíêöèþ.
Ââåäåíû äâà ïðåäñòàâëåíèÿ ôóíêöèè: ðàçðåæåííîå è ïëîòíîå, â êîòîðûõ îïèñàíà
çàäà÷à ïîèñêà âçàèìíî-îäíîçíà÷íîé âåêòîðíîé áóëåâîé ôóíêöèè è APN-ôóíêöèè.
Ïðåäñòàâëåíî îïèñàíèå è ðåàëèçàöèÿ ìîäåðíèçèðîâàííîãî switching-ìåòîäà â âèäå
SAT-çàäà÷è, êîòîðûé ñìîã ïîêàçàòü ýôôåêòèâíîñòü íà ðàçìåðíîñòÿõ n = 6, 7, 8.

Êëþ÷åâûå ñëîâà: SAT-ðåøàòåëè, êðèïòîãðàôèÿ, áóëåâû ôóíêöèè, APN-

ôóíêöèè, switching-ìåòîä.

DOI 10.17223/20710410/XX/1

SAT-SOLVERS APPLICATION FOR FINDING TABLE-DEFINED
VECTORIAL BOOLEAN FUNCTIONS WITH THE REQUIRED

CRYPTOGRAPHIC PROPERTIES

K.V. Kalgin, A. E. Doronin

Sobolev Institute of Mathematics,

Novosibirsk State University, Novosibirsk, Russia

E-mail: kalginkv@gmail.com, artem96dor@gmail.com

In this paper we propose a method for finding an APN-function. It is based on
translation into SAT-problem and using SAT-solvers. We introduce construction of
several formulas defining conditions for finding APN-function. We introduce two rep-
resentations of function: sparse and dense, which are used to describe the problem of
finding one-to-one vectorial Boolean functions and APN-functions. We describe and
implement an improved switching-method as a SAT-problem. This method showed
its practical efficiency on bigger dimensions (n = 6, 7, 8).

Keywords: SAT-solvers, cryptography, Boolean functions, APN-functions, switching-
method.

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî Öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-

íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2019-1613 è ëàáîðàòîðèè

êðèïòîãðàôèè JetBrains Research.



2 Ê.Â. Êàëãèí, À. Å. Äîðîíèí

Ââåäåíèå

Â íàñòîÿùåå âðåìÿ èçâåñòíî áîëüøîå ÷èñëî îòêðûòûõ êðèïòîãðàôè÷åñêèõ çàäà÷,
îäíà èç êîòîðûõ � ïîèñê íîâûõ êðèïòîãðàôè÷åñêèõ áóëåâûõ ôóíêöèé äëÿ èñïîëüçîâà-
íèÿ â ðàçëè÷íûõ øèôðñèñòåìàõ. Âîçìîæíûì ïîäõîäîì ê ðåøåíèþ äàííîé çàäà÷è ñëó-
æèò ïîïûòêà çàïèñàòü åå â âèäå çàäà÷è î âûïîëíèìîñòè è èñïîëüçîâàòü SAT-ðåøàòåëè
äëÿ ïîèñêà ðåøåíèé.

Çàäà÷à î âûïîëíèìîñòè (SAT- èëè ÂÛÏ-çàäà÷à) çàêëþ÷àåòñÿ â ñëåäóþùåì: ìîæ-
íî ëè ïðèñâîèòü ïåðåìåííûì íåêîòîðîé áóëåâîé ÊÍÔ-ôîðìóëû çíà÷åíèÿ ¾èñòèíà¿
èëè ¾ëîæü¿ òàêèì îáðàçîì, ÷òîáû ôîðìóëà ñòàëà èñòèííîé. Â îáùåì ñëó÷àå äàííàÿ
çàäà÷à ÿâëÿåòñÿ NP-ïîëíîé [2]. Íàïîìíèì, ÷òî NP-ïîëíîòà SAT-çàäà÷è îçíà÷àåò òî,
÷òî ê íåé ìîæíî ñâåñòè âñå çàäà÷è èç êëàññà NP çà ïîëèíîìèàëüíîå âðåìÿ. È åñëè
íàéäåòñÿ ïîëèíîìèàëüíûé àëãîðèòì ðåøåíèÿ NP-ïîëíîé çàäà÷è, òî è âñå îñòàëüíûå
çàäà÷è áóäóò ðåøåíû çà ïîëèíîìèàëüíîå âðåìÿ. Â íàñòîÿùåå âðåìÿ ïî çàäà÷å î âû-
ïîëíèìîñòè ïðîâîäèòñÿ áîëüøîå êîëè÷åñòâî èññëåäîâàíèé, à ïðîãðàììû, ðåøàþùèå
äàííóþ çàäà÷ó, èñïîëüçóþòñÿ âî ìíîãèõ îáëàñòÿõ: ïðîâåðêà ìîäåëåé, ðåøåíèå çàäà÷
òåîðèè ðàñïèñàíèé, èñêóññòâåííûé èíòåëëåêò, êðèïòîãðàôèÿ è ìíîãèå äðóãèå. Â ñâÿ-
çè ñ ýòèì åæåãîäíî ïðîâîäÿòñÿ êîíêóðñû ïðîãðàìì, òàê íàçûâàåìûå, ñîðåâíîâàíèÿ
SAT-ðåøàòåëåé (SAT-competition) [5].

SAT-ðåøàòåëü � ýòî ïðîãðàììà, êîòîðàÿ ïðîâåðÿåò âûïîëíèìîñòü ôîðìóëû, çàïè-
ñàííîé â êîíúþíêòèâíîé íîðìàëüíîé ôîðìå (ÊÍÔ-ôîðìóëû). Ïåðâûå SAT-ðåøàòåëè
îñíîâûâàëèñü íà àëãîðèòìå DPLL (àëãîðèòì Äýâèñà - Ïàòíåìà - Ëîãåìàíà - Ëàâëåí-
äà) [6] � ïîëíûé àëãîðèòì ïîèñêà ñ âîçâðàòîì äëÿ ðåøåíèÿ çàäà÷è âûïîëíèìîñòè áóëå-
âûõ ÊÍÔ-ôîðìóë. Àëãîðèòì ïðîèçâîëüíûì îáðàçîì âûáèðàåò ïåðåìåííóþ, ïðèñâàè-
âàåò åé çíà÷åíèå ¾èñòèíà¿, óïðîùàåò ôîðìóëó è ðåêóðñèâíûì îáðàçîì ïðîâåðÿåò åå íà
âûïîëíèìîñòü. Åñëè àëãîðèòì ñòàëêèâàåòñÿ ñ êîíôëèêòîì (ïîäìíîæåñòâîì îçíà÷èâà-
íèé ïåðåìåííûõ, ïðè êîòîðîì âîçíèêàþò ëîæíûå äèçúþíêöèè), òî àëãîðèòì âûïîëíÿ-
åò âîçâðàò ê ïåðåìåííîé è ïðèñâàèâàåò åé çíà÷åíèå ¾ëîæü¿. Îñíîâíîå îòëè÷èå DPLL îò
ïåðåáîðà â ãëóáèíó � ýòî íàëè÷èå âûâîäà çíà÷åíèé äðóãèõ ïåðåìåííûõ ïîñëå ïðèñâàè-
âàíèÿ çíà÷åíèÿ ïåðåìåííîé íà òåêóùåì øàãå (constant propagation). Äàííûé àëãîðèòì
ïîêàçàë âûñîêóþ ýôôåêòèâíîñòü äëÿ ðÿäà ïðàêòè÷åñêèõ çàäà÷. Ïðÿìûì ïðîäîëæå-
íèåì àëãîðèòìà DPLL ÿâëÿåòñÿ àëãîðèòì CDCL (Con�ict-Driven-Clause-Learning) [7],
êîòîðûé ëåæèò â îñíîâå ñîâðåìåííûõ SAT-ðåøàòåëåé. Àíàëîãè÷íî DPLL, â àëãîðèòìå
CDCL âûáèðàåòñÿ ïåðåìåííàÿ è îçíà÷èâàåòñÿ â ñîîòâåòñòâèè ñ ðåàëèçîâàííûì ýâðè-
ñòè÷åñêèì àëãîðèòìîì. Îäíàêî àëãîðèòì õðàíèò ãðàô âûâîäà è ïî õîäó ðàáîòû çàïî-
ìèíàåò êîìáèíàöèè, êîòîðûå íå âåäóò ê ðåøåíèþ, òåì ñàìûì ïîçâîëÿåò ýôôåêòèâíî
îòñåêàòü ïîäïðîñòðàíñòâà íàáîðîâ çíà÷åíèé ïåðåìåííûõ, ïðèâîäÿùèõ ê êîíôëèêòàì.
Ðàçðàáîò÷èêè àëãîðèòìà CDCL ñîçäàëè SAT-ðåøàòåëü GRASP, êîòîðûé îïèñàí â ðà-
áîòå [7]. Ïðåäëîæåííûå ýâðèñòèêè ñóùåñòâåííî ñîêðàùàþò âðåìÿ ðàáîò ðåøàòåëÿ íà
ìíîãèõ êëàññàõ çàäà÷.

SAT-ðåøàòåëè èñïîëüçóþòñÿ äëÿ ðåøåíèÿ ìíîãèõ êðèïòîãðàôè÷åñêèõ çàäà÷. Íà-
ïðèìåð, äëÿ ïðîâåäåíèÿ êðèïòîàíàëèçà øèôðñèñòåì. Â ðàáîòå [8] ðàññìàòðèâàåòñÿ
êðèïòîàíàëèç çàäà÷è ôàêòîðèçàöèè öåëûõ ÷èñåë, íà êîòîðîì îñíîâàíà êðèïòîñèñòå-
ìà RSA. Ñóòü ðàáîòû çàêëþ÷àåòñÿ â ïîñòðîåíèè è èñïîëüçîâàíèè ìåòîäîâ, êîòîðûå
íàõîäÿò ïðèáëèæåííîå ðåøåíèå SAT-çàäà÷è, íî â ðåçóëüòàòå ñòàòèñòè÷åñêèõ èñïû-
òàíèé äëÿ êàæäîãî áèòà áóäåò ïîëó÷åíà âåðîÿòíîñòü âåðíîãî îïðåäåëåíèÿ êàæäîãî
áèòà. Ýòèì ìåòîäîì ÿâëÿåòñÿ ìåòîä ïðîñòîé èòåðàöèè ñ èñïîëüçîâàíèåì ðÿäà ïîëè-
íîìèàëüíûõ ýâðèñòèê ïî óëó÷øåíèþ åãî ñõîäèìîñòè. Òàêæå èñïîëüçóåñÿ àëüòåðíà-
òèâíûé ñïîñîá íàõîæäåíèÿ ïðèáëèæåííîãî ðåøåíèÿ SAT-çàäà÷è, çàêëþ÷àþùååñÿ â
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ïîñòðîåíèè ñèñòåìû ëèíåéíûõ óðàâíåíèé íà îñíîâå èñõîäíîé ôîðìóëû. Ïîëó÷åííûå
äàííûå ìîãóò áûòü ïðèìåíåíû ñ ñî÷åòàíèè ñ èçâåñòíûìè SAT-ðåøàòåëÿìè (íàïðèìåð,
àëãîðèòìîì ëîêàëüíîãî ïîèñêà GSAT). Ïîëó÷åííûì ãèáðèäíûì àëãîðèòìîì óäàëîñü
ôàêòîðèçîâàòü ÷èñëî ðàçìåðíîñòüþ äî 417 áèò â äâîè÷íîé çàïèñè âêëþ÷èòåëüíî.

Â ðàáîòå [9] ïðåäñòàâëåíà ãîìîìîðôíàÿ êðèïòîñèñòåìà ñ îòêðûòûì êëþ÷îì, îñíî-
âàííàÿ íà çàäà÷å âûïîëíèìîñòè áóëåâûõ ôîðìóë. Â äàííîé ñèñòåìå îòêðûòûì êëþ÷îì
ÿâëÿåòñÿ ñàìà áóëåâà ôîðìóëà, ñåêðåòíûì êëþ÷îì � îçíà÷èâàíèå ýòîé ôîðìóëû, ïðè
êîòîðîé îíà ñòàíåò èñòèííîé.

Ðàáîòà [10] ïîñâÿùåíà ïðîâåðêå îáðàòèìîñòè âåêòîðíûõ áóëåâûõ ôóíêöèé. Ïîêà-
çàíî, ÷òî äàííàÿ çàäà÷à ÿâëÿåòñÿ coNP-ïîëíîé. Ïðåäëàãàåòñÿ äâà ïîäõîäà: ñ èñïîëü-
çîâàíèåì SAT-ðåøàòåëåé è áèíàðíûõ äèàãðàìì ðåøåíèé (BDD).

Â äàííîé ðàáîòå ïðåäëàãàåòñÿ ñâåäåíèå êðèïòîãðàôè÷åñêîé çàäà÷è ïîèñêà òàáëè÷-
íî çàäàííûõ âåêòîðíûõ áóëåâûõ ôóíêöèé ñ íåêîòîðûìè ñâîéñòâàìè, òàêèìè êàê âçà-
èìíàÿ îäíîçíà÷íîñòü è äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü, ê çàäà÷å âûïîëíèìîñòè.
Äàííàÿ çàäà÷à ïðåäñòàâëÿåòñÿ â âèäå ÊÍÔ-ôîðìóë è ïîäà¼òñÿ íà âõîä SAT-ðåøàòåëÿ,
êîòîðûé â ïðîöåññå ñâîåé ðàáîòû ïðîâåðÿåò ôîðìóëó íà âûïîëíèìîñòü. Åñëè îíà âû-
ïîëíèìà, òî âûâîäèò ðåøåíèå.

1. Îïðåäåëåíèÿ è îáîçíà÷åíèÿ

Â ðàáîòå áûëè èñïîëüçîâàíû ñëåäóþùèå îïðåäåëåíèÿ:

Îïðåäåëåíèå 1. Âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Zn
2 → Zm

2 íàçûâàåòñÿ áèåêòèâ-

íîé [1], åñëè îíà èíúåêòèâíà è ñþðúåêòèâíà, òî åñòü îäíîâðåìåííî âûïîëíÿþòñÿ ñëå-
äóþùèå óñëîâèÿ:

1) ∀x′ ∈ Zn
2 ∀x′′ ∈ Zn

2 : x′ 6= x′′ → F (x′) 6= F (x′′),
2) ∀y ∈ Zm

2 ∃Zn
2 ∈ X : F (x) = y.

Îïðåäåëåíèå 2. Âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Zn
2 → Zn

2 íàçûâàåòñÿ äèôôåðåí-

öèàëüíî δ-ðàâíîìåðíîé [3], åñëè ïðè ëþáîì íåíóëåâîì âåêòîðå a ∈ Zn
2 è ïðîèçâîëüíîì

âåêòîðå b ∈ Zn
2 óðàâíåíèå

F (x)⊕ F (x⊕ a) = b (1)

èìååò íå áîëåå δ ðåøåíèé, ãäå δ � öåëîå ÷èñëî.

Åñëè δ = 2, òî âåêòîðíàÿ áóëåâà ôóíêöèÿ íàçûâàåòñÿ APN-ôóíêöèåé.

2. Çàäàíèå ôóíêöèè

Â ðàáîòå ïðåäñòàâëåíû ñïîñîáû çàïèñè êðèïòîãðàôè÷åñêèõ ñâîéñòâ ñ ïîìîùüþ
äâóõ ïðåäñòàâëåíèé � ðàçðåæåííîãî è ïëîòíîãî.

2.1. Ð à ç ð å æ å í í î å ï ð å ä ñ ò à â ë å í è å

Äëÿ çàäàíèÿ âåêòîðíîé áóëåâîé ôóíêöèè F : Zn
2 → Zn

2 ââåäåì ñëåäóþùèå áàçîâûå
ïåðåìåííûå:

fx,y = 1 ⇐⇒ F (x) = y, ãäå x, y ∈ Zn
2 .

Òàêîå ïðåäñòàâëåíèå áóëåâîé ôóíêöèè áóäåì íàçûâàòü ðàçðåæåííûì (ïî àíàëîãèè
ñ ðàçðåæåííûìè ìàòðèöàìè). ×èñëî ïåðåìåííûõ fx,y ðàâíî 22n.
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Òåîðåìà 1. Ìíîæåñòâî ïåðåìåííûõ fx,y êîäèðóåò ôóíêöèþ F : Zn
2 → Zn

2 òîãäà è
òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

FS(f) =
∧
x∈Zn

2

∧
y′,y′′∈Zn

2
y′<y′′

(fx,y′ ∨ fx,y′′) ∧
∧
x∈Zn

2

(
∨
y∈Zn

2

fx,y). (2)

Äîêàçàòåëüñòâî. ×òîáû ïåðåìåííûå fx,y çàäàâàëè ôóíêöèþ, íåîáõîäèìî,
÷òîáû äëÿ êàæäîãî ýëåìåíòà èç ìíîæåñòâà ïðîîáðàçîâ ñóùåñòâîâàë åäèíñòâåííûé
îáðàç, òî åñòü ∀x ∈ Zn

2 ∃!y ∈ Zn
2 , ÷òî fx,y = 1.

Â ÊÍÔ ýòî óñëîâèå çàïèñûâàåòñÿ â äâà ýòàïà:

1) Ñóùåñòâîâàíèå îáðàçà äëÿ êàæäîãî ïðîîáðàçà: ∀x ∃y fx,y = 1 èëè
∧
x∈Zn

2

(
∨
y∈Zn

2

fx,y).

2) Ñóùåñòâîâàíèå íå áîëåå ÷åì îäíîãî îáðàçà äëÿ êàæäîãî ïðîîáðàçà:

∀x ∀y′, y′′ (fx,y′ → fx,y′′) èëè
∧
x∈Zn

2

∧
y′,y′′∈Zn

2
y′<y′′

(fx,y′ ∨ fx,y′′).

Îáúåäèíÿÿ äàííûå ôîðìóëû ïðè ïîìîùè êîíúþíêöèè, ïîëó÷àåì ôîðìóëó (2).

Èòîãî ôîðìóëà FS(f) ñîñòîèò èç 23n−1− 22n−1 äèçúþíêöèé äëèíû 2 è 2n äèçúþíê-
öèé äëèíû 2n.

2.2. Ï ë î ò í î å ï ð å ä ñ ò à â ë å í è å

Âåêòîðíóþ áóëåâó ôóíêöèþ F : Zn
2 → Zn

2 âñåãäà ìîæíî ïðåäñòàâèòü ñëåäóþùèì
îáðàçîì: F (x) = (F0(x), F1(x), . . . , Fn−1(x)), ãäå Fi : Zn

2 → Z2, i = 0, . . . , n − 1. Òàêèì
îáðàçîì, â ïëîòíîì ïðåäñòàâëåíèè óäîáíî ââåñòè ñëåäóþùèå áàçîâûå ïåðåìåííûå:

fbx,k = 1 ⇐⇒ Fk(x) = 1, ãäå k = 0, . . . , n− 1, x ∈ Zn
2 .

Òàêîå ïðåäñòàâëåíèå áóëåâîé ôóíêöèè áóäåì íàçûâàòü ïëîòíûì (Áóêâà b â îáî-
çíà÷åíèè fb âçÿòà îò ñëîâà binary ââèäó çàïèñè â äàííîì ïðåäñòàâëåíèè çíà÷åíèé f(x)
â äâîè÷íîé çàïèñè). ×èñëî ïåðåìåííûõ fbx,k ðàâíî n · 2n.

Â äàííîì ïðåäñòàâëåíèè êàæäîìó ïðîîáðàçó x ∈ Zn
2 ñòàâèòñÿ â ñîîòâåòñòâèå íåêî-

òîðûé îáðàç y ∈ Zn
2 . Òàêèì îáðàçîì, íàëîæåíèå äîïîëíèòåëüíûõ óñëîâèé íà áóëåâû

ïåðåìåííûå fbx,k, êàê ýòî áûëî ñäåëàíî â ðàçðåæåííîì ïðåäñòàâëåíèè â òåîðåìå 1, íå
òðåáóåòñÿ.

3. Âçàèìíàÿ îäíîçíà÷íîñòü

Ïîñêîëüêó äëÿ çàïèñè íåîáõîäèìûõ íàì çàäà÷ â îïðåäåëåíèè 1 òðåáóåòñÿ ðàâåíñòâî
÷èñåë n è m, òî ïî ñâîéñòâàì ôóíêöèè ñëåäóþùèå óòâåðæäåíèÿ ýêâèâàëåíòíû:

1) F áèåêòèâíà;
2) F èíúåêòèâíà;
3) F ñþðúåêòèâíà.

Òîãäà îïðåäåëåíèå áèåêòèâíîé ôóíêöèè ìîæíî ïåðåïèñàòü ñëåäóþùèì îáðàçîì:

Óòâåðæäåíèå 1. Âåêòîðíàÿ áóëåâà ôóíêöèÿ F : Zn
2 → Zn

2 íàçûâàåòñÿ áèåêòèâ-

íîé, åñëè âûïîëíÿåòñÿ îäíî èç ñëåäóþùèõ óñëîâèé:

1) ∀x′ ∈ Zn
2 ∀x′′ ∈ Zn

2 : x′ 6= x′′ → F (x′) 6= F (x′′),
2) ∀y ∈ Zn

2 ∃x ∈ Zn
2 : F (x) = y.
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Â äàëåå â ðàáîòå áèåêòèâíóþ áóëåâó ôóíêöèþ áóäåì íàçûâàòü âçàèìíî îäíîçíà÷-

íîé áóëåâîé ôóíêöèåé.
Âçàèìíàÿ îäíîçíà÷íîñòü âåêòîðíîé áóëåâîé ôóíêöèè íåîáõîäèìà, íàïðèìåð, äëÿ

èñïîëüçîâàíèÿ èõ â êà÷åñòâå S-áëîêîâ â ðàçëè÷íûõ øèôðàõ è êðèïòîñèñòåìàõ.

3.1. Ð à ç ð å æ å í í î å ï ð å ä ñ ò à â ë å í è å

Òåîðåìà 2. Ìíîæåñòâî ïåðåìåííûõ fx,y êîäèðóåò âçàèìíî îäíîçíà÷íóþ ôóíê-
öèþ F : Zn

2 → Zn
2 òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

PS(f) =
∧
y∈Zn

2

∧
x′,x′′∈Zn

2
x′<x′′

(fx′,y ∨ fx′′,y) ∧ FS(f). (3)

Äîêàçàòåëüñòâî. Â ðàçðåæåííîì ïðåäñòàâëåíèè äëÿ êîäèðîâàíèÿ âåêòîðíîé
âçàèìíî îäíîçíà÷íîé áóëåâîé ôóíêöèè ïîìèìî óñëîâèÿ, çàäàþùåãî ôóíêöèþ, äîëæ-
íî âûïîëíèòüñÿ åù¼ îäíî óñëîâèå, ïîêàçûâàþùåå, ÷òî ó êàæäîãî îáðàçà ñóùåñòâóåò
òîëüêî îäèí ïðîîáðàç. Â ðåçóëüòàòå, îáà óñëîâèÿ ìîæíî çàïèñàòü ñëåäóþùèì îáðàçîì:{

∀x ∃!y fx,y = 1− óñëîâèå äëÿ ïðîîáðàçîâ,

∀y ∃!x fx,y = 1− óñëîâèå äëÿ îáðàçîâ.

Óñëîâèå äëÿ ïðîîáðàçîâ ïðåäñòàâëåíî â òåîðåìå 1. Ïðîöåññ ïîëó÷åíèÿ óñëîâèÿ äëÿ
îáðàçîâ â ÊÍÔ ðàçáèâàåòñÿ íà äâà ýòàïà:

1) Ñóùåñòâîâàíèå õîòÿ áû îäíîãî ïðîîáðàçà ó êàæäîãî îáðàçà ãàðàíòèðóåò ôîðìóëà
FS(f) èç Òåîðåìû 1.

2) Ñóùåñòâîâàíèå íå áîëåå ÷åì îäíîãî ïðîîáðàçà ó êàæäîãî îáðàçà:

∀y ∀x′, x′′ (fx′,y → fx′′,y) èëè
∧
y

∧
x′,x′′

x′<x′′

(fx′,y ∨ fx′′,y), ãäå x′, x′′, y ∈ Zn
2 .

Ïîñêîëüêó ýòè óñëîâèÿ äîëæíû âûïîëíÿòüñÿ îäíîâðåìåííî, òî çíà÷èò îíè äîëæíû
áûòü çàïèñàíû ÷åðåç êîíúþíêöèþ. Òàêèì îáðàçîì ìû ïîëó÷àåì ôîðìóëó (3).

Èòîãî â ôîðìóëå PS(f) òåîðåìû 2 ñîäåðæèòñÿ 23n − 22n äèçúþíêöèé äëèíû 2 è 2n

äèçúþíêöèé äëèíû 2n.

3.2. Ï ë î ò í î å ï ð å ä ñ ò à â ë å í è å

Çàïèøåì â äàííîì ïðåäñòàâëåíèè óñëîâèå, çàäàþùåå âçàèìíóþ îäíîçíà÷íîñòü. Ýòî
ìîæíî ñäåëàòü äâóìÿ ñïîñîáàìè: âîñïîëüçîâàâøèñü ñîîòâåòñòâåííî ïåðâûì èëè âòî-
ðûì óñëîâèåì èç óòâåðæäåíèÿ 1.

Ïðåäñòàâëåíèå ÷åðåç èíúåêòèâíîñòü

Ïåðâîå óñëîâèå îïðåäåëåíèÿ 1 îçíà÷àåò, ÷òî âñå îáðàçû ïîïàðíî ðàçëè÷íû, ò.å. ëþ-
áûå äâà âåêòîðà âèäà fbi = (fbi,0, . . . , fbi,n−1) îòëè÷àþòñÿ õîòÿ áû â îäíîé êîìïîíåíòå.
Ýòî óñëîâèå çàäàåòñÿ ñëåäóþùèì îáðàçîì:

∀i, j 6= i ∃k (fbi,k 6= fbj,k), ãäå k = 0, . . . , n− 1, i, j ∈ Zn
2 .

Òàêæå äàííîå óñëîâèå ìîæíî çàïèñàòü â âèäå ñëåäóþùåé ôîðìóëû:

PD
sum(fb) =

∧
i,j∈Zn

2
i 6=j

∨
k

(fbi,k ⊕ fbj,k).

×òîáû çàïèñàòü äàííóþ ôîðìóëó â ÊÍÔ, âîñïîëüçóåìñÿ ïðåîáðàçîâàíèåì Öåéòè-
íà [4]. Äëÿ ýòîãî ââåäåì äîïîëíèòåëüíûå ïåðåìåííûå:
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fbqi,j,k = 1 ⇐⇒ fbi,k ⊕ fbj,k = 1, ãäå k = 0, . . . , n− 1, i, j ∈ Zn
2 , i 6= j.

×èñëî ïåðåìåííûõ fbqi,j,k ðàâíî n · (22n − 2n).
Ïîëó÷èì âûðàæåíèå, ñâÿçûâàþùåå ïåðåìåííûå fbqi,j,k è fbi,k äëÿ ëþáûõ i, j ∈

Zn
2 , k = 0, . . . , n− 1. Äëÿ ýòîãî ïîñòðîèì òàáëèöó èñòèííîñòè 1 äëÿ âûðàæåíèÿ, îïðå-

äåëÿþùåãî ïåðåìåííûå fbqi,j,k.

Òà á ë è ö à 1
Ñâÿçü ïåðåìåííûõ fbqi,j,k è fbi,k

fbqi,j,k fbi,k fbj,k çíà÷åíèå

0 0 0 1

0 0 1 0

0 1 0 0

0 1 1 1

1 0 0 0

1 0 1 1

1 1 0 1

1 1 1 0

Ñîãëàñíî àëãîðèòìó ïîñòðîåíèÿ ÊÍÔ ïî òàáëèöå èñòèííîñòè 1 âûïèøåì â ôîðìóëó
SoPD(Sum Of Pairs) âñå äèçúþíêöèè ñ íóëåâûìè çíà÷åíèÿìè ÷åðåç êîíúþíêöèþ:

SoPD(fb, fbq) =
∧
i,j,k

(fbqi,j,k ∨ fbi,k ∨ fbj,k) ∧ (fbqi,j,k ∨ fbi,k ∨ fbj,k) ∧ (fbqi,j,k ∨ fbi,k ∨

fbj,k) ∧ (fbqi,j,k ∨ fbi,k ∨ fbj,k), ãäå k = 0, . . . , n− 1, i, j ∈ Zn
2 .

Òåîðåìà 3. Ïåðåìåííûå fbqi,j,k è fbi,k êîäèðóþò âçàèìíî îäíîçíà÷íóþ âåêòîð-
íóþ áóëåâó ôóíêöèþ F : Zn

2 → Zn
2 òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà

ÿâëÿåòñÿ èñòèííîé:

PD
sum(fb, fbq) =

∧
i,j∈Zn

2
i 6=j

n−1∨
k=0

fbqi,j,k ∧ SoPD(fb, fbq). (4)

Äîêàçàòåëüñòâî. Íàïîìíèì, ÷òî ó ëþáîé ïàðû ïðîîáðàçîâ îáðàçû äîëæíû
ðàçëè÷àòüñÿ õîòÿ áû â îäíîé êîîðäèíàòå. Òîãäà â ïåðåìåííûõ fbqx,y,k óñëîâèå âçàèìíîé

îäíîçíà÷íîñòè ïðåäñòàâëÿåòñÿ â òàêîì âèäå:
∧
i,j

∨
k

fbqi,j,k, ãäå k = 0, . . . , n−1, i, j ∈ Zn
2 .

Ïîñêîëüêó ôîðìóëà SoPD(fb, fbq) è ïîëó÷åííûå óñëîâèÿ äîëæíû âûïîëíÿòüñÿ
îäíîâðåìåííî, îíè äîëæíû áûòü çàïèñàíû ÷åðåç êîíúþíêöèþ. Òàêèì îáðàçîì ìû
ïîëó÷àåì ôîðìóëó (4).

Èòîãî â ôîðìóëå PD
sum(fb, fbq) ñîäåðæèòñÿ 4n · (22n − 2n) äèçúþíêöèé äëèíû 3 è

22n − 2n äèçúþíêöèé äëèíû n.

Ïðåäñòàâëåíèå ÷åðåç ñþðúåêòèâíîñòü

Âòîðîå óñëîâèå îïðåäåëåíèÿ 1 îçíà÷àåò, ÷òî êàæäîìó îáðàçó ñîïîñòàâëÿåòñÿ åäèí-
ñòâåííûé ïðîîáðàç, ò.å äëÿ ëþáîé êîíñòàíòû y ñóùåñòâóåò åäèíñòâåííîå ÷èñëî i, ÷òî
fbi = y, ãäå fbi � âåêòîð äâîè÷íûõ ïåðåìåííûõ, è y � äâîè÷íîå ïðåäñòàâëåíèå ÷èñëà
y.

Çàïèøåì äàííîå óñëîâèå ïðè ïîìîùè ëîãè÷åñêèõ îïåðàöèé:∧
y

∨
x

(fby0x,0 ∧ fb
y1
x,1 ∧ · · · ∧ fb

yn−1

x,n−1), ãäå x
y =

{
x, åñëè y = 1;

x, åñëè y = 0.
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Äëÿ ïðåîáðàçîâàíèÿ äàííîé ôîðìóëû â ÊÍÔ âîñïîëüçóåìñÿ ïåðåìåííûìè èç ðàç-
ðåæåííîãî ïðåäñòàâëåíèÿ fx,y. È â ñàìîì äåëå:

fx,y = 1 ⇐⇒ (fby0x,0 ∧ fb
y1
x,1 ∧ · · · ∧ fb

yn−1

x,n−1) = 1.
Ïîëó÷èì âûðàæåíèå â ÊÍÔ, ñâÿçûâàþùåå ïåðåìåííûå fbx,k è fx,y. Äëÿ ýòîãî ïðå-

îáðàçóåì ïîëó÷åííóþ âûøå ôîðìóëó ñ ïîìîùüþ ýêâèâàëåíòíûõ ïðåîáðàçîâàíèé. Â
èòîãå èìååì ñëåäóþùåå âûðàæåíèå:

SpDen(f, fb) =
∧
x,y,k

(fx,y∨fbx,k)∧(fx,y∨fby0x,0∨· · ·∨fb
yn−1

x,n−1), ãäå k = 0, . . . , n−1, x, y ∈

Zn
2 .

Òåîðåìà 4. Ïåðåìåííûå fx,y è fbx,k êîäèðóþò âçàèìíî îäíîçíà÷íóþ âåêòîðíóþ
áóëåâó ôóíêöèþ F : Zn

2 → Zn
2 òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿ-

åòñÿ èñòèííîé:
PD

sparse(f, fb) =
∧
y∈Zn

2

∨
x∈Zn

2

fx,y ∧ SpDen(f, fb). (5)

Äîêàçàòåëüñòâî. Èñïîëüçóÿ íîâûå ïåðåìåííûå fx,y, âòîðîå óñëîâèå îïðåäå-

ëåíèÿ 1 çàïèñûâàåòñÿ ñëåäóþùèì îáðàçîì:
∧
y

∨
x

fx,y.

Ïîñêîëüêó ôîðìóëà âûøå è ôîðìóëà SpDen(f, fb) äîëæíû âûïîëíÿòüñÿ îäíîâðå-
ìåííî, òî îíè äîëæíû áûòü çàïèñàíû ÷åðåç êîíúþíêöèþ. Òàêèì îáðàçîì, ïîëó÷àåì
ôîðìóëó (5).

Èòîãî â ôîðìóëå PD
sparse(f, fb) ñîäåðæèòñÿ ïî n · (22n − 2n) äèçúþíêöèé äëèíû 2 è

n, à òàêæå 2n äèçúþíêöèé äëèíû 2n.

4. Äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü

Äèôôåðåíöèàëüíàÿ ðàâíîìåðíîñòü ïðåïÿòñòâóåò ïðîâåäåíèþ äèôôåðåíöèàëüíîãî
êðèïòîàíàëèçà áëî÷íûõ øèôðîâ [3]. Â äàííîé ðàáîòå ïðåäñòàâëåíà çàïèñü äèôôåðåí-
öèàëüíîé ðàâíîìåðíîñòè äëÿ δ = 2 (APN-ôóíêöèÿ) è δ = 4. Ïîèñê APN-ôóíêöèé
ÿâëÿåòñÿ îòêðûòîé ïðîáëåìîé äëÿ ÷åòíûõ n > 6. Äëÿ n = 6 áûëà íàéäåíà îäíà âçàèì-
íî îäíîçíà÷íàÿ APN-ôóíêöèÿ èëè APN-ïåðåñòàíîâêà. Îäíàêî íåò ãàðàíòèé, ÷òî òàêèå
ôóíêöèè ñóùåñòâóþò äëÿ n > 6. Ïîòîìó óìåñòíî òàêæå ðàññìîòðåòü ñëó÷àé δ = 4.

4.1. Ð à ç ð å æ å í í î å ï ð å ä ñ ò à â ë å í è å

Â ðàçðåæåííîì ïðåäñòàâëåíèè äèôôåðåíöèàëüíóþ ðàâíîìåðíîñòü ìîæíî çàïè-
ñàòü, ââîäÿ ñëåäóþùèå ïåðåìåííûå:

dx,a,b = 1 ⇐⇒ F (x)⊕ F (x⊕ a) = b, ãäå x, a, b ∈ Zn
2 (6)

×èñëî ïåðåìåííûõ dx,a,b ðàâíî 23n.
Èç îïðåäåëåíèÿ äèôôåðåíöèàëüíîé δ-ðàâíîìåðíîé ôóíêöèè ñëåäóåò, ÷òî åñëè x �

êîðåíü óðàâíåíèÿ F (x) ⊕ F (x ⊕ a) = b, òî x ⊕ a òàêæå ÿâëÿåòñÿ êîðíåì óðàâíåíèÿ.
Ïîýòîìó áóäåì ñ÷èòàòü, ÷òî x � íàèìåíüøèé èç ýòèõ äâóõ êîðíåé.

Äëÿ çàïèñè óñëîâèÿ 6, èñïîëüçóÿ òîëüêî ÷òî ââåäåííûå ïåðåìåííûå dx,a,b è îñíîâ-
íûå ïåðåìåííûå fx,y, íåîáõîäèìî äëÿ êàæäûõ ôèêñèðîâàííûõ b, a è x ïðîñìàòðèâàòü
âñåâîçìîæíûå çíà÷åíèÿ F (x) è F (x ⊕ a) è ïðîâåðÿòü, ðàâíà ëè èõ ñóììà çíà÷åíèþ
b.Äëÿ ýòîãî ðàññìîòðèì ñëåäóþùèå âûñêàçûâàíèÿ è îïðåäåëèì, ÿâëÿþòñÿ ëè îíè èñ-
òèííûìè:

1) x � íå êîðåíü óðàâíåíèÿ 6, F (x) 6= z è F (x ⊕ a) 6= z ⊕ b � âåðíî ïî îïðåäåëåíèþ
äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè.
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2) x � íå êîðåíü óðàâíåíèÿ 6, F (x) = z è F (x ⊕ a) 6= z ⊕ b � âåðíî, àíàëîãè÷íî
âûñêàçûâàíèþ 1).

3) x � íå êîðåíü óðàâíåíèÿ 6, F (x) 6= z è F (x ⊕ a) = z ⊕ b � âåðíî, àíàëîãè÷íî
âûñêàçûâàíèþ 1).

4) x � íå êîðåíü óðàâíåíèÿ 6, F (x) = z è F (x ⊕ a) = z ⊕ b � íåâåðíî, ïîòîìó ÷òî
F (x)⊕ F (x⊕ a) = b, ÷òî ïðîòèâîðå÷èþ óñëîâèþ "x � íå êîðåíü óðàâíåíèÿ 6".

5) x � êîðåíü óðàâíåíèÿ 6, F (x) 6= z è F (x ⊕ a) 6= z ⊕ b � âåðíî, ïîòîìó ÷òî äëÿ
àðãóìåíòà x ñóùåñòâóåò äðóãîå çíà÷åíèå z, ïðè êîòîðîì F (x) = z è F (x⊕a) = z⊕b.

6) x � êîðåíü óðàâíåíèÿ 6, F (x) = z è F (x ⊕ a) 6= z ⊕ b � íåâåðíî, ïîòîìó ÷òî
F (x)⊕ F (x⊕ a) 6= b, ÷òî ïðîòèâîðå÷èò óñëîâèþ "x � êîðåíü óðàâíåíèÿ 6".

7) x � êîðåíü óðàâíåíèÿ 6, F (x) 6= z è F (x ⊕ a) = z ⊕ b � íåâåðíî, ïîñêîëüêó x �
êîðåíü, çíà÷èò x⊕a òàêæå ÿâëÿåòñÿ êîðíåì óðàâíåíèÿ 6. Äàëüíåéøèå ðàññóæäåíèÿ
àíàëîãè÷íû âûñêàçûâàíèþ 6).

8) x � êîðåíü óðàâíåíèÿ F (x)⊕F (x⊕ a) = b (1), F (x) = z è F (x⊕ a) = z⊕ b � âåðíî
ïî îïðåäåëåíèþ äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè.

Ýòè âûñêàçûâàíèÿ ìîæíî çàïèñàòü ïðè ïîìîùè ñëåäóþùåé ôîðìóëû:

dx,a,b = 1 ⇐⇒ ∃z (fx,z ∧ fx⊕a,z⊕b)

Ïîñòðîèì ïî ýòèì äàííûì òàáëèöó èñòèííîñòè:

Òà á ë è ö à 2
Ñâÿçü ïåðåìåííûõ fx,y è dx,a,b

dx,a,b fx,z fx⊕a,z⊕b çíà÷åíèå

0 0 0 1

0 0 1 1

0 1 0 1

0 1 1 0

1 0 0 1

1 0 1 0

1 1 0 0

1 1 1 1

Ñîãëàñíî àëãîðèòìó ïîñòðîåíèÿ ÊÍÔ ïî òàáëèöå èñòèííîñòè 2 âûïèøåì â ôîðìóëó
DerS(f, d) ÷åðåç êîíúþíêöèþ âñå äèçúþíêöèè ñ íóëåâûìè çíà÷åíèÿìè:

DerS(f, d) =
∧

b,a,x,z

(fx,z∨fx⊕a,z⊕b∨dx,a,b)∧(fx,z∨fx⊕a,z⊕b∨dx,a,b)∧(fx,z∨fx⊕a,z⊕b∨dx,a,b),

ãäå x, z, a, b ∈ Zn
2 , a 6= 0.

Òåîðåìà 5. Îòîáðàæåíèå F : Zn
2 → Zn

2 ÿâëÿåòñÿ APN-ôóíêöèåé òîãäà è òîëüêî
òîãäà, êîãäà âûïîëíÿþòñÿ óñëîâèÿ Òåîðåìû 1, è ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèí-
íîé:

APNS(f, d) = DerS(f, d) ∧
∧

b,a,x,y∈Zn
2

y 6=x,y 6=x⊕a,a6=0

(dx,a,b ∨ dy,a,b). (7)

Äîêàçàòåëüñòâî. Íåîáõîäèìî ïîêàçàòü, ÷òî óðàâíåíèå F (x) ⊕ F (x ⊕ a) =
b èìååò äâà ðåøåíèÿ, ëèáî íå èìååò ðåøåíèé. Äàííîå òðåáîâàíèå çàïèñûâàåòñÿ ïðè

ïîìîùè ñëåäóþùåé ôîðìóëû:
∧

b,a,x,y∈Zn
2

y 6=x,y 6=x⊕a,a6=0

(dx,a,b ∨ dy,a,b).
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Ïîêàæåì êîððåêòíîñòü ýòîé ôîðìóëû "îò ïðîòèâíîãî". Ïðåäïîëîæèì, ÷òî óðàâ-
íåíèå F (x) ⊕ F (x ⊕ a) = b èìååò õîòÿ áû ÷åòûðå ðåøåíèÿ x′, x′ ⊕ a, x′′ è x′′ ⊕ a äëÿ
íåêîòîðûõ íåíóëåâûõ a è b. Òîãäà äèçúþíêöèÿ (dx′,a,b ∨ dx′′,a,b) ðàâíà íóëþ, à çíà÷èò è
âñÿ ôîðìóëà ðàâíà íóëþ, ÷òî ïðèâîäèò ê ïðîòèâîðå÷èþ.

Ïîñêîëüêó ôîðìóëà, îãðàíè÷èâàþùàÿ ÷èñëî ðåøåíèé óðàâíåíèÿ F (x)⊕F (x⊕a) =
b, è ôîðìóëà DerS(f, d) äîëæíû âûïîëíÿòüñÿ îäíîâðåìåííî, òî îíè äîëæíû áûòü
çàïèñàíû ÷åðåç êîíúþíêöèþ. Òàêèì îáðàçîì, ìû ïîëó÷àåì ôîðìóëó (7).

Èòîãî â ôîðìóëå APNS(f, d) â îáùåé ñëîæíîñòè 24n − 23n äèçúþíêöèé äëèíû 3 è
24n−1 − 23n − 23n−1 + 22n äèçúþíêöèé äëèíû 2.

4.2. Ï ë î ò í î å ï ð å ä ñ ò à â ë å í è å

Äëÿ çàïèñè äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè â ïëîòíîì ïðåäñòàâëåíèè âîñïîëü-
çóåìñÿ ïåðåìåííûìè fbqx,y,k. Äåéñòâèòåëüíî, fbqx,x⊕a,k = 1 ⇐⇒ fbx,k 6= fbx⊕a,k èëè,
÷òî òî æå ñàìîå, fbqx,y,k = 1 ⇐⇒ fbx,k ⊕ fbx⊕a,k = 1.

Íåîáõîäèìî ïîêàçàòü, ÷òî óðàâíåíèå F (x) ⊕ F (x ⊕ a) = b èìååò îäíó ïàðó ðåøå-
íèé, ëèáî íå èìååò ðåøåíèé. Âîñïîëüçóåìñÿ ôàêòîì, ÷òî äëÿ ëþáîé ïàðû âåêòîðîâ
fbqx,x⊕a = (fbqx,x⊕a,0, fbqx,x⊕a,1, . . . , fbqx,x⊕a,n−1) äîëæíî áûòü ðàçëè÷èå õîòÿ áû â
îäíîé êîîðäèíàòå. Ýòî ìîæíî çàïèñàòü ñëåäóþùèì îáðàçîì:

∀a 6= 0 ∀x, y : y 6= x, y 6= x⊕ a ∃k (fbqx,x⊕a,k 6= fbqy,y⊕a,k), ãäå
k = 0, . . . , n− 1, x, y, a ∈ Zn

2 .

Çàïèøåì äàííûé ôàêò â âèäå ñëåäóþùåé ôîðìóëû:∧
a,x,y 6=x,y 6=x⊕a

∨
k

(fbqx,x⊕a,0 ⊕ fbqy,y⊕a,0).

Âîñïîëüçóåìñÿ ïðåîáðàçîâàíèåì Öåéòèíà äëÿ çàïèñè äàííîé ôîðìóëû âì ÊÍÔ.
Ââåäåì âñïîìîãàòåëüíûå ïåðåìåííûå:

dbqx,y,a,k = 1 ⇐⇒ fbqx,x⊕a,k ⊕ fbqy,y⊕a,k, ãäå k ∈ 0, . . . , n− 1, x, y, a ∈ Zn
2 , x 6= y,

x 6= y ⊕ a.

×èñëî òàêèõ ïåðåìåííûõ ðàâíî n · 23n−2.
Ïîëó÷èì âûðàæåíèå, ñâÿçûâàþùåå ïåðåìåííûå dbqx,y,a,k è fbqx,x⊕a,k äëÿ ôèêñèðî-

âàííûõ x, y, a, k. Äëÿ ýòîãî ïî âûðàæåíèþ, îïðåäåëÿþùåìó çíà÷åíèå ïåðåìåííûõ
dbqx,y,a,k, ïîñòðîèì òàáëèöó èñòèííîñòè:

Òà á ë è ö à 3
Ñâÿçü ïåðåìåííûõ dbqx,y,a,k è fbqx,x⊕a,k

dbqx,y,a,k fbqx,x⊕a,k fbqy,y⊕a,k çíà÷åíèå

0 0 0 1

0 0 1 0

0 1 0 0

0 1 1 1

1 0 0 0

1 0 1 1

1 1 0 1

1 1 1 0
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Ñîãëàñíî àëãîðèòìó ïîñòðîåíèÿ ÊÍÔ ïî òàáëèöå èñòèííîñòè 3 âûïèøåì ÷åðåç
êîíúþíêöèþ âñå äèçúþíêöèè ñ íóëåâûìè çíà÷åíèÿìè:

SoPEqD(fbq, dbq) =
∧

a,x,y,k

(dbqx,y,a,k ∨ fbqx,x⊕a,k ∨ fbqy,y⊕a,k) ∧ (dbqx,y,a,k ∨ fbqx,x⊕a,k ∨

fbqy,y⊕a,k)∧ (dbqx,y,a,k ∨ fbqx,x⊕a,k ∨ fbqy,y⊕a,k)∧ (dbqx,y,a,k ∨ fbqx,x⊕a,k ∨ fbqy,y⊕a,k), ãäå k =
0, . . . , n− 1, x, y, a ∈ Zn

2 , a 6= 0, y 6= x, y 6= x⊕ a.
Òåîðåìà 6. Ïåðåìåííûå fbx,k, fbqx,x⊕a,k è dbqx,y,a,k êîäèðóþò APN-ôóíêöèþ F :

Zn
2 → Zn

2 òîãäà è òîëüêî òîãäà, êîãäà ñëåäóþùàÿ ôîðìóëà ÿâëÿåòñÿ èñòèííîé:

APND(fb, fbq, dbq) = SoPEqD(fbq, dbq) ∧ SoPD(fb, fbq) ∧
∧

a,x,y∈Zn
2

y 6=x,y 6=x⊕a

n−1∨
k=0

dbqx,y,a,k. (8)

Äîêàçàòåëüñòâî. Íàïîìíèì, ÷òî ó ëþáîé ïàðû âåêòîðîâ fbqx,x⊕a äîëæíû
áûòü ðàçëè÷èÿ õîòÿ áû â îäíîé êîîðäèíàòå. Òîãäà â ïåðåìåííûõ dbqx,y,a,k ýòî óñëîâèå
ïðåäñòàëÿåòñÿ â òàêîì âèäå:∧

a,x,y

∨
k

dbqx,y,a,k, ãäå k = 0, . . . , n− 1, x, y, a ∈ Zn
2 , a 6= 0, y 6= x, y 6= x⊕ a.

Ïîñêîëüêó ôîðìóëà, îãðàíè÷èâàþùàÿ ÷èñëî ðåøåíèé óðàâíåíèÿ F (x)⊕F (x⊕a) =
b, à òàêæå ôîðìóëû SoPEqD(fbq, dbq) è SoPD(fb, fbq) äîëæíû âûïîëíÿòüñÿ îäíîâðå-
ìåííî, îíè äîëæíû áûòü çàïèñàíû ÷åðåç êîíúþíêöèþ. Òàêèì îáðàçîì, ìû ïîëó÷àåì
ïîëó÷àåì ôîðìóëó (8).

Èòîãî â ôîðìóëå APND(fb, fbq, dbq) â îáùåé ñëîæíîñòè 4n · (23n−1 − 22n−1) äèçú-
þíêöèé äëèíû 3 è 23n−1 − 22n − 22n−1 + 2n äèçúþíêöèé äëèíû n.

5. Switching-ìåòîä

Íåñìîòðÿ íà õîðîøèå òåîðåòè÷åñêèå îöåíêè è ñðàâíèòåëüíî áûñòðóþ ðàáîòó íà
ìàëûõ n (n 6 4), îïèñàííûé âûøå ïîèñê íåèçâåñòíûõ âåêòîðíûõ áóëåâûõ ôóíêöèé
ñ ïîìîùüþ SAT-ðåøàòåëåé ðàáîòàåò äîëãî äëÿ áîëüøèõ n (n > 5). Äëÿ ñóùåñòâåí-
íîãî óñêîðåíèÿ ðàáîòû SAT-ðåøàòåëÿ â ïîèñêå êðèïòîãðàôè÷åñêèõ áóëåâûõ ôóíêöèé
ìîæíî èñïîëüçîâàòü ïîëíîñòüþ èçâåñòíûå ôóíêöèè ñ íåêîòîðûìè ñâîéñòâàìè .

Switching-ìåòîä çàêëþ÷àåòñÿ â ñëåäóþùåì. Ïóñòü F : Zn
2 → Zn

2 � íåêîòîðàÿ èç-
âåñòíàÿ âåêòîðíàÿ áóëåâà ôóíêöèÿ, Fi : Zn

2 → Z2 � å¼ êîîðäèíàòíàÿ ôóíêöèÿ, ò.å.
F (x) = (F1(x), . . . , Fn(x)), à g : Zn

2 → Z2, g 6= 0 � íåèçâåñòíàÿ áóëåâà ôóíêöèÿ. Òîãäà
íîâàÿ âåêòîðíàÿ áóëåâà ôóíêöèÿ G : Zn

2 → Zn
2 , íà êîòîðóþ íàêëàäûâàþòñÿ íåîáõîäè-

ìûå óñëîâèÿ (íàïðèìåð, APN, êîòîðîå îïèñàíî â ðàçäåëå 4.2), âû÷èñëÿåòñÿ ñëåäóþùèì
îáðàçîì:

G1(x1, . . . , xn) = F1(x1, . . . , xn)⊕ c1 · g(x1, . . . , xn);
G2(x1, . . . , xn) = F2(x1, . . . , xn)⊕ c2 · g(x1, . . . , xn);
. . .
Gn(x1, . . . , xn) = Fn(x1, . . . , xn)⊕ cn · g(x1, . . . , xn),
ãäå c = (c1, . . . , cn) ∈ Zn

2 � ïàðàìåòð switching-ìåòîäà.
Äëÿ äàëüíåéøåãî îïèñàíèÿ âîñïîëüçóåìñÿ îáîçíà÷åíèåì äâîéíîé ïðîèçâîäíîé ïî

íàïðàâëåíèþ. Íàïîìíèì, ÷òî ïðîèçâîäíàÿ ïî íàïðàâëåíèþ DaDbF (x) = F (x)⊕F (x⊕
a) ⊕ F (x ⊕ b) ⊕ F (x ⊕ a ⊕ b). Â äàëüíåéøåì áóäåò èñïîëüçîâàòü êðàòêîå îáîçíà÷åíèå
DDF (x). Èçâåñòíî, ÷òî ïîèñê APN-ôóíêöèé ïðè ïîìîùè switching-ìåòîäà ñâîäèòñÿ ê
ñèñòåìå ëèíåéíûõ óðàâíåíèé. Äåéñòâèòåëüíî, ÷òîáû ôóíêöèÿ G îáëàäàëà ñâîéñòâîì
APN, íåîáõîäèìî è äîñòàòî÷íî, ÷òîáû âûïîëíÿëîñü ñëåäóþùåå óòâåðæäåíèå:
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∀a 6= 0 ∀x, y 6= x, y 6= x⊕ a : DDG(x) 6= 0.

Ïðîâåäåì çàìåíó G(x) = F (x)⊕ c · g(x) è ïåðåïèøåì óòâåðæäåíèå âûøå:

DDF (x)⊕ c ·DDg(x) 6= 0.

Òîãäà, åñëè DDF (x) = c, òî äëÿ ñîõðàíåíèÿ ñâîéñòâà APN òðåáóåòñÿ DDg(x) = 0.
À åñëè DDF (x) = 0, òî DDg(x) = 1 Òàêèì îáðàçîì, åñëè ëåâàÿ ÷àñòü ðàâíà c èëè
0, òî ïðàâàÿ ÷àñòü, ðàâíàÿ íóëþ è åäèíèöå ñîîòâåòñòâåííî, çàïèñûâàåòñÿ â ñèñòåìó
óðàâíåíèé. Êàæäîå óðàâíåíèå ÿâëÿåòñÿ ëèíåéíûì. Äàííóþ ñèñòåìó ìîæíî ýôôåêòèâ-
íî ðåøèòü ìåòîäîì Ãàóññà, ïîòîìó èñïîëüçîâàíèå SAT-ðåøàòåëåé çäåñü íå ÿâëÿåòñÿ
íåîáõîäèìûì.

5.1. Ì î ä å ð í è ç è ð î â à í í û é s w i t c h i n g - ì å ò î ä

Èíòåðåñ áóäåò ïðåäñòàâëÿòü ìîäåðíèçèðîâàííûé switching-ìåòîä, â êîòîðîì íîâàÿ
âåêòîðíàÿ áóëåâà ôóíêöèÿ G : Zn

2 → Zn
2 ñòðîèòñÿ ïðèáàâëåíèåì äâóõ áóëåâûõ ôóíêöèé

g1 è g2 ñëåäóþùèì îáðàçîì:
G1(x1, . . . , xn) = F1(x1, . . . , xn)⊕ c1 · g1(x1, . . . , xn)⊕ d1 · g2(x1, . . . , xn);
G2(x1, . . . , xn) = F2(x1, . . . , xn)⊕ c2 · g1(x1, . . . , xn)⊕ d2 · g2(x1, . . . , xn);
. . .
Gn(x1, . . . , xn) = Fn(x1, . . . , xn)⊕ cn · g1(x1, . . . , xn)⊕ dn · g2(x1, . . . , xn),
ãäå c = (c1, . . . , cn) 6= 0, d = (d1, . . . , dn) 6= 0, c 6= d.
Ìû áóäåì òðåáîâàòü íàëè÷èå ó ôóíêöèé g1(x) è g2(x) ñëåäóþùèõ ñâîéñòâ:

� Ôóíêöèÿ g1 � êóáè÷åñêàÿ áóëåâà ôóíêöèÿ, ò.å. èìååò â ñâîåì àëãåáðàè÷åñêîì ïðåä-
ñòàâëåíèè ìîíîì òðåòüåé ñòåïåíè. Ôóíêöèÿ g2 � íåíóëåâàÿ ïðîèçâîëüíàÿ áóëåâà
ôóíêöèÿ. Òàê â ïåðñïåêòèâå ìîæíî èñêàòü íîâûå íåêâàäðàòè÷íûå è, â ÷àñòíîñòè,
êóáè÷åñêèå êëàññû APN-ôóíêöèé, ïîñêîëüêó äëÿ ïîèñêà êâàäðàòè÷íûõ êëàññîâ
ñóùåñòâóåò ìíîæåñòâî äðóãèõ ìåòîäîâ.

� Ôóíêöèè g1 è g2 íå äîëæíû áûòü ðàâíû äðóã äðóãó. Èíà÷å ìîäåðíèçèðîâàííûé
switching-ìåòîä ñâîäèòñÿ ê êëàññè÷åñêîìó.

� Àôôèííûå ÷àñòè ôóíêöèé g1 è g2 ðàâíû íóëþ. Èíà÷å ìû áóäåì íàõîäèòü ôóíêöèè
â îäíîì è òîì æå êëàññå EA-ýêâèâàëåíòíîñòè.

5.2. Ç à ï è ñ ü s w i t c h i n g - ì å ò î ä à â â è ä å S AT - ç à ä à ÷ è

Â ðàáîòå ìû ðàññìîòðèì òðè âîçìîæíûõ çàïèñè switching-ìåòîäà.Ïåðâûé ñïî-
ñîá îïèñûâàåò ïðèáàâëåíèå ôóíêöèé g1(x) è g2(x) â âèäå àëãåáðàè÷åñêîé íîðìàëüíîé
ôîðìû (ÀÍÔ):

g(x1, . . . , xn) =
⊕
b∈Zn

2

αb · xb,

ãäå αb ∈ Z2, x
b = xb11 . . . x

bn
n , b = (b1, . . . , bn), x

bi
i =

{
xi, åñëè bi = 1;

1, åñëè bi = 0.

Òàêèì îáðàçîì äëÿ çàïèñè àëãåáðàè÷åñêîé íîðìàëüíîé ôîðìû ôóíêöèé g1 è g2
ìîæíî èñïîëüçîâàòü ñëåäóþùèå ïåðåìåííûå:

gj_ANFi = 1, ⇐⇒ êîýôôèöèåíò ìîíîìà αi ôóíêöèè gj(x) ðàâåí 1, i ∈ Z2n , j ∈ {1, 2}.
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Çàïèøåì âñå íåîáõîäèìûå òðåáîâàíèÿ äëÿ ôóíêöèé g1 è g2 â âèäå ÊÍÔ.
Îïðåäåëåíî, ÷òî ôóíêöèÿ g2 äîëæíà áûòü íåíóëåâîé. Ýòî îçíà÷àåò, ÷òî õîòÿ áû

îäèí èç êîýôôèöèåíòîâ ïðè ìîíîìàõ ÀÍÔ ðàâåí 1. Ýòî ðàâíîñèëüíî èñòèííîñòè ñëå-

äóþùåé ôîðìóëû:
∨

i∈Z2n

g2_ANFi. Àíàëîãè÷íî çàïèñûâàåòñÿ óñëîâèå íà íàëè÷èå ìî-

íîìîâ òðåòüåé ñòåïåíè ôóíêöèè g1:
∨

k∈Z2n

g1_ANFk, ãäå äâîè÷íûé âåñ ÷èñëà k ðàâåí

3.
Ðàâåíñòâî íóëþ àôôèííîé ÷àñòè ôóíêöèé g1 è g2 ìîæíî çàïèñàòü ñëåäóþùèì

îáðàçîì:
∧

k∈Z2n

(g1_ANFk ∧ g2_ANFk), ãäå äâîè÷íûé âåñ ÷èñëà k íå ïðåâîñõîäèò 1.

Äëÿ çàïèñè íåðàâåíñòâà ôóíêöèé g1 è g2 äðóã äðóãó âîñïîëüçóåìñÿ ñëåäóþùåé

ôîðìóëîé:
∨

i∈Z2n

(g1_ANFi 6= g2_ANFi). Äëÿ çàïèñè â ÊÍÔ âîñïîëüçóåìñÿ ïðåîáðàçî-

âàíèåì Öåéòèíà, â êîòîðîì êàæäîå íåðàâåíñòâî çàïèñûâàåòñÿ ïðè ïîìîùè âñïîìîãà-
òåëüíûõ ïåðåìåííûõ.

Èñïîëüçóÿ ïåðåìåííûå gj_ANFi, ïðèáàâëåíèå áóëåâîé ôóíêöèè gj(x) ê ôóíêöèè
F ìîæíî çàïèñàòü ñëåäóþùèì îáðàçîì:

∧
x∈Zn

2

fbx,ci ⊕ g1_ANFm1 · xm1 ⊕ g1_ANFm2 · xm2 ⊕ · · · ⊕ g1_ANFm2n
· xm2n ,

ãäå ci = 1 è mi ∈ Zn
2 . Åñëè di = 1, òî ïðèáàâëåíèå áóëåâîé ôóíêöèè g2(x) âûïîëíÿåòñÿ

àíàëîãè÷íî. Äàííàÿ ôîðìóëà çàïèñûâàåòñÿ â âèäå ÊÍÔ ñ ïîìîùüþ ïðåîáðàçîâàíèÿ
Öåéòèíà, â êîòîðîì ðåçóëüòàò êàæäîãî ñóììèðîâàíèÿ çàïèñûâàåòñÿ ïðè ïîìîùè âñïî-
ìîãàòåëüíûõ ïåðåìåííûõ.

Óñëîâèÿ íà ñâîéñòâî APN çàïèñûâàþòñÿ ñ ïîìîùüþ ôîðìóëû APND èç ðàçäåëà
4.2.

Âòîðîé ñïîñîá çàïèñàòü switching-ìåòîä â âèäå SAT çàäà÷è îñíîâàí íà òàá-
ëè÷íîì ïðåäñòàâëåíèè áóëåâîé ôóíêöèè. Äëÿ ýòîãî ââåäåì ñëåäóþùèå ïåðåìåííûå:
gj_funcx = 1, ⇐⇒ gj(x) = 1, x ∈ Z2n , j ∈ {1, 2}.

Äàííîå ïðåäñòàâëåíèå ïîçâîëÿåò çàïèñûâàòü òðåáóåìûå óñëîâèÿ äëÿ áóëåâûõ
ôóíêöèé g1 è g2 ëèøü äëÿ íåêîòîðûõ ìîíîìîâ. Óñëîâèÿ íà ôóíêöèè g1 è g2 çàïèñû-
âàþòñÿ àíàëîãè÷íî ôîðìóëàì âûøå, òîëüêî ñ èñïîëüçîâàíèåì ïåðåìåííûõ gj_funcx.

Åäèíñòâåííîå èñêëþ÷åíèå ñîñòàâëÿåò óñëîâèå êóáè÷íîñòè ôóíêöèè g1. Åãî ìîæíî
êîìïàêòíî çàïèñàòü ïðè ïîìîùè ðàíåå ââåäåííûõ ïåðåìåííûõ g1_ANFi. Äëÿ ýòî-
ãî âîñïîëüçóåìñÿ ïðåîáðàçîâàíèåì Ì¼áèóñà: g1_ANFi =

⊕
x�i g1_funcx. Äëÿ çàïèñè

ýòîé ôîðìóëû â ÊÍÔ âîñïîëüçóåìñÿ ïðåîáðàçîâàíèåì Öåéòèíà è äëÿ êàæäîãî ñóì-
ìèðîâàíèÿ ââåäåì âñïîìîãàòåëüíûå ïåðåìåííûå.

Â ðåçóëüòàòå îïåðàöèÿ ïðèáàâëåíèÿ ôóíêöèè gj(x) çàïèøåòñÿ òàê:
∧

x∈Zn
2
fbx,ci ⊕

g1_funcx, ãäå ci = 1. Åñëè di = 1, òî ïðèáàâëåíèå áóëåâîé ôóíêöèè g2(x) âûïîëíÿåòñÿ
àíàëîãè÷íî. Çäåñü äëÿ çàïèñè â ÊÍÔ òàêæå ïðèìåíÿåòñÿ ïðåîáðàçîâàíèå Öåéòèíà.
Ñâîéñòâî APN çàïèñàåòñÿ ïðè ïîìîùè ôîðìóëû APND èç ðàçäåëà 4.2.

Òðåòèé ñïîñîá çàïèñè ìîäåðíèçèðîâàííîãî switching-ìåòîäà â âèäå SAT-çàäà÷è
îñíîâàí íà ñèñòåìå àëãåáðàè÷åñêèõ óðàâíåíèé. Ïîêàæåì, ÷òî ïîèñê APN-ôóíêöèé ñ
ïîìîùüþ ìîäåðíèçèðîâàííîãî switching-ìåòîäà ñâîäèòñÿ ê ðåøåíèþ ñèñòåìû íåëè-
íåéíûõ óðàâíåíèé. Åñëè âîñïîëüçîâàòüñÿ êðèòåðèåì APN-ôóíêöèè è çàìåíîé G(x) =
F (x)⊕ c · g1(x)⊕ d · g2(x), òî ïîëó÷èì ñëåäóþùåå âûðàæåíèå:
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DDF (x)⊕ c ·DDg1(x)⊕ d ·DDg2(x) 6= 0.

Òîãäà äëÿ ñîõðàíåíèÿ ñâîéñòâ APN ðàññìîòðèì ñëåäóþùèå ÷åòûðå ñëó÷àÿ:

1) Åñëè DDF (x) = c, òî (DDg1(x) = 1)⇒ (DDg2(x) = 1).
2) Åñëè DDF (x) = d, òî (DDg2(x) = 1)⇒ (DDg1(x) = 1).
3) Åñëè DDF (x) = c⊕ d, òî (DDg1(x) = 0) ∨ (DDg2(x) = 0).
4) Åñëè DDF (x) = 0, òî (DDg1(x) = 1) ∨ (DDg2(x) = 1).

Ñ ïîìîùüþ ýêâèâàëåíòíûõ ïðåîáðàçîâàíèé áóëåâûõ ôóíêöèé ïîëó÷àåì ñëåäóþùèå
óðàâíåíèÿ:

1) (DDg1(x)) · (DDg2(x)⊕ 1) = 0;
2) (DDg1(x)⊕ 1) · (DDg2(x)) = 0;
3) (DDg1(x)) · (DDg2(x)) = 0;
4) (DDg1(x)⊕ 1) · (DDg2(x)⊕ 1) = 0

Äàííûå óðàâíåíèÿ ÿâëÿþòñÿ êâàäðàòè÷íûìè. Ïîýòîìó äëÿ ðåøåíèÿ ñèñòåìû óðàâ-
íåíèé óìåñòíî èñïîëüçîâàòü SAT-ðåøàòåëè.

Íàïîìèíì, ÷òî ïðîèçâîäíàÿ ïî íàïðàâëåíèþ a ôóíêöèè f(x) ðàâíà Dag1(x) =
g1(x) ⊕ g1(x ⊕ a). Çàìåòèì, ÷òî â ñèñòåìå óðàâíåíèé ÷àñòî âñòðå÷àþòñÿ ëèíåéíàÿ çà-
âèñèìîñòü ñëåäóþùåãî âèäà (ñ òî÷íîñòüþ äî êîíñòàíòíûõ ñëàãàåìûõ):

(Dag1(x)⊕Dag1(y)) · (Dag2(x)⊕Dag2(y)) = 0

(Dag1(y)⊕Dag1(z)) · (Dag2(y)⊕Dag2(z)) = 0

(Dag1(x)⊕Dag1(z)) · (Dag2(x)⊕Dag2(z)) = 0
Òîãäà äëÿ óñêîðåíèÿ ðàáîòû SAT-ðåøàòåëÿ ìîæíî çàïèñàòü ñëåäóþùèå îãðàíè÷å-

íèÿ â âèäå ÊÍÔ:

(Dag1(x)⊕Dag1(y)⊕Dag1(z)) ∧ (Dag2(x)⊕Dag2(y)⊕Dag2(z))

6. Ðåçóëüòàòû âû÷èñëèòåëüíûõ ýêñïåðèìåíòîâ

Äëÿ ïîëó÷åíèÿ ïðàêòè÷åñêèõ ðåçóëüòàòîâ è îöåíîê íà ðàçìåð ôîðìóë äëÿ ðàçëè÷-
íûõ çàäà÷ áûë íàïèñàí ãåíåðàòîð ÊÍÔ-ôîðìóë íà ÿçûêå Ñè. Ðåçóëüòàòû áûëè ïîëó-
÷åíû äëÿ çàäà÷ ïîèñêà íåèçâåñòíîé âçàèìíî îäíîçíà÷íîé âåêòîðíîé áóëåâîé ôóíêöèè
è APN-ôóíêöèè F : Zn

2 → Zn
2 äëÿ n = 4, 5, 6 â ïëîòíîì è ðàçðåæåííîì ïðåäñòàâëåíèè.

Òà á ë è ö à 4
Ðàçìåð ôîðìóë äëÿ çàäà÷ one-to-one è APN (F � íåèçâåñòíàÿ ôóíêöèÿ)

one-to-one APN

ïåðåìåííûå äèçúþíêöèè ëèòåðàëû ïåðåìåííûå äèçúþíêöèè ëèòåðàëû

Ïëîòíîå

n = 4 544 2 040 6 240 1 744 13 860 68 880

n = 5 2 640 10 416 32 240 18 760 152 520 762 600

n = 6 12 480 50 400 157 248 187 872 1 531 152 7 687 008

Ðàçðåæåííîå

n = 4 256 3 856 7 936 2 176 39 376 109 696

n = 5 1 024 31 776 64 512 16 896 642 848 1 794 560

n = 6 4 096 258 112 520 192 133 120 10 386 496 29 034 496

Ñãåíåðèðîâàííûå SAT-çàäà÷è îòïðàâëÿëèñü íà âõîä SAT-ðåøàòåëåé Lingeling è
CryptoMiniSat 5. Â ðåçóëüòàòå â ïëîòíîì ïðåäñòàâëåíèè ïîëíîñòüþ íåèçâåñòíàÿ APN-
ôóíêöèÿ îò 4 ïåðåìåííûõ âû÷èñëÿåòñÿ çà 1.1 ñåêóíäû. Äëÿ ïîèñêà APN-ôóíêöèè
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îò 5 ïåðåìåííûõ SAT-ðåøàòåëü ðàáîòàåò áîëåå 15 ìèíóò. Â ðàçðåæåííîì ïðåäñòàâëå-
íèè íåèçâåñòíàÿ APN-ôóíêöèÿ îò 4 ïåðåìåííûõ âû÷èñëÿåòñÿ çà 0.3 ñåêóíäû. APN-
ôóíêöèÿ îò 5 ïåðåìåííûõ íàõîäèòñÿ çà 503.3 ñåêóíäû èëè 8 ìèíóò 23.3 ñåêóíäû. Ñ
áîëüøèìè ðàçìåðíîñòÿìè SAT-ðåøàòåëü ñïðàâëÿåòñÿ çà ñðàâíèòåëüíî äîëãîå âðåìÿ.
Òàêæå âîçíèêàþò òðóäíîñòè ñ ãåíåðàöèåé ôîðìóëû ââèäó åå îãðîìíîãî ðàçìåðà, êàê
ìîæíî óâèäåòü â òàáëèöå 4.

Áûëî ïðîâåäåíî ñðàâíåíèå ñ ïîèñêîì APN-ôóíêöèè F : Zn
2 → Zn

2 äëÿ n = 4, 5, 6 â
ïëîòíîì ïðåäñòàâëåíèè, êîãäà ôóíêöèÿ F èçâåñòíà äëÿ ïîëîâèíû àðãóìåíòîâ x ∈ Zn

2 .
Òîãäà â ÊÍÔ-ôîðìóëó áóäåò çàïèñàíî n·2n−1 äèçúþíêöèé äëèíû 1, òî åñòü ïåðåìåííûå
fbx,k, çàïèñàííûå â ýòèõ äèçúþíêöèÿõ, îïðåäåëÿþòñÿ îäíîçíà÷íî è çàìåòíî óïðîùàþò
ÊÍÔ-ôîðìóëó ïðè ðàáîòå SAT-ðåøàòåëÿ.

Òà á ë è ö à 5
Ðàçìåð ôîðìóë äëÿ çàäà÷è APN (F � èçâåñòíàÿ íàïîëîâèíó ôóíêöèÿ)

APN

ïåðåìåííûå äèçúþíêöèè ëèòåðàëû

Ïëîòíîå

n = 4 1 744 13 892 68 912

n = 5 18 760 152 605 762 685

n = 6 187 872 1 531 344 7 687 200

Â ðåçóëüòàòå â ïëîòíîì ïðåäñòàâëåíèè íàïîëîâèíó èçâåñòíàÿ APN-ôóíêöèÿ îò
4 ïåðåìåííûõ íàõîäèòñÿ çà 0.3 ñåêóíäû. Äëÿ 5 ïåðåìåííûõ ðåøåíèå íàéäåíî çà 43.9
ñåêóíäû. Îäíàêî, êàê áûëî íàïèñàíî ðàíåå, èçâåñòíûõ è îïóáëèêîâàííûõ ÷àñòåé APN-
ôóíêöèé äëÿ 6,7,8 ïåðåìåííûõ íå ñóùåñòâóåò, ïîòîìó òàêîé ïîèñê íå èìååò ïðàêòè÷å-
ñêîé îñíîâû äëÿ èñïîëüçîâàíèÿ.

Òàêæå ïðèâåäåíû ðåçóëüòàòû î âðåìåíè ðàáîòû SAT-ðåøàòåëÿ CryptoMiniSat5 è
ðàçìåðå ôàéëà ñ ÊÍÔ ôîðìóëîé â çàäà÷å ïîèñêà APN-ôóíêöèé ñ ïîìîùüþ ìîäåðíè-
çèðîâàííîãî switching-ìåòîäà â òðåõ ðàíåå îïèñàííûõ âèäàõ.

Òà á ë è ö à 6
Ðåçóëüòàòû äëÿ ôóíêöèé îò 6 ïåðåìåííûõ

Ðàçìåð ôàéëà SAT UNSAT

ÀÍÔ 45 Ìá 4 ñåê. 30 ìèíóò

Âåêòîð çíà÷åíèé 41 Ìá 3 ñåê. 30 ìèíóò

Óðàâíåíèÿ 1.5 Ìá 0.1 ñåê. 1.2 ñåê.

Òà á ë è ö à 7
Ðåçóëüòàòû äëÿ ôóíêöèé îò 7 ïåðåìåííûõ

Ðàçìåð ôàéëà SAT UNSAT

ÀÍÔ 439 Ìá íåò äàííûõ 32 ìèíóòû

Âåêòîð çíà÷åíèé 447 Ìá íåò äàííûõ 32 ìèíóòû

Óðàâíåíèÿ 6 Ìá íåò äàííûõ 20 ñåê.

Â ñòîëáöå UNSAT óêàçàíî ñðåäíåå âðåìÿ. Äëÿ n = 8 îíî ïîäñ÷èòàíî ïðèáëèçàòåëü-
íî, ïîñêîëüêó âðåìÿ ðàáîòû SAT-ðåøàòåëåé íà ðàçíûõ çàäà÷àõ êîëåáëåòñÿ îò íåñêîëü-
êèõ ñåêóíä äî îäíîãî ÷àñà. Â äàííûé ìîìåíò âû÷èñëåíèÿ ïðîäîëæàþòñÿ (âûïîëíåíî
îêîëî 40% âñåõ çàäà÷).
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Òà á ë è ö à 8
Ðåçóëüòàòû äëÿ ôóíêöèé îò 8 ïåðåìåííûõ

Ðàçìåð ôàéëà SAT UNSAT

Óðàâíåíèÿ 27 Ìá íåò äàííûõ 5 ìèíóò

Çàêëþ÷åíèå

Â äàííîé ðàáîòå ïðåäñòàâëåí íàáîð ôîðìóë äëÿ ïîèñêà êðèïòîãðàôè÷åñêèõ ôóíê-
öèé ïðè ïîìîùè SAT-ðåøàòåëåé. Áûëî îïèñàíî ïîñòðîåíèå ôîðìóë äëÿ âçàèìíîé îä-
íîçíà÷íîñòè, äèôôåðåíöèàëüíîé ðàâíîìåðíîñòè âåêòîðíûõ áóëåâûõ ôóíêöèé (ñëó÷à-
åâ δ = 2). Äàííûé ïîäõîä ïîêàçûâàåò ñâîþ ýôôåêòèâíîñòü óæå íà àíàëèòè÷åñêîì
ýòàïå èññëåäîâàíèÿ, ïîñêîëüêó ïîèñê ôóíêöèé ñ ïîìîùüþ SAT-ðåøàòåëåé ñóùåñòâåí-
íî áûñòðåå ïåðåáîðà âñåõ 2n·2

n
âåêòîðíûõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ.

Òàêæå áûë îïèñàí switching-ìåòîä ïîèñêà âåêòîðíûõ áóëåâûõ ôóíêöèé ñ çàäàí-
íûìè ñâîéñòâàìè, à òàêæå ðåàëèçîâàí ìîäåðíèçèðîâàííûé switching-ìåòîä, êîòîðûé
ïîêàçàë ñâîþ ýôôåêòèâíîñòü íà çàäà÷å ïîèñêà APN-ôóíêöèè îò n ïåðåìåííûõ â ñðàâ-
íåíèè ñ ¾÷èñòûì¿ ïîèñêîì ôóíêöèé.
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Abstract Bent functions of the form Fn
2 → Zq, where q > 2 is a positive integer,

are known as generalized bent (gbent) functions. Gbent functions for which it
is possible to define a dual gbent function are called regular. A regular gbent
function is said to be self-dual if it coincides with its dual. In this paper we explore
self-dual gbent functions for even q. We consider several primary and secondary
constructions of such functions. It is proved that the numbers of self-dual and
anti-self dual gbent functions coincide. We give necessary and sufficient conditions
for the self-duality of Maiorana–McFarland gbent functions and find Hamming
and Lee distances spectrums between them. We find all self-dual gbent functions
symmetric with respect to two variables and prove that self-dual gbent function
can not be affine. The properties of sign functions of self-dual gbent functions are
considered. Symmetries that preserve self-duality are also discussed.

Keywords Generalized Boolean functions · Self-dual bent · Maiorana–McFarland
generalized bent function · Lee distance

1 Introduction

The study of Boolean functions having strong cryptographic properties is the do-
main of current interest, see monographies [3,5] for detail. Boolean bent functions
were introduced by Rothaus [29] in 1976. Due to maximal nonlinearity they have
a number of applications in cryptography and coding theory. They were used as
building blocks of stream (Grain, 2004) and block (CAST, 1997) ciphers and, for
instance, in 2000 T. Wada [39] established a connection between bent functions
and binary constant-amplitude codewords. But despite the long history of research
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in this area there are still many open problems. Among them the exact number
of bent functions as well as their complete classification seems elusive to be solved
for now. One can find more details on bent functions in books [38,24].

Bent functions were initially generalized by P. V. Kumar in 1985 by considering
functions of the form Zn

q → Zq with corresponding definition of bentness, see [14].
Bent functions from a finite Abelian group into a finite Abelian group were studied
in [33] by V. I. Solodovnikov. Having applications of functions from Fn

2 to Z4 in
code-division multiple access (CDMA) systems, K.-U Schmidt in [30] (initially
appeared in preprint from 2006) generalized the notion of bentness for functions
of the form Fn

2 → Zq, where q > 2 is a positive integer and studied these functions
for the case q = 4. The considered functions are named generalized bent (gbent)
functions. Note that this generalization deals with the mappings of the form Fn

2 →
Zq called generalized Boolean functions, that are also studied from the view of
obtaining linear codes with special properties, see [26]. In recent years generalized
bent functions obtained much attention, in particular, for the case q = 2k. In [11,
21,12,34] different constructions and properties of generalized bent functions were
obtained. The connection between concepts of strong regularity of (edge-weighted)
Cayley graph associated to a generalized Boolean function and gbent functions was
pointed in [28]. The complete characterization of generalized bent functions from
different perspectives was recently presented in [13,35,25]. A comprehensive survey
on existing generalizations of bent functions can be found in [36].

For every bent Boolean function its dual bent functions is uniquely defined.
It is important to note that the duality mapping is the unique known isometric
mapping of the set of bent functions into itself that cannot be extended to a
isometry of the whole set of all Boolean functions that preserves bentness. Self-dual
bent functions form a remarkable class of bent functions since they have the direct
relation to their dual bent functions and in terms of mappings can be considered
as fixed points of the duality mapping. These functions were explored by C. Carlet
et al. in 2010 in work [2], where a number of constructions and properties were
given and the classification for small number of variables was provided. Next steps
for the classification of qubic self-dual bent functions in 8 variables were made
in [6], while quadratic self-dual bent functions were completely characterized in [7].
Constructions and properties of self-dual Boolean bent functions were studied in [9,
19,23]. The overview of the known metrical properties of self-dual bent functions
can be found in [18].

The action of the duality mapping on bent functions within generalizations
is increasingly nontrivial since it is typically defined only for the part of bent
functions from corresponding generalization which are called regular, while more
accurate work with them also demands for intermediate notation like weak regular-
ity that also appears in this scope. The extension of the concept of self-duality for
different generalizations of bent functions was made in several papers. The classifi-
cation of quadratic self-dual bent functions of the form Fn

p → Fp, p odd prime, was
made by X.-D. Hou in [8]. In paper [4] the self-duality for bent functions within the
same generalization type was studied by A. Çeşmelioğlu et al. In 2018, L. Sok. et
al. [32] studied quaternary self-dual bent functions of the form Fn

2 → Z4 from the
viewpoints of existence, construction, and symmetry. The relation between sign
functions of quaternary self-dual bent function in n variables and two self-dual
bent functions in n variables was found. Based on this it was proved that there
are no quaternary self-dual bent functions in odd number of variables.
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In current work we investigate constructions, symmetries and other properties
of self-dual generalized bent functions Fn

2 → Zq, when q is even. The paper is or-
ganized as follows. The next section contains the necessary notation. In section 3
several primary and secondary constructions are given. The metrical properties
of self-dual gbent functions from Maiorana–McFarland class are characterized in
section 4. In section 5 sign functions of self-dual gbent functions are studied. Sec-
tion 6 deals with the properties of self-dual gbent functions including upper bound
for the set of self-dual gbent functions, the existence of affine functions within self-
dual gbent ones and characterization of self-dual gbent functions symmetric with
respect to two variables. In Section 7 the construction of mappings preserving
self-duality of gbent function is given.

2 Notation

Let Fn
2 be a set of binary vectors of length n. For x, y ∈ Fn

2 denote 〈x, y〉 =
n⊕

i=1
xiyi,

where the sign ⊕ denotes a sum modulo 2. Denote, following [10], the orthogonal
group of index n over the field F2 as

On =
{
L ∈ GL (n,F2) : LL

T = In
}
,

where LT denotes the transpose of L and In is an identical matrix of order n over
the field F2.

A generalized Boolean function f in n variables is any map from Fn
2 to Zq,

the integers modulo q. The set of generalized Boolean functions in n variables is
denoted by GFq

n, for the case q = 2 we use Fn. Let ω = e2πi/q. A sign function
of f ∈ GFq

n is a complex valued function F = ωf , we will also refer to it as to
a complex vector

(
ωf0 , ωf1 , ..., ωf2n−1

)
of length 2n, where (f0, f1, ..., f2n−1) is a

vector of values of the function f .
The Hamming weight wtH(x) of the vector x ∈ Fn

2 is the number of nonzero
coordinates of x. The Hamming distance distH(f, g) between generalized Boolean
functions f, g in n variables is the cardinality of the set {x ∈ Fn

2 |f(x) 6= g(x)}.
The Lee weight of the element x ∈ Zq is wtL(x) = min {x, q − x}. The Lee dis-
tance distL(f, g) between f, g ∈ GFq

n is

distL(f, g) =
∑

x∈F
n
2

wtL (δ(x)) ,

where δ ∈ GFq
n and δ(x) = f(x) + (q − 1)g(x) for any x ∈ Fn

2 . For Boolean case
q = 2 the Hamming distance coincides with the Lee distance.

The (generalized) Walsh–Hadamard transform of f ∈ GFq
n is the complex

valued function:

Hf (y) =
∑

x∈F
n
2

ωf(x)(−1)〈x,y〉.

A generalized Boolean function f in n variables is said to be generalized bent
(gbent) if

|Hf (y)| = 2n/2,
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for all y ∈ Fn
2 [30]. If there exists such f̃ ∈ GFq

n that Hf (y) = ωf̃(y)2n/2 for

any y ∈ Fn
2 , the gbent function f is said to be regular and f̃ is called its dual.

Note that f̃ is generalized bent as well. A regular gbent function f is said to
be self-dual if f = f̃ , and anti-self-dual if f = f̃ + q/2. Consequently, it is the
case only for even q. So throughout this paper we assume that q is a positive
even integer. Corresponding sets of gbent functions are denoted by SB+

q (n) and
SB−

q (n), respectively.

3 Constructions

In this section we present several primary and seconady constructions of self-dual
gbent functions.

3.1 Direct sum

Suppose n = n1 + n2 + . . .+ nr, where nk are positive integers for k = 1, 2, . . . , r.
Let f ∈ GFq

n, consider gbent functions fk ∈ GFq
nk

, k = 1, 2, . . . , r. The function

f(x) = f1
(
x(1))+ f2

(
x(2))+ . . .+ fr

(
x(r)),

where x(k) ∈ F
nk
2 and x =

(
x(1), x(2), . . . , x(r)

)
∈ Fn

2 , is a direct sum of generalized
Boolean functions fk. Gbent functions obtained by a direct sum of generalized
Boolean functions were studied in paper [11], it was proved that the function f
is gbent if and only if all fk are gbent functions. Here we consider self-dual bent
functions obtained by this construction.

Proposition 1 Assume all numbers pk are even and fk ∈ GFq
nk

are gbent func-

tions such that f̃k = fk + ck (q/2), where ck ∈ F2, k = 1, 2, . . . , r. If there is an
even number of nonzero coefficients ck, then the function f is a self-dual gbent
function in n variables.

Proof The Walsh–Hadamard transform of f which is a direct sum of fk ∈ GFq
nk

,
k = 1, 2, . . . , r, is given by

Hf (y) =
∑

x∈F
n
2

ωf(x)(−1)〈x,y〉 = Hf1

(
y(1)

)
Hf2

(
y(2)

)
· . . . ·Hfr

(
y(r)

)

= (−1)c1+c2+...+cr2

(
n1+n2+...+nr

)
/2ωf̃1

(
y(1)

)
+f̃2

(
y(2)

)
+...+f̃r

(
y(r)

)

= (−1)c1+c2+...+cr2n/2ωf1

(
y(1)

)
+f2

(
y(2)

)
+...+fr

(
y(r)

)

= 2n/2ωf(y)+(q/2)
(
c1+c2+...+cr

)

for all y(k) ∈ F
nk
2 and y =

(
y(1), y(2), . . . , y(r)

)
∈ Fn

2 .
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3.2 Maiorana–McFarland class

Bent functions in 2k variables which have a representation

f(x, y) = 〈x, π(y)〉 ⊕ g(y), x, y ∈ F
k
2 ,

where π : Fk
2 → Fk

2 is a permutation and g is a Boolean function in k variables, form
the well known Maiorana–McFarland class of bent functions [22]. It is known [1]
that the dual of a Maiorana–McFarland bent function f(x, y) is equal to

f̃(x, y) =
〈
π−1(x), y

〉
⊕ g

(
π−1(x)

)
, x, y ∈ F

k
2 .

A generalization of this construction for the case q = 4 was given by Schmidt
in [30]. In paper [34] this construction was given for any even q, thus, forming the
following construction

f(x, y) =
q

2
〈x, π(y)〉+ g(y), x, y ∈ F

k
2 ,

where π : Fk
2 → Fk

2 is a permutation and g is a generalized Boolean function in k
variables. Its dual is

f̃(x, y) =
q

2

〈
π−1(x), y

〉
+ g

(
π−1(x)

)
, x, y ∈ F

k
2 .

In the article [2] necessary and sufficient conditions of (anti-)self-duality of Maiorana–
McFarland bent functions, denoted by SB+

M(n) (SB−
M(n)), were given. In [32] qua-

ternary self-dual Maiorana–McFarland bent functions were studied and necessary
and sufficient conditions of self-duality were obtained for them.

In the current work we generalize these results for any even q. Denote the sets
of (anti-)self-dual generalized Maiorana–McFarland bent functions by SB+

Mq (n)
(SB−

Mq(n) correspondingly).

Theorem 1 A generalized Maiorana–McFarland bent function

f(x, y) =
q

2
〈x, π(y)〉+ g(y), x, y ∈ F

n/2
2 ,

is (anti-)self-dual bent if and only if for any y ∈ F
n/2
2

π(y) = L (y ⊕ b) , g(y) =
q

2
〈b, y〉+ d,

where L ∈ On/2, b ∈ F
n/2
2 , wt (b) is even (odd), d ∈ Zq.

Proof Let f(x, y) = q
2 〈x, π(y)〉 ⊕ g(y), where π is a permutation on F

n/2
2 , g ∈

GFq
n/2, x, y ∈ F

n/2
2 . By the definition of (anti-)self-duality a generalized bent

function is (anti-)self-dual if it coincides with (the complement of) its dual. Then
for all x, y ∈ Fn

2 it must hold

q

2
〈x, π(y)〉+ g(y) =

q

2

〈
π−1(x), y

〉
+ g

(
π−1(x)

)
+

q

2
c, (1)

where c ∈ F2: c = 0 if f = f̃ and c = 1 if f = f̃ + q
2 .
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Put zero vector x = 0 ∈ F
n/2
2 in (1), then for any y ∈ Fn

2 we have

g(y) =
q

2

〈
π−1 (0) , y

〉
+ g

(
π−1 (0

))
+

q

2
c.

The condition (1) can be transformed to

q

2
〈x, π(y)〉+ q

2

〈
π−1 (0) , y

〉
+ g

(
π−1 (0)

)

=
q

2

〈
π−1(x), y

〉
+

q

2

〈
π−1 (0) , π−1(x)

〉
+ g

(
π−1 (0)

)
+

q

2
c,

or, equivalently,

q

2
〈x, π(y)〉+ q

2

〈
π−1 (0) , y

〉
=

q

2

〈
π−1(x), y

〉
+

q

2

〈
π−1 (0) , π−1(x)

〉
+

q

2
c. (2)

In both sides of (2) monomials of algebraic degree more than 2 can not occur, since
the left part has algebraic degree at most 1 with respect to x provided that y is
fixed and the right part has algebraic degree at most 1 with respect to y provided
that x is fixed. Therefore, the mapping π is an affine permutation defined by
π(x) = L (x⊕ b) for any x ∈ Fn

2 , where L is a (n/2) × (n/2) nonsingular binary

matrix, b ∈ F
n/2
2 .

Since the equality (2) should be considered by modulo q, we only care about the

parity of components of both sides, thus, for any x, y ∈ F
n/2
2 having the following

equality

〈x, L (y ⊕ b)〉 ⊕ 〈b, y〉 =
〈
L−1x⊕ b, y

〉
⊕

〈
b, L−1x⊕ b

〉
⊕ c. (3)

Putting x ∈ F
n/2
2 to be zero vector in (3), then for any y ∈ F

n/2
2 it must hold

〈b, b〉 = c. Rewrite (3) in the form

〈
x, Ly ⊕

(
L−1)T y

〉
=

〈
x, Lb⊕

(
L−1)T b

〉
,

and consider it for a zero vector y = 0 =∈ F
n/2
2 :

〈
x, Lb⊕

(
L−1)T b

〉
= 0,

that is Lb⊕
(
L−1

)T
b = 0 or, equivalently, Lb =

(
L−1

)T
b. It means that

〈
x,

(
L⊕

(
L−1)T )y

〉
= 0,

for any x, y ∈ F
n/2
2 . From this it follows that L−1 = LT , that is L ∈ On/2.

It follows that the number of such functions is a function of q and the cardinality
of the orthogonal group.

Corollary 1 It holds

∣∣SB+
GMq (n)

∣∣ =
∣∣SB−

GMq (n)
∣∣ = q · 2n/2−1 |O (n/2,F2)| .
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3.3 Dillon functions type

In paper [21] an explicit representation of functions in a generalization of Dil-
lon’s PSap class to gbent functions with q = 2k was presented. By comparing
the function from PSap in a bivariate form with its dual we obtain the following
result.

Proposition 2 Assume Gj , j = 0, 1, ..., k−1, be balanced Boolean functions in m

variables with Gj(0) = 0 and
∑

t∈F2m

ω

k−1∑
j=0

2jGj(t)

= 0. Then, if Gj(u) = Gj(1/u) for

any u ∈ F2m (with the convention 1/0 = 0), then the function f : F2m×F2m → Z2k

given by

f(x, y) =

k−1∑

j=0

2jGj(x/y), x, y ∈ F
n/2
2 , (4)

is self-dual gbent in 2m variables.

Proof It is enough to mention that, as was shown in [21], the dual gbent function
of (4) has the form

f̃(x, y) =

k−1∑

j=0

2jGj(y/x), x, y ∈ F
n/2
2 .

3.4 Iterative construction

Let f0, f1, f2, f3 be Boolean functions in n variables. Consider a Boolean function
g in n+ 2 variables which is defined as

g(00, x) = f0(x), g(01, x) = f1(x), g(10, x) = f2(x), g(11, x) = f3(x), x ∈ F
n
2 .

It is known (Preneel et al. [27]; see also [37]) that under condition that all func-
tions f0, f1, f2, f3 are Boolean bent functions in n variables, the mentioned function
g is a bent function in n+ 2 variables if and only if

f̃0 ⊕ f̃1 ⊕ f̃2 ⊕ f̃3 = 1,

that gives the construction of a bent function in n + 2 variables through the
concatenation of vectors of values of four bent functions in n variables [27].

Following N. Tokareva [37], we will refer to Boolean bent functions obtained
by this construction as bent iterative functions (BI). A construction of generalized
bent functions in n+ 2 variables obtained by a concatenation of four generalized
Boolean functions on n variables was studied in [31].

Bent iterative constructions of self-dual Boolean bent functions in n + 2 vari-
ables, based on concatenation of 4 Boolean bent functions in n variables, were
presented in [2,16]. In current work we give two constructions of generalized bent
iterative functions that generalize the constructions for Boolean case:
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Proposition 3 1) Let f be a regular gbent function in n variables, then the sign
function (

F, F̃ , F̃ ,−F
)
,

where F = ωf and F̃ = ωf̃ , is the sign function of a self-dual gbent function
in n+ 2 variables;

2) Let f be a self-dual gbent function in n variables with the sign function F , and
g be an anti-self-dual gbent function in n variables with the sign function G,
then the sign function (

F,G,−G, F
)
,

where F = ωf and G = ωg, is the sign function of a gbent function in n + 2
variables.

Proof Let F = ωf be a sign function of regular gbent function f in n variables. It
is clear that the function h is self-dual gbent if and only if

Hn+2




F

F̃

F̃
−F


 =

1

2




Hn Hn Hn Hn

Hn −Hn Hn −Hn

Hn Hn −Hn −Hn

Hn −Hn −Hn Hn







F

F̃

F̃
−F




=
1

2




F̃ + F + F − F̃

F̃ − F + F + F̃

F̃ + F − F + F̃

F̃ − F − F − F̃


 =




F

F̃

F̃
−F


 ,

Let f be a self-dual gbent function in n variables with the sign function F = ωf ,
and g be an anti-self-dual gbent function in n variables with the sign function
G = ωg, then

Hn+2




F
G
−G
F


 =

1

2




Hn Hn Hn Hn

Hn −Hn Hn −Hn

Hn Hn −Hn −Hn

Hn −Hn −Hn Hn







F
G
−G
F




=
1

2




F +G−G+ F
F −G−G− F
F +G+G− F
F −G+G+ F


 =




−F
−G
G
−F


 ,

4 Hamming and Lee distance spectrums

The spectrum of Hamming distances between self-dual Maiorana–McFralandBoolean
bent functions was studied in [15]. It was proved that

SpH

(
SB+

M(n) ∪ SB−
M(n)

)
=

{
2n−1

}
∪

n/2−1⋃

r=0

{
2n−1

(
1± 1

2r

)}
,

and, if either f, g ∈ SB+
M(n) or f, g ∈ SB−

M(n), then all distances except 2n−1 are
attainable, and for any pair f ∈ SB+

M(n) and g ∈ SB−
M(n) it holds dist(f, g) =

2n−1.
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4.1 Hamming distance spectrum

For generalized case we have

Proposition 4 It holds

SpH

(
SB+

GMq (n) ∪ SB−
GMq (n)

)
= SpH

(
SB+

M(n) ∪ SB−
M(n)

)
.

Moreover, all given distances are attainable.

Proof Let f1, f2 ∈ SB+
GMq (n) ∪ SB−

GMq (n). We have

f1(x, y) =
q

2
h1(x, y) + d1, x, y ∈ F

n/2
2 ,

f2(x, y) =
q

2
h2(x, y) + d2, x, y ∈ F

n/2
2 ,

for some h1, h2 ∈ SB+
M(n) ∪ SB−

M(n) and d1, d2 ∈ Zq. If wt (d1 − d2) /∈ {0, q/2},
then distL (f1, f2) = 2n. Otherwise, the distance coincides with some value from
the spectrum for binary case so by taking d1, d2 = 0 and varying h1, h2 this
spectrum can be entirely covered.

4.2 Lee distance spectrum

For binary case the Hamming distance coincides with the Lee distance, so for this
case the Lee distance spectrum follows. For q > 2 the spectrum can be obtained
by using the set of attainable Hamming distances from binary case.

Theorem 2 It holds

SpL

(
SB+

GMq (n) ∪ SB−
GMq (n)

)

=
{
q · 2n−2

}
∪

q/2⋃

w=0

n/2−1⋃

r=0

{
q · 2n−2

(
1± 1

2r

)
∓ w · 2n−r

}
.

Moreover, all given distances are attainable.

Proof Let f1, f2 ∈ SB+
GMq (n) ∪ SB−

GMq (n). Again, we have

f1(x, y) =
q

2
h1(x, y) + d1, x, y ∈ F

n/2
2 ,

f2(x, y) =
q

2
h2(x, y) + d2, x, y ∈ F

n/2
2 ,

for some h1, h2 ∈ SB+
M(n) ∪ SB−

M(n) and d1, d2 ∈ Zq. Denote wtL (d1 − d2) by
w and the Hamming distance distH (h1, h2) between Boolean functions h1, h2 by
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d. Under this notation the Lee distance between f1 and f2 is the function of w, d
and number of variables n. Indeed,

distL (f1, f2) =
∑

x,y∈F
n/2
2

wtL (f1(x, y)− f2(x, y))

=
∑

x,y∈F
n/2
2

h1(x,y)=h2(x,y)

wtL (f1(x, y)− f2(x, y))

+
∑

x,y∈F
n/2
2

h1(x,y) 6=h2(x,y)

wtL (f1(x, y)− f2(x, y))

=
∑

x,y∈F
n/2
2

h1(x,y)=h2(x,y)

wtL (d1 − d2)

+
∑

x,y∈F
n/2
2

h1(x,y) 6=h2(x,y)

wtL

(
d1 − d2 +

q

2

)

= (2n − d)w + d
( q
2
− w

)
= 2nw − 2dw +

q

2
d.

If h1 ∈ SB+
M(n) and h2 ∈ SB−

M(n), then

distL (f1, f2) = 2nw − 2 · 2n−1w +
q

2
· 2n−1 = q · 2n−2.

From the aforementioned Hamming distance spectrum for binary case it follows
that for any r ∈ {0, 1, ..., n/2 − 1} there exists at least one pair of (anti-)self-
dual Boolean Maiorana–McFarland bent functions in n variables at the Hamming
distance d = 2n−1+2n−r−1 as well as 2n−d = 2n−1−2n−r−1. Assume r is fixed,
put d = 2n−1

(
1± 2−r

)
in the expression for distL (f1, f2):

distL (f1, f2) = 2nw − 2w · 2n−1

(
1± 1

2r

)
+

q

2
· 2n−1

(
1± 1

2r

)

= 2nw − 2nw ∓ w · 2n−r + q · 2n−2

(
1± 1

2r

)

= q · 2n−2

(
1± 1

2r

)
∓ w · 2n−r .

Observation that r runs {0, 1, ..., n/2−1} and w varies within the set {0, 1, ..., q/2}
yields the result.

Proposition 5 The minimal Lee distance between generalized (anti-)self-dual Maiorana–
McFarland bent functions in n variables is equal to q · 2n−3.

Proof Estimate the minimal value of the term

D = q · 2n−2

(
1± 1

2r

)
∓ w · 2n−r,

with r ∈ {1, 2, ..., n/2 − 1} and w ∈ {0, 1, ..., q/2}. Here we exclude the case
r = 0 since then the Lee distance is equal to either D = w · 2n > 2n or D =
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2n−1 (q − 2w) > 2n, provided that f1, f2 are distinct. Indeed, r = 0 implies d ∈
{0, 2n}, and the first aforementioned expression for D corresponds to h1 = h2,
while the second one to h1 ⊕ h2 = 1.

Consider two cases depending on sequence of the signs.

Case 1:

D = q · 2n−2

(
1 +

1

2r

)
− w · 2n−r = q · 2n−2 + 2n−r

( q
4
− w

)
.

Since w ∈ {0, 1, ..., q/2} it follows that

− q

4
6

q

4
− w 6

q

4
,

hence

− q

4
· 2n−r

6 2n−r
(q
4
− w

)
6

q

4
· 2n−r.

Then

D > q · 2n−2 − q

4
· 2n−r = q · 2n−2

(
1− 1

2r

)
> q · 2n−3,

and Dmin = q · 2n−3, that is attainable for r = 1 and w = q/2.

Case 2:

D = q · 2n−2

(
1− 1

2r

)
+ w · 2n−r = q · 2n−2 + 2n−r

(
w − q

4

)
.

From w ∈ {0, 1, ..., q/2} it follows that

− q

4
6 w − q

4
6

q

4
,

hence

− q

4
· 2n−r

6 2n−r
(
w − q

4

)
6

q

4
· 2n−r.

Then

D > q · 2n−2 − q

4
· 2n−r = q · 2n−2

(
1− 1

2r

)
> q · 2n−3,

and again Dmin = q · 2n−3, that is attainable for r = 1 and w = 0.

Thus the minimal Lee distance is equal to q · 2n−3.

In [26] it was shown that both minimal Hamming and Lee distances of gener-
alized Reed–Muller codes RMq(r, n) are equal to 2n−r for any positive integer q.
Therefore, it immediately follows that

Corollary 2 The minimal Hamming distance 2n−2 between quadratic (general-
ized) bent functions is attainable on the sets of self-dual and anti-self-dual Maiorana–
McFarland bent functions from GMq

n only for q = 2.



12 Aleksandr Kutsenko

5 Sign functions of (anti-)self-dual gbent functions

Let In be the identity matrix of size n and Hn = H⊗n
1 be the n-fold tensor product

of the matrix H1 with itself, where

H1 =

(
1 1
1 −1

)
.

It is known the Hadamard property of this matrix

HnH
T
n = 2nI2n ,

where HT
n is transpose of Hn (it holds HT

n = Hn by symmetricity of Hn). De-
note Hn = 2−n/2Hn.

Recall an orthogonal decomposition of R2n

in eigenspaces of Hn from [2]
(Lemma 5.2):

R
2n

= Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,

where the symbol ⊕ denotes a direct sum of subspaces. Consider the same decom-
position

C
2n

= Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,

for a complex space C2n

.
As for the Boolean case (see [17]), we note that sign function of any self-dual

gbent function is the eigenvector of Hn attached to the eigenvalue (+1), that is
an element from the subspace Ker

(
Hn − I2n

)
= Ker

(
Hn − 2n/2I2n

)
. The same

holds for a sign function of any anti-self-dual gbent function, which obviously is
an eigenvector of Hn attached to the eigenvalue (−1), that is an element from the
subspace Ker

(
Hn + I2n

)
= Ker

(
Hn + 2n/2I2n

)
.

It is known that

dim
(
Ker (Hn + I2n)

)
= dim

(
Ker

(
Hn − I2n

))
= 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ R2n

. Moreover, since Hn

is symmetric (Hermitian), the subspaces Ker
(
Hn + I2n

)
and Ker

(
Hn − I2n

)
are

mutually orthogonal.

In [16] it was proved that provided n > 4, the linear span of sign functions of
self-dual as well as anti-self-dual Boolean bent functions Boolean bent functions
in n variables has dimension 2n−1. The same result can be also given for gbent
functions:

Theorem 3 Let n > 4, then the linear span of sign functions of (anti-)self-dual
gbent functions in n variables has dimension 2n−1.

Proof It is enough to mention that since q is even it holds (−1) = ωq/2 ∈{
ω, ω2, ..., ωq−1

}
, therefore the set of sign fuctions of (anti-)self-dual Boolean bent

functions in n variables is a subset of the set of sign functions of (anti-)self-dual
gbent functions in n variables. Then from [16] (Theorem 2) the dimension follows.
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It is worth to note that the example of the basis of the subspace Ker
(
Hn−I2n

)

can be constructed by using the functions obtained from the construction from
Proposition 3.

When n = 2 there are two self-dual Boolean bent functions, namely x1x2 and
x1x2 ⊕ 1, which have sign functions (1, 1, 1,−1) and (−1,−1,−1, 1) respectively.
These sign functions are linearly dependent vectors in R4. The set SB−(2) consists
of functions x1x2⊕x1⊕x2 and x1x2⊕x1⊕x2⊕1 with sign functions (1,−1,−1,−1)
and (−1, 1, 1, 1) respectively. These sign functions are linearly dependent vectors
in R4 as well. Generalization comprises solution of the system

1

2




1 1 1 1
1 −1 1 −1
1 1 −1 −1
1 −1 −1 1







ωd1

ωd2

ωd3

ωd4


 =




ωd1

ωd2

ωd3

ωd4


 ,

where variables are numbers d1, d2, d3, d4 ∈ Zq in fact. It is clear that the only
solution pattern is

(
ωd, ωd, ωd, ωd+q/2) = ωd · (1, 1, 1,−1) ∈ C

4,

where d ∈ Zq. It means that any two sign functions of self-dual gbent functions
from SB+

q (2) are linearly dependent over C and
∣∣SB+

q (2)
∣∣ = q.

The next result is a generalization of the similar one from [16].

Theorem 4 Let n > 4 and f ∈ SB+
q (n). For sign function ωf =

(
F 00, F 01, F 10, F 11

)
,

where F 00, F 01, F 10, F 11 ∈
{
1, ω, ω2, . . . , ωq−1

}2n−2

, it holds

〈
F 00, F 01〉+

〈
F 10, F 11〉 = 0,

〈
F 00, F 10〉+

〈
F 01, F 11〉 = 0.

Proof Let f ∈ SB+
q (n), then by Theorem 3 there exist vectors

α = (α1, α2, . . . , α2n−3) ∈ C
2n−3

,

β = (β1, β2, . . . , β2n−3) ∈ C
2n−3

,

γ = (γ1, γ2, . . . , γ2n−2) ∈ C
2n−2

,

such that

ωf =

2n−3∑

i=1

αiF
n
i +

2n−3∑

j=1

βjG
n
j +

2n−2∑

k=1

γk (FG)nk ,

where the sets SF = {Fn
i }2

n−3

i=1 , SG =
{
Gn

j

}2n−3

j=1
and SFG =

{
(FG)nk

}2n−2

k=1
are

described in the proof of Theorem 2 from [16]. Consider the sets SF, SG, SFG and
denote

Fn
i = (Fi, Fi, Fi,−Fi) ,

Gn
j = (Gj ,−Gj ,−Gj ,−Gj) ,

(FG)nk = (Ak,−Bk, Bk, Ak) ,
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where Fi, Ak ∈ Ker
(
Hn−2−I2n−2

)
,Gj , Bk ∈ Ker

(
Hn−2+I2n−2

)
, i, j = 1, 2, . . . , 2n−3,

k = 1, 2, . . . , 2n−2, and define the vectors

F =

2n−3∑

i=1

αiFi, G =

2n−3∑

j=1

βjGj , A =

2n−2∑

k=1

γkAk, B =

2n−2∑

k=1

γkBk.

Under this notation the sign function ωf has the form

ωf =




F 00

F 01

F 10

F 11


 =




F+G+A
F−G−B
F−G+B
−F−G+A


 ∈

{
1, ω, ω2, ..., ωq−1}2n

.

For any j = 1, 2, . . . , 2n−2 denote

(
F+G

)
j
+Aj = ωtj ,

(
F−G

)
j
−Bj = ωrj ,

(
F−G

)
j
+Bj = ωlj ,

−
(
F+G

)
j
+Aj = ωkj ,

where tj , rj , lj , kj ∈ Zq. Then

Aj =
1

2

(
ωtj + ωkj

)
,

Bj =
1

2

(
ωlj − ωrj

)
,

(
F+G

)
j
=

1

2

(
ωtj − ωkj

)
,

(
F−G

)
j
=

1

2

(
ωrj + ωlj

)
.

Note that
〈G,A〉 = 〈F,B〉 = 0.

By using this we obtain the expression for the first inner product

〈
F 00, F 01〉+

〈
F 10, F 11〉 = 〈F+G+A,F−G−B〉

+ 〈F−G+B,−F−G+A〉
= 〈F,F〉 − 〈F,G〉 − 〈F,B〉
+ 〈G,F〉 − 〈G,G〉 − 〈G,B〉
+ 〈A,F〉 − 〈A,G〉 − 〈A,B〉
− 〈F,F〉 − 〈F,G〉+ 〈F,A〉
+ 〈G,F〉+ 〈G,G〉 − 〈G,A〉
− 〈B,F〉 − 〈B,G〉+ 〈B,A〉
= 〈A,F〉+ 〈F,A〉 − 〈G,B〉 − 〈B,G〉
= 〈A,F+G〉+ 〈A,F+G〉+ 〈B,F−G〉+ 〈B,F−G〉

(5)
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while the second one has the form

〈
F 00, F 10〉+

〈
F 01, F 11〉 = 〈F+G+A,F−G+B〉

+ 〈F−G−B,−F−G+A〉
= 〈F,F〉 − 〈F,G〉+ 〈F,B〉
+ 〈G,F〉 − 〈G,G〉+ 〈G,B〉
+ 〈A,F〉 − 〈A,G〉+ 〈A,B〉
− 〈F,F〉 − 〈F,G〉+ 〈F,A〉
+ 〈G,F〉+ 〈G,G〉 − 〈G,A〉
+ 〈B,F〉+ 〈B,G〉 − 〈B,A〉
= 〈A,F〉+ 〈F,A〉+ 〈G,B〉+ 〈B,G〉
= 〈A,F+G〉+ 〈A,F+G〉 − 〈B,F−G〉 − 〈B,F−G〉

(6)

Consider inner in details the following inner products

〈A,F+G〉 =
2n∑

j=1

Aj

(
F+G

)
j
=

1

4

2n∑

j=1

(
ωtj + ωkj

)(
ωtj − ωkj

)

=
1

4

2n∑

j=1

(
1− 1 + ωkjωtj − ωtjωkj

)
=

1

2
Im




2n∑

j=1

ωkjωtj


 i,

〈A,F+G〉 = −1

2
Im




2n∑

j=1

ωkjωtj


 i,

〈B,F−G〉 =
2n∑

j=1

Bj

(
F−G

)
j
=

1

4

2n∑

j=1

(
ωlj − ωrj

)(
ωlj + ωrj

)

=
1

4

2n∑

j=1

(
1− 1 + ωljωrj − ωrjωlj

)
=

1

2
Im




2n∑

j=1

ωljωrj


 i,

〈B,F−G〉 = −1

2
Im




2n∑

j=1

ωljωrj


 i,

therefore, both (5) and (6) are zero numbers.

6 Properties of self-dual gbent function

6.1 Upper bound for the number of self-dual gbent functions

Let 2h−1 < q 6 2h. For any f ∈ GFq
n it is possible to associate a unique sequence

of Boolean functions a0, a1, . . . , ah−1 ∈ Fn such that [34]

f(x) = a0(x) + 2a1(x) + . . .+ 2h−1ah−1(x), x ∈ F
n
2 .
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In paper [13] it was proved that for the case q = 2k and even n, provided that f

is gbent its dual gbent f̃ has the following form

f̃(x) = b0(x) + 2b1(x) + . . .+ 2h−1bh−1(x), x ∈ F
n
2 ,

where bk−1 = b̃k−1 and the dual of bj = b̃k−1 ⊕
(

˜bk−1 ⊕ bj
)
. If f is self-dual

gbent then bk−1 is self-dual Boolean function and for j = 0, 1, . . . , k − 1 Boolean
functions

(
bk−1 ⊕ bj

)
are self-dual. It follows the statement

Proposition 6 It holds
∣∣SB+

2k(n)
∣∣ 6

∣∣SB+
2 (n)

∣∣k.

Note that this bound is consistent with the results from the work [20].

6.2 Affinity of self-dual gbent function

In paper [31] for the case when q is divisible by 4, necessary and sufficient conditions
for the bentness of generalized Boolean functions of the form

f(x) =
n∑

i=1

λixi + λ0,

where λ0, λ1, . . . , λn ∈ Zq, were obtained. Functions from this class are referred to
as affine functions.

It is well known that Boolean bent function and, as a consequence, self-dual
Boolean bent function can not be affine. The next result shows the non-existence
of self-dual gbent functions within the class of affine functions.

Theorem 5 There are no self-dual generalized bent functions in n variables of
the form

f(x) =

n∑

i=1

λixi + λ0,

where λ0, λ1, . . . , λn ∈ Zq.

Proof Let f be an affine gbent function in n variables (for the case q not divisible
by 4 if such exists, otherwise the result follows), namely

f(x) =
n∑

i=1

λixi + λ0, x ∈ F
n
2 ,

where λ0, λ1, . . . , λn ∈ Zq. It is self-dual if and only if

Hf (y) =
∑

x∈F
n
2

ωf(x)(−1)〈x,y〉 = ωλ0
∑

x∈F
n
2

ω

n∑
i=1

λixi+
q
2
〈x,y〉

= ωλ0

n∏

i=1

∑

xi∈F2

ωλixi+
q
2
yixi = ωλ0

n∏

i=1

(
1 + ω

q
2
yi+λi

)
,

for any y ∈ Fn
2 .
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For every y ∈ Fn
2 denote

ŷ = (y1, y2, . . . , yn−1) ∈ F
n−1
2 ,

Pn−1 (ŷ) =
(
1 + ω

q
2
y1+λ1

)(
1 + ω

q
2
y2+λ2

)
· . . . ·

(
1 + ω

q
2
yn−1+λn−1

)
,

an−1 (ŷ) = λ1y1 + λ2y2 + . . .+ λn−1yn−1.

Then for any y ∈ Fn
2 such that yn = 0 it holds

Pn−1 (ŷ)
(
1 + ωλn

)
= 2n/2ωan−1(ŷ),

and for any y ∈ Fn
2 such that yn = 1:

Pn−1 (ŷ)
(
1 + ω

q
2
+λn

)
= 2n/2ωan−1(ŷ)+λn .

So, for any ŷ ∈ Fn−1
2 consider the system

{
Pn−1 (ŷ)

(
1 + ωλn

)
= 2n/2ωan−1(ŷ),

Pn−1 (ŷ)
(
1− ωλn

)
= 2n/2ωan−1(ŷ)+λn .

It is equivalent to
{
Pn−1 (ŷ)

(
1 + ωλn

)
= 2n/2ωan−1(ŷ),

Pn−1 (ŷ)
(
1− ωλn

)
= Pn−1 (ŷ)

(
1 + ωλn

)
· ωλn .

Thus, we obtain the relation

Pn−1 (ŷ)
(
1− ωλn

)
= Pn−1 (ŷ)

(
1 + ωλn

)
· ωλn ,

and can note that Pn−1 (ŷ) 6= 0 since for any y ∈ Fn
2 we have

Hf (y) = ωλ0Pn−1 (ŷ)
(
1 + ω

q
2
yn+λn

)
,

and f is gbent that is 1 − ωλn = ωλn +
(
ωλn

)2
. The solutions of this equation

are
(
−1±

√
2
)
. The norm of every of these numbers is not 1 therefore ωλn can

not be a solution.

6.3 Self-dual gbent functions symmetric with respect to two variables

A generalized Boolean function h ∈ GFq
n+2 is said to be symmetric with respect

to two variables y and z if there exist functions f, g, s ∈ GFq
n such that

h(z, y, x) = f(x) + (y ⊕ z)g(x) + yzs(x), y, z ∈ F2, x ∈ F
n
2 . (7)

In paper [34] it was proved that a function of such form is gbent if and only if
the functions f, f + g are gbent and s(x) = q/2, x ∈ Fn

2 . We study the conditions
for self-duality of functions of such form.

Theorem 6 Let h be a gbent function of the form (7). Then h is self-dual if and

only if f is regular gbent, g = f̃ + (q − 1)f , and s(x) = q/2, x ∈ Fn
2 .
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Proof Let F, FG be sign functions of regular gbent functions f, f + g. It is clear
that

ωh =




F
FG
FG
−F


 .

Then the function h is self-dual gbent if and only if

ωh̃ = Hn+2ω
h =

1

2




Hn Hn Hn Hn

Hn −Hn Hn −Hn

Hn Hn −Hn −Hn

Hn −Hn −Hn Hn







F
FG
FG
−F


 =




F
FG
FG
−F


 = ωh.

Consider the system

ωh̃ =
1

2




Hn Hn Hn Hn

Hn −Hn Hn −Hn

Hn Hn −Hn −Hn

Hn −Hn −Hn Hn







F
FG
FG
−F




=
1

2




HnF +Hn (FG) +Hn (FG) +HnF
HnF −Hn (FG) +Hn (FG)−HnF
HnF +Hn (FG)−Hn (FG)−HnF
HnF −Hn (FG)−Hn (FG) +HnF




=
1

2




F̃ − F̃ + 2F̃G

2F̃ − F̃G+ F̃G

2F̃ + F̃G− F̃G

−2F̃G


 =




F̃G

F̃

F̃

−F̃G


 .

Writing 


F̃G

F̃

F̃

−F̃G


 =




F
FG
FG
−F


 ,

we see that f̃ = f + g, or, equivalently, g = f̃ + (q − 1)f .
Thus, we have

h (z, y, x) = f(x) + (z ⊕ y)
[
f̃(x) + (q − 1)f(x)

]
+

q

2
zy.

7 Symmetries

In paper [6] (see also [2]) it was shown that the mapping

f(x) −→ f (L (x⊕ c))⊕ 〈c, x〉 ⊕ d, (8)

where L ∈ On, c ∈ Fn
2 , wt(c) is even, d ∈ F2, preserves self-duality of a bent

function. The group which consists of mappings of such form is called an extended
orthogonal group and denoted by On [6]. It is known that this group is a subgroup
of GL (n+ 2,F2) [6].
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In paper [17] known results were generalized within isometric mappings from
the set of all mappings of all Boolean functions in n > 4 variables into itself, which
preserve the Hamming distance. Namely it was proved the group of automorphisms
of self-dual Boolean bent functions coincides with the extended orthogonal group.

In paper [32] it was proved that the mappings of the form

f(x) −→ f (Lx) + d,

where L ∈ On, d ∈ Z4, preserve self-duality of a quaternary self-dual gbent func-
tion.

In current work we set the form (8) for generalized case. The following result
provides the construction of mappings of such form preserving the (anti-)self-
duality of a Boolean function.

Theorem 7 The mapping of the set of all generalized Boolean functions in n
variables to itself of the form

f(x) −→ f (L (x⊕ c)) +
q

2
〈c, x〉+ d,

where L ∈ On, c ∈ Fn
2 , wt(c) is even, d ∈ Zq, preserves (anti-)self-duality of a

gbent function.

Proof Let f ∈ SB+
q (n) ∪ SB−

q (n) that is f̃ = f + q
2ε for some ε ∈ F2. Consider a

function g(x) = f (L (x⊕ c)) + q
2 〈c, x〉 + d, where L ∈ On, c ∈ Fn

2 , wt(c) is even,
d ∈ Zq. Its generalized Walsh–Hadamard transform is

Hg(y) =
∑

x∈F
n
2

ωg(x)(−1)〈x,y〉 =
∑

x∈F
n
2

ωf(L(x⊕c))+ q
2
〈c,x〉+d+ q

2
〈x,y〉

= ωd
∑

x∈F
n
2

ω
q
2
〈x,y⊕c〉+f(L(x⊕c)) = ωd

∑

z∈F
n
2

ω
q
2 〈L−1z⊕c,y⊕c〉+f(z)

= ωd+ q
2
〈c,y〉+ q

2
〈c,c〉

∑

z∈F
n
2

ω
q
2
〈z,L(y⊕c)〉+f(z)

= ωd+ q
2
〈c,y〉2n/2ωf̃(L(y⊕c)) = 2n/2ωf(L(y⊕c))+ q

2
〈c,y〉+d+ q

2
ε

= 2n/2ωg(y)+ q
2
ε = 2n/2ωg̃(y),

hence g̃(y) = g(y) + q
2ε for any y ∈ Fn

2 .

By using the mappings of this form we can clarify, for instance, the classification
of quaternary self-dual bent functions in 4 variables given in [32] and formed by 8
classes. Namely, the representatives with vectors of values (0330302132010110)
and (3123231322030300) from the classes 4 and 5 respectively are related by the
transformation

f(x) −→ f(L(x⊕ c)) +
q

2
〈c, x〉+ d,

where

L =




1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1


 , c = (1001), d = 3.
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Table 1 Classification of quaternary self-dual bent functions in 4 variables

Representative from equivalence class Size

0220202022000000 24

2022220222020200 64

0330313133110110 48

0330302132010110 120

1321213122010100 96

0220213023100000 48

Number of quaternary self-dual bent functions in four variables 400

The representatives with vectors of values (2022220222020200) and (2123230332121210)
from the classes 2 and 7 respectively are related by the transformation

f(x) −→ f(L(x⊕ c)) +
q

2
〈c, x〉+ d,

where

L =




0 1 0 0
1 0 0 0
0 0 1 0
0 0 0 1


 , c = (0101), d = 1.

Thus, the classification of quaternary self-dual bent functions in 4 variables is
given in the Table 1.

By a slight change of the parameters mentioned in Theorem 7, it is possible
to obtain the class of mapping that define a bijection between self-dual and anti-
self-dual gbent functions in n variables.

Proposition 7 The mapping of the set of all generalized Boolean functions in n
variables to itself of the form

f(x) −→ f(π(x)) + g(x),

with

π(x) = L (x⊕ c) , g(x) =
q

2
〈c, x〉+ d, x ∈ F

n
2 ,

where L ∈ On, c ∈ Fn
2 , wt(c) is odd, d ∈ Zq, is a bijection between the sets SB+

q (n)
and SB−

q (n).

Proof Let f ∈ SB+
q (n) ∪ SB−

q (n) and f̃ = f + q
2ε for some ε ∈ F2. One can

show that for g(x) = f (L (x⊕ c)) + q
2 〈c, x〉 + d, where L ∈ On, c ∈ Fn

2 , wt(c) is

odd, d ∈ Zq, it holds Hg(y) = 2n/2ωg̃(y)+q/2, y ∈ Fn
2 .

From the existence of such bijections it follows that the cardinalities of the sets
of self-dual and anti-self-dual gbent functions coincide.

Corollary 3 It holds
∣∣SB+

q (n)
∣∣ =

∣∣SB−
q (n)

∣∣.
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8 Conclusion

In current paper self-dual generalized bent functions were explored. A group of
primary and secondary constructions was presented. The general form of self-dual
Maiorana–McFarland gbent functions and their metrical properties were studied.
The non-existence of affine self-dual gbent functions was shown. We also gave the
description of self-dual gbent functions symmetric with respect to two variables.
The properties of sign functions of self-dual gbent functions were considered.

It is interesting to find other symmetries, if any, distinct from the ones that
were found in this work. It involves the study of the automorphisms gropus of the
considered gbent functions with respect to Hamming or Lee metrics. The study of
connection with self-dual Boolean functions also seems to be a promising task.
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Àííîòàöèÿ. Â ðàáîòå ïðåäëîæåíî îáîáùåíèå êîíñòðóêöèè Äîá-
áåðòèíà 1995 ã. äëÿ ñáàëàíñèðîâàííûõ áóëåâûõ ôóíêöèé, îáëàäà-
þùèõ âûñîêîé íåëèíåéíîñòüþ. Èññëåäîâàí ñïåêòð Óîëøà-Àäàìàðà
ïðåäëîæåííûõ ôóíêöèé. Äîêàçàíà òî÷íàÿ âåðõíÿÿ îöåíêà íà ñïåê-
òðàëüíûé ðàäèóñ (íèæíÿÿ îöåíêà íåëèíåéíîñòè), è ïîêàçàí ñïî-
ñîá ïîñòðîåíèÿ ñáàëàíñèðîâàííîé ôóíêöèè îò 2n ïåðåìåííûõ ñî
ñïåêòðàëüíûì ðàäèóñîì ðàâíûì 2n + 2kR ïðè ïîìîùè ñáàëàíñèðî-
âàííîé ôóíêöèè îò n − k ïåðåìåííûõ ñî ñïåêòðàëüíûì ðàäèóñîì
ðàâíûì R.

Êëþ÷åâûå ñëîâà: áóëåâû ôóíêöèè, áåíò-ôóíêöèè, ñáàëàíñèðî-
âàííîñòü, íåëèíåéíîñòü, ñïåêòðàëüíûé ðàäèóñ.

Ââåäåíèå

Â ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìàõ ÷àñòî èñïîëüçóþòñÿ áó-
ëåâû ôóíêöèè. Íåëèíåéíîñòü � îäíî èç îñíîâíûõ äëÿ íèõ ñâîéñòâ. Îíî
ïîêàçûâàåò, íàñêîëüêî õîðîøî ôóíêöèþ ìîæíî ïðèáëèçèòü íåêîòîðîé
àôôèííîé ôóíêöèåé, ðàáîòàòü ñ êîòîðîé çíà÷èòåëüíî ïðîùå. Øèôð ìî-
æåò ñòàòü óÿçâèìûì ê ëèíåéíîìó êðèïòîàíàëèçó ïðè íèçêîé íåëèíåé-
íîñòè äàæå îäíîé åãî ÷àñòè. Ïðèìåðîì êðèïòîãðàôè÷åñêîãî àëãîðèòìà,
ñêîìïðîìåòèðîâàííîãî ñâîèìè êîìïîíåíòàìè ñ íèçêîé íåëèíåéíîñòüþ,
ìîæåò ïîñëóæèòü ñòàðûé ñòàíäàðò øèôðîâàíèÿ ÑØÀ � DES. Îïèñà-
íèå ëèíåéíîãî êðèïòîàíàëèçà äëÿ ýòîãî øèôðà ìîæíî íàéòè â [1].

Â ñëó÷àå ÷åòíîãî ÷èñëà ïåðåìåííûõ n èçâåñòíà ìàêñèìàëüíàÿ âîç-
ìîæíàÿ äëÿ áóëåâîé ôóíêöèè íåëèíåéíîñòü: Nf = 2n−1 − 2

n
2
−1. Îíà

äîñòèãàåòñÿ íà ôóíêöèÿõ, íàçûâàåìûõ áåíò-ôóíêöèÿìè. Îíè áûëè âïåð-
âûå îïèñàíû Î. Ðîòõàóñîì [2] â 1976 ã. Â ÑÑÑÐ â 60-å ãîäû Â. Åëèñå-
åâ è Î. Ñòåï÷åíêîâ òàêæå çàíèìàëèñü èçó÷åíèåì ýòîãî êëàññ ôóíêöèé.
Ïîäðîáíóþ èíôîðìàöèþ î áåíò-ôóíêöèÿõ è äðóãèõ êðèïòîãðàôè÷åñêèõ
ôóíêöèÿõ ìîæíî íàéòè â ìîíîãðàôèÿõ Í. Òîêàðåâîé [3], S. Mesnager [4],

Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò
� 0314-2019-0017) ïðè ïîääåðæêå Ðîññèéñêîãî Ôîíäà Ôóíäàìåíòàëüíûõ Èññëåäîâà-
íèé (ïðîåêò 20�31�70043) è ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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C. Carlet [5], T. Cusick , P. Stanica [6] è Î. Ëîãà÷åâà, À. Ñàëüíèêîâà, Ñ.
Ñìûøëÿåâà, Â. ßùåíêî [7].

Â ïðàêòè÷åñêèõ öåëÿõ òàêæå ÷àñòî òðåáóåòñÿ, ÷òîáû ôóíêöèÿ áûëà
ñáàëàíñèðîâàííîé � ïðèíèìàëà çíà÷åíèÿ 0 è 1 îäèíàêîâî ÷àñòî. Èäåàëü-
íî áûëî áû èñïîëüçîâàòü ñáàëàíñèðîâàííóþ ôóíêöèþ ñ ìàêñèìàëüíîé
âîçìîæíîé íåëèíåéíîñòüþ, íî áåíò-ôóíêöèè íå ñáàëàíñèðîâàíû. Äëÿ
ìàêñèìàëüíîãî çíà÷åíèÿ íåëèíåéíîñòè ñáàëàíñèðîâàííûõ ôóíêöèé ñó-
ùåñòâóåò àñèìïòîòè÷åñêàÿ îöåíêà [8], íî òî÷íîå çíà÷åíèå íåèçâåñòíî.
Íàèëó÷øèå íèæíèå îöåíêè ýòîãî çíà÷åíèÿ ïîëó÷åíû êàê ñëåäñòâèå êîí-
êðåòíûõ êîíñòðóêöèé ñáàëàíñèðîâàííûõ ôóíêöèé [9�14].

Îäíà èç òàêèõ êîíñòðóêöèé, ïðåäëîæåííàÿ â 1995 ã. Õ. Äîááåðòè-
íîì [15] , îñíîâàíà íà ìîäèôèêàöèè íîðìàëüíûõ áåíò-ôóíêöèé � ôóíê-
öèé îò 2n ïåðåìåííûõ, ïîñòîÿííûõ íà íåêîòîðîì àôôèííîì ïîäïðî-
ñòðàíñòâå L ðàçìåðíîñòè n. Ñïåêòðàëüíûé ðàäèóñ Rf � îäèí èç âîçìîæ-
íûõ ïàðàìåòðîâ, ÷åðåç êîòîðûé ìîæíî âûðàçèòü íåëèíåéíîñòü ôóíêöèè:

Nf = 2n−1 − Rf
2 , èìåííî åãî äëÿ ýòîé êîíñòðóêöèè óäîáíî îöåíèâàòü.

Ñóòü êîíñòðóêöèè çàêëþ÷àåòñÿ â çàìåíå çíà÷åíèé áåíò-ôóíêöèè íà ïîä-
ïðîñòðàíñòâå L çíà÷åíèÿìè ñáàëàíñèðîâàííîé ôóíêöèè θ îò n ïåðåìåí-
íûõ. Ó ñáàëàíñèðîâàííîé ôóíêöèè Θ, èìåþùåé êîíñòðóêöèþ Äîááåðòè-
íà, ñïåêòðàëüíûé ðàäèóñ ðàâåí RΘ = 2n + Rθ, à íåëèíåéíîñòü, ñîîòâåò-
ñòâåííî, NΘ = 22n−1 − 2n−1 − Rθ

2 . Òàêæå â [15] áûëà ñôîðìóëèðîâàíà íå
îïðîâåðãíóòàÿ äî ñèõ ïîð ãèïîòåçà î íåñóùåñòâîâàíèè ñáàëàíñèðîâàí-
íûõ ôóíêöèé ñ íåëèíåéíîñòüþ âûøå, ÷åì ìîæíî ïîëó÷èòü ïðè ïîìîùè
ýòîé êîíñòðóêöèè. Ïðîñòàÿ ñòðóêòóðà êîíñòðóêöèè Äîááåðòèíà ïîçâî-
ëÿåò ìîäèôèöèðîâàòü åå äëÿ ïîëó÷åíèÿ íîâûõ êîíñòðóêöèé ôóíêöèé ñ
õîðîøèìè êðèïòîãðàôè÷åñêèìè ñâîéñòâàìè. Ïðèìåð òàêîãî îáîáùåíèÿ
êîíñòðóêöèè íà ñëó÷àé âåêòîðíûõ áóëåâûõ ôóíêöèé ìîæíî íàéòè â [16].

Äàííàÿ ðàáîòà ïîñâÿùåíà íîâîìó îáîáùåíèþ êîíñòðóêöèè Äîááåðòè-
íà. Äëÿ ýòîãî èñïîëüçóåòñÿ êëàññ áåíò-ôóíêöèé ñ áëèçêèìè ê íîðìàëüíî-
ñòè ñâîéñòâàìè. Ôóíêöèè, ïðèíàäëåæàùèå ýòîìó êëàññó, ïîñòîÿííû íà
íåêîòîðîì ïîäïðîñòðàíñòâå ðàçìåðíîñòè 2n−k è íà 22k − 1 åãî ñäâèãàõ,
0 6 k 6 n−2. Ñ èõ ïîìîùüþ â ðàáîòå ïîñòðîåíî îáîáùåíèå êîíñòðóêöèè
Äîááåðòèíà. Ðåçóëüòàòîì ðàáîòû ÿâëÿåòñÿ îöåíêà ñïåêòðàëüíîãî ðàäèó-
ñà äëÿ ïîëó÷åíîé ñáàëàíñèðîâàííîé ôóíêöèè Θ îò 2n ïåðåìåííûõ:

RΘ 6 2n +
∑

y∈I0∪I1

Rθy ,

çäåñü θy � íàáîð 22k ïðîèçâîëüíûõ ñáàëàíñèðîâàííûõ ôóíêöèé îò n− k
ïåðåìåííûõ, òðåáóåìûõ äëÿ êîíñòðóêöèè. Òàêæå äîêàçàííî, ÷òî íåðà-
âåíñòâî â ýòîé îöåíêå äîñòèãàåòñÿ ïðè �íåóäà÷íîì� âûáîðå θy, è íàéäåí
íàáîð ôóíêöèé äëÿ êîòîðîãî îöåíêà ñïåêòðàëüíîãî ðàäèóñà ïðèíèìàåò
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âèä
RΘ = 2n + 2kRθ,

ãäå θ � ïðîèçâîëüíàÿ ñáàëàíñèðîâàííàÿ ôóíêöèÿ îò n− k ïåðåìåííûõ,
ïî êîòîðîé îïðåäåëÿþòñÿ âñå θy. Ê ñîæàëåíèþ, íàèëó÷øèé ðåçóëüòàò
â äàííîé îöåíêå äîñòèãàåòñÿ ïðè k = 0, òî åñòü â ñëó÷àå, îïèñàííîì
Äîááåðòèíîì.

1. Îïðåäåëåíèÿ

Ââåäåì íåîáõîäèìûå îïðåäåëåíèÿ è îáîçíà÷åíèÿ. Îáîçíà÷èì ÷åðåç
Fn2 âåêòîðíîå ïðîñòðàíñòâî ðàçìåðíîñòè n íàä ïîëåì èç äâóõ ýëåìåí-
òîâ F2. Äàëåå, ïðè ðàáîòå ñ ýëåìåíòàìè Fn2 , çíàêîì + áóäåì îáîçíà÷àòü
ïîêîìïîíåíòíîå ñëîæåíèå ïî ìîäóëþ 2. Íóëåâîé âåêòîð áóäåò îáîçíà-
÷àòüñÿ 0. Äëÿ äâóõ äâîè÷íûõ âåêòîðîâ x, y ââåäåì îáîçíà÷åíèå 〈x, y〉 =
x1y1 + . . .+xnyn. Ôóíêöèÿ èç Fn2 â F2 íàçûâàåòñÿ áóëåâîé ôóíêöèåé. Ðàñ-
ñòîÿíèåì Õýììèíãà ìåæäó äâóìÿ áóëåâûìè ôóíêöèÿìè íàçûâàåòñÿ êî-
ëè÷åñòâî àðãóìåíòîâ, íà êîòîðûõ èõ çíà÷åíèÿ îòëè÷àþòñÿ. Ðàññòîÿíèå
Õýììèíãà îò ôóíêöèè äî êëàññà ôóíêöèé � ìèíèìàëüíîå èç ðàññòîÿíèé
Õýììèíãà îò íåå äî îäíîãî èç ïðåäñòàâèòåëåé ýòîãî êëàññà. Àôôèííàÿ
ôóíêöèÿ � ôóíêöèÿ âèäà 〈a, x〉 + c, ãäå a ∈ Fn2 , c ∈ F2. Ôóíêöèÿ íàçû-
âàåòñÿ ñáàëàíñèðîâàííîé, åñëè îíà ïðèíèìàåò çíà÷åíèÿ 0 è 1 îäèíàêîâî
÷àñòî.

Ïðåîáðàçîâàíèå Óîëøà-Àäàìàðà Wf : Fn2 → Z äëÿ áóëåâîé ôóíêöèè
f : Fn2 → F2 îïðåäåëÿåòñÿ êàê

Wf (a) =
∑
x∈Fn2

(−1)f(x)+〈x,a〉.

Ñïåêòðàëüíûì ðàäèóñîì áóëåâîé ôóíêöèè f íàçûâàåòñÿ

Rf = max
a∈Fn2

|Wf (a)|.

Íåëèíåéíîñòü � ðàññòîÿíèå Õýììèíãà îò ôóíêöèè f äî êëàññà àôôèí-
íûõ ôóíêöèé. Îíà ðàâíà

Nf = 2n−1 −
Rf
2
.

Áåíò-ôóíêöèè � ôóíêöèè îò n ïåðåìåííûõ, âñå êîýôôèöèåíòû Óîëøà-
Àäàìàðà êîòîðûõ ðàâíû ±2n/2. Îíè ñóùåñòâóþò òîëüêî ïðè ÷åòíîì n.
Íà áåíò-ôóíêöèÿõ äîñòèãàåòñÿ ìàêñèìàëüíàÿ âîçìîæíàÿ íåëèíåéíîñòü.

Ôóíêöèÿ f̃ , çàäàííàÿ ðàâåíñòâîì

Wf (y) = 2
n
2 (−1)f̃(y),

íàçûâàåòñÿ äóàëüíîé ê áåíò-ôóíêöèè f . Èçâåñòíî, ÷òî òàêàÿ ôóíêöèÿ
òàêæå áóäåò ÿâëÿòüñÿ áåíò-ôóíêöèåé.
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Áóëåâû ôóíêöèè f è g îò n ïåðåìåííûõ àôôèííî ýêâèâàëåíòíû, åñ-
ëè äëÿ âñåõ x âûïîëíåíî g(x) = f(Ax + b), ãäå A � íåâûðîæäåííàÿ
äâîè÷íàÿ ìàòðèöà ðàçìåðà n × n, à b � äâîè÷íûé âåêòîð ðàçìåðíîñòè
n. Èçâåñòíî, ÷òî àôôèííàÿ ýêâèâàëåíòíîñòü ñîõðàíÿåò íåëèíåéíîñòü è
ñáàëàíñèðîâàííîñòü áóëåâûõ ôóíêöèé. Íåïóñòîå ìíîæåñòâî M ⊆ Fn2 íà-
çûâàåòñÿ ëèíåéíûì ïîäïðîñòðàíñòâîì, åñëè äëÿ ëþáûõ x, y ∈ M âû-
ïîëíåíî x + y ∈ M . Ñäâèãè ýëåìåíòîâ x ∈ M íà ïîñòîÿííóþ a ∈ Fn2 �
âñåâîçìîæíûå ñóììû âèäà a + x, îáðàçóþò àôôèííîå ïîäïðîñòðàíñòâî
òîé æå ðàçìåðíîñòè.

Áóëåâà ôóíêöèÿ îò 2n ïåðåìåííûõ íàçûâàåòñÿ íîðìàëüíîé, åñëè îíà
ïîñòîÿííà íà íåêîòîðîì àôôèííîì ïîäïðîñòðàíñòâå L ðàçìåðíîñòè n.
Èçâåñòíî (ñì. [15]), ÷òî ëþáàÿ òàêàÿ áåíò-ôóíêöèÿ àôôèííî ýêâèâàëåíò-
íà ôóíêöèè f : Fn2 × Fn2 → F2, ïîñòîÿííîé íà L = {(x,0) | x ∈ Fn2} è
ðàâíîé íåêîòîðîé ñáàëàíñèðîâàííîé fy : Fn2 → F2 íà {(x, y) | x ∈ Fn2} ãäå
y ∈ Fn2 , y 6= 0.

2. Êîíñòðóêöèÿ Äîááåðòèíà

Èäåÿ êîíñòðóêöèè Äîááåðòèíà äëÿ âûñîêîíåëèíåéíûõ ñáàëàíñèðî-
âàííûõ ôóíêöèé çàêëþ÷àåòñÿ â çàìåíå çíà÷åíèé íîðìàëüíîé áåíò-ôóíê-
öèè f îò 2n ïåðåìåííûõ íà âñåì ïîäïðîñòðàíñòâå L íà çíà÷åíèÿ íåêî-
òîðîé ñáàëàíñèðîâàííîé θ : Fn2 → F2. Ðåçóëüòàòîì òàêîé çàìåíû áóäåò
ôóíêöèÿ

Θ(x, y) =

¨
θ(x), åñëè y = 0,

f(x, y), èíà÷å.

Ïîëó÷èâøàÿñÿ ôóíêöèÿ � ñáàëàíñèðîâàíà, åå êîýôôèöèåíòû Óîëøà-
Àäàìàðà âû÷èñëÿþòñÿ ïî ôîðìóëå:

WΘ(a, b) =

¨
0, åñëè a = 0,

Wf (a, b) +Wθ(a), èíà÷å.

Ñïåêòðàëüíûé ðàäèóñ ôóíêöèè Θ âûðàæàåòñÿ ÷åðåç ñïåêòðàëüíûé ðà-
äèóñ ôóíêöèè θ:

RΘ = 2n +Rθ.

Ýòî ïîçâîëÿåò îöåíèòü ìèíèìàëüíûé âîçìîæíûé ñïåêòðàëüíûé ðàäèóñ
ñáàëàíñèðîâàííîé ôóíêöèè îò 2n ïåðåìåííûõ ÷åðåç ñïåêòðàëüíûé ðà-
äèóñ ñáàëàíñèðîâàííîé ôóíêöèè îò n ïåðåìåííûõ:

RB(2n) 6 2n +RB(n).

ÇäåñüRB(n) = min {Rf | f : Fn2 → F2, f � ñáàëàíñèðîâàííàÿ}. Â [15] òàê-
æå áûëà ñôîðìóëèðîâàíà íå îïðîâåðãíóòàÿ äî ñèõ ïîð ãèïîòåçà î íåñó-
ùåñòâîâàíèè ñáàëàíñèðîâàííûõ ôóíêöèé ñ íåëèíåéíîñòüþ âûøå, ÷åì
ìîæíî ïîëó÷èòü ïðè ïîìîùè ýòîé êîíñòðóêöèè.
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3. Îáîáùåíèå êîíñòðóêöèè Äîááåðòèíà

Ìû ðàññìàòðèâàåì îáîáùåíèå êîíñòðóêöèè Äîááåðòèíà, èñïîëüçóþ-
ùåå ôóíêöèè ñ áëèçêèìè ê íîðìàëüíîñòè ñâîéñòâàìè, à èìåííî áåíò-
ôóíêöèè îò 2n ïåðåìåííûõ, ïðèíèìàþùèå ïîñòîÿííîå çíà÷åíèå íà 22k

ñäâèãàõ íåêîòîðîãî ïîäïðîñòðàíñòâà L ðàçìåðíîñòè n − k, çäåñü 0 6
k 6 n − 2. Òàê êàê àôôèííàÿ ýêâèâàëåíòíîñòü ñîõðàíÿåò íåëèíåéíîñòü
è ñáàëàíñèðîâàííîñòü, ìû ìîæåì áåç îãðàíè÷åíèÿ îáùíîñòè ðàññìàòðè-
âàòü òàêóþ áåíò-ôóíêöèþ â âèäå f : Fn−k2 × Fn+k

2 → F2, äëÿ êîòîðîé

ñóùåñòâóþò ïîäìíîæåñòâà I0, I1 ⊂ Fn+k
2 , ìîùíîñòè |I0| = 22k−1 + 2k−1,

|I1| = 22k−1 − 2k−1, äëÿ êîòîðûõ ñïðàâåäëèâî

f(x, y) = 0, ïðè y ∈ I0,
f(x, y) = 1, ïðè y ∈ I1.

(1)

Èç [18] (Theorem 2.2) è [17] (Proposition 7) èçâåñòíî, ÷òî òîãäà f ñáà-
ëàíñèðîâàííà ïðè ëþáîì ôèêñèðîâàííîì y 6∈ I0 ∪ I1. Îòìåòèì, ÷òî
||I0| − |I1|| = 2k ëåãêî ñëåäóåò èç ìàêñèìàëüíîé íåëèíåéíîñòè áåíò-
ôóíêöèé, à ïðè ïðèáàâëåíèè ê òàêîé ôóíêöèè òîæäåñòâåííîé åäèíèöû
ìû ïîëó÷èì áåíò-ôóíêöèþ, ðàâíóþ åäåíèöå íà 22k−1 + 2k−1 ñäâèãàõ L è
íóëþ íà 22k−1 − 2k−1 ñäâèãàõ. Âñå ïðèâåäåííûå äàëåå óòâåðæäåíèÿ äëÿ
ôóíêöèé âèäà (1) âåðíû è äëÿ èõ îòðèöàíèÿ.

Ïðåäñòàâëåíèå (1) ïðÿìî ñâÿçàíî ñ êîíñòðóêöèåé âèäà f̃ + IndL⊥ [17�
19].

Â ðàáîòå [20] îïèñàíî ïðåäñòàâëåíèå áåíò-ôóíêöèé â âèäå ëèíåéíîãî
ðàçâåòâëåíèÿ:

f(x, y) = 〈Φ(y), x〉+ ψ(y).

Íåîáõîäèìûì óñëîâèåì äëÿ òîãî, ÷òîáû f áûëà áåíò-ôóíêöèåé ÿâëÿåòñÿ
óñëîâèå íà ôóíêöèþ Φ : Fn+k

2 → Fn−k2 :

∀α ∈ Fn−k2 |Φ−1(α)| = 22k.

Òî åñòü f äîëæíà áûòü ïîñòîÿííà ðîâíî íà 22k ðàçëè÷íûõ ñäâèãàõ L =¦
(x,0) | x ∈ Fn−k2

©
. Ëþáàÿ òàêàÿ ôóíêöèÿ èìååò âèä (1).

Èñïîëüçóÿ áåíò-ôóíêöèþ f(x, y), èìåþùóþ ïðåäñòàâëåíèå (1), è íà-

áîð èç 22k ïðîèçâîëüíûõ ñáàëàíñèðîâàííûõ ôóíêöèé θy : Fn−k2 → F2,

ìîæíî ïîñòðîèòü ñáàëàíñèðîâàííóþ ôóíêöèþ Θ : Fn−k2 × Fn+k
2 → F2,

èìåþùóþ êîíñòðóêöèþ, ïîäîáíóþ êîíñòðóêöèè âûñîêîíåëèíåéíûõ ñáà-
ëàíñèðîâàííûõ ôóíêöèé Äîááåðòèíà:

Θ(x, y) =

¨
θy(x), ïðè y ∈ I0 ∪ I1,

f(x, y), èíà÷å.

Íåñëîæíî çàìåòèòü, ÷òî ïðè k = 0 îïèñàííàÿ êîíñòðóêöèÿ ïîëíîñòüþ
ñîâïàäàåò ñ êîíñòðóêöèåé Äîááåðòèíà.
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4. Ñâîéñòâà ñïåêòðà Óîëøà-Àäàìàðà èñïîëüçóåìûõ

áåíò-ôóíêöèé

Óñòàíîâèì íåñêîëüêî ïîëåçíûõ ñâîéñòâ ñïåêòðà Óîëøà-Àäàìàðà ôóíê-
öèé âèäà (1).

Ëåììà 1. Ïóñòü f � ôóíêöèÿ âèäà (1). Òîãäà äëÿ ëþáîãî b ∈ Fn+k
2

âûïîëíåíî

Wf (0, b) = 2n−k

(∑
y∈I0

(−1)〈b,y〉 −
∑
y∈I1

(−1)〈b,y〉

)
.

Äîêàçàòåëüñòâî.

Wf (0, b) =
∑

x∈Fn−k2

∑
y∈Fn+k2

(−1)f(x,y)+〈b,y〉

=
∑

y∈Fn+k2

(−1)〈b,y〉

( ∑
x∈Fn−k2

(−1)f(x,y)

)

=
∑
y∈I0

(−1)〈b,y〉

( ∑
x∈Fn−k2

(−1)f(x,y)

)
+
∑
y∈I1

(−1)〈b,y〉

( ∑
x∈Fn−k2

(−1)f(x,y)

)

+
∑

y 6∈I0∪I1

(−1)〈b,y〉

( ∑
x∈Fn−k2

(−1)f(x,y)

)
=
∑
y∈I0

(−1)〈b,y〉 · 2n−k

−
∑
y∈I1

(−1)〈b,y〉 · 2n−k +
∑

y 6∈I0∪I1

(−1)〈b,y〉

( ∑
x∈Fn−k2

(−1)f(x,y)

)
.

Òàê êàê f ñáàëàíñèðîâàíà ïðè y 6∈ I0∪I1, ñóììà
∑
x

(−1)f(x,y) â ïîñëåäíåì

ñëàãàåìîì ðàâíà 0 äëÿ ëþáîãî y. Ëåììà 1 äîêàçàíà.

Â îáùåì ñëó÷àå ïîèñê ïîäõîäÿùèõ ïîäìíîæåñòâ I0 è I1, äëÿ êîòîðûõ
f � áåíò-ôóíêöèÿ, ìîæåò áûòü î÷åíü ñëîæíîé çàäà÷åé. Ïîýòîìó èíòå-
ðåñíûì ñëåäñòâèåì Ëåììû 1 ÿâëÿåòñÿ íåîáõîäèìûé ïðèçíàê èõ âûáîðà.

Ñëåäñòâèå 1. Äëÿ òîãî, ÷òîáû ôóíêöèÿ âèäà (1) ÿâëÿëàñü áåíò-

ôóíêöèåé íåîáõîäèìî, ÷òîáû äëÿ ïîäìíîæåñòâ I0 è I1 è ëþáîãî b ∈ Fn+k
2

áûëî âûïîëíåíî ∣∣∣ ∑
y∈I0

(−1)〈b,yi〉 −
∑
y∈I1

(−1)〈b,yi〉
∣∣∣ = 2k.
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Ëåììà 2. Ïóñòü f � ôóíêöèÿ âèäà (1). Òîãäà äëÿ ëþáîãî a ∈ Fn−k2 ,

a 6= 0 è b ∈ Fn+k
2 âûïîëíåíî

Wf (a, b) =
∑

x∈Fn−k2

∑
y 6∈I0∪I1

(−1)f(x,y)+〈a,x〉+〈b,y〉.

Äîêàçàòåëüñòâî.

Wf (a, b) =
∑

x∈Fn−k2

∑
y∈I0

(−1)f(x,y)+〈a,x〉+〈b,y〉

+
∑

x∈Fn−k2

∑
y∈I1

(−1)f(x,y)+〈a,x〉+〈b,y〉 +
∑

x∈Fn−k2

∑
y 6∈I0∪I1

(−1)f(x,y)+〈a,x〉+〈b,y〉.

Ïðåîáðàçîâûâàÿ

∑
x∈Fn−k2

∑
y∈I0

(−1)f(x,y)+〈a,x〉+〈b,y〉 =
∑

x∈Fn−k2

∑
y∈I0

(−1)〈a,x〉+〈b,y〉

=

( ∑
x∈Fn−k2

(−1)〈a,x〉

)(∑
y∈I0

(−1)〈b,y〉

)
,

ïîëó÷àåì ìíîæèòåëü
∑

x∈Fn−k2

(−1)〈a,x〉, ðàâíûé 0.

Àíàëîãè÷íî ìîæíî ïîêàçàòü, ÷òî

∑
x∈Fn−k2

∑
y∈I1

(−1)f(x,y)+〈a,x〉+〈b,y〉 = 0.

Ëåììà 2 äîêàçàíà.

Ëåììà 3. Ïóñòü f � ôóíêöèÿ âèäà (1), òîãäà äëÿ ëþáîãî a ∈ Fn−k2 ,

a 6= 0 ïðîèçâåäåíèåWf (a, b) ·Wf (0, b) ïðè ðàçëè÷íûõ çíà÷åíèÿõ b ∈ Fn+k
2

ïðèíèìàåò êàê çíà÷åíèå 22n, òàê è çíà÷åíèå −22n.
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Äîêàçàòåëüñòâî. Âîñïîëüçîâàâøèñü Ëåììàìè 1 è 2, ïðåîáðàçóåì
ñóììó:

2k−n
∑

b∈Fn+k2

Wf (a, b) ·Wf (0, b)

=
∑

b∈Fn+k2

( ∑
x∈Fn−k2

∑
y 6∈I0∪I1

(−1)f(x,y)+〈a,x〉+〈b,y〉

)(∑
z∈I0

(−1)〈b,z〉 −
∑
z∈I1

(−1)〈b,z〉

)

=
∑

b∈Fn+k2

( ∑
x∈Fn−k2

∑
y 6∈I0∪I1

(−1)f(x,y)+〈a,x〉+〈b,y〉

)( ∑
z∈I0∪I1

(−1)f(x,z)+〈b,z〉

)

=
∑

b∈Fn+k2

∑
x∈Fn−k2

∑
y 6∈I0∪I1

∑
z∈I0∪I1

(−1)f(x,y)+f(x,z)+〈a,x〉+〈b,y+z〉

=
∑

x∈Fn−k2

∑
y 6∈I0∪I1

∑
z∈I0∪I1

(−1)f(x,y)+f(x,z)+〈a,x〉

( ∑
b∈Fn+k2

(−1)〈b,y+z〉

)
.

Çàìåòèì, ÷òî
∑

b∈Fn+k2

(−1)〈b,y+z〉 = 0, òàê êàê y 6= z. Ñëåäîâàòåëüíî, âñÿ

ñóììà
∑
b

Wf (a, b) ·Wf (0, b) = 0, ÷òî âîçìîæíî òîëüêî åñëè ïðîèçâåäåíèÿ

Wf (a, b) ·Wf (0, b) ìåíÿþò çíàê ïðè èçìåíåíèè b. Ëåììà 3 äîêàçàíà.

5. Ñâîéñòâà ñïåêòðà Óîëøà-Àäàìàðà ïîëó÷åííûõ

ñáàëàíñèðîâàííûõ ôóíêöèé

Òåîðåìà 1. Ôóíêöèÿ, èìåþùàÿ ïðåäëîæåííóþ êîíñòðóêöèþ, ÿâëÿ-
åòñÿ ñáàëàíñèðîâàííîé ôóíêöèåé, è åå êîýôôèöèåíòû Óîëøà-Àäàìàðà
âû÷èñëÿþòñÿ ïî ôîðìóëå:

WΘ(a, b) =

Wf (a, b) +
∑

y∈I0∪I1
(−1)〈b,y〉Wθy(a), åñëè a 6= 0,

0, èíà÷å.

Äîêàçàòåëüñòâî. Ñáàëàíñèðîâàííîñòü ôóíêöèè î÷åâèäíà. Ïðåîá-
ðàçóåì åå âûðàæåíèå äëÿ ñïåêòðà Óîëøà-Àäàìàðà:

WΘ(a, b) =
∑

x∈Fn−k2

∑
y∈Fn+k2

(−1)Θ(x,y)+〈a,x〉+〈b,y〉

=
∑

y∈I0∪I1

∑
x∈Fn−k2

(−1)θy(x)+〈a,x〉+〈b,y〉 +
∑

y 6∈I0∪I1

∑
x∈Fn−k2

(−1)f(x,y)+〈a,x〉+〈b,y〉.
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Ïðèáàâèì è îòíèìåì îò âûðàæåíèÿ
∑

y∈I0∪I1

∑
x∈Fn−k2

(−1)f(x,y)+〈a,x〉+〈b,y〉. Òî-

ãäà îíî ïðèìåò âèä:∑
y∈I0∪I1

(−1)〈b,y〉Wθy(a)+Wf (a, b)−
∑

x∈Fn−k2

(−1)〈a,x〉

(∑
y∈I0

(−1)〈b,y〉−
∑
y∈I1

(−1)〈b,y〉

)
.

Òàê êàê
∑

x∈Fn−k2

(−1)〈a,x〉 = 0 ïðè a 6= 0 è Wθy(0) = 0, òî

WΘ(a, b) =


Wf (a, b) +

∑
y∈I0∪I1

(−1)〈b,y〉Wθy (a), a 6= 0,

Wf (0, b)− 2n−k

( ∑
y∈I0

(−1)〈a,x〉+〈b,y〉 −
∑
y∈I1

(−1)〈a,x〉+〈b,y〉

)
, a = 0.

Ïî Ëåììå 1 âåðíîWf (0, b) = 2n−k

( ∑
y∈I0

(−1)〈a,x〉+〈b,y〉−
∑
y∈I1

(−1)〈a,x〉+〈b,y〉

)
.

Ñëåäîâàòåëüíî WΘ(0, b) = 0. Òåîðåìà 1 äîêàçàíà.

6. Îöåíêè ñïåêòðàëüíîãî ðàäèóñà

Íàñ èíòåðåñóþò ôóíêöèè ñ âûñîêîé íåëèíåéíîñòüþ, à çíà÷èò, ñ êàê
ìîæíî áîëåå íèçêèì ñïåêòðàëüíûì ðàäèóñîì. Äëÿ ôóíêöèè, ïîëó÷åí-
íîé ïðè ïîìîùè êîíñòðóêöèè Äîááåðòèíà, RΘ = 2n +Rθ. Èç Òåîðåìû 1
ñëåäóåò ñëåäóþùåå óòâåðæäåíèå î ñïåêòðàëüíîì ðàäèóñå ôóíêöèè, èìå-
þùåé ïðåäëîæåííóþ êîíñòðóêöèþ.

Ñëåäñòâèå 2. Äëÿ ñïåêòðàëüíîãî ðàäèóñà Θ âåðíî:

RΘ 6 2n +
∑

y∈I0∪I1

Rθy .

Ïðè ýòîì âñåãäà ìîæíî âûáðàòü θy, ïðè êîòîðûõ îöåíêà äîñòèãàåñÿ.

Äîêàçàòåëüñòâî. Ïðåîáðàçóÿ âûðàæåíèå äëÿ êîýôôèöèåíòîâ
Óîëøà-Àäàìàðà èç Òåîðåìû 1, ìîæíî ïîëó÷èòü îöåíêó:

RΘ = max
a,b
|Wf (a, b) +

∑
y∈I0∪I1

(−1)〈b,y〉Wθy(a)|

6 max
a,b
|Wf (a, b)|+

∑
y∈I0∪I1

max
a
|Wθi(a)| = 2n +

∑
y∈I0∪I1

Rθy .

Òàê êàê f � áåíò-ôóíêöèÿ, âñå åå êîýôôèöèåíòû Óîëøà-Àäàìàðà ðàâíû
±2n. Çàôèêñèðóåì íåêîòîðóþ ñáàëàíñèðîâàííóþ ôóíêöèþ θ. Âûáåðåì
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a = ã, äëÿ êîòîðîãî |Wθ(ã)| = maxa(|Wθ(a)|) = Rθ. Òîãäà, âçÿâ âñå θy
ðàâíûìè θ, ïîëó÷èì:

WΘ(ã,0) = Wf (ã,0) +
∑

y∈I0∪I1

Wθ(ã) = Wθ(ã) + 22kWθ(ã),

à âçÿâ âñå θy = θ+ 1, àíàëîãè÷íî ïîëó÷èì WΘ(ã,0) = Wθ(ã)− 22kWθ(ã).
Âíå çàâèñèìîñòè îò çíàêîâ Wθ(ã) è WΘ(ã,0) â îäíîì èç ýòèõ ñëó÷àåâ,
çíàêè ïåðåä êîýôôèöèåíòàìè îäèíàêîâûå, è â íåðàâåíñòâå RΘ 6 2n +∑22k

i=1Rθy äîñòèãàåòñÿ ðàâåíñòâî. Ñëåäñòâèå 2 äîêàçàíî.

Âîçíèêàåò âîïðîñ: ìîæíî ëè áîëåå �óäà÷íûì� âûáîðîì θy ãàðàíòèðî-
âàòü ñïåêòðàëüíûé ðàäèóñ ìåíüøå, ÷åì â õóäøåì ñëó÷àå?

Òåîðåìà 2. Ïóñòü θ � ñáàëàíñèðîâàííàÿ ôóíêöèÿ îò n− k ïåðåìåí-
íûõ, θy = θ ïðè y ∈ I0, è θy = θ ⊕ 1 ïðè y ∈ I1. Òîãäà

RΘ = 2n + 2kRθ.

Äîêàçàòåëüñòâî. Ïðåîáðàçóåì âûðàæåíèå êîýôôèöèåíòîâ Óîëøà-
Àäàìàðà ïðè a 6= 0 äëÿ òàêîãî âûáîðà ôóíêöèé:

WΘ(a, b) = Wf (a, b) +
∑
y∈I0

(−1)〈b,y〉Wθ(a) +
∑
y∈I1

(−1)〈b,y〉
(
−Wθ(a)

)
= Wf (a, b) +Wθ(a)

(∑
y∈I0

(−1)〈b,y〉 −
∑
y∈I1

(−1)〈b,y〉

)
.

Òîãäà ñîãëàñíî Ëåììå 1

WΘ(a, b) = Wf (a, b) +Wθ(a) · 2k−nWf (0, b).

Ïî Ëåììå 3 ïðîèçâåäåíèå Wf (a, b) ·Wf (0, b) äëÿ ôèêñèðîâàííîãî a 6= 0
ìåíÿåò çíàê ïðè èçìåíåíèè çíà÷åíèé b. Ñëåäîâàòåëüíî, äëÿ êàæäîãî
íåíóëåâîãî a ñóùåñòâóåò b, äëÿ êîòîðîãî Wf (a, b) è Wf (0, b) èìåþò êàê
îäèíàêîâûå, òàê è ðàçíûå çíàêè. Òîãäà, âíå çàâèñèìîñòè îò Wθ(a), ñïåê-
òðàëüíûé ðàäèóñ Θ ðàâåí:

RΘ = max
a,b
|Wf (a, b) +

∑
y∈I0

(−1)〈b,y〉Wθ(a) +
∑
y∈I1

(−1)〈b,y〉
(
−Wθ(a)

)
|

= max
a6=0,b

|Wf (a, b) +Wθ(a) · 2k−nWf (0, b)| = 2n + max
a6=0
|Wθ(a)| · 2k.

Òàêæå Wθ(0) = 0, çíà÷èò ìàêñèìóì íà íåì äîñòèãàòüñÿ íå ìîæåò, è
ñïåêòðàëüíûé ðàäèóñ ðàâåí:

RΘ = 2n + 2k ·Rθ.
Òåîðåìà 2 äîêàçàíà.
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Â ðàáîòå [8] äîêàçàíî, ÷òî

lim
m→∞

RB(m)

2
m
2

= 1.

Âçÿâ â êà÷åñòâå θ ôóíêöèþ ñ Rθ ≈ 2
n−k
2 , ïîëó÷èì, ÷òî ñïåêòðàëüíûé

ðàäèóñ ôóíêöèè Θ èç Òåîðåìû 2 âûðàæàåòñÿ ñëåäóþùèì îáðàçîì:

RΘ ≈ 2n + 2k · 2
n−k
2 = 2n + 2

n+k
2 .

Âèäíî, ÷òî íàèëó÷øèé ðåçóëüòàò äîñòèãàåòñÿ ïðè k = 0, òî åñòü â ñëó÷àå,
îïèñàííîì Äîááåðòèíîì.

7. Çàêëþ÷åíèå

Â ðàáîòå ïîñòðîåíî îáîáùåíèå êîíñòðóêöèè Äîááåðòèíà ïðè ïîìî-
ùè êëàññà áåíò-ôóíêöèé ñ áëèçêèìè ê íîðìàëüíîñòè ñâîéñòâàìè. Òàêæå
áûëè äîêàçàíû íåêîòîðûå ñâîéñòâà ñïåêòðà Óîëøà-Àäàìàðà äëÿ ôóíê-
öèé, ïðèíàäëåæàùèõ ýòîìó êëàññó, è íàéäåíà òî÷íàÿ íèæíÿÿ îöåíêà èõ
íåëèíåéíîñòè. Îäíàêî ìàêñèìàëüíàÿ âîçìîæíàÿ íåëèíåéíîñòü äëÿ ïî-
ñòðîåííûõ òàêèì îáðàçîì ôóíêöèé îñòàåòñÿ íåèçâåñòíîé.
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Общая характеристика работы

Актуальность темы. Настоящая работа посвящена булевым функциям
от чётного числа переменных, обладающим свойством максимальной нели-
нейности — бент-функциям. Данный класс функций имеет многочисленные
приложения в таких областях как криптография, комбинаторика, теория ко-
дирования. Исследуется отображение, которое каждой бент-функции ставит в
соответствие дуальную к ней бент-функцию. Изучаются метрические, а также
комбинаторные свойства неподвижных точек данного отображения — самоду-
альных бент-функций.

Приведём необходимые определения.

Пусть F𝑛
2 — пространство двоичных векторов с 𝑛 координатами. Весом

Хэмминга вектора 𝑥 ∈ F𝑛
2 называется количество его координат, отличных

от 0. Расстоянием Хэмминга dist (𝑥,𝑦) между двумя векторами 𝑥,𝑦 ∈ F𝑛
2 на-

зывается количество координат, в которых эти векторы различаются. Легко
видеть, что расстояние Хэмминга является метрикой на F𝑛

2 . Булевой функци-
ей от 𝑛 переменных называется произвольное отображение вида F𝑛

2 → F2.
Множество булевых функций от 𝑛 переменных обозначается через ℱ𝑛. Харак-
теристическим вектором (характеристической последовательностью) булевой
функции 𝑓 ∈ ℱ𝑛 называется вектор

𝐹 ≡ (−1)𝑓 =
(︀
(−1)𝑓0 ,(−1)𝑓1 , . . . ,(−1)𝑓2𝑛−1

)︀
∈ {±1}2

𝑛

,

где (𝑓0,𝑓1, . . . ,𝑓2𝑛−1) ∈ F2𝑛

2 — вектор значений (таблица истинности) функ-
ции 𝑓 . Весом Хэмминга wt(𝑓) булевой функции 𝑓 называется вес Хэмминга
её вектора значений. Расстояние Хэмминга dist (𝑓,𝑔) между двумя булевы-
ми функциями 𝑓,𝑔 ∈ ℱ𝑛 определяется как число векторов пространства F𝑛

2 ,
на которых данные функции принимают различные значения. Символом ⊕
обозначим сложение по модулю 2. Для пары векторов 𝑥,𝑦 ∈ F𝑛

2 через ⟨𝑥,𝑦⟩
обозначается значение

𝑛⨁︀
𝑖=1

𝑥𝑖𝑦𝑖. Преобразованием Уолша — Адамара булевой

функции 𝑓 ∈ ℱ𝑛 называется целочисленная функция 𝑊𝑓 : F𝑛
2 → Z, задан-

ная равенством

𝑊𝑓 (𝑦) =
∑︁
𝑥∈F𝑛

2

(−1)𝑓(𝑥)⊕⟨𝑥,𝑦⟩, 𝑦 ∈ F𝑛
2 .

Нелинейностью булевой функции 𝑓 ∈ ℱ𝑛 называется расстояние Хэм-
минга от функции 𝑓 до множества всех аффинных булевых функций от 𝑛
переменных — мера удалённости функции от множества аффинных и, как след-
ствие, линейных булевых функций. Соответственно, использование функций,
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обладающих высокой нелинейностью, в качестве компонент блочных и поточ-
ных шифров увеличивает стойкость к линейному криптоанализу1 — одному из
основных статистических видов криптоанализа блочных шифров. Например,
функции, обладающие максимально возможной нелинейностью, были исполь-
зованы в качестве составных элементов в поточном шифре Grain (2004) и
блочном шифре CAST (1997).

Булева функция 𝑓 от чётного числа переменных 𝑛 называется бент-функ-
цией, если |𝑊𝑓 (𝑦)| = 2𝑛/2 для каждого 𝑦 ∈ F𝑛

2 . В случае чётного 𝑛 на
бент-функциях, и только на них, достигается максимальное значение нелиней-
ности 2𝑛−1 − 2𝑛/2−1. Множество бент-функций от 𝑛 переменных обозначается
через ℬ𝑛. Отметим, что для случая нечётного числа переменных нахождение
максимального значения нелинейности является известной открытой пробле-
мой теории кодирования, связанной с поиском радиуса покрытия кода Рида —
Маллера первого порядка. Термин «бент-функция» предложил американский
математик O. S. Rothaus, который исследовал данные функции в 60х годах про-
шлого века, при этом первая работа по данной теме была опубликована в 1976
году2. Тем не менее, известно3, что булевы функции, обладающие аналогич-
ными свойствами, в это же время также исследовались в Советском Союзе —
математиками В. А. Елисеевым и О. П. Степченковым, которые использовали
термин «минимальная функция».

Для более детального знакомства со свойством нелинейности, а также
другими важными криптографическими свойствами можно порекомендовать
книги О. А. Логачева, А. А. Сальникова, С. В. Смышляева, В. В. Ященко4 и
T. W, Cusick, P. Stănică5, а также книгу C. Carlet6 . Описанию известных резуль-
татов и открытых вопросов, связанных с бент-функциями и их обобщениями,
посвящены монографии Н. Н. Токаревой7 и S. Mesnager8.

1M. Matsui. Linear Cryptanalysis Method for DES Cipher // Advances in Cryptology — EURO-
CRYPT ’93. 1994. P. 386––397. Part of the Lecture Notes in Computer Science book series (LNCS,
volume 765).

2O. S. Rothaus. On “bent” functions // J. Combin. Theory, Ser. A. 1976. Vol. 20, no. 3.
P. 300––305.

3А. С. Кузьмин, В. Т. Марков, А. А. Нечаев, В. Шишкин, А. Б. Шишков. Бент-функции и
гипербент-функции над полем из 2𝑙 элементов // Пробл. передачи информации. 2008. Т. 44, № 1.
С. 15—37.

4О. А. Логачев, А. А. Сальников, С. В. Смышляев, В. В. Ященко. Булевы функции в теории
кодирования и криптологии. ЛЕНАНД, 2015. 576 с.

5T. W. Cusick, P. Stănică. Cryptographic Boolean Functions and Applications. 2nd ed. Acad. Press,
2017. 288 p.

6C. Carlet. Boolean Functions for Cryptography and Coding Theory. Cambridge Univ. Press, 2020.
620 p.

7N. Tokareva. Bent Functions: Results and Applications to Cryptography. Acad. Press, 2015.
220 p.

8S. Mesnager. Bent functions: Fundamentals and results. Springer, 2016. 544 p.

4



Всюду далее считается, что 𝑛 — чётное натуральное число. Для каждой
бент-функции 𝑓 ∈ ℬ𝑛 соотношением

𝑊𝑓 (𝑦) = (−1)
̃︀𝑓(𝑦)2𝑛/2, 𝑦 ∈ F𝑛

2

единственным образом определяется булева функция ̃︀𝑓 от того же числа пере-
менных. Функция ̃︀𝑓 называется дуальной к бент-функции 𝑓 . Булева функция ̃︀𝑓
также является бент-функцией, кроме того, для неё справедливо соотноше-

ние ̃︀̃︀𝑓 = 𝑓 . Таким образом, множество бент-функций от 𝑛 переменных,
отличных от своих дуальных, разбивается на пары (𝑓, ̃︀𝑓), каждая из которых
состоит из бент-функции и дуальной к ней. Функцию ̃︀𝑓 впервые в своих рабо-
тах отметили O. S. Rothaus и J. F. Dillon9 в 70х годах прошлого века.

Матрицей Сильвестра — Адамара называется квадратная матрица поряд-
ка 2𝑛, обозначаемая 𝐻𝑛, определяемая следующими рекуррентными соотно-
шениями:

𝐻0 = (1), 𝐻1 =

(︂
1 1
1 −1

)︂
, 𝐻𝑛 =

(︂
𝐻𝑛−1 𝐻𝑛−1

𝐻𝑛−1 −𝐻𝑛−1

)︂
, 𝑛 ⩾ 2.

Данная матрица тесно связана с дискретным преобразованием Уолша и
имеет различные приложения в комбинаторике и квантовой информатике.
Нетрудно видеть, что она является симметричной, кроме того, она позво-
ляет получить описание преобразования Уолша — Адамара булевой функции
в матрично-векторной форме10. В терминах характеристических векторов и
матрицы Сильвестра — Адамара бент-функцию можно определить следующим
образом: пусть 𝑛 — чётное число, тогда 𝑓 ∈ ℱ𝑛 — бент-функция, ес-
ли 𝐻𝑛(−1)𝑓 ∈ {±2𝑛/2}2𝑛 . Характеристический вектор дуальной функции ̃︀𝑓
однозначным образом находится из условия

𝐻𝑛(−1)𝑓 = 2𝑛/2(−1)
̃︀𝑓 .

Отображение дуальности определяется на множестве бент-функций от 𝑛
переменных и действует по правилу 𝑓 → ̃︀𝑓 . В терминах характеристиче-
ских векторов оно имеет следующую эквивалентную форму: (−1)𝑓 → (−1)

̃︀𝑓 .
Известно, что оно сохраняет расстояние Хэмминга, то есть является изомет-
ричным отображением множества бент-функций11. Стоит отметить, что на
данный момент отображение дуальности является единственным известным
отображением, которое обладает таким свойством и при этом не расширяет-
ся до изометрии на множестве всех булевых функций от 𝑛 переменных. Также

9J. F. Dillon. Elementary Hadamard difference sets : PhD thesis. Univ. of Maryland, 1974.
10В. Н. Сачков. Введение в комбинаторные методы дискретной математики. 2-е изд. М. : МЦН-

МО, 2004. 424 с.
11C. Carlet. Two New Classes of Bent Functions // Advances in Cryptology — EUROCRYPT ’93.

1994. P. 77––101. Part of the Lecture Notes in Computer Science book series (LNCS, volume 765).
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заметим, что отображение, действующее из множества характеристических век-
торов булевых функций от 𝑛 переменных в пространство R2𝑛 по правилу

(−1)𝑓 −→ 1

2𝑛/2
𝐻𝑛(−1)𝑓 , 𝑓 ∈ ℱ𝑛,

обладает тем свойством, что бент-функции от 𝑛 переменных являются в точ-
ности теми функциями, образ характеристических векторов которых снова
является характеристическим вектором булевой функции.

Исследованию того, как изменяются основные характеристики бент-
функции под действием отображения дуальности, а также изучению его
действия на конкретные классы бент-функций, посвящено большое количе-
ство работ. В частности, в работе12 получено соотношение, связывающее
алгебраические степени бент-функции и дуальной к ней. В статье13 доказа-
но, что бент-функция разложима в сумму двух бент-функций в том и только
в том случае, когда таким свойством обладает дуальная к ней. Связь между
коэффициентами числовой нормальной формы (Numerical Normal Form) бент-
функции и дуальной к ней изучалась в работах14,15. Хорошо известно, что
отображение дуальности сохраняет расширенную аффинную эквивалентность:
дуальные расширенно аффинно эквивалентных бент-функций также расширен-
но аффинно эквивалентны. Действие отображения дуальности на некоторые
классы бент-функций, например, класс Мэйорана — МакФарланда и класс Дил-
лона 𝒫𝒮𝑎𝑝, может быть описано относительно просто, в то время как во многих
других случаях нахождение дуальной функции и исследование её свойств явля-
ется нетривиальной задачей. Этим вопросам посвящены, например, работы16,17,
в которых изучалось действие отображения дуальности на бент-функции из
класса Нихо. Было показано, что дуальные к ним функции уже не принадлежат
данному классу. Функции, являющиеся дуальными к бент-функциям из неко-
торых других мономиальных классов, изучались в работах18,19,20. В частности,

12X.-D. Hou. New constructions of bent functions // J. Combin. Inform. System Sci. 2000. Vol. 25.
P. 173––189.

13Н. Н. Токарева. О разложении дуальной бент-функции в сумму двух бент-функций // Прикл.
дискрет. матем. 2014. 4(26). С. 59—61.

14C. Carlet, P. Guillot. A new representation of Boolean functions // Proceedings of AAECC’13.
1999. P. 94––103. Part of the Lecture Notes in Computer Science book series (LNCS, volume 1719).

15X.-D. Hou, P. Langevin. Results on bent functions // J. Comb. Theory Ser. A. 1997. Vol. 80.
P. 232––246.

16C. Carlet, T. Helleseth, A. Kholosha, S. Mesnager. On the dual of bent functions with 2𝑟 Niho
exponents // 2011 IEEE International Symposium on Information Theory (ISIT). 2011. P. 703––707.

17L. Budaghyan, C. Carlet, T. Helleseth, A. Kholosha, S. Mesnager. Further Results on Niho Bent
Functions // IEEE Trans. Inform. Theory. 2012. Vol. 58, no. 11. P. 6979––6985.

18N. G. Leander. Monomial bent functions // IEEE Trans. Inform. Theory. 2006. Vol. 52, no. 2.
P. 738––743.

19P. Langevin, G. Leander. Monomial bent functions and Stickelberger’s theorem // Finite Fields
Appl. 2008. Vol. 14, no. 3. P. 727––742.

20P. Langevin, G. Leander, G. McGuire. Kasami bent function are not equivalent to their duals //
Finite Fields and Applications: Eighth International Conference on Finite Fields and Applications.
Contemp. Math. Vol. 461. 2008. P. 187––197.
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было получено, что дуальные функции бент-функций Касами не являются мо-
номиальными, тогда как дуальная функция (квадратичной) бент-функции с
показателем Голда является квадратичной.

Важной метрической характеристикой отображения дуальности является
расстояние Хэмминга между бент-функцией и дуальной к ней — количество
позиций, в которых меняются вектор значений и характеристический вектор
бент-функции под действием данного отображения. Величина dist(𝑓, ̃︀𝑓) пол-
ностью характеризуется отношением Рэлея булевой функции. Для 𝑓 ∈ ℱ𝑛

отношением Рэлея называется величина

𝑆𝑓 =
∑︁

𝑥,𝑦∈F𝑛
2

(−1)𝑓(𝑥)⊕𝑓(𝑦)⊕⟨𝑥,𝑦⟩.

Описание всех бент-функций, находящихся на определённом расстоянии от
своей дуальной функции или, другими словами, классификация бент-функций в
терминах значений отношения Рэлея, является открытой проблемой. В работе21

можно найти характеризацию для бент-функций от малого числа переменных,
а также ряд свойств отношения Рэлея и его вид для некоторых известных клас-
сов бент-функций.

Бент-функция 𝑓 называется самодуальной, если она совпадает со сво-
ей дуальной, то есть 𝑓 = ̃︀𝑓 . Таким образом, самодуальные бент-функции
являются неподвижными точками отображения дуальности. Бент-функция 𝑓
называется анти-самодуальной, если она совпадает с отрицанием свой ду-
альной, то есть 𝑓 = ̃︀𝑓 ⊕ 1. Понятия дуальной бент- (dual bent) и анти-
дуальной бент- (anti-dual bent) функций, по существу, аналоги определений
самодуальной и анти-самодуальной бент-функций, соответственно, предложи-
ли B. Preneel и др. в работе22. Более общее понятие самодуальной бент-функции
на конечной абелевой группе было введено О. А. Логачевым, А. А. Сальнико-
вым, В. В. Ященко23.

Из определения самодуальности следует, что характеристический век-
тор самодуальной бент-функции является собственным вектором матрицы 𝐻𝑛,
соответствующим собственному числу 2𝑛/2. В свою очередь, характеристиче-
ский вектор анти-самодуальной бент-функции является собственным вектором,
соответствующим собственному числу

(︀
−2𝑛/2

)︀
. Таким образом, вопрос харак-

теризации самодуальных и анти-самодуальных бент-функций тесно связан с
перечислением и исследованием свойств собственных векторов матрицы Силь-
вестра — Адамара, координаты которых суть числа ±1.

21L. E. Danielsen, M. G. Parker, P. Solé. The Rayleigh quotient of bent functions // Cryptography
and Coding. 2009. P. 418––432. Part of the Lecture Notes in Computer Science book series (LNCS,
volume 5921).

22B. Preneel, W. Van Leekwijck, L. Van Linden, R. Govaerts, J. Vandewalle. Propagation character-
istics of Boolean functions // Advances in Cryptology — EUROCRYPT ’90. 1991. P. 161––173. Part of
the Lecture Notes in Computer Science book series (LNCS, volume 473).

23О. А. Логачев, А. А. Сальников, В. В. Ященко. Бент-функции на конечной абелевой группе //
Дискрет. матем. 1997. Т. 9, № 4. С. 3—20.
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Стоит отметить, что в случае чётного числа переменных на
(анти-)самодуальных бент-функциях, и только на них, достигается макси-
мальное (соответственно, минимальное) значение отношения Рэлея булевой
функции. Для случая нечётного числа переменных поиск максимального зна-
чения отношения Рэлея булевой функции является открытым вопросом, что
позволяет говорить о некоторой аналогии с известной проблемой поиска мак-
симального значения нелинейности булевой функции для случая нечётного
числа переменных.

Открытой проблемой является полная характеризация и описание клас-
сов эквивалентности самодуальных и анти-самодуальных бент-функций. Этому
и другим вопросам, связанным с самодуальными и анти-самодуальными
бент-функциями, посвящён ряд работ российских и зарубежных авторов. В
частности, данные классы бент-функций были отражены в работах таких иссле-
дователей, как C. Carlet, X.-D. Hou, P. Solé, В. А. Зиновьев, J. Rifà, S. Mesnager,
T. Helleseth, B. Preneel и др.

В частности, в работе C. Carlet и др.24 был получен ряд конструкций, а
также описаны некоторые свойства самодуальных бент-функций. Представлена
классификация самодуальных бент-функции от 2,4,6 переменных и всех квад-
ратичных самодуальных бент-функций от 8 переменных относительно преоб-
разования, сохраняющего самодуальность. Показано, что расстояние Хэмминга
между самодуальной и анти-самодуальной бент-функциями от 𝑛 переменных
равно 2𝑛−1. Рассмотрены свойства характеристического вектора самодуальной
бент-функции. В работе X.-D. Hou25 приведена классификация всех квадра-
тичных самодуальных бент-функций относительно действия ортогональной
группы, основанная, в том числе, на классификации инволютивных симплек-
тических матриц. Классификацию квадратичных и кубических самодуальных
бент-функций от 8 переменных относительно преобразования, сохраняюще-
го самодуальность, можно найти в статье26. Верхняя оценка количества
самодуальных бент-функций, полученная на основе их взаимосвязи с фор-
мально самодуальными бент-функциями, представлена в работе27. В статьях
S. Mesnager28, а также J. Rifà и В. А. Зиновьева29 предложены алгебраические
и комбинаторные конструкции самодуальных бент-функций. Алгебраическим

24C. Carlet, L. E. Danielsen, M. G. Parker, P. Solé. Self-dual bent functions // Int. J. Inform. Coding
Theory. 2010. Vol. 1. P. 384––399.

25X.-D. Hou. Classification of self dual quadratic bent functions // Des. Codes Cryptogr. 2012.
Vol. 63, no. 2. P. 183––198.

26T. Feulner, L. Sok, P. Solé, A. Wassermann. Towards the classification of self-dual bent functions
in eight variables // Des. Codes Cryptogr. 2013. Vol. 68, no. 1. P. 395––406.

27J. Y. Hyun, H. Lee, Y. Lee. MacWilliams duality and Gleason-type theorem on self-dual bent
functions // Des. Codes Cryptogr. 2012. Vol. 63, no. 3. P. 295––304.

28S. Mesnager. Several New Infinite Families of Bent Functions and Their Duals // IEEE Trans.
Inform. Theory. 2014. Vol. 60, no. 7. P. 4397––4407.

29J. Rifà, V. A. Zinoviev. On binary quadratic symmetric bent and almost bent functions.
arXiv:1211.5257v3.
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конструкцям бент-функций и самодуальных бент-функций, основанным на ис-
пользовании инволюций, посвящены работы30,31.

Целью данной работы является исследование взаимосвязи между свой-
ствами отображения дуальности и его неподвижных точек — самодуальных
бент-функций, а также изучение метрических свойств самодуальных бент-
функций. В работе доказано, что множества характеристических векторов
самодуальных и анти-самодуальных бент-функций от 𝑛 ⩾ 4 переменных линей-
но порождают собственные подпространства матрицы Сильвестра — Адамара,
которая определяет отображение дуальности в терминах характеристических
векторов. Доказано, что не существует изометричного отображения множества
всех булевых функций от 𝑛 переменных в себя, которое каждой бент-функции
от 𝑛 переменных ставит в соответствие дуальную к ней функцию. Таким обра-
зом, отображение дуальности не может быть доопределено до изометричного
отображения всех булевых функций от 𝑛 переменных в себя. Полностью опи-
сана группа автоморфизмов множества самодуальных бент-функций от 𝑛 ⩾ 4
переменных. Доказано, что изометричное отображение всех булевых функций
от 𝑛 ⩾ 4 переменных в себя сохраняет расстояние между каждой бент-функ-
цией и дуальной к ней, если и только если оно является элементом группы
автоморфизмов множества самодуальных бент-функций от 𝑛 переменных. Дан-
ные результаты позволяют говорить о тесной связи свойств отображения
дуальности и метрических свойств самодуальных бент-функций. Исследованы
метрические свойства самодуальных бент-функций. Получена итеративная кон-
струкция самодуальных бент-функций, позволяющая по паре из произвольной
самодуальной и анти-самодуальной бент-функций от 𝑛 переменных постро-
ить 4 самодуальных бент-функции от 𝑛 + 2 переменных.

Основные положения, выносимые на защиту:
1. Доказано, что множества характеристических векторов самодуальных

и анти-самодуальных бент-функций от 𝑛 ⩾ 4 переменных линей-
но порождают собственные подпространства матрицы Сильвестра —
Адамара, соответствующие собственным числам 2𝑛/2 и (−2𝑛/2), соот-
ветственно.

2. Описаны группы автоморфизмов множеств самодуальных и анти-
самодуальных бент-функций от 𝑛 ⩾ 4 переменных.

3. Установлено, что группа автоморфизмов множества самодуальных
бент-функций совпадает с множеством изометричных отображений
всех булевых функций от 𝑛 ⩾ 4 переменных в себя, сохраняющих рас-
стояние Хэмминга между каждой бент-функцией и дуальной к ней.

4. Доказано, что множество булевых функций, максимально удалён-
ных от множества самодуальных (анти-самодуальных) бент-функций

30R. S. Coulter, S. Mesnager. Bent Functions From Involutions Over F2𝑛 // IEEE Trans. Inform.
Theory. 2018. Vol. 64, no. 4. P. 2979––2986.

31G. Luo, X. Cao, S. Mesnager. Several new classes of self-dual bent functions derived from
involutions // Cryptogr. Commun. 2019. Vol. 11, no. 6. P. 1261––1273.
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от 𝑛 ⩾ 4 переменных, совпадает с множеством анти-самодуальных (са-
модуальных) бент-функций от 𝑛 переменных. Таким образом, доказана
метрическая регулярность множества (анти-)самодуальных бент-функ-
ций от 𝑛 переменных.

5. Найден полный спектр расстояний Хэмминга между самодуальными
бент-функциями из класса Мэйорана — МакФарланда.

Научная новизна и значимость: Работа носит теоретический харак-
тер. Все результаты диссертации являются новыми и снабжены полными
доказательствами. Полученные результаты могут быть использованы для даль-
нейшего изучения свойств отображения дуальности, а также самодуальных
и анти-самодуальных бент-функций. Например, для поиска спектра рас-
стояний Хэмминга между самодуальными бент-функциями, классификации
самодуальных бент-функций относительно изометричных отображений, сохра-
няющих самодуальность.

Методология и методы исследования. В диссертации используются
комбинаторные методы и методы дискретного анализа, аппарат линейной
алгебры. Для изучения метрических свойств самодуальных бент-функций
используется соответствие между характеристическими векторами самодуаль-
ных и анти-самодуальных бент-функций и собственными векторами матрицы
Сильвестра — Адамара.

Апробация работы. Результаты работы докладывались на следующих
конференциях и семинарах: Международная конференция «Sequences and
Their Applications (SETA 2020)» (г. Санкт-Петербург, 2020 г.), Междуна-
родная конференция «Boolean Functions and their Applications (BFA 2019,
BFA 2020)» (Италия, г. Флоренция, 2019 г.; Норвегия, г. Лоен, 2020 г.), Симпо-
зиум «Современные тенденции в криптографии (CTCrypt 2019, CTCrypt 2020)»
(Калининградская область, г. Светлогорск, 2019 г.; Московская область, 2020 г.),
Международный семинар «Дискретная математика и ее приложения» (Россия,
г. Москва, 2016 г.), Сибирская научная школа-семинар с международным уча-
стием «Компьютерная безопасность и криптография (SIBECRYPT)» (г. Новоси-
бирск, 2015 г.; г. Новосибирск, 2016 г.; г. Красноярск, 2017 г.; г. Абакан, 2018 г.;
г. Томск, 2019 г.), семинар исследовательского центра Selmer Center in Secure
Communication (Норвегия, г. Берген, февраль 2020 г.), семинары «Дискретный
анализ», «Теория кодирования», «Криптография и криптоанализ» Института
математики им. С. Л. Соболева СО РАН и кафедры теоретической кибернети-
ки ММФ НГУ, семинар отдела теоретической кибернетики ИМ СО РАН.

Содержание работы

Во введении обосновывается актуальность исследований, проводимых
в рамках данной диссертационной работы, приводится обзор научной литера-
туры по изучаемой проблеме, формулируется цель работы.

10



Первая глава является обзором известных результатов по свойствам
отображения дуальности, отношения Рэлея, а также самодуальным и анти-
самодуальным бент-функциям. Приведены известные комбинаторные и ал-
гебраические конструкции самодуальных и анти-самодуальных бент-функций,
а также алгоритмы перечисления всех самодуальных и анти-самодуальных
бент-функций от 𝑛 переменных, степень которых не превосходит заранее
фиксированного числа. Рассмотрены известные результаты по классификации
самодуальных бент-функций от 𝑛 ⩽ 8 переменных. Описана классификация
квадратичных самодуальных бент-функций. Перечислены верхние оценки ко-
личества самодуальных бент-функций, а также нижние оценки, полученные на
основе известных конструкций.

Через SB+(𝑛) обозначим множество самодуальных бент-функций от 𝑛
переменных, а через SB−(𝑛) — множество анти-самодуальных бент-функций
от 𝑛 переменных.

Обзор главы 1 опубликован в [4].
Во второй главе изучаются комбинаторные свойства бент-функций.
Пусть 𝑓0,𝑓1,𝑓2,𝑓3 — бент-функции от 𝑛 переменных. Рассмотрим булеву

функцию 𝑓 от 𝑛 + 2 переменных, определённую следующим образом:

𝑓(00,𝑥) = 𝑓0(𝑥), 𝑓(01,𝑥) = 𝑓1(𝑥), 𝑓(10,𝑥) = 𝑓2(𝑥), 𝑓(11,𝑥) = 𝑓3(𝑥), 𝑥 ∈ F𝑛
2 .

Теорема 1. Бент-функция 𝑓 от 𝑛+2 переменных, определённая указанным вы-
ше способом, является самодуальной тогда и только тогда, когда существует
пара бент-функций 𝑔1,𝑔2 ∈ ℬ𝑛 и булева функция ℎ ∈ ℱ𝑛 такие, что

𝑓0 = ̃︀𝑔2, 𝑓1 = ˜︂𝑔1 ⊕ ℎ, 𝑓2 = ̃︀𝑔1, 𝑓3 = ˜︂𝑔2 ⊕ ℎ⊕ 1,

и функции 𝑔1,𝑔2,ℎ удовлетворяют следующей системе⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
ℎ = 𝑔1 ⊕ 𝑔2 ⊕ ̃︀𝑔1 ⊕ ̃︀𝑔2,
˜︂𝑔1 ⊕ ℎ = ̃︀𝑔1 ⊕ ℎ,

˜︂𝑔2 ⊕ ℎ = ̃︀𝑔2 ⊕ ℎ,

𝑔1 ⊕ ̃︀𝑔2 = ℎ (𝑔1 ⊕ 𝑔2) .

Данный результат описывает самодуальные бент-функции от 𝑛 + 2 пе-
ременных, вектор значений которых является конкатенацией четырёх векторов
значений бент-функций от 𝑛 переменных.

Как было сказано ранее, действие отображения дуальности на бент-функ-
цию 𝑓 ∈ ℬ𝑛 может быть представлено в виде умножения характеристического
вектора данной функции на матрицу Сильвестра — Адамара. С использованием
итеративных конструкций самодуальных бент-функций, получаемых с помо-
щью Теоремы 1, доказана следующая
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Теорема 2. Множества характеристических векторов самодуальных бент-
функций и анти-самодуальных бент-функций от 𝑛 ⩾ 4 переменных линейно
порождают собственные подпространства матрицы Сильвестра — Адамара,
соответствующие собственным числам 2𝑛/2 и (−2𝑛/2), соответственно.

Таким образом, множества самодуальных и анти-самодуальных бент-
функций от 𝑛 ⩾ 4 переменных полностью характеризуют собственные
подпространства матрицы Сильвестра — Адамара. Пусть 𝑓 ∈ ℬ𝑛 — произ-
вольная бент-функция, и 𝐹+, 𝐹− ∈ R2𝑛 — проекции её характеристического
вектора (−1)𝑓 на собственные подпространства матрицы Сильвестра — Адама-
ра, соответствующие собственным значениям 2𝑛/2 и (−2𝑛/2). Тогда действие
отображения дуальности на функцию 𝑓 описывается схемой

𝐹+ + 𝐹− = (−1)𝑓 −→ (−1)
̃︀𝑓 = 𝐹+ − 𝐹−,

при этом в силу Теоремы 2 проекции 𝐹+ и 𝐹− есть линейные комбинации ха-
рактеристических векторов самодуальных и анти-самодуальных бент-функций
от 𝑛 переменных.

Результаты главы 2 опубликованы в [2; 4; 10; 13; 15].
В третьей главе изучаются свойства отображения дуальности, полно-

стью описываются группы автоморфизмов множеств самодуальных и анти-
самодуальных бент-функций. Устанавливается связь между данными группами
и метрическими свойствами отображения дуальности.

Отображение, определённое на множестве булевых функций, называется
изометричным, если оно сохраняет расстояние Хэмминга.

Как было отмечено ранее, отображение дуальности 𝑓 → ̃︀𝑓 сохраняет рас-
стояние Хэмминга.

Утверждение 5. При 𝑛 ⩾ 4 не существует изометричного отображения
множества всех булевых функций от 𝑛 переменных в себя, отличного от
тождественного, обладающего тем свойством, что каждая самодуальная
бент-функция от 𝑛 переменных является его неподвижной точкой.

Данный результат позволяет сделать вывод о том, что не существует изо-
метричного отображения множества всех булевых функций от 𝑛 переменных
в себя, которое каждой бент-функции от 𝑛 переменных ставит в соответствие
дуальную к ней функцию. Таким образом, отображение дуальности не может
быть доопределено до изометричного отображения всех булевых функций от 𝑛
переменных в себя.

Группой автоморфизмов фиксированного множества булевых функ-
ций 𝑀 ⊆ ℱ𝑛 называется группа изометричных отображений множества всех
булевых функций от 𝑛 переменных в себя, оставляющих множество 𝑀 на
месте. Она обозначается через Aut (𝑀).
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Через GL (𝑛,F2) обозначается полная линейная группа порядка 𝑛 над по-
лем F2. Ортогональной группой порядка 𝑛 над полем F2 называется группа

𝒪𝑛 =
{︀
𝐿 ∈ GL (𝑛,F2) : 𝐿𝐿

T = 𝐼𝑛
}︀
,

где 𝐼𝑛 — единичная матрица порядка 𝑛 над полем F2. Группа преобразований,
действующих на множестве всех булевых функций от 𝑛 переменных по правилу

𝑓(𝑥) −→ 𝑓(𝐿(𝑥⊕ 𝑐))⊕ ⟨𝑐,𝑥⟩ ⊕ 𝑑,

где 𝐿 ∈ 𝒪𝑛, 𝑐 ∈ F𝑛
2 , wt(𝑐) — чётное число, 𝑑 ∈ F2, называется расширенной

ортогональной группой и обозначается 𝒪𝑛.

Теорема 3. Для 𝑛 ⩾ 4 справедливо

Aut
(︀
SB+(𝑛)

)︀
= Aut

(︀
SB−(𝑛)

)︀
= 𝒪𝑛.

Таким образом, все изометричные отображения, сохраняющие
(анти-)самодуальность, полностью характеризуются расширенной ортого-
нальной группой. В частности, отсюда следует, что существующий подход к
классификации самодуальных бент-функций является самым общим в рамках
изометричных отображений множества всех булевых функций от 𝑛 перемен-
ных, сохраняющих самодуальность.

Для случая 𝑛 ⩾ 4 полностью охарактеризованы изометричные отобра-
жения множества всех булевых функций от 𝑛 переменных в себя, меняющие
местами множества самодуальных и анти-самодуальных бент-функций от 𝑛
переменных. Наличие данных изометричных соответствий во многих слу-
чаях позволяет тривиальным образом переносить утверждения, касающиеся
метрических свойств самодуальных бент-функций, на анти-самодуальные бент-
функции, и наоборот.

Изометричное отображение 𝜙 множества всех булевых функций от 𝑛
переменных в себя будем называть перестановочным с отображением дуаль-
ности, если оно переводит множество бент-функций от 𝑛 переменных в себя,
и для каждой бент-функции 𝑓 ∈ ℬ𝑛 выполняется

˜︁𝜙(𝑓) = 𝜙( ̃︀𝑓).
С использованием отношения Рэлея булевой функции получено пол-

ное описание изометричных отображений, оставляющих класс бент-функций
от 𝑛 ⩾ 4 переменных на месте и сохраняющих расстояние Хэмминга между
каждой бент-функцией и дуальной к ней, также охарактеризованы все отобра-
жения, перестановочные с отображением дуальности.

Теорема 4. Пусть 𝜙 — изометричное отображение множества всех булевых
функций от 𝑛 ⩾ 4 переменных в себя. Тогда следующие условия эквивалентны:
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1) 𝜙 перестановочно с отображением дуальности;
2) 𝜙 является элементом группы автоморфизмов множества бент-функ-

ций от 𝑛 переменных и сохраняет расстояние Хэмминга между
каждой бент-функцией и дуальной к ней;

3) 𝜙 является элементом группы автоморфизмов множества самодуаль-
ных бент-функций от 𝑛 переменных.

Таким образом, множество изометричных отображений, сохраняющих
расстояние между бент-функцией и дуальной к ней, совпадает с группой ав-
томорфизмов самодуальных бент-функций. Это позволяет говорить о наличии
тесной связи между свойствами отображения дуальности и метрическими свой-
ствами (анти-)самодуальных бент-функций.

Результаты главы 3 опубликованы в [2—4; 9; 11—14].
В четвёртой главе найдено минимальное расстояние между самоду-

альными бент-функциями, а также описаны множества булевых функций,
максимально удалённых от множеств (анти-)самодуальных бент-функций.

Утверждение 14. Пусть 𝑛 ⩾ 4, тогда минимальное расстояние Хэмминга
между различными самодуальными бент-функциями от 𝑛 переменных рав-
но 2𝑛/2.

С использованием данного утверждения, а также известных изометрич-
ных взаимно однозначных соответствий между множествами самодуальных
и анти-самодуальных бент-функций от 𝑛 ⩾ 4 переменных, доказано, что
минимальное расстояние Хэмминга между различными анти-самодуальными
бент-функциями от 𝑛 ⩾ 4 переменных также равно 2𝑛/2.

Для случая 𝑛 = 2 имеем SB+(2) = {𝑥1𝑥2, 𝑥1𝑥2 ⊕ 1} — данные функции
являются отрицаниями друг друга и находятся на расстоянии 2𝑛. Но при 𝑛 ⩾ 4
расстояние 2𝑛/2, являющееся минимальным расстоянием между различными
бент-функциями от 𝑛 переменных, достижимо также и на (анти-)самодуальных
бент-функциях.

Охарактеризованы множества булевых функций, находящихся на макси-
мальном удалении от множеств (анти-)самодуальных бент-функций.

Теорема 5. Пусть 𝑛 ⩾ 4, тогда
– Множество булевых функций, максимально удалённых от множества

самодуальных бент-функций от 𝑛 переменных, совпадает с множе-
ством анти-самодуальных бент-функций от 𝑛 переменных;

– Множество булевых функций, максимально удалённых от множества
анти-самодуальных бент-функций от 𝑛 переменных, совпадает с мно-
жеством самодуальных бент-функций от 𝑛 переменных.

Множество векторов, максимально удалённых от множества 𝐴 ⊆ F𝑛
2 ,

обозначается через ̂︀𝐴. Множество 𝐴 называется метрически регулярным, ес-

ли ̂︀̂︀𝐴 = 𝐴. Множество булевых функций называется метрически регулярным,
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если метрически регулярным является соответствущее ему множество векто-
ров значений.

Теорема 6. Множества самодуальных и анти-самодуальных бент-функций
от 𝑛 переменных являются метрически регулярными множествами.

Используя двойственность между самодуальными и анти-самодуальны-
ми бент-функциями, вытекающую из приведённых выше результатов, можно
определить данные функции в метрическом смысле: самодуальная бент-функ-
ция от 𝑛 ⩾ 4 переменных — это булева функция от 𝑛 переменных, максимально
удалённая от множества анти-самодуальных бент-функций от 𝑛 переменных.
Аналогичное утверждение можно сформулировать для анти-самодуальных
бент-функций.

Результаты главы 4 опубликованы в [2; 4; 10; 13; 14].
В пятой главе исследуются расстояния Хэмминга между самодуальными

бент-функциями из одного известного класса.
Бент-функции от 𝑛 переменных, представимые в виде

𝑓(𝑥,𝑦) = ⟨𝑥,𝜋(𝑦)⟩ ⊕ 𝑔(𝑦), 𝑥,𝑦 ∈ F𝑛/2
2 ,

где 𝜋 — перестановка на множестве F𝑛/2
2 , а 𝑔 — булева функция от 𝑛/2 перемен-

ных, формируют хорошо известный класс Мэйорана — МакФарланда (1973).
Данная конструкция является одной из первых конструкций бент-функций, её
мощность даёт хорошую нижнюю оценку количества данных функций.

Через SB+
ℳ(𝑛) обозначим множество самодуальных бент-функций от 𝑛

переменных из класса Мэйорана — МакФарланда, а через SB−
ℳ(𝑛) — множество

анти-самодуальных бент-функций от 𝑛 переменных из данного класса.
Получен полный спектр расстояний Хэмминга между самодуальными

бент-функциями из класса Мэйорана — МакФарланда.

Теорема 7. Пусть 𝑓,𝑔 ∈ SB+
ℳ(𝑛) ∪ SB−

ℳ(𝑛), тогда если
– 𝑓 ∈ SB+

ℳ(𝑛), а 𝑔 ∈ SB−
ℳ(𝑛), то dist(𝑓,𝑔) = 2𝑛−1;

– 𝑓,𝑔 ∈ SB+
ℳ(𝑛) или 𝑓,𝑔 ∈ SB−

ℳ(𝑛), то при 𝑛 = 2 имеем
dist(𝑓,𝑔) = 2𝑛 (если 𝑓 ̸= 𝑔), а при 𝑛 ⩾ 4 справедливо

dist(𝑓,𝑔) ∈
{︀
2𝑛−1, 2𝑛−1 ± 2𝑛−𝑟−1

}︀
, 𝑟 = 0,1, . . . ,𝑛/2− 1,

и все приведённые расстояния достижимы.

Из Теоремы 7 следует, что при 𝑛 ⩾ 4 минимальное расстояние Хэмминга
между рассматриваемыми различными функциями составляет 2𝑛−2.

Результаты главы 5 опубликованы в [1; 6; 7; 13; 14].
Благодарности. Я выражаю искреннюю благодарность своему научному

руководителю Наталье Николаевне Токаревой за постановку интересных задач,
положивших начало моим исследованиям, постоянную и всестороннюю под-
держку, а также ценные советы и замечания, позволившие по-новому взглянуть
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на многие вопросы, рассматриваемые в работе. Приношу свою благодар-
ность руководителю лаборатории дискретного анализа Института математики
им. С. Л. Соболева СО РАН Александру Андреевичу Евдокимову и её со-
трудникам, в частности, Николаю Александровичу Коломейцу и Владимиру
Николаевичу Потапову, за внимание к работе, ценные советы и предложения.
Хотелось бы выразить благодарность рецензентам моих статей и тезисов за
указание ценных замечаний и дополнений, позволивших улучшить качество
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Публикации. Результаты по теме диссертации изложены в 15 печатных
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В заключении приведены основные результаты работы.
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Общая характеристика работы

Актуальность и степень разработанности темы исследования. В дан-
ной работе изучаются метрические свойства подмножеств пространства F𝑛

2

(часто называемого булевым кубом размерности 𝑛), в частности, свойство мет-
рической регулярности и связанные с ним понятия и объекты.

Приведём несколько необходимых определений.
Пусть F𝑛

2 = {0,1}𝑛 — множество двоичных наборов длины 𝑛, рассмат-
риваемое как векторное пространство над полем F2. Расстоянием Хэмминга
между двумя двоичными векторами называется число таких координат, в кото-
рых эти векторы различаются. Радиусом покрытия 𝜌(𝑋) множества 𝑋 ⊆ F𝑛

2

называется наибольшее из расстояний от векторов F𝑛
2 до множества 𝑋 . Назо-

вём метрическим дополнением ̂︀𝑋 множества 𝑋 множество всех векторов F𝑛
2 ,

находящихся на максимальном возможном расстоянии от данного множества.
Множество называется метрически регулярным, если его второе метрическое

дополнение (метрическое дополнение метрического дополнения, ̂︀̂︀𝑋) совпада-
ет с ним самим.

Задача изучения метрического дополнения множества тесно связана с
задачами покрытия и упаковки, как в булевом кубе, так и в других метри-
ческих пространствах. Задача упаковки сфер в евклидовом пространстве R𝑛

заключается в поиске наиболее плотного расположения одинаковых сфер в
пространстве при условии, что никакие две сферы не перекрываются. Задача
покрытия сферами требует найти наименее плотное расположение сфер, при
котором объединение объёмов всех сфер покрывает пространство целиком.

Задачи покрытия и упаковки в пространстве R𝑛 очень часто решаются
при помощи решётчатых упаковок. Решёткой называется подмножество ев-
клидова пространства R𝑛, образующее группу по сложению, а решётчатой
упаковкой называется множество сфер, центры которых лежат в узлах соответ-
ствующей решётки. Глубокой дырой решётки называется точка пространства,
удалённая на максимальное возможное расстояние от узлов решётки. Таким
образом, множество всех глубоких дыр решётки есть не что иное, как её мет-
рическое дополнение.

Метрическое дополнение решётки используется1 для итеративного по-
строения упаковок сфер в пространстве R𝑛. Пусть 𝑋 ⊆ R𝑛 — решётка, а Λ —
упаковка сфер в R𝑛, соответствующая решётке 𝑋 . Слоем сфер в пространстве
R𝑛+1 назовём множество сфер таких, что их центры лежат на гиперплоско-
сти R𝑛 в узлах решётки 𝑋 , а сечение данных сфер гиперплоскостью совпадает
с упаковкой Λ. Построим плотную упаковку сфер в R𝑛+1 путём складывания
подобных слоёв друг на друга. Расположим соседние слои таким образом, что-
бы множество центров 𝑋 упаковки Λ одного слоя было расположено напротив

1Conway J. H., Sloane N. J. A. Sphere packings, lattices and groups // Springer Science & Business
Media. — 2013. — Т. 290.
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подмножества точек ̂︀𝑋 другого слоя. При подобном расположении всех сло-
ёв сфер друг относительно друга во многих случаях получается достаточно
плотная упаковка в пространстве R𝑛+1. В случае, если ̂︀𝑋 имеет существен-
но большую мощность, чем 𝑋 , иногда таким способом возможно построить
несколько неэквивалентных друг другу упаковок. Большое количество извест-
ных плотных (в том числе наиболее плотных) упаковох сфер построено при
помощи данной итеративной конструкции из более простых упаковок мень-
ших размерностей.

Метрическое дополнение решётки также рассматривалось при нахож-
дении радиуса покрытия одной из наиболее известных решёток — решётки
Лича2,3 Λ24. Данная решётка порождает наиболее плотную упаковку шаров4

в пространстве R24, а также имеет5 наибольшее возможное в данном про-
странстве контактное число (максимальное количество шаров, одновременно
соприкасающихся с шаром такого же размера).

Вскоре после открытия данной решётки Дж. Лич высказал гипотезу, что
её радиус покрытия равен радиусу упаковки 𝑒(Λ24), умноженному на

√
2. В

1982 году С. Нортон доказал оценку 𝜌(Λ24) ⩽ 1.452. . . · 𝑒(Λ24), а чуть позже, в
том же году, гипотеза была доказана Дж. Конвеем, Р. Паркером и Н. Слоэном6.
Доказательство заключается в исследовании метрического дополнения решёт-
ки: авторы установили, что существует 23 неэквивалентных класса глубоких
дыр, и поставили в соответствие каждому классу одну из так называемых ре-
шёток Нимайера, радиус покрытия каждой из которых равен

√
2.

Нетрудно заметить, что точки метрического дополнения любого мно-
жества в евклидовом пространстве являются вершинами так называемых
областей Дирихле (областей диаграммы Вороного) данного множества.

Задачи вычисления радиуса покрытия и плотной упаковки сфер активно
изучаются также в пространстве двоичных векторов F𝑛

2 , снабжённом метрикой
Хэмминга. Двоичным кодом называется произвольное подмножество простран-
ства F𝑛

2 . Пусть 𝐶 ⊆ F𝑛
2 — двоичный код. Кодовым расстоянием 𝑑 называется

кратчайшее из расстояний между векторами кода 𝐶. Радиусом упаковки 𝑒(𝐶)
кода 𝐶 ⊆ F𝑛

2 называется наибольшее число 𝑒 такое, что сферы радиуса 𝑒 с
центрами в векторах кода 𝐶 не пересекаются. Радиус упаковки кода 𝑒(𝐶) равен
⌊𝑑−1

2 ⌋ и отражает количество ошибок, потенциально возникших при передаче

2Leech J. Notes on sphere packings // Canadian Journal of Mathematics. — 1967. — Т. 19. — С.
251–267.

3Lepowsky J., Meurman A. An E8-approach to the Leech lattice and the Conway group // Journal of
Algebra. — 1982. — Т. 77. — №. 2. — С. 484–504.

4Cohn H., Kumar A., Miller S. D., Radchenko D., Viazovska M. The sphere packing problem in
dimension 24 // Annals of Mathematics. — 2017. — С. 1017–1033.

5Odlyzko A. M., Sloane N. J. A. New bounds on the number of unit spheres that can touch a unit
sphere in n dimensions // Journal of Combinatorial Theory, Series A. — 1979. — Т. 26. — №. 2. — С.
210–214.

6Conway J. H., Parker R. A., Sloane N. J. A. The covering radius of the Leech lattice // Proceedings
of the Royal Society of London. A. Mathematical and Physical Sciences. — 1982. — Т. 380. — №. 1779.
— С. 261–290.
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кодированной информации, которые может исправить данный код. Парамет-
рами кода называют тройку (𝑛,|𝐶|,𝑑), отражающую его длину, мощность и
кодовое расстояние. Код 𝐶 называется линейным, если он является линейным
подпространством булева куба, т.е. если сумма любых двух векторов кода лежит
в нём же. Для линейных кодов параметрами кода называют тройку [𝑛,𝑘,𝑑], где
𝑘 обозначает размерность кода как линейного подпространства булева куба F𝑛

2 .

Минимизация мощности двоичного кода при заданном радиусе покры-
тия, как и двойственная к ней задача минимизации радиуса покрытия при
заданной мощности, имеют разнообразные приложения как в теории кодиро-
вания информации, так и в других областях математики. В книге “Covering
codes” Дж. Коэна и др.7 приводятся оценки оптимальных параметров покры-
вающих двоичных кодов, а также обзор различных конструкций покрывающих
кодов. Помимо этого, изучается радиус покрытия кодов из многих известных
семейств, таких как коды Рида-Маллера, коды БЧХ, коды Рида-Соломона и др.

Метрическую регулярность можно рассматривать как одно из расшире-
ний понятия совершенности кода. Код 𝐶 ⊆ F𝑛

2 называется совершенным, если
шары радиуса 𝑒(𝐶) покрывают всё пространство F𝑛

2 , то есть радиус покры-
тия кода равен радиусу упаковки. Легко видеть, что всякий совершенный код
является метрически регулярным. Совершенные коды имеют наилучшие па-
раметры для кодирования информации. В то же время, количество различных
наборов параметров, которыми могут обладать нетривиальные совершенные
коды, невелико, что было доказано в работах В. Зиновьева, В. Леонтьева8 и
А. Тиетвайнена9. Так, каждый нетривиальный двоичный совершенный код име-
ет параметры кода Хэмминга [2𝑟 − 1, 2𝑟 − 𝑟 − 1,3] или кода Голея [23,12,7].

Одним из ослаблений совершенных кодов являются так называемые
почти совершенные коды10. Код называется почти совершенным, если его мощ-
ность достигает модифицированной границы Джонсона. К. Линдстрём в 1977
году установил, что все двоичные почти совершенные коды уже найдены, а
всякий почти совершенный код над полем другого размера является совершен-
ным11. Тем самым, все почти совершенные коды описаны в работе Дж. Гётельса
и С. Сновера12, а представленные в ней конструкции приводят к метрически ре-
гулярным кодам: тривиальные коды повторений, укороченные коды Хэмминга,
коды Препарата и др.

7Cohen G., Honkala I., Litsyn S., Lobstein A. Covering codes // Elsevier. — 1997. — T. 54.
8Зиновьев В. А., Леонтьев В. К. О совершенных кодах // Проблемы передачи информации. —

1972. — Т. 8. — №. 1. — С. 26–35.
9Tietäväinen A. On the nonexistence of perfect codes over finite fields // SIAM Journal on Applied

Mathematics. — 1973. — Т. 24. — №. 1. — С. 88–96.
10Goethals J. M., Snover S. L. Nearly perfect binary codes // Discrete Mathematics. — 1972. — Т. 3. —

№. 1-3. — С. 65–88.
11Lindström K. All nearly perfect codes are known // Information and Control. — 1977. — Т. 35. —

№. 1. — С. 40–47.
12см. 10
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Почти совершенные коды являются подмножеством полностью регуляр-
ных кодов13. Одно из определений таких кодов гласит, что код 𝐶 называется
полностью регулярным, если любой вектор 𝑥 ∈ 𝐶𝑖 находится на расстоянии 1
от 𝑎𝑖 векторов из множества 𝐶𝑖−1 и от 𝑏𝑖 векторов из множества 𝐶𝑖+1. Здесь
𝐶𝑖 = {𝑥 ∈ F𝑛

2 | 𝑑(𝑥,𝐶) = 𝑖} — множество векторов на расстоянии 𝑖 от кода,
а числа 𝑎𝑖, 𝑏𝑖 зависят лишь от расстояния 𝑖, но не зависят от выбора кодового
слова. Из этого определения легко следует, что всякий полностью регулярный
код является метрически регулярным. Обратное в общем случае неверно —
контрпримером является метрически регулярный код {(000),(011)} в F3

2, не
являющийся полностью регулярным. Обзор конструкций и свойств полностью
регулярных кодов можно найти в работе Ж. Боржеса, Д. Рифа и В. Зиновьева14.

С другой стороны, почти совершенные коды содержатся во множестве
квази-совершенных кодов15. Код называется квази-совершенным, если его ради-
ус покрытия на единицу больше радиуса упаковки. Класс квази-совершенных
кодов достаточно велик, и в общем случае квази-совершенный код не яв-
ляется метрически регулярным: тривиальным контрпримером является код
{(00),(01),(10)} в F2

2. Изучаются также другие усиления квази-совершенных
кодов — например, равномерно упакованные коды (включая равномерно упа-
кованные коды в сильном и слабом смыслах)16,17,18, некоторые из которых
являются полностью регулярными, и, следовательно, метрически регулярными.

Булевой функцией 𝑓 от 𝑚 переменных называется произвольное отобра-
жение из F𝑚

2 в F2. Вектором значений булевой функции называется двоичный
вектор длины 2𝑚, содержащий значения данной функции на всех булевых
векторах длины 𝑚, упорядоченных некоторым образом. Расстояние между
булевыми функциями определяется как расстояние между их векторами зна-
чений. Аффинной булевой функцией от 𝑚 переменных называется функция
вида 𝑎1𝑥1 + 𝑎2𝑥2 + . . . + 𝑎𝑚𝑥𝑚 + 𝑐, где 𝑎𝑖,𝑐 ∈ F2. Здесь и далее при
проведении операций с булевыми векторами/функциями, знаком “+” обозна-
чается сложение в поле F2 (по модулю 2). Код Рида-Маллера порядка 𝑘 от
𝑚 переменных определяется как множество всех функций (либо их векторов
значений), алгебраическая степень которых не превосходит 𝑘; в частности,

13Delsarte P. An algebraic approach to the association schemes of coding theory // Philips Res. Rep.
Suppl. — 1973. — Т. 10. — С. vi+–97.

14Боржес Ж., Рифа Д., Зиновьев В. А. О полностью регулярных кодах // Проблемы передачи
информации. — 2019. — Т. 55. — №. 1. — С. 3–50.

15Gorenstein D., Peterson W. W., Zierler N. Two-error correcting Bose-Chaudhuri codes are quasi-
perfect // Information and Control. — 1960. — Т. 3. — №. 3. — С. 291–294.

16Семаков Н. В., Зиновьев В. А., Зайцев Г. В. Равномерно упакованные коды // Проблемы пере-
дачи информации. — 1971. — Т. 7. — №. 1. — С. 38–50.

17Бассалыго Л. А., Зайцев Г. В., Зиновьев В. А. О равномерно упакованных кодах // Проблемы
передачи информации. — 1974. — Т. 10. — №. 1. — С. 9–14.

18van Tilborg H. C. A., Goethals J. M. Uniformly packed codes // Philips Research Reports. — 1975.
— Т. 30. — С. 9–36.
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множество аффинных булевых функций является кодом Рида-Маллера перво-
го порядка. Код Рида-Маллера порядка 𝑘 от 𝑚 переменных имеет параметры
[2𝑚,

∑︀𝑘
𝑖=0

(︀
𝑚
𝑖

)︀
, 2𝑚−𝑘].

Задача исследования и классификации метрически регулярных множеств
в булевом кубе была впервые поставлена Н. Токаревой19 при изучении метриче-
ских свойств бент-функций20. Булева функция 𝑓 от чётного числа переменных
𝑚 называется бент-функцией, если она находится на максимальном возможном
расстоянии 2𝑚−1 − 2

𝑚
2 −1 от множества аффинных функций. Иными словами,

множество бент-функций — это метрическое дополнение множества аффинных
функций. Бент-функции имеют разнообразные применения в криптографии,
теории кодирования и комбинаторике21,22. В 2010 году Н. Токарева доказала,
что множество аффинных функций является метрическим дополнением мно-
жества бент-функций23, и тем самым установила, что множества аффинных
функций и бент-функций являются метрически регулярными.

Изучением метрических дополнений и метрически регулярных множеств
занимаются как отечественные, так и зарубежные авторы. Так, в одной из своих
работ24, П. Станица, Т. Сасао и Дж. Батлер вводят понятие множеств функций
разбиения и изучают метрические дополнения и метрическую регулярность
таких множеств. Множество 𝒮 булевых функций называется множеством
функций разбиения относительно разбиения 𝒰 пространства F𝑚

2 , если каждая
функция из 𝒮, будучи ограниченной на любой класс из разбиения 𝒰 , явля-
ется постоянной (то есть все векторы класса отображаются либо в 0, либо
в 1), и все функции, соответствующие каждой возможной комбинации зна-
чений на классах, включены в множество 𝒮. Множества функций разбиения
включают, например, множество симметрических функций, поворотно-симмет-
рических (rotation symmetric) функций, анти-самодуальных функций и другие.

Авторы явно вычисляют радиус покрытия, описывают метрическое до-
полнение произвольного множества функций разбиения и доказывают его
метрическую регулярность. Затем авторы переходят к изучению множеств
симметрических и поворотно-симметрических функций. Они вычисляют ра-
диусы покрытия для обоих множеств, описывают множество максимально
асимметрических функций (метрическое дополнение множества симметриче-
ских функций) и вычисляют количество таких функций. Авторы описывают

19Tokareva N. Duality between bent functions and affine functions // Discrete mathematics. — 2012.
— Т. 312. — №. 3. — С. 666–670.

20Rothaus O. S. On “bent” functions // Journal of Combinatorial Theory, Series A. — 1976. — Т. 20.
— №. 3. — С. 300–305.

21Tokareva N. Bent functions: results and applications to cryptography // Academic Press. — 2015.
22Mesnager S. Bent Functions: Fundamentals and Results // Springer International Publishing. – 2016.
23Tokareva N. N. The group of automorphisms of the set of bent functions // Discrete Mathematics

and Applications. — 2010. — Т. 20. — №. 5-6. — С. 655–664.
24Stănică P., Sasao T., Butler J. T. Distance duality on some classes of Boolean functions // Journal of

Combinatorial Mathematics and Combinatorial Computing. — 2018. — Т. 107. — С. 181–198.
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весовое распределение максимально асимметрических функций и их алгеб-
раические степени, а затем приводят классификацию всех булевых функций
относительно расстояния до множества симметрических функций.

А. Куценко изучались метрические свойства двух подклассов бент-функ-
ций, называемых самодуальными и анти-самодуальными бент-функциями. В
одной из своих работ25 автор доказывает, что множество самодуальных бент-
функций является метрическим дополнением множества анти-самодуальных
бент-функций и наборот, устанавливая тем самым метрическую регулярность
обоих множеств. Другие метрические свойства бент-функций (например, свой-
ства графа минимальных расстояний между бент-функциями) также изучались
Н. Коломейцем26,27.

Целью данной работы является изучение свойства метрической регуляр-
ности и связанных понятий:

1. Описание конструкций метрически регулярных множеств; оценка ко-
личества метрически регулярных множеств.

2. Получение оценок мощности метрически регулярных множеств и их
метрических дополнений.

3. Изучение свойств и вида метрических дополнений линейных кодов;
изучение метрической регулярности линейных кодов.

Научная новизна и значимость работы: Все результаты, представлен-
ные в работе, являются новыми. Работа носит теоретический характер.
Полученные конструкции и теоретические результаты могут быть применены
при дальнейших исследованиях метрически регулярных множеств, а также при
исследовании свойств бент-функций и различных линейных кодов.

Методология и методы исследования. В работе применялись методы
комбинаторики, дискретного анализа и теории кодирования. Для выдвижения
гипотез и проверки некоторых частных случаев были использованы компью-
терные эксперименты.

Основные положения, выносимые на защиту:
1. Представлены различные конструкции метрически регулярных

множеств: доказана сходимость операции взятия метрического до-
полнения, получены итеративные конструкции строго метрически
регулярных множеств и найдено число множеств, полученных при
помощи данных конструкций.

2. Показано, что задача поиска наибольшего по мощности метрически
регулярного множества сводится к задаче поиска наименьшего покры-
вающего кода радиуса 1.

25Kutsenko A. Metrical properties of self-dual bent functions // Designs, Codes and Cryptography. —
2020. — Т. 88. — №. 1. — С. 201–222.

26Коломеец Н. А., Павлов А. В. Свойства бент-функций, находящихся на минимальном расстоя-
нии друг от друга // Прикладная дискретная математика. — 2009. — Т. 6. — №. 2. — С. 5–20.

27Kolomeec N. The graph of minimal distances of bent functions and its properties // Designs, Codes
and Cryptography. — 2017. — Т. 85. — №. 3. — С. 395–410.
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3. Получена нижняя оценка суммы мощностей метрически регулярного
множества и его метрического дополнения, зависящая от радиуса по-
крытия множества. Представлены конструкции семейств метрически
регулярных множеств большой мощности, получена нижняя оценка
мощности наибольшего метрически регулярного множества при задан-
ном радиусе покрытия.

4. Получена общая характеризация первого и второго метрических до-
полнений линейных кодов.

5. Доказана метрическая регулярность кодов Рида-Маллера ℛℳ(𝑘,𝑚)
для 𝑘 = 0, 𝑘 ⩾ 𝑚 − 3, а также кодов ℛℳ(1,5) и ℛℳ(2,6). Описаны
метрические дополнения всех перечисленных кодов, за исключением
кода ℛℳ(2,6).

Апробация работы. Основные результаты работы докладывались на
научных семинарах Института математики им. С.Л. Соболева СО РАН: «Крип-
тография и криптоанализ», «Дискретный анализ» и «Теория кодирования»; на
научном семинаре исследовательской группы Selmer Center (г. Берген, Норве-
гия, 2019, 2020); а также на международной конференции «Boolean Functions
and their Applications (BFA)» (2019, 2020), на всероссийской конференции «Си-
бирская научная школа-семинар с международным участием “Компьютерная
безопасность и криптография”» Sibecrypt (2015, 2017, 2018) и на Международ-
ной студенческой конференции МНСК (2015-2018).

Публикации. Основные результаты по теме диссертации изложены в ра-
ботах [1–10], из них 5 статей опубликованы в журналах из списка ВАК.

Объем и структура работы. Диссертация состоит из введения, 5 глав, за-
ключения и приложения. Полный объём диссертации составляет 93 страницы,
включая 1 рисунок и 5 таблиц. Список литературы содержит 64 наименования.

Содержание работы

Во введении обосновывается актуальность исследований, проводимых в
рамках данной диссертационной работы, приводится обзор научной литературы
по изучаемой проблеме, формулируется цель исследования, излагается научная
новизна и практическая значимость представляемой работы.

В первой главе приводятся необходимые определения. Вводятся поня-
тия метрического дополнения множества, метрической регулярности и строгой
метрической регулярности. Приводятся примеры, иллюстрирующие введённые
понятия.

Во второй главе предложены различные конструкции метрически регу-
лярных множеств.

Напомним, что метрическое дополнение множества 𝑋 обозначается ̂︀𝑋 .

Утверждение 2.1. Пусть 𝑋 — произвольное подмножество простран-
ства F𝑛

2 . Рассмотрим следующую последовательность множеств: 𝑋0 = 𝑋 ,
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𝑋𝑘+1 = ̂︀𝑋𝑘 для 𝑘 ⩾ 0. Тогда существует число 𝑀 ⩽ 𝑛 такое, что для любого
𝑚 ⩾ 𝑀 множество 𝑋𝑚 является метрически регулярным.

Данное утверждение показывает, что из произвольного подмножества
булева куба можно построить метрически регулярное множество, причём не
более, чем за 𝑛 операций нахождения метрического дополнения.

Представлены итеративные конструкции строго метрически регулярных
множеств. Пусть 𝑋 ⊆ F𝑛

2 — произвольное подмножество булева куба. Мно-
жество 𝑋 называется строго метрически регулярным, если сумма расстояний
𝑑(𝑦,𝑋) + 𝑑(𝑦, ̂︀𝑋) постоянна для всех векторов 𝑦 ∈ F𝑛

2 и равна радиусу покры-
тия множества 𝑋 . Послойным представлением пространства F𝑛

2 относительно
множества 𝑋 называется множество слоёв, определённых следующим образом:

𝑋𝑘 := {𝑦 ∈ F𝑛
2 | 𝑑(𝑦,𝑋) = 𝑘}, 𝑘 = 0,1, . . . ,𝑟.

Доказана следующая теорема.

Теорема 2.4. Пусть 𝐴 ⊆ F𝑛
2 — строго метрически регулярное множество

с радиусом покрытия 𝑟 > 0. Пусть 0 ⩽ 𝑖1 < 𝑖2 < . . . < 𝑖𝑠−1 < 𝑖𝑠 ⩽ 𝑟

— некоторая последовательность индексов. Тогда объединение 𝐶 =
𝑠⋃︀

𝑘=1

𝐴𝑖𝑘

является строго метрически регулярным множеством тогда и только тогда,
когда существует число 𝑞 > 0 такое, что выполняются следующие условия:

1. для любого 𝑘 ∈ {1, . . . ,𝑠−1} разность 𝑖𝑘+1− 𝑖𝑘 равна 1, 2𝑞 или 2𝑞+1;
2. для любого 𝑘 ∈ {2, . . . ,𝑠 − 1} как минимум одна из разностей

𝑖𝑘+1 − 𝑖𝑘, 𝑖𝑘 − 𝑖𝑘−1 больше единицы;
3. 𝑖1 равно либо 𝑞, либо 0, и если 𝑖1 = 0, а 𝑖2 существует, то 𝑖2− 𝑖1 = 2𝑞

или 2𝑞 + 1;
4. 𝑖𝑠 равно либо 𝑟 − 𝑞, либо 𝑟, и если 𝑖𝑠 = 𝑟, а 𝑖𝑠−1 существует, то

𝑖𝑠 − 𝑖𝑠−1 = 2𝑞 или 2𝑞 + 1;
При выполнении указанных условий число 𝑞 является радиусом покрытия мно-
жества 𝐶.

Затем подсчитывается количество различных строго метрически регуляр-
ных множеств, которые можно получить при помощи данной конструкции.

Теорема 2.5. Пусть 𝐴 ⊆ F𝑛
2 — строго метрически регулярное множество

с радиусом покрытия 𝑟 > 0. Количество 𝐺𝑞(𝑟) различных строго метрически
регулярных множеств с радиусом покрытия 𝑞, которые можно построить
объединением слоёв послойного представления пространства относительно
множества 𝐴, применяя теорему 2.4, можно вычислить при помощи следую-
щих рекуррентных формул:

𝐺𝑞(𝑟) =

⎧⎨⎩ 𝐺𝑞(𝑟 − 𝑞) +𝐺𝑞(𝑟 − 𝑞 − 1), при 𝑟 > 𝑞,
2, при 𝑟 = 𝑞,
0, при 0 ⩽ 𝑟 < 𝑞.
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Характеристическое уравнение данной рекуррентной последовательности
имеет вид 𝑥𝑞+1 = 𝑥 + 1. Данное уравнение не разрешимо в радикалах при
𝑞 ⩾ 4, однако разрешимо при меньших 𝑞.

Результаты второй главы опубликованы в работах [2, 3, 8].

Третья глава посвящена оценкам мощностей метрически регулярных
множеств.

Показано, что всякое метрически регулярное множество вкладывается в
метрически регулярное множество с радиусом покрытия 1. Исходя из этого
факта доказывается, что задача нахождения наибольшего метрически регуляр-
ного множества сводится к задаче нахождения наименьшего покрывающего
кода радиуса 1.

Получена нижняя оценка суммы мощностей метрически регулярного
множества и его метрического дополнения при фиксированном радиусе по-
крытия.

Теорема 3.4. Пусть 𝐴 ⊆ F𝑛
2 — метрически регулярное множество с ра-

диусом покрытия 𝑟. Тогда

|𝐴|+ | ̂︀𝐴| ⩾ 2𝑛+1

1 +
𝑟−1∑︀
𝑘=0

(︀
𝑛
𝑘

)︀ .

При помощи конструкций из главы 2 строятся семейства больших строго
метрически регулярных множеств, размер которых позволяет оценить мощ-
ность наибольшего метрически регулярного множества с заданным радиусом
покрытия в булевом кубе заданной размерности.

Теорема 3.6. Пусть 𝐴 — наибольшее метрически регулярное множество
с радиусом покрытия 𝑟 в булевом кубе размерности 𝑛 (𝑛 ⩾ 2𝑟), и пусть 𝑠 —
остаток от деления 𝑛 + 1 на 2𝑟 + 1. Тогда

|𝐴| ⩾ max

{︂
2𝑛

(︂
2

2𝑟 + 1
− 2√

𝑛− 𝑠+ 1

)︂
, 2𝑛−2𝑟

(︂
2𝑟

𝑟

)︂}︂
. (1)

Результаты третьей главы опубликованы в работах [2, 3, 7, 8].

В четвёртой главе рассматриваются свойства метрических дополнений
линейных подпространств (линейных кодов) булева куба.

Описывается общий вид метрического дополнения линейного подпро-
странства.

Лемма 4.1. Пусть 𝐿 ⊆ F𝑛
2 — линейное подпространство, 𝑎 — двоичный

вектор длины 𝑛 и 𝑑(𝑎,𝐿) = 𝑘. Тогда для любого вектора 𝑦 из смежного класса
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𝑎 + 𝐿 имеет место 𝑑(𝑦,𝐿) = 𝑘, и, следовательно, множество ̂︀𝐿 является
объединением смежных классов подпространства 𝐿.

Известно, что радиус покрытия линейного подпространства размерности
𝑘 в булевом кубе размерности 𝑛 не превышает 𝑛 − 𝑘. Рассматривается кано-
нический базис подпространства и с его помощью доказываются следующие
утверждения.

Теорема 4.4. Пусть 𝐿 — линейное подпространство размерности 𝑘. Ра-
венство 𝜌(𝐿) = 𝑛 − 𝑘 достигается тогда и только тогда, когда веса всех
векторов канонического базиса подпространства 𝐿 не превосходят 2. Мет-
рическое дополнение ̂︀𝐿 состоит в этом случае из одного смежного класса
пространства 𝐿.

Теорема 4.5. Пусть 𝐿 ⊆ F𝑛
2 — линейное подпространство размерности

𝑘, 𝑤𝑡(𝑒*𝑖 ) ≤ 3 для всех векторов 𝑒*𝑖 из канонического базиса и существует
индекс 𝑗 такой, что 𝑤𝑡(𝑒*𝑗 ) = 3. Тогда 𝜌(𝐿) = 𝑛−𝑘− 1 тогда и только тогда,
когда 𝑠𝑢𝑝𝑝(𝑒*𝑖 )∩𝑠𝑢𝑝𝑝(𝑒*𝑗 ) ̸= ∅ для всех 𝑖,𝑗 таких, что 𝑤𝑡(𝑒*𝑖 ) = 𝑤𝑡(𝑒*𝑗 ) = 3. При

этом метрическое дополнение ̂︀𝐿 состоит из одного, двух или трёх смежных
классов 𝐿, в зависимости от мощности пересечения носителей всех векторов
канонического базиса веса 3.

Приводится характеристика второго метрического дополнения линейного
подпространства булева куба.

Теорема 4.7. Пусть 𝐿 ⊆ F𝑛
2 — линейное подпространство. Тогда 𝑥 ∈̂︀̂︀𝐿 тогда и только тогда, когда ̂︀𝐿 инвариантно относительно сдвига на 𝑥,

т.е. ̂︀𝐿 = 𝑥 + ̂︀𝐿.

При помощи теорем 4.5 и 4.7 строится пример линейного подпростран-
ства булева куба, не являющегося метрически регулярным.

Результаты четвёртой главы опубликованы в работах [1, 6].

В пятой главе рассматривается известное семейство линейных кодов —
коды Рида-Маллера.

Метрическая регулярность кодов ℛℳ(1,𝑚) при чётных 𝑚 была установ-
лена Н. Токаревой28. Естественно, что изучение множества наиболее удалённых
от кода векторов требует знания радиуса покрытия кода. Среди кодов высоких
порядков, радиусы покрытия известны для кодов ℛℳ(𝑘,𝑚) при 𝑘 ⩾ 𝑚 − 3.
Радиус покрытия кода ℛℳ(1,𝑚) неизвестен при нечётных 𝑚 > 7, однако вы-
числен29,30 для кода ℛℳ(1,5) и для кода ℛℳ(1,7). В 1981 году, Дж. Шац

28Tokareva N. N. The group of automorphisms of the set of bent functions // Discrete Mathematics
and Applications. — 2010. — Т. 20. — №. 5-6. — С. 655–664.

29Berlekamp E., Welch N. Weight distributions of the cosets of the (32, 6) Reed-Muller code // IEEE
Transactions on Information Theory. — 1972. — Т. 18. — №. 1. — С. 203–207.

30Mykkeltveit J. The covering radius of the (128, 8) Reed-Muller code is 56 // IEEE Transactions on
Information Theory. — 1980. — Т. 26. — №. 3. — С. 359–362.
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определил31 радиус покрытия кода ℛℳ(2,6), а совсем недавно К. Ванг вы-
числил32 радиус покрытия кода ℛℳ(2,7). При 𝑚 > 7, радиус покрытия кода
ℛℳ(2,𝑚) на данный момент неизвестен.

В данной главе доказывается метрическая регулярность кодов Рида-Мал-
лера ℛℳ(𝑘,𝑚) для 𝑘 = 0, 𝑘 ⩾ 𝑚 − 2. Затем, опираясь на метод нахождения
радиуса покрытия кода ℛℳ(𝑚 − 3,𝑚), описанный в книге “Covering codes”
Коэном и др., описывается метрическое дополнение и устанавливается метри-
ческая регулярность кодов Рида-Маллера порядка 𝑚 − 3 от 𝑚 переменных.
Также в данной главе доказывается метрическая регулярность кодов ℛℳ(1,5)
и ℛℳ(2,6). В совокупности с результатом Н. Токаревой о метрической
регулярности множества аффинных функций, тем самым устанавливается мет-
рическая регулярность всех кодов Рида-Маллера, радиус покрытия которых
известен, за исключением двух: ℛℳ(1,7) и ℛℳ(2,7). Высказывается гипотеза
о метрической регулярности всех кодов Рида-Маллера.

Результаты пятой главы опубликованы в работах [4, 5, 9, 10].
В заключении приведены основные результаты работы.
В приложении А содержатся выкладки и таблицы, необходимые для до-

казательства леммы 5.17 из раздела 5.8 главы 5.
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Abstract

Functions of the form Fn
2 → Zq, where q ⩾ 2 is a positive integer, are known as

generalized Boolean functions. Bent functions within this generalization are called
generalized bent (gbent). A gbent function is said to be regular if it is possible to
de�ne its dual gbent function. A duality mapping is the mapping that transforms
every regular gbent function to its dual gbent. A regular gbent function is said to
be self-dual if it coincides with its dual. In this paper we de�ne the action of linear
operator C2n → C2n on the set of all generalized Boolean functions in n variables
via their sign functions. The characterization of unitary operators that transform
the set of all generalized Boolean functions in n variables into itself is provided. We
also study the properties if sign functions of self-dual gbent functions.

Keywords: Duality mapping, Generalized bent function, Self-dual bent

1 Introduction

The study of Boolean functions having strong cryptographic properties
is the domain of current interest, see monographies [2, 4] for detail. Boolean
bent functions were introduced by O. Rothaus [26] in 1976. Due to maximal
nonlinearity they have a number of applications in cryptography and coding
theory. There are still many open problems. Among them the exact number of
bent functions as well as their complete classi�cation that seem elusive to be
solved for now. One can �nd more details on bent functions in books [33, 22].

The duality mapping is a mapping that transforms every (regular gen-
eralized) bent function to its dual (generalized) bent. For the Boolean case for
every bent function its dual bent function is uniquely de�ned. It is important
to note that the duality mapping is the unique known isometric mapping of
the set of bent functions into itself that cannot be extended to a isometry of
the whole set of all Boolean functions that preserves bentness. The action of
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the duality mapping on bent functions within generalizations is increasingly
nontrivial since it is typically de�ned only for the part of bent functions from
corresponding generalization which are called regular, while more accurate
work with them also demands for intermediate notation like weak regularity
that also appears in this scope.

Self-dual bent functions that are �xed points of the duality mapping form
a remarkable class of bent functions since they have the direct relation to their
dual bent functions. The de�nition of self-duality initially was in paper [18]
by O.A. Logachev, A.A. Sal'nikov and V.V. Yashchenko. In more details
these functions were explored by C. Carlet et al. in 2010 in work [1], where a
number of constructions and properties were given and the classi�cation for
small number of variables was provided. Next steps for the classi�cation of
qubic self-dual bent functions in 8 variables were made in [5], while quadratic
self-dual bent functions were completely characterized in [8]. Constructions
and properties of self-dual Boolean bent functions were studied in [10, 13, 21].
The overview of the known metrical properties of self-dual bent functions can
be found in [17]. The extension of the concept of self-duality for di�erent gen-
eralizations of bent functions was made in several papers. The classi�cation
of quadratic self-dual bent functions of the form Fn

p → Fp, p odd prime, was
made by X.-D. Hou in [9]. In paper [3] the self-duality for bent functions
within the same generalization type was studied by A. �Ce�smelio�glu et al.
In 2018 in paper [28] L. Sok. et al. studied quaternary self-dual bent func-
tions of the form Fn

2 → Z4 from the viewpoints of existence, construction,
and symmetry. The relation between sign functions of quaternary self-dual
bent function in n variables and two self-dual bent functions in n variables
was found. Based on this it was proved that there are no quaternary self-dual
bent functions in odd number of variables.

In this paper we de�ne the action of linear operator C2n → C2n on the
generalized Boolean functions in n variables via their sign functions. We
study the interconnection between unitary operators that transform the set
of all generalized Boolean functions in n variables into itself and the du-
ality mapping. The paper os organised as follows. In Section 2 necessary
de�nitons and notation are given. In Section 3 properties of sign functions of
self-dual gbent functions are considered. The main results are in Section 4,
namely, Section 4.1, where unitary operators under consideration are char-
acterized.The question whether the duality mapping can be described by the
considered set of operators is partially studied in Section 5 The conclusion is
in Section 6.
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2 Notation

Let Fn
2 be a set of binary vectors of length n. For x, y ∈ Fn

2 denote ⟨x, y⟩ =
n⊕

i=1

xiyi, where the sign ⊕ denotes a sum modulo 2. Denote, following [11],

the orthogonal group of index n over the �eld F2 as

On =
{
L ∈ GL (n,F2) : LL

T = In
}
,

where LT denotes the transpose of L and In is an identical matrix of order
n over the �eld F2.

A generalized Boolean function f in n variables is any map from Fn
2 to

Zq, the integers modulo q. The set of generalized Boolean functions in n
variables is denoted by GF q

n, for the case q = 2 we use Fn. Let ω = e2πi/q. A
sign function of f ∈ GF q

n is a complex valued function F = ωf , we will also
refer to it as to a complex vector

(
ωf0, ωf1, . . . , ωf2n−1

)
of length 2n, where

(f0, f1, . . . , f2n−1) is a vector of values of the function f .
The Hamming weight wtH(x) of the vector x ∈ Fn

2 is the number of
nonzero coordinates of x. The Hamming distance distH(f, g) between gen-
eralized Boolean functions f, g in n variables is the cardinality of the set
{x ∈ Fn

2 |f(x) ̸= g(x)}. The Lee weight of the element x ∈ Zq is wtL(x) =
min {x, q − x}. The Lee distance distL(f, g) between f, g ∈ GF q

n is

distL(f, g) =
∑
x∈Fn

2

wtL (δ(x)) ,

where δ ∈ GF q
n and δ(x) = f(x) + (q − 1)g(x) for any x ∈ Fn

2 . For Boolean
case q = 2 the Hamming distance coincides with the Lee distance.

The (generalized) Walsh�Hadamard transform of f ∈ GF q
n is the complex

valued function:
Hf(y) =

∑
x∈Fn

2

ωf(x)(−1)⟨x,y⟩.

A generalized Boolean function f in n variables is said to be generalized
bent (gbent) if

|Hf(y)| = 2n/2,

for all y ∈ Fn
2 [27]. If there exists such f̃ ∈ GF q

n that Hf(y) = ωf̃(y)2n/2 for

any y ∈ Fn
2 , the gbent function f is said to be regular and f̃ is called its

dual. Note that f̃ is generalized bent as well. A regular gbent function f is
said to be self-dual if f = f̃ , and anti-self-dual if f = f̃ + q/2. Consequently,
it is the case only for even q. So throughout this paper we assume that q is
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a positive even integer. Corresponding sets of gbent functions are denoted
by SB+

q (n) and SB−
q (n), respectively.

The duality mapping is a mapping that transforms every regular gbent
function to its dual one. Thus, it is essentially de�ned only on regular gbent
functions.

3 Eigenvectors of the duality mapping

In this section properties of sign functions of (anti-)self-dual gbent func-
tions will be studied and the connection with the duality mapping will be
explicitely pointed.

Let In be the identity matrix of size n and Hn = H⊗n
1 be the n-fold tensor

product of the matrix H1 with itself, where

H1 =

(
1 1
1 −1

)
.

This matrix is known as Sylvester Hadamard matrix. It is known the
Hadamard property of this matrix

HnH
T
n = 2nI2n,

where HT
n is transpose of Hn (it holds HT

n = Hn by symmetricity of Hn).
Denote Hn = 2−n/2Hn.

By using Sylvester Hadamard matrix it is possible to de�ne the duality
mapping as follows

ωf −→ Hnω
f = ωf̃ ,

where f is a regular gbent function in n variables. Thus, sign functions if
self-dual gbent functions are eigenvectors of the aforementioned linear oper-
ator that correspond to the eigenvalue 1. At the same time sign functions
if anti-self-dual gbent functions are eigenvectors of the aforementioned lin-
ear operator that correspond to the eigenvalue (−1). In terms of subspaces
these facts imply that sign functions belong to the spaces Ker

(
Hn − I2n

)
=

Ker
(
Hn−2n/2I2n

)
and Ker

(
Hn+I2n

)
= Ker

(
Hn+2n/2I2n

)
correspondingly.

Recall an orthogonal decomposition of R2n in eigenspaces of Hn from [1]
(Lemma 5.2):

R2n = Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,

where the symbol ⊕ denotes a direct sum of subspaces. Consider the same
decomposition

C2n = Ker
(
Hn + 2n/2I2n

)
⊕Ker

(
Hn − 2n/2I2n

)
,
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for a complex space C2n. It is known that

dim
(
Ker (Hn + I2n)

)
= dim

(
Ker

(
Hn − I2n

))
= 2n−1,

where dim(V ) is the dimension of the subspace V ⊆ C2n. Moreover, since Hn

is symmetric (Hermitian), the subspaces Ker
(
Hn + I2n

)
and Ker

(
Hn − I2n

)
are mutually orthogonal.

In [15] it was proved that provided n ⩾ 4, the linear span of sign functions
of self-dual as well as anti-self-dual Boolean bent functions Boolean bent
functions in n variables has dimension 2n−1. The same result can be also
given for gbent functions:

Proposition 1. Let n ⩾ 4 be an evem number, then the linear span of sign
functions of (anti-)self-dual gbent functions in n variables has dimension
2n−1.

Proof. It is enough to mention that since q is even it holds (−1) =
ωq/2 ∈

{
ω, ω2, . . . , ωq−1

}
, therefore the set of sign fuctions of (anti-)self-dual

Boolean bent functions in n variables is a subset of the set of sign functions
of (anti-)self-dual gbent functions in n variables.

It is worth to note that the example of the basis of the subspace
Ker

(
Hn − I2n

)
can be constructed by using the functions obtained via it-

erative constructions from [1] and [15].
When n = 2 there are two self-dual Boolean bent functions, namely x1x2

and x1x2 ⊕ 1, which have sign functions (1, 1, 1,−1) and (−1,−1,−1, 1) re-
spectively. These sign functions are linearly dependent vectors in R4. The set
SB−(2) consists of functions x1x2 ⊕ x1 ⊕ x2 and x1x2 ⊕ x1 ⊕ x2 ⊕ 1 with
sign functions (1,−1,−1,−1) and (−1, 1, 1, 1) respectively. These sign func-
tions are linearly dependent vectors in R4 as well. Generalization comprises
solution of the system

1

2


1 1 1 1
1 −1 1 −1
1 1 −1 −1
1 −1 −1 1



ωd1

ωd2

ωd3

ωd4

 =


ωd1

ωd2

ωd3

ωd4

 ,

where variables are numbers d1, d2, d3, d4 ∈ Zq in fact. It is clear that the
only solution pattern is(

ωd, ωd, ωd, ωd+q/2
)
= ωd · (1, 1, 1,−1) ∈ C4,

where d ∈ Zq. It means that any two sign functions of self-dual gbent func-
tions from SB+

q (2) are linearly dependent over C and
∣∣SB+

q (2)
∣∣ = q.
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4 Unitary operators and eigenvectors of the duality

mapping

In this section we de�ne an action of linear operator C2n → C2n on a
(generalized) Boolean function in n variables and characterize all unitary
operators which transform the set of all (generalized) Boolean functions in n
variables into itself and preserve self-duality, thus generalizing in some way
the results from [16] on isometric mappings which preserve self-duality of a
Boolean bent function and those, which de�ne bijections between the sets of
self-dual and anti-self-dual Boolean bent functions.

4.1 Linear operators and generalized Boolean functions

Throught this section we will use standard basis of the space C2n, which
consists of the vectors {ei}2

n

i=1 ⊂ C2n, where ei has 1 on th i-th position, the
rest are zeros.

Let φ : C2n → C2n be linear operator with matrix A in standard basis
of the space C2n. We shall say that φ transforms the generalized Boolean
function f ∈ GF q

n with sign function F to the generalized Boolean function
f ′ ∈ GF q

n if the sign function F ′ of f ′ is equal to AF , that is F ′ = AF =
φ (F ). This also comprises the de�nition of the duality mapping via the
Sylvester Hadamard matrix (see Section 3).

Recall that a linear operator φ is said to be unitary if φφ† = φ†φ = id,
where φ† is a Hermitian adjoint operator of φ. The matrix of φ is called
unitary in this case. Denote by U q

n the set of unitary operators C2n → C2n

which transform the set of generalized Boolean functions in n variables GF q
n

into itself.
The next result characterizes the set U q

n. The matrix is called monomial
or generalized permutation if it has exactly one nonzero entry in every row
(column).

Theorem 1. Operators from U q
n are characterized by monomial matrices

with nonzero elements from the set
{
1, ω, ω2, . . . , ωq−1

}
and only them.

Proof. It is obvious that operators with monomial matrices of such form
transform the set of q-ary generalized Boolean functions in n variables into
itself. Moreover every such matrix is unitary.

Now assume φ ∈ U q
n and let U = (uij)

2n

i,j=1 be its matrix in the canonical

basis. Denote by v0 ∈ C2n a vector with all ones and by vi ∈ C2n, i =
1, 2, . . . , 2n, a vector which has 1 on the i-th position, the rest are (−1). Let
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vij ∈ C2n, i, j = 1, 2, . . . , 2n, (i ̸= j), be a vector which has 1 on the i-th and
j-th positions, the rest are (−1)

Fix some i, j, k ∈ {1, 2, . . . , 2n} , (i < j). Denote (Uv0)k = ωd0, (Uvi)k =
ωdi, (Uvj)k = ωdj and (Uvij)k = ωdij for some d0, di, dj, dij ∈ Zq. Their
addition yields

(Uv0)k + (Uvi)k = 2uki = ωd0 + ωdi,

(Uv0)k + (Uvj)k = 2ukj = ωd0 + ωdj ,

(Uv0)k + (Uvij)k = 2 (uki + ukj) = ωd0 + ωdij .

After grouping of these items we see that

uki =
ωd0 + ωdi

2
, ukj =

ωd0 + ωdj

2
, uki + ukj =

ωd0 + ωdij

2
,

that is
ωd0 + ωdi + ωd0 + ωdj = ωd0 + ωdij ,

or, equivalently,
ωd0 + ωdi + ωdj = ωdij .

Its is clear that it is the case only if ωdij coincides with one of three
numbers ωd0, ωdi, ωdj and the rest two are the same numbers with opposite
signs, that is always possible since q is even.

Basically there are two variants:
Case 1: If ωdij = ωd0 and ωdi + ωdj = 0, then the k-th row of U is

Uk =

(
uk1, . . . , uk,i−1,

ωd0 − ωdj

2
, uk,i+1, . . . , uk,j−1,

ωd0 + ωdj

2
, uk,j+1, . . . , uk,2n

)
.

But in this case

|uki|2 + |ukj|2 =
1

4

(∣∣ωd0 − ωdj
∣∣2 + ∣∣ωd0 + ωdj

∣∣2)
=

1

4

[(
ωd0 − ωdj

) (
ωd0 − ωdj

)
+
(
ωd0 + ωdi

) (
ωd0 + ωdj

)]
=

1

4

(
ωd0ωd0 − ωd0ωdj − ωdjωd0 + ωdjωdj

)
+

1

4

(
ωd0ωd0 + ωd0ωdj + ωdjωd0 + ωdjωdj

)
=

1

4

(
2 · ωd0ωd0 + 2 · ωdjωdj

)
=

1

4
(2 + 2) = 1,

and since U is unitary that implies ∥Uk∥2 = 1 for any k ∈ {1, 2, . . . , 2n}, we
derive that all components of Uk except, maybe,

uki =
ωd0 − ωdj

2
,

7



ukj =
ωd0 + ωdj

2
,

are necessarily equal to zero.
Case 2: Without loss of generality assume that ωdij = ωdi and ωd0+ωdj =

0, then ukj = 0.
Thus for any distinct i, j ∈ {1, 2, . . . , 2n} either at least one of items

uki, ukj of the k-th row Uk is zero or in this row there are at most two
nonzero items, whose form was considered in Case 1.

If for any row only Case 2 is met, the matrix is obviously monomial. So
assume that some row of U , say k-th (in fact, then U has at least two rows
of such form), has the form which is described in Case 1.

Consider vector (sign function) F ∈ C2n whose coordinates for l =
1, 2, . . . , 2n are de�ned by

Fl =


ωr1, l = i,

ωr2, l = j,

1, otherwise,

where r1, r2 ∈ Zq such that r1 < r2 and r2 − r1 ̸= q/2, denote ∆r = r2 − r1.
We have

(UF )k = ukiω
r1 + ukjω

r2 = ωr1

(
ωd0 − ωdj

2
+

ωd0 + ωdj

2
ω∆r

)
= ωs+r1,

for some s ∈ Zq. It is clear that it holds if and only if

ωd0 − ωdj

2
+

ωd0 + ωdj

2
ω∆r = ωs.

Recall some trigonometric identities. For any real α, β it holds:

cosα + cos β = 2 cos

(
α + β

2

)
cos

(
α− β

2

)
,

cosα− cos β = −2 sin

(
α + β

2

)
sin

(
α− β

2

)
,

sinα± sin β = 2 sin

(
α± β

2

)
cos

(
α∓ β

2

)
,

sin (α± β) = sinα cos β ± cosα sin β,

sin 2α = 2 cosα sinα.
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Consider doubled real part of ωs:

2Re (ωs) = cos

(
2πd0
q

)
− cos

(
2πdj
q

)
+ cos

(
2π (d0 +∆r)

q

)
+ cos

(
2π (dj +∆r)

q

)
= 2 cos

(
π (2d0 +∆r)

q

)
cos

(
π∆r

q

)
− 2 sin

(
π (2dj +∆r)

q

)
sin

(
π∆r

q

)
,

and doubled imaginary part of ωs:

2Im (ωs) = sin

(
2πd0
q

)
− sin

(
2πdj
q

)
+ sin

(
2π (d0 +∆r)

q

)
+ sin

(
2π (dj +∆r)

q

)
= 2 sin

(
π (2d0 +∆r)

q

)
cos

(
π∆r

q

)
+ sin

(
π∆r

q

)
cos

(
π (2dj +∆r)

q

)
.

For simplicity denote α = π∆r/q, β = π (2d0 +∆r) /q and γ =
π (2dj +∆r) /q. Since ωs is a root of unity, its norm is equal to 1, hence

Re2 (ωs) + Im2 (ωs) = cos2 α cos2 β − 2 cosα sinα cos β sin γ + sin2 α sin2 γ

+ cos2 α sin2 β + 2 cosα sinα sin β cos γ + sin2 α cos2 γ

= cos2 α
(
cos2 β + sin2 β

)
+ sin2 α

(
cos2 γ + sin2 γ

)
+ 2 cosα sinα (sin β cos γ − cos β sin γ)

= 1 + sin (2α) sin (β − γ) = 1,

that is
sin (2α) sin (β − γ) = 0.

Let the �rt sine is zero, that is

2α =
2π∆r

q
= πm,

for some m ∈ Z. Then ∆r = mq/2 but since ∆r ∈ {1, 2, . . . , q − 1}, it is
the case only for ∆r = q/2, that is a contradiction with the choice of r1, r2.

9



If the second sine is zero, namely

β − γ =
2π (d0 − dj)

q
= πm′,

for some m′ ∈ Z, again we have either d0 = dj or |d0 − dj| = q/2 since
|d0 − dj| ∈ {0, 1, . . . , q − 1}. But then either ωd0 −ωdj = 0 or ωd0 +ωdj = 0,
that is in the k-th row there is exactly one nonzero element.

List below some apparent properties of U q
n which can be derived from

Theorem 1:

Proposition 2. Every operator from U q
n preserves Lee and Hamming dis-

tance between generalized Boolean functions and Euclidian distance between
their sign functions.

Proposition 3. The cardinality of U q
n is the following

|U q
n| = 2n! · q2n.

4.2 Matrix representation and connection with Markov's theo-
rem for Boolean case

A mapping φ of the set of all Boolean functions in n variables to itself
is called isometric if it preserves the Hamming distance between functions,
that is

distH(φ(f), φ(g)) = distH(f, g),

for any f, g ∈ Fn. The set of all isometric mappings of the set of all Boolean
functions in n variables to itself in [16] was denoted by In.

From Markov's theorem (1956) it follows that the general form of isomet-
ric mappings of all Boolean functions in n variables to itself is

f(x) −→ f(π(x))⊕ g(x),

where π is a permutation on the set Fn
2 and g ∈ Fn [19].

Theorem 1 can be reformulated in terms of mappings of (generalized)
Boolean functions:

Theorem 2. The action of any operator from U q
n on the set GF q

n is uniquely
represented in the form

f(x) −→ f (π(x)) + g(x),

where π is a permuation on Fn
2 and g ∈ GF q

n.
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Following [16] denote such operator by φπ,g ∈ U q
n. So, for binary case we

immediately obtain correspondence between U2
n and In:

Corollary 1. For q = 2 there is an one-to-one correspondence between
the set U q

n and the set of isometric mappings of all Boolean functions in n
variables into itself (In), de�ned by Markov's theorem.

Thus the considered set U q
n is a some kind of generalization of the set In

comprising the framework of sign functions.
Denote by {vk}2

n−1
k=0 all binary vectors of length n considered in the lexi-

cographical order.
By Theorem 1, provided that the (standard) basis is �xed, there is an one-

to-one correspondence between U q
n and the set of monomial matrices of order

2n × 2n with nonzero elements from the set
{
1, ω1, ω2, . . . , ωq−1

}
. Indeed,

consider arbitrary mapping φπ,g ∈ U q
n. Let it transforms a function f ∈ GF q

n

with sign function

F =
(
ωf(v0), ωf(v1), . . . , ωf(v2n−1)

)
∈ C2n,

to f ′ ∈ GF q
n with sign function

F ′ =
(
ωf ′(v0), ωf ′(v1), . . . , ωf ′(v2n−1)

)
∈ C2n,

that is F ′ = UF , where U is a matrix of φπ,g. Namely this matrix is



j
...
0
...

k . . . 0 . . . ωg(vk−1) . . . 0 . . .
...
0
...


,

in which in the k-th row a nonzero element ωg(vk−1) is in the j-th column,
where (j − 1) is a number with binary representation π (vk−1). So the k-th
component of the vector F ′ = UF is equal to

ωf ′(vk−1) = ωf(π(vk−1)) · ωg(vk−1) = ωf(π(vk−1))+g(vk−1),

for any k ∈ {1, 2, . . . , 2n}, that is equivalent to

f ′ (x) = f (π (x)) + g (x) , x ∈ Fn
2 .
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4.3 The Rayleigh quotient of (generalized) Boolean function

In this subsection operators from the set U q
n, which preserve and change

the sign of the Rayleigh quotient (Rayleigh ratio) of the Sylvester Hadamard
matrix de�ned for every generalized Boolean function in n variables, are
studied.

In [1] the Rayleigh quotient Sf of a Boolean function f ∈ Fn was de�ned
as

Sf =
∑

x,y∈Fn
2

(−1)f(x)⊕f(y)⊕⟨x,y⟩ =
∑
y∈Fn

2

(−1)f(y)Wf(y),

and when f ∈ Bn the normalized Rayleigh quotient Nf is a number

Nf =
∑
x∈Fn

2

(−1)f(x)⊕f̃(x) = 2−n/2Sf .

It is known [1] (Theorem 3.1) that the value of Sf is at most 23n/2 with
equality if and only if f is self-dual bent, and at least

(
−23n/2

)
with equality

if and only if f is anti-self-dual bent.
All isometric mappings from the set In that preserve the Rayleigh quo-

tient of every Boolean function in n variables (or change its sign) were char-
acterized in [16]. It was made by showing the direct link between perserving
the Rayleigh quoient and preserving the self-duality. Also it was proved that
bijectivity between the sets SB+(n) and SB−(n) is correlated with the change
of sign of the Rayleigh quoient.

In [28] the authors studied the Rayleigh quotient of generalized Boolean
(bent) functions from GF4

n. For a generalized Boolean function f ∈ GF4
n

they de�ned
R(f) = 2−n

∑
x,y∈Fn

2

if(x)−f(y)(−1)⟨x,y⟩,

and proved, see [28] (Theorem 7), the bound −2n/2 ⩽ R(f) ⩽ 2n/2 with
equalities if and only if f is self-dual quaternary bent (+2n/2) or self-dual
quaternary bent (−2n/2).

De�ne the Rayleight quotient Rf of (generalized) Boolean function f ∈
GF q

n as follows

Rf = 2−n
∑

x,y∈Fn
2

ωf(x)−f(y)(−1)⟨x,y⟩.

The matrix-vector representation the Rayleight quotient for a generalized
Boolean function f ∈ FGq

n with sign function F is

Rf = 2−n
∑
x∈Fn

2

ωf(x)
∑
y∈Fn

2

ωf(y)(−1)⟨x,y⟩ =
⟨F,HnF ⟩
⟨F, F ⟩

.
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By the same technique as in the proof of [28] (Theorem 7) it is possible
to prove that the same bound −2n/2 ⩽ Rf ⩽ 2n/2 holds with equalities met
if and only if f is self-dual gbent (+2n/2) or anti-self-dual gbent (−2n/2).

The mentioned correlation with preserving of self-duality and bijectivity
for Boolean case also stands for the Rayleigh quotient of generalized Boolean
function.

Theorem 3. For n ⩾ 4 an operator φπ,g ∈ U q
n

� preserves the Rayleigh quotient if and only if it preserves (anti-)self-
duality;

� changes the sign of the Rayleigh quotient if and only if it is a bijection
between the sets SB+

q (n) and SB−
q (n).

The proofs of these statements are similar to those provided in [16] (The-
orems 3 and 4) and are omitted.

It also follows that

Corollary 2. An operator φπ,g ∈ U q
n, which preserves the Rayleigh quotient

or changes the sign of the Rayleigh quotient, also preserves gbentness.

5 The duality mapping and unitary operators

In this section for the case of even n we study the question if there exists
an operator from the set U q

n, that transforms every regular gbent function to
its dual gbent function.

Theorem 4. If n is an even number, then in U q
n there is no such operator

which assigns the dual bent function to every regular bent function from the
set GBq

n.

Proof. Consider the following set of gbent functions:

B =
{q

2
f |f ∈ Bn

}
⊂ GBq

n.

It is clear that all gbent functions from B are regular ones with the values
from the set {0, q/2}. Assume the desired operator exists, let it be

φπ,g : f(x) −→ f (π(x)) + g(x),

for some permutation π and generalized Boolean function g ∈ GF q
n. Then,

in order to transform gebnt functions from the set B to their duals, the
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function g also must have values in {0, q/2}. It means that in fact we have a
reduction to Boolean case, since all considered generalized Boolean functions,
namely that ones from the set B and the function g, have values from the
set {0, q/2}.

Then non-existence of isometric mapping of the set of all Boolean func-
tions in n variables into itself which assigns to every bent functions its dual
implies non-existence of the considered unitary operator. It is known [14]
that there is no such isometric mapping, hence the result follows.

Thus, Theorem 4 is a generalization of the known result of non-existence
for the Boolean case, but here we consider all mappings from the set U q

n.
It is interesting to study the same question for the case of an odd number

of variables n.

6 Conclusion

In this paper the action of linear operators of the form C2n → C2n on
the generalized Boolean functions in n variables via their sign functions was
de�ned. The interconnection between unitary operators that transform the
set of all generalized Boolean functions in n variables into itself and the
duality mapping was studied. The known classi�cation of quaternary self-dual
bent functions is clari�ed. It follows that the set U q

n can be seen as an initial
expansion of the set of automorphisms of the Boolean functions in n variables
to generalized Boolean functions. For the future study it can be interesting to
go beyond the set U q

n that is to consider operators that transform some desired
subsets of Boolean functions into itself but not neccesarily all generalized
Boolean functions. Examples of such problems deal with gbent or self-dual
gbent functions. The question of determing the connection between the set U q

n

and duality mapping for odd n is an open one.
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Abstract

In this paper, the property of a�ne functions to be derivatives of bent functions
is studied. The importance of Boolean bent functions in symmetric cryptography
stems from linear cryptanalysis of stream ciphers. In that context bent functions
are the ones which are the worst approximated by a�ne functions. There are also
connections between bent functions and distinct objects of coding theory such as
Reed-Muller and Kerdock codes. Recall, that a bent function is a Boolean function
f in n variables (n is even) such that for any nonzero vector y its derivativeDyf(x) =
f(x)⊕f(x⊕y) is balanced, i.e., it takes values 0 and 1 equally often. Whether every
balanced function is a derivative of a some bent function or not is an open problem.
In this paper, special case of this problem was studied. It was proven that every
nonconstant a�ne function in n (even) variables is a derivative of (2n−1− 1)|Bn−2|2
bent functions, where Bn is a set of all bent functions in n variables. Iterative lower
bound for the number of bent functions is presented.

Keywords: Boolean functions, bent functions, derivatives of a bent function, lower bound for
the number of bent functions.

1 Introduction

A Boolean function in even number of variables is called bent if it has
maximal nonlinearity [1]. Nonlinearity is an important property in cryptogra-
phy. Ciphers using functions with high nonlinearity as components are more
resistant to linear cryptanalysis [2] because bent functions are badly approx-
imated by a�ne functions. Bent functions were used in design of the block
cipher CAST as coordinate functions of S-blocks [3]. The nonlinear feedback
polynomial of the NFSR (nonlinear feedback shift register) of the stream ci-
pher Grain is constructed as the sum of a linear function and a bent function
[4]. There are also connections between bent functions and distinct objects of
coding theory such as Reed-Muller and Kerdock codes [5]. In coding theory,
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there is a well-known task of determining the covering radius for the Reed-
Muller code RM(l, n). This task is related (if the code has order 1) to the
task of �nding the most nonlinear Boolean functions [6, 7]. Special sets of
quadratic bent functions allow one to construct Kerdock codes [8] that are
optimal and have large code distances that grow with the code lengths [9, 10].
This very optimality of Kerdock codes is caused by extremal properties of
bent functions.

Another de�nition of a bent function is the following. It is a Boolean
function f in n variables (n is even) such that for any nonzero vector y its
derivative Dyf(x) = f(x)⊕ f(x⊕ y) is balanced, i.e., it takes values 0 and
1 equally often [5]. In [11] it was shown that every balanced function is a
derivative of a some bent function for n 6 6 (n even). Whether it is true for
every even n is an open problem. We will study this problem for the case of
a�ne functions.

2 Necessary de�nitions and statements

Let Z2 = {0, 1}. Denote by Zn
2 the n-dimensional vector space over Z2.

Let us denote by ⊕ the addition modulo 2. We will also use the following
inner product:

〈x, y〉 = x1y1 ⊕ . . .⊕ xnyn.

A function f : Zn
2 → Z2 is called a Boolean function in n variables.

A Boolean function f is called a�ne if it can be represented as la,b(x) =
〈a, x〉 ⊕ b, where a ∈ Zn

2 and b ∈ Z2. A Boolean function is called balanced
if it takes values 0 and 1 equally often.

Let us recall a well known fact.

Lemma 1. An a�ne function la,b(x) = 〈a, x〉 ⊕ b, where a ∈ Zn
2 (nonzero)

and b ∈ Z2, is balanced.

The Hamming weight wt(f) of a Boolean function f is the number of
vectors x ∈ Zn

2 such that f(x) = 1. For nonconstant a�ne functions it is
equal to 2n−1. We denote by dist(f, g) the Hamming distance between two
Boolean functions f and g; it is the number of positions in which their vectors
of values di�er:

dist(f, g) = |{x ∈ Zn
2 : f(x) 6= g(x)}|.

Every Boolean function f in n variables can be associated with its support :

supp(f) = {x ∈ Zn
2 : f(x) = 1}.
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A Boolean function Dyf(x) = f(x)⊕ f(x⊕ y) is called a derivative of a
Boolean function f in n variables in the direction y, where y ∈ Zn

2 .

Lemma 2. A Boolean function f in n variables is a derivative of a some
Boolean function g in n variables in nonzero direction y if and only if f(x)⊕
f(x⊕ y) = 0 for all x ∈ Zn

2 .

Proof. (⇒) One can see that Dyg(x) = g(x)⊕ g(x⊕ y) = Dyg(x⊕ y) for all
x ∈ Zn

2 . Therefore, f(x) = f(x⊕ y) for all x ∈ Zn
2 .

(⇐) Let i be the �rst nonzero coordinate of y. De�ne a Boolean function
g in the following way g(x) = xif(x) for all x ∈ Zn

2 . Then

Dyg(x) = xif(x)⊕ (xi ⊕ 1)f(x⊕ y) = f(x) for all x ∈ Zn
2 .

Therefore, f is a derivative of g in the direction y.

The nonlinearity of a Boolean function f in n variables is the Hamming
distance Nf from this function to the set of all a�ne functions, i.e., Nf =

min
a∈Zn

2 ,b∈Z2

dist(f, la,b).

A bent function is a Boolean function in an even number of variables that
has the maximal nonlinearity, i.e., Nf = 2n−1 − 2n/2−1. Denote by Bn a set
of all bent functions in n variables.

The Walsh-Hadamard transform of a Boolean function f in n variables
is the integer-valued function on Zn

2 de�ned as

Wf(y) =
∑
x∈Zn

2

(−1)f(x)⊕〈x,y〉, for every y ∈ Zn
2 .

For a bent function f , the dual function f̃ in n variables is de�ned by the
equalityWf(y) = 2n/2(−1)f̃(y). This de�nition is correct sinceWf(y) = ±2n/2

for any vector y if f is a bent function [5].

Lemma 3. (see, for instance, [5]) A Boolean function f in n variables is bent
if and only if for any nonzero vector y its derivative Dyf(x) = f(x)⊕f(x⊕y)
is balanced or equivalently it holds∑

x∈Zn
2

(−1)f(x)⊕f(x⊕y) = 0, for any nonzero y.

Lemma 4. Let la,b(x) = 〈a, x〉⊕ b, where a ∈ Zn
2 , a is nonzero, and b ∈ Z2.

There are 2n−1−1 nonzero directions for which la,b is a derivative of a some
Boolean function. Namely, these directions are exactly those nonzero vectors
y such that 〈a, y〉 = 0.
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Proof. If 〈a, y〉 = 0 then

la,b(x)⊕ la,b(x⊕ y) = 〈a, x〉 ⊕ b⊕ 〈a, x⊕ y〉 ⊕ b = 〈a, y〉 = 0.

Therefore, it follows from Lemma 2 that the function la,b is a derivative
of a some Boolean function in the direction y. It is known that there exist
2n−1 di�erent nonzero vectors y such that 〈a, y〉 = 0 if a is nonzero. Since
〈a, 0〉 = 0 as well, the statement is proved.

Lemma 5. Let l be a nonconstant a�ne function that is a derivative of bent
functions g and g′ in distinct nonzero directions y and y′, respectively. Then
g 6= g′.

Proof. Suppose that g = g′ is a bent function such that Dyg(x) = Dy′g(x) =
l(x) for y 6= y′. Then for every x ∈ Zn

2 it holds

Dyg(x)⊕Dy′g(x) =

= g(x)⊕ g(x⊕ y)⊕ g(x)⊕ g(x⊕ y′) =

= g(x⊕ y)⊕ g(x⊕ y′) =

= g(x⊕ y)⊕ g(x⊕ y ⊕ (y′ ⊕ y)) =

= Dy′⊕yg(x⊕ y) = 0,

which contradicts Lemma 3.

3 A�ne functions as derivatives of bent functions

In what follows we suppose that n is even.

Theorem 1. Any nonconstant a�ne function la,b in n variables is a deriva-
tive of (2n−1 − 1)|Bn−2|2 bent functions in n ≥ 4 variables.

Proof. Let la,b(x) = 〈a, x〉⊕ b be an a�ne function in n ≥ 4 variables, where
a ∈ Zn

2 is nonzero and b ∈ Z2. Suppose that la,b is a derivative of some
Boolean function in the direction y′.

Let i be the number of the �rst nonzero coordinate of y′ and j be the
number such that j 6= i and xj is an essential variable for la,b. Let us show
that such j always exists. Suppose the opposite. Then la,b(x) = xi ⊕ b and
Dy′la,b(x) = la,b(x) ⊕ la,b(x ⊕ y′) = 1, for every x ∈ Zn

2 , which by Lemma 2
contradicts the fact that la,b is a derivative of g in the direction y′.

Without loss of generality, let i = 1 and j = 2. It follows from Lemma 2
that la,b(x) = la,b(x⊕ y′) and hence

x ∈ supp(la,b) ⇐⇒ x⊕ y′ ∈ supp(la,b). (1)
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Note that for any Boolean function g in n variables that has `a,b as its
derivative in the direction y′ it holds that

g(x)⊕ g(x⊕ y′) = la,b(x). (2)

It follows from (1) and (2) that any Boolean function g, such that Dy′g(x) =
`a,b(x), has the following representation

g(0, x2, x̄) = f0(x̄), (0, x2, x̄) ∈ supp(la,b),

g(1, x2 ⊕ y′2, x̄⊕ ȳ′) = f0(x̄)⊕ 1, (1, x2 ⊕ y′2, x̄⊕ ȳ′) ∈ supp(la,b),

g(0, x2, x̄) = f1(x̄), (0, x2, x̄) 6∈ supp(la,b),

g(1, x2 ⊕ y′2, x̄⊕ ȳ′) = f1(x̄), (1, x2 ⊕ y′2, x̄⊕ ȳ′) 6∈ supp(la,b),

where

z̄ = (z3, . . . , zn), for zk ∈ Z2

and f0, f1 are some Boolean functions in n− 2 variables. Therefore, by con-
sidering di�erent Boolean functions in n − 2 variables as f0 and f1, we can
get all Boolean functions in n variables that have `a,b as its derivative in the
direction y′.

Let f0 and f1 be bent functions and g be de�ned as above. Denote by
M = {x ∈ Zn

2 : x1 = 0}. Thus, x ∈M ⇐⇒ x⊕ y′ ∈ Zn
2\M .

Let us show that g is bent by checking that Dyg(x) is balanced for every
nonzero y 6= y′.

Suppose that b = 0. Then la,b(x⊕ y) = la,b(x)⊕ la,b(y) and from (1) and
(2) we have ∑

x∈Zn
2

(−1)g(x)⊕g(x⊕y) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x⊕y′)⊕g(x⊕y⊕y′)+

+
∑
x∈M

x6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x⊕y′)⊕g(x⊕y⊕y′) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(x)⊕la,b(x⊕y)+

+
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(x)⊕la,b(x⊕y) =
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=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(y)+

+
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(y).

There are two cases:

Case 1. If la,b(y) = 1. Then∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕1+

+
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕1 = 0.

Case 2. If la,b(y) = 0. Then la,b(x⊕ y) = 1 ⇐⇒ la,b(x) = 1.
Suppose that y1 = 0. Then

g(0, x2 ⊕ y2, x̄⊕ ȳ) = f0(x̄⊕ ȳ), (0, x2, x̄) ∈ supp(la,b),

g(0, x2 ⊕ y2, x̄⊕ ȳ) = f1(x̄⊕ ȳ), (0, x2, x̄) 6∈ supp(la,b),

and ∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)+

+
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) +
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y)
)

=

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)
. (3)

Let us show that ȳ 6= 0. Since y is nonzero, then ȳ = 0 only if y2 = 1.
But in that case la,b(y) = 1 since x2 is an essential variable for la,b and b = 0.
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Note that if (a1, a2, x̄) ∈ supp(la,b) then (a1, a2⊕1, x̄) 6∈ supp(la,b), where
a1, a2 ∈ Z2, since x2 is essential for la,b. Therefore,

{x̄ : (0, x2, x̄) ∈ supp(la,b)} = {x̄ : (0, x2, x̄) 6∈ supp(la,b)} = Zn−2
2 , (4)

and since f0 and f1 are bent it follows from Lemma 3 that∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

=

= 2
( ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

= 0.

Suppose that y1 = 1. Then

g(1, x2 ⊕ y2, x̄⊕ ȳ) = f0(x̄⊕ ȳ ⊕ ȳ′)⊕ 1, (0, x2, x̄) ∈ supp(la,b),

g(1, x2 ⊕ y2, x̄⊕ ȳ) = f1(x̄⊕ ȳ ⊕ ȳ′), (0, x2, x̄) 6∈ supp(la,b),

and∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)+

+
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) +
∑
x∈M

x 6∈supp(la,b)

(−1)g(x)⊕g(x⊕y)
)

=

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ⊕ȳ′)⊕1 +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ⊕ȳ′)). (5)

Therefore, if ȳ′ 6= ȳ, then from (4) and since f0 and f1 are bent it follows
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from Lemma 3 that∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ⊕ȳ′)⊕1 +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ⊕ȳ′)) =

= 2
( ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ⊕ȳ′)⊕1 +
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ⊕ȳ′)) = 0.

If ȳ′ = ȳ, then from (4) we have that∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

= 2
( ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄)⊕1 +
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄)
)

=

= 2
(
− 2n−2 + 2n−2) = 0.

It follows from Lemma 3 that g is bent.
If b = 1 then∑

x∈Zn
2

(−1)g(x)⊕g(x⊕y) =

=
∑
x∈M

x∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(y)⊕1+

+
∑
x∈M

x6∈supp(la,b)

(−1)g(x)⊕g(x⊕y) + (−1)g(x)⊕g(x⊕y)⊕la,b(y)⊕1,

and to show that g is bent it is su�cient to switch Cases 1 and 2. It is worth
to elaborate on the case when b = 1, `a,b(y) = 1 and y1 = 0. If ȳ = 0 then
from (3) we get∑

x∈Zn
2

(−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

=

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄) +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄)
)

= 2n
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and hence Dyg(x) is not balanced. Let us show that this case is not possible.
Since y is nonzero, then ȳ = 0 only if y2 = 1. But in that case la,b(y) =
1⊕ b = 0 since x2 is an essential variable for la,b and b = 1.

Now let us show that if g is bent then f0 and f1 are bent. Suppose the
opposite. Let f0 is not bent. Then it follows from Lemma 3 that there is exist
a nonzero vector ȳ such that Dȳf0(x̄) is not balanced.

Note that there is always a nonzero vector y = (0, y2, ȳ) 6∈ supp(la,b), since
x2 is essential for la,b and hence either (0, a, ȳ) 6∈ supp(la,b) or (0, a⊕ 1, ȳ) 6∈
supp(la,b), where y2, a ∈ Z2.

Suppose that b = 0. Then from (3), (4) and since g is bent∑
x∈Zn

2

(−1)g(x)⊕g(x⊕y) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

=

= 2
( ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ) +
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

= 0,

and hence ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ) = −
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ). (6)

From (1) we know that (1, y2 ⊕ y′2, ȳ ⊕ ȳ′) 6∈ supp(la,b). Therefore, from (5),
(4) and since g is bent∑

x∈Zn
2

(−1)g(x)⊕g(x⊕y⊕y′) =

= 2
( ∑

x∈M
x∈supp(la,b)

(−1)f0(x̄)⊕f0(x̄⊕ȳ)⊕1 +
∑
x∈M

x 6∈supp(la,b)

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

=

= 2
( ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ)⊕1 +
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ)
)

= 0,

and hence ∑
x̄∈Zn−2

2

(−1)f0(x̄)⊕f0(x̄⊕ȳ) =
∑

x̄∈Zn−2
2

(−1)f1(x̄)⊕f1(x̄⊕ȳ). (7)

Consequently, (6) and (7) contradict each other, sinceDȳf0(x̄) is not balanced.
If b = 1 it is su�cient to consider a nonzero vector (0, y2 ⊕ 1, ȳ) ∈

supp(la,b).
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Note that for di�erent {f0, f1} and {f ′0, f ′1} we get di�erent g. Since f0

and f1 are arbitrary bent functions in n− 2 variables there are |Bn−2|2 bent
functions g for which la,b is a derivative in the direction y′.

It follows from Lemma 5 that for di�erent directions y′ we get di�er-
ent bent funcions that have la,b as its derivative. Therefore, it follows from
Lemma 4 that there are (2n−1−1)|Bn−2|2 bent functions that have la,b as the
derivative.

4 Iterative lower bound

Theorem 1 gives us an iterative lower bound.

Theorem 2. For even n ≥ 2 it holds |Bn+2| > (2n+2 − 2)|Bn|2.

Proof. Let l a be nonconstant a�ne function in n+2 variables. It follows from
Theorem 1 that there are (2n+1 − 1)|Bn|2 bent functions in n + 2 variables
that have l as its derivative. Therefore, |Bn+2| > (2n+1 − 1)|Bn|2.

Let us show that it is not possible for some bent function to have both l

and l ⊕ 1 as its derivatives. Suppose that g(x) is a bent and Dy = l(x) and
Dy′ = l(x)⊕ 1 for y 6= y′. Then for every x ∈ Zn

2

Dyg(x)⊕Dy′g(x) =

= g(x)⊕ g(x⊕ y)⊕ g(x)⊕ g(x⊕ y′) =

= g(x⊕ y)⊕ g(x⊕ y′) =

= g(x⊕ y)⊕ g(x⊕ y ⊕ (y′ ⊕ y)) =

= Dy′⊕yg(x⊕ y) = l(x)⊕ l(x)⊕ 1 = 1,

which contradicts Lemma 3. Thus, we can multiply our bound by 2.

Let us compare this iterative lower bound with other known. We have
this iterative lower bound from [12]

|Bn+2| > 6|Bn|2 − 8|Bn|

but it is not better than the following one.

Proposition 1. (Climent et al, [13]) For even n ≥ 2 it holds

|Bn+2| > 6|Bn|2 + 2n+2(2n − 3)|Bn|.

The Iterative lower bound from Proposition 1 is worse than one from
Theorem 2 for every even n ≤ 8. See Table 1.
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Variables 4 6 8 10

Bent 896 5 425 430 528 29× 193 887 869 660 028 067 003 488 010 240 ≈ 2106.29 ?

Proposition 1 512 5 562 368 176 611 863 208 449 277 952 ≈ 268 ≈ 2215

Theorem 2 896 49 774 592 7 476 565 289 195 207 131 136 ≈ 272.6 ≈ 2222.5

Proposition 3 512 322 961 408 ≈ 287.35 ≈ 2262.16

Table 1: Number of bent functions constructed with di�erent methods

Proposition 2. (Canteaut et al, [14], Tokareva [15]) Let functions f0, f1,
and f2 be bent functions in n variables. Then function g de�ned as

g(0, 0, x) = f0(x), g(0, 1, x) = f1(x),

g(1, 0, x) = f2(x), g(1, 1, x) = f3(x),

is a bent function in n + 2 variables if and only if f3 is a bent function in n
variables and f̃0 ⊕ f̃1 ⊕ f̃2 ⊕ f̃3 = 1.

Bent functions that can be obtained by Proposition 2 are called bent
iterative functions. Let BIn+2 denote the class of all such functions in n + 2
variables.

The following iterative lower bound is based on Proposition 2. It was
proven by the author [15] in 2011. For now it is the best iterative lower
bound for the number of bent functions.

Proposition 3. (Tokareva, [15]) For even n ≥ 2 it holds

|Bn+2| > |BIn+2| ≥ |Bn|4/|Xn|,

where Xn is the set of all Boolean functions in n variables that can be rep-
resented as the sum of two distinct bent functions.

The Iterative lower bound from Theorem 2 is not better than one from
Proposition 3 when n ≥ 6. See Table 1.

5 Conclusion and open problems

In [11] it was shown that every balanced function f in n variables is a
derivative of a some bent function for n 6 6 (n even). Whether it is true for
nona�ne balanced functions for every even n is an open problem.

Iterative lower bound from Theorem 2 theoretically can be improved if we
consider more then two a�ne functions l and l⊕1. Unfortunately, it is hard to
keep track of bent functions that were already counted because it is possible
that Dyg(x) = l(x) and Dy′g(x) = h(x), where h 6= l, h 6= l ⊕ 1 and y 6= y′.
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We also can consider bent functions that do not have a�ne derivatives. Such
functions of degree 3 were studied for example in [14]. Although, the number
of such functions was not presented.
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Abstract

This paper presents algebraic attacks on Simon and Speck, two families of
lightweight block ciphers having LRX- and ARX-structures respectively. They were
presented by the U.S. National Security Agency in 2013 and later standardized by
ISO as a part of the RFID air interface standard. We algebraically encode the ciphers
and try to solve the underlying systems with different SAT solvers, methods based
on the linearization and for the first time apply to these ciphers the approaches that
use the sparsity of the considered systems of equations. The linearization parameters
in systems of equations for both of the ciphers are estimated. A comparison of the
efficiency of the used methods is provided.

Keywords: algebraic cryptanalysis, block cipher, lightweight, Simon, Speck

Lightweight cryptography is a research direction of current interest. This
is due to the fact that the impact and the usage of RFID tags, FPGAs, smart-
cards, mobile phones, sensor networks and other cryptographic algorithms for
resource-constrained devices continuously grows and becomes more and more
important. Lightweight cryptographic primitives are designed to be both ef-
ficient and secure for limited resources. In this case the problem of obtaining
the trade-off between the security and efficiency, measured by different met-
rics, appears.

There were developed a number of lightweight block and stream ciphers,
hash functions with a purpose of obtaining the aforementioned trade-off. For
example, lightweight block ciphers designs include, but are not limited to,
HIGHT [1], KATAN [2], KLEIN [3], Piccolo [4] and PRESENT [5].

In 2013, the NSA introduced the specifications of lightweight block cipher
families Simon and Speck that were claimed to be flexible enough to provide
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excellent performance in both hardware and software environments. Simon
has been optimized for performance on hardware devices, and Speck for per-
formance in software. But it was emphasized that both families performed
exceptionally well in both hardware and software, providing the platform
flexibility required by future applications. As of October 2018, the Simon
and Speck ciphers have been standardized by ISO as a part of the RFID air
interface standard, International Standard ISO/29167-21 (Information tech-
nology — Automatic identification and data capture techniques — Part 21:
Crypto suite SIMON security services for air interface communications) and
International Standard ISO/29167-22 (Information technology — Automatic
identification and data capture techniques — Part 22: Crypto suite SPECK
security services for air interface communications), that makes them available
for use by commercial entities.

There are no specific cryptanalytic results nor analysis provided in the
specification document. However, later there appeared a couple of works re-
lated to the cryptanalysis of these ciphers. Mostly differential attacks are
under consideration. For instance, in paper [6] differential cryptanalysis of
round-reduced Simon and Speck was considered. The attacks on up to
slightly more than half the number of rounds were described and the draw-
back of the intensive optimizations in these ciphers was concluded.

The considered ciphers are representatives of LRX- and ARX- structures
of block ciphers, the core of them is the explicit usage of nonlinear algebraic
operations instead of S-boxes. It leads to the problem of algebraic analysis of
these ciphers. Algebraic analysis of Simon was made by Raddum in [7]. Com-
bined algebraic and truncated differential cryptanalysis on reduced-round
Simon appeared in paper of Courtois et al. [8]. The resistance of Simon-
64/128 with respect to algebraic attacks was studied by using a SAT solver
and ElimLin algorithm. In article [9] the usage of SAT-solvers for algebraic
cryptanalysis of ARX-structures was discussed. Recently, in paper [10] the
attack on up to 13 rounds with 8 chosen plaintexts by fixing 4 and 6 key bits
for Simon-32/64 and Simon-64/128 was presented.

In current work we study and compare the efficiency of different types
of algebraic attacks on round-reduced Simon and Speck. The analysis is
provided via different SAT solvers usage as well as methods of solving systems
of polynonomial equations, based on the linearization routine. The methods
that exploit the sparsity of the systems of equations (The Raddum-Semaev
description of the system and the Algorithm) are also considered. This is the
first attempt to analyze the resiliense of Speck cipher to different algebraic
attacks outside the SAT-solvers usage. The conclusion on the obtained results
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is given.

1 Simon and Speck families of ciphers

1.1 General description of Simon

Simon is a family of lightweight block ciphers for an optimal hard-
ware performance, presented in [11]. Simon has structure of classical Feistel
scheme, in each round 2n-bit input of the round is divided into two n-bit
halves. Each round of Simon applies a non-linear, non-bijective round func-
tion F : Fn2 → Fn2 to the left half L of the state. The output of F is added
using XOR to the right half R along with a round key k, and the two halves
are swapped. The round function F is defined as

F (x) = (S8(x)� S1(x))⊕ S2(x), x ∈ Fn2 ,

where Sj(x) denotes left rotation of x ∈ Fn2 by j positions and the symbol �
is for binary operation AND.

We introduce a new variable for each output of the bitwise operation
�, then to describe T rounds we get n(T − 2) quadratic equations in
n(T − 2) + k unknowns. Where n is a word size, T is a number of rounds
and k is a key length.

Li Ri

S8

S1

S2

ki

Li+1 Ri+1

Figure 1: Round function of Simon

The key schedule of Simon is described as a function that operates on
two, three or four n-bit word registers, depending on the size of the general
key. It performs two rotations to the right: S−3(x) and S−1(x) and XOR the
results together with a fixed constant c = 2n− 4 and five constant sequences
depending on the version of the specification. These constant sequences are
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obtained by using three square matrices of order 5 over the field F2, and a
linear feedback shift register where the first two are of period 31 and the last
three have the period 62. The general secret key consists of m key words,
each of n bits length, where m ∈ {2, 3, 4}.

1.1.1 Key schedules

The first m keys are set, each consisting of n bits. The sequence of keys
is calculated recursively (c = 2n−4 is a constant, and zj is a fixed periodical
sequence, exact value see in [11]). The value of m depends on the values of
the block size 2n and the number of rounds T (Table 1)

ki+m =


c⊕ (zj)i ⊕ ki ⊕

(
I ⊕ S−1

)
S−3ki+1, for m = 2,

c⊕ (zj)i ⊕ ki ⊕
(
I ⊕ S−1

)
S−3ki+2, for m = 3,

c⊕ (zj)i ⊕ ki ⊕
(
I ⊕ S−1

)
(S−3ki+3 ⊕ ki+1), for m = 4.

Block size 2n Key size mn Word size n Key words m const seq Rounds T
32 64 16 4 z0 32
48 72 24 3 z0 36

96 4 z1 36
64 96 32 3 z2 42

128 4 z3 44
96 96 48 2 z2 52

144 3 z3 54
128 128 64 2 z2 68

192 3 z3 69
256 4 z4 72

Table 1: Simon parameters

1.2 General description of Speck

Speck is a family of lightweight block ciphers for excellent performance
in both hardware and software, but have been optimized for performance on
microcontrollers. This family was also presented in paper [11]. In each round
2n-bit input of the round is divided into two n-bit halves. Each round of
Speck applies a non-linear round function is defined as

Rk(x, y)→
((
S−α(x) + y

)
⊕ k, Sβ(y)⊕

(
S−α(x) + y

)
⊕ k
)
,
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where Sj(x) denotes left rotation (if j > 0) by j positions and right rotation
(if j < 0) of x ∈ Fn2 , the symbol «+» is an addition modulo 2n. The param-
eters have following values: α = 7 and β = 2 if n = 16 (block size is equal
to 32) and α = 8 and β = 3 otherwise.

On the first round there will be only 2n equations because initially we
set two n-bit words. On the next encryption rounds, 2 · (8n − 3) equations
are added each time (for m = 1 7n− 3 equations are added on key schedules
and 8n−3 on a round function) and 3n unknowns. Starting from the second
round, 3 unknowns are added due to the key schedule. When constructing
a system of equations, we substitute the input and output cipher before the
first round and after the last (L0, R0, Ln, Rn), so the number of unknowns
is reduced by 4n. The final formulas for the number of equations and the
number of unknowns are

e =

{
(7n− 3)(T − 1) + (8n− 3)(T − 1) + 2n, for m = 1,

2(8n− 3)(T − 1) + 2n, for m = 2, 3, 4,

u =

{
n(5T − 4), for m = 1,

n(6T − 5), for m = 2, 3, 4.

where e is a number of equations, u is a number of variables, n is a word
size, T is a number of rounds.

Li Ri

S−α

Sβ

Li+1 Ri+1

ki

Figure 2: Round function of Speck

1.2.1 Key schedules

The Speck key schedules use the round function to generate round keys.
Let K = (lm−2, . . . , l0, k0) be a key for a Speck, where li, k0 ∈ Fn2 , m ∈
{2, 3, 4}. The value of m depends on the values of the block size 2n and the
number of rounds T (Table 2). Keys ki and li are defined as

li+m−1 = (ki + S−αli)⊕ i,
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ki+1 = Sβki ⊕ li+m−1

Block size 2n Key size mn Word size n Key words m Rot α Rot β Rounds T
32 64 16 4 7 2 22

48
72

24
3

8 3
22

96 4 23

64
96

32
3

8 3
26

128 4 27

96
96

48
2

8 3
28

144 3 29

128
128

64
2

8 3
32

192 3 33
256 4 34

Table 2: Speck parameters

Conducting cryptanalysis on a small number of rounds (such as 3 and 4)
with selecting standard characteristics (Table 2) is not sensible since the keys
are not built on the basis of the original ones and there will be no connection
between them. Therefore, in this work we consider the cipher with m = 1 for
T ∈ {3, 4}.

1.2.2 Addition modulo 2n

The round function of the Speck cipher is nonlinear, this property in
Speck is provided by the addition operation modulo 2n, which is the part
of the encryption algorithm. It is possible to obtain a redefined system of
6n− 3 linearly independent algebraic equations that completely describe the
operation under consideration [12]. One of them will be linear while the rest
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are quadratic.

w0xi+α = xαxi+α ⊕ y0xi+α , i = 1, n− 1

w0yi = xαyi ⊕ y0yi , i = 0, n− 1

w0wi = xαwi ⊕ y0wi , i = 0, n− 1

w1xα = x1+αxα ⊕ y1xα ⊕ xαy0
w1y0 = x1+αy0 ⊕ y1y0 ⊕ xαy0
wi = xi+α ⊕ yi ⊕ xi−1+α ⊕ yi−1 ⊕ xi−1+αyi−1 ⊕ xi−1+αwi−1⊕
yi−1wi−1, i = 2, n− 1

wi(xi−1+α ⊕ yi−1) = xi−1+αxi+α ⊕ xi−1+αyi ⊕ xi−1+α ⊕ xi−1+αwi−1⊕
xi+αyi−1 ⊕ yi−1yi ⊕ yi−1 ⊕ yi−1wi−1 , i = 2, n− 1

wi(xi−1+α + wi−1) = xi−1+αxi+α ⊕ xi−1+αyi ⊕ xi−1+α ⊕ xi+αwi−1 ⊕ yiwi−1⊕
xi−1+αwi−1 , i = 2, n− 1

w0 = xα mod n ⊕ y0
w1 = x1+α ⊕ y1 ⊕ xαy0

2 Attacks based on linearization

2.1 Pure linearization

The idea of this method is to assign every monomial from the initial
system with a new variable. The system after the assignment becomes a
linear one. The obtained system is solved via different methods, for instance
Gaussian elimination, and solutions of linear system are checked for being
solutions for the initial nonlinear system of equations.

The efficiency of linearization depends on the rank r of the system whereas
the number of different monomials in the initial system defines the number
of variables n′ in the system of linear equations. The set of solutions is not
empty, so it is 2n

′−r > 0, hence in order to estimate the performance one
should analyze the bounds for the values of n′ and r.

The analysis of this attack (see [13]) shows that the rank of the system
is expected to be sufficiently large if m ≈ n2/2. Estimation of the required
number of operations and time complexity of the attack can be provided
by taking into account the number of different monomials in the system of
equations that describe the considered cipher and varying its rank.
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2.1.1 Number of different monomials in Simon’s system of equations

Considering the encryption algorithm, we can estimate the number of
monomials for each round. With the introduction of new variables, the esti-
mate is 6nT , where n is the word length, T is the number of rounds. The
estimate was obtained based on the fact that for each operation new variables
are introduced (xor, plus, plus, addition with key) and taking into account
the re-designation when replacing Li+1 and Ri+1.

In addition, an estimation of the number of variables without reassign-
ment (introduction of new variables) was carried out in order to assess the
effectiveness of the linearization method. When analyzing a small number
of rounds without introducing new variables, it was noticed that every four
rounds, the number of variables decreases when added using Ri. Thus, a
recurrence relation was obtained for the number of variables, taking into ac-
count the decrease every four rounds. Let P (T ) be the number of variables
on the T -th round, where n is a word size.

P (T ) =


4 · n, T = 1

7 · n, T = 2

n
(
P 2(T − 2) + P (T − 2) + 1

)
, if T is divisible by 4

n
(
P 2(T − 2) + P (T − 1) + P (T − 2) + 1

)
, otherwise.

In practice, an estimate for the number of variables with n = 16, T = 32 was
found, excluding the key stage, it is about 268. Thus, we found that changing
the variables significantly reduces the amount of computation.

For the case when new variables are introduced on every round and the
degree is at most 2, the formula without monomials that come from the key
schedule equations (all equations are linear), is

M 6 6nT,

whereM is a number of monomials, n is a word size, T is a number of rounds.

Block size 2n Word size n Rounds T Num. of monomials Rank of the linearized system
Num. of unknowns
with key schedule

32 16 32 ≈ 211.6 ≈ 28.9 ≈ 29

48 24 36 ≈ 212.3 ≈ 29.7 ≈ 29.7

64 32 42 ≈ 213 ≈ 210.3 ≈ 210.4

44 ≈ 213 ≈ 210.4 ≈ 210.4

96 48 52 ≈ 213.9 ≈ 211.2 ≈ 211.3

54 ≈ 213.9 ≈ 211.3 ≈ 211.3

128 64 68 ≈ 214.7 ≈ 212 ≈ 212.1

69 ≈ 214.7 ≈ 212 ≈ 212.1

72 ≈ 214.8 ≈ 212.1 ≈ 212.2

Table 3: Parameters of Simon’s system of equations
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By using these data the estimates of cryptographic strength with respect
to linearization can be made. In fact it defined by the complexity of the
search in the set of the solutions of obtained system of equations and the
complexity of obtaining the solutions by Gauss elimination. The complexity
of the search is about 2n′−r, where n′ is the number of monomials (variables
in lonearized system) and r is the rank of linearized system.

For real specifications, for instance for 32 rounds block size and 32 rounds
number of monomials (variables in linearized system) is about 211.5 while the
rank is about 29. For 96 block size and 52 rounds the number of monomials
(variables in linearized system) is about 214 while the rank is about 211 It
is clear that the obtained estimates are unfeasible in comparison with brute
force.

2.1.2 Number of different monomials in Speck’s system of equations

The main method of withholding degree is the introduction of new vari-
ables for the output bits of nonlinear operations. In this case the degree will
then not exceed 2. New variables are introduced with each new round: cipher
text (xi, yi), key (ki, li), variables describing addition modulo 2n.

In the system of equations that describes an addition modulo 2n (section
1.2.2), there are total 5(7n−8) monomials. In practice, it was found out that
the unique monomials in the system of equations of addition modulo 2n is
at most 25n− 18. As a result, the number of unique monomials per Speck
round is at most 28n− 18 per each round.

The final formula for estimating the number of monomials, excluding such
ones that come from the key schedule equations (all equations are linear), is

M 6 (28n− 18)T,

where M is the number of monomials, n is the word size, T is the number of
rounds.

Block size 2n Rounds T Num. of monomials
Rank of the system
without key sch.

Rank of the system
with key schedule

Num. of unknowns
without key sch.

Num. of unknowns
with key schedule

32 22 ≈ 213.2 ≈ 211.4 ≈ 212.4 ≈ 29.95 ≈ 211

48
22 ≈ 213.8 ≈ 212 ≈ 213 ≈ 210.5 ≈ 211.6

23 ≈ 213.9 ≈ 212.1 ≈ 213.1 ≈ 210.6 ≈ 211.7

64
26 ≈ 214.5 ≈ 212.7 ≈ 213.7 ≈ 211.2 ≈ 212.3

27 ≈ 214.5 ≈ 212.8 ≈ 213.7 ≈ 211.3 ≈ 212.3

96
28 ≈ 215.2 ≈ 213.4 ≈ 214.4 ≈ 211.9 ≈ 213

29 ≈ 215.2 ≈ 213.4 ≈ 214.4 ≈ 212 ≈ 213

128
32 ≈ 215.8 ≈ 214 ≈ 215 ≈ 212.6 ≈ 213.6

33 ≈ 215.8 ≈ 214.1 ≈ 215.1 ≈ 212.6 ≈ 213.6

34 ≈ 215.9 ≈ 214.1 ≈ 215.1 ≈ 212.6 ≈ 213.6

Table 4: Parameters of Speck’s system of equations
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As well as in the previous section by using obtained estimates the com-
plexity of the linearization attack can be analyzed. For real specifications, for
instance for 32 rounds block size and 32 rounds number of monomials (vari-
ables in linearized system) is about 213 while the rank is about 29. For 96
block size and 28 rounds the number of monomials (variables in linearized
system) is about 215 while the rank is about 213 It is clear that the obtained
estimates are unfeasible in comparison with brute force as well.

2.2 XL-attack

This attack was introduced in [14, 15]. It takes a system of m polynomial
equations in n unknowns, of degree d and outputs its solution or solutions,
if the equations have sufficient rank.

– 1: Select degree D > d. Usually D = d+ 1.

– 2: Make a list S of all monomials of degree D− d or less, including the
monomial 1, which has degree 0.

– 3: Multiply all equations by every element of S. (Since there were m
equations before this step, there are m|S| equations after it).

– 4: Linearize the system.

– 5: Solve the obtained system via linear algebra.

For the case d = 2 and D = d + 1 the analysis of this attack (see [13])
shows that the uique solution is likely to be found if m ≈ n2/6.

2.3 ElimLin

The ElimLin algorithm appeared in [16] (see also its analysis in [17]). Its
point is the search of hidden linear equations existing in the ideal generated by
the given system of equations. This algorithm is composed of two sequential
steps:

1 : Gaussian Elimination: Discover all the linear equations in the linear
span of initial equations.

2 : Substitution: Variables are iteratively eliminated.

10



In more details it can be described as follows.
INPUT: A system of degree 2 polynomial equations. OUTPUT: Either, a

solution or solutions to the system, if the equations have sufficient rank, or if
not, then a reduced system of equations in fewer variables than the original,
to be solved by some other method.

1 : D is an empty set.

2 : Linearize the system of equations.

3 : Perform Gaussian Elimination to result in Reduced Row Echelon Form.

4 : Let ` be the number of all-linear equations found.

1 : If ` = 0, STOP.

2 : If ` > 0.

1 : For i = 1, 2, . . . , `

1 : Move all the variables and constants, but one, to one side
of the equal sign.

2 : Substitute this redefinition of a variable into the other equa-
tions, thus eliminating one variable.

2 : Substitute this redefinition of a variable into the other def-
initions in D.

2 : Add the definition to D.
2 : Goto Step 3, “Perform Gaussian Elimination.”

2.4 Results

In the Table 5 we give the results for the pure linearization, the XL-
method and the ElimLin method that allow to compare Simon and Speck
from that perspective. For XL-method the value of the resulting degree D
was chosen to 3.

A search on the key space key is 216 (when n = 16, m = 1). As we can
see in the table 5 the linearization method from round 4 and 5 onwards gives
worse results than a brute force attack. Using the pure linearization method
for T at least 4 and XL-method for at least 5 rounds (cipher Simon) does
not improve the search for a solution in comparison with brute force.
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Simon parameters
Number

of equations

Number

of variables

Number

of monomials

Number

of solutions

Pure

linearization
T = 3, m = 1 48 32 48

4, only one corresponds

to the key

XL-method T = 3, m = 1 1584 32 992 1

Pure

linearization
T = 4, m = 1 64 48 80 65536

XL-method T = 4, m = 1 3136 48 2616
256, only one corresponds

to the key

Pure

linearization
T = 5, m = 1 80 64 112 232

XL-method T = 5, m = 1 5200 64 5008 2336

Speck parameters

Pure

linearization
T = 3, m = 1 500 176 1236 —

XL-method T = 3, m = 1 88500 176 185216 —

Table 5: Results for attaks based on linearization

Parameters (Equations, Linear equations)
(Equations, Linear equations

after ElimLin applied)

Simon T = 3, m = 1 (48, 32) (48, 32)

Simon T = 5, m = 1 (80, 32) (80, 48)

Speck T = 3, m = 1 (500, 132) (307, 137)

Speck T = 5, m = 2 (1032, 296) (654, 297)

Table 6: Results for ElimLin

3 Attack based on SAT solvers

3.1 SAT

The Boolean satisfiability problem (SAT) is a decision problem, in which
for an arbitrary Boolean formula the question is whether there exists such
assignment of variables that the formula has value True. This problem is
known to be NP-hard.

SAT solvers are a powerful computational tools to test the hardness of
certain problems, they have successfully been used to test hardness assump-
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tions [18]. There are several examples of the usage of SAT solvers in a scope
of algebraic cryptanalysis. The first SAT-based cryptanalysis was provided
by Massacci et al. in [19]. In that work the Data Encryption Standard (DES)
was attacked with a usage of DPLL-based SAT solvers.

SAT-based cryptanalysis implies two stages: on the first stage a SAT en-
coding is provided, for instance the translation of the given ANF system to
CNF. There are some tools for converting cryptographic tasks into СNF:
Grain-of-Salt [20], URSA [21], SAW [22], Transalg [23], Bosphorus [24]. We
use anf2cnf [25] convertor from PolyBoRi library integrated at Sage. On the
second stage the obtained SAT instance is solved using SAT solving algo-
rithm. For cryptographic systems often applied such SAT-solvers as Crypto-
MiniSat [26] and Lingeling (with its parallel versions Plingeling and Treen-
geling) [27].

For addition information about overview and state-of-art on SAT solvers
and their applications to cryptanalysis we recommended to refer to paper [23].

3.2 Results

In this section the results on the usage of SAT solvers for attack on
reduced-round versions of Simon and Speck ciphers are given. We apply
SAT solvers CryptoMiniSat (in Sage ver. 6.10) and Lingeling, Plingeling,
Treengeling at PC with following features: Core i5-4690 CPU 3.5 GHz (х4),
12Gb RAM.

Choosing the tools for solving SAT problem was make in favor of Lin-
geling family solvers and CryptoMiniSat based on rating SAT Competition
2018 [28], 2020 [29]. The CryptoMiniSat solver was originally developed
for solving SAT problems related to cryptographic structures and has been
widely used in scientific literature for analyzing methods based on SAT solv-
ing. Plingeling and CryptoMiniSat solvers were included in the top-3 parallel
tracks (only for SAT) SAT Competition 2018, which is presumably about the
effectiveness of their subsequent use on multiprocessor systems.

Experimental result of SAT solving for 3 to 10 round Simon and 3 to 6
round Speck are presented at Tables 7 and 8. Two ANF generation form for
Simon were examined: all round keys are independent variables and all round
keys are represented by key schedule algorithm.
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Simon parameters Num. of
equations

Num. of
unknowns

SAT
parameters SAT Time (RAM)

T = 3, m = 1 (with round key) 80 80 96 lit., 432 clause

CryptoMiniSat (SageMath) 0.17 sec.
Lingeling 0.01 sec., 0.1 MB
Plingeling 1.1 sec., 0.7 MB
Treengeling 0.50 sec., 0.05 MB

T = 5, m = 2 (with round key) 128 128 192 lit., 1136 clause

CryptoMiniSat (SageMath) 8.43 sec.
Lingeling 0.9 sec., 2.0 MB
Plingeling 2.9 sec., 21.0 MB
Treengeling 2.36 sec., 10 MB

T = 5, m = 2 (key schedule) 80 80 176 lit., 1710 clause

CryptoMiniSat (SageMath) 15.79 sec.
Lingeling 1.4 sec., 2.0 MB
Plingeling 2.2 sec., 15.4 MB
Treengeling 0.86 sec., 3 MB

T = 7, m = 2 (with round key) 192 192 320 lit., 2064 clause

CryptoMiniSat (SageMath) 287.31 sec.
Lingeling 3687.9 seс., 45.9 MB
Plingeling 212.7 sec., 103.3 MB
Treengeling 681.14 sec., 77 MB

T = 7, m = 2 (key schedule) 112 112 320 lit., 3632 clause

CryptoMiniSat (SageMath) 101.23 sec.
Lingeling 1867.2 sec., 38.0 MB
Plingeling 229.5 sec., 99.2 MB
Treengeling 389.84 sec., 62 MB

T = 8, m = 2 (with round key) 224 224 384 lit., 2528 clause

CryptoMiniSat (SageMath) -
Lingeling 69811.9 sec., 120.5 MB
Plingeling 4775.5 sec., 260.3 MB
Treengeling 12702.81 sec., 182 MB

T = 8, m = 2 (key schedule) 128 128 368 lit., 4448 clause

CryptoMiniSat (SageMath) 51533.67 sec.
Lingeling 845.4 sec., 26.6 MB
Plingeling 1188.8 sec., 169.2 MB
Treengeling 4426.12 sec., 95 MB

T = 9, m = 2 (key schedule) 144 144 480 lit., 6448 clause

CryptoMiniSat (SageMath) -
Lingeling >260174.3 sec., >180.7 MB
Plingeling 47799.2 sec., 620.3 MB
Treengeling 24547.91 sec., 172 MB

T = 10, m = 2 (key schedule) 160 160 560 lit., 8096 clause

CryptoMiniSat (SageMath) -
Lingeling -
Plingeling 17554.9 sec., 458.8 MB
Treengeling 60776.91 sec., 234 MB

T = 11, m = 2 (key schedule) 176 176 640 lit., 9648 clause

CryptoMiniSat (SageMath) -
Lingeling
Plingeling -
Treengeling

Table 7: Results for SAT solvers on Simon

Speck
parameters

Num. of
equations

Num. of
unknowns

SAT
parameters SAT Time (RAM)

T = 3, m = 1 500 176 1460 lit.,
11020 clause

CryptoMiniSat (SageMath)
Plingeling
Treengeling
Lingeling

0.56 sec.
0.9 sec., 9.6 MB
0.97 sec., 4 MB
0.2 sec., 1.9 MB

T = 4, m = 2 782 320 2492 lit.,
17380 clause

CryptoMiniSat (SageMath)
Plingeling
Treengeling
Lingeling

21.4 sec.
3.0 sec., 17.3 MB
8.25 sec., 15 MB
61.4 sec., 14.8 MB

T = 5, m = 2 1032 416 3312 lit.,
23184 clause

CryptoMiniSat (SageMath)
Plingeling
Treengeling
Lingeling

-
-
14448.17 sec., 278 MB
-

T = 6, m = 2 1282 512 4132 lit.,
28988 clause

CryptoMiniSat (SageMath)
Plingeling
Treengeling
Lingeling

-
-
123353.82 sec., 546 MB
-

Table 8: Results for SAT solvers on Speck
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4 The Raddum–Semaev Method

4.1 The representation of the system os equations

This approach to solving sparse polynomial systems of equations over F2

was introduced by H̊arvard Raddum and Igor Semaev, its general descrip-
tion was presented in [30]. The analysis and some properties one can find in
paper [31].

Its core is the following. To i-th equation fi(x) = 0 from the initial system
of equations a subset if variables Xi ⊆ X and the list Li ⊆ F|Xi|

2 of vectors
are associated. The set Xi is the set of all variables from which the Boolen
function f essentially depends. The list Li consists of all configurations that
are in fact solutions of the equation fi(x) = 0 (it is expected that the car-
dinality of |Li| is about 2|Xi|−1). Every pair

(
Xi, Li

)
can be considered as

a single vertex in a graph. This set of vertices is said to be upper set [13].
The other type of vertices (lower set) is defined by the pairs

(
Xi ∩Xj, L

′
ij

)
each of which is obtained via the intersection of variables ffrom i-th and j-th
equations, whereas the list L′ij is a set of all possible combinations for tha
variables from Xi ∩ Xj that is a space F|Xi∩Xj |

2 . The edges are drawn from
the vertex

(
Xi ∩Xj, L

′
ij

)
to every of vertices

(
Xi, Li

)
and

(
Xj, Lj

)
. If there

is a pair of vertices with the same intersection that is already considered in
the graph, two edges are added instead of introducing the new vertex.

The sparsity in variables plays an important role since the lists Lij com-
prise all possible combinations from the intersections of two particular equa-
tuions. Here, we discuss a form of sparsity when only a limited numberof
variables actually appear in each equation. If this number is large the com-
putationsl cost can be nonfeasible. Together with that, all solutions of the
equations from the initial system should be considered.

4.2 Agreeing-Gluing Algorithm

The processing and the search of the solution is performed via the so
called Agreeing procedure. This routine takes two adjacent vertices and up-
dates their lists by removing vectors that have different subvectors for com-
mon variables. It starts chain-reaction with another vertices that were agreed
before such update, so the algorithm proceeds them again that leads to the
reducing of their lists.

In practise it is often the case when all vertices are in agreement state
while there are still a lot of redundant configarations in their lists, that makes
the search of the solution hard from this point. For such situations a Gluing
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procedure is performed. For two pairs
(
X1, L1

)
and

(
X2, L2

)
two sets of

variables Z = X1 ∪ X2 and Y = X1 ∩ X2 are defined by the rule U =
{a1, b, a2} with (a1, b) ∈ L1, (b, a2) ∈ L2, ai = Xi \ Y and b belongs to Y .
Then the vector (a1, b, a2) is the gluing of (a1, b) and {b, a2}. After the gluing
the new vertex is not agreed with its neighbours so the Agreement procedure
can start.

There is also another technique used for re-starting the Agreement pro-
cedure that is known as Splitting. Its idea is that the list of the vertex is
splitted into two parts one of which is temporarily discarded. If there is no
solution at the end of the work of the Algorithm, the another partition is
considered.

The criteria for stop is the situation when there is an only one item in
every list, but in practise it is enough to have small number of vectors in the
lists after the Agreeing-Gluing Algorithm.

As results for the usage of this Algorithm to attack Simon and Speck
we give only maximal number of rounds for which the Algorithm finished
in feasible time. It is worth mention that time complexity depends heavily
on the heuristics used to start the Agreement process whether it is (partial)
Splitting or Gluing. The choice of vertices for Gluing can also comprise some
analysis of current state of the graph.

4.3 Simon

For the cipher Simon, the maximum number of variables in each equation
depends on the number of rounds and keys. For 6 variables, the number of
equations will correspond to n(T − 2) + n(T −m).

Number of variables Number of equations
6 2(T − 1)(2n− 4)
5 2(T − 1)n
4 6(T − 1)n+ (T − 2)n
3 2(n+ 1)(T − 1)
2 3n

Table 9: Number of variables for each equation for Simon

It shows that for T > 16 it becomes rather costly to perform the Agreeng-
Gluing algorithm.

Within current work the Agreeing-Gluing Algorithm was run on Simon
for up to 9 rounds.
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Simon
parameters

Num. of
equations

Num. of
unknowns

Upper set
Lower set

T = 7, m = 2 112 112 112
800

T = 8, m = 2 128 128 128
1072

T = 9, m = 2 144 144 144
1600

Table 10: Parameters for the Raddum-Semaev Algorithm on Simon

4.4 Speck

By introducing of new variables on each round of Speck cipher, the
number of different variables on each round does not increase. The maximum
number of variables that occur in a single equation is 6. Furthermore, the
number of equations and the number of variables on each round can be
represented as a Table 11 for m = 1 and as a Table 12 for m = 2, 3, 4.

Number of variables Number of equations
6 2(T − 1)(2n− 4)
5 2(T − 1)n
4 6(T − 1)n+ (T − 2)n
3 2(n+ 1)(T − 1)
2 3n

Table 11: Number of variables for each equation for Speck, m = 1

Number of variables Number of equations
6 2(T − 1)(2n− 4)
5 2(T − 1)n
4 6(T − 1)n+ (T − 2)n
3 2(n+ 1)(T − 1)
2 (T − 1)n+ 3n

Table 12: Number of variables for each equation for Speck, m = 2, 3, 4

The Agreeing-Gluing Algorithm was run on Speck for up to 6 rounds.
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Speck
parameters

Num. of
equations

Num. of
unknowns

Upper set
Lower set

T = 3, m = 1 500 176 500
558

T = 4, m = 2 782 320 782
749

T = 5, m = 2 1032 416 1032
1005

T = 6, m = 2 1282 512 1282
1229

Table 13: Parameters for the Raddum-Semaev Algorithm on Speck

5 Conclusion

The goal of current work was to analyze and compare the efficiency of dif-
ferent types of algebraic attacks under the same conditions on two instances
of LRX- and ARX- ciphers that are based on the explicit usage of logical
operations. This is the first attempt to estimate the resilience of the cipher
Speck to algebraic cryptanalysis via different methods.

Experimental results show that algebraic analysis techniques is perspec-
tive way for modern cipher’s robustness analysis (especially for lightweight
ciphers). Two approaches at algebraic analysis as linearization methods and
reduction to SAT-problem for Simon and Speck ciphers are presented. The
usage of the the Raddum–Semaev Algorithm was also analyzed.

The results of algebraic analysis show that including of extra nonlinear
operation (like addition modulo 2n) leads to an extremely increase of time and
memory complexity of algebraic attack. Therefore observed methods more
efficiently applicable for Simon cryptanalysis then for Speck encryption
algorithm. At the same time the sparsity of the system for Speck seems to
be extremely lower than for Simon that leads to the idea that the usage of
techniques that exploit sparsity is a goal worth pursuing.

Further directions of research are: theoretical complexity assessments of
algebraic analysis for full-round Simon and Speck ciphers, experimental us-
age of other ANF-to-CNF converters and efficient SAT-solvers, observe and
develop methods to combine linearization and SAT techniques to improve
efficiency of analysis. The usage and comparison of other methods of solving
systems of Boolean equations is also a direction for the future research.
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Аннотация 

Легковесные криптографические примитивы предназначены для обеспечения 

эффективности и безопасности при существенных ограничениях на объем 

используемых ресурсов. В настоящее время одними из стандартов легковесной 

криптографии для систем связи по радиоинтерфейсу с помощью радиочастотной 

идентификация являются предложенные АНБ США в 2013 году блочные шифры Simon 

и Speck. В настоящей работе проводится алгебраический криптоанализ легковесных 

криптографических примитивов на примере шифров Simon и Speck с сокращенным 

числом раундов. На основе полученных результатов делается вывод об эффективности 

алгебраических атак на рассматриваемые шифры. При проведении алгебраического 

криптоанализа рассмотрен ряд известных подходов, в основе которых лежит метод 

линеаризации, получены теоретические оценки на эффективность использования 

данного метода. Рассмотрена эффективность подхода, заключающегося в 

использовании SAT-решателей различных типов. 

 

Ключевые слова: блочный шифр, легковесная криптография, алгебраический 

криптоанализ, Simon, Speck. 

 

Введение 

Легковесная криптография является актуальным направление исследований, 

представляющим интерес в настоящее время. Это связано с тем, что влияние и 

использование RFID-меток, ПЛИС, смарт-карт, мобильных телефонов, сенсорных сетей 

и других устройств с ограничениями на используемые ресурсы постоянно растет и 

приобретает всё большую важность. Соответственно, возникает задача, связанная с 

разработкой и анализом криптографических алгоритмов, эффективных при условиях 

работы, предполагающих ограничения на используемые ресурсы. Легковесные 

криптографические примитивы предназначены для обеспечения эффективности и 

безопасности при ограниченном объеме ресурсов. В этом случае возникает проблема 

поиска компромисса между безопасностью и эффективностью, измеряемой с помощью 

различных метрик. 

                                                
1 Работа первых трёх авторов выполнена в рамках государственного задания ИМ СО РАН (проект № 

0314-2019-0017) при поддержке лаборатории криптографии JetBrains Research. Работа первого автора 

выполнена при поддержке Российского Фонда Фундаментальных Исследований (проект № 20-31-70043). 
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За последние годы был разработан ряд легковесных блочных и поточных 

шифров, а также хэш-функций с целью получения вышеупомянутого компромисса. 

Список легковесных блочных шифров включает такие шифры как HIGH [1], KATAN 

[2], KLEIN [3], Piccolo [4] и PRESENT [5]. 

В 2013 году Агентство национальной безопасности США представило семейства 

Simon и Speck легковесных блочных шифров для обеспечения хорошей аппаратной и 

программной производительности. Шифр Simon был оптимизирован для аппаратной 

реализации, в то время как Speck - для программной. При этом было подчеркнуто, что 

оба семейства эффективны как для программной, так и для аппаратной реализации, что 

обеспечивает гибкость, необходимую для различных приложений. По состоянию на 

октябрь 2018 года шифры Simon и Speck были стандартизированы Международной 

организацией по стандартизации (ISO) в рамках следующих стандартов легковесной 

криптографии для систем связи по радиоинтерфейсу RFID (радиочастотной 

идентификации): 

 Международный стандарт ISO/IEC 29167-21:2018  

Информационные технологии. Методы автоматической идентификации и 

сбора данных. Часть 21. Службы безопасности набора 

криптографического алгоритма SIMON для систем связи по 

радиоинтерфейсу; 

 Международный стандарт ISO/IEC 29167-22:2018  

Информационные технологии. Методы автоматической идентификации и 

сбора данных. Часть 22. Службы безопасности набора 

криптографического алгоритма SPECK для систем связи по 

радиоинтерфейсу,  

что делает их доступными для использования коммерческими организациями. 

В документе, опубликованном разработчиками, не было указано результатов 

криптоанализа данных шифров. Однако позже появились несколько работ, в которых 

анализировалась устойчивость данных шифров к некоторым видам статистических и 

аналитических атак. Например, в статье [6] рассматривался разностный криптоанализ 

шифров Simon и Speck с уменьшенным числом раундов. Был сделан вывод о наличии  

определённых недостатков. 

Рассмотренные шифры являются представителями LRX- и ARX- структур 

блочных шифров, в основе которых является использование нелинейных 

алгебраических операций вместо S-блоков. Это обуславливает интерес к 

алгебраическому криптоанализу данных шифров. Основная идея алгебраического 

криптоанализа состоит в составлении сложной системы булевых уравнений, 

описывающих преобразование шифра. Система строится на основе полностью 

известного алгоритма шифрования. Зашифрование на секретном, неизвестном 

криптоаналитику ключе некоторого количества открытых текстов позволяет провести 

означивание системы – подстановку в уравнения системы битов открытого текста и 

соответствующего ему шифртекста. На следующем этапе осуществляется решение 

данной системы булевых уравнений с помощью различных методов. Неизвестными 

являются биты ключа - они соответствуют решению. 

Первая попытка провести алгебраический анализ шифра Simon была сделана в 

работе [7]. Комбинация алгебраического и усеченного разностного криптоанализа 

шифра Simon от малого числа раундов была рассмотрена в работе [8]. Алгебраические 

атаки были представлены использованием SAT-решателя, а также алгоритма ElimLin. 

Относительно недавно опубликована статья [9], в которой рассмотрены алгебраические 

атаки на легковесные шифры Simon и Present с помощью SAT-решателей.  

В настоящей работе мы изучаем и сравниваем эффективность алгебраических 

атак на легковесные блочные шифры на примере LRX- и ARX- шифров Simon и Speck с 

сокращенным числом раундов. Анализ осуществляется с помощью различных SAT-



решателей, а также методов решения систем полиномиальных уравнений, основанных 

на процедуре линеаризации. На основе полученных результатов делается вывод об 

эффективности рассмотренных алгебраических атак на данные шифры, а также 

сравнении стойкости шифров Simon и Speck. 

 

1. Семейства шифров Simon и Speck 

 

1.1 Общее описание шифра Simon 

 

Simon – это семейство легковесных блочных шифров, разработанных для 

оптимальной аппаратной реализации [10]. Семейство имеет структуру классической 

схемы Фейстеля, в каждом раунде 2𝑛-битовый вход раунда делится на две -битовые 

половины. Раунд применяет нелинейную, необратимую функцию раунда 𝐹: 𝐹2
𝑛 → 𝐹2

𝑛 

применяемую к левой половине 𝐿. К выводу функции  применяется  операция XOR с 

правой половиной 𝑅 и ключом 𝑘 и две половины меняются местами. Функция  𝐹  

определяется как 

 

𝐹(𝑥) = (𝑆8(𝑥)⨀𝑆1(𝑥))⊕ 𝑆2(𝑥),  𝑥 ∊ 𝐹2
𝑛 

 

где  𝑆𝑗(𝑥)  обозначает левый сдвиг 𝑥 на 𝑗 позиций, символом ⨀ обозначено побитовая 

операция логического умножения, а символ ⊕ обозначает бинарную операцию сложения 

по модулю 2. 

Вводя новую переменную для каждого выхода побитовой операции ⨀ для 

описания  𝑇  раундов  получаем  𝑛 ⋅ (𝑇 − 2) квадратичных уравнений с 𝑛 ⋅ (𝑇 − 2) + 𝑘 

неизвестными, где  𝑛  - размер слова,   𝑇 - количество раундов, а  𝑘  - длина ключа. 

 
Раундовая функция шифра Simon 

 

Ключевое расписание Simon описывается как функция, которая работает с 

двумя, тремя или четырьмя  -разрядными регистрами слов, в зависимости от размера 

общего ключа. Она выполняет два сдвига вправо: 𝑆−3(𝑥)  и  𝑆−1(𝑥)  и выполняет XOR 

результатов вместе с фиксированной константой 𝑐 = 2𝑛−4 и пятью заданными 

последовательностями в зависимости от версии спецификации. Эти постоянные 

последовательности получаются с помощью трех квадратных матриц порядка 5 над 

полем 𝐹2 и регистра сдвига с линейной обратной связью, где первые две имеют период  



31, а последние три имеют период  62. Общий секретный ключ состоит из  𝑚  

ключевых слов, каждое из которых имеет длину  𝑛  битов, где 𝑚 ∊ {2,3,4 }. 
 

1.1.1 Ключевое расписание 
 

Устанавливаются первые  𝑚  ключей, каждый из которых состоит из 𝑛  битов. 

Последовательность ключей вычисляется рекурсивно (𝑐 = 2𝑛−4 - постоянная, а  

𝑧𝑗 - фиксированная периодическая последовательность, см. [10]. Значение  𝑚  зависит 

от размера блока 2𝑛  и количества раундов  𝑇.  (Таблица 1 ) 

 

𝑘{𝑖+𝑚} = 

{
 

 
𝑐 ⊕ (𝑧𝑗)𝑖⊕𝑘𝑖⊕ (𝐼 ⊕ 𝑆−1)𝑆−3𝑘𝑖+1,𝑚 = 2

𝑐 ⊕ (𝑧𝑗)𝑖
⊕𝑘𝑖⊕ (𝐼 ⊕ 𝑆−1)𝑆−3𝑘𝑖+2,𝑚 = 3

𝑐 ⊕ (𝑧𝑗)𝑖
⊕𝑘𝑖⊕ (𝐼 ⊕ 𝑆−1)(𝑆−3𝑘𝑖+3⊕𝑘𝑖+1),𝑚 = 4

 

 
 

Размер 

блока 2n 

Размер 

ключа mn 

Размер слова n Ключи m Константа Раунды T 

32 64 16 4 z0 32 

48 72 24 3 z0 36 

96 4 z1 36 

64 96 32 3 z2 42 

128 4 z3 44 

96 96 48 2 z2 52 

144 3 z3 54 

128 128 64 2 z2 68 

192 3 z3 69 

256 4 z4 72 

Таблица 1 – Параметры Simon 

 

1.2 Общее описание Speck 

 

Speck - семейство легковесных блочных шифров, разработанных для 

эффективной программной реализации и оптимизированных для работы на 

микроконтроллерах [10]. В каждом раунде 2𝑛-битовый вход раунда делится на две -

битовые половины. Каждый раунд Speck применяет нелинейную круглую функцию, 

которая определяется как 

   𝑅𝑘(𝑥, 𝑦) → ((𝑆−𝛼(𝑥) + 𝑦)⊕ 𝑘, 𝑆𝛽(𝑦)⊕ (𝑆−𝛼(𝑥) + 𝑦)⊕ 𝑘), 

где 𝑆𝑗(𝑥) обозначает побитовый сдвиг влево (если 𝑗 > 0) на позиции j и побитовый 

сдвиг вправо (если 𝑗 < 0), символ + является сложением по модулю2𝑛. Параметры 

имеют следующие значения 𝛼 = 7 и 𝛽 = 2, если n = 16 (размер блока = 32) и 𝛼 = 8 и 

𝛽 = 3 в противном случае. 

В раунде шифрования каждый раз добавляются 8𝑛 − 2 уравнений и 3𝑛 

неизвестных. Начиная со второго раунда, 8𝑛 − 2 новых уравнений и 3𝑛 неизвестных 

добавляются из-за ключевого расписания. При построении системы уравнений мы 

подставляем входной и выходной шифр перед первым и после последнего раундов 

(𝐿0, 𝑅0, 𝐿𝑛, 𝑅𝑛), поэтому число неизвестных уменьшается на 4𝑛. Окончательная формула 

для числа уравнений и числа неизвестных  
𝑒 =  (8𝑛 −  3)(2𝑇 −  1)  − (6𝑛 −  3), 

𝑢 =  𝑛(6𝑇 −  4), 



где e - число уравнений, u - число неизвестных, n - размер слова, T - число раундов. 

 
Раундовая функция шифра Speck 

 

1.2.1 Ключевое расписание 

 

Ключевое расписание шифра Speck использует раундовую функцию для 

генерации раундовых ключей. Пусть 𝐾 = (𝑙𝑚−2, . . . , 𝑙0, 𝑘0) - ключ для Speck. Значение 𝑚 

зависит от значений размера блока 2𝑛 и количества раундов 𝑇 (таблица 2). Ключи 𝑘𝑖 и 

𝑙𝑖 определяются как 

 
𝑙𝑖+𝑚−1 = (𝑘𝑖 + 𝑆

−𝛼𝑙𝑖)⊕ 𝑖, 
𝑘𝑖+1 = 𝑆

𝛽𝑘𝑖⊕ 𝑙𝑖+𝑚−1 
 

 

Размер блока 

2n 

Размер 

ключа mn 
Размер 

слова n 

Ключи m Сдвиг α Сдвиг β Раунды T 

32 64 16 4 7 2 22 

48 
72 

24 
3 

8 3 
22 

96 4 23 

64 
96 

32 
3 

8 3 
26 

128 4 27 

96 
96 

48 
2 

8 3 
28 

144 3 29 

 

128 
128  

64 
2  

8 

 

3 
32 

192 3 33 

256 4 34 

Таблица 2 – Параметры Speck 

 

Проведение криптоанализа на небольшом количестве раундов (например, 3 и 4) 

с выбором стандартных спецификаций (таблица 2) нецелесообразно, так как ключи не 

строятся на основе исходных и между ними не будет никакой связи. Поэтому в данной 

работе для 𝑇 ∈ {3,4} предполагается 𝑚 =  1. 

 

 



 

1.2.2 Сложение по модулю 2𝑛 

 

Раундовая функция шифра Speck нелинейна, то есть она не может быть описана 

исключительно линейными алгебраическими уравнениями. Это свойство Speck 

обеспечивается операцией сложения по модулю 2𝑛, которая является частью алгоритма 

шифрования. Можно получить переопределенную систему из 6𝑛 − 3 линейно 

независимых алгебраических уравнений, полностью описывающих рассматриваемую 

операцию [11]. Одно из них будет линейным, а остальные - квадратичными. 

 

{
 
 
 
 
 

 
 
 
 
 𝑤0𝑥𝑖+𝛼 = 𝑥𝛼𝑥𝑖+𝛼⊕𝑦0𝑥𝑖+𝛼 , 𝑖 = 1, 𝑛 − 1

𝑤0𝑦𝑖 = 𝑥𝛼𝑦𝑖⊕𝑦0𝑦𝑖 , 𝑖 = 0, 𝑛 − 1

𝑤0𝑤𝑖 = 𝑥𝛼𝑤𝑖⊕𝑦0𝑤𝑖, 𝑖 = 0, 𝑛 − 1
𝑤1𝑥𝛼 = 𝑥1+𝛼𝑥𝛼⊕𝑦1𝑥𝛼⊕𝑥𝛼𝑦0
𝑤1𝑦0 = 𝑥1+𝛼𝑦0⊕𝑦1𝑦0⊕𝑥𝛼𝑦0

𝑤𝑖 = 𝑥𝑖+𝛼⊕𝑦𝑖 ⊕𝑥𝑖−1+𝛼⊕𝑦𝑖−1⊕𝑥𝑖−1+𝛼𝑦𝑖−1⊕𝑥𝑖−1+𝛼𝑤𝑖−1⊕𝑦𝑖−1𝑤𝑖−1, 𝑖 = 2, 𝑛 − 1

𝑤𝑖(𝑥𝑖−1+𝛼⊕𝑦𝑖−1) = 𝑥𝑖−1+𝛼𝑥1+𝛼⊕𝑥𝑖−1+𝛼𝑦𝑖⊕𝑥𝑖−1+𝛼⊕𝑥𝑖−1+𝛼𝑤𝑖−1⊕𝑥1+𝛼𝑦𝑖−1⊕𝑦𝑖−1𝑦𝑖

⊕𝑦𝑖−1⊕𝑦𝑖−1𝑤𝑖−1, 𝑖 = 2, 𝑛 − 1

𝑤𝑖(𝑥𝑖−1+𝛼⊕𝑤𝑖−1) = 𝑥𝑖−1+𝛼𝑥1+𝛼⊕𝑥𝑖−1+𝛼𝑦𝑖⊕𝑥𝑖−1+𝛼⊕𝑥𝑖+𝛼𝑤𝑖−1⊕𝑦𝑖𝑤𝑖−1⊕𝑥𝑖−1+𝛼𝑤𝑖−1,

𝑖 = 2, 𝑛 − 1

 

 

2. Атаки, основанные на линеаризации 

2.1 Простая линеаризация 
 

Идея этого метода состоит в том, чтобы присвоить каждому одночлену исходной 

системы новую переменную. После операции присваивания система становится 

линейной. Полученная система решается различными методами, например, методом 

исключения Гаусса, после этого решения системы линейных уравнений проверяются на 

то, что они являются решениями исходной нелинейной системы уравнений. 

Эффективность линеаризации зависит от ранга 𝑟 системы, тогда как количество 

различных одночленов в исходной системе определяет количество переменных 𝑛′ в 

системе линейных уравнений. Набор решений не пустой, поэтому он равен 2𝑛
′−𝑟 > 0, 

поэтому для оценки производительности необходимо проанализировать границы для 

значений  𝑛′ и  𝑟. 
Анализ этой атаки (см., например, [12]) показывает, что ранг системы с большой 

вероятностью будет достаточно большим при  𝑚 ≈  𝑛2 ⁄ 2. Оценить необходимое 

количество операций и временную сложность атаки можно, учитывая количество 

различных одночленов в системе уравнений, описывающих рассматриваемый шифр, и 

варьируя ранг системы. 

 

 

2.1.2 Количество различных мономов системы уравнений шифра Simon  

Рассматривая алгоритм шифрования, можем оценить количество одночленов для 

каждого раунда. С введением новых переменных оценка составит  6𝑛𝑇 , где  𝑛 - длина 

слова,  𝑇 - количество раундов. Оценка была получена исходя из того, что для каждой 

операции вводятся новые переменные и также повторное обозначение при замене 𝐿𝑖+1  
и 𝑅𝑖+1. 

Кроме того, была проведена оценка количества переменных без переназначения 

(введения новых переменных), чтобы оценить эффективность метода линеаризации. 

При анализе небольшого количества раундов без введения новых переменных было 



сделано наблюдение, что каждые четыре раунда количество переменных уменьшается 

при сложении с 𝑅𝑖. 
Таким образом, можно получить рекуррентное соотношение для числа 

переменных изменяемой части с учетом сокращения переменных каждые четыре 

раунда. Пусть  𝑃(𝑇) - количество переменных на раунде  𝑇: 

 

𝑃(𝑇) = {

4𝑛, 𝑛 = 1
7𝑛, 𝑛 = 2

𝑛(𝑃2(𝑇 − 2) + 𝑃(𝑇 − 2) + 1), 𝑛 ⋮ 4

𝑛(𝑃2(𝑇 − 2) + 𝑃(𝑇 − 1) + 𝑃(𝑇 − 2) + 1), иначе.

 

 

На практике была найдена оценка количества переменных ≈   272 для 𝑛 = 16, 

𝑇 = 32, исключая ключевой этап. Таким образом, выявлено, что ввод новых 

переменных значительно сокращает объем вычислений. 

Окончательная формула для оценки количества одночленов, исключая те, 

которые происходят из ключевых уравнений расписания (все уравнения линейны), 

имеет следующий вид: 
𝑀 ≤ 6𝑛𝑇, 

где 𝑀 - количество одночленов, 𝑛 - размер слова, 𝑇 - количество раундов. 

 

 

Размер 

блока 2n 

Размер 

слова n 

Раунды 

T 

Кол-во 

мономов 

Кол-во 

уравнений 

Кол-во неизвестных 

без ключ. расписания 

32 16 32 ≈ 211.585 ≈ 28.9069 ≈ 28.9542 

48 24 36 ≈ 212.34 ≈ 29.6724 ≈ 29.7142 

64 32 42 ≈ 212.977 ≈ 210.322 ≈ 210.358 

44 ≈ 213.044 ≈ 210.392 ≈ 210.426 

96 48 52 ≈ 213.87 ≈ 211.229 ≈ 211.257 

54 ≈ 213.925 ≈ 211.285 ≈ 211.313 

128 64 68 ≈ 214.672 ≈ 212.044 ≈ 212.066 

69 ≈ 214.693 ≈ 212.066 ≈ 212.087 

72 ≈ 214.755 ≈ 212.129 ≈ 212.15 

Таблица 3 – Параметры системы уравнений шифра Simon 

 

2.1.2 Количество различных мономов системы уравнений шифра Speck  

Основным методом удержания степени является введение новых переменных 

для выходных битов нелинейных операций. В этом случае степень не будет превышать 

2. С каждым новым раундом вводятся новые переменные: текст (𝑥𝑖, 𝑦𝑖), ключ (𝑘𝑖, 𝑙𝑖), 
переменные, описывающие сложение по модулю 2𝑛. 

В системе уравнений, описывающей сложение по модулю 2𝑛 (раздел 1.2.2), 

имеется всего 5(7𝑛 − 8) мономов. На практике оказалось, что всего различных мономов 

в системе уравнений сложения по модулю 2𝑛 не более, чем 25𝑛 − 18. В результате 

количество различных мономов на каждом раунде шифра Speck не превышает 28𝑛 − 18. 

Итоговая формула для оценки числа одночленов, исключая такие, которые 

образуются из генерации ключей (все уравнения линейны), имеет вид 

 
𝑀 ≤ (28𝑛 − 18)𝑇, 

 

где 𝑀 – количество мономов, 𝑛 – размер слова, 𝑇 – количество раундов.  

 

 



 

 

Размер 

блока 

2n 

Число 

раунд

ов T 

Кол-во 

мономов 

Кол-во 

уравненини

й без 

ключевого 

расписания 

Кол-во 

уравнений с 

ключевым 

расписанием 

Кол-во 

неизвестны

х без 

ключевого 

расписания 

Кол-во 

неизвестных 

с ключевым 

расписанием 

32 22 ≈ 213.2 ≈ 211.4 ≈ 212.4 ≈ 29.95 ≈ 211 

48 22 ≈ 213.81 ≈ 212 ≈ 213.03 ≈ 210.5 ≈ 211.59 

23 ≈ 213.88 ≈ 212.1 ≈ 213.09 ≈ 210.6 ≈ 211.65 

64 26 ≈ 214.47 ≈ 212.7 ≈ 213.7 ≈ 211.2 ≈ 212.25 

27 ≈ 214.5 ≈ 212.75 ≈ 213.74 ≈ 211.27 ≈ 212.3 

96 28 ≈ 215.2 ≈ 213.4 ≈ 214.4 ≈ 211.9 ≈ 212.94 

29 ≈ 215.23 ≈ 213.44 ≈ 214.44 ≈ 211.96 ≈ 213 
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32 ≈ 215.79 ≈ 214 ≈ 215 ≈ 212.52 ≈ 213.56 

33 ≈ 215.84 ≈ 214.04 ≈ 215.04 ≈ 212.57 ≈ 213.6 

34 ≈ 215.88 ≈ 214.08 ≈ 215.08 ≈ 212.62 ≈ 213.64 

Таблица 4 – Параметры системы уравнений шифра Speck 

 

 

2.2 XL-атака 

Данная атака была представлена в работах [13,14]. На вход поступает система из 

𝑚 полиномиальных уравнений от 𝑛 неизвестных степени 𝑑, на выходе ее решения, если 

уравнения имеют достаточный ранг. 

 

1. Выбрать степень 𝐷 > 𝑑. Обычно 𝐷 = 𝑑 + 1. 

2. Составить список 𝑆 всех одночленов степени 𝐷 − 𝑑 или меньше,     

включая одночлен 1 степени 0. 

3. Умножить уравнения исходной системы на каждый элемент из 

множества 𝑆. (Поскольку до этого шага было 𝑚 уравнений, после него 

будет 𝑚|𝑆| уравнений). 

4. Линеаризовать систему. 

5.  Решить полученную систему линейных уравнений. 

 

Для случая 𝑑 = 2 и 𝐷 = 𝑑 + 1 анализ этой атаки [12] показывает, что 

единственное решение, вероятно, будет найдено, если 𝑚 ≈ 𝑛2 6⁄ m. 

 

2.3 ElimLin 

Алгоритм ElimLin появился в работе [15] (анализ можно найти в [16]). Его суть - 

поиск скрытых линейных уравнений, существующих в идеале, порожденном 

рассматриваемой системой уравнений. Этот алгоритм состоит из двух 

последовательных шагов: 

 

1. Исключение Гаусса: поиск линейных уравнений в линейной оболочке 

исходной системы уравнений. 

2. Замена: переменные итеративно удаляются. 

 

Более подробно это можно описать следующим образом. 

 

1. ВХОД: Система полиномиальных уравнений степени 2. 

2. ВЫХОД: решение, либо решения системы, если уравнения имеют 

достаточный ранг. В противном случае приведенная система 



уравнений с меньшим количеством переменных, чем исходная, 

должна быть решена с помощью другого метода. 

 

 

2.5 Результаты 

 В таблицах 5,6 приведены результаты для простой линеаризации, XL-метода и 

ElimLin. Полученные данные позволяют сравнить эффективность этих методов для 

шифров Simon и Speck. Для XL-метода выбрано значение степени 𝐷 = 3. 

 

 

 Параметры 

Simon 

Кол-во 

уравнений 

Кол-во 

переменных 

Кол-во 

мономов 

Кол-во 

решений 

Линеариз

ация 

 

T = 3, m = 1 
 

48 

 

32 

 

48 
4 

XL-метод T = 3, m = 1 1584 32 992 1 

Линеариз

ация 

 

T = 4, m = 1 
 

64 

 

48 

 

80 

 

65536 

 

XL-метод 

 

T = 4, m = 1 
 

3136 

 

48 

 

2616 
256 

 Параметры 

Speck 

    

Линеариз

ация 

 

T = 3, m = 1 
 

500 

 

176 

 

1236 

 

— 

XL-метод T = 3, m = 1 88500 176  185216 — 

 

Таблица 5 – Результаты атак, основанных на линеаризации 

 

  

Параметры 

 

(Кол-во ур-ний, Кол-во 

лин. ур-ний) 

(Кол-во ур-ний, Кол-во 

лин. ур-ний после 

ElimLin) 

Simon T = 3, m = 1 (48, 32) (48, 32) 

Simon T = 5, m = 1 (80, 32) (80, 48) 

Speck T = 3, m = 1 (500, 132) (307, 137) 

Speck T = 5, m = 2 (1032, 296) (654, 297) 

Таблица 6 – Результаты ElimLin 

 

 

3. Атаки основанные на SAT решателях 

3.1 SAT 

 

Задача булевой выполнимости (SAT) — это задача решения, в которой для 

произвольной булевой формулы возникает вопрос, существует ли такое значение 

переменных, что формула имеет значение “Истина”. Данная задача является NP-

трудной. 



SAT решатели — это мощный вычислительный инструмент для проверки 

вычислительной трудности определенных задач [16]. Существует несколько примеров 

использования SAT-решателей в области алгебраического криптоанализа. Первый 

криптоанализ на основе SAT был представлен в [17]. В этой работе стандарт 

шифрования данных DES был атакован с использованием SAT-решателей на основе 

DPLL. 

Криптоанализ на основе SAT предполагает два этапа: на первом этапе 

выполняется кодирование в SAT форму, например перевод данной системы из 

алгебраической нормальной формы (АНФ, полином Жегалкина) в конъюнктивную 

нормальную форму (КНФ). Существуют некоторые инструменты для 

автоматизированного преобразования криптографических задач в КНФ: Grain-of-Salt 

[19], URSA [20], SAW [21], Transalg [22], Bosphorus [23]. Мы используем конвертер 

anf2cnf [24] из библиотеки PolyBoRi, интегрированной в Sage. На втором этапе 

полученный экземпляр SAT-задачи решается с помощью SAT-решателя. Для 

криптографических систем часто применяются такие SAT-решатели, как CryptoMiniSat 

[25] и Lingering (с его параллельными версиями Plingeling и Treengeling) [26]. 

Дополнительную информацию о современном положении дел и развитии 

подходов на основе SAT-решателей, а также их приложениях к криптоанализу можно 

найти в работе [21]. 

 

3.2 Результаты 

В этом разделе приведены результаты использования SAT-решателей для 

реализации алгебраической атаки на шифры Simon и Speck с сокращенным числом 

раундов. Мы применяем SAT-решатели CryptoMiniSat (в Sage ver. 6.10) и Lingeling, 

Plingeling, Treengeling на ПК со следующими параметрами: Core i5-4690 CPU 3,5 ГГц 

(х4), 12 Гб оперативной памяти. Экспериментальные результаты решения SAT для 3-

10-го раунда Simon и 3-6-го раунда Speck представлены в таблицах 7 и 8. Были 

рассмотрены два генератора систем уравнений в форме АНФ для шифра Simon: в 

одном все раундовые ключи являются независимыми переменными, в другом все 

раундовые ключи представлены алгоритмом ключевого расписания. 

 

 

Параметры 

Simon 

Кол-во 

ур-ний 

Кол-во 

неизв. 

Параметры 

КНФ 

SAT Время (RAM) 

 

T = 8, m = 2  

 

128 

 

128 

 

368 лит., 

4448 клоз. 

CryptoMiniSat 
(SageMath) 
Lingeling 
Plingeling 
Treengeling 

- 
 
845.4 с., 26.6 MB 
1188.8 с., 169.2 MB 
4426.12 с., 95 MB 

 

T = 9, m = 2  

 

144 

 

144 

 

480 лит., 

6448 клоз. 

CryptoMiniSat 
(SageMath) 
Lingeling 
Plingeling 
Treengeling 

- 
 
- 
47799.2 с., 620.3 MB 
- 

 

T = 10, m = 2  

 

160 

 

160 

 

560 лит., 

8096 клоз. 

CryptoMiniSat 
(SageMath) 
Lingeling 
Plingeling 
Treengeling 

- 
 
- 
17554.9 с., 458.8 MB 
- 

 

T = 11, m = 2  

 

176 

 

176 

 

640 лит., 

9648 клоз. 

CryptoMiniSat 
(SageMath) 
Lingeling 
Plingeling 
Treengeling 

- 
 
- 
- 
- 

Таблица 7 – Результаты применения SAT-решателя для шифра Simon 



 
Параметры 
Speck 

Кол-
во 
ур-
ний 

Кол-во 
неизв. 

Параметры 
КНФ SAT Время (RAM) 

 

T = 3, m = 1 

 

500 

 

176 
 

1460 лит., 

11020 клоз. 

CryptoMiniSat 
(SageMath) 
Plingeling 
Treengeling 
Lingeling 

0.56 с. 
 
0.9 с., 9.6 MB 

0.97 с., 4 MB 
0.2 с., 1.9 MB 

 

T = 4, m = 2 

 

782 

 

320 
 

2492 лит., 

17380 клоз. 

CryptoMiniSat 
(SageMath) 
Plingeling 
Treengeling 
Lingeling 

21.4 с. 
 
3.0 с., 17.3 MB 

8.25 с., 15 MB 
61.4 с., 14.8 MB 

 

T = 5, m = 2 

 

1032 

 

416 
 

3312 лит., 

23184 клоз. 

CryptoMiniSat 
(SageMath) 
Plingeling 
Treengeling 
Lingeling 

- 
 
- 

14448.17 с., 278 MB 
- 

 

T = 6, m = 2 

 

1282 

 

512 
 

4132 лит., 

28988 клоз. 

CryptoMiniSat 
(SageMath) 
Plingeling 
Treengeling 
Lingeling 

- 
 
- 

123353.82 с., 546 MB 
- 

Таблица 8 – Результаты применения SAT-решателя для шифра Speck 

 

 

 

 

Заключение  

Как показывают экспериментальные результаты, методы алгебраического 

анализа являются перспективным подходом к анализу устойчивости современных 

шифров, в частности, легковесных шифров. В работе рассмотрены два основных 

подхода к алгебраическому анализу: подход, в основе которого лежит процесс 

линеаризации, а также подход, заключающийся в использовании SAT-решателей. 

 

Полученные результаты показывают, что включение дополнительных 

нелинейных операций (например, операцию сложения по модулю  2𝑛) значительно 

увеличивает временную сложность, а также использование памяти ЭВМ. Из этого 

можно сделать вывод, что рассмотренные методы алгебраических атак более 

эффективны при проведении криптоанализа шифра Simon, чем для алгоритма 

шифрования Speck. 

 

Дальнейшие направления исследований: теоретические оценки сложности 

алгебраического анализа для полнораундовых шифров Simon и Speck, 

экспериментальное использование других трансляторов ANF-to-CNF и эффективных 

SAT-решателей, наблюдение и разработка методов объединения линеаризации и 

методов SAT для повышения эффективности анализа. Также стоит рассмотреть другие 

методы решения систем булевых уравнений, например, подход метод Раддума-

Семаева. 
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Í.Ä. Àòóòîâà

Â íàñòîÿùåå âðåìÿ îäíèì èç ïåðñïåêòèâíûõ è ðàçâèâàþùèõñÿ ìåòîäîâ àíàëèçà
øèôðîâ ÿâëÿåòñÿ àëãåáðàè÷åñêèé êðèïòîàíàëèç. Äëÿ óñïåøíîãî ïðîòèâîñòîÿíèÿ
øèôðîâ òàêîìó âèäó àòàê â èõ ñòðóêòóðå íåîáõîäèìî èñïîëüçîâàòü ôóíêöèè ñ âû-
ñîêîé àëãåáðàè÷åñêîé èììóííîñòüþ. Â ðàáîòå ïðåäëîæåí êîìáèíèðîâàííûé ïîä-
õîä ê ïîèñêó áóëåâûõ ôóíêöèé ñ âûñîêîé àëãåáðàè÷åñêîé èììóííîñòüþ íà îñíîâå
ýâðèñòè÷åñêèõ ìåòîäîâ, â ÷àñòíîñòè, ãåíåòè÷åñêîãî àëãîðèòìà è àëãîðèòìà Hill
Climbing. Äëÿ áóëåâûõ ôóíêöèé îò n 6 8 ïåðåìåííûõ áûëè ïðîâåäåíû âû÷èñ-
ëèòåëüíûå ýêñïåðèìåíòû, ïðîäåìîíñòðèðîâàâøèå ýôôåêòèâíîñòü ïðåäëàãàåìîãî
ïîäõîäà.

Êëþ÷åâûå ñëîâà: Ãåíåòè÷åñêèé àëãîðèòì, àëãîðèòì Hill Climbing, àëãåáðàè-

÷åñêàÿ èììóííîñòü, íåëèíåéíîñòü, ýâðèñòèêè

Ðàçâèâàþùèéñÿ èíòåðåñ ê êðèïòîàíàëèçó ïîâûøàåò ïîòðåáíîñòü â óëó÷øåíèè ñòîé-
êîñòè øèôðîâ. Äëÿ çàùèòû îò ñòàòèñòè÷åñêèõ è àíàëèòè÷åñêèõ ìåòîäîâ êðèïòîàíà-
ëèçà äëÿ ïîñòðîåíèÿ êîìïîíåíò øèôðà íåîáõîäèìî èñïîëüçîâàòü áóëåâû ôóíêöèè, îá-
ëàäàþùèå õîðîøèìè êðèïòîãðàôè÷åñêèìè õàðàêòåðèñòèêàìè. Â 2003 ãîäó N.Courtois
è W.Meier â [1] ïðåäëîæèëè íîâûé ìåòîä êðèïòîàíàëèçà øèôðîâ, íàçâàííûé àëãåáðà-
è÷åñêèì êðèïòîàíàëèçîì. Âûñîêàÿ àëãåáðàè÷åñêàÿ èììóííîñòü ïîìîãàåò ïðîòèâîñòî-
ÿòü òàêîìó êðèïòîàíàëèçó.

Öåëüþ ðàáîòû ÿâëÿåòñÿ ïîñòðîåíèå áóëåâûõ ôóíêöèé ñ ìàêñèìàëüíîé àëãåáðàè÷å-
ñêîé èììóííîñòüþ � õàðàêòåðèñòèêîé, ïîâûøàþùåé ñòîéêîñòü øèôðà ê àëãåáðàè÷å-
ñêèì àòàêàì.

Àëãåáðàè÷åñêàÿ èììóííîñòü áóëåâîé ôóíêöèè f (AI(f)) � ìèíèìàëüíîå ÷èñëî d
òàêîå, ÷òî ñóùåñòâóåò áóëåâà ôóíêöèÿ g ñòåïåíè d íå òîæäåñòâåííî ðàâíàÿ íóëþ, äëÿ
êîòîðîé âûïîëíÿåòñÿ ðàâåíñòâî fg = 0 èëè (f⊕1)g = 0, ãäå ôóíêöèè f è g � ôóíêöèè
îò ðàâíîãî ÷èñëà ïåðåìåííûõ. Èçâåñòíî, ÷òî äëÿ ëþáîé ôóíêöèè f îò n ïåðåìåííûõ
ñïðàâåäëèâî AI(f) 6 dn

2
e.

Çàäà÷à ïîëíîãî îïèñàíèÿ êëàññà áóëåâûõ ôóíêöèé, îáëàäàþùèõ ìàêñèìàëüíîé àë-
ãåáðàè÷åñêîé èììóííîñòüþ, à òàêæå ïîëó÷åíèÿ íîâûõ êîíñòðóêöèé òàêèõ ôóíêöèé,
ÿâëÿåòñÿ îòêðûòîé ïðîáëåìîé.

Ñóùåñòâóåò òðè ñïîñîáà íàõîæäåíèÿ ôóíêöèé ñ âûñîêîé àëãåáðàè÷åñêîé èììóííî-
ñòüþ: ïîëíûé ïåðåáîð, àëãåáðàè÷åñêîå êîíñòðóèðîâàíèå è ýâðèñòèêè. Ïðè ðîñòå ÷èñëà
ïåðåìåííûõ ìíîæåñòâî áóëåâûõ ôóíêöèé ðàñò¼ò äâàæäû ýêñïîíåíöèàëüíî, ÷òî óõóä-
øàåò ýôôåêòèâíîñòü ïîëíîãî ïåðåáîðà. Àëãåáðàè÷åñêîå ïîñòðîåíèå çàâåäîìî ñóæàåò
ìíîæåñòâî ðåøåíèé. Ïåðñïåêòèâíûì ÿâëÿåòñÿ ïîäõîä, èñïîëüçóþùèé ýâðèñòè÷åñêèå
ìåòîäû, â îñíîâå êîòîðûõ ëåæèò ñòðóêòóðèðîâàííûé ïåðåáîð ñ ïàðàìåòðàìè äëÿ äî-
ñòèæåíèÿ æåëàåìîãî ðåçóëüòàòà. Â ðàáîòå ïðåäëàãàåòñÿ ðàññìîòðåòü ïðèìåíåíèå ýâðè-
ñòè÷åñêèõ ìåòîäîâ, â ÷àñòíîñòè, ãåíåòè÷åñêîãî àëãîðèòìà è àëãîðèòìà Hill Climbing.
Ñïåöèôèêà ïðèìåíåíèÿ äàííûõ àëãîðèòìîâ äëÿ ïîèñêà áóëåâûõ ôóíêöèé ñ âûñîêèìè

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî Öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìèíè-
ñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè íîìåð 075-15-2019-1613 è ëàáîðàòîðèè
êðèïòîãðàôèè JetBrains Research.
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çíà÷åíèÿìè íåëèíåéíîñòè âïåðâûå áûëà îïèñàíà â [3]. Òàêæå, áûëè ïîëó÷åíû òåîðåòè-
÷åñêèå ðåçóëüòàòû ïðèìåíåíèÿ ýòèõ àëãîðèòìîâ äëÿ ôóíêöèé îò 16 ïåðåìåííûõ. Ýô-
ôåêòèâíîñòü ýâðèñòè÷åñêèõ ìåòîäîâ áûëà ïðîäåìîíñòðèðîâàíà â ðÿäå ðàáîò: â [4] èñ-
ñëåäîâàíà âîçìîæíîñòü ïðèìåíåíèÿ àëãîðèòìà èìèòàöèè îòæèãà äëÿ ïîèñêà ôóíêöèé
ñ âûñîêîé íåëèíåéíîñòüþ è íèçêîé àâòîêîððåëÿöèåé; â [5] ðåàëèçîâàí ãåíåòè÷åñêèé
àëãîðèòì äëÿ ïîèñêà áåíò-ôóíêöèé è ñáàëàíñèðîâàííûõ ôóíêöèé; â ðàáîòå [6] ïðè-
âåäåíû ïîñëåäíèå ðåçóëüòàòû ïðèìåíåíèÿ ãèáðèäíîãî ãåíåòè÷åñêîãî àëãîðèòìà äëÿ
ïîñòðîåíèÿ ñáàëàíñèðîâàííîé áóëåâîé ôóíêöèè ñ îïòèìàëüíûìè êðèïòîãðàôè÷åñêè-
ìè õàðàêòåðèñòèêàìè.

Äëÿ äîñòèæåíèÿ ìàêñèìàëüíîãî çíà÷åíèÿ àëãåáðàè÷åñêîé èììóííîñòè ðåàëèçîâà-
íû äâà àëãîðèòìà.

Ãåíåòè÷åñêèé àëãîðèòì � ýòî ìåòîä ïîèñêà, àíàëîãè÷íûé åñòåñòâåííîìó îòáîðó
â ïðèðîäå. Äëÿ ïîëó÷åíèÿ áîëåå æèçíåñïîñîáíûõ ïîòîìêîâ, ê îñîáÿì èç íà÷àëüíîé
ïîïóëÿöèè èòåðàöèîííî ïðèìåíÿåòñÿ ñêðåùèâàíèå è ìóòàöèÿ. Ïîñëåäîâàòåëüíî ïðî-
èñõîäèò ïîëíîå îáíîâëåíèå ïîïóëÿöèè ïîòîìêàìè, îáëàäàþùèìè íàèáîëüøèìè çíà÷å-
íèÿìè öåëåâîé ôóíêöèåé. Â òåðìèíàõ íàøåé çàäà÷è:

� Îñîáü � âåêòîð çíà÷åíèé áóëåâîé ôóíêöèè;
� Íà÷àëüíàÿ ïîïóëÿöèÿ � ñëó÷àéíîå ìíîæåñòâî îñîáåé, áåç îãðàíè÷åíèé;
� Ñêðåùèâàíèå � îäíîðîäíûé êðîññèíãîâåð. Íà âõîä ïîñòóïàþò áóëåâû ôóíêöèè f

è g, ïðåäñòàâëåííûå ñâîèìè âåêòîðàìè çíà÷åíèé (f0, f1, ..., f2n−1) è (g0, g1, ..., g2n−1), ñî-
îòâåòñòâåííî. Íà âûõîäå áóëåâà ôóíêöèÿ h, âåêòîð çíà÷åíèé (h0, h1, ..., h2n−1) êîòîðîé
îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì: åñëè fi = gi, òî hi = fi, åñëè fi 6= gi, òî hi ïðè-
íèìàåòñÿ ðàâíûì çíà÷åíèþ fi èëè gi ñ îäèíàêîâîé âåðîÿòíîñòüþ, ãäå i = 0, 1, ..., 2n−1.
Ââåä¼ì íåêîòîðûå îãðàíè÷åíèÿ íà ñêðåùèâàíèå. Äëÿ ýòîãî íàì ïîòðåáóåòñÿ ðàññòîÿ-
íèå Õýììèíãà.

Ðàññòîÿíèåì Õýììèíãà (dist(f, g)) ìåæäó áóëåâûìè ôóíêöèÿìè f è g îò n ïåðå-
ìåííûõ íàçûâàåòñÿ ÷èñëî êîîðäèíàò, â êîòîðûõ ðàçëè÷àþòñÿ èõ âåêòîðû çíà÷åíèé.

Åñëè dist(f, g) > 2n−1, òî âìåñòî âåêòîðà çíà÷åíèé ôóíêöèè g ðàññìàòðèâàåòñÿ
âåêòîð, ïîëó÷åííûé èíâåðñèåé âñåõ áèòîâ âåêòîðà çíà÷åíèé ôóíêöèè g. Â ðàìêàõ
ðàáîòû âåðîÿòíîñòü âûïîëíåíèÿ îïåðàöèè ñêðåùèâàíèÿ ïðèíèìàëàñü ðàâíîé 0.8.

� Ìóòàöèÿ - ïåðåñòàíîâêà äâóõ ñëó÷àéíûõ ðàçëè÷íûõ áèòîâ âåêòîðà çíà÷åíèé âõîä-
íîé ôóíêöèè;

� Öåëåâàÿ ôóíêöèÿ � àëãåáðàè÷åñêàÿ èììóííîñòü;
Â ðàáîòå ïðåäñòàâëåíû ýêñïåðèìåíòàëüíûå ðåçóëüòàòû ïðèìåíåíèÿ ãåíåòè÷åñêîãî

àëãîðèòìà äëÿ áóëåâûõ ôóíêöèé ïðè n = 4, 6, 8 (Òàáëèöà 1), ãäå öåëåâîé ôóíêöèåé ÿâ-
ëÿåòñÿ àëãåáðàè÷åñêàÿ èììóííîñòü. Àëãîðèòì ïîâûøàåò å¼ çíà÷åíèÿ äî ìàêñèìàëüíîé
òåîðåòè÷åñêîé îöåíêè äëÿ âñåõ îñîáåé ïîïóëÿöèè. Ïîäñ÷èòàíî êîëè÷åñòâî ïîëó÷åííûõ
ôóíêöèé ñ ìàêñèìàëüíûì çíà÷åíèåì öåëåâîé ôóíêöèè, ïîëó÷àåìûõ íà êàæäîé èòå-
ðàöèè ïðè êàæäîì îáíîâëåíèè ïîïóëÿöèè.

Hill Climbing � èòòåðàöèîííûé àëãîðèòì, êîòîðûé íà÷èíàåòñÿ ñ ïðîèçâîëüíîãî
ðåøåíèÿ çàäà÷è, à çàòåì ïûòàåòñÿ íàéòè ëó÷øåå ðåøåíèå ïóò¼ì ïîøàãîâîãî èçìåíåíèÿ
îäíîãî èç ýëåìåíòîâ ðåøåíèÿ. Â ðàìêàõ ðàññìàòðèâàåìîé çàäà÷è òàêæå èñïîëüçóåòñÿ
ïîíÿòèå íåëèíåéíîñòè � õàðàêòåðèñòèêè, ïîâûøàþùåé ñòîéêîñòü ê ëèíåéíîìó êðèï-
òîàíàëèçó [2]. Èñïîëüçóåì ñëåäóþùèå îïðåäåëåíèÿ:

Wf (y) =
∑
x

(−1)f(x)⊕〈x,y〉 , y ∈ Fn
2
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ïðåîáðàçîâàíèå Óîëøà-Àäàìàðà áóëåâîé ôóíêöèè f , ãäå 〈x, y〉 = x1y1⊕...⊕xnyn, y ∈ Fn
2

Ñ ïîìîùüþ ïðåîáðàçîâàíèÿ Óîëøà-Àäàìàðà ìîæíî îïðåäåëèòü ñëåäóþùóþ ÷èñ-
ëîâóþ õàðàêòåðèñòèêó:

Nf = 2n−1 − 1

2
max
y∈Fn

2

|Wf (y)|.

Âåëè÷èíó Nf íàçûâàþò íåëèíåéíîñòüþ áóëåâîé ôóíêöèè. Ïðè ÷¼òíîì ÷èñëå ïåðåìåí-
íûõ n ìàêñèìàëüíî âîçìîæíîå çíà÷åíèå íåëèíåéíîñòè ðàâíî 2n−1 − 2(n/2)−1. Â ñëó÷àå
íå÷åòíîãî n òî÷íîå çíà÷åíèå ìàêñèìàëüíîé íåëèíåéíîñòè íåèçâåñòíî.

Àëãîðèòì äëÿ ïîâûøåíèÿ íåëèíåéíîñòè îïèñàí â [3]. Íà âõîä ïîñòóïàåò âåêòîð
çíà÷åíèé áóëåâîé ôóíêöèè. Àëãîðèòì èòåðàòèâíî ïûòàåòñÿ åãî óëó÷øèòü, èçìåíÿÿ
îäíó èç êîîðäèíàò. Íà êàæäîé èòåðàöèè êîýôôèöèåíòû Óîëøà-Àäàìàðà ðàçáèâàþòñÿ
íà ìíîæåñòâà è ïîñëåäîâàòåëüíî ïðîèñõîäèò ïðîâåðêà óñëîâèé íà ïîâûøåíèå çíà÷åíèÿ
öåëåâîé ôóíêöèè. Â íàñòîÿùåé ðàáîòå Hill Climbing ïðèìåíÿåòñÿ äëÿ ïîääåðæàíèÿ
âûñîêîé íåëèíåéíîñòè ïîñëå ìóòàöèè ïîòîìêîâ íà êàæäîé èòåðàöèè ãåíåòè÷åñêîãî
àëãîðèòìà.

Èçâåñòíî ñëåäóþùåå ñîîòíîøåíèå, ñâÿçûâàþùåå íåëèíåéíîñòü è àëãåáðàè÷åñêóþ
èììóííîñòü áóëåâîé ôóíêöèè [7]

Nf > 2

AI(f)−2∑
i=0

(
n− 1

i

)
.

Ñîîòíîøåíèå îïðåäåëÿåò âåðõíþþ ãðàíèöó íà àëãåáðàè÷åñêóþ èììóííîñòü. Ïðè ýòîì,
åñëè íåëèíåéíîñòü áóëåâîé ôóíêöèè äîñòàòî÷íî âûñîêà, òî âåðõíÿÿ ãðàíèöà íà àëãåá-
ðàè÷åñêóþ èììóííîñòü óâåëè÷èâàåòñÿ. Â ðàìêàõ äàííîé ðàáîòû ïðè ïîèñêå áóëåâûõ
ôóíêöèé ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ íà êàæäîé èòåðàöèè ïîääåð-
æèâàëîñü âûñîêîå çíà÷åíèå íåëèíåéíîñòè äëÿ ïîëó÷àåìûõ ïîòîìêîâ ñ ïîìîùüþ àë-
ãîðèòìà Hill Climbing. Ïðîâåä¼ííûå ýêñïåðèìåíòû ïîêàçàëè ïîâûøåíèå ýôôåêòèâíî-
ñòè ãåíåòè÷åñêîãî àëãîðèòìà ïðè ïðèìåíåíèè Hill Climbing äëÿ ïîääåðæàíèÿ âûñîêîé
íåëèíåéíîñòè, ê ïîòîìêàì íà êàæäîé èòåðàöèè ãåíåòè÷åñêîãî àëãîðèòìà. Ðåçóëüòàòû
ýêñïåðèìåíòîâ äëÿ n = 4, 6, 8 ïðåäñòàâëåíû â Òàáëèöå 1.

n P T

min, ñðåäíåå
çíà÷åíèå, max
AI(f) â èñõîä-
íîé ïîïóëÿöèè

min, ñðåäíåå
çíà÷åíèå, max
AI(f) ïîñëå
ïðèìåíåíèÿ ÃÀ

Êîëè÷åñòâî
ôóíêöèé ñ max
AI(f) ïðè ïðè-
ìåíåíèè ÃÀ

Êîëè÷åñòâî
ôóíêöèé ñ max
AI(f) ïðè ïðè-
ìåíåíèè ÃÀ +
Hill Climbing

4 10 20 (0, 1.1, 2) (2, 2, 2) 609 715
6 10 20 (0, 1.6, 3) (3, 3, 3) 649 718
8 10 20 (1, 2.5, 4) (4, 4, 4) 683 703
8 20 20 (1, 2.75, 4) (4, 4, 4) 2864 2989

Òà á ë è ö à 1
Ðåçóëüòàòû ïðèìåíåíèÿ ÃÀ è Hill Climbing

Äëÿ ïàðàìåòðîâ èñïîëüçóþòñÿ ñëåäóþùèå îáîçíà÷åíèÿ: n � ÷èñëî ïåðåìåííûõ, P �
ðàçìåð ïîïóëÿöèè, T � ÷èñëî èòåðàöèé.

Òàêèì îáðàçîì, â ðàáîòå ïðåäñòàâëåíû ðåçóëüòàòû ïðèìåíåíèÿ ãåíåòè÷åñêîãî àë-
ãîðèòìà è Hill Climbing äëÿ ïîèñêà ôóíêöèé ñ âûñîêèìè çíà÷åíèÿìè àëãåáðàè÷åñêîé
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èììóííîñòè äëÿ n 6 8. Ïîäñ÷èòàíî êîëè÷åñòâî íàéäåííûõ ôóíêöèé è ïðîâåðåíà ýô-
ôåêòèâíîñòü ïðåäëîæåííîãî ñêîìáèíèðîâàííîãî ïîäõîäà èç äâóõ àëãîðèòìîâ.

Ïîëó÷åííûå áóëåâû ôóíêöèè ìîãóò áûòü èñïîëüçîâàíû ïðè ïîèñêå âåêòîðíûõ áó-
ëåâûõ ôóíêöèé ñ âûñîêîé êîìïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòüþ. Íàëè÷èå âûñî-
êîé êîìïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòè S-áëîêîâ ñïîñîáñòâóåò ïðîòèâîñòîÿíèþ
àëãåáðàè÷åñêîìó êðèïòîàíàëèçó ïîòî÷íûõ è áëî÷íûõ øèôðîâ.
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Atutova N.D. HYBRID APPROACH TO THE SEARCH FOR BOOLEAN
FUNCTIONS WITH HIGH ALGEBRAIC IMMUNITY BASED ON HEURIS-
TICS. Currently, one of the most promising and developing methods for analyzing ciphers
is algebraic cryptanalysis. In order to provide resilience to such type of attack, it is nec-
essary to use Boolean functions with high algebraic immunity in constructing components
of block and stream ciphers. The paper proposes a combined approach to the search for
Boolean functions with high algebraic immunity based on heuristic methods, in particular,
the genetic algorithm and the Hill Climbing algorithm. Computational experiments were
carried out for Boolean functions of n 6 8 variables, which demonstrated the effectiveness
of the proposed approach.
Keywords: genetic algorithm, Hill Climbing algorithm, algebraic immunity, nonlinearity,
heuristics
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МЕТОД ОБЕСПЕЧЕНИЯ КОНФИДЕНЦИАЛЬНОСТИ ДАННЫХ НА
ОСНОВЕ ZK-SNARK1

Д.О. Кондырев

В работе представлен метод обеспечения конфиденциальности данных с возмож-
ностью проверки корректности на основе протокола доказательства с нулевым
разглашением zk-SNARK. Разработанный метод позволяет создавать алгоритмы
на основе zk-SNARK в смарт-контрактах Ethereum, используя высокоуровневые
базовые криптографические схемы.

Ключевые слова: распределенные системы, блокчейн, доказательство с нуле-
вым разглашением, zk-SNARK, платформа Ethereum.

Среди технических проблем, препятствующих внедрению технологии распреде-
ленных реестров, масштабируемость и конфиденциальность являются особенно суще-
ственными. В настоящий момент ведутся активные исследования, направленные на
поиск решения проблемы конфиденциальности.

Особенно остро проблема конфиденциальности встает в открытых распределенных
реестрах (таких как блокчейн-системы). В таких реестрах все данные сохраняются в
открытом виде и доступны всем участникам, что не всегда приемлемо при создании
промышленных программных систем. Кроме того, идентификация пользователей про-
исходит по адресу их аккаунта. Таким образом, существует возможность отслеживать
действия пользователя путем анализа транзакций, в которых участвует конкретный
адрес, и сопоставления адреса аккаунта и пользователя.

В работе предложен метод обеспечения конфиденциальности данных с возмож-
ностью проверки корректности. В основе метода лежит криптографический протокол
неинтерактивного доказательства знания с нулевым разглашением zk-SNARK [1]. Дан-
ная работа развивает результаты, полученные ранее в [2].

В качестве базовой системы для реализации метода была выбрана платформа
Ethereum – блокчейн-система общего назначения, поддерживающая смарт-контракты.

В zk-SNARK процедура проверки доказательства состоит из операций на эллипти-
ческих кривых. В частности, верификатор требует скалярного умножения и сложения
на группе эллиптических кривых, а также вычислительно более сложной операции
– билинейного спаривания. Ethereum предоставляет реализацию этих операций в ви-
де предварительно скомпилированных контрактов. С их помощью есть возможность
реализовать схемы на основе доказательства с нулевым разглашением в коде смарт-
контрактов. Используя только встроенные инструменты, приходится оперировать низ-
коуровневыми примитивами, что не позволяет реализовать сложные алгоритмы.

Для возможности создавать произвольные криптографические схемы, в основе
которых лежит zk-SNARK, были разработаны сторонние инструменты, такие как
ZoKrates [3]. Такие решения позволяют реализовать схему в виде кода на довольно
высокоуровневом языке, который затем компилируется в код смарт-контрактов. Од-
нако, такой подход имеет ряд ограничений, которые не позволяют применять его для
схем произвольного размера и сложности.

1Работа выполнена при поддержке Математического Центра в Академгородке, соглашение с Мини-
стерством науки и высшего образования Российской Федерации номер 075-15-2019-1613 и лаборатории
криптографии JetBrains Research.
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Для решения проблем существующих подходов предлагается добавить поддержку
более высокоуровневых криптографических примитивов системы ограничений ранга
1 (R1CS - rank-1 constraint systems) непосредственно в код Ethereum-клиента. Таким
образом, мы добавляем механизм задания произвольных схем непосредственно в коде
смарт-контрактов. При таком подходе нет необходимости напрямую использовать опе-
рации над эллиптическими кривыми, вместо этого новые алгоритмы строятся как ком-
бинация добавленных примитивов. Кроме того, такой подход оказывается более вы-
числительно эффективным за счет реализации непосредственно в Ethereum-клиенте.

В качестве базовых примитивов были добавлены схемы, реализующие логические
операции (AND, OR, NOT) и операции сравнения. Их реализация выполнена на ос-
нове libsnark – криптографической библиотеки с открытым исходным кодом, которая
обеспечивает эффективные реализации конструкций zk-SNARK [4].

В Ethereum-клиент добавлены соответствующие операции для возможности вызо-
ва этих методов как из кода контрактов, так и вне блокчейна. Для этого была моди-
фицирована виртуальная машина Ethereum, куда были добавлены функции создания
схемы, генерации доказательства и его верификации.

Схема, описанная разработчиком в коде смарт-контракта, транслируется в набор
добавленных примитивов. Далее на их основе формируется система ограничений ранга
1 (R1CS), с которой работают алгоритмы генерации и верификации доказательства zk-
SNARK.

Для каждой новой схемы необходима генерация новой пары ключей доказатель-
ства и верификации. Их генерация выполняется вне блокчейна поскольку в алгоритме
генерации используется параметр безопасности, зная который можно создавать некор-
ректные доказательства, которые будут приняты верификатором как корректные.

Таким образом, была создана система, которая позволяет разработчикам реализо-
вывать произвольные алгоритмы на основе добавленных базовых схем непосредствен-
но в коде смарт-контрактов. Разработанный метод позволяет сократить размер кода
смарт-контрактов и кроме того, оказывается более вычислительно эффективным.
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Kondyrev D.O. ZK-SNARK-BASED DATA PRIVACY METHOD. The paper
presents a method for ensuring data confidentiality with the possibility of validation based
on the zk-SNARK zero-knowledge proof protocol. This method allows the creation of zk-
SNARK-based algorithms in Ethereum smart contracts code using high-level basic cryp-
tographic schemes that implement logical operations (AND, OR, NOT) and comparison
operations. Cryptographic schemes are implemented on the basis of the libsnark library as
a rank-1 constraint systems (R1CS). The Ethereum virtual machine has been modified to
include functions for schema creation, proof generation and verification.
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ÐÀÇÐÀÁÎÒÊÀ È ÀÍÀËÈÇ ÎÐÀÊÓËÀ ÄËß ÃÈÁÐÈÄÍÎÉ ÀÒÀÊÈ ÍÀ
ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÓÞ ÑÈÑÒÅÌÓ NTRU Ñ ÈÑÏÎËÜÇÎÂÀÍÈÅÌ

ÀËÃÎÐÈÒÌÀ ÊÂÀÍÒÎÂÎÃÎ ÏÎÈÑÊÀ1

À.Î. Áàõàðåâ

Â ñèëó ðàçâèòèÿ êâàíòîâûõ âû÷èñëåíèé âîçíèêàåò íåîáõîäèìîñòü â ðàçðàáîòêå è
àíàëèçå êðèïòîñèñòåì, óñòîé÷èâûõ ê àòàêàì ñ èñïîëüçîâàíèåì êâàíòîâîãî êîì-
ïüþòåðà � àëãîðèòìîâ ïîñòêâàíòîâîé êðèïòîãðàôèè. Ñòîéêîñòü ìíîãèõ èçâåñò-
íûõ ïîñòêâàíòîâûõ êðèïòîñèñòåì, îñíîâàííûõ íà òåîðèè ðåø¼òîê, áàçèðóåòñÿ íà
ñëîæíîñòè ðåøåíèÿ ïðîáëåìû íàõîæäåíèÿ êðàò÷àéøåãî âåêòîðà â ðåøåòêå (SVP).
Ðàçðàáîòàíà è ïðîàíàëèçèðîâàíà ìîäåëü êâàíòîâîãî îðàêóëà, íåîáõîäèìîãî äëÿ
ðåàëèçàöèè ãèáðèäíîãî êâàíòîâî-êëàññè÷åñêîãî àëãîðèòìà ðåøåíèÿ çàäà÷è SVP.
Íà ïðèìåðå ïîñòêâàíòîâîé êðèïòîñèñòåìû ñ îòêðûòûì êëþ÷îì NTRU, ÿâëÿþ-
ùåéñÿ ôèíàëèñòîì òðåòüåãî ðàóíäà êîíêóðñà NIST, ïîëó÷åíû âåðõíèå îöåíêè íà
÷èñëî êóáèò è ãëóáèíó ñõåìû, òðåáóåìûå äëÿ ðåàëèçàöèè äàííîãî îðàêóëà, â çà-
âèñèìîñòè îò ïàðàìåòðîâ êðèïòîñèñòåìû.

Êëþ÷åâûå ñëîâà: êðèïòîñèñòåìà NTRU, êâàíòîâûé ïîèñê, êðèïòîãðàôèÿ ñ

îòêðûòûì êëþ÷îì, ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ.

Êâàíòîâûå âû÷èñëåíèÿ� ýòî áûñòðîðàçâèâàþùàÿñÿ îáëàñòü êîìïüþòåðíûõ èññëå-
äîâàíèé, êîòîðàÿ ñòàâèò ïîä óãðîçó êðèïòîãðàôè÷åñêóþ ñòîéêîñòü ñòàíäàðòîâ àñèì-
ìåòðè÷íîãî øèôðîâàíèÿ, èñïîëüçóåìûõ â íàñòîÿùåå âðåìÿ. Â 2016 ã. Íàöèîíàëüíûé
Èíñòèòóò Ñòàíäàðòîâ è Òåõíîëîãèé ÑØÀ (NIST) îáúÿâèë êîíêóðñ ¾Post-Quantum
Cryptography Competition¿, ïî çàâåðøåíèè êîòîðîãî áóäåò ïðèíÿò íîâûé� êâàíòîâî-
óñòîé÷èâûé� ñòàíäàðò àñèììåòðè÷íîãî øèôðîâàíèÿ. Ïðåòåíäåíòàìè ÿâëÿþòñÿ ïîä-
õîäû íà îñíîâå ðåø¼òîê, êîäîâ, õýø-ôóíêöèé, èçîãåíèé è ìíîãî÷ëåíîâ îò ìíîãèõ ïå-
ðåìåííûõ.

Ðàññìîòðèì ïîäõîä íà îñíîâå ðåø¼òîê.

Îïðåäåëåíèå 1. Ïóñòü u1, . . . , un ∈ Rm �ëèíåéíî íåçàâèñèìûå âåêòîðû è n 6
m. Ðåø¼òêîé íàçûâàåòñÿ ìíîæåñòâî

Zu1 ⊕ . . .⊕ Zun =
{ n∑

i=1

biui : bi ∈ Z
}
.

Âåêòîðû u1, . . . , un íàçûâàþòñÿ áàçèñîì ðåø¼òêè.

Îäíîé èç çàäà÷ â òåîðèè ðåø¼òîê ÿâëÿåòñÿ çàäà÷à íàõîæäåíèÿ êðàò÷àéøåãî âåê-
òîðà (SVP), êîòîðàÿ çàêëþ÷àåòñÿ â íàõîæäåíèè âåêòîðà, èìåþùåãî íàèìåíüøóþ äëè-
íó, â ðåø¼òêå, çàäàííîé ñâîèì áàçèñîì. Â îáùåì ñëó÷àå SVP ÿâëÿåòñÿ NP-òðóäíîé
çàäà÷åé. Ñòîéêîñòü ñèñòåì, îñíîâàííûõ íà ðåø¼òêàõ, çàâèñèò îò ýôôåêòèâíîñòè ðå-
øåíèÿ SVP, òàê êàê áîëüøèíñòâî èçâåñòíûõ àòàê ñâîäÿòñÿ ê ðåøåíèþ ýòîé ïðîáëåìû.
Ïåðñïåêòèâíûìè ÿâëÿþòñÿ ðàçðàáîòêà è àíàëèç êâàíòîâûõ àëãîðèòìîâ, êîòîðûå ïîç-
âîëÿþò óñêîðèòü ðåøåíèå äàííîé çàäà÷è.

Â [1] ïðåäñòàâëåí ãèáðèäíûé êâàíòîâî-êëàññè÷åñêèé ïîäõîä ê ïîèñêó êðàò÷àéøåãî
âåêòîðà ðåø¼òêè íà îñíîâå GaussSieve [2] � îäíîãî èç ñàìûõ ýôôåêòèâíûõ êëàññè÷å-
ñêèõ àëãîðèòìîâ.

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314-2019-0017) ïðè ïîääåðæêå
ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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Àëãîðèòì 1. Àëãîðèòì GaussSieve (Micciancio, Voulgaris, 2010)

Âõîä: B - áàçèñ ðåø¼òêè
Âûõîä: v - êðàò÷àéøèé âåêòîð ðåø¼òêè
1: Èíèöèàëèçèðîâàòü ïóñòîé íåóïîðÿäî÷åííûé ñïèñîê L è ïóñòîé ñòåê S
2: Ïîâòîðÿòü
3: Ïîëó÷èòü âåêòîð v èç ñòåêà (èëè ñãåíåðèðîâàòü íîâûé)
4: Ïîêà w ← ÏÎÈÑÊ{w ∈ L : ‖v ± w‖ 6 ‖v‖}
5: Óìåíüøèòü v ñ ïîìîùüþ w (v ← v ± w)
6: Ïîêà w ← ÏÎÈÑÊ{w ∈ L : ‖w ± v‖ 6 ‖w‖}
7: Óäàëèòü w èç ëèñòà L
8: Óìåíüøèòü w ñ ïîìîùüþ v (w ← w ± v)
9: Äîáàâèòü w â ñòåê S
10: Åñëè v èçìåíèëñÿ òî
11: Äîáàâèòü v â ñòåê S
12: èíà÷å
13: Äîáàâèòü v â ëèñò L
14: Ïîêà v íå ñòàíåò êðàò÷àéøèì âåêòîðîì
15: Âåðíóòü âåêòîð v

Íà âõîä àëãîðèòìà ïîñòóïàåò áàçèñ ðåø¼òêè, íà îñíîâå êîòîðîãî áóäóò ñòðîèòüñÿ
íîâûå âåêòîðû ïðè óñëîâèè ïóñòîãî ñòåêà S. Ôóíêöèÿ ¾ÏÎÈÑÊ¿ ïåðåáèðàåò âåêòî-
ðû w â ñïèñêå è ïðîâåðÿåò èõ íà îäíî èç (1) óñëîâèé ïîèñêà: ‖v ± w‖ 6 ‖v‖ èëè
‖w ± v‖ 6 ‖w‖, åñëè òàêîé âåêòîð ñóùåñòâóåò, òî ôóíêöèÿ âîçâðàùàåò åãî, èíà÷å
ôóíêöèÿ ïðåðûâàåò ïåðâûé öèêë, â êîòîðîì íàõîäèòñÿ. Àâòîðàìè ñòàòüè [2] ïðåäëî-
æåíî ýâðèñòè÷åñêîå óñëîâèå îñòàíîâêè, êîòîðîå îñíîâûâàåòñÿ íà êîëè÷åñòâå êîëëèçèé.
Òàêèì îáðàçîì, àëãîðèòì ðàáîòàåò äî òåõ ïîð, ïîêà ìû íå ïîëó÷èì òàêîå ÷èñëî êîë-
ëèçèé, ÷òî áóäåì óâåðåíû, ÷òî íàøëè êðàò÷àéøèé âåêòîð.

Â ðàìêàõ ïðåäëîæåííîãî â [1] ïîäõîäà óñêîðåíèå äîñòèãàåòñÿ çà ñ÷¼ò èñïîëüçîâà-
íèÿ â ôóíêöèè ¾ÏÎÈÑÊ¿ êâàíòîâîãî àëãîðèòìà ïîèñêà â íåóïîðÿäî÷åííîì ñïèñêå
(àëãîðèòìà Ãðîâåðà [3]). Çàäà÷à, ðåøàåìàÿ ýòèì àëãîðèòìîì, íàçûâàåòñÿ çàäà÷åé ïî-
èñêà. Ïðåäïîëàãàåòñÿ, ÷òî åñòü íåóïîðÿäî÷åííûé ñïèñîê èç K ýëåìåíòîâ, â êîòîðîì
êàê ìèíèìóì îäèí ýëåìåíò óäîâëåòâîðÿåò íåêîòîðîìó óñëîâèþ. Òðåáóåòñÿ íàéòè ïî
êðàéíåé ìåðå îäèí òàêîé ýëåìåíò. Äðóãèìè ñëîâàìè, îïðåäåëåíà áóëåâà ôóíêöèÿ f ,
êîòîðàÿ ïî íîìåðó ýëåìåíòà (åãî äâîè÷íîìó ïðåäñòàâëåíèþ) îïðåäåëÿåò, ÿâëÿåòñÿ ëè
ýëåìåíò ïîäõîäÿùèì (â ýòîì ñëó÷àå f = 1) èëè íåò (f = 0). Â òàêîé ïîñòàíîâêå çàäà÷à
ïîèñêà ñâîäèòñÿ ê íàõîæäåíèþ ðåøåíèÿ(-èé) óðàâíåíèÿ f(x) = 1.

Â êëàññè÷åñêîì âàðèàíòå ïðè óñëîâèè, ÷òî ðåøåíèå îäíî, òðåáóåòñÿ ∼ K/2 îáðà-
ùåíèé ê ôóíêöèè f äëÿ íàõîæäåíèÿ ðåøåíèÿ. Êâàíòîâûé àëãîðèòì ïîèñê ýëåìåíòà
â íåóïîðÿäî÷åííîì ñïèñêå ðåøàåò äàííóþ çàäà÷ó çà ∼

√
K îáðàùåíèé ê îðàêóëó�

êâàíòîâîìó àíàëîãó ôóíêöèè f .
Êâàíòîâûé êîìïüþòåð, â îòëè÷èå îò îáû÷íîãî, îïåðèðóåò êóáèòàìè [4]. Èõ ñîñòî-

ÿíèå ìîæíî ïðåäñòàâèòü êàê åäèíè÷íûé âåêòîð èç C2. Ïðîèçâîëüíûé âåêòîð ýòîãî
ïðîñòðàíñòâà ìîæåò áûòü ïðåäñòàâëåí â âèäå

|ϕ〉 = α|0〉+ β|1〉,
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ãäå α, β ∈ C íàçûâàþòñÿ àìïëèòóäàìè; |α|2 è |β|2 � âåðîÿòíîñòè îáíàðóæåíèÿ êóáèòà
ïîñëå èçìåðåíèÿ â ñîñòîÿíèÿõ |0〉 è |1〉 ñîîòâåòñòâåííî. Ãîâîðÿò, ÷òî êóáèò íàõîäèòñÿ
â ñóïåðïîçèöèè ñîñòîÿíèé |0〉 è |1〉.

Â ñîîòâåòñòâèè ñ ïîñòóëàòàìè êâàíòîâîé ìåõàíèêè, ñîñòîÿíèå ñèñòåìû èç n êóáèò
îïèñûâàåòñÿ âåêòîðîì ñîñòîÿíèé èç C2n . Ýâîëþöèÿ ñîñòîÿíèÿ çàìêíóòîé êâàíòîâîé
ñèñòåìû âî âðåìåíè îïèñûâàåòñÿ óíèòàðíûì ïðåîáðàçîâàíèåì.

Èçâåñòíî, ÷òî ëþáàÿ áóëåâà ôóíêöèÿ ìîæåò áûòü ðåàëèçîâàíà íà êâàíòîâîì êîì-
ïüþòåðå, à êâàíòîâûì àëãîðèòìîì, ðåøàþùèì çàäà÷ó ïîèñêà, ÿâëÿåòñÿ àëãîðèòì Ãðî-
âåðà (ðèñ. 1):

. . .

. . .

|0〉⊗n

H⊗(n+1) G G G

|1〉

Ðèñ. 1. Àëãîðèòì Ãðîâåðà [3]

Çäåñü H � âåíòèëü Àäàìàðà, G�èòåðàöèè àëãîðèòìà Ãðîâåðà (ðèñ. 2).

Îðàêóë

H⊗n Ôàçà H⊗n

Ðèñ. 2. Èòåðàöèÿ Ãðîâåðà

Ïðåîáðàçîâàíèÿ H⊗n è Ôàçà ÿâëÿþòñÿ èçâåñòíûìè âåíòèëÿìè, â îòëè÷èå îò îðàêó-
ëà, êîòîðûé ñòðîèòñÿ ïîä êàæäóþ çàäà÷ó îòäåëüíî. Â íàñòîÿùåé ðàáîòå âûïîëíåíî
ïîñòðîåíèå è îïèñàíèå îðàêóëà äëÿ êâàíòîâîãî ïîäõîäà ê ðåøåíèþ çàäà÷è ïîèñêà ïîä-
õîäÿùåãî âåêòîðà èç ñïèñêà â àëãîðèòìå GaussSieve.

Îðàêóë, ïðåäñòàâëåííûé íà ðèñ. 3, ñîñòîèò èç äâîè÷íîãî ïðåäñòàâëåíèÿ íîìåðà
âåêòîðà â ñïèñêå, K âåêòîðîâ ðàçìåðíîñòè d, êàæäàÿ êîîðäèíàòà êîòîðûõ êîäèðóåòñÿ
ñòðîêîé äëèíû m, ïåðåêëþ÷àòåëÿ, ïðîâåðêè íà óñëîâèå ïîèñêà è îòâåòà. Åãî ðàáîòà
ïðîèñõîäèò ñëåäóþùèì îáðàçîì:

1) ïîëó÷åíèå íîìåðà âåêòîðà íà âõîä è ïåðåäà÷à åãî â ïåðåêëþ÷àòåëü;
2) âûáîð ïî íîìåðó âåêòîðà èç ñïèñêà è êîïèðîâàíèå åãî;
3) ïðîâåðêà ñêîïèðîâàííîãî âåêòîðà íà óñëîâèå ïîèñêà(1);
4) âûâîä îòâåòà: 1� åñëè âåêòîð óäîâëåòâîðÿåò óñëîâèþ, 0� åñëè íåò.

Ïåðåêëþ÷àòåëü ïðåäñòàâëÿåò ñîáîé âåêòîðíóþ áóëåâó ôóíêöèþ, êîòîðàÿ íîìåðó
âåêòîðà ñîïîñòàâëÿåò ñòðîêó: i→ (0, . . . , 0, 1, 0, . . . , 0), ãäå 1 ñòîèò íà i-îì ìåñòå. Òîãäà,
ïðèìåíÿÿ âåíòèëü CCNOT, ìîæíî óäîáíî êîïèðîâàòü íóæíûé âåêòîð íîìåðà i èç
ñïèñêà. Äëÿ ëó÷øåãî ïîíèìàíèÿ òîãî, êàê êîïèðóåòñÿ íóæíûé âåêòîð, ðàññìîòðèì
ñëåäóþùèé ïðèìåð (ðèñ. 4) ïðè i = 2 è K = 2:

dm

dm

|0〉
|1〉
|v1〉
|v2〉

|0〉⊗dm

Ðèñ. 4. Ïðèìåð êîïèðîâàíèÿ âåêòîðîâ èç ñïèñêà



Íåîçàãëàâëåííàÿ ñåêöèÿ 4

Çäåñü ïåðâûå äâà êóáèòà ïðåäñòàâëÿþò ñîáîé ñòðîêó, ïîëó÷åííóþ èç ïåðåêëþ÷àòåëÿ,
v1 è v2 � âåêòîðû ðàçìåðíîñòè d, êàæäàÿ êîîðäèíàòà êîòîðûõ êîäèðóåòñÿ ñòðîêîé
äëèíû m, à íèæíèé ðåãèñòð îñòàâëåí ïîä ìåñòî äëÿ êîïèðîâàíèÿ íóæíîãî âåêòîðà.
Òîãäà â èòîãå ðàáîòû ïðèìåðà âåêòîð v2 áóäåò ñêîïèðîâàí â íèæíèé ðåãèñòð.

Ïðîâåðêà íà óñëîâèå ïîèñêà(1) ñîäåðæèò ñëåäóþùèå îïåðàöèè: ñëîæåíèå, âû÷èòà-
íèå, âîçâåäåíèå â êâàäðàò è ñðàâíåíèå öåëûõ ÷èñåë. Ïðåäëàãàåòñÿ èñïîëüçîâàòü äîïîë-
íèòåëüíûé êîä ÷èñëà äëÿ îïåðàöèè âû÷èòàíèÿ, òàêèì îáðàçîì, ñëîæåíèå è âû÷èòàíèå
ðåàëèçóþòñÿ îäíîé îïåðàöèåé, à ñðàâíåíèå ÷èñåë îïðåäåëÿåòñÿ çíàêîì ðåçóëüòàòà âû-
÷èòàíèÿ. Ñëîæíîñòü ðåàëèçàöèè îïåðàöèé íà êâàíòîâîì êîìïüþòåðå îöåíèâàåòÿ êî-
ëè÷åñòâîì êóáèò è ãëóáèíîé ñõåìû. Â òàáë. 1 ïðåäñòàâëåíû äîñòàòî÷íûå îöåíêè äëÿ
îïåðàöèé, ðåàëèçóþùèõ ïåðåêëþ÷àòåëü è ïðîâåðêó íà óñëîâèå ïîèñêà(1). Ïðè êàæ-
äîì èçìåíåíèè âåêòîðà v èëè ñïèñêà L â õîäå ðàáîòû àëãîðèòìà GaussSieve îðàêóë
ñòðîèòñÿ çàíîâî.

? ?????? ?a????
? ?? ?? 

??????a

w1

1

wK

v

? ??????a ?a 

??????? ?????a(1) 

w

K

3

4 0 ??? 1

2

2

2

2

w1
1

w1
d

wK
1

wK
d

w1

wd

v1

vd

x1

xt

0

0

2

3

Ðèñ. 3. Ïðåäëàãàåìàÿ ñõåìà êâàíòîâîãî îðàêóëà
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Òà á ë è ö à 1
Êîëè÷åñòâî êóáèò è ãëóáèíà ñõåìû, äîñòàòî÷íûå

äëÿ ðåàëèçàöèè òðåáóåìûõ îïåðàöèé

Îïåðàöèÿ Êîëè÷åñòâî êóáèò Ãëóáèíà ñõåìû
Ñëîæåíèå, âû÷èòàíèå öåëûõ

4m− 1 5m− 2
m-áèòíûõ ÷èñåë

Âîçâåäåíèå öåëîãî m-áèòíîãî
6m2 − 5m+ 2 11m2 − 15m+ 4

÷èñëà â êâàäðàò
Ïåðåêëþ÷àòåëü, ãäå íîìåð âåêòîðà

2m +m 3m
ïðåäñòàâëÿåòñÿ öåëûì m-áèòíûì ÷èñëîì

Ïåðåâîä öåëîãî m-áèòíîãî
4m 4m+ 1

÷èñëà â äîïîëíèòåëüíûé êîä

Óòâåðæäåíèå 1. Ïóñòü èìååòñÿ ñïèñîê äëèíû K, ñîñòîÿùèé èç öåëî÷èñëåííûõ
âåêòîðîâ ðàçìåðíîñòè d, êàæäàÿ êîîðäèíàòà êîòîðûõ êîäèðóåòñÿ áèòîâîé ñòðîêîé äëè-
íû m. Òîãäà äëÿ ðåàëèçàöèè êâàíòîâîãî îðàêóëà, ïðåäñòàâëåííîãî íà ðèñ. 3, ïîòðåáó-
åòñÿ íå áîëåå dlog2Ke+Kdm+K + 18dm2− 33dm+ 6d2 + 25d+ 2m+ 4 êóáèò. Ãëóáèíà
ñõåìû íå ïðåâîñõîäèò 3dlog2 Ke +Kdm+ 33dm2 − 67dm+ 15d2 + 35d− 2m+ 19.

Äëÿ àíàëèçà áûëà âûáðàíà êðèïòîñèñòåìà NTRU, òàê êàê îíà ïðîøëà â òðåòèé ðà-
óíä êîíêóðñà NIST [5] è ÿâëÿåòñÿ îäíèì èç ÷åòûð¼õ ïðåòåíäåíòîâ íà íîâûé ïîñòêâàí-
òîâûé ñòàíäàðò àñèììåòðè÷åñêîãî øèôðîâàíèÿ. NTRU çàâèñèò îò òð¼õ öåëî÷èñëåí-
íûõ ïàðàìåòðîâ (N, p, q), ãäå (p, q) = 1. Ðàáîòà îñóùåñòâëÿåòñÿ â êîëüöå R ïîëèíîìîâ
ñòåïåíè íå âûøå N −1 ñ öåëî÷èñëåííûìè êîýôôèöèåíòàìè, òî åñòü R = Z[x]/(xN −1).

Ýëåìåíò F =
N−1∑
i=0

Fix
i ∈ R ìîæíî ïðåäñòàâèòü êàê âåêòîð

F = [F0, . . . , FN−1].

Îïåðàöèÿ óìíîæåíèÿ ¾∗¿ â R îïðåäåëÿåòñÿ êàê ðåçóëüòàò öèêëè÷åñêîé ñâ¼ðòêè:

F ∗G = H,

Hk =
k∑

i=0

FiGk−i +
N−1∑
i=k+1

FiGN+k−i =
∑

i+j=k(modN)

FiGj.

Åñëè âûïîëíÿåòñÿ óìíîæåíèå ïîëèíîìîâ ïî ìîäóëþ ÷èñëà, òî êîýôôèöèåíòû ïðèâî-
äÿòñÿ ïî ýòîìó ìîäóëþ.

Ñåêðåòíûé êëþ÷: f , g�ïîëèíîìû èç R ñ êîîðäèíàòàìè èç ìíîæåñòâà {−1, 0, 1}.
Îòêðûòûé êëþ÷: N , p, q, h = fq ∗ g mod q, ãäå fq ∗ f = 1 (mod q).
Çàøèôðîâàíèå: Ïóñòü m� ñîîáùåíèå, ïðåäñòàâëåííîå â âèäå ïîëèíîìà èç R ñ êî-

ýôôèöèåíòàìè èç èíòåðâàëà (−p/2, p/2]. Òîãäà çàøèôðîâàííîå ñîîáùåíèå c âû÷èñëÿ-
åòñÿ ñëåäóþùèì îáðàçîì: c = pϕ ∗ h + m mod q, ãäå ϕ�ïîëèíîì èç R ñ íåêîòîðûìè
îãðàíè÷åíèÿìè íà êîîðäèíàòû èç ìíîæåñòâà {−1, 0, 1}.

Ðàñøèôðîâàíèå: Îïðåäåëèì ïîëèíîì a = f ∗ c mod q. Òîãäà èñõîäíîå ñîîáùåíèå
âîññòàíàâëèâàåòñÿ ñëåäóþùèì îáðàçîì: m = fq ∗ a mod p.

Îäíà èç ñàìûõ ýôôåêòèâíûõ àòàê [6] íà NTRU ñâîäèòñÿ ê ðåøåíèþ SVP â ðåø¼ò-
êå, áàçèñ êîòîðîé îáðàçîâàí ñòðîêàìè ìàòðèöû M , ïîñòðîåííîé íà îñíîâå îòêðûòîãî
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êëþ÷à:

M =



1 0 . . . 0 h0 h1 . . . hN−1
0 1 . . . 0 hN−1 h0 . . . hN−2
...

...
. . .

...
...

...
. . .

...
0 0 . . . 1 h1 h2 . . . h0
0 0 . . . 0 q 0 . . . 0
0 0 . . . 0 0 q . . . 0
...

...
. . .

...
...

...
. . .

...
0 0 . . . 0 0 0 . . . q


Ñ áîëüøîé âåðîÿòíîñòüþ êðàò÷àéøèé âåêòîð ðåø¼òêè, ïîðîæä¼ííîé ýòèì áàçèñîì,

èìååò âèä r = (f, g), à ïàðàìåòðû îðàêóëà ìîæíî îïðåäåëèòü (îöåíèòü) ñëåäóþùèì
îáðàçîì: K 6 2N , d = 2N , m = dlog2 qe+ 1.

Íà îñíîâå îöåíîê èç òàáë. 1 ïîñ÷èòàíà âçàèìîñâÿçü ìåæäó ïàðàìåòðàìè NTRU, êî-
ëè÷åñòâîì êóáèò è ãëóáèíîé ñõåìû, äîñòàòî÷íûõ äëÿ ðåàëèçàöèè ãèáðèäíîé êâàíòîâî-
êëàññè÷åñêîé àòàêè (òàáë. 2).

Òà á ë è ö à 2
Âåðõíèå îöåíêè ÷èñëà êóáèò è ãëóáèíû ñõåìû

Ïàðàìåòðû NTRU Êîëè÷åñòâî êóáèò Ãëóáèíà ñõåìû
N = 1, q = 2 105 332
N = 2, q = 2 266 428
N = 8, q = 4 3742 3498

N = 256, q = 128 4138013 2945510

Ïîëó÷åíû âåðõíèå îöåíêè íà ñëîæíîñòü ðåàëèçàöèè êâàíòîâîãî îðàêóëà èç àëãî-
ðèòìà Ãðîâåðà äëÿ ðåàëèçàöèè ãèáðèäíîãî êâàíòîâî-êëàññè÷åñêîãî àëãîðèòìà íà îñ-
íîâå GaussSieve, êîòîðûé ìîæåò áûòü èñïîëüçîâàí äëÿ àòàê íà êðèïòîñèñòåìû, ñòîé-
êîñòü êîòîðûõ çàâèñèò îò ðåøåíèÿ çàäà÷è SVP. Ïðîàíàëèçèðîâàíà ñëîæíîñòü ðåà-
ëèçàöèè êâàíòîâîãî îðàêóëà äëÿ àòàêè íà ïîñòêâàíòîâóþ êðèïòîñèñòåìó NTRU. Íà
ñåãîäíÿøíèé äåíü êîëè÷åñòâî êóáèò, ñ êîòîðûìè îïåðèðóåò êâàíòîâûé êîìïüþòåð, íå
ïðåâîñõîäèò 76 [7]. Òîãäà èç ïîëó÷åííûõ îöåíîê ñëåäóåò, ÷òî íà ñåãîäíÿøíèé äåíü
ïðåäëîæåííàÿ ìîäåëü êâàíòîâîãî îðàêóëà íå ìîæåò áûòü ðåàëèçîâàíà íà êâàíòîâîì
êîìïüþòåðå äàæå äëÿ ñàìûõ ìàëûõ ïàðàìåòðîâ NTRU, òàê êàê åù¼ íå ñóùåñòâó-
åò êâàíòîâîãî êîìïüþòåðà, îïåðèðóþùåãî äîñòàòî÷íûì êîëè÷åñòâîì êóáèò. Â ðàìêàõ
äàëüíåéøåé ðàáîòû ïðåäëàãàåòñÿ îïòèìèçèðîâàòü êâàíòîâóþ ñõåìó îðàêóëà, ïîëó÷èòü
íåîáõîäèìûå îöåíêè äëÿ ðåàëèçàöèè îðàêóëà äàííîãî êëàññà, à òàêæå ïðîàíàëèçè-
ðîâàòü äðóãèå èçâåñòíûå êëàññè÷åñêèå àòàêè ïîñòêâàíòîâûõ êðèïòîñèñòåì ñ öåëüþ
èçó÷åíèÿ âîçìîæíîñòè èõ óñêîðåíèÿ ñ ïîìîùüþ êâàíòîâûõ âû÷èñëåíèé.
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Bakharev A.O. DEVELOPMENT AND ANALYSIS OF ORACLE FOR THE
HIBRID ATTACK ON A CRYPTOGRAPHIC SYSTEM NTRU USING A
QUANTUM SEARCH ALGORITHM. Due to the development of quantum compu-
ting, there is a need for the development and analysis of cryptosystems resistant to attacks
using a quantum computer (post-quantum cryptography algorithms). The security of many
well-known post-quantum cryptosystems based on lattice theory depends on the complexity
of solving the shortest vector problem (SVP). In the paper, a model of the quantum oracle
which is required for the implementation of the hybrid quantum-classical algorithm for
solving SVP is proposed and analyzed. For the public key post-quantum cryptosystem
NTRU which is the finalist of the third round of the NIST competition, upper bounds for
the number of qubits and the depth of the scheme are obtained. The bounds are based on
the proposed model of the quantum oracle.
Keywords: cryptosystem NTRU, quantum search, public-key cryptography, post-quantum
cryptography.
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ÀÔÔÈÍÍÛÅ ÏÐÎÈÇÂÎÄÍÛÅ ÁÅÍÒ-ÔÓÍÊÖÈÉ1

À.Ñ. Øàïîðåíêî

Áåíò-ôóíêöèÿ ìîæåò áûòü îïðåäåëåíà êàê áóëåâà ôóíêöèÿ f(x) îò n ïåðå-
ìåííûõ (n ÷åòíî) òàêàÿ, ÷òî äëÿ ëþáîãî íåíóëåâîãî âåêòîðà y åå ïðîèçâîäíàÿ
Dyf(x) = f(x) ⊕ f(x ⊕ y) ñáàëàíñèðîâàíà � ïðèíèìàåò çíà÷åíèÿ 0 è 1 îäèíàêî-
âî ÷àñòî. Ñïðàâåäëèâî ëè, ÷òî ëþáàÿ ñáàëàíñèðîâàííàÿ ôóíêöèÿ � ïðîèçâîäíàÿ
íåêîòîðîé áåíò-ôóíêöèè? Â äàííîé ðàáîòå ýòà çàäà÷à ðàññìîòðåíà äëÿ ÷àñòíî-
ãî ñëó÷àÿ ñáàëàíñèðîâàíûõ ôóíêöèé `a,b(x) = 〈a, x〉 ⊕ b, ãäå a ∈ Zn

2 íåíóëåâîé è
b ∈ Z2, êîòîðûå íàçûâàþòñÿ àôôèííûìè. Áûëî äîêàçàíî, ÷òî ëþáàÿ íåêîíñòàíò-
íàÿ àôôèííàÿ ôóíêöèÿ îò n > 4 (÷åòíî) ïåðåìåííûõ ÿâëÿåòñÿ ïðîèçâîäíîé äëÿ
(2n−1− 1)|Bn−2|2 áåíò-ôóíêöèé, ãäå Bn−2 � ÷èñëî áåíò-ôóíêöèé îò n− 2 ïåðåìåí-
íûõ. Ïîëó÷åíû èòåðàöèîííûå íèæíèå ãðàíèöû äëÿ ÷èñëà áåíò-ôóíêöèé.

Êëþ÷åâûå ñëîâà: áåíò-ôóíêöèè, áóëåâû ôóíêöèè, ïðîèçâîäíûå áåíò-ôóíêöèé,

íèæíèå ãðàíèöû äëÿ ÷èñëà áåíò-ôóíêöèé

Ïóñòü 〈x, y〉 îáîçíà÷àåò ñêàëÿðíîå ïðîèçâåäåíèå äâîè÷íûõ âåêòîðîâ ïî ìîäóëþ 2
(îáîçíà÷èì ⊕).

Ôóíêöèÿ f : Zn
2 → Z2 íàçûâàåòñÿ áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ. Áóëåâà ôóíê-

öèÿ îò ÷åòíîãî ÷èñëà ïåðåìåííûõ íàçûâàåòñÿ áåíò-ôóíêöèåé, åñëè îíà ìàêñèìàëüíî
íåëèíåéíà [1]. Îáîçíà÷èì Bn ìíîæåñòâî áåíò-ôóíêöèé.

Øèôðû, â êîòîðûõ èñïîëüçóþòñÿ áåíò-ôóíêöèè, áîëåå óñòîé÷èâû ê ëèíåéíîìó

êðèïòîàíàëèçó [2], ïîòîìó ÷òî áåíò-ôóíêöèè êðàéíå ïëîõî àïïðîêñèìèðóþòñÿ àôôèí-
íûìè ôóíêöèÿìè. Áåíò-ôóíêöèè èñïîëüçîâàëèñü â ñòðóêòóðå áëî÷íîãî øèôðà CAST
êàê êîîðäèíàòíûå ôóíêöèè S�áëîêîâ [3], à òàêæå äëÿ ïîñòðîåíèÿ ðåãèñòðà ñäâèãà ñ
íåëèíåéíîé îáðàòíîé ñâÿçüþ â ïîòî÷íîì øèôðå Grain [4]. Òàêæå áåíò-ôóíêöèè ñâÿçà-
íû ñ íåêîòîðûìè îáúåêòàìè òåîðèè êîäèðîâàíèÿ, íàïðèìåð, ñ êîäàìè Ðèäà-Ìàëëåðà

[5].
Äðóãîå îïðåäåëåíèå áåíò-ôóíêöèè � áóëåâà ôóíêöèÿ f(x) îò n ïåðåìåííûõ (n ÷åò-

íî) òàêàÿ, ÷òî äëÿ ëþáîãî íåíóëåâîãî âåêòîðà y åå ïðîèçâîäíàÿDyf(x) = f(x)⊕f(x⊕y)
ñáàëàíñèðîâàíà � ïðèíèìàåò çíà÷åíèÿ 0 è 1 îäèíàêîâî ÷àñòî [5]. Ñïðàâåäëèâî ëè, ÷òî
ëþáàÿ ñáàëàíñèðîâàííàÿ ôóíêöèÿ � ïðîèçâîäíàÿ íåêîòîðîé áåíò-ôóíêöèè? Â [6] áû-
ëî ïîêàçàíî, ÷òî ëþáàÿ ñáàëàíñèðîâàííàÿ ôóíêöèÿ g îò n 6 6 ïåðåìåííûõ ñòåïåíè
íå âûøå n/2 − 1, òàêàÿ, ÷òî g(x) = g(x ⊕ y) äëÿ âñåõ x ïðè íåêîòîðîì y, ÿâëÿåòñÿ
ïðîèçâîäíîé íåêîòîðîé áåíò-ôóíêöèè îò n ïåðåìåííûõ. Â äàííîé ðàáîòå ýòà çàäà÷à
ðàññìîòðåíà äëÿ ÷àñòíîãî ñëó÷àÿ ñáàëàíñèðîâàíûõ ôóíêöèé `a,b(x) = 〈a, x〉 ⊕ b, ãäå
a ∈ Zn

2 íåíóëåâîé è b ∈ Z2, êîòîðûå íàçûâàþòñÿ àôôèííûìè.

Òåîðåìà 1. Ëþáàÿ íåêîíñòàíòíàÿ àôôèííàÿ ôóíêöèÿ `a,b(x) îò n > 4 (÷åòíî)
ïåðåìåííûõ ÿâëÿåòñÿ ïðîèçâîäíîé äëÿ (2n−1 − 1)|Bn−2|2 áåíò-ôóíêöèé.

Ëåììà 1. Äëÿ ëþáîé áåíò-ôóíêöèÿ è y 6= y′ ñïðàâåäëèâî, ÷òî Dyg(x) 6= Dy′g(x).

Ëåììà 2. Ïóñòü Dyg(x) = la,b(x) äëÿ áåíò-ôóêöèè g(x). Òîãäà ïðè ëþáîì y′

Dy′g(x) 6= la,b(x)⊕ 1.

Òåîðåìà 1 âìåñòå ñ Ëåììàìè 1 è 2 äàþò ñëåäóþùèå èòåðàöèîííûå íèæíèå ãðàíèöû
äëÿ êîëè÷åñòâà áåíò-ôóíêöèé îò n + 2 ïåðåìííûõ.

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñóäàðñòâåííîãî çàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò � 0314-2019-0017)
ïðè ïîääåðæêå ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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Òåîðåìà 2. Äëÿ ëþáîãî ÷åòíîãî n > 4 âåðíî

|Bn+2| > (2n+2 − 2)|Bn|2.

Äàííàÿ èòåðàöèîííàÿ íèæíÿÿ ãðàíèöà õóæå ïðåäñòàâëåííîé â [7], íî îíà âåðî-
ÿòíî ìîæåò áûòü óëó÷øåíà, åñëè ðàññìàòðèâàòü áîëüøå îäíîé àôôèííîé ôóíêöèè
èëè ó÷èòûâàòü ôóíêöèè, êîòîðûå íå èìåþò àôôèííûõ ïðîèçâîäíûõ. Îäíàêî çàäà÷à
âûäåëåíèÿ áåíò-ôóíêöèé, êîòîðûå ïðîèçâîäíîé èìåþò `a,b è íå èìåþò `c,d, ÿâëÿåòñÿ
íåïðîñòîé. Áåíò-ôóíêöèè, êîòîðûå íå èìåþò àôôèííûõ ïðîèçîäíûõ, ðàññìàòðèâà-
ëèñü, íàïðèìåð, â [8].
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Shaporenko A. S. AFFINE DERIVATIVES OF BENT FUNCTIONS. Bent function
can be defined as a Boolean function f(x) in n variables (n is even) such that for any nonzero
vector y its derivative Dyf(x) = f(x)⊕ f(x⊕ y) is balanced–that is, it takes values 0 and 1
equally often. Whether every balanced function is a derivative of some bent function or not
is an open problem. In this paper, special case of this problem was studied. It was proven
that every non-constant affine function in n > 4 (even) is a derivative of (2n−1 − 1)|Bn−2|2
bent functions, where Bn−2 is the number of bent functions in n−2 variables. New iterative
lower bounds for the number of bent functions is presented.
Keywords: boolean functions, bent functions, derivatives of bent function, lower bounds
for number of bent functions.
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S-ÁËÎÊÈ Ñ ÌÀÊÑÈÌÀËÜÍÎÉ
ÊÎÌÏÎÍÅÍÒÍÎÉ ÀËÃÅÁÐÀÈ×ÅÑÊÎÉ ÈÌÌÓÍÍÎÑÒÜÞ

ÎÒ ÌÀËÎÃÎ ×ÈÑËÀ ÏÅÐÅÌÅÍÍÛÕ1

Ä.À. Çþáèíà, Í.Í. Òîêàðåâà

Ïóñòü π � ïåðåñòàíîâêà n ýëåìåíòîâ, f � áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ.
Ðàññìîòðèì âåêòîðíóþ áóëåâó ôóíêöèþ Fπ : Fn2 → Fn2 âèäà Fπ(x) = (f(x),
f(π(x)), · · · , f(πn−1(x))). Èçó÷àåòñÿ êîìïîíåíòíàÿ àëãåáðàè÷åñêàÿ èììóííîñòü
ôóíêöèè Fπ â çàâèñèìîñòè îò áóëåâîé ôóíêöèè f è ïåðåñòàíîâêè π ïðè n = 3, 4, 5.
Ïîëó÷åíû ïîëíûå ìíîæåñòâà áóëåâûõ è ÷àñòè÷íûå âåêòîðíûõ áóëåâûõ ôóíêöèé
ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ îò ìàëîãî ÷èñëà ïåðåìåííûõ.

Êëþ÷åâûå ñëîâà: áóëåâà ôóíêöèÿ, âåêòîðíàÿ áóëåâà ôóíêöèÿ, àëãåáðàè÷åñêàÿ

èììóííîñòü, êîìïîíåíòíàÿ àëãåáðàè÷åñêàÿ èììóííîñòü.

S-áëîêè èãðàþò ðåøàþùóþ ðîëü â îáåñïå÷åíèè ñòîéêîñòè áëî÷íûõ øèôðîâ ê ðàç-
ëè÷íûì òèïàì àòàê. Îñíîâíàÿ ïðè÷èíà ýòîãî â òîì, ÷òî â êëàññè÷åñêèõ è ñîâðåìåííûõ
áëî÷íûõ øèôðàõ íåëèíåéíûé ñëîé ïðåäñòàâëåí èìåííî äàííûìè áëîêàìè. S-áëîê ÿâ-
ëÿåòñÿ îòîáðàæåíèåì ìíîæåñòâà äâîè÷íûõ âåêòîðîâ äëèíû n â ìíîæåñòâî äâîè÷íûõ
âåêòîðîâ äëèíûm. Â 2003 ã. â [1] áûë ïðåäñòàâëåí íîâûé âèä êðèïòîàíàëèçà � àëãåáðà-
è÷åñêèé, îñíîâàííûé íà ïîíèæåíèè ñòåïåíè ñèñòåìû óðàâíåíèé, îïèñûâàþùåé øèôð.
Äëÿ ïðîòèâîñòîÿíèÿ òàêîìó ðîäó àòàê íåîáõîäèìî, ÷òîáû S-áëîê èìåë ìàêñèìàëüíî
âîçìîæíîå çíà÷åíèå êîìïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòè.

Â äàííîé ðàáîòå áóäåì ðàññìàòðèâàòü S-áëîêè îïðåäåë¼ííîãî âèäà, à èìåííî
Fπ(x) = (f(x), f(π(x)), · · · , f(πn−1(x))), ãäå Fπ : Fn2 → Fn2 ; f � áóëåâà ôóíêöèÿ îò n
ïåðåìåííûõ; π�öèêëè÷åñêèé ñäâèã âëåâî íà îäíó ïîçèöèþ n ýëåìåíòîâ. Ýòà êîí-
ñòðóêöèÿ ïðåäëîæåíà À. Óäîâåíêî â ðåøåíèè îëèìïèàäíîé çàäà÷è íà NSUCRYPTO-
2016 [2]. Îí ïîêàçàë, ÷òî ïðè òàêîì ïîñòðîåíèè âåêòîðíîé ôóíêöèè ìîæíî ïîëó÷èòü
ôóíêöèþ ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ îò 3, 4, . . . , 10 ïåðåìåííûõ.
Â íàñòîÿùåå âðåìÿ îñòà¼òñÿ îòêðûòûì âîïðîñ î ñóùåñòâîâàíèè âåêòîðíîé áóëåâîé
ôóíêöèè ñ ìàêñèìàëüíîé êîìïîíåíòíîé èììóííîñòüþ dn/2e îò ïðîèçâîëüíîãî ÷èñëà
ïåðåìåííûõ n.

Àëãåáðàè÷åñêîé èììóííîñòüþ AI(f) áóëåâîé ôóíêöèè f íàçûâàåòñÿ ìèíèìàëüíîå
÷èñëî d, òàêîå, ÷òî ñóùåñòâóåò áóëåâà ôóíêöèÿ g ñòåïåíè d, íå òîæäåñòâåííî ðàâíàÿ íó-
ëþ, äëÿ êîòîðîé âûïîëíÿåòñÿ ðàâåíñòâî fg = 0 èëè (f ⊕ 1)g = 0 [3]. Èçâåñòíî, ÷òî äëÿ
ïðîèçâîëüíîé áóëåâîé ôóíêöèè f îò n ïåðåìåííûõ âûïîëíåíî AI(f) 6 dn/2e. Êîì-
ïîíåíòíîé àëãåáðàè÷åñêîé èììóííîñòüþ AIcomp(F ) âåêòîðíîé áóëåâîé ôóíêöèè F
íàçûâàåòñÿ ìèíèìàëüíàÿ àëãåáðàè÷åñêàÿ èììóííîñòü å¼ êîìïîíåíòíûõ ôóíêöèé, ò. å.
ôóíêöèé fb(x) = 〈b, F (x)〉, ãäå b ∈ Fn2 , b 6= 0 è 〈a, b〉 = a1b1 ⊕ . . . ⊕ anbn � ñêàëÿðíîå
ïðîèçâåäåíèå âåêòîðîâ ïî ìîäóëþ 2.

Â äàííîé ðàáîòå äëÿ ïîñòðîåíèÿ S-áëîêà ñ ìàêñèìàëüíîé êîìïîíåíòíîé àëãåáðà-
è÷åñêîé èììóííîñòüþ ðåàëèçîâàí ìåòîä íàõîæäåíèÿ ëèíåéíîãî ïîäïðîñòðàíñòâà ðàç-
ìåðíîñòè n â ìíîæåñòâå, ñîäåðæàùåì âåêòîðû çíà÷åíèé íóëåâîé ôóíêöèè è âñåõ áó-
ëåâûõ ôóíêöèé îò n ïåðåìåííûõ ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ dn/2e.
Â ïåðâóþ î÷åðåäü ïóò¼ì ïîëíîãî ïåðåáîðà ôîðìèðóåòñÿ ìíîæåñòâî áóëåâûõ ôóíêöèé

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �FWNF-2022-0018) ïðè ïîääåðæêå
ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research.
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ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ. Ê ýòîìó ìíîæåñòâó äîáàâëÿåòñÿ íóëå-
âîé âåêòîð. Äàëåå èç ýòîãî ìíîæåñòâà âûáèðàåòñÿ ôóíêöèÿ è íà å¼ îñíîâå ñòðîÿòñÿ
îñòàâøèåñÿ n−1 ôóíêöèé (èñïîëüçóÿ ïåðåñòàíîâêó π). Âñå ýòè ôóíêöèè òàêæå ëåæàò
â ýòîì ìíîæåñòâå. Çàòåì ïðîâåðÿåòñÿ, ïîðîæäàþò ëè âñå n ôóíêöèé ëèíåéíîå ïîäïðî-
ñòðàíñòâî ðàçìåðíîñòè n. Åñëè äà, òî äàííîå ïîäïðîñòðàíñòâî ïîçâîëÿåò ïîñòðîèòü
S-áëîê ñ ìàêñèìàëüíîé êîìïîíåíòíîé èììóííîñòüþ, âûáðàâ â êà÷åñòâå êîîðäèíàòíûõ
ôóíêöèé S-áëîêà áàçèñ ïîäïðîñòðàíñòâà. Äëÿ îäíîçíà÷íîñòè ïóñòü ôóíêöèÿ ñòðîèòñÿ
â âèäå Fπ(x) = (f(x), f(π(x)), . . . , f(πn−1(x))).

Äëÿ n = 3 ïóò¼ì ïîëíîãî ïåðåáîðà ïîëó÷åíî, ÷òî ñóùåñòâóåò 56 áóëåâûõ ôóíêöèé
ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ 2. Èç íèõ íà îñíîâå 12 ôóíêöèé (èì
îòâå÷àþò 4 ïîäïðîñòðàíñòâà) ìîæíî ïîñòðîèòü âåêòîðíóþ áóëåâó ôóíêöèþ ñ ìàêñè-
ìàëüíûì çíà÷åíèåì èììóííîñòè. Âñå ýòè ôóíêöèè ìîæíî ïðåäñòàâèòü â âèäå ÀÍÔ
îáùåãî âèäà.

Óòâåðæäåíèå 1. Áóëåâû ôóíêöèè f îò òð¼õ ïåðåìåííûõ ñ ìàêñèìàëüíîé àë-
ãåáðàè÷åñêîé èììóííîñòüþ 2, òàêèå, ÷òî âåêòîðíûå ôóíêöèè âèäà Fπ(x) = (f(x),
f(π(x)), f(π2(x))), ãäå π�öèêëè÷åñêèé ñäâèã, òàêæå èìåþò ìàêñèìàëüíóþ êîìïîíåíò-
íóþ àëãåáðàè÷åñêóþ èììóííîñòü 2, ìîæíî îïèñàòü ñëåäóþùåé êîíñòðóêöèåé:

f(x1, x2, x3) = xi + xj + xixk + a, ãäå {i, j, k} = {1, 2, 3}, a ∈ F2.

Äëÿ n = 4 ïóò¼ì ïîëíîãî ïåðåáîðà ïîëó÷åíî, ÷òî ñóùåñòâóåò 54 952 áóëåâûõ ôóíê-
öèé ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ 2. Ïðè ðàññìîòðåíèè âñåâîçìîæíûõ
ïåðåñòàíîâîê π (à íå òîëüêî öèêëè÷åñêîãî ñäâèãà âëåâî, êàê ýòî ïðîèñõîäèëî ðàíåå)
îêàçàëîñü, ÷òî òîëüêî ïðè 6 ïåðåñòàíîâêàõ ñóùåñòâóþò âåêòîðíûå áóëåâû ôóíêöèè,
êîòîðûå ñîõðàíÿþò ìàêñèìàëüíóþ èììóííîñòü. Ýòè ïåðåñòàíîâêè ìîæíî ïðåäñòàâèòü
â âåêòîðíîì âèäå: (2, 3, 4, 1), (2, 4, 1, 3), (3, 1, 4, 2), (3, 4, 2, 1), (4, 1, 2, 3), (4, 3, 1, 2) èëè
öèêëè÷åñêîì (1234), (1243), (1342), (1324), (1432), (1423). Äëÿ êàæäîé ïåðåñòàíîâêè
ñóùåñòâóåò 6144 áóëåâûõ ôóíêöèé (èëè 1536 ëèíåéíûõ ïîäïðîñòðàíñòâ), ïîñòðîåííûå
íà îñíîâå êîòîðûõ âåêòîðíûå áóëåâû ôóíêöèè òàêæå èìåþò ìàêñèìàëüíî âîçìîæíóþ
êîìïîíåíòíóþ àëãåáðàè÷åñêóþ èììóííîñòü.

Óòâåðæäåíèå 2. Ïóñòü f � áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ ñ ìàêñèìàëü-
íîé àëãåáðàè÷åñêîé èììóííîñòüþ dn/2e. Åñëè âåêòîðíàÿ áóëåâà ôóíêöèÿ Fπ(x) =
= (f(x), f(π(x)), . . . , f(πn−1(x))) èìååò ìàêñèìàëüíóþ êîìïîíåíòíóþ àëãåáðàè÷åñêóþ
èììóííîñòü, òî π ÿâëÿåòñÿ ïîëíîöèêëîâîé ïåðåñòàíîâêîé.

Äëÿ n = 5 ïóò¼ì ïîëíîãî ïåðåáîðà ïîëó÷åíî, ÷òî âñåãî ñóùåñòâóåò 197 765 122
áóëåâûõ ôóíêöèé ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ 3. Ñóùåñòâóåò êàê
ìèíèìóì ÷åòûðå áóëåâûõ ôóíêöèè (èì îòâå÷àåò îäíî ïîäïðîñòðàíñòâî), íà îñíîâå
êîòîðûõ ñòðîèòñÿ âåêòîðíàÿ áóëåâà ôóíêöèÿ ñ ìàêñèìàëüíûì çíà÷åíèåì èììóííîñòè.

Ñ ó÷¼òîì ýêñïåðèìåíòàëüíûõ ðåçóëüòàòîâ ñôîðìóëèðîâàíû ñëåäóþùèå ãèïîòåçû:

Ãèïîòåçà 1. Äëÿ ëþáîãî n > 2 â ìíîæåñòâå, ñîñòîÿùåì èç áóëåâûõ ôóíêöèé
îò n ïåðåìåííûõ ñ ìàêñèìàëüíîé àëãåáðàè÷åñêîé èììóííîñòüþ è íóëåâîé ôóíêöèè,
ñóùåñòâóåò ëèíåéíîå ïîäïðîñòðàíñòâî ðàçìåðíîñòè n.

Äàííàÿ ãèïîòåçà äîêàçàíà äëÿ n = 2, 3, 4, 5, 6, 8, 10 áëàãîäàðÿ ñîáñòâåííûì ðåçóëü-
òàòàì è ðåçóëüòàòàì À. Óäîâåíêî. Äëÿ n = 7, 9 ïîêà íå íàéäåíî òàêèõ ïîäïðîñòðàíñòâ.

Ãèïîòåçà 2. Ïóñòü f � áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ ñ ìàêñèìàëüíîé àëãåá-
ðàè÷åñêîé èììóííîñòüþ dn/2e. Òîãäà â å¼ ÀÍÔ ïðèñóòñòâóåò ïî ìåíüøåé ìåðå ïî
îäíîìó ìîíîìó êàæäîé ñòåïåíè i, ãäå i = 1, 2, . . . , dn/2e.



Íåîçàãëàâëåííàÿ ñåêöèÿ 3

Äàííàÿ ãèïîòåçà ïðîâåðåíà äëÿ n = 2, 3, 4, 5, 6, 8, 10 áëàãîäàðÿ ñîáñòâåííûì ðåçóëü-
òàòàì è ðåçóëüòàòàì À. Óäîâåíêî.

Òàêèì îáðàçîì, âîçìîæíî ïîñòðîåíèå S-áëîêà îò ìàëîãî ÷èñëà ïåðåìåííûõ, êîòî-
ðûé óñòîé÷èâ ê àëãåáðàè÷åñêèì àòàêàì. Â äàëüíåéøåì ïëàíèðóåòñÿ àíàëèç áóëåâûõ
è âåêòîðíûõ áóëåâûõ ôóíêöèé îò áîëüøåãî ÷èñëà ïåðåìåííûõ.
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ÀËÃÅÁÐÀÈ×ÅÑÊÈÉ ÊÐÈÏÒÎÀÍÀËÈÇ ËÅÃÊÎÂÅÑÍÛÕ ØÈÔÐÎÂ
SIMON È SPECK1

À.Â. Êóöåíêî, Í.Ä. Àòóòîâà, Ä.À. Çþáèíà, Å.À. Ìàðî, Ñ.Ä. Ôèëèïïîâ

Ïðåäñòàâëåíû àëãåáðàè÷åñêèå àòàêè íà øèôðû Simon è Speck�äâà ñåìåéñòâà
ëåãêîâåñíûõ áëî÷íûõ øèôðîâ, èìåþùèõ LRX- è ARX-ñòðóêòóðû ñîîòâåòñòâåííî.
Îíè áûëè ïðåäñòàâëåíû Àãåíòñòâîì íàöèîíàëüíîé áåçîïàñíîñòè ÑØÀ â 2013 ã., à
çàòåì ñòàíäàðòèçèðîâàíû ISO êàê ÷àñòü ñòàíäàðòà ðàäèîèíòåðôåéñà RFID. Øèô-
ðû àëãåáðàè÷åñêè êîäèðóþòñÿ è ïîëó÷àåìûå ñèñòåìû áóëåâûõ óðàâíåíèé ðåøà-
þòñÿ ñ ïîìîùüþ ðàçëè÷íûõ SAT-ðåøàòåëåé, à òàêæå ìåòîäîâ, îñíîâàííûõ íà
ëèíåàðèçàöèè. Âïåðâûå ê ýòèì øèôðàì ïðèìåíÿþòñÿ ïîäõîäû, èñïîëüçóþùèå
ðàçðåæåííîñòü ñèñòåì áóëåâûõ óðàâíåíèé. Îöåíåíû ïàðàìåòðû ëèíåàðèçàöèè â
ñèñòåìàõ óðàâíåíèé äëÿ îáîèõ øèôðîâ. Ïðèâåäåíî ñðàâíåíèå ýôôåêòèâíîñòè èñ-
ïîëüçóåìûõ ìåòîäîâ.

Êëþ÷åâûå ñëîâà: àëãåáðàè÷åñêèé êðèïòîàíàëèç, áëî÷íûé øèôð, ëåãêîâåñíûé

øèôð, Simon, Speck.

Ëåãêîâåñíàÿ êðèïòîãðàôèÿ� íàïðàâëåíèå èññëåäîâàíèé, ïðåäñòàâëÿþùåå èíòåðåñ
â íàñòîÿùåå âðåìÿ. Ýòî ñâÿçàíî ñ òåì, ÷òî âëèÿíèå è èñïîëüçîâàíèå RFID-ìåòîê,
ÏËÈÑ, ñìàðò-êàðò, ìîáèëüíûõ òåëåôîíîâ, ñåíñîðíûõ ñåòåé è äðóãèõ êðèïòîãðàôè-
÷åñêèõ àëãîðèòìîâ äëÿ óñòðîéñòâ ñ îãðàíè÷åíèÿìè íà èñïîëüçóåìûå ðåñóðñû ïîñòî-
ÿííî ðàñò¼ò è ïðèîáðåòàåò âñ¼ áîëüøóþ âàæíîñòü. Ëåãêîâåñíûå êðèïòîãðàôè÷åñêèå
ïðèìèòèâû ïðåäíàçíà÷åíû äëÿ îáåñïå÷åíèÿ ýôôåêòèâíîñòè è áåçîïàñíîñòè ïðè îãðà-
íè÷åííîì îáú¼ìå ðåñóðñîâ. Â ýòîì ñëó÷àå âîçíèêàåò ïðîáëåìà ïîèñêà êîìïðîìèññà
ìåæäó áåçîïàñíîñòüþ è ýôôåêòèâíîñòüþ. Â 2013 ã. Àãåíòñòâî íàöèîíàëüíîé áåçîïàñ-
íîñòè ÑØÀ ïðåäñòàâèëî ñåìåéñòâà Simon è Speck ëåãêîâåñíûõ áëî÷íûõ øèôðîâ.
Øèôð Simon áûë îïòèìèçèðîâàí äëÿ ïðîèçâîäèòåëüíîñòè íà àïïàðàòíûõ óñòðîé-
ñòâàõ, à Speck�äëÿ ïðîèçâîäèòåëüíîñòè â ïðîãðàììíîì îáåñïå÷åíèè. Íî áûëî ïîä-
÷åðêíóòî, ÷òî îáà ñåìåéñòâà ðàáîòàþò èñêëþ÷èòåëüíî õîðîøî êàê â àïïàðàòíîì, òàê
è â ïðîãðàììíîì îáåñïå÷åíèè, îáåñïå÷èâàÿ ãèáêîñòü ïëàòôîðìû, òðåáóåìóþ áóäóùè-
ìè ïðèëîæåíèÿìè. Ïî ñîñòîÿíèþ íà îêòÿáðü 2018 ã. øèôðû Simon è Speck áûëè
ñòàíäàðòèçèðîâàíû Ìåæäóíàðîäíîé îðãàíèçàöèåé ïî ñòàíäàðòèçàöèè (ISO) â ðàìêàõ
ñòàíäàðòà ðàäèîèíòåðôåéñà RFID (ðàäèî÷àñòîòíîé èäåíòèôèêàöèè). Ýòè øèôðû ÿâ-
ëÿþòñÿ ïðåäñòàâèòåëÿìè LRX- è ARX-ñòðóêòóð áëî÷íûõ øèôðîâ, îñíîâîé êîòîðûõ
ÿâëÿåòñÿ ÿâíîå èñïîëüçîâàíèå íåëèíåéíûõ àëãåáðàè÷åñêèõ îïåðàöèé âìåñòî S-áëîêîâ.
Ýòî îáóñëàâëèâàåò èíòåðåñ ê àëãåáðàè÷åñêîìó àíàëèçó äàííûõ øèôðîâ. Àëãåáðàè-
÷åñêèé àíàëèç Simon ïðîâåä¼í â [1], êîìáèíàöèÿ àëãåáðàè÷åñêîãî è óñå÷¼ííîãî äèô-
ôåðåíöèàëüíîãî êðèïòîàíàëèçà øèôðà Simon îò ìàëîãî ÷èñëà ðàóíäîâ ðàññìîòðåíà â
ðàáîòå [2]. Àëãåáðàè÷åñêèå àòàêè ïðåäñòàâëåíû SAT-ðåøàòåëåì è àëãîðèòìîì ElimLin.

Îñíîâíàÿ èäåÿ àëãåáðàè÷åñêîãî êðèïòîàíàëèçà ñîñòîèò â ñîñòàâëåíèè ñëîæíîé ñè-
ñòåìû áóëåâûõ óðàâíåíèé, îïèñûâàþùèõ ïðåîáðàçîâàíèå øèôðà. Ñèñòåìà ñòðîèòñÿ íà
îñíîâå ïîëíîñòüþ èçâåñòíîãî àëãîðèòìà øèôðîâàíèÿ. Çàøèôðîâàíèå íà íåèçâåñòíîì
êðèïòîàíàëèòèêó êëþ÷å íåêîòîðîãî êîëè÷åñòâà îòêðûòûõ òåêñòîâ ïîçâîëÿåò ïðîâåñòè
ïîäñòàíîâêó â óðàâíåíèÿ ñèñòåìû çíà÷åíèé âåêòîðîâ îòêðûòûõ òåêñòîâ è øèôðòåê-

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÌ ÑÎ ÐÀÍ (ïðîåêò �0314-2019-0017) ïðè ïîääåðæ-
êå ëàáîðàòîðèè êðèïòîãðàôèè JetBrains Research; ðàáîòà ïåðâîãî àâòîðà âûïîëíåíà ïðè ïîääåðæêå
ÐÔÔÈ (ïðîåêò �20-31-70043).
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ñòîâ. Íà ñëåäóþùåì ýòàïå îñóùåñòâëÿåòñÿ ðåøåíèå ñèñòåìû ñ ïîìîùüþ ðàçëè÷íûõ
ìåòîäîâ îòíîñèòåëüíî áèòîâ êëþ÷à.

Äëÿ àíàëèçà øèôðîâ áûëî àâòîìàòèçèðîâàíî ïîñòðîåíèå ñèñòåìû óðàâíåíèé, îïè-
ñûâàþùåé ïðåîáðàçîâàíèÿ ðàóíäîâ øèôðîâ.

Simon� ñåìåéñòâî ëåãêîâåñíûõ áëî÷íûõ øèôðîâ, ðàçðàáîòàííûõ äëÿ îïòèìàëü-
íîé ïðîèçâîäèòåëüíîñòè àïïàðàòíîãî îáåñïå÷åíèÿ [3]. Èìååò ñòðóêòóðó êëàññè÷åñêîé
ñõåìû Ôåéñòåëÿ, íà êàæäîì ðàóíäå 2n-áèòíûé âõîä ðàóíäà äåëèòñÿ íà äâå n-áèòíûå
ïîëîâèíû. Ê ëåâîé ïîëîâèíå L ïðèìåíÿåòñÿ ðàóíäîâàÿ íåëèíåéíàÿ íåáèåêòèâíàÿ
ôóíêöèÿ F : Fn

2 → Fn
2 . Ê âûâîäó ôóíêöèè ïðèìåíÿåòñÿ îïåðàöèÿ XOR ñ ïðàâîé ïîëî-

âèíîé R è êëþ÷îì k è äâå ïîëîâèíû ìåíÿþòñÿ ìåñòàìè (ðèñ. 1).
Äëÿ øèôðà Simon, ââîäÿ íîâóþ ïåðåìåííóþ äëÿ êàæäîãî âûõîäà ïîáèòîâîé

îïåðàöèè �, äëÿ îïèñàíèÿ T ðàóíäîâ ïîëó÷àåì n(T − 2) êâàäðàòè÷íûõ óðàâíåíèé
ñ n(T − 2) + k íåèçâåñòíûìè, ãäå n�ðàçìåð ñëîâà; T �êîëè÷åñòâî ðàóíäîâ; k�äëè-
íà êëþ÷à. Ïðè ãåíåðàöèè êëþ÷à ïîëó÷àåòñÿ n(T − m) óðàâíåíèé. Â ðåçóëüòàòå äëÿ
øèôðà Simon ñ T ðàóíäàìè ãåíåðèðóåòñÿ n(T −m) +n(T − 2) óðàâíåíèé. Êîëè÷åñòâî
êëþ÷åé m çàâèñèò îò ðàçìåðà âõîäíîãî áëîêà 2n è êîëè÷åñòâà ðàóíäîâ T .

Speck� ñåìåéñòâî ëåãêîâåñíûõ áëî÷íûõ øèôðîâ, îáåñïå÷èâàþùèõ îòëè÷íóþ ïðî-
èçâîäèòåëüíîñòü êàê â àïïàðàòíîì, òàê è â ïðîãðàììíîì îáåñïå÷åíèè, íî îïòèìèçè-
ðîâàííûõ äëÿ ðàáîòû íà ìèêðîêîíòðîëëåðàõ [3]. Â êàæäîì ðàóíäå 2n-áèòíûõ âõîäà
äåëÿòñÿ íà äâå n-áèòíûå ïîëîâèíû. Êàæäûé ðàóíä Speck ïðèìåíÿåò îïåðàöèè êîíú-
þíêöèè, öèêëè÷åñêîãî ñäâèãà âëåâî è âïðàâî, à òàêæå ñëîæåíèÿ ïî ìîäóëþ 2n. Ïàðà-
ìåòðû èìåþò ñëåäóþùèå çíà÷åíèÿ: α = 7 è β = 2, åñëè n = 16 (ðàçìåð áëîêà ðàâåí 32)
è α = 8 è β = 3 â ïðîòèâíîì ñëó÷àå. Íà ðèñ. 2 ïðåäñòàâëåíà ñõåìà øèôðîâàíèÿ äàííî-
ãî øèôðà. Êëþ÷åâîå ðàñïèñàíèå øèôðà Speck èñïîëüçóåò ðàóíäîâóþ ôóíêöèþ äëÿ
ãåíåðàöèè ðàóíäîâûõ êëþ÷åé.

Ðèñ. 1. Ñõåìà ðàóíäîâîãî ïðåîáðàçîâàíèÿ
øèôðà Simon [3]

Ðèñ. 2. Ñõåìà ðàóíäîâîãî ïðåîáðàçîâàíèÿ
øèôðà Speck [3]

Â øèôðå Speck, ââîäÿ íà êàæäîì ðàóíäå íîâûå ïåðåìåííûå, ïîëó÷èì ñëåäóþùèå
êîëè÷åñòâà óðàâíåíèé è íåèçâåñòíûõ:

e =

{
(7n− 3)(T − 1) + (8n− 3)(T − 1) + 2n, m = 1,

2(8n− 3)(T − 1) + 2n, m = 2, 3, 4,

u =

{
n(5T − 4), m = 1,

n(6T − 5), m = 2, 3, 4.

ãäå e�÷èñëî óðàâíåíèé; u�÷èñëî íåèçâåñòíûõ.
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1. Ëèíåàðèçàöèÿ

Ïðîâåäåíèå êðèïòîàíàëèçà íà íåáîëüøîì êîëè÷åñòâå ðàóíäîâ (íàïðèìåð, 3 è 4)
ñ âûáîðîì ñòàíäàðòíûõ õàðàêòåðèñòèê íåöåëåñîîáðàçíî, òàê êàê êëþ÷è íå ñòðîÿòñÿ
íà îñíîâå èñõîäíûõ è ìåæäó íèìè íå áóäåò íèêàêîé ñâÿçè. Ïîýòîìó â äàííîé ðàáîòå
ðàññìàòðèâàþòñÿ øèôðû ñ m = 1 äëÿ T ∈ {3, 4}.

Ðàññìîòðåíû àòàêè, îñíîâàííûå íà ëèíåàðèçàöèè. Èäåÿ ïðîñòîé ëèíåàðèçàöèè ñî-
ñòîèò â òîì, ÷òîáû ïðèñâîèòü êàæäîìó îäíî÷ëåíó èñõîäíîé ñèñòåìû íîâóþ ïåðåìåí-
íóþ. Ñèñòåìà ïîñëå ïåðåîáîçíà÷åíèÿ ñòàíîâèòñÿ ëèíåéíîé è ðåøàåòñÿ, íàïðèìåð, ìå-
òîäîì Ãàóññà. Çàòåì äëÿ ðåøåíèé ëèíåéíîé ñèñòåìû ïðîâåðÿåòñÿ, ÿâëÿþòñÿ ëè îíè
ðåøåíèÿìè èñõîäíîé íåëèíåéíîé ñèñòåìû óðàâíåíèé.

Êîëè÷åñòâî ðàçëè÷íûõ îäíî÷ëåíîâ â èñõîäíîé ñèñòåìå îïðåäåëÿåò êîëè÷åñòâî ïå-
ðåìåííûõ n′ â ñèñòåìå ëèíåéíûõ óðàâíåíèé, ýôôåêòèâíîñòü ëèíåàðèçàöèè çàâèñèò îò
ðàíãà r ýòîé ñèñòåìû. Ìíîæåñòâî ðåøåíèé íå ïóñòî, åãî ìîùíîñòü ðàâíà 2n′−r > 0,
ïîýòîìó äëÿ îöåíêè ïðîèçâîäèòåëüíîñòè íåîáõîäèìî ïðîàíàëèçèðîâàòü ãðàíèöû çíà-
÷åíèé n′ è r.

Ðàññìàòðèâàÿ àëãîðèòì øèôðîâàíèÿ, ìîæåì îöåíèòü êîëè÷åñòâî ðàçëè÷íûõ ìîíî-
ìîâ äëÿ êàæäîãî ðàóíäà øèôðà Simon. Äëÿ êàæäîé îïåðàöèè ââîäÿòñÿ íîâûå ïåðå-
ìåííûå è ïðîâîäèòñÿ ïåðåîáîçíà÷åíèå ïðè çàìåíå Li+1 è Ri+1; â ðåçóëüòàòå ïîëó÷àåì
ñëåäóþùóþ îöåíêó êîëè÷åñòâà ìîíîìîâ M :

M 6 6nT.

Â øèôðå Speck îñíîâíûì ìåòîäîì ñîõðàíåíèÿ ñòåïåíè ÿâëÿåòñÿ ââåäåíèå íîâûõ
ïåðåìåííûõ äëÿ âûõîäíûõ áèòîâ íåëèíåéíûõ îïåðàöèé. Â ýòîì ñëó÷àå ñòåïåíü íå
áóäåò ïðåâûøàòü 2. Íà êàæäîì ðàóíäå ââîäèòñÿ 28n íîâûõ ïåðåìåííûõ. Â ñèñòåìå
óðàâíåíèé, îïèñûâàþùåé ñëîæåíèå ïî ìîäóëþ 2n, èìååòñÿ âñåãî 5(7n − 8) ìîíîìîâ.
Íà ïðàêòèêå îêàçàëîñü, ÷òî ðàçëè÷íûõ ìîíîìîâ â ñèñòåìå óðàâíåíèé ñëîæåíèÿ ïî
ìîäóëþ 2n íå áîëüøå 25n − 18. Òàêèì, îáðàçîì, êîëè÷åñòâî ðàçëè÷íûõ ìîíîìîâ íà
êàæäîì ðàóíäå øèôðà Speck íå áîëüøå 28n− 18. Èòîãîâàÿ îöåíêà ÷èñëà ðàçëè÷íûõ
ìîíîìîâ, èñêëþ÷àÿ òàêèå, êîòîðûå îáðàçóþòñÿ ïðè ãåíåðàöèè êëþ÷åé (âñå óðàâíåíèÿ
ëèíåéíû), èìååò âèä

M 6 (28n− 18)T.

XL-àòàêà ïðåäñòàâëåíà â [4, 5]. Íà âõîä ïîñòóïàåò ñèñòåìà èç m ïîëèíîìèàëüíûõ
óðàâíåíèé îò n íåèçâåñòíûõ ñòåïåíè d, âûáèðàåòñÿ ñòåïåíü D > d, âñå óðàâíåíèÿ
èñõîäíîé ñèñòåìû óìíîæàþòñÿ íà îäíî÷ëåíû ñòåïåíè D − d èëè ìåíüøå, ñèñòåìà ëè-
íåàðèçóåòñÿ è íà âûõîäå ïîëó÷àåì îäíî èëè íåñêîëüêî ðåøåíèé.

Äëÿ ñëó÷àÿ d = 2 è D = d + 1 àíàëèç ýòîé àòàêè [6] ïîêàçûâàåò, ÷òî åäèíñòâåííîå
ðåøåíèå, âåðîÿòíî, áóäåò íàéäåíî, åñëè m ≈ n2/6.

Àëãîðèòì ElimLin îïèñàí â [7]. Åãî ñóòü� ïîèñê ñêðûòûõ ëèíåéíûõ óðàâíåíèé,
ñóùåñòâóþùèõ â èäåàëå, ïîðîæä¼ííîì äàííîé ñèñòåìîé óðàâíåíèé. Ýòîò àëãîðèòì
ñîñòîèò èç äâóõ ïîñëåäîâàòåëüíûõ øàãîâ:

1) èñêëþ÷åíèå Ãàóññà: â ëèíåéíîé îáîëî÷êå èñõîäíîé ñèñòåìû îòûñêèâàþòñÿ âñå
ëèíåéíûå óðàâíåíèÿ;

2) çàìåíà: ïåðåìåííûå èòåðàòèâíî âûðàæàþòñÿ ñ ïîìîùüþ íàéäåííûõ ëèíåéíûõ
óðàâíåíèé, ïîëó÷àåìûå âûðàæåíèÿ ïîäñòàâëÿþòñÿ â èñõîäíóþ ñèñòåìó.

Â òàáë, 1 è 2 ïðèâåäåíû ðåçóëüòàòû äëÿ ïðîñòîé ëèíåàðèçàöèè, XL-ìåòîäà è
ElimLin. Ïîëó÷åííûå äàííûå ïîçâîëÿþò ñðàâíèòü ýôôåêòèâíîñòü ýòèõ ìåòîäîâ äëÿ
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Simon è Speck. Äëÿ XL-ìåòîäà D = 3. Ñëîæíîñòü ïîëíîãî ïåðåáîðà ñîñòàâëÿåò 216

(ïðè n = 16, m = 1). Êàê âèäíî èç òàáë. 1, ìåòîä ëèíåàðèçàöèè íà÷èíàÿ ñ 4�5 ðàóíäîâ
äà¼ò õóäøèå ðåçóëüòàòû, ÷åì àòàêà ïîëíûì ïåðåáîðîì. Èñïîëüçîâàíèå ìåòîäà ïðîñòîé
ëèíåàðèçàöèè äëÿ T > 4 è XL-ìåòîäà äëÿ ïÿòè ðàóíäîâ (øèôðà Simon) íå óëó÷øàåò
ïîèñê ðåøåíèÿ ïî ñðàâíåíèþ ñ ïîëíûì ïåðåáîðîì.

Òà á ë è ö à 1
Ðåçóëüòàòû ïðèìåíåíèÿ àòàê, îñíîâàííûõ íà ëèíåàðèçàöèè

Øèôð, ïàðàìåòðû Ìåòîä
Êîë-âî
óðàâíåíèé

Êîë-âî
ïåðåìåííûõ

Êîë-âî
ìîíîìîâ

Êîë-âî
ðåøåíèé

Simon, T = 3, m = 1
Ëèíåàðèçàöèÿ 48 32 48

4, òîëüêî îäíî
ÿâë. êëþ÷îì

XL-ìåòîä 1584 32 992 1

Simon, T = 4, m = 1
Ëèíåàðèçàöèÿ 64 48 80 65536

XL-ìåòîä 3136 48 2616
256, òîëüêî îäíî
ÿâë. êëþ÷îì

Simon, T = 5, m = 1
Ëèíåàðèçàöèÿ 80 64 112 232

XL-ìåòîä 5200 64 5008 2336

Speck, T = 3, m = 1
Ëèíåàðèçàöèÿ 500 176 1236 �
XL-ìåòîä 88500 176 185216 �

Òà á ë è ö à 2
Ðåçóëüòàòû ïðèìåíåíèÿ ìåòîäà ElimLin

Øèôð, ïàðàìåòðû
(Êîë-âî óðàâíåíèé,
êîë-âî ëèí. óðàâíåíèé)

(Êîë-âî óðàâíåíèé,
êîë-âî ëèí. óðàâíåíèé)
ïîñëå ElimLin

Simon, T = 3, m = 1 (48, 32) (48, 32)
Simon, T = 5, m = 1 (80, 32) (80, 48)
Speck, T = 3, m = 1 (500, 132) (307, 137)
Speck, T = 5, m = 2 (1032, 296) (654, 297)

2. SAT-ðåøàòåëè

Çàäà÷à áóëåâîé âûïîëíèìîñòè (SAT)� ýòî çàäà÷à ïðèíÿòèÿ ðåøåíèÿ, â êîòîðîé
äëÿ ïðîèçâîëüíîé áóëåâîé ôîðìóëû âîçíèêàåò âîïðîñ, ñóùåñòâóåò ëè òàêîå çíà÷åíèå
ïåðåìåííûõ, ÷òî ôîðìóëà èìååò çíà÷åíèå true. Ýòà çàäà÷à ÿâëÿåòñÿ NP-òðóäíîé.

Êðèïòîàíàëèç íà îñíîâå SAT ïðåäïîëàãàåò äâà ýòàïà: íà ïåðâîì ýòàïå îáåñïå÷èâà-
åòñÿ êîäèðîâàíèå SAT, íàïðèìåð ïåðåâîä äàííîé ñèñòåìû èç àëãåáðàè÷åñêîé íîðìàëü-
íîé ôîðìû (ÀÍÔ) â êîíúþíêòèâíóþ íîðìàëüíóþ ôîðìó. Ìû èñïîëüçóåì êîíâåðòåð
anf2cnf [8] èç áèáëèîòåêè PolyBoRi, èíòåãðèðîâàííîé â Sage. Íà âòîðîì ýòàïå ïîëó÷åí-
íûé ýêçåìïëÿð SAT-çàäà÷è ðåøàåòñÿ ñ ïîìîùüþ SAT-ðåøàòåëÿ. Äëÿ êðèïòîãðàôè÷å-
ñêèõ ñèñòåì ÷àñòî ïðèìåíÿþòñÿ SAT-ðåøàòåëè CryptoMiniSat [9] è Lingering (ñ åãî
ïàðàëëåëüíûìè âåðñèÿìè Plingeling è Treengeling) [10]. Ìû ïðèìåíÿåì SAT-ðåøàòåëè
CryptoMiniSat (â Sage ver. 6.10) è Lingeling, Plingeling, Treengeling íà ÏÊ ñî ñëåäó-
þùèìè ïàðàìåòðàìè: Core i5-4690 CPU 3,5 ÃÃö (õ4), 12 Ãáàéò îïåðàòèâíîé ïàìÿòè.
Ýêñïåðèìåíòàëüíûå ðåçóëüòàòû øèôðîâ Simon è Speck ïðåäñòàâëåíû â òàáë. 3. Ðàñ-
ñìîòðåíû äâà ãåíåðàòîðà ñèñòåì óðàâíåíèé â ôîðìå ÀÍÔ äëÿ øèôðà Simon: â îäíîì
âñå ðàóíäîâûå êëþ÷è ÿâëÿþòñÿ íåçàâèñèìûìè ïåðåìåííûìè, â äðóãîì âñå ðàóíäîâûå
êëþ÷è ïðåäñòàâëåíû àëãîðèòìîì êëþ÷åâîãî ðàñïèñàíèÿ.
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Òà á ë è ö à 3
Ðåçóëüòàòû SAT-ðåøàòåëÿ äëÿ øèôðîâ Speck è Speck

Ïàðàìåòðû
Êîë-âî
óð-èé

Êîë-âî
íåèçâ.

Ïàðàìåòðû
SAT

SAT Âðåìÿ, c
RAM,
Ìáàéò

Øèôð Simon

T = 8, m = 2
(ñ ðàóíä. êëþ÷îì)

224 224
384 ëèò.,
2528 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
69811,9
4775,5
12702,81

�
120,5
260,3
182

T = 8, m = 2
(êëþ÷. ðàñïèñàíèå)

128 128
368 ëèò.,
4448 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
845,4
1188,8
4426,12

�
26,6
169,2
95

T = 9, m = 2
(êëþ÷. ðàñïèñàíèå)

144 144
480 ëèò.,
6448 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
>260174,3
47799,2
24547,91

�
>180,7
620,3
172

T = 10, m = 2
(êëþ÷. ðàñïèñàíèå)

160 160
560 ëèò.,
8096 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
�

17554,9
60776,91

�
�

458,8
234

Øèôð Speck

T = 3, m = 1 500 176
1460 ëèò.,
11020 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

0,56
0,9
0,97
0,2

9,6
4
1,9

T = 4, m = 2 782 320
2492 ëèò.,
17380 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

21,4
3,0
8,25
61,4

17,3
15
14,8

T = 5, m = 2 1032 416
3312 ëèò.,
23184 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
�

14448,17
�

�
�
278
�

T = 6, m = 2 1282 512
4132 ëèò.,
28988 êëîç

CryptoMiniSat
Plingeling
Treengeling
Lingeling

�
�

123353,82
�

�
�
546
�

Ïðî÷åðêè â òàáë. 3 îçíà÷àþò, ÷òî SAT ðåøàòåëþ íå óäàëîñü íàéòè ðåøåíèå ñèñòå-
ìû. Äëÿ øèôðà Speck CryptoMiniSat ïðè T = 3, 4 íå âûäàë ðàçìåð ôàéëà.

3. Ìåòîä Ðàääóìà � Ñåìàåâà

Äàííûé ïîäõîä ê ðåøåíèþ ðàçðåæåííûõ ïîëèíîìèàëüíûõ ñèñòåì óðàâíåíèé íàä
ïîëåì F2 áûë ïðåäñòàâëåí Ã. Ðàääóìîì è È. Ñåìàåâûì â ðàáîòå [11]. Àíàëèç è íåêî-
òîðûå ñâîéñòâà ìîæíî íàéòè â [12].

Ïî èñõîäíîé ñèñòåìå óðàâíåíèé ñòðîèòñÿ ãðàô. Âåðøèíû ñîîòâåòñòâóþò êàæäî-
ìó óðàâíåíèþ (âåðõíèé íàáîð âåðøèí), òàêæå ïðèñóòñòâóþò âåðøèíû, îáðàçóåìûå
ïåðåñå÷åíèåì íàáîðîâ ïåðåìåííûõ ñîîòâåòñòâóþùèõ óðàâíåíèé (íèæíèé íàáîð âåð-
øèí). Êàæäîé âåðøèíå ïðèïèñàí ñïèñîê âîçìîæíûõ îçíà÷èâàíèé ñîîòâåòñòâóþùèõ
ïåðåìåííûõ. Îáðàáîòêà è ïîèñê ðåøåíèÿ îñóùåñòâëÿåòñÿ ñ ïîìîùüþ òàê íàçûâàåìîé
ïðîöåäóðû Agreeing-Gluing (ñîãëàñîâàíèÿ-ñêëåéêè). Ïðîöåäóðà ñîãëàñîâàíèÿ áåðåò äâå
ñîñåäíèå âåðøèíû è îáíîâëÿåò èõ ñïèñêè, óäàëÿÿ âåêòîðû, êîòîðûå èìåþò ðàçíûå ïîä-
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âåêòîðû äëÿ îáùèõ ïåðåìåííûõ. Ïðîöåäóðà ñêëåèâàíèÿ çàìåíÿåò äâå âåðøèíû íîâîé
âåðøèíîé ñ îáíîâë¼ííûì ñïèñêîì îçíà÷èâàíèé.

Â êà÷åñòâå ðåçóëüòàòîâ èñïîëüçîâàíèÿ ýòîãî àëãîðèòìà äëÿ àòàêè íà Simon è
Speck ìû ïðèâîäèì òîëüêî ìàêñèìàëüíîå êîëè÷åñòâî ðàóíäîâ, äëÿ êîòîðûõ àëãî-
ðèòì çàâåðøèëñÿ çà äîïóñòèìîå âðåìÿ. Ñòîèò îòìåòèòü, ÷òî âðåìåííàÿ ñëîæíîñòü
ñèëüíî çàâèñèò îò ýâðèñòèêè, èñïîëüçóåìîé äëÿ çàïóñêà ïðîöåññà ñîãëàñîâàíèÿ, áóäü
òî (÷àñòè÷íîå) ðàçäåëåíèå èëè ñêëåéêà.

Äëÿ øèôðà Simon ìàêñèìàëüíîå ÷èñëî ïåðåìåííûõ â óðàâíåíèè çàâèñèò îò êîëè-
÷åñòâà ðàóíäîâ è êëþ÷åé. Äëÿ 6 ïåðåìåííûõ êîëè÷åñòâî óðàâíåíèé áóäåò ñîîòâåòñòâî-
âàòü n(T − 2) + n(T −m).

Áëàãîäàðÿ ââåäåíèþ íîâûõ ïåðåìåííûõ â êàæäûé ðàóíä øèôðà Speck êîëè÷åñòâî
ïåðåìåííûõ íà êàæäîì ðàóíäå íå çàâèñèò îò êîëè÷åñòâà ðàóíäîâ T è êëþ÷åé m. Ìàê-
ñèìàëüíîå êîëè÷åñòâî ïåðåìåííûõ â îäíîì óðàâíåíèè ðàâíî 6; êîëè÷åñòâî óðàâíåíèé
è ïåðåìåííûõ ïðåäñòàâëåíî â òàáë. 4 äëÿ m = 1 è òàáë. 5 äëÿ m = 2, 3, 4.

Òà á ë è ö à 4
Êîëè÷åñòâî ïåðåìåííûõ êàæäîãî

óðàâíåíèÿ øèôðà Speck, m = 1

Êîë-âî ïåðåìåííûõ Êîë-âî óðàâíåíèé
6 2(T − 1)(2n− 4)
5 2(T − 1)n
4 6(T − 1)n+ (T − 2)n
3 2(n+ 1)(T − 1)
2 3n

Òà á ë è ö à 5
Êîëè÷åñòâî ïåðåìåííûõ êàæäîãî

óðàâíåíèÿ øèôðà Speck, m = 2, 3, 4

Êîë-âî ïåðåìåííûõ Êîë-âî óðàâíåíèé
6 2(T − 1)(2n− 4)
5 2(T − 1)n
4 6(T − 1)n+ (T − 2)n
3 2(n+ 1)(T − 1)
2 (T − 1)n+ 3n

Àëãîðèòì Agreeing-Gluing áûë çàïóùåí äëÿ Simon äî 9 ðàóíäîâ, äëÿ Speck�äî 6
(òàáë. 6).
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Òà á ë è ö à 6
Ïàðàìåòðû àëãîðèòìà Ðàääóìà � Ñåìàåâà äëÿ øèôðîâ Simon

è Speck

Ïàðàìåòðû
Êîëè÷åñòâî
óðàâíåíèé

Êîëè÷åñòâî
íåèçâåñòíûõ

Âåðõíèé íàáîð Íèæíèé íàáîð

Øèôð Simon

T = 7, m = 2 112 112 112 800
T = 8, m = 2 128 128 128 1072
T = 9, m = 2 144 144 144 1600

Øèôð Speck

T = 3, m = 1 500 176 500 558
T = 4, m = 2 782 320 782 749
T = 5, m = 2 1032 416 1032 1005
T = 6, m = 2 1282 512 1282 1229

4. Àíàëèç ïîëó÷åííûõ ðåçóëüòàòîâ è çàêëþ÷åíèå

Â ðàáîòå ïðåäïðèíÿòà ïîïûòêà îöåíèòü óñòîé÷èâîñòü øèôðà Speck ê àëãåáðàè÷å-
ñêîìó êðèïòîàíàëèçó ñ ïîìîùüþ ðàçëè÷íûõ ìåòîäîâ. Ýêñïåðèìåíòàëüíûå ðåçóëüòàòû
ïîêàçûâàþò, ÷òî ìåòîäû àëãåáðàè÷åñêîãî àíàëèçà ÿâëÿþòñÿ ïåðñïåêòèâíûì ñïîñîáîì
àíàëèçà íàä¼æíîñòè ñîâðåìåííûõ øèôðîâ (â ÷àñòíîñòè, ëåãêîâåñíûõ). Ïðèìåíèòåëü-
íî ê øèôðàì Simon è Speck ïîêàçàíî, ÷òî ìåòîäû, îñíîâàííûå íà ëèíåàðèçàöèè,
íåýôôåêòèâíû óæå ïðè ìàëîì êîëè÷åñòâå ðàóíäîâ. Ñ èñïîëüçîâàíèåì SAT-ðåøàòåëÿ
äëÿ øèôðà Simon ðåøåíèå íàéäåíî äî 10 ðàóíäîâ âêëþ÷èòåëüíî, äëÿ øèôðà Speck�
äî 6 ðàóíäîâ. Ïðèìåíåíèå àëãîðèòìà Ðàääóìà�Ñåìàåâà äà¼ò ðåçóëüòàò äëÿ øèôðà
Simon äî 9 ðàóíäîâ, Speck�äî 6. Ðåçóëüòàòû àëãåáðàè÷åñêîãî àíàëèçà ïîêàçûâàþò,
÷òî âêëþ÷åíèå äîïîëíèòåëüíûõ íåëèíåéíûõ îïåðàöèé (íàïðèìåð, îïåðàöèè ñëîæåíèÿ
ïî ìîäóëþ 2n) çíà÷èòåëüíî óâåëè÷èâàåò âðåìÿ àòàêè è îáú¼ì èñïîëüçóåìîé ïàìÿòè.
Ïîýòîìó ðàññìîòðåííûå ìåòîäû áîëåå ýôôåêòèâíû äëÿ êðèïòîàíàëèçà øèôðà Simon,
÷åì äëÿ Speck. Â òî æå âðåìÿ ðàçðåæåííîñòü ñèñòåì óðàâíåíèé, îïèñûâàþùèõ øèôðû
Simon è Speck, äîñòàòî÷íî âûñîêà, ÷òî ïðèâîäèò ê ìûñëè î öåëåñîîáðàçíîñòè èñïîëü-
çîâàíèÿ ìåòîäà Ðàääóìà-Ñåìàåâà, ðàçðàáîòàííîãî ñïåöèàëüíî äëÿ òàêèõ ñèñòåì.

Â äàëüíåéøåì ïëàíèðóåòñÿ ïðîâåñòè òåîðåòè÷åñêóþ îöåíêó ñëîæíîñòè àëãåáðàè-
÷åñêîãî àíàëèçà äëÿ ïîëíîðàóíäîâûõ øèôðîâ Simon è Speck, à òàêæå îöåíèòü ýô-
ôåêòèâíîñòü èñïîëüçîâàíèÿ àëãîðèòìà Áóõáåðãåðà.
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минимум четыре булевых функции (им отвечает одно подпространство), на основе
которых строится векторная булева функция с максимальным значением иммунности.

С учётом экспериментальных результатов сформулированы следующие гипотезы:
Гипотеза 1. Для любого n > 2 в множестве, состоящем из булевых функций

от n переменных с максимальной алгебраической иммунностью и нулевой функции,
существует линейное подпространство размерности n.

Данная гипотеза доказана для n = 2, 3, 4, 5, 6, 8, 10 благодаря собственным резуль-
татам и результатам А. Удовенко. Для n = 7, 9 пока не найдено таких подпространств.

Гипотеза 2. Пусть f — булева функция от n переменных с максимальной алгеб-
раической иммунностью dn/2e. Тогда в её АНФ присутствует по меньшей мере по
одному моному каждой степени i, где i = 1, 2, . . . , dn/2e.

Данная гипотеза проверена для n = 2, 3, 4, 5, 6, 8, 10 благодаря собственным резуль-
татам и результатам А. Удовенко.

Таким образом, возможно построение S-блока от малого числа переменных, кото-
рый устойчив к алгебраическим атакам. В дальнейшем планируется анализ булевых
и векторных булевых функций от большего числа переменных.
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О НЕКОТОРЫХ СВОЙСТВАХ
САМОДУАЛЬНЫХ ОБОБЩЁННЫХ БЕНТ-ФУНКЦИЙ1

А.В. Куценко

Бент-функции вида Fn2 → Zq, где q > 2 —натуральное число, называются обоб-
щёнными бент-функциями. Обобщённые бент-функции, для которых можно опре-
делить дуальную бент-функцию, называются регулярными. Регулярная обобщён-
ная бент-функция называется самодуальной, если она совпадает со своей дуаль-
ной. Получены необходимые и достаточные условия самодуальности обобщённых
бент-функций из класса Елисеева —Мэйорана —МакФарланда. Представлен пол-
ный спектр расстояний Ли между данными функциями. Доказано несуществова-
ние аффинных самодуальных обобщённых бент-функций. Приведён класс изомет-
ричных отображений, сохраняющих самодуальность обобщённой бент-функции.
С помощью данных отображений получена уточнённая классификация самоду-
альных бент-функций вида F4

2 → Z4.

Ключевые слова: самодуальная бент-функция, обобщённая бент-функция,
класс Елисеева —Мэйорана —МакФарланда, расстояние Ли.
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Через Fn2 обозначим линейное пространство всех двоичных векторов длины n над
полем F2. Пусть q—натуральное число; обобщённой булевой функцией от n перемен-
ных называется отображение вида Fn2 → Zq. Множество всех обобщённых булевых
функций от n переменных обозначим GF qn. Для каждой пары x, y ∈ Fn2 через 〈x, y〉 обо-
значается значение

n⊕
i=1

xiyi. Весом Хэмминга wt(x) вектора x ∈ Fn2 называется число

его ненулевых координат. Расстояние Хэмминга между булевыми функциями f, g от
n переменных— число двоичных векторов длины n, на которых эти функции принима-
ют различные значения; обозначается dist(f, g). Согласно [1], назовём ортогональной
группой порядка n над полем F2 группу

On =
{
L ∈ GL (n,F2) : LLT = In

}
,

где LT — транспонирование L; In — единичная матрица порядка n над полем F2.
Обобщённым преобразованием Уолша—Адамара функции f ∈ GF qn называется

функция Hf : Fn2 → C, заданная равенством

Hf (y) =
∑
x∈Fn2

ωf(x)(−1)〈x,y〉, y ∈ Fn2 ,

где ω = e2πi/q. Функция f ∈ GF qn называется обобщённой бент-функцией, если
|Hf (y)| = 2n/2 для каждого y ∈ Fn2 [2]. Обзор различных обобщений бент-функций пред-
ставлен в работе [3]. Множество обобщённых бент-функций обозначается через GBqn.
Весом Ли вектора x ∈ Zq называется число wtL(x) = min {x, q − x}. Расстояние Ли
distL(f, g) между функиями f, g ∈ GF qn определяется как

distL(f, g) =
∑
x∈Fn2

wtL (δ(x)) ,

где δ ∈ GF qn и δ(x) = f(x) + (q − 1)g(x) для любого x ∈ Fn2 .
Пусть f ∈ GBqn, тогда если существует функция f̃ ∈ GF qn, такая, что Hf (y) =

= ωf̃(y)2n/2, то бент-функция f называется регулярной, а функция f̃ —дуальной к f .
Дуальная функция также является регулярной обобщённой бент-функцией. Если f =
= f̃ , то f называется самодуальной обобщённой бент-функцией. Если f = f̃ + q/2, то
f называется антисамодуальной обобщённой бент-функцией. Всюду далее считается,
что q—чётное натуральное число.

Открытой проблемой является полная характеризация и описание класса буле-
вых самодуальных бент-функций (q = 2). Этому и другим вопросам, связанным
с самодуальными бент-функциями, посвящёно большое количество работ (C. Carlet,
L. E. Danielson, M. G. Parker, P. Solé, X. Hou, T. Feulner, L. Sok, A. Wassermann и др.).
Подробную информацию о бент-функциях и их приложениях можно найти в книге [4].
В ряде работ исследованы свойства самодуальных бент-функций в рамках различ-
ных обобщений бент-функций: так, в [5, 6] рассматривается обобщение вида Fnp → Fp,
где p простое. Получен ряд результатов, в частности представлена полная класси-
фикация квадратичных самодуальных бент-функций. Связь самодуальных обобщён-
ных бент-функций вида Fn2 → Z4 и самодуальных булевых бент-функций исследована
в работе [7]. На основе обнаруженной взаимосвязи сделан вывод о несуществовании
самодуальных обобщённых бент-функций указанного вида в случае нечётного числа
переменных.

В настоящей работе исследуются свойства самодуальных обобщённых бент-функ-
ций Fn2 → Zq, где q—чётное натуральное число.
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Булевы бент-функции от чётного числа переменных n, представимые в виде

f(x, y) = 〈x, π(y)〉 ⊕ g(y), x, y ∈ Fn/22 ,

где π—перестановка на множестве Fn/22 и g— булева функция от n/2 переменных, фор-
мируют хорошо известный класс Елисеева —Мэйорана —МакФарланда. Обобщённые
бент-функции вида

f(x, y) =
q

2
〈x, π(y)〉+ g(y), x, y ∈ Fn/22 ,

образуют класс обобщённых бент-функций Елисеева —Мэйорана —МакФарланда.
Утверждение 1. Обобщённая бент-функция Елисеева —Мэйорана —МакФар-

ланда
f(x, y) =

q

2
〈x, π(y)〉+ g(y), x, y ∈ Fn/22 ,

является (анти)самодуальной тогда и только тогда, когда

π(y) = L (y ⊕ b) , g(y) =
q

2
〈b, y〉+ d, y ∈ Fn/22 ,

где L ∈ On/2; b ∈ Fn/22 ; wt (b) —чётное (нечётное) число; d ∈ Zq.

Спектр расстояний Хэмминга между самодуальными бент-функциями из класса
Елисеева —Мэйорана —МакФарланда получен в работе [8]. Далее представлен спектр
расстояний Ли между (анти)самодуальными обобщёнными бент-функциями из класса
Елисеева —Мэйорана —МакФарланда. Для данного спектра используется обозначе-
ние SpL.

Теорема 1. Справедливо

SpL =
{
q · 2n−2

}
∪

q/2⋃
w=0

n/2−1⋃
r=0

{
q · 2n−2

(
1± 1

2r

)
∓ w · 2n−r

}
.

Более того, все приведённые расстояния достижимы.

На основе данного результата можно сделать вывод о минимальном расстоянии Ли
между рассматриваемыми функциями.

Утверждение 2. Минимальное расстояние Ли между (анти)самодуальными
обобщёнными бент-функциями из класса Елисеева —Мэйорана —МакФарланда от n
переменных равно q · 2n−3.

Хорошо известно, что булева бент-функция и, как следствие, самодуальная буле-
ва бент-функция не может быть аффинной. Тем не менее в работе [9] показано, что
для обобщённых бент-функций данный вопрос нетривиален, в частности, для случая,
когда q кратно 4, существуют аффинные обобщённые бент-функции. Следующий ре-
зультат показывает отсутствие аффинных самодуальных обобщённых бент-функций
для произвольного чётного q.

Теорема 2. Для любого положительного чётного q и произвольного натурально-
го n не существует самодуальных обобщённых бент-функций вида

f(x) =
n∑
i=1

λixi + λ0,

где λ0, λ1, . . . , λn ∈ Zq.
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Далее представлен класс отображений, сохраняющих (анти)самодуальность обоб-
щенной бент-функции.

Теорема 3. Отображения множества всех обобщённых булевых функций от n пе-
ременных в себя, имеющие вид

f(x) −→ f (L (x⊕ c)) +
q

2
〈c, x〉+ d, x ∈ Fn2 ,

где L ∈ On, c ∈ Fn2 , wt(c) —чётное число, d ∈ Zq, сохраняют (анти)самодуальность
обобщённой бент-функции.

Заметим, что каждое такое отображение сохраняет расстояние Хэмминга и рас-
тояние Ли между обобщёнными бент-функциями, то есть является изометричным.
С помощью отображений данного вида получена уточнённая классификация кватер-
нарных самодуальных бент-функций от четырёх переменных (таблица).

Классификация самодуальных обобщённых бент-функций
от четырёх переменных для q = 4

Вектор значений представителя класса эквивалентности Размер класса
0220202022000000 24
2022220222020200 64
0330313133110110 48
0330302132010110 120
1321213122010100 96
0220213023100000 48

Число функций 400
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Применение эвристических методов для поиска булевых функций с
высокой алгебраической иммунностью

Н.Д. Атутова
Новосибирский государственный университет
Лаборатория криптографии JetBrains Research

Развивающийся интерес к криптоанализу повышает потребность в улуч-
шении стойкости шифров. Для защиты от статистических и аналитических
видов криптонализа в качестве компонент шифра необходимо использовать
булевы функции, обладающие хорошими криптографическими характери-
стиками. Целью работы является построение булевых функций с высокой
алгебраической иммунностью - характеристикой, повышающей стойкость
шифра к алгебраическим атакам.

Алгебраическая иммунность булевой функции f - минимальное число d

такое, что существует булева функция g степени d не тождественно равная
нулю, для которой выполняется равенство fg = 0 или (f + 1)g = 0 [1].

Выделяют три способа получения булевой функции с хорошими крипто-
графическими свойствами: полный перебор, алгебраическое конструирова-
ние и эвристики. При росте числа переменных nмножество булевых функций
растет дважды экспоненциально, что ухудшает эффективность полного пе-
ребора. Алгебраическое построение заведомо сужает множество решений.
Перспективным является подход, использующий эвристические методы, в
основе которых лежит структурированный перебор с параметрами для до-
стижения желаемого результата.

В работе предложен и реализован на языке программирования с++ ком-
бинированный подход на основе генетического алгоритма и локального по-
иска (в частности, поиск восхождением к вершине) для построения булевых
функций с высокой алгебраической иммунностью. Для небольшого числа
переменных (n 6 5) были проведены вычислительные эксперименты, проде-
монстрировавшие эффективность предлагаемого подхода.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] Токарева Н. Н. Симметричная криптография. Краткий курс: учебное пособие // Новосиб.
гос. ун-т. Новосибирск, 2012.

Научный руководитель – канд. физ.-мат. наук Н.Н.Токарева, А.В. Куценко.
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Одной из основных разновидностей блочных шифров является подстановочно-

перестановочная сеть, которая является комбинацией подстановок (S-блоков) и 

перестановок. S-блок представляет собой векторную булеву функцию, построенную 

на основе 𝑛 булевых функций от 𝑛 переменных. Для того, чтобы шифр был достаточно 

устойчив к алгебраическим атакам, необходимо чтобы компонентная алгебраическая 

иммунность S-блока принимала максимально возможное значение. 

Алгебраической иммунностью 𝐴𝐼(𝑓) булевой функции 𝑓 называется минимальное 

число 𝑑 такое, что существует булева функция 𝑔 степени 𝑑, не тождественно равная 

нулю, для которой выполняется равенство 𝑓𝑔 =  0 или (𝑓 ⊕ 1)𝑔 =  0 [1]. Для 

функции 𝑓 от 𝑛 переменных максимально возможное 𝐴𝐼(𝑓) = ⌈
𝑛

2
⌉. Компонентной 

алгебраической иммунностью 𝐴𝐼𝑐𝑜𝑚𝑝(𝐹) векторной булевой функции называется 

минимальная алгебраическая иммунность ее компонентных функций, т.е. функций 

𝑓𝑏(𝑥) = 〈𝑏, 𝐹(𝑥)〉, где 𝑏 ∈ ℤ2
𝑛 , 𝑏 ≠ 0 и 〈𝑎, 𝑏〉  = 𝑎1𝑏1 ⊕ … ⊕ 𝑎𝑛𝑏𝑛 – скалярное 

произведение векторов по модулю 2. 

В данной работе для построения S-блока с максимальной компонентной 

алгебраической иммунностью был реализован метод нахождения линейного 

подпространства размерности 𝑛 в множестве булевых функций от 𝑛 переменных с 

максимальной алгебраической иммунностью.  

Гипотеза. В множестве, состоящем из булевых функций от 𝑛 переменных с 

максимальной алгебраической иммунностью и нулевой функции, существует 

линейное подпространство размерности 𝑛. 
В частности, было получено, что существует в точности 1888 таких линейных 

подпространств размерности 3 для булевых функций от 3 переменных. В результате 

на полученных данных возможно построение S-блока, устойчивого к алгебраическим 

атакам.  

Работа выполнена при поддержке лаборатории криптографии JetBrains Research. 

______________________________ 

1. Meier W., Pasalic E., and Carlet C. Algebraic attacks and decomposition of Boolean 

functions // Eurocrypt 2004. LNCS. 2004. V. 3027. P. 474–491. 
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В настоящее время защита информации обеспечивается с помощью шифрования 

данных. Для достаточной надежности необходима высокая стойкость к 

статистическим и аналитическим методам криптоанализа шифра. Основная идея 

алгебраического криптоанализа состоит в составлении сложной системы булевых 

уравнений, описывающих преобразование шифра, и нахождении решений данной 

системы, соответствующих секретному ключу.  
Целью работы является реализация автоматического построения систем уравнений 

для анализа, и получение оценок стойкости шифров к алгебраическим атакам. В 

рамках данной работы булевы уравнения представляются в форме АНФ: полиномы, в 

которых используются только операции сложения и умножения по модулю 2, а также 

константы 0 и 1 [1]. 
Рассмотрены Simon и Speck - шифры, имеющие структуры LRX- и ARX- шифров, 

представленные АНБ США в 2013 году. Реализованы алгоритмы построения систем 

уравнений в форме АНФ для рассматриваемых шифров. Полученные уравнения 

использованы для реализации методов решений систем и получения оценок 

стойкости: SAT-решатель, XL-метод, ElimLin, алгоритм Бухбергера. В результате 

было выяснено, что наибольшую эффективность показали атаки с помощью SAT-

решателя. 

Работа выполнена при поддержке лаборатории криптографии JetBrains Research. 

______________________________________ 

1. Токарева Н. Н. Симметричная криптография. Краткий курс: учебное пособие // 

Новосиб. гос. ун-т. Новосибирск, 2012. 

Научный руководитель – к.ф.-м.н. Н.Н.Токарева, А.В. Куценко. 
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Лаборатория криптографии JetBrains Research

В настоящеее время активно используют регистры сдвига с нелинейной
обратной связью для построения генераторов в поточных шифрах. Рассмот-
рим фильтрующий генератор, состоящий из регистра сдвига с нелинейной
обратной связью. Пусть регистр имеет длину n и использует функцию обрат-
ной связи f(x1, . . . , xn). В случае линейной обратной связи известны многие
свойства функции f , тогда как нелинейные функции активно изучаются. По-
дробнее о нелинейных регистрах сдвига см. [1].

В данной работе исследовались нелинейные функции обратной связи
f(x1, . . . , xn) от n переменных, с помощью которых генератор может по-
рождать псевдослучайную последовательность максимальной длины 2n. А
именно, была написана программа, которая позволяет построить функции
f(x) при малых n < 6 для дальнейшего их изучения и классификации.

Для n = 3 найдено 2 функции, для n = 4 найдено 16 функций, а для
n = 5 найдено 2048 функций.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] A. Menezes, P. C. van Oorschot and S. Vanstone, Handbook of Applied Cryptography, CRC
Press,pp. 191–222, 1996.

Научный руководитель – канд. физ.-мат. наук, доц. Н. Н. Токарева
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Регистры сдвига с обратной связью часто используются для построения по-
точных шифров. Особым интересом пользуются регистры сдвига с нелиней-
ными обратными связями (NFSR). Такие регистры состоят из двух частей:
бинарный векторx = (x1, . . . xn) длиныn и определенная на немфункция об-
ратной связи f : (x1, . . . , xn)→ {0, 1}, где f − нелинейная булева функция
от n переменных. Работа нелинейного регистра сдвига представлена, напри-
мер, в [1]. В случае с регистром сдвига с линейной обратной связью известно,
какие функции использовать, чтобы получить псевдослучайную последова-
тельность максимального периода. А для нелинейного случая известно мало.

В данной работе изучены функции обратной связи, которые позволяют
генератору производить псевдослучайную последовательность максимально-
го периода, 2n. А именно, на основе нескольких частных случаев, выявлены
некоторые особенности данных функций.

Предложение 1. Все нелинейные булевы функции от n переменных, кото-
рые позволяют генератору производить псевдослучайную последователь-
ность максимального периода, 2n, будут содержать в своей АНФ следую-
щие мономы: 1, x1, x2x3...xn.

Предложение 2. Для каждого n ≤ 12 нелинейная булева функция от n

переменных вида 1 ⊕ xi ⊕ x1 ⊕ x2x3...xn, где i = 2, . . . , n, позволяет гене-
ратору производить псевдослучайную последовательностьмаксимального
периода, 2n.

Работа выполнена при поддержке лаборатории криптографии JetBrains
Research.

[1] A. Menezes, P. C. van Oorschot and S. Vanstone, Handbook of Applied Cryptography, CRC
Press,pp. 191–222, 1996.
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Квантовые вычисления – это быстроразвивающаяся область 

компьютерных исследований, которая ставит под угрозу 

криптографическую стойкость стандартов асимметричного шифрования, 

используемых в настоящее время. В 2016 году National Institute of Standards 

and Technology (NIST) объявил конкурс «Post-Quantum Cryptography 

Competition» (PQCC), по завершении которого будет принят новый – 

квантово-устойчивый – стандарт асимметричного шифрования. 

Претендентами являются подходы на основе решёток, кодов, 

хэш-функций, изогений и многочленов от многих переменных. 
Одним из финалистов третьего раунда конкурса PQCC является 

криптографическая система с открытым ключом NTRU, основанная на 

решётках. Основной метод криптоанализа системы NTRU сводится к 

решению задачи поиска кратчайшего вектора решётки (SVP), в общем 

случае являющейся NP-трудной. Перспективными являются разработка и 

анализ квантовых алгоритмов, которые позволяют ускорить решение 

данной задачи. В статье [1] был представлен гибридный подход к поиску 

кратчайшего вектора решётки, в рамках которого используется квантовый 

алгоритм поиска (Quantum search). Целью настоящей работы является 

анализ эффективности указанного выше подхода для атаки на 

криптосистему NTRU. 
Получена реализация гибридного алгоритма поиска кратчайшего 

вектора решётки с использованием симулятора квантовых вычислений 

IBM Quantum Experience. Сделан вывод о параметрах системы NTRU, 

против которой можно эффективно применять гибридную атаку с 

использованием существующих квантовых симуляторов. 
Работа выполнена при поддержке лаборатории криптографии 

JetBrains Research. 
______________________________ 

1. Laarhoven, T., Mosca, M. & van de Pol, J. Finding shortest lattice vectors 

faster using quantum search. Des. Codes Cryptogr. 77, 375–400 (2015). 
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Рекуррентные формулы для разностной характеристики XOR
относительно сложения по модулю 2n

И. А. Сутормин
Новосибирский государственный университет

В компонентах шифров ARX архитектуры используются три операции: сло-
жение по модулю 2n (�), циклический сдвиг и покомпонентное сложение по
модулю 2 (⊕, XOR). Дифференциальный криптоанализ ?? основан на изуче-
нии преобразования разностей открытых текстов в разности шифртекстов.
Сложность его проведения является недостатком ARX шифров. Выбирая в
качестве разности разность по модулю 2n, эффективность дифференциаль-
ного криптоанализа зависит от величин adp⊕ своих компонент

adp⊕(α, β → γ) = P[x, y ∈ Zn
2 | (x� α)⊕ (y � β) = (x⊕ y)� γ ].

Теорема 1. Пусть α, β, γ ∈ Zn
2 , α = (αn, . . . α1). За α1 обозначается век-

тор (αn, . . . α1, 1) ∈ Zn+1
2 , за α - вектор α с инвертированными битами.

Тогда для adp⊕ выполняются следующие равенства:

adp⊕(α0, β0→ γ0) = adp⊕(α, β → γ)

adp⊕(α1, β1→ γ0) =
1

4
(adp⊕(α, β → γ) + adp⊕(α, β → γ)

+ adp⊕(α, β → γ) + adp⊕(α, β → γ))

adp⊕(α1, β0→ γ1) =
1

4
(adp⊕(α, β → γ) + adp⊕(α, β → γ)

+ adp⊕(α, β → γ) + adp⊕(α, β → γ))

adp⊕(α0, β1→ γ1) =
1

4
(adp⊕(α, β → γ) + adp⊕(α, β → γ)

+ adp⊕(α, β → γ) + adp⊕(α, β → γ))

adp⊕(α1, β0→ γ0) = adp⊕(α0, β1→ γ0) = 0

adp⊕(α0, β0→ γ1) = adp⊕(α1, β1→ γ1) = 0

Работа выполнена при поддержке лаборатории криптографии JetBrains Research.

[1] Eli Biham and Adi Shamir. Differential cryptanalysis of DES-like cryptosystems. Journal of
Cryptology, 4(1):3–72, January 1991.
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