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Cocras 1a6opaTopuu:

e TokapeBa Haranbs HukonaeBHa,
K.(p.-M.H., c.H.c. UHcTUTyTa MatemaTuku uM. C.JI.Cobonea CO PAH,
noteHT kad. komi.cucteM OUT HI'Y, kad. reop.ku6. MM HI'Y, kad.

muckp.mat.u uad. CYHL] HI'Y, pykoBoauTens rpymmbl

e Konomeer Hukonaii AnekcanapoBu,
K.p.-M.H., H.c. UHncTuTyTa Mmatemaruku um. C.JI.CoboneBa CO PAH,
accucteHT Kadenpsl napamiensubix Beruuciaennit ®UT HI'Y u kadbenps
TeopeTudeckon kuoepHetuku MM® HI'Y

e ['oponunoBa Anactacusi AjeKkcaHIpOBHA
K.p.-M.H., H.C. UHcTuTyTa MaTemaruku uMm. C.JI.Cobonera CO PAH,
CTapIlMi IpenoaBarenb Kageapsl TeopeTuueckoil kuoepuetuku MM @
HI'Y u xadenps! quckpetHoit marematuku U uHpopmatuku CYHI] HI'Y

e Kanrun Koncrantun BukropoBuu
K.(p.-M.H., H.Cc. UHCTUTYTa BBIUUCTUTEIHHON MATEMATUKU U
matematnyeckoi reopusuku CO PAH, crapmmii npenogaBatens kadeapb
napajuienbHbIX Beruncinenud OUT HI'Y

e Unpucoa Banepus AnekcanIpoBHa
K.p.-M.H., H.C. UHcTUTyTa MaTeMatuku um. C.JI.Cobonesa CO PAH,
accucTeHT kadenpsl TeopeTrnueckoit kubepuetnku MMO® HI'Y

e Kynenko Anekcanap Bnagumuposuu
K.(p.-M.H., acnupant MM® HI'Y, accucrent kadeapsl TeopeTudecKoi
kubepHetuku MM® HI'Y, m.H.c. UncTtutyTra Mmarematuku um. C.J1.
Cobonesa CO PAH

e Kongsipes Jmutpuit Oneropuy
Acnupantr ®UT HI'Y, npenoaasarens HI'Y, m.H.c. UHCTUTYyTa MaTteMaThKu
uM.C.JI.Co6onea CO PAH

e TkaueB Anexkcanap BuraibeBuu
Acnupant ®UT HI'Y, npenonasatens PUT HI'Y

e Jlopouun Aprtemuii EBrenreBuu
Acnupant OUT HI'Y, m.H.c. UacturyTa matematuku um.C.JI.CoboneBa

e [Ilanopenko Anekcanap Cepreesud,
Acnupant MM® HI'Y, m.1.c. UnctutyTa Mmatematuku um.C.J1.Cobonena



Makcumimok FOnus [1aBnoBHa
Acnupantka MM® HI'Y, m.H.c. UnctuTyTa Mmatematuku um.C.J1.CoGoneBa

Howmownpne lapon Manannga, acimpanrka HI'Y
Acnupantka MM® HI'Y

bonunu Tarbsina AnapeeBHa
Maructpantka 2-ro kypca MM® HI'Y

3aBanuiuHa Enena BiaagumupoBHa

Maructpantka 2-ro kypca PUT HI'Y, m.H.c. UHCcTUTYTa MaTeMaTUKK
uM.C.JI.Cobonera CO PAH, npenogaBarens kadeapbl TUCKPETHON
mateMatuku 1 nHpopmatuku CYHI HI'Y

[TandepoB MaTseit AnapeeBuy
Maructpant 2-ro kypca MM® HI'Y

Cytopmun MBaH AnekcaHapoBUY

Maructpant 1-ro kypca MM® HI'Y, m.H.c. MHCTUTYTa MaTemMaTuku
uM.C.JI.Cobonea CO PAH

3to06uHa Jlapbsa AnekcaHapoBHa

Crynentka 4-ro kypca ®UT HI'Y, m.H.c. UHCTUTYyTa MaTeMaTUKHU
uM.C.JI.Co6onea CO PAH

AtyroBa Haranbs JIMmuTpueBHa
Crynentka 3-ro kypca MM® HI'Y

baxapeB Anekcannp Onerosuu
Crynenrt 3-ro kypca MM® HI'Y

brikoB Jlenuc AnexkcanapoBuy
Crynent 3-ro kypca MM® HI'Y

Jlaxanckuit Anexceit AnpeeBuy
Crynenrt 3-ro kypca ®UT HI'Y

Cadenpeiitep Amutpuit AnekceeBud
Crynent 3-ro kypca ®UT HI'Y

[Tapdenos Jlennc PomanoBuu
Crynent 4-ro kypca ®UT HI'Y



N30panHble HAy4YHbIC HATIPABJICHUS JJadopaTopuu
Kpuntorpaduueckue 6yneBsl pyHkuuu (0eHT-Gpynkuuu, APN-pyHkumm, u 1.1.).

CaMoe mIMpOKOE HampaBiI€HUE M HaumOojee MPEeACTaBIECHHOE B J1a00paTOpHUU.
Bonpocel wu3yueHuss ¥ mocTpoeHus OyieBbIX (YHKIUH CO CleHUalbHBIMU
KpUNTOrpapuuecKuMu CBOWCTBaMU IIHPOKO HCCIEAYIOTCS B KpUOTOrpaduu.
Takue QyHKIMHU HETIOCPEICTBEHHO UCTIONB3YIOTCS MJI KOHCTPYUPOBAHMS MIH(pa
C CEKpPETHBIM KJIFOUOM. MBI Hccneyem
¢ (YHKIIUN, MAKCUMAJILHO OTKJIOHSAIOIINECS OT JUHEHHBIX (OeHT-(DyHKINN),
e (¢yHKIUMN, HauboJiee PaBHOMEpPHBIE MO MapaM pa3HOCTEW BXOJ U BBIXOJ
(APN-¢dyHKIIHH)
e (QyHKIUM, 3aTPYIHSIONINE NPOBEJCHHE alreOpanvyecKoro KpUIITOaHAIN3a
(anreOpanyecky UMMYHHBIE (DYHKIIUH)
K naHHOMYy HampaBiI€HUIO OTHOCHUTCS OOJblllas YacTh HAMIMX NyOJuKamui —
MOHOrpa(uu, Hay4HbI€ CTaTbH, KAHAUAATCKUE JUCCEPTALIUH.

Kpunroananu3 cuMMETpUYHBIX IIH(PPOB.

B »TOM HampaBiieHHH MBI UCCIENYEM CTOMKOCTH IHU(PPOB C CEKPETHHIM KIIIOUOM
M0 OTHOIICHHWIO K COBPEMEHHBIM METOJIaM aHajn3a, TaKUM KaK JIMHEHHBIMN,
mudepeHnnanbablil, anreOpandeckuid, KPUNTOAHAIN3 MO CTOPOHHHUM KaHAJIaM.
Uccnenyrorcss nuddepeHnnanbaple W anreOpandecKue XapaKTePUCTHUKH Kak
OTJIEJIbHBIX KOMITOHEHT MUuGpoB (S-0JI0KOB), Tak U MHU(PPOB B IEJIOM, TAKHX KaK
ARX-mmmdpsl, mmdpser Simon u Speck — crangaptel aias mudposanus B RFID-
METKax M Jpyrue. 3ajaud WHTEPECHBI TEM, YTO OJHOBPEMEHHO COAepIKaT
WHTEPECHYIO MaTeMaTUKY U OJIM3KU K MPUIIOKECHUSIM.

BJIOKYEHH-TEXHOIOTUH U UX TTPUIIOKEHUS.

B nanHOM HampaBleHWHM MBI peEIIaeM 3aJadd, CBSI3aHHBIC C pPa3padOTKOW U
peanu3anuell alropuTMOB COKPBHITHS MH(POpPMAIMA O TPAH3AKIUAX B OTKPBITHIX
pacnpeneneHHbIX peecTpax (B TOM umcie, OJiokuelH-cucteMax). Mccnemyrorcs
Kpunrorpadguyueckre aaropuTMbl JOKa3aTeIhCTBA C HYJIEBBIM pa3TiallleHuEM, MX
MOAU(PUKAIINN U PealTU3aIiH.

KBaHTOBas 1 OCTKBaHTOBAsI KpUnTorpadus.

OmuuM Y3 TEpPCHEeKTUBHBIX  HANpaBJIEHUM TMOCTKBAHTOBOM KpuNTorpaduu
SABJISIETCA pa3pabOTKa M aHAIM3 CHUCTEM MU(PPOBaHUS, OCHOBAHHBIX Ha
WCIIOJIB30BaHUN KOJIOB, MCHPABJISIONIMX OIIMOKU. B JaHHOM HampaBiIE€HUU MbI
3aHMMAEMCsl M3Y4YEHHEM IOAKOAOB Koaa Puma-Mamnepa u JOpyrux KOHOB,
MOJXOISAIIUX JJI IOCTPOCHUS CTOMKUX KPUIITOCUCTEM.



Me:xkayHapoanas oaumnuana no kpunrorpagum Non-stop University
CRYPTO 2020

Hama xomaHaa BBICTYHAae€T OCHOBHBIM OpPraHU3aTOpPOM  MEXKIyHApOIHOU
ommmiagsl NSUCRYPTO.

NSUCRYPTO — eauHcTBeHHass MEXIyHapoJHas OJIMMIIHaAa Mo Kpunrorpadumu,
KOTOpasi OOBEANHSET KaK IIKOJbHUKOB M CTYJIEHTOB, TaK U MPOECcCHOHAIOB. 3a
BpeMs cymiecTBoBaHus oymmMinuaabl (¢ 2014 roga) B HeMl MpUHSIN ydacTue Oojiee
1600 yuyactHukoB u3 56 ctpan mupa (cpeau Hux — ctpansl EC, ctpansr CHI,
Kanana, Kuraii, Uunus, FOAP, Upan, Unnonesus, Beetnam u np.). [lo uroram
KOKIOW OJIMMIIMAABl MyOJUKYIOTCSI Hay4yHbIe CTaThU C pa3bopom mpobdiieMm,
MPEMIOKCHHBIX yJacTHUKaM, B TOM YHCJI€ — HEPEIMIEHHBIX, TPEOYIOMMX
OTJENBHOTO HAy4yHOTO wuccienoBanus. OTIWYUTENbHAS dYepTa OJUMIIAAIBI —
BKJIIOYCHHE B YHCIO €€ 3aJa4 HepeUIeHHBIX MpoljeM Kpunrorpabuu u
uH(OPMAITMOHHOW 0€30MaCHOCTH, MPEMJIOKEHHBIX BEAYIIMMH CIEIUATUCTaMU B
JAHHOM 00JacTU. DTO KakK pa3 COOTBETCTBYET IEIU OJUMIHNAABl — IPHUBJICUYD
MOJIOJIBIX MCCJIe/IOBATENIEH K COBPEMEHHBIM BOIIpOcaM Kpunrtorpaduu U IoOMOYb
UM CJIeNIaTh CBOU MPOQECCUOHAIBHBIN BBIOOD.

Omumnuana NSUCRYPTO — Non Stop University Crypto — mpoXoauT exXeroHo,
OPUHATE B HEH ydacThe MOXeT Jo0oi xenaromuid. OQUUUATbHBIN  A3BIK
onuMnuaasl — aarauiickuii. Cait — https://nsucrypto.nsu.ru.

Ommmnuana 3apomunack B HoBocmbupckom Axamemroponke. B 2020 roxy ona
npoxoauia ¢ 17 mo 25 okTs0ps B 1Ba HE3aBUCHUMBIX dTama: JUYHBIN 1 KOMaH IHbIH.
[[TxonpHUKM Akanemropoaka u cryaeHTsl HI'Y npuHsaam B HEld aKTUBHOE y4acTHE.

bouibiie cTa y4aCTHUKOB M KOMaH/I 3aC1y>KEHHO MOJIYYUIIU MIPU3bI U JUILIOMBL.
Bpyu4aroTcst Takke 651arolapCTBEHHbIE TUChMa PYKOBOJUTENSAM U YUUTEISIM
IIPU3EPOB.


https://nsucrypto.nsu.ru/

3amuTHI BHIYCKHBIX PAa0OT CTY/ICHTOB M aCIIMPAHTOB JadopaTtopuu B 2021
roay:

KanaunaTckue nuccepraiuu:

o Kymnenko Anekcanap Brnagumuposud (pyk. - Tokapea H.H.)
CamopyanbHble OCHT-(PYHKITUU U X METPUICCKHE CBOMCTBA // TuCCepTaIus

Ha COMCKaHWE CTENEeHU KaHauaaTa (u3.-MaT. HayK MO CTIeIHAIBHOCTH
01.01.09. 3ammra cocrosiace 24.03.2021.

e Oo6nayxoB Anekceit Koncrantunosud (pyk. - Tokapesa H.H.)
MeTtpuuecku peryisipHble MHOKECTBA B OyJIeBOM KyOe: KOHCTPYKIIUU U
CBOMCTBa // quccepTaliys Ha COMCKaHHMe CTeNeH! KaHauaaTa (hu3.-Mat. HayK
o cneruanbHocTr 01.01.09. 3amura cocrosutaces 24.03.2021.

Marucrepckue quccepTanum:

e bouunu TaTtesina AnapeeBHa (pyk. - Tokapesa H.H.)
Periodic properties of the sequence generated by the filter generator -
HepI/IO,Z[I/ILICCKHe CBOICTBA II0CJIEA0BATCIBbHOCTH, HOpO)KI[&GMOﬁ
¢mipTpytrommm reaeparopom (Ipemus JlsmyHosa | cTenenn)

e 3apanummna Enena Bnagumuposna (pyk. - Tokapesa H.H.)
Post-quantum cryptosystem with a public key - IToctkBanTOBas
KPHUIITOCUCTEMA C OTKPBITHIM KitouoM (aumioM |l crenenn MHCK)

e [landepoB Martseit AnnpeeBuu (pyk. - Tokapesa H.H.)
Analysis of the gamma generated by the combining generator - Ananus
raMMBbl, TTOPOXKIAeMON KOMOMHUPYIOIITUM T'eHEePaTOPOM

bakanaBpckue quccepTanuu:
e 3io6una Jlapbs AnekcanapoBHa (pyk. - Tokapesa H.H.)

Kpunrorpaduueckue cBoiictBa S-6510Ka, MOCTPOEHHOTO Ha OCHOBE OYJIeBOM
¢dbynkuuu u nepectaHoBku (aumiom | crenenn MHCK)



Y4eOHbIe Kypchl, IPOBOAMMBIE B Y4eOHOM roAy:
1) "Kpunrorpadus u kpunroananui" (CrericeMuHap)

CeMuHap 0 HOBBIX COOBITHUSIX U pe3yJibTaTax B obsactu kpunrorpaduu. OH Beceraa
MPOXOJUT C OOBABICHUSIMU. MBIl MOXKEM 3aCIylIaTh U HOBBIA PE3yNbTaT C
JI0Ka3aTEIbCTBOM B HEKOTOPOM Y3KOM HAMNPABJIEHUU, U OCIYIIATh PACCKa3bl
pebsIT 0 Toe31Ke Ha HAYYHYIO0 KOH(PEPEHIINIO WIIH CTAKUPOBKY. Y HAC BBICTYMAIOT
npenojaBaTeiiv, CTyACHThI, IPUTIAlIeHHbIE JOKIaAYUKU. TeMbl CEMHUHApPOB
HUKOT/Ia HE TIOBTOPSIFOTCS BOT YK€ JAEBATH JieT)) CeMuHap sl TeX, KTO XOTel Obl
CBsI3aTh CBOIO HAYYHYIO aKTUBHOCTH C KpUMITOrpaduei.

PykoBonutens: Tokapesa H. H.

2) "MaTemMaTu4ecKrue OCHOBBI U MIPHIIOKEHUSI KBAHTOBOU MH(OPMATUKHU:
kpunrorpadus u Beraucienus" (Crnenxypce)

B kypce OyayT npuBeieHbl MaTEMaTHYECKHUE OCHOBBI KBAHTOBOM MH(POPMATUKH —
HAyYHOM JAUCIUIUIMHBI, U3y4arolleil 3aKOHOMEPHOCTH Tepeaaun nHpopmauu,
Oasupyromrecs: Ha 3aKOHaxX KBaHTOBOM MexaHukH. [lonpoOHo OyneT paccMoTpeH
P51 KBAHTOBBIX AJITOPUTMOB U MPOTOKOJIOB KBAaHTOBOM KpunTorpapuu. Taxxe B
Kypce OyAyT MpeACTaBIEHbI OCHOBBI TOCTKBAHTOBOW KPUIITOTpa(Uu.

PykoBonurens: Kynenko A. B., Tokapesa H. H.
3) "OcHoBsl Teopun uHGopManuu u kpunrorpapun" (OCHOBHOI Kypc)

PykoBonurens: Toxkapesa H.H.
Cemunapuctsl: H.A.Konowmeen, A.E./loponun, A.C.I1lanopenko

Kypc nocasitiien ocHOBaM COBpEMEHHOM Teopuu nHpopManuu u kpunrorpaduu. B
HETO BXOJISIT TaAKUE HATIPABJICHHUS, KaK

. 00paboTka HeMpepHIBHOM MHPOPMAIIUN; METOABI JUCKPETU3AIINH;

. OCHOBBI Teopuu UHPOpMaIUU (M3MEPEHUs KOJInUecTBa HH(MOOPMALIHH,
CJIOHOCTH COOOILEHUH, 0COOEHHOCTH UCTOYHUKOB JaHHBIX);

. METO/IbI TOMEXOYCTOMYMBOTO KOJUPOBAHUS (OCOOCHHO HCCIIEIYIOIUECs B

nocnenuue, 2000-e, Toabl METO/AbI IMHEMHOTO KOJUPOBAHUS, TOCTUTAIOIIINAE
ONTUMAJIbHON OLICHKHU MO CKOPOCTH);

. METO/IbI CKaThsl HH(popMaluu (0€3 MOTePh U € MOTEPSIMU; U3TI0KEHUE
TEOPETUYECKHX OCHOB M pa300p COBPEMEHHBIX apXUBAaTOPOB);

. 3aJla4M XpaHeHus: nHpopMaluu (HaeKHOCTh U OTKa30yCTONYHBOCTb,
RAID-maccuBhbl);

. KpunTorpadus 1 KpunToaHadu3 (TEOPETUUECKUE U MTPAKTUIECKHE
pE3yNbTAThl, HOBBIE HAIIPABJIEHUS UCCIIEA0BAHUM MMOCIEIHETO NECATHIIETHSA);
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. NICEBAOCTyYaiiHbIe TTOCTIEA0BATEIbHOCTH; CTATUCTUYECKIE METOIBI UX
aHaIIN3a,

. METO/IbI XpaHEHUsI, 00pabOTKH U Nepeaayn nHopManmu B 1@ poBoit
COTOBOW CBSI3M, OECIIPOBOJIHBIX CETSX; MpeICTaBlIeHIEe HHDOPMAIINK Ha
Pa3IUYHBIX YPOBHSIX CETEBBIX MTPOTOKOJIOB.

Kypc coBMmeniaeT n3nokeHue CTpOruX MaTeMaTHIEeCKUX Pe3yIbTaToB (M UX
JI0Ka3aTeNbCTB) C MPAKTUYECKUMU Pe3yIbTaTaMH BHEJPEHUS METOIOB TCOPHH
uHbOpMaIlMU B KOHKPETHBIE CUCTEMBI U TPOTOKOJIBL. Llens kypca — nath
CTyZeHTaM 0a30BbI€ 3HAHUS 110 OCHOBHBIM HAIPABICHUSIM COBPEMEHHOU TEOPUU
uHpopMaiuu. B coctaB Kypca kpome JeKIui BXOAST CEMUHAPCKUE 3aHATHS (C
peleHrneM TEOPETUUECKUX 3a/1a4) U JabopaTopHble pabOThl B KOMITBIOTEPHOM
knacce. byaer copmynupoBan Taxke psijI UCCIETOBATENIbCKHUX 3a1ad CTyICHTaM,
MHTEPECYIOIHUMCS CelMaln3anuei B JaHHOW 00J1acTu.

4) "Kpunirorpadus B 3agadax” (CrericeMuHap)

Kypc 1o3BoJisieT norpy3uTbcsi B MATEMaTUKY, KOTOpasi UCTIOJb3YETCs B
Kpunrorpadgun. AITropuTMBbI KU(POBaHUS, OCHOBHBIE METObI KPUIITOAHAIH3A,
CBsI3b C Teopuel nHdopmaiuu, kpunrorpaduaeckue GyHKINUUA: pa3o0opaThbCst BO
BCEM 3TOM MOMOKET pEUICHUE 3a7a4.

PykoBonurens: Konomeen H.A.

5) "Kpuntorpadus u kpunroananu3. CoBpemennbie Metoasl" (Crieukypc)
BBonHbI Kypc B OCHOBBI Kpuntorpaduu. Eciiu Bl AyMaere, ¢ 4ero Hauath B 3TON
007acTH, TO, Ja, IMEHHO C HETO.

PykoBonutens: Uapucosa B.A., Tokapesa H.H.

6) "byness! pynkiuu B kpuntorpaduu" (Crnenkypc)

B kypce paccmarpuBatorcs 0yseBbl QyHKUINHU, TPEACTABIAIOIINE HHTEPEC IS
KpunTorpadpuueckux npunoxenui. L{enb kypca — ocHOBaTeIbHOE 3HAKOMCTBO
clIyliaTesield ¢ OCHOBHBIMHU KPUNTOTpapUUECKUMU CBOMCTBAMHU OYyJIEBbIX (YHKIUN
Y METOJIAaMH MX aHaJIM3a, C MOCIEAHUMHU MaTEMAaTUHUECKUMHU PE3yJIbTaTaMH B 3TOU

00JIaCTH M COBPEMEHHBIMHU OTKPBITHIMHU MPOOJIEMaAMH.

PykoBoaurens: ['opoauiiosa A. A.

7) "Omumnuannsie 3agaun o kpunrorpadun" (Crneuxype CYHIL HI'Y)

Hes3ameHnnmpIi cienkypc 1Jisi HOATOTOBKHU KO BCEPOCCUMCKOUN OJIMMIIMAJE 110
matemaTuke u kpunrorpapuu ot MUKCHU u k MexayHapogHONH OJTUMITHAAE T10
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kpuntorpapuu NSUCRYPTO. Xoyemb moAroTOBUTHCSA K OJIMMITHAIAM B
MHTEPECHOM cCOpeBHOBaTENbHOM (opMe - Tebe croaa!

PykoBonutens: 'oponunosa A.A., boanu T.A., [Tandepo M.A.

8) "Maremaruueckue metoibl B kpuntorpaduu" (Cnenxkypec CYHL HI'Y)
OcHOBHBIE METO/BI MHU(PPOBAHUS U 0A30BBIE ATOPUTMBI KPUTITOTpaPUH
paccMaTpuBalOTCA B ’TOM BBOJHOM KypCe ISl TKOJIBHUKOB.

PykoBoautens: 3aBanmumuna E.B., 'opoguinosa A.A.
9) «Kpunrorpadus» (OcHoBHO# Kypc [D HI'Y)

PykoBoaurens: Makcumuntok FO.IT.

3acenanus cemunapa «Kpunrorpadgus u KpunToaHains»

15 urons 2021 r.

A.B.Kynenko, A.C.Ilanopenko, H.JI.ATyToBa

06 yuactuu B X cumno3uyme «CoBpeMeHHbIE TEHACHIIMU B KPUIITOTpapum»
CTCrypt 2021 (1-4 uronst 2021, MockBsa)

04 mas 2021 r.

A. B. Kynenko, H. /[. AtyTtoBa, JI. A. 3100uHa

O moe3ake Ha BCEPOCCUICKYIO HAyUYHO-TEXHUUECKYI0 KoHpepeHIuto «CocTosiHIe
Y TIEPCTIEKTUBBI Pa3BUTHS COBPEMEHHOM HAYKH 110 HAIIPaBICHUIO
«Mudpopmanmonnas 6e3onacHocThy (AHara, 21-22 anpens 2021).

H. 1. AtytoBa

O noe3nike Ha CAaMMUT MOJIOABIX YUEHBIX U UHXKEHEPOB "BoJibliie BI30BbI AJIS
oOmiecTBa, rocyaapersa u Hayku" (Coun, 26-30 anpens 2021).

13 anpens 2021 r.

Brictymnenuns crynenros nepen MHCK:

H. [I. AtyroBa

[TpuMeHeHre IBPUCTUIECKUX METOIOB /ISl TOUCKa OyNeBbIX (DYHKIIUH C BBICOKOM
anredpanyeckol UMMYHHOCTBIO.

H. 1. Atyrtosa, /. A. 3ro6una, C. 1. dununmnon

Pa3zpaboTka aBTOMaTH3MPOBAHHOTO aHAIN3a MU(POB HA ANTeOPanIECKyIO
KPUNITOYCTONYUBOCTb.

A. O. baxapes



Peanuzanus u ananu3 ruOpuHoi ataku Ha Kpunrorpaguyeckyro cucremy NTRU
IIPU MaJIbIX 3HAYEHUAX [TapaMETPOB C UCIIOJIb30BAaHUEM AIITOPUTMA KBAHTOBOI'O
MIOMCKa.

T. A. boHnu

CpoiicTBa QYHKIIMU B PETUCTPE CABUTA C HETUHEHHON 0OpaTHON CBSI3bIO.

E. B. 3aBanumnHa

OO0 5KBUBAJIEHTHBIX KIIIOUYaX. AHAIN3 KPUIITOCUCTEMBI C OTKPBITHIM KITIFOUOM,
OCHOBAHHOM Ha CIJI0KHOCTH PELICHHS CUCTEMBI IIOJTMHOMUAJIBHBIX YPABHEHUH B
L[EJIBIX YMCIIaX.

J. A. 3100uHa

S-010KM C BHICOKOM KOMITOHEHTHOM alnre0panieckoil HIMMYHHOCTBIO.

A. A. Jlaxauckuii, JI. A. Cadenpeiitep

HNHTerpanus aropuTMoB JOKA3aTENBCTBA C HYJIEBBIM Pa3TJIAIIEHHEM B CMAPT-
KoHTpakThl Ethereum.

M. A. TTandepos

[Toctpoenue pyHKIMI U3MEHEHUS! COCTOSIHUN B HEJTMHEWHOM PErrCTpe CIBUTa C
0o0paTHOM CBSA3BIO.

H. A. Cyropmun

PexyppenTHbsie GpopmyIisl 17151 pa3HOCTHOM xapakTepucTUki XOR oTHOCUTENBHO
CIIoXeHus 1o Moayiio $2°'n$.

30 mapTta 2021 T.

Konomeen H. A.
Pedepar crateu J. Daemen, V. Rijmen, "The Wide Trail Design Strategy".

25 mapra 2021 r.
H. A. TlankpaToBa (3aB. 1abopatopuu KommbsioTepHoit kpuntorpaduu TI'Y)
Kpurnirocuctems! ¢ pyHKIIMOHATBHBIMU KITFOUAMHU.

9 maprta 2021 r.
A. Kynenko, H. Atyrosa, JI. 3ro6una, E. Mapo (FO®YVY), C. ®ununmos (CIIOIY)
AnreOpandeckuii kpurnroaHanu3 mmdpos Simon u Speck.

2 mapta 2021 r.

A. loponun, K. Kanruu

[Tpumenenue SAT-pemareneit B 3anaue norcka APN-QyHKIuii ¢ noMouisio
UTEPATUBHBIX KOHCTPYKIIUH.

16 ¢peBpans 2021 r.
A. IllanopeHko
O npou3BOAHBIX OyJEBBIX OCHT-(QYHKIUH.

9 despans 2021 .
H. H. Tokapena
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Bcerpeua maboparopun: OTYET ¥ MIIaHEL.

27 okTs6ps 2020 r.

. Konapipes, A. Jlaxanckuit, . Cadbenpeiitep

ANTOPUTMBI JI0Ka3aTENIbCTBA C HYJIEBBIM pa3rilalliecHueM B OJIOKUYEHH-CUCTEMAX:
MPUHIUIIBL paOO0THI ¥ MPUMEPHI peaTn3alui.

19 oxTsa6ps 2020 r.
H. Cyropmun
HenuneltnocTh cOamancupoBaHHBIX OyineBbIX GyHKIH. O030p.

29 centsiops 2020 r.
H. Konomeen, A. Kynenko, K. Kanrun, A. Obnayxos, B. Unpucosa

06 yyactuu B MexayHapoaHbix koHpepenusx BFA (Hopserus, 15-17 centsaops
2020) u SETA (Cankt-IletepOypr, 22-25 centsiops 2020).

22 centsa6ps 2020 r.

A. Kynenko

O noesake Ha | X cummno3nym «CoBpeMeHHbIE TEHJECHIIUU B KpUTITOTpadum
CTCrypt 2020 (MockoBckas o0nacTh, 15-17 centsiops 2020).

15 cenTsa6ps 2020 r. A. O6mayxoB
MeTpudecku peryIsspHble MHOYKECTBA B OyJIeBOM KyOe: KOHCTPYKITUU U CBOMCTBA
(KaHIMIaTCKas IUCcepTaius).

10 cenTs6ps 2020 r. A. Kyuenko
CamopyanbHbie OEHT-(PYHKITUU U KX METPUYECKHE CBOMCTBA (KaHIUIATCKasI
JICCepTaLns ).

Hosbie yueoHbie Kypebl As1t PUT (pa3padoTaHbl NporpaMmMbl, Ha0paHbI
CTY/JI€HTbI):

1) BBenenue B pacnpeieiieHHbIC PEECTPhI U TEXHOJOTHIO OJIOKYCHH
(1.0.Kongsipes, I1.A.CazonoBa)

2) Kpunrorpaduyeckue mpoeKTh
(H.A.Konowmeen, [1.0.Konasipes, FO.I1.Makcumiitok)

3) Kpunrorpadus u KpurnroaHamms
(H.H.Toxapesa, A.B.Kyuenko)

4) CoBpeMEHHbIC BBIUUCIUTEIbHBIC CUCTEMBI JUIS PEIICHUS 3a/1a4
KpunTorpaduu u ”HPOPMAITMOHHOM 0€30MaCHOCTH
(K.B.Kanrun, A.E.Jloponun)
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CorpyanundectBo (yuactue B JleTHeH mikoJie no kpunrorpagum u
HH(OPMALMOHHOM 0€30I1ACHOCTH, COBMECTHbIC HAYYHbIE HCCJICI0BAHMA):

Jlaboparopus kpuntorpaduu HIIK "Kpuntorut" (r. Mockga)

[enTp Oe3omacHocT koMMyHuKaiuii um. Cenmepa beprenckoro ynuepcurera
(r. bepren, Hopserus)

Jlabopatopus 6nokueiin, [TAO «Coepbank» (r. MockBa)
Poccuiickuii kBaHTOBBIN 1IeHTp (T. MoCKkBa)
JlaGoparopus npo6siem 6e30nacHocTH MHPOpMAITMOHHBIX TexHonoruit HU

MPUKIAAHBIX Tpo0sieM MaTeMaThKU U nHpopMmaTuku bermopycckoro
rocyapCcTBEHHOT0 yHUBepcuTeTa (T.MUHCK)

[1naHbI IO COTPYAHUYECTBY:

e CorpynHnuectBo ¢  bantmiickum  yHuBepcuretom  uM.  M.Kanta
(Kanmuuunrpan)

e [lpoBenenue cumnosuyma mno kpunrorpapuu 2022.

CoTpyaHUYECTBO C MHUHUCTEPCTBOM IIM(POBOTO pa3BUTHS, CBSI3H U
MAacCOBBIX KOMMYHUKalni Poccuiickoint denepannm.
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JleTHsist mkosaa-koHgepenuusa « Kpunrorpagus u ungopmanmoHHas
0esomacHocTh» 2021

JleTHsis mIKoa-KOHQEpPEeHIMsT ¢ MEXKIyHapoAHbIM ydactueMm «Kpunrorpadus u
nHopmarmonHas 6e3onacHocts — 2021» mamstu npodeccopa C. @. Kpenaenena
— TpaJIMUHUOHHOE MepompuaThe, npoxomdimee B creHax HI'Y kaxnapid rop.
Opranuzatopamu Beictynator Kpunrtorpaduueckuit uentp (HoBocubupck),
nabopatopus kpuntorpaduu JetBrains Research, ®akynprer nHGpOpPMAIMOHHBIX
TEXHOJIOTUI, MexayHapoaHblii matematuueckuid LleHTp B AkKaaemMropoake,
opranuzatopbl MexayHapoaHoud onumnuaakl NSUCRYPTO wu  Mexanuko-
MaTeMaTHYeCKuid (PaKyIbTeT.

VYyactue B 1Ikoje-KOH(PEpEeHIIMHU NPUHUMAIHN CTYACHTHI, BBIMTYCKHUKH IIKOI U
mkoapHUKH 11 knmaccos. Ikoma nmpoxoauna ¢ 5 o 19 utons B ounoM popmare.

B Teuenue AByx Hezelb ¢ ydYaCTHUKaMU IIKOJIbI pabotanu 20 mpemnojaBaresie.
OT0 KypaTophel MpoeKToB U JekTopel U3 HoBocubupcka, Tomcka, MOCKBBI
(Poccuiickuit  kBaHTOBBIM 1eHTp, MIY, nabopatopuss Onokueiin [TAO
«Coepbank»), beprena (Hopserus), Muncka (benapycs), Jlapro (CILIA). Yacts
IIKOJIBI-KOH(EPEHIIMU TTPOXO0IUJia Ha aHTIUNHCKOM si3bike. [IpounTana 31 nekius,
pOBEAEH KPYTJIBIM CTOJM, a CaMO€ TJIABHOE — MPOBEACHBI MUCCIEAOBAHNUS MaJbIMU
TpyHnaM TOJA PYKOBOJCTBOM KypaTOpoB. Tembl MPOEKTOB OBUIM CBSI3aHBI C
aKTyaJIbHBIMH BOIIPOCAMH CHMMETPUYHOM KpuINTOrpaduu, KpUIITOAHAIH3A,
MOCTKBAHTOBOM Kpunrorpadguu, OJOKYEHH-TEXHONOTMH U UHOOPMAIMOHHON
6e3omacHoctu. [lo psay HampaBieHUN TPyNIaMy YYaCTHUKOB IIKOJIBI TTOTYYECHBI
pe3ynabTaThl, KOTOPHIE JIATYT B OCHOBY HAYYHBIX MyOJIMKAIMA, WX TUTAHUPYETCS
nopaboTath B TeYeHHE OCEHH. UTOOBI CTYAEHThl M IMIKOJLHUKH pPa3BUBAIA HE
TOJILKO CBOM HMHTEJUIEKTyalbHbIE CIIOCOOHOCTH, HO M HE 3a0bIBaJl O 3/I0POBbBE,
TPaJAMIIMOHHO MPOBOMWINCH CIIOPTUBHBIC 3aHATHUS TI0JI PYKOBOJICTBOM TpEHEpa U3
HoBocubupcka.

[Hxony ycnemno okoHums 31 ygactHuk. 210 cryaeHTtsl HI'Y (OUT, MM, D),
bantuiickoro ynuBepcurera uM. Kanrta (Kamunuurpazn), TI'Y (Tomck), IOOY
(Taranpor) w mmkonbHUKKM TuUMHa3uM «lopHoctai» (HoBocubupck), Jlunes
nHopmarmonusix TexHosioruit (HoBocubupck), Jlumes Ne 6 (bepack). Bee onu
MOJTyYMJIN TTAMATHBIE cepTU(UKAThI U cTuneHauu ot JetBrains Foundation.

Ha caiite neTHel WIKOJIbI JTOCTYNHO pAaclHUCAHWE JIEKIUA W COOPHUK TPYIOB
IIKOJIBI — TE3MCHI, MOJATOTOBJICHHBIE YYAaCTHHKAMH BMECTE C KypaTopaMH IO
pe3yapTaTaM UCCIEeA0BaHUN, TPOBOAUBIINXCS B PAMKaX IIKOJIBI.

— B aToM roay Ham ynajaoch MPOBECTH IIKOJNY OYHO, KOMOWHHUPYS OOBIYHBIN
dbopMaT npoBeaeHHs JEKIUN ¢ BUAEO-(hopMaToOM, KOTJa CTYACHTHI U IIKOJIbHUKU
HAXOATCSI B ayJJUTOPHUH, a JIEKTOp oOIIaeTcsi ¢ HUMH 4yepe3 3kpad. [lomyuusocs,
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Ha MOU B3rJIsif, NpOAYKTUBHO. OUHBIA (popMaT, KOHEUHO, IUIOAOTBOPHBII: TO, UTO
psAIoM ¢ TOOOM, 3a COCETHUM CTOJIOM M B COCEJHUX KOMHATax, KaXIbId JEHb
aKTUBHO PabOTalOT YYaCTHUKH IIKOJBI, CIIOPST, YBICYEHHO YTO-TO OOCYXIAlOT,
POrpaMMUPYIOT, TUIIYT HAa JOCKE — OYEHb BJIOXHOBIISIET Ha padory. S 3ameTuia,
YTO MHOTHE paHee HE 3HAKOMbIE MEXIy coO0M pedsaTa CAPYXKUIUCH, U 3TO OYEHb
xopomo, — otMmerwia Hataness TokapeBa, pyKOBOAWTENb NIKOJbI, JOLEHT
kadeapel kommbioTepHbix cucteM OUT HI'Y wu 3aBemyromas nabopaTopueit
kpuntorpaduu JetBrains Research.

— It was really a pleasure to take part in the summer school. | got the impression
that everything was running very smoothly both from the technical and
organizational side (which is no small feat for such a big event, especially when
remote and physical lectures have to be combined), so | also want to congratulate
you (and the entire team) with the successful event! — kommeHTHpPYET CBOE ydacTue
B KkauectBe JekTtopa Huxomaii Kaneiickuii, kpunrorpadp wu3 bepreHckoro
yauBepcurtera (Hopserus).

— MHe ObUI0 OYEHb MHTEPECHO MO3HAKOMUTHCS C COBEPIIEHHO HOBOM Uil ceOs
cdepoit. Ilporpamma seTHel MIKOJBI OYEHb HAChIMIEHHAsA. JIEKIUU OT BeXylIUX
CIIELIMAJICTOB, KOTOPBIE HAXOAATCS Ha MEPENOBOM HAYKU U PACCKA3BIBAIOT HE II0
KHIDKKaM, a M3 COOCTBEHHOTO OIbITa M CBOMX HCCIEAOBaHWM, KOTOPBIMH OHU
3aHUMAIOTCS KaXIbI JeHb. O4YeHb MOHPABUIICS MPENOIABATENBCKAM COCTAB, 3TO
OT3bIBUMBBIE M YBJICUEHHBIE CBOMM JEJIOM JIIOAU. Takke MHE BbIIaja
BO3MOYKHOCTh TO3HAKOMUTBCA M paboTaTb B OJHOW KOMaHAE C pedsTamMu H3
JIPYTUX YHUBEPCUTETOB U PETMOHOB. OT JETHEN IIKOJBl Y MEHS OCTAINCHh TOJBKO
MTOJIOKUATENIBHBIE DMOLIMM M HOBBIE 3HaHMs, — numer Bragucnas Illamapenko,
BBINTYCKHUK MIKOJbI-KOH(epennu, crynenr MM® HI'Y.

— JleTHsAd 1WIKOJIA TPAJWLMOHHO IIPUHOCHT MHOIO HOBBIX 3HAKOMCTB W
MHTEPECHBIX MPOEKTOB. CIHUCOK JIEKTOPOB € KaXAbIM TOJOM IOIMOJHSAETCH,
pacmupsieTcst reorpadus, CTaHOBUTCS pa3HooOpaszHee wMmatepuan. He cran
UCKJIIIOYeHHeM M 3ToT roj. KomaHzae Hamiero mpoekTta yJaloch pa3padoTaTh
ONTHUMM3ALHMIO AITOPUTMA IIOMCKAa TapaHTUPOBAHHOIO YHCIA AKTUBALMNA [S-
OJIOKOB TMpHU NPOBEICHUHM PA3HOCTHOIO KpUIITOAHAIM3a]|, KOTOpas IMO3BOJSET
3HAYUTEJIBHO YCKOPUTH BBIYHCIICHUE JIAHHOM XapaKTEPUCTUKU, YTO BBITVIAAUT
MHoOrooOemarome. Takke, Henp3si 3a0bBaTh M O JPYTUX TPATUIUOHHBIX
aKTUBHOCTAX, KOTOpBIE SIBISIOTCA WHTEPECHBIMM — BOJICMOONBHBIA Marty,
KPYTJIBIA CTON U KpUNTOKBECT, — oTMedaeT [enuc [Mappénos, cryngent ®UT HI'Y.

— JleTHs1s mIKoJIa — 3TO CITOCO0 HAWTH €IUHOMBIIIUICHHUKOB, C KOTOPBIMHA MOKHO
OyZeT peann3oBaTh MPOEKT U MOJYYUTh OTBIT BRICTYIUICHUS TEpe]] ayAUTOPUEH, —
cuntaeT Anekcanap baxapes, ctynentr MM® HI'Y, a Haranss AtyTOBa,
ctyaentka MM® HI'Y ormeuaer: «BO3MOXHOCTH HENOCPEACTBEHHOTO
B3aUMO/ICHCTBUS C JIFOJIbMU, KOTOPBIE TOPSIT CBOUM JEJIOM, — OYEHb IICHHBII OMBIT.
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[ToMHUMO JIEKIIUI 1 TPYIIOBBIX 3aHATUIA MHE 3alIOMHUIICS] KPUIITO-KBECT U MaT4 10
BOJICHOOITY cpey MmpernoaaBaTesie U y4aCTHUKOBY.

Opranuzatopsl  MIKOJBI-KOH(PEPEHIIMH TOTOBBI  MPOJOJDKUTH  paboTy €O
CTyJICHTaMHU-y4aCTHUKAMH IIKOJIBI B Jaboparopuu kpunrtorpaduum JetBrains
Research na 6aze ®UT HI'Y.

JIekTophI ¥ IPENnOAABATENN IIKOJIBIL:

1) Nicky Mouha (USA) - PhD, Hay4HbIif COTpYTHUK OT/IejIa KOMITBIOTEPHOM
oe3onacHocTH HallMoHaIpHOro MHCTUTYTA CTaHAAPTOB U TexHoJorui CHIA
(NIST);

2) Nikolay Kaleyski (bonrapus) - HayuHbli coTpyaauk LleHTp O6e3omacHoCTH
koMMmyHuKanuii um. Cenmepa beprenckoro yauBepcuteta (r. bepren,
Hopsgerus);

3) Aruesuu Cepreii Banepbeuu (pecmyoiuka benapycs) - K.¢.-M.H.,
3aBeayromuit HUJI npobnem 6e3onacHocT HHPOPMAITMOHHBIX TEXHOJIOTUH
HUU npuknagueix npodiaem matemMaTuku U nHopmaTuku benopycckoro
rocyapCcTBEHHOro yHuBepcuteTa (r. MuHck, benapycs);

4) BanuaxmetoB Wb Bagumosud - maructpant 1-ro kypca ®UT HI'Y;

5) Beicorkas Bukropust BnagumuposHa — aciupantka BMK MI'Y um. M.B.
JloMoHOCOBA, CIEUAIUCT-UCCIEA0BATENb Ja00OpaTOpuu Kpunrorpaduu
HIIK "Kpunrouut" (r. MockBa);

6) ToponminoBa Anacracusi AJEKCaHIPOBHA - K.().-M.H., CTapIIHiA
npenojaBaresb kKageapsl Teopetudueckoil knoepuernku MMO® HI'Y, H.c.
UM CO PAH;

7) I'pebner Cepreit BnanuMupoBud - Bexynuii kpuntorpad-uccie1oBaTesb
QApp, Poccuiickuii kBaHTOBBIH 11IeHTp (T. MoCKkBa);

8) Unpucosa Banepust AnekcanaposHa - K.(h.-M.H., H.c. UHCTHTYyTa
marematuku uMm. C.JI.CoboneBa CO PAH, accucteHnt kadeapol
Teopernueckor kubepuetnkn MM® HI'Y;

9) Kanrun Koncrantun BukTopoBuY - K.().-M.H., CTapIIHid IpernoaBaTellb
kadeapsl napamienbHoro nporpammupoBanus OUT HI'Y, m.H.c.
NBMuMTI', 1.c. UM CO PAH;

10) Koneros Jlenuc HukonaeBuy - K.T.H., JOLEHT Kadeapbl
KoMIbIoTepHOU Oe3omacHocTH TI'Y, riaBHbBIN pa3paboTYMK 001a4HOM
iaTgopMbl kubepoesonacHocT koMmnanuu Bi.Zone (1. Tomck);

11) Konomeen Hukonait AnexkcanapoBud - K..-M.H., aCCUCTEHT KadeIphl
TeopeTudeckon kuobepHetuku MM® HI'Y, n.c. UM CO PAH;

12) KongpipeB Imutpuii Onerosuu - acnupant ®UT HI'Y, accuctent
kadenpsl cuctem uHpopmatuku OUT HI'Y, m.a.c. UM CO PAH;

13) Kocrouka Ceetnana Bnagumuposna — M.H.c. UM CO PAH, tpenep
MM® u ®UT;
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14) Kyuenko Anekcannp Bnagumuposuu - acnupanr MM® HI'Y,
accUCTeHT Kadeapsl TeopeTrnueckor kubepuetnku MM® HI'Y, m.H.c. UM
CO PAH;

15) Kspxun Cepreit HukomaeBud - K.(¢.-M.H., pyKOBOJIUTEIb IPOSKTOB
JlabopaTtopuu 6mnokuerin, [IAO «Coepbank» (r. MockBa);
16) HukomnaeB AHTOH AHATOJIbEBHY - CTYACHT KaeIpbl KOMIBIOTEPHON

oe3onacHocty TI'Y, pa3paboTUNK CEPBUCOB aHAJIN3A 3AIUIIICHHOCTH
Bi.Zone, rnaBubIii pazpadotunk dppaitmBopka Grinder (Tomck);

17) Makcumimrok FOnus [TaBnoBHa - acnupantka MM® HI'Y, M.H.c.
Huctutyra marematuku uM.C.JI1.Co6oneBa CO PAH,;

18) Ca3onoBa [lonuna AnapeeBna - aciupantka @UT HI'Y, accucrent
kadenpel oomeit uapopmaruku OUT HI'Y, m.a.c. UM CO PAH;

19) Cyropmun MBan AnekcanapoBUY - MATUCTPAHT 1-ro kypca MM®
HI'Y, m.H.c. UnctutyTa Mmarematuku uM.C.JI.Co6onea CO PAH;

20) Tokapesa Hatanbst HukonaeBHa, 1o1eHT KaeIpbl KOMIBIOTEPHBIX

cucteM OUT, kadbenpst TeopeTnueckont kudbepHetuku MM®, c.i.c. UM CO
PAH.
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[yoaukanuu

Cratbu onyonmkoBanHbie (7):

e Kalgin K., Idrisova V. On combinatorial approaches to search for APN
functions and the classification of quadratic APN functions in 7 variables //
Cryptography and Communications, Accepted, 2021 (SETA special issue,
18 pages). Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

e Tokareva N.N., Shaporenko A.S., Sol¢ P.
Connections between quaternary and Boolean bent functions, pp. 561-578.
DOI 10.33048/semi.2021.18.041
http://semr.math.nsc.ru/v18/n1/p561-578.pdf

e Gorodilova, N. Tokareva, S. Agievich, C. Carlet, V. Idrisova, K. Kalgin, D.
Kolegov, A. Kutsenko, N. Mouha, M. Pudovkina, A. Udovenko. The
Seventh International Olympiad in Cryptography: problems and solutions.
https://arxiv.org/abs/2106.01053

e Kondyrev, D. O. Overview of privacy preserving technologies for
distributed ledgers. // Eurasian Journal of Mathematical and Computer
Applications. Volume 9, Issue 1, 2021, Pages 55-68.

DOI: 10.32523/2306-6172-2021-9-1-55-68.

e Mouha N., Kolomeec N., Akhtyamov D., Sutormin I., Panferov M., Titova
K., Bonich T., Ischukova E., Tokareva N., Zhantulikov B. Maximums of the
Additive Differential Probability of Exclusive-Or // IACR Transactions on
Symmetric Cryptology, Volume 2021, Issue 2, 2021. Pages 292-313.

DOI: https://doi.org/10.46586/tosc.v2021.i2.292-313.

e A. Gorodilova, N. N. Tokareva, S. V. Agievich, C. Carlet, E. V. Gorkunov,
V. A. Idrisova, N. A. Kolomeec, A. V. Kutsenko, R. K. Lebedev, S. Nikova,
A. K. Oblaukhov, I. A. Pankratova, M. A. Pudovkina, V. Rijmen, A. N.
Udovenko. On the Sixth International Olympiad in Cryptography
NSUCRYPTO // Journal of Applied and Industrial Mathematics volume 14,
623-647(2020). DOI: https://doi.org/10.1134/S1990478920040031

e Kolomeec N. Some general properties of modified bent functions through
addition of indicator functions // Cryptography and Communications, 2021.
Available online, 18 pages.DOI:https://doi.org/10.1007/s12095-021-00528-
5WoS - 1.291 (Q2); Scopus - 0.816 (Q1)
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https://doi.org/10.1134/S1990478920040031
https://doi.org/10.1007/s12095-021-00528-5
https://doi.org/10.1007/s12095-021-00528-5

Crarpu, c1aHHble B evarts (4)

Bonich T., Panferov M., Tokareva N. On the number of unsuitable Boolean

functions in constructions of filter and combining models of stream ciphers
/[ lEEE Trans. on Inform. Theory. Submitted, 2020 (Npages). Scopus -

1.879 (Q1), WoS - 3.036 (Q2).

Kanrun K.B, Joponun A.E. Tectsl ania SAT-pemaTeneil, O0CHOBaHHbIE Ha
KpunTorpadguueckux 3aaadax, caaHo B nedats, 2020 // Tlpuknagnas
JTUCKpeTHas MaTemaTHKa (18 pages)

Kutsenko A. On constructions and properties of self-dual generalized bent
functions // Cryptography and Communications, Submitted, 2020 (22
pages), Scopus - 0.816 (Q1), WoS - 1.291 (Q2).

CytopmuHn U. O HenuHeitHOCTH OyJIeBbIX (YHKINNA, TOCTPOEHHBIX
0000111eHHON KOHCTpyKIMel JJo00epTuna // JIucKpeTHbIN aHamu3 u
UCCIIEIOBaHKE ONepalui, IpUHATO K nmyonukauuu (16 crpanui).

ABTtopedepatsl nuccepranmii (2)

Kynenko A. CamopayanbHble OCHT-QYHKIIMHA M UX METPUYECKUE CBocTBa //
ABTopedepaT auccepTalid Ha COMCKaHWE CTeNeHW KaHaujaara ¢us.-mart.
Hayk mo cnemmansHocT 01.01.09. 2021. 18 ctpanum. 3amura coCTOsAIACH
24 mapra 2021 rona.

Oo6mayxoB A. MeTpuuecku perysasipHble MHOXeCTBa B OyJIeBOM KyoOe:
KOHCTPYKIIMM M cBoiicTBa// ABTOopedepaT auccepTalii Ha COMCKaHHE
cTeneHu KaHauaata ¢us.-mat. Hayk no crnenunansHocty 01.01.09. 2021. 16
cTpaHuil. 3amnuTa cocrosuiack 24 mapta 2021 ropa.

Tpynsl ¥ Te3uckl KoHbepeHmi (18)

Kutsenko A. The duality mapping and unitary operators acting on the set of
all generalized Boolean functions // Simposium "Current Trends in
Cryptography" (June 2021, Moscow) ctcrypt.ru

Shaporenko A. On derivatives of Boolean bent functions // Simposium
"Current Trends in Cryptography" (June 2021, Moscow) ctcrypt.ru

Kutsenko A., Atutova N., Zyubina D., Maro E., Filippov S. Algebraic
cryptanalysis of round-reduced lightweight ciphers Simon and Speck //
Simposium "Current Trends in Cryptography” (June 2021, Moscow)
cterypt.ru
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A Kyuenko, [.3i06una, H.ATyTtoBa AHanM3 CTOMKOCTM CTaHAApTOB
JIETKOBECHOW KpunTorpaduu JUisi CUCTEM CBA3M MO paguouHTepdeiicy k
anreOpanueckuM atakam // 1II Bcepoccuiickas HaydyHO-TEXHUYECKAs
koH(pepenuusa «CoCTOSHHE U MEPCHNEKTUBBI Pa3BUTHS COBPEMEHHOW HAyKH
no Hanparieanio «MHbopmanmonnas Oe3omacHocTh» (ampenb 2021,
Amnama)  https://www.era-tehnopolis.ru/events/iii-vserossiyskaya-nauchno-
tekhnicheskaya-konferentsiya-sostoyanie-i-perspektivy-razvitiya/

AtyroBa H. (HoBocubupck). ['mOpuanblii mMoaxoa K TOUCKY OyJIeBBIX
GyHKUMA C  BBICOKOM aire0panyeckoi HMMMYHHOCTbIO Ha OCHOBE
IBpUCTUYECKUX MeToJoB// CuOupckas HaydHas IIKOJAa-CEMUHAp C
MexayHapoaHbiM  ywyactuem  "KommblorepHas ~— Oe3omacHOCTb U
kpunrorpadpus" SIBECRYPT 2021 (centsiops 2021, HoBocubupck)
http://sibecrypt.ru/

KongeipeB [I. Meton oOecneueHrs KOH(PUACHIMAIBHOCTH JaHHBIX Ha
ocHoBe zk-SNARK /[ Cubupckas HayyHas IIKOJIa-CEMHUHAp C
MEXIYHAPOJHBIM  Y4aCTHUEM "KoMnbroTepHas 0e30MacHOCTh U
kpunrorpadpus" SIBECRYPT 2021 (centsiopr 2021, HoBocubupck)
http://sibecrypt.ru/
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Abstract

Almost perfect nonlinear functions possess the optimal resistance to the differen-
tial cryptanalysis and are widely studied. Most known APN functions are obtained
as functions over finite fields Fo» and very little is known about combinatorial con-
structions in F5. In this work we proposed two approaches for obtaining quadratic
APN functions in F3. The first approach exploits a secondary construction idea,
it considers how to obtain quadratic APN function in n + 1 variables from a given
quadratic APN function in n variables using special restrictions on new terms. The
second approach is searching quadratic APN functions that have matrix form par-
tially filled with standard basis vectors in a cyclic manner. This approach allowed
us to find a new APN function in 7 variables. Also, we conjectured that a quadratic
part of an arbitrary APN function has a low differential uniformity. This conjecture
allowed us to introduce a new subclass of APN functions, so-called stacked APN
functions. We found cubic examples of such functions for dimensions up to 6.

1 Introduction

Let us recall some definitions. Let F} be the n-dimensional vector space over Fy. A
function F' from F7 to F7', where n and m are integers, is called a wvectorial Boolean
function. If m = 1 such a function is called Boolean. Every vectorial Boolean function F
can be represented as an ordered set of m coordinate functions F' = (fi,..., fm), where f;
is a Boolean function in n variables. Any vectorial function F' can be represented uniquely
in its algebraic normal form (ANF):

F(zx) = Z)a;(Hwi),

IeP(N iel
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where P(N) is a power set of N = {1,...,n} and a; € F". The algebraic degree of a
given function F' is the degree of its ANF: deg (F) =max{|I| : a; # 0,1 € P(N)}. If
algebraic degree of a function F' is not more than 1 then F' is called affine. If for an affine
function F' it holds F'(0) = 0 then F is called linear. If algebraic degree of a function F
is equal to 2 then F'is called quadratic.

We can put the finite field Fo» in one-to-one correspondence to the vector space F and
consider vectorial Boolean functions as functions over Fy».. Then any vectorial function
F" has the unique univariate polynomaial representation over Fan:

2" —1

F(ﬁ) = Z )\Z‘l‘i, /\j € Fon.
1=0

Two vectorial functions F' and G are eztended affinely equivalent (EA-equivalent) if
F = A 0Go Ay + A where Ay, Ay are affine permutations on F} and A is an affine
function. Two functions F' and G are called Carlet-Charpin-Zinoviev [7] equivalent (CCZ-
equivalent) if their graphs {(z,y) € Fy x Fy | y = F(z)} and {(z,y) € F§ xF3 | y=G(z)}
are affinely equivalent, that is, if there exists an affine automorphism A = (A, Ay) of
F2 x F4 such that y = F(z) < As(x,y) = G(AL(z,y)).

Let F' be a vectorial Boolean function from F} to F5. For vectors a,b € F, where
a # 0, consider the value

5(a,b) = |{ z € Fy | F(z +a) + F(z) = b}|.
Denote by Ag the following value:
Ar = max 6(a,b).

a#0, beFy

Then F is called differentially Ap-uniform function. The smaller the parameter A is
the better the resistance of a cipher containing F' as an S-box to differential cryptanalysis.
For the vectorial functions from F} to F} the minimal possible value of Ap is equal to
2. In this case the function F' is called almost perfect nonlinear (APN). This notion was
introduced by K. Nyberg in [9].

APN functions are widely studied by many researchers, but there is still a significant
list [6] of important open questions, such as lower and upper bounds on the number of
APN functions, an upper bound on algebraic degree of an APN function [4], the existence
of bijective APN functions in even dimensions, etc. We are especially interested in two
open problems that are devoted to constructing APN functions. The first one is to find
secondary constructions of APN functions, in particular, it was stated as Problem 3.8 in
[6]. The second problem is to find new constructions of APN functions in vectorspace F%,
since almost all the known constructions of this class are found only as polynomials over
the finite fields, and to the best of our knowledge, the only approach to such combinatorial
constructions was proposed in [8].

In this work we propose two approaches for generating quadratic APN functions in
F%. The first approach considers the algebraic normal form of a given quadratic APN
function G in n variables and extends it into an ANF of a quadratic function F in n + 1
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variables, using special restrictions on coefficients of new terms. In the second method
we consider special matrices that are partially filled with vectors of standard basis and
search for corresponding APN functions using the same idea of restrictions. Using this
approach we found previously unknown (in the sense of CCZ-equivalence) quadratic APN
function for n = 7. Generally, quadratic APN functions are not suitable as secure S-boxes
due to the low algebraic degree, but obtaining new quadratic representatives can lead
us to another useful functions. This is very important for even n > 8, since new APN
permutations CCZ-equivalent to quadratic functions can be found for these dimensions
3].

In the last part of the work we conjectured that a quadratic part of an arbitrary APN
function has a low differential uniformity. We introduced the new notion of stacked APN
function and for dimensions up to 6 found such functions using quadratic APN functions
obtained with approaches mentioned above.

2 On secondary approach to search for quadratic APN functions

Since EA-equivalence preserves APNness, it is always possible to omit linear and constant
terms in the algebraic normal form of a given APN function. We shall then consider
quadratic vectorial Boolean functions that have only quadratic terms in their ANF. The
following known result gives a necessary condition on the ANF of a given APN function.

Theorem 1. [1] Let F = (f1,..., fn) be an APN function in n variables. Then every
quadratic term x;x;, where i # j, appears at least in one coordinate function of F.

This property motivated us to suggest the following construction of quadratic APN
functions. Let G = (g1,...,9») be a quadratic APN-function in n variables. Consider
vectorial function F' = (fi,..., fu, fur1) in n + 1 variables such that:

n
=g+ E Q15T Tpy1;

i=1

fo=0n+ Y Qi (1)

i=1

n
frt1 = Gni1 + 5 Q1T Tna1s
i=1

where aq;..., 0041, € Fo for ¢ = 1,...,n and g,41 = ZKKK” Bjkxjr), for some
fixed B;; € F5. Note that if a4, ..., o, are such that each term z;x,4, appears at least
in one of the coordinate functions fi,..., f,, then the necessary condition of Theorem 1

is held for the constructed function F. Since the exhaustive search for the given APN
function becomes complicated starting from n = 6, there is a need to find necessary and
sufficient conditions on new coefficients of F'.

Let us denote the lexicographically ordered elements of F% as z2°,..., 22" 1. Since all
the values G(z°),...,G(2*' ) of the function G are known, we can represent values of
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the constructed function F' only through unknown coefficients «;j and some constant
terms. Since F' is an APN function, for a nonzero a all sums F(z) + F(z + a) and
F(y) + F(y + a), where z # y and = # y + a, should be pairwise different. This fact
applies special restrictions on coefficients «; ;. For the convenient representation of these
restrictions further we consider the following matrix approach that was proposed by Beth
and Ding in [1].

Each quadratic vectorial function G in n variables can be considered as a symmetric
matrix G = (g;;), where each element g;; € F3 is a vector of coefficients corresponding to
term z;z; in the algebraic normal form of G and all diagonal elements g;; are null.

t is necessary to mention that these matrices also were used in [11] and [10] to construct
and classify a lot of new quadratic APN functions over finite fields.

Example 2. For n = 3 let us consider function G = (g1, g2,93) = (T122, T2x3, T173)
1 0 0

= |0 -xy22+ |0] - zy234+ |1| - x223.
0 1 0

Then the corresponding matrix G is the following:

(000) (100) (001)
G = |(100) (000) (010)
(001) (010) (000)

It is necessary to mention that these matrices also were used in [11] and [10] to con-
struct and classify a lot of new quadratic APN functions over finite fields. Using these
matrices the APN property can be formulated in the following way:

Proposition 3. Let G be the matriz that corresponds to quadratic vectorial function G.
Then function G is APN if and only if z - (G - a) # 0 for all x # a, where a,xz € Fy and
a # 0.

In terms of matrices method (1) can be considered as an extension of a given G with
an extra bit that represents g,.1 in every element and an extra pair of row and column
that represents a set of new terms z;x, 1.

Example 4. For the considered APN function G = (g1, g2, 93) = (T122, 2223, T123) We
choose null g, 11 and construct APN function F' = (f1, fa, f3, f4) in 4 variables, where:
J1=91;
Jo = go + w324;
J3 = g3 + o4 + T37y4;
fi= 2104 + 1374
Then the corresponding matrix F is the following:
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(0000) (1000) (0010) (0001)

& _ | (1000) (0000) (0100) (0010)
~ |(0010) (0100) (0000) (0111)
(0001) (0010) (0111) (0000)

Consider a quadratic APN function G and the corresponding n x n matrix G. Denote
the vector of nonzero coefficients for new variables as a = (o, . .., ay,), where a; € Fyth,
Let us fix ¢,,+1 and construct (n+ 1) X (n+ 1) matrix F by adding (o, ..., a,,0) to G as
the last column and the last row and adding new bit to every element of G according to
the choice of g,11. Let us denote as G’ the submatrix (f;;) of F, such that i, j < n+1. Let
(X) denote the linear span of an arbitrary set X C F7 and F' be the quadratic vectorial
function corresponding to the constructed matrix F. Then the following proposition is
true.

Proposition 5. F' is APN if and only if a - a’ does not belong to (G'-d’) for all a’ € Fy,
a # 0.
Let us note that Proposition 5 shows how to obtain restrictions on new coefficients in

the convenient form.
For the given k£ € N let us consider the following sets:

S@k = {Oéi + v | RS <g/ . (61' + ek)>};
Sigr ={ai+aj+v|ve(F (e +e;+ex))h

5172 ,,,,, k_l,k:{al—l-ozg—i-...—i-ozk_l—i-v | NS <g/'(61+62+...—|—6k_1+6k)>},

where ¢4, ..., ¢, is the standard basis in Fy. Let us call a vector o = (aq, ..., ),
where a; € F3™, admissible for matrix G’ if it satisfies the condition in Proposition 5. We
call a sequence (f, ..., a}), where af € Fy™ to be k-admissible for some k < n, if vector
a* = (of,...,a;,0,...,0) of length n is admissible for all nonzero o’ = (a},...,al) € F}
such that a;,, = 0,...,a, = 0. An n-admissible sequence can be considered as an

admissible vector of length n. Consider an APN function GG in n variables and a fixed
9n+1-

Proposition 6. The number of quadratic APN functions that can be obtained from func-
tion G wusing the construction from (1) is equal to the number of admissible vectors
a=(ag,...,ap) for matriz G'.

It can be seen that there are 2"*1— | (G’ - (e;)) | vectors ay such that (aq) is 1-
admissible. The following proposition shows how to obtain the number of admissible
vectors:

Proposition 7. Let (a1, a9, ..., 1) be the (k — 1)-admissible sequence for some k <
n+ 1. Then there exist

k-1
2 — [ (G (en)) UL St U{ | Sigwd U US1a ki |
i=1

1<i<j<k,

vectors ay, such that sequence (o, g, . .., p_1,0y) is k-admissible.
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Also, our method can be extended to the case when G is not an APN function, but
the ANF of G and g,,1 together contain all possible quadratic terms. The following
proposition describes the necessary condition on the choice of such functions.

Proposition 8. Let G be a quadratic vectorial function in n variables and F be an APN
function in n+1 variables that it is obtained from G using construction (1). Then Ag < 4.

For example, for differentially 4-uniform function G = (g1, g2, 93, 94, g5), where:

g1 = T1T2 + T3T5 + T4l5;

g2 = X1T3 + T4Ts5;

g3 = To2Z3 + T1%4 + X3T5 + T4Ts5;

g4 = oy + X1T5 + L4255

g5 = T3T4 + ToXs5 + T4T5.

and g¢ contains all the terms z;x;, where ¢ < j < n, we obtained 13 CCZ classes of
APN functions among constructed functions. Let us recall that there exist only 13 CCZ
classes of quadratic APN functions in dimension 6.

It can be seen that every quadratic APN function can be obtained using construction
from(1). It is worth mentioning that when n = 3,4 and 5 for APN functions that are CCZ
classes representatives we obtained all the possible classes of quadratic APN functions for
4,5 and 6 variables from the classification [2] and large variety of classes for constructing
from 6 to 7 variables. ,

Note that for the given APN function G in n variables we have 9l possibilities
to choose g,.1. It is interesting that the choice of g,.1 affects the capability to obtain
APN function F' in n + 1 variables, the number of such constructed functions and the
variety of different CCZ-classes among constructed classes. For example, when n = 5
and g, 1 is null both quadratic CCZ-representatives give us the only one CCZ-class for 6
variables (class 11 in the list from [2]). At the same time, when ¢, 41 contains all quadratic
terms z;x;, these functions give 13 CCZ-classes of quadratic APN functions in 6 variables.
Unfortunately, for n > 7 it becomes computationally harder to choose the proper initial
function and g¢,,; and to obtain a large amount of generated functions. It seems that
method (1) is not so efficient on large dimensions.

3 On cyclic approach to search for quadratic APN functions

Let us introduce another approach for constructing quadratic APN functions using matrix
representation from previous section. Let eq, ..., e, be the standard basis in F}. For the
given n consider the following matrix with elements from [F7:

0 €1 ()] €3 SN €n—2 Cn—1
el 0 es €4 R | en
€9 €3 0 €5 ce €n t3,n
T = €3 €4 €5 0 A t47n_1 t47n ,
€n—2 €En—-1 €n tn71,4 oo 0 tnfl,n
_en—l €n tn,?) tn,4 cee tn,n—l 0 |




where ¢; ; = t;; and ¢; ; denote some unknown elements in .

Our aim is to find values of missed matrix elements such that matrix 7 represents
APN function. We can apply the approach with restrictions from the previous section.
Without loss of generality let us consider the first unknown element of matrix 7 that is ¢3 ,,.
According to Proposition 5 the last column of 7 should satisfy (e,-1,€en,t35,...,0)-a’ &
(T"-d'), where / € 7', a/ # 0 and T' = T \ (én_1,€n;st3m,---,0). If we consider all
a = aj,...,al,_; such that a;, = 1 and a, = 0, if ¢ > 3, we obtain restrictions on the
value of ¢3,, that are independent from any other unknown element of 7. Repeating this
procedure step by step for every new element after fixing values of previous variables ¢; ;
allows us to obtain all possible fillings for the given matrix 7.

For n = 3,4 and 5 this construction covered all quadratic CCZ classes of APN func-
tions. For n = 6 it covered 11 out of 13 classes. Unfortunately, for larger dimensions the
number of generated functions dropped dramatically and the construction covers only 7
classes for n = 7 and only one class for n = 8. As a consequence, we consider the following
generalization of this construction.

Let 7 be the same matrix that contains k unknown elements. Consider the diagonal
that contains all elements e, in 7. It is easy to see that we can remove any element e,
from this diagonal and apply the above procedure to the new matrix with £+ 1 unknown
elements. Moreover, we can remove any number of elements from 7 and the more elements
are deleted the more APN functions can be constructed using this matrix.

For n = 6 when we removed one element e, from the diagonal in 7 the new matrix
had already covered all 13 CCZ classes of quadratic APN functions. For n = 7 and the
matrix that has no elements e, on the diagonal we generated 2341888 quadratic APN
functions. We have found a new CCZ class for n = 7 among obtained functions. Here we
provide a representative of this class in the univariate form:

F(z) = a2+ a®2? + a®23 4+ 0221 + a®" 25 + a*825 + 028 + a%2° + a®8210 4 00212 +
QL0916 | (AT 1T | (44008 | (27,20 4 (01,24 | (T1.82 | 96,33 4 10134 4 (7,86 | 12,40 4
a8 4 80500 | g4y | g0 | T3 y08 4 73572 4 56,80 4 20,96

where a is the primitive element whose minimal polynomial over For is 27 + x + 1.

4 The differential uniformity of quadratic parts of APN func-
tions and the class of stacked APN functions

Let F be a vectorial Boolean function of algebraic degree d. Then it can be represented as
sum F = FO 4+ FO 4L @ 4 4 F where each function FU) contains only monomials
of algebraic degree j and F(© is a constant term. We observed that if F is an APN
function then its quadratic part F® has a low differential uniformity.

Conjecture 9. Let F' be an APN function in n variables, where 4 < n < 7. Then

The conjecture is true for n = 4. When n = 8,9 there were found APN functions
F (e.g. Kasami power functions for n = 8 and Inverse function for n = 9) such that
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Ape = 8. Nevertheless, for these large dimensions the differential uniformity of quadratic
parts is still quite low. Further we consider only functions without affine terms.

Proposition 10. Let F be an APN function in n variables, where F = F® +F®) 4+
FO IfH=F+F®=(0,...,0,h,0,...,0) for some 1 < j < n, then Ape < 4.

For n = 4,6 there exist cubic APN functions such that H = F + F?) = (0,...,0, h;,
0,...,0) for some 1 < j < n. Examples of such F and F® for n = 4 can be found in
Table 1. An example of F' for n = 6 is the following:

J1 = 2102 + 2476 + T5T6 + T2T375;

fo = 1123 + 1375 + T4T5 + T2T6 + T5T6;

f3 = ox3 + T124 + T4T5 + T5T6;

f1 = Toxy + x175 + X375 + Tokg + X3T + T4k + Txs;

f5 = X3q4 + Loy + 3Ty + T4y + T1Tg + Tolg + T3Tg + T5T6,
J6 = 375 + Tox6 + T5T6.

Let us note that these simple results allow us to use quadratic APN or differentially
4-uniform functions to construct functions of higher degrees, particularly, cubic APN
functions. The observation on low differential uniformity of quadratic parts of APN
functions motivated us to introduce a new subclass of APN functions.

Definition 11. Let F = F®) + ..+ F( be an APN function of algebraic degree d. If all
functions F — F@, F— pld) _ p=1) — p_ pld _ pl=1) _ [ are APN functions
then F' is called a stacked APN function.

Let us describe possible approaches to constructing stacked APN functions of degree
3. Let H be a cubic vectorial function in n variables with no affine or quadratic terms.
Then H = Z”k a;jpxiv;xy, where 1 < ¢ < j < k < n and a;;, € Fy. Let ;5,1 be
an arbitrary nonzero coefficient in the ANF of H. Let us call H a cubic shift if for all
1 <1< j <k < nvector a;j; is null or equal to a;, 1,

For n = 4,5 we implemented the search of cubic APN functions F = F® 4+ F®) such
that F® is some cubic part and F® is an APN quadratic function, that is constructed
using the cyclic matrix 7 from the previous section. For n = 6 we implemented the similar
search, but F'® was a cubic shift since it is computationally hard to search through all
the possible cubic parts. We have found a large amount of cubic stacked APN functions
for n = 4,5,6. Some examples are listed in Table 1.

It is worth mentioning that for quadratic APN functions from differenet different CCZ
classes for n = 6 we have found more than 70 000 cubic stacked APN functions and all
these functions belong to the same CCZ-class that is the only known class that does not
contain quadratic functions (class number 13 in the list from [2]), despite that all 14 CCZ
classes contains (see [5]) cubic representatives.



Table 1: Examples of stacked cubic APN functions (both F and F®) are APN).§

T o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
F) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 11 12
F®@) 0 0 0 1 0 2 4 7 0 4 6 3 8 14 10 13
T 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Fz) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 28 27
0 8 16 25 11 1 29 22 15 3 17 28 31 17 6 9
F®@) 0 0 0 1 0 2 4 7 0 4 10 15 19 21 29 26
0 8 16 25 11 1 31 20 15 3 21 24 23 25 9 6
T O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
F) 0 0 0 1 0 2 4 13 0 4 8 7 16 22 28 27
0 8 16 19 9 3 29 22 45 33 53 56 52 58 40 45
0 16 60 45 26 8 34 59 55 35 3 28 61 43 13 26
5 29 41 58 22 12 62 37 31 3 59 38 28 2 60 41
F®@) 0 0 0 1 0 2 4 7 0 4 8 13 16 22 28 27
0 8 16 25 9 3 29 22 45 33 53 56 52 58 40 39
0 16 60 45 26 8 34 49 55 35 3 22 61 43 13 26
5 29 41 48 22 12 62 37 31 3 59 38 28 2 60 35
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ABSTRACT. Boolean bent functions were introduced by Rothaus (1976)
as combinatorial objects related to difference sets, and have since
enjoyed a great popularity in symmetric cryptography and low correlation
sequence design. In this paper connections between classical Boolean
bent functions, generalized Boolean bent functions and quaternary bent
functions are studied. We also study Gray images of bent functions
and notions of generalized nonlinearity for functions that are relevant
to generalized linear cryptanalysis.
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1. INTRODUCTION

Boolean bent functions were introduced by Rothaus [23] as combinatorial objects
related to difference sets, and have since enjoyed a great popularity in symmetric
cryptography and sequence design. They are, in particular, maps from Z% to Zs
with some special spectral properties. Their importance in symmetric cryptography
stems from linear cryptanalysis of stream ciphers [15, 16, 17]. In that context bent
functions are the ones which are the worst approximated by affine functions, or,
equivalently have the best possible nonlinearity. More information concerning bent
functions can be found in the monographs [19, 32]. Several researchers [3, 6, 20, 21|
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have explored extensions of linear cryptanalysis to groups other than the usual
elementary abelian 2-groups. In this paper we study a notion of nonlinearity that
seems consistent with their notions. We discuss the connection between two notions
of Z4-bentness introduced from a sequence design viewpoint (for applications in
CDMA systems) and the classical notion of bent function.

The first approach is to consider functions from Zj to Z,, q is any integer, see the
paper [10] of Kumar, Scholtz and Welch. We call them g¢-ary functions. Another,
more recent approach, which is more natural from the viewpoint of cyclic codes
over rings is to consider functions from Z% to Z,. This is the approach of Schmidt
in [24]. We call these latter functions generalized Boolean functions. In this
paper we focus on the quaternary case (¢ = 4), and explore the interplay between
the three types of definitions for bentness.

Let us note that there exist other ways to generalize the concept of bent function.
See surveys of distinct generalizations in [31] and [32].

The material is organized as follows. Necessary definitions are given in section 2.
In section 3 we prove that a generalized Boolean function f(z,y) = a(x,y)+2b(z,y)
is bent if and only if Boolean functions b and a®b are both bent. Section 4 shows that
there is no direct link between notions of Boolean and quaternary bent functions but
we obtain several facts related to bent Boolean and quaternary functions. There is
no direct connection between notions of quaternary and generalized bent functions
either, which is shown in section 5. Then in section 6 we show that quaternary
generalized Boolean bent functions in n variables yield Boolean bent functions
by Gray map, or semi bent functions, depending on the parity of n. Section 7
characterizes bent functions by their nonlinearity. Section 8.1 illustrates our results
by a survey of the known constructions of generalized bent functions and their Gray
images. In section 8.2 we introduce two simple constructions for quaternary bent
functions.

Note that the first variant of this paper appeared at ePrint archive [27], see also
[28]. After that several related results were obtained by different authors. Thus,
Stanica et al. [29] extended the results of [27] related to generalized Boolean bent
functions by considering functions from Z% to Zs. Later the results were extended
for functions from Z% to Zis by Martinsen et al. [13]. Finally, HodZi¢ et al. [§]
gave a complete characterization of generalized bent functions from Z% to Z,x for
k > 1 in terms of both the necessary and sufficient conditions their component
Boolean functions need to satisfy. Two open problems that were mentioned in the
original paper [27] were solved. More specifically, in [29] the quaternary analogue of
Dillon’s construction was presented. Then Li et al. [11] characterized the functions
in n variables of the form f(z) = Tr(az + 2bz'+2") for odd n/ged(n, k). The
results obtained in the original paper [27] were instrumental in the following works
[4, 5, 11, 18, 22]. The original paper [27] was also mentioned in [14, 26, 30].

2. DEFINITIONS AND NOTATION

In what follows by @ we mean addition over Zy (modulo 2). We will use + for
two types of addition: over Z, and natural one. It always depends on the context.
We will also use the following two types of inner product:

(x,y) = 2191 DB ... ® TpYn,
TY =T1Y1 + ... + TpYn.



CONNECTIONS BETWEEN QUATERNARY AND BOOLEAN BENT FUNCTIONS 563

Let n, g be integers, ¢ > 2.
We consider the following mappings:

1) f: Z% — Z2 — Boolean function in n variables. Its sign function is F :=
(=1)/. The Walsh-Hadamard transform (WHT) of f is

(1) ﬁ(x) — Z (,1)f(y)®<m’y> _ Z F(y)(fl)@!yﬁ

yeLy YyeELy

A Boolean function f is said to be bent, iff |F(z)| = 2"/2 for all z € Z2. It is semi
bent iff F(z) € {0, £2("+1D/2} (sometimes such functions are called near bent). This
is a special case of plateaued functions [33]. Note that Boolean bent (resp. semi
bent) functions exist only if the number of variables, n, is even (resp. odd).

2) f: Zy — Z; — generalized Boolean function in n variables. Its sign
function is F := wf, with w a primitive complex root of unity of order g, i. e.
w = e*™/4_ When ¢ = 4, we write w = 4. Its WHT is given as

(2) Fla)i= 3 w0 = 37 Fy)(-1)@.

y€Ly yeLy

As above, a generalized Boolean function f is bent, iff |F(z)| = 2"/2 for all x € Z2.
In comparison to the previous case it does not follow that n should be even if f is
bent. Such functions for ¢ = 4 were studied by K.-U. Schmidt (2006) in [24]. Here
we consider only this partial case ¢ = 4.

3) f:Zy — Z, — g-ary function in n variables. Its sign function is given by
F := w/ as in the previous case. Its WHT is defined by

(3) ﬁ(x) = Z wfWtey — Z F(y)w®™?.

yeLy yeLy

Here + and .y are addition and inner product over Z,. Note that the matrix of this
transform is no longer a Sylvester type Hadamard matrix as in the previous case,
but a generalized (complex) Hadamard matrix. A g-ary function f is called bent, iff
|F(z)| = ¢"/2 forall x € Zy . Notice that again it does not follow from the definition
that g-ary bent functions do not exist if n is odd. P. V. Kumar, R. A. Scholtz
and L. R. Welch [10] studied g-ary bent functions in 1985. They proved that such
functions exist for any even n and ¢ # 2(mod 4). Later S. V. Agievich [1] proposed
an approach to describe regular g-ary bent functions in terms of bent rectangles. If
q =4 we call f a quaternary function. Here we study such functions only. Note
that in 1994 A. S. Ambrosimov [2] studied another type of g-ary bent functions
defined over the finite field.

A bent function f : Zj — Z, is called regular if each of its Walsh-Hadamard

coefficients can be expressed as ﬁ(z) = ¢"/2w"?) for every z € Zq and some g-ary
function h. From [10] it is known that for quaternary (¢ = 4) case all bent functions
are regular.

3. CONNECTIONS BETWEEN BOOLEAN AND GENERALIZED BOOLEAN BENT
FUNCTIONS

Let f : Z3" — Z4 be a generalized Boolean function. Represent it as f(z,y) =
a(z,y) + 2b(x,y), for any x,y € Z% where a,b : Z3" — Zy are Boolean functions.
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In this section we study connection between properties of bentness of generalized
Boolean and Boolean functions.

Here and further by A - B we mean WHT of a @ b. It is natural, since A- B =
(—1)2®%_ In this section and in what follows, by z.y we mean the inner product
over Zy: .Y = 1Y1 + ... + TpY, mod 4.

Lemma 1. Between Walsh—-Hadamard transforms of f, a®b, b, there is the relation
~ 2 1 =9 —2
Flay)P =5 (B2 + A B (0,)).

Proof. Let us study the Walsh—Hadamard transform of f. According to (2) we have

F\(.’E’ y) = Z (_1)(m,x/>@<y7yl>®b(w/7yl) ia(w/“y/),

2! 7y/

Applying the formula * = 1+(2_1)s + 1_(2_1)52' for s = a(a’,y") we get

Flo,y) = 5 (B@.y) + A Blay)) + 5 (Bla.y) - - Blay)).
From this we directly get what we need. (]

Note that Lemma 1 holds for any (not only even) number of variables of the
function f.

Theorem 1. The following statements are equivalent:
(i) the generalized Boolean function f is bent in 2n variables;
(ii) the Boolean functions in 2n variables b and a ® b are both bent.

~ ~ —2
Proof. By Lemma 1 we have |F(z,y)|? = 1 (BQ(%y) +A-B (x,y)) Ifa®band
b are bent functions then |F(z, y)|? = $(22" +22") = 22" and f is a bent function.

pY 2
Conversely, if f is bent, then it holds B?(z,y) + A- B (z,y) = 2?"*1. Since WHT
coefficients of a Boolean function are integer, this equality has the unique solution

~ 2
B?(x,y) = A- B (x,y) = 22" (see [9] for details). So, functions a & b and b are
bent. O

Note that there are some intersections between Lemma 1, the part (i)—(ii) of
Theorem 1 and results of the last version of [24].

4. CONNECTIONS BETWEEN BOOLEAN AND QUATERNARY BENT FUNCTIONS

Define a quaternary function g : Z} — Z4 as g(x + 2y) = a(z,y) + 2b(z,y), for
any x,y € Z% where a,b : Z3" — Z, are Boolean functions. In this section we study
connection between properties of bentness of quaternary and Boolean functions.

4.1. Preliminaries and necessary statements. In this section we present several
facts that will be instrumental in what follows.

Lemma 2. Let x,y € Z%. If x.y # (x,y) then z.y = (x,y) + 2.
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Proof. There are four possible values for z.y: 0,1,2 and 3. For x.y = 0 or 1, it is
obvious that z.y = (z,y). For two remaning cases, we have

zy =2 (r,y) =0 = 2y = (z,9) +2,

zy=3—=(r,y)=1—-zy=(x,y) +2.

The following fact is well known for Boolean functions.

Lemma 3. Let f be a linear Boolean function in n variables. Then there are two
possible values of WHT coefficients of f: 0 and 2.

Proof. Any linear Boolean function f in n variables can be represented for some
a € 75 as f(x) = {(a,z). Therefore, by (1)

ﬁ(x) = Z (f1)<a,y)€a<x,y> _ Z (71)((1@:1:,7;}.

yezy yezy

Using the well-known fact that

ST (-t = 2%, if =0,
ot 0, otherwise.
2

the result follows. ]

Proposition 1. (see, for instance, [32]) All quadratic Boolean functions in two
variables, i.e. f : 73 — Zo such that f(x,y) = vy ® ¢, where x,y,c € Zy, are bent.

Proposition 2. (Rothaus, [23]) The degree of Boolean bent function f inn > 4
variables is not more than n/2.

Proposition 3. (Rothaus, [23]) Let x € 7% and y € Z5, where r,k > 2 and even. A
Boolean function f(x,y) = f1(x) ® f2(y) is a bent function in r + k variables if and
only if the functions fi1 and fs are bent functions in r and k variables respectively.

Proposition 4. (Singh et al., [25]) Let x € Z} and y € Z% for rk > 1. A
quaternary function g(x,y) = g1(x) @ g2(y) is a bent function in r + k variables if
and only if functions g1 and g2 are quaternary bent functions in v and k variables
respectively.

Note that results of Propositions 3 and 4 can be easily extended to sums with
more than two functions.

4.2. Quaternary bent functions in small number of variables. Here we
present results on connections between notions of quaternary bent functions in one
and two variables and Boolean bent functions. Using computer search we obtain
the following facts.

Statement 1. For every quaternary function g(x + 2y) = a(z,y) + 2b(z,y) in one
variable with x,y € Zo, it is true that g is a quaternary bent function if and only
if b is bent and a does not depend on y, i.e. a(x,y) is equal to 0, 1, x or x & 1.
Moreover, if g is bent then b and a & b are bent functions too.
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Number of quaternary bent functions
Cases for b and a @ b Types of a in the case For each type of a | Total in the case
band a &b a is bent 49152
are nonlinear a is linear (not constant) 3072 147456
(not bent) a is nonliear (not bent) 95232
a is bent 16384
band a®b a is linear (not constant) 2304 53248
are bent a is constant 768
a is nonlinear (not bent) 33792

Table 1. Classification of functions b and a @ b for quaternary bent functions in 2 variables.

Computer search shows that the number of quaternary bent functions in one
variable is equal to 32.

There are 200704 quaternary bent functions in 2 variables. Among them there
are 98304 fuctions such that none of Boolean functions a,b and a & b is bent but
for 3072 of them a is a linear Boolean function. There are 36864 quaternary bent
functions such that b and a ® b are bent functions, while for 33792 of them a is a
nonlinear function, and for 2304 and 768 functions a is a linear function or constant
respectively. The number of quaternary bent functions in 2 variables with each of
a,b and a ® b being bent is equal to 16384. For the remaining 49152 quaternary
functions, a is bent and b and a @b are nonlinear Boolean functions. We summarize
the data described above in Table 1.

For functions in three and more variables an exhaustive search is unfeasible (there
are 2128 quaternary functions in three variables).

4.3. Possibilities for bentness. From Statement 1, we know that for n = 1if g is
quaternary bent then b and a @ b are bent functions too. In the previous section we
showed that it does not hold for quaternary functions in 2 variables. Let us prove
that it does not hold for arbitrary n > 2.

Proposition 5. For everyn > 2 there ezists a quaternary bent function g(x+2y) =
a(z,y) + 2b(x,y) in n variables, with b and a ® b being not bent in 2n variables.

Proof. In what follows, '+’ denotes the addition over Z, excepting summation of
indices. Any quaternary function g in n variables can be uniquely represented as

follows: g(z14+2Tp11, ...y Tn+222pn) = a(T1, ..., Top)+2b(x1, ..., Tap ). Let b(xq, .., x2,) =
n

P ziTitn BT1Tnt2 P LTyl BT1T2Tyy1,a(X1, .., Tap) = T12n41. One can see that
i=3

b can be divided into sum of n — 2 Boolean functions in two variables and one
Boolean function in four variables like this:

b(1,..., T2p) = b1(x1, T2, Tng1, Tni2) B ba(23, Tni3) ® ... ® bp—1(xp, Tan),
b1 (%1, T2, Tpt1, Tnt2) = T1Tpt2 B ToTnt1 B T1T2Tnt1,

bi(Tit1, Tntit1) = Tig1Tnyiv1, @ =2,..,n— L.

From Proposition 3, we know that b is bent if and only if all b; are bent. According
to Proposition 2, we get that function b; in four variables is not bent since its degree
is equal to three. Therefore, b is not bent.

It is easy to check that

2b(x1, .., Tan) = (203%n43 + oo + 22,20p) + 221 T + 202X 011 + 221 T2Tp1 1.
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Moreover, g can be divided into sum of n — 2 quaternary functions in one variable
and one quaternary function in two variables

91 + 2T y1,s o, T + 2220) = g1(T1 + 2T 41, T2 + 2T 42)+
+go(x3 + 22013) + oo + Gno1(Tn + 222,),
where
91(x1 + 2Zp41, T2 + 2Tp42) = T1Tpp1 + 281 8ng2 + 209Tp11 + 221 T2Tny1,
Gi(Tiy1 +2Tpyiq1) = 2Ti1Tppiv1, ©=2,.,m— 1
From Proposition 1, we know that all x;112,4:+1 are bent, i = 2, ..., n. Therefore,
according to Statement 1 functions g; are quaternary bent functions, i = 2,...,n— 1.

It was checked that the quaternary function g; is also bent according to the definition:
its WHT coefficients are the following:

T € Zi 00 | 01 | 02 | 03 | 10 | 11 12 13 | 20 21 22 23 30 31 32 33

J—

G1(z) 4 41 4 4 4 44 —4 4 4 —44 4 —4 4 —41 -4 | —4

From Proposition 4, g is a quaternary bent function if and only if all g; are
quaternary bent functions, ¢ = 1,...,n — 1. This completes the proof. ([

The next result shows that bentness of a quaternary function does not follow
from bentness of Boolean functions in general.

Proposition 6. For every n > 1, there exists a quaternary function g(z + 2y) =
a(x,y) + 2b(x,y) in n variables that is not bent, while b and a ®b are Boolean bent
functions in 2n variables.

Proof. Any quaternary function g in n variables can be uniquely represented as
g(x1 4 2Tpa1, ooy Ty + 222p) = a(@1, .., Top) + 20(21, ...y Top).
n
Let b(z1,..,22,) = D vi%itn,a(x1,..,22,) = ZTpt1. It is easy to check that
i=1
2b(x1, .., Tan) = 221Zp41 + ... + 2@, x9,. Note that g can be divided into sum of n
quaternary functions in one variable:

9(T1 + 2Tpg 1y o, Ty + 2020) = g1(T1 + 2Tp41) + oo+ Gn(Tn + 272),
where
9i(xi + 2Tn4i) = ai(@, Tpgi) + 20(24, Tngs), 1=1,..,m,
bi(zi, Tnti) = TiTpti, 1 =1,..,n,
a1(T1, Tpt1) = Tpy1,
ai(zi, Tpyi) =0,1=2,..,n.
From Proposition 4, we know that ¢ is a quaternary bent function if and only if all

g; are quaternary bent functions, ¢ = 1,...,n. From Statement 1 and by the choice
of a and b, we get that g; is not quaternary bent. This completes the proof. (Il

From Propositions 5 and 6, we conclude that there is no direct link between
notions of Boolean and quaternary bent functions. Additionally, Proposition 5
shows that if b and a & b are not bent, it does not imply that g is not bent.
According to Proposition 6, it is also true that if g is not bent, it does not imply
that b and a @ b are not bent.
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From the previous section, we can see that for quaternary bent functions in one
and two variables, a Boolean function b is bent if and only if a & b is also bent.
Whether this statement is true for arbitrary n remains an open problem.

4.4. Nonlinearity of component Boolean functions. Let g(x+2y) = a(z,y)+
2b(z, y) be a quaternary function in n variabes, where z,y € Z% and a, b are Boolean
functions in 2n variables.

Let us represent WHT coefficients of quaternary functions in terms of the coefficients
of Boolean functions b and a @ b as we did for generalized functions in section 4.

Here by A B we mean the WHT of a @ b.
Lemma 4. Between the WHT coefficients of g, a ® b, b there is the relation

~ 1 ~ —
Glo+2y) = 5 (Bl ®y,2) + A-Bly,2) — 204(2 ©9,2) — 2camp(y, 7)) +

+ (E(yax) —A/\B(x@y,x) _2Cb(y>x)+2ca®b(‘r@y7x)) ;

DO .

with
crlu,z) = Z (,1)f(w',y')®<(u,m)’(w’,y’)>’
' eVy,y'
where f is a Boolean function in 2n variables, V, = { 2’ € Z% | (z,2') # z.a’ }, and
u € Zy.
Proof. Let us study the Walsh-Hadamard transform of g. By (3) we know that
Gz +2y) = Z i (@+2v).(2"+2y ) +a(a’ y')+20(2" y)
E/7y,
From the fact that for any z”,2"”" € Z% it holds 2(z”,z""") mod 4 = 2z".2"" and
Lemma 2, we have
oy = ) (@@ + 20 y) + 2(y, ), if wa=(x2),
R YU L (R A e/ o S S og
Let U, ={a' € Z} |z.a' = (x,2") }and V, = { 2’ € ZY | x.2’ # (x,2") }. Therefore,
we get U, NV, = & and U, UV, = Z%. Note that |U,| # |V,| in general. Then
é(x +2y) = Z (_1)(r»y'>®<y,r’>@b(ﬂc’,y’)i<r,w’>+a(r’,y’)_
z€Uz,y’
_ Z (_1)<r>y’)@<y,r'>®b(r'»y')i(Iyr’>+a(w’,y')
' eVy,y’
Here we use the standard maps (3,7 : Zy — Zs defined as
B:0,1—=0and f:2,3 > 1;
7:0,2—=0and v:1,3 — 1.

For any t € Z4 it holds
14+ (=1)® 1 —(=1)®
it:(—l)ﬁ(t)( +(2) + (2) z)

Using this formula for ¢ = z.2’ 4+ a(z’,y’) and the fact that v((z, ') + a(2’,y")) =
(z,2") ®ala',y') we get

~ 1 )
Gz +2y) = 5 (S1+ 82— 83— 84) + 5 (51 = 52 = S5+ 54),
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where
S = Z (_1)b(w’,y')®<I7y’>®<y,w'>@ﬂ(<w,$'>+a(a¢',y/)),
' €U,y
Sy = Z (_1)a(r’y’)@b(m/,y/)@<z,y’>@<y,m’>@<r,r’>@ﬁ(<x,z’>+a(z/,y/))7
' €Uz, y’
S3 = Z (,1)b(I',y')€9<w,y'>®<y¢r')®B((I7w'>+a(w',y'))’
' eVy,y’
Sy = Z (—1)2(@"8)®b(a" 5By ) B (ya" ) (2" BB ((w,a") tala’y))
' €Ve,y'
Let M5, ={ ' € Z}|{(x,a’") = } for § € Zy. Note that My, U M; , = Z} and
|Mo..| = |My.| = 2771, Let us divide every sum S;,Ss,S3 and Sy into two sums
dowreMy .y @0d Y eny 0o Note that 8(a(z’, y') +(z,2")) is equal to 0 or a(z’,y')

for ' € My, and 2’ € M , respectively. Thus, we have
S, = Z (_1)b(r’,y’)@(rvy’)®<y,m/>_|_
@' €U,NMo o,y
+ Z (—1)bE" ¥ )@y ) ly2)@ale’ )
@ €U,NMi o,y
Sy = Z (—1)al=" @by )B (Y ) By.a) D) |
@ €ULNMo o,y
+ Z (=1)="y)Bb(" Y )@ (2y ) By, 2) B(z,2) Balz’y")
o' €URNM1 4.y’
S = Z (_1)b(ﬂc’7y’)®<x7y’)@(y7w’>+
@' €VeNMo oy’
+ Z (_1)b(w/7y/)@<w,y/>®(y7w’)@a(ﬂﬂ/7y/)’
@' €VeNMy 4y’
So= Y (c1)eE)sE ey )Bme)Bw) y
&' €VyNMo, .,y
+ Z (—1)4@"y)Ob(" ¥ ) (g ) Dy, 2 ) D (w e hale’y")

' eVNM1 2,y

After grouping terms we obtain
Sl+52—53—54:
= Z (—1)PE oy YO (y.2 ) Ole,a)
z' €Uz, y’"
+ Z (,1)b(m’,y’)®a(w’7y’)€9<r,y’>®<y’w’>,
z'eUsz,y’
_ Z (_1)b(w/,y/)®<x,y'>€9(y7x’)@(x,x'>_
x/e‘/m7y/
- Z (—1)P@y)Ba(z’ ¥ )@@y )& lya")

z' €Vy,y'
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Then
S1— 8 -85+ 85, =
= Z (—1)PE" )y ) Bly.a’) _
' €Uy’
_ Z (_1)b(w',y/)GBa(w/,y/)@(w,y')@(y,z’)@{x,f}_
z' €U,y
_ Z (_1)b(x’7y’)®(x7y/)®(y7x’)+
' €Va,y!
T Y (C1) IR 0 1O 0
eV, y

Since
Cf(U,.’IJ) = Z (_1)f(3f Y ®((uz), (2 y )>,
@ EVy,y’
where f is a Boolean function in 2n variables and u € Z%, then one can see that

S1+ 8y — 853 — 85, =

= (Blzoy,z) — ez ®y,2)) + (A- By, ) — cagp(y, ) — co(x By, ) — Cagn(y, 7)
and
S1 =82 =834+ 5, =

= (B(y,x) — c(y,2)) — (A~ Bz @y, ) — cagp(z DY, 7)) — cp(y, 7) + Cagp(z Dy, 7).
After rearranging, the result follows. O

We can see that WHT coefficients of a quaternary function g do not directly
depend on WHT coefficients of Boolean functions b and a & b. This result will be
used in proof of the next theorem and also in section 8.2.

Theorem 2. Let g(z + 2y) = a(z,y) + 2b(z,y) be a quaternary bent function with
x,y € Zy and a,b be Boolean functions in 2n wvariables. Then b and a ® b are
nonaffine functions for any n > 1.

Proof. According to Lemma 3 there are two possible values of WHT coefficients of
a linear Boolean function in 2n variables: 0 and 227.
From Lemma 4, we get

~ 1 ~ — 1~ — n

Note that V, is empty for 2 = 0, hence cp(z D y,x),cp(y, ), cagp(z @ y,x) and
cagb(y,x) are zero t0o.

As it was mentioned in section 2 all quaternary bent functions are regular. It
means that there is only real or imaginary part of @(Qy) Thus, we get that there
are two possible cases

{ (B(y,0) + A- B(y,0))* = 0,
(B(y,0) — A~ B(y,0))> = 4-4".

or

From the first system we get
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~

(2 By, 0))2 = 4- B(y,0)° = 4-4".

Hence,

B(y,0) = —A" B(y,0) = +2".

By solving the second system one can get

~

B(y,0) = A~ B(y,0) = £2".

Therefore, b and a @ b are nonaffine functions. O

5. CONNECTIONS BETWEEN QUATERNARY AND GENERALIZED BOOLEAN BENT
FUNCTIONS

Let g(x +2y) = f(z,y), where g : Z} — Zy, [ : 2% — Z4 and z,y € Z5.
In this section, we show that the approach of Kumar et al. and that of Schmidt
are not equivalent.

Proposition 7. For every n > 1, there exists a generalized bent function f(z,y)
in 2n variables such that a quaternary function g(x + 2y) in n variables defined as
gz +2y) = f(z,y) for all x,y € ZY is not bent.

Proof. From Proposition 6, there exists a quaternary function g(z+2y) = a(x,y) +
2b(x,y) which is not bent, while b and a®b are both bent. Now from Theorem 1 we
know that if b and a@®b are both bent then f(z,y) is a generalized bent function. O

Proposition 8. For everyn > 2, there exists a quaternary bent function g(x + 2y)
in n variables such that a generalized function f(x,y) in 2n variables defined as
flz,y) = glx + 2y) for all x,y € ZY is not bent.

Proof. From Proposition 5 there exists a quaternary bent function g(z + 2y) =
a(z,y) + 2b(x,y) inn > 1 variables such that both b and a @ b are not bent. From
Theorem 1 we know that a generalized function f(x,y) is bent iff b and a ® b are
both bent. Hence, f(x,y) is not bent. a

6. GRAY IMAGES OF BENT FUNCTIONS

Let f be a generalized Boolean function from Z5 to Z,. Write f = a + 2b with
a,b Boolean functions in n variables. Its Gray map ¢(f) is the Boolean function in
variables (z,z) with « € Z} and z € Z, defined as a(z)z + b(x). The proof of the
next result is implicit in the proof of [24, Th. 3.5] and is omitted.

Proposition 9. For the WHTs of functions [ and ¢(f) it holds
4) B(f)(u,v) =206 F(w)) = B(u) + (~1)"A - B(w), where u € Z2,v € Zs.

Here R denotes real part of a complex number. As far as the left side of equation (4)
is a WHT coefficient of a Boolean function, we easily get

Corollary 1. For any generalized Boolean function f in n variables it holds

R -7vﬁ > 2(77,71)/2’
e [RGF(w)

Corollary 2. If f is generalized bent in n variables then ¢(f) is either bent (n
odd) or semi bent (n even).
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Proof. Write ﬁ(u) = X +14Y with X,Y integers. We know that 2" = X2 +Y?2. We
know that the solution to that diophantine equation in X >0 and X > Y > 0 is
unique, see e.g. [9]. The obvious solutions for n odd are {|X| = |V| = 2(»=1/2},
{Y =0, X = £2"/2} and {Y = +2"/2, X =0} for n even.

Thus, if n is odd it holds ®(f)(u,v) = £2"*D/2 for all u, v, and hence ¢(f) is

bent in n 4 1 variables. If n is even we see that ®(f)(u,v) equals 0 or £2("+2)/2,
so ¢(f) is semi bent in n + 1 variables. O

There is a partial converse to Corollary 2. The proof is immediate.

Proposition 10. Let n be odd. If ¢(f) is a Boolean bent function in n+1 variables
then f is a generalized Boolean bent function in n variables.

Proof. Let F(u) = X +iY with X,Y integers. We know that for all u,v it holds
O(f)(u,v) = £2("*+1/2 Therefore, from Proposition 9

‘IT(?)(’U,,O) = 2%(?(1},)) =92X = i2(n+1)/2,

and -
O(f)(u,1) = 2R(i " F(u)) = 2V = +2(n+1)/2,
Hence, \ﬁ(u)P — X24Yy2=9n .

This fact has also been obtained in the last variant of [24].

7. NOTIONS OF NONLINEARITY

It is well-known that Boolean bent functions are characterized by their maximal
distance to the first order Reed—Muller code. This fact is generalized in this section
to their quaternary analogues.

7.1. Generalized Boolean functions. Let RM (r, k) be the Reed-Muller code
of length 2% and of order r, see [12]. Define, for 0 < r < m the quaternary code
ZRM (r,m) = ¢~(RM(r,m + 1)). This code is spanned by vectors of values for
functions of degree at most » — 1 together with twice functions of degree at most
r, see [7] for details. We introduce the nonlinearity N(f) of a generalized bent
Boolean function f in n variables as

n 1 TN
5) N(p)=2 =5 max (870
The Lee weights of 0,1,2,3 € Z4 are 0,1,2, 1, respectively, and the Lee weight
wtr(a) of a € ZY is the rational sum of the Lee weights of its components. This
weight function defines a distance dr(f,g) = wt(f — g) between two generalized
functions on Z} called the Lee distance. Analogously, let dg(-,-) be the Hamming
distance on Z3N. According to Corollary 1 we have

Proposition 11. For any generalized Boolean function f in n variables, it is true
N(f) <om — 2(n—1)/2.

Proposition 12. With the above notation, for any generalized Boolean function in
n variables f we have

N(f) = dr(f, ZRM(1,n)) = du(®(f), RM(1,n +1)).
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Proof. Let x, y be arbitrary vectors of Z'. Denote by i* the vector (i*!,...,i%V).
Recall first the well-known identities

N
d%(i®, 1Y) = 2dp (z,y) = 2(N — %(Z T,

j=1

where dg stands for the Euclidean distance. Observe that ZRM (1,n) is spanned
by the all-one vector, along with twice the binary linear functions, and that F(u) =

> ifW+2uy  The second equality holds by the isometry property of the Gray
YELY
map [7]. O

Hence, using Propositions 11 and 12 we can reformulate one partial case from
Corollary 2 and Proposition 10 as follows.

Corollary 3. Let n be odd. A generalized function f is bent if and only if N(f)
attains the mazimal possible value 2" — 2("—1)/2,

The case of even n is more complicated. We have
Corollary 4. Let n be even. If a function f is bent then N(f) = 2" — 27/2.

Proof. By Corollary 2 the Boolean function ¢(f) is semi bent in n + 1 variables.

Hence the maximum value of |<I>/(?)(u, v)|is equal to 2("*+2)/2. Then by Proposition 9
and definition (5) we get N(f) = 2" — 2%/2, O

The converse statement is not right in general as far as from the equality

() — 9(n+2)/2
e, |D(f)(u,v)|

it does not follow that |F(u)| = 2"/2 for any u € Z2. Actually, it is not clear what
is the maximum possible value of N(f) if n is even. To know it one should find the
value of covering radius of the code RM(1,n + 1) when n + 1 is odd. But it is a
hard old problem without analogy to the easy case of even n + 1.

7.2. Quaternary functions. Let g be a quaternary function in n variables. In this
case, an immediate reduction to the preceding subsection (namely, passing from g
to f in the notations of section 5) yields the definition

1 o
N = 2271 . (b .
(o) =2 =5 e [8(0)(0,0.0)

The following analogue of Proposition 12 is immediate.
Proposition 13. For any quaternary function g in n variables we have
N(g) = dL(gv ZRM(]-v 2”)) = dH(¢(g)a RM(la 2n + 1))

In particular if ¢ is bent then N(g) = 22" — 2". As it was mentioned above the
maximal possible value of N(g) is not known yet.
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8. EXAMPLES OF CONSTRUCTIONS

Define algebraic normal form (ANF) of generalized Boolean function f in n
variables as follows:

n
f(@1, . an) = Z Z @iy, i Tiy *° * Tiy, T G0,

k=1i1,...,i

where for each k indices i1, ..., i, are pairwise distinct and sets {i1, ..., i } are exactly
all different nonempty subsets of the set {1, ..., n}; coefficients a;, . ;, , ao take values
from Z4. The number of variables in the longest item of its ANF is called the degree
of a generalized function and is denoted by deg(f). For computing degrees we require
the following lemma.

Lemma 5. For a generalized Boolean function f the degree of ¢(f) is at most the
degree of f.

Proof. Follows by definition of the ZRM (r,m) code by its generators [7]. O

8.1. Generalized Boolean bent functions. In [24, Th. 4.3] figures a natural
generalization of the classical Maiorana—McFarland construction.

Proposition 14. (Schmidt, [24]) The generalized Boolean function f in 2n variables
defined for x,y in Z% by f(x,y) = 2z.7w(y) + 7(y), with 7 an arbitrary generalized
Boolean function in n variables and ® an arbitrary permutation of Z% is bent.

By Corollary 2 the Gray map of this function is a binary Boolean semi bent
function in 2n 4 1 variables. By Lemma 5 its degree is max(2, deg(r)).

It is well-known that the binary Kerdock code contains bent functions. We
assume the reader has some familiarity with Galois rings as can be gained in, e.g. [7].

For completeness, the next result from [24] we present with the proof.

Proposition 15. (Schmidt, [24]) Let n > 3 denote an integer. Let R, denote the
Galois ring of characteristic 4 and size 4™. Let RE denote R, \ 2R,,. Let T,, denote
the Teichmuller set of R,,, and Tr the trace function of R,,. The generalized Boolean
function in n variables defined for x € T, by

f(z) =€+ Tr(sz)

for constants €, s ranging in Zy, R: is bent. Its Gray image is either bent (n odd)
or semi bent (n even,).

Proof. The first assertion follows by [24, Construction 5.2] upon observing that
ZRM(1,n) is described by functions f(z) = € 4+ 2Tr(sz). The second assertion
follows by Corollary 2. |

A monomial construction of a bent generalized Boolean function is presented in
[24, Th. 5.3]. Intuitively it detects the generalized bent functions in the dual of the
Goethals code.

Proposition 16. (Schmidt, [24]) Keep the notation of Proposition 15. Let p denote
the "reduction mod 2"map from R,, to Fon. The generalized Boolean function in n
variables defined for x € T, by f(z) = e+Tr(sx+2tx>) for constants e, s,t ranging
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in Ly, Ry, Ty \ {0} is bent if u(s) = 0 and the equation p(t)z> +1 = 0 has no
solutions in Fon, or if u(s) # 0 and the equation

u(t)?

3
20+ z+ =
p(t)°

has no solutions in Fan.

By Corollary 2 the Gray map of this function is a binary Boolean function in
n—+ 1 variables which is semi bent if n is even or bent if n is odd. It is quadratic by
Lemma 5.

In the original paper [27] it was mentioned that it would be interesting, for
instance, to replace the exponent 3 in Proposition 16 by a Gold exponent 2% + 1.
Then Li et al. [11] characterized the functions in n variables of the form f(z) =

Tr(az + 2ba*2") for odd n/ged(n/k).
8.2. Quaternary bent functions.
Proposition 17. For every n a quaternary function
91 + 2T p41, oy Ty + 222p) = 121 + oo + CuTy + 221541 + oo+ TnZop)
s a quaternary bent function with ¢; € Zo and '+’ is addition over Z,.

Proof. One can see that g can be divided into sum of n quaternary functions in one
variable g(w1 + 2211, ..., Tn + 272,) = g1(71 + 22140) + .. + g (T0 + 272,),

9i(Ti +2i10) = iy + 22T qn.

From Proposition 1, we know that all z;x;4,, are bent, i = 1, ..., n. From Statement 1
each of g; is a quaternary bent function in one variable, therefore, from Proposition 4
g is also a quaternary bent function. O

Proposition 18. Let g(x + 2y) = a(z,y) + 2b(x,y) and ¢'(z + 2y) = a(z,y) +
2(a(z,y) ® b(x,y)) be quaternary functions with xz,y € Z% and a,b be Boolean
functions in 2n variables. Then g is bent if and only if g’ is bent.

Proof. Study the Walsh-Hadamard transform of g and ¢’. From Lemma 4, we have

~ 1 ~ —
Glo+2y) = 5 (Bl ®y,2) + A-Bly,2) — 204(2 ©9,0) — 2eamn(y, 7)) +

(E(y,l‘) - 14/\B(I S5 y,I) - QCb(yvx) + 2Ca@b(x Dy, .Z‘))

—_ 1 — ~
Gla+2ay) =5 (4 Bly.2) + Bla & y,2) — 2cas(y, 1) — 200w ® y,2) ) +

+- (A/\B(sc ®y,x) — By, @) + 2¢u(y, &) — 2¢ agp(z ® y,x)) )

2
with
cru,z) = Z (—1)f @)@ (w2), (@)
' €Vy,y!
where f is a Boolean function in 2n variables, V, = { 2’ |(z,2') # x.2’ }, and
u € Zy.

Let  and & be real and imaginary parts of a complex number respectively. Then
R(G(z 4+ 2y)) = R(G'(z+2(z D Y))), S(G(z+2y)) = -G (z + 2(x D y))).
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As it was mentioned in section 2 all quaternary bent functions are regular.
Therefore, each of Walsh-Hadamard coefficients of a quaternary bent function

has only real or imaginary part. Hence, if g is bent then \G’(m + 2( ®y)| =
\G(x+2y)\ = 4"/2, By the same way we can prove that if ¢’ is bent then |G(x+2y)|
|G'(z + 2(x ® y))| = 4™/2. This completes the proof. O

9. CONCLUSION AND OPEN PROBLEMS

In the present work we have shown how generalizations of the notion of bent
functions involving the ring Z, could produce, by Gray map or by base 2 expansion,
bent Boolean functions in the classical sense. We have proved that the approach of
Kumar et al. and that of Schmidt are not equivalent at least in quaternary case.
Schmidt’s definition fits better Z4-cyclic codes constructions. Conversely classical
binary bent functions (but perhaps not semi bent functions) can yield generalized
bent functions by inverse Gray map. These results motivate to explore further
algebraic constructions of generalized bent functions. Although the results show
that there is no direct connection between quaternary and Boolean bent functions
it is still might be possible to connect these notions if we will ask for additional
conditions. For instance, it would be interesting to solve the problem that we
mentioned at the end of section 4.3. It is also possible that notions of g-ary and
Boolean bent functions are more connected for ¢ > 4.
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1. INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in
Cryptography that was held for the seventh time in 2020. The Olympiad program
committee includes specialists from Belgium, France, the Netherlands, the USA,
Norway, India, Luxembourg, Belarus’, Kazakhstan, and Russia. Interest in the
Olympiad around the world becomes more significant. In 2020, there were 775
participants from more than 50 countries; and 14 countries took part for the first
time. Summing the results, 84 participants in the first round and 49 teams in the
second round from 32 countries were awarded with prizes and honorable diplomas.
The list of the winners can be found at the official [website of the Olympiad [9].
Fig. |1} illustrates the Olympiad logo and winners.

Let us shortly formulate the format of the Olympiad. When registering to the
Olympiad, each participant chooses his/her category: “school students” (for junior
researchers: pupils and high school students), “university students” (for participants
who are currently studying at universities) and “professionals” (for participants
who have already completed education or just want to be in the restriction-free
category). The Olympiad consists of two independent the Internet rounds. The
first round is individual (duration 4 hours 30 minutes, two sections: A is for “school
students”, B is for “university students” and “professionals”). The second round is a
team one (duration 1 week, common to all participants).

A distinctive feature of the Olympiad is that some unsolved problems at the
intersection of mathematics and cryptography are offered to the participants as
well as problems with known solutions. During the Olympiad, one of such open
problems, “Miller — Rabin revisited” (see section , was solved completely. For
another one problem, “Bases” (see section , a partial solution was proposed.
All the open problems stated during the Olympiad history can be found here| [I0].
What is more important for us that some researchers were trying to find solutions
after the Olympiad was over. In the recent paper [7], a complete solution was found
for the problem “Orthogonal arrays” (2018). A partial solution for the problem “A
secret sharing” (2014) was proposed in [3]. We invite everybody who has ideas on
how to solve the problems to send your solutions to us!

We start with problem structure of the Olympiad in section [2} Then we present
formulations of all the problems stated during the Olympiad and give their detailed
solutions in section [3] Mathematical problems and their solutions of the previous
International Olympiads in cryptography NSUCRYPTO from 2014 to 2019 can be
found in [2], [, [8], [, [5], and [6] respectively.

2. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 14 problems stated during the Olympiad, some of them were included
in both rounds (Tables[I][2). Section A of the first round consisted of six problems,
whereas the section B contained seven problems. The second round was composed
of ten problems. Four problems included unsolved questions (awarded special prizes
from the Program Committee).
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FiG. 1. NSUCRYPTO logo and winners

Tapuiia 1. Problems of the first round

| N | Problem title | Max score |
1 | |2020] 4
2 | [POLY] 4
3 | |A secret house| 4
4 ||RGH| 4
5 | [Miller — Rabin revisited (Q1)| 4
6 | [Mysterious event] 4

Section A

| N | Problem title

| Max score |

1 [|2020]

A secret house

Miller — Rabin revisited|

4+

RGH|

[Mysterious eventl

CPA game]

| O U | W N

Collisions (Q1)|

%mﬂkﬂkmﬂkﬂk

Section B

Tap/inA 2. Problems of the second round

| N | Problem title \ Maximum score
1 [[|pory| 4
2 | [Stairs-Box 7
3 | |Hidden RSA 6
4 | [Orthomorph smsl 12
5 | PPEG Encoding| Unlimited (open problem)
6 | |Miller — Rabin revisitedl 4 + add. sc. for open pr.
7 ||CPA game] 6
8 | [Collisions| 8
9 |[Basesd| Unlimited (open problem)
10 AES—GCM| 10 + add. sc. for open pr.

3. PROBLEMS AND THEIR SOLUTIONS

In this section, we formulate all the problems of NSUCRYPTO’2020 and present
their detailed solutions paying attention to solutions proposed by the participants.

3.1. Problem “2020”.

3.1.1. Formulation. A cipher machine WINSTON can transform a binary sequence in
the following way. A sequence S is given, a cipher machine can add to S or remove
from S any subsequence of the form 11, 101, 1001, 10...01. Also, it can add to S
or remove from S any number of zeros.

When special agent Smith entered the room there were two identical WINSTON
machines. He was curious to encrypt number 2020 and he tried to encrypt the
number in it’s binary form. The first cipher machine returned the binary form of
number 1984, the second one returned the binary form of number 2021. Smith

understood that one of the machines is broken. How did he know that?
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3.1.2. Solution. By removing subsequences of the form 10...01 and 0...0, the parity
of ones in the binary representation cannot be changed. The given numbers have
the following binary representations:

2020 — 11111100100 — 7 ones,
2021 — 11111100101 — 8 ones,
1984 — 11111000000 — 5 ones.

Hence, it is impossible to obtain 2021 from the input 2020. Hence, the second
machine must be broken.

3.2. Problem “POLY”.

3.2.1. Formulation. During a job interview, Bob was proposed to think up a small
cryptosystem that operates with integers. Bob invented and implemented a complex
algorithm POLY that can be represented mathematically as a polynomial. Namely,
if = is a plaintext, then ciphertext y is equal to p(z), where p is a polynomial with
integer coefficients.

Bob’s employer decided to test it. At first, he encrypted the number 20 and
obtained the number 7. Secondly, he encrypted the number 15 and obtained the
number 5. After that he said to Bob that there was a mistake in the implementation
of the algorithm and did not hire him. What was wrong?

3.2.2. Solution. Let p(x) = co + c1z + ... + cpz™. Then p(a) — p(b) = c1(a —b) +
...+ cp(a™ —b"), where a, b are some integers. Since (a* — b¥) is divided by (a —b),
we have that p(a) — p(b) is divided by (a —b). By condition, we have p(20) = 7 and
p(15) = 5, but 5 does not divide 2. Hence, there is a mistake in the implementation.
Almost all the participants solved the problem.

3.3. Problem ‘“A secret house”.

3.3.1. Formulation. You can see a secret house in Fig. a). Looking on it, could
you understand what should be shown inside the frame left blank in Fig. [2(b)?

mi i |

1171 _Albiadid |1 ihid

wl sl [#dl (mod 5)=] |
() (b)

Fi1G. 2. A secret house

3.3.2. Solution. Looking on the house, one can see that the number in a window
is equal to “5 minus the number of shadows” inside the window. Hence, we can
guess that the task is to calculate 3%°?3! (mod 5). Since 3* = 1 (mod 5), then
340231 (mod 5) = 3*19057+3 (mod 5) = 3% mod 5 = 4. Hence, there should be one
shadow inside the frame.

3.4. Problem “RGB”.
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3.4.1. Formulation. Victor is studying the Moctod search server. Inside its software,
he found two integer variables a and b that change their values when special search
queries “RED”, “GREEN” and “BLUE” are processed. More precisely, the pair (a,b) is
changed to (a+18b, 18a—b) when processing the query “RED”, to (17a+6b, —6a+17b)
when processing “GREEN”, and to (—10a — 15b,15a — 10b) when processing “BLUE”.
When any of a or b reaches a multiple of 324, it resets to 0. Whenever (a, b) = (0, 0),
the server crashes.

On the server startup, the variables (a, b) are set to (20, 20). Prove that the server
will never crash with these initial values, regardless of the search queries processed.

3.4.2. Solution. The number 325 is the first natural number that can be written as
sums of squares in three different ways (up to permutation of terms):
325 =12 +18% = 6% + 17° = 10% + 15°.
Keeping this in mind, if (A, B) is the result of changing (a,b) with some query, then
A% + B? =325(a®* +b*) = a® + b*  (mod 324).

Thus, the number (a? + b%) mod 324 does not change for any chain of queries (in
order words, it is an invariant). Since initially (20% + 20%) mod 324 = 152 # 0, the
server will never crash.

3.5. Problem “Miller — Rabin revisited”.

3.5.1. Formulation. Bob decided to improve the famous Miller — Rabin primality
test and invented his test given in Algorithm [I} The odd number n being tested is
represented in the form n — 1 = 2¥3%m, where m is not divisible by 2 or 3.

Algorithm 1 Bob’s primality test

1. Take a random a € {2,...,n — 2}.
2. Put a + a™ mod n. If a = 1, return “PROBABLY PRIME”.
3. Fori=0,1,...,¢ — 1 do the following steps:
(a) b+ a® mod n;
(b) if a4+ b+ 1 is divisible by n, return “PROBABLY PRIME”;
(¢) a <+ abmod n.
4. Fori=0,1,...,k — 1 repeat:
(a) if a + 1 is divisible by n, return “PROBABLY PRIME”;
(b) a < a® mod n.
5. Return “COMPOSITE”.

Q1 Prove that Algorithm [1] does not fail, that is, not return “COMPOSITE”, for
a prime n.
Q2 Bonus problem (extra scores, a special prize!)

A composite integer n may be classified as “PROBABLY PRIME’ by a
mistake. It is known that for the usual Miller — Rabin test the error
probability is less than 1/4. Can this estimation be improved when we
are switching to Algorithm

Remark. The expression a < o™ mod n means that a takes a new value that is
equal to the remainder of dividing a™ by n.
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3.5.2. Solution. Let us prove that Algorithm [1| does not fail (Q1).
If n is prime, then by Fermat’s Little Theorem n divides

a1 =a2"%m 1= (azk_l?’lm - 1)(a2k_13lm +1)=...=
3l k=l 213[ 3[71 3 k-l 213l
=@ =D (¥ +1) = (@ ™ =D ] (¥ +1) =
i=0 =0
3l71 3[71 2 3[71 kol 213l
=@M D@ ™2 +a m+1)H(a M+1)=...=
1=0
-1 _ _ k=1
=@ -1]] ((af”]’")2 +a*m 4 1) 11 (a” ™4 1) :
j=0 i=0

A prime number n must divide one of the parentheses in the last expression. The
required statement follows from this.

The answer for the question Q2 is “the estimation is not improved”. Let us prove
this. In the original Miller — Rabin test, instead of steps 2 and 3, the following step
is performed:

23. a + a3™ mod n. If @ = 1, return “PROBABLY PRIME.

In other words, the following congruence relation is checked:
(1) @™ =1 (mod n).
If is satisfied, then A = a3 '™ is the cube root of 1 modulo n:
A*-1=0 (modn) < (A-1)(A’+A+1)=0 (mod n).
In this case, either A =1 (mod n), i.e.
(2) @ ™ =1 (modn),

or A2+ A= —1 (mod n). Both cases are analyzed in Bob’s test. In the first case,
the congruence relation (2) is analyzed in the same way as (T)).

Thus, the answer “PROBABLY PRIME” in Miller — Rabin test is returned if and
only if the same answer is returned in Bob’s test. Bob’s test has an advantage over
Miller — Rabin test. It is more efficient since the correctness of can be obtained
earlier.

The question Q2 was correctly solved by 10 participants and teams. They are
Artur Puzio (Poland), Leo Boitel (France), Geng Wang (China), Gabor P. Nagy
(Hungary), the team of Albert Smith, Ethan Tan, Guowen Zhang (Australia), the
team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, Ioan Dragomir (Romania),
the team of Sergey Bystrevskii, Maksim Starodubov, Evgeny Mikhalchuk (Russia),
the team of Mohammad Akbarizadeh, Reza Kaboli, Sajjad Bagheri (Iran), the team
of Jeremy Jean, Hugues Randriam (France), Irina Slonkina (Russia).

3.6. Problem “Mysterious event”.

3.6.1. Formulation. Mr. Bob is the editor in-chief of a well known magazine. He
has many interests and activities in addition to work: meetings with bright people
of politics and art, dancing, fishing, and even stenography and linguistics.

Every week, the magazine publishes a hard Sudoku on the last page. Mr. Bob
likes this game too! So, it is a pleasure for him to personally analyze all solutions
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from the readers. He sits down in his office with a cup of coffee and looks through
all the PNG-files with photos of solutions.

But suddenly Mr. Bob disappeared. The last solution he could see on his monitor
was that in Fig. |3| (here|is a link to it, if you are interested in).

Fi1G. 3. Sudoku

But what happened? Where is Mr. Bob?

3.6.2. Solution. As Mr. Bob likes stenography and the format of the given file is
png, one can try to find message hidden in Fig. |3| using steganography tools, for
example [I4]. It reveals the message “They know that you are a spy! Get back to
the center right now.” So, Mr.Bob is in the center.

3.7. Problem “CPA game”.

3.7.1. Formulation. Suppose we have a system for the encryption of binary messages.
The system has the following characteristics:

e Every message is divided into blocks of length n that are called plaintexts
(it is supposed that the length of messages is divisible by n).

e The system employs a block cipher with the encryption function E in
cipher block chaining (CBC) mode (see the picture below). A block, an
initialization vector IV and a key lengths are equal to n. The result of
encryption of the message is a concatenation of IV and the ciphertexts of
all plaintexts it consists of.

e The IV for the first message is chosen randomly by using a secure pseudo-
random number generator. The last ciphertext block of the i-th message is
used as the I'V for the (i + 1)-st message.

Let Alice be an honest user of the system. Victor, an adversary, convinced her
to play chosen—plaintext attack game (CPA game) with him.

The game is the following:

1. Alice selects a key k € {0,1}™ and chooses a bit b € {0,1}.
2. Victor submits a sequence of ¢ queries to Alice. For i = 1,2,...,q repeat
(a) Victor chooses a pair of messages, m; g, m; 1 of the same length.
(b) Alice encrypts m;;, with the key k and gets ¢; (that is the sequence of
corresponding IV and ciphertexts). She sends ¢; to Victor.
3. Victor outputs a bit b* € {0,1}.
Let W be the event that Victor guesses the bit, that is b* = b. We define Victors’s
advantage with respect to E as CPAadv := |Pr[W] — 1/2|. Victor wins the game if
he can build an efficient algorithm such that CPAadv is not negligible.


http://nsucrypto.nsu.ru/media/MediaFile/Mysterious_event-email.png
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Task. Construct an efficient probabilistic polynomial-time (PPT) algorithm that
wins the CPA game against this implementation with an advantage close to 1/2.

3.7.2. Solution. We describe two deterministic algorithms that win the given CPA
game with two queries in Algorithms Let 0 and 1 denote all zeros and all ones
vectors from the space Fj.

Algorithm 2 The first deterministic algorithm

ql: (a) Victor chooses a pair of messages mj o = mj 1 = 0 and sends them to
Alice;
(b) Alice sends ¢; = (IV, E(IV)) to Victor;
q2: (a) Victor chooses a pair of messages mo o = IV & E,(IV), me1 =1V &
E,(IV)® 1 and sends them to Alice;
(b) Alice sends co = (E,(IV),C) to Victor. Depending on the value of b,
the ciphertext C is equal to E(IV) if b = 0, and it holds C = E,(IV®
1)if b= 1.
Finally, Victor outputs b* = 0 if C' = E(IV) and b* = 1 otherwise.

Algorithm 3 The second deterministic algorithm

ql: (a) Victor chooses a pair of messages mi 9 =0, m11 = 1 and sends them
to Alice;
(b) Alice sends ¢; = (IV,C) to Victor, where the ciphertext C' is equal
to Ex(IV) if b=0, and it holds C = E,(IV @ 1) if b= 1;
q2: (a) Victor chooses a pair of messages mog = mo1 = IV & C and sends
them to Alice;
(b) Alice sends c2 = (ER(IV), Ex(IV)) to Victor.
Finally, Victor outputs b* = 0 if C' = Ey(IV) and b* = 1 otherwise.

There were several solutions from the participants that proposed the approaches
described above, as well as many 3-queries deterministic and probabilistic algorithms.

3.8. Problem “Stairs-Box”.

3.8.1. Formulation. Nicole was climbing stairs and has found a box containing a
curious permutation on the set of elements {0,1,...,63}:

S = [ 13,18,20,55,23,24,34, 1,62,49,11,40,36,59,61,30,
33,46,56,27,41,562,14,45, 0,29,39, 4, 8, 7,17,50,
2,54,12,47,35,44,58,25,10, 5,19,48,43,31,37, 6,
21,26,32, 3,15,16,22,53,38,57,63,28,60,561, 9,42 1]

So, the element 0 it maps to 13, the element 1 to 18, etc.

Nicole understands that it is possible to consider such a permutation as a vectorial
Boolean function S : F§ — F§ if every number between 0 and 63 one replaces
with a binary vector of length 6. For instance, S(000010) = (010100), since S
maps 2 to 20. She knows that .S can be given in terms of coordinate functions as
S(x) = (s1(x),...,s6(z)), and each Boolean function s; can be represented in the
algebraic normal form using binary operations XOR and AND in the following way:



A.12 A.A. GORODILOVA ET AL.

si(2) = @repny a1 (I1ies 7i), where P(N) is the power set of N = {1,...,6} and
ay € Fs.

A label on the box said that the function S can be represented as a composition
of three maps in the following way:

S=A0XoB,

where A, B : F§ — TF$ are linear maps and X is a function with a short
arithmetic expression modulo 64. Nicole knows that a linear map over F§ can
be defined by multiplication with a 6 x 6 matrix over Fo. But she wonders what
is supposed by “a short arithmetic expression modulo 64”7 Probably, Nicole also
should consider maps as classical modular operations such as addition, substraction,
multiplication modulo 647..

Help Nicole to find the secret function X and the respective maps A, B!

3.8.2. Solution. Arithmetic operations modulo 2% can be reduced modulo smaller
powers of 2. Most importantly, the output modulo 2 depends only on the input
modulo 2 (1 bit), the output modulo 2° depends only on the input modulo 2¢ (i
input bits, 1 <4 < 6).

It follows that there must exist linear combinations of outputs of S with algebraic
degrees less or equal to each of 1, 2, 3, 4, 5, 5 (“staircase”). And indeed, such
combinations do exist for the given S-box S. While there is some freedom left in
choosing such combinations, the number of possibilities is reasonably small. Any
such choice identifies a candidate for the linear map A. The same idea can be applied
to S~71 to obtain candidates for B. Using the fact that i least significant bits of the
output of X must depend only on 7 least significant bits of the input of X, correct
candidates for A, B can be recovered in a sequential bit-by-bit manner.

There exist 8 solutions, any of which was accepted as a correct answer:

X : Zog = ZLos, X(z) €{x+1, 2+ 17, z+ 33, x+ 49,
33z + 1, 33z 4+ 17, 33z + 33, 33z + 49}.

In total, 15 teams managed to solve this problem completely and 12 teams got
only partial progress. Many teams guessed the linear shape of the polynomial of X
and used creative ways to verify their guess. Teams of Gongyu Shi, Xinzhou Wang,
Yu-hang Jii (China) and Weidan Ji, Wenwen Xia, Zhang Hongyi (China) used the
Walsh spectrum exploiting its invariance under composition of the function with
linear maps and further recovered A, B efficiently by matching the rows/columns
of the Linear Approximation Tables (LAT) of S and X. The team of Gyumin
Roh, Hyunsik Jeong, Mincheol Son (South Korea) developed similar method but
using Difference Distribution Table (DDT) instead of the LAT. Hieu Nguyen Duy
(Vietnam) used more direct approach to reconstructing A, B row-by-row/column-
by-column with the constraint of the partial solution X modulo 2 having the form
linear polynomial z — ax + b.

3.9. Problem “Hidden RSA”.

3.9.1. Formulation. Bob has learned about the public-key cryptography and now
anyone can send a secret message to him. The message is encoded by a nonnegative
integer z which has at most 70 digits in the decimal representation. To send a
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message for Bob, one has to enter it on his webpage| [II]. After the message is
entered, it is immediately encrypted using RSA. The encryption result is

Encr(z) = z° mod n,

where n is a modulus (product of two distinct odd primes p and ¢) and e is a public
exponent (coprime with p — 1 and ¢ — 1). Bob is afraid of hackers and does not
disclose either n or e (even though this contradicts the usual usage of the RSA
cryptosystem).

Victor has intercepted the encrypted message

y = 71511896681324833458361392885184344933333159830863878600189212073777582178173,

which Alice has sent to Bob.
Help Victor to decrypt y. You can enter any allowed message z on the Bob’s
website| [I1] and receive in response the corresponding ciphertext Encr(x).

3.9.2. Solution. Victor takes advantage of the fact that RSA typically uses a small
open exponent e. Victor views small candidate exponents é = 3,5, .. ., searching for
the correct one among them and at the same time determining n.

Viktor processes é as follows. First, he checks the condition 2¢ > Encr(2). If the
condition is not satisfied, then é is rejected. Second, Victor defines 7n = 2¢ —Encr(2).
This is an estimate of the modulus n in the sense that if € = e, then 7 is a multiple
of n. Third, for several random x Victor refines the estimate:

7+ ged(f, (2° mod 7)) — Encr(z)).

If é = e, then the estimate n quickly converges to n. If é # e, then n quickly

converges to 1.
Using the method described above, Victor finds e = 65537 and

n = 76200708443433250012501342992033571586971760218934756930058661627867825188509.

The module n (256-bit) can be quickly factorized using programs like msieve or
cado-nfs.
As a result, prime divisors can be found

p = 232086664036792751646261018215123451301,
q = 328328681700354546732404725320581286809.

Then the secret exponent is determined

d=elmod (p—1)(g—1) =
= 58041460011714671214337771652949080061981291861469879231637604933853779098273

and the desired message
y® mod n = 202010181600.

This is the NSUCRYPTO’2020 start time code (October 18, 2020, 16:00).

3.10. Problem “Orthomorphisms”.


https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
https://nsucrypto.nsu.ru/archive/2020/round/2/task/3/
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3.10.1. Formulation. A young cryptographer Bob wants to build a new block cipher
based on the Lai-Massey scheme. The Lai-Massey scheme depends on a finite group
G with the neutral element e and an orthomorphism of G. Bob decides to use a
nonabelian group and chooses a dihedral group Dsm, m > 4, generated by a, u with
presentation

m—1 —
CL2 :e,u2:e,ua:a1u.

Let 6 be a permutation of a finite group G. Then @ is called an orthomorphism
of G if the mapping 7 : a — a~'6(«a) is a permutation of G.

Bob needs to construct an orthomorphism of Dym. He considers the set DM,,
(T17T2761702)

(g1.q0.b1.by) O D2m given by

consisting of all mappings 6

(r1,72,¢1,62) RN grita ified0,..., om=2 _ 1},
(q1,q92,b1,b2) ~ ar2itezy ifi e {2m72’ o gm-1 _ 1},

; . . _2
(r1rzsenes) . iy s a® by if i€ {0,...,2m"2 — 1},
(a1,02,b1,b2) * a®tb2 - if e {om2 . amTl 1,

and depending on b;, ¢;, 7, q; € {0,...,2m 1 —1} fori € {1,2}, where the operations
addition and multiplication are over the residue ring Zom-1.

Q1 Let m = 4. Help Bob to describe all orthomorphisms of DM,,, and find their
number.

Q2 For each m > 4, help Bob to describe all orthomorphisms of DM,,, i.e.
give necessary and sufficient conditions on b;,¢;,r;,q; for i € {1,2} such

that Ggi;j;i IZ)) is an orthomorphism of Dom.

3.10.2. Solution. Let Z,, = {0,...,n — 1} for a positive integer n > 1.

9(7‘1,@,61,62
(q1,92,b1,b2
only if b;, ¢;, 1, q; € Zam—1 for i € {1, 2} satisfy one of the following conditions:

Theorem. Let m > 4. A mapping )) € DM,,, is an orthomorphism if and

(1) If r; = ro = 3 (mod 4), then 7y = g2, 72 = 1,
c1 =by,co=b1,c1+c =1 (mod 2).

(2) If 11 =ry =2 (mod 4), then 1 = ¢1, 72 = ¢o,
q—1= b1+ ¢ (mod 2m71), qp—1= by + co (HlOd 2m71),
b1 +c2 =1 (mod 2), ba +¢; =1 (mod 2).
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Proof of Theorem. Let 6 = 0"">°2) Tt is clear that 6 is a permutation if and

(q1,92,b1,b2) "
only if
om=—2_1 om—1_1
U {rij+eyn (J {ai+b} =0,
] om—2
om—1_1q gm—2_1
U {rei+etn U {aj+bi}=0
j=2m=2 j=0
2m72_1 277171_1
U trtatu U {eh+be)=2Zom,
jZO j:27n72
om—1_1 om=2_q
U {r2j +e2} U U {@j +b1} = Zgm-,
j=2m—2 =0

where the operations addition and multiplication are over the residue ring Zom-1.
They are equivalent to conditions

(3a) rj1 — qaj2 Z 222 4+ by — ¢y (mod 271,
(3b) raji — qijz # 12" 2 4+ by — ¢z (mod 27,
(3¢) r1(j; — jz) # 0 (mod 2™ 71),
(3d) r2(j1 — j3) # 0 (mod 271),
(3e) @ (i1 — Jé) 0 (mod 2™7),
(3f) ¢2(j1 — j3) # 0 (mod 2771),

which hold for all jl,jQ S ZQ'm72 and all ]i,]é € Z2'm72 with Ji 7é ]é.
From conditions (3d) — (3f), it follows that

(4) r1 Z 0 (mod 4), ro Z 0 (mod 4), ¢1 Z 0 (mod 4), g2 Z 0 (mod 4).

Note that 7 : a — a~0(«) is given by

i am=Diterif § € Zomoo,
mTa .
a(7»2_1)z+02u ific {2m—2’ _“,2771—1 _ 1}’

s a~(@=Di=bt Sf € Zymoa,
Tiau .
a~(@=Dizbay if j € {2m=2  2m-l 1}

where the operations addition, multiplication and subtraction are over Zgm-1.
For each i € {1,2}, we suppose #; = r; — 1 mod 2™~ ! G = 1 — ¢ mod
2m717 b; = gm—1 _ b;.
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It is clear that 7 is a permutation if and only if

gm—2_1 ogm—2_1
U {fi+ain {Q1J+bl} 0,
20 20
gm—2_ om—2_1 )
U {T1]+01}U U {@1j+b1} = Zym-1,
=0
gm—1_1 gm—1_1 i
U mitein U {@i+hk}=0
j:2m—2 j:2m—2
277171_1 2771—1_1 ~
U {faj +c2yu | {52]' + bz} = Zgm-1,
j:2m—2 j:2m—2

where the operations addition and multiplication are over the residue ring Zom-1.
They are equivalent to conditions

(5a) (r1 = 1)j1 — (1= q1)j2 # —b1 — ¢1 (mod 2™ 1),
(5b) (ro — 1)j1 — (1 — g2)j2 # —bs — ¢2 (mod 2™ 1),
(5¢) (ry — 1)(j) — jb) # 0 (mod 2™ 1),
(5d) (ro = 1)(j1 — ja) £ 0 (mod 2™~ 1),
(5¢) (g1 — 1)(j1 — j5) # 0 (mod 2™71),
(5f) (g2 = 1)(j1 — J2) £ 0 (mod 2™~ 1),

which hold for all ji, jo € Zym—2 and all ji, j4 € Zym—2 with j| # j5.
From conditions - , it follows that

(6) r1 Z1 (mod 4), ro Z1 (mod 4), g1 Z1 (mod 4), g Z 1 (mod 4).
Then we will use the following Lemma.

Lemma. Let d > 4, R = {r € Zya1|r =t (mod 4), t € {1,2,3}},and A@ (hy, hy) =
{Pj1 = hajs mod 27 |j1, js € Zya-s }, b1, hy € R,

Then

ZQd\{Zd_l} if hy = hg, hi=hy=1 (mod 2),
A(d)(hl’hz) _ ng\{hz} lf hg = 2d — Z’h h1 = h2 =1 (mod 2),

Zya if ho ¢ {h1,2* — h1}, hy = ha =1 (mod 2),

{2j|j € Zga—1} if hy = hg =2 (mod 4).
Proof of Lemma. For all s,v1,v5 € Zy4-1, we denote
sAD (vy,vy) = {sb mod 2%|b € A4 (’0171)2)} .

Let ¢ be an element from A(d)(hl,hQ). Therefore, t = hyi1 — hais mod 2¢ for
some 11,19 € sz—l.

Let h; = 1 (mod 2) for some i € {1,2}. Without loss of generality, we suppose
hi =1 (mod 2). Then hy't =iy — hy 'heiz mod 2¢. So, t' = iy — h - iy mod 2%,
where t' = hyt, h = hy ' ho.

Obviously, A (hy, hy) = AD(hy, hih) = hi AAD(1,h).

Now, we consider two cases.
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Case 1. Let h be odd. For all 41,75 € Zya—1, we have

249=1 (mod 2%) ifh=1
i —ighz {2, (med ) ih=1,
2% — 1 (mod 2%) if h=2%—1.
If h€{3,5,7,...,2¢ — 3}, then
24-1_1
ANy = | {r—hojalir € Zoaa} =
j2=0
=Zpar U{2¢ =R 24 —h+1,... 29 —h—1}U...
u{2?—2h,2 —2h+1,..,247 —2h -1} U
U{2h+29" 1 2h+ 1241 L 2h—1}U...
U{h+27  h+1+2971 L h—1} = Zya,
where the operations addition and subtraction are over Zga.
Hence,

Zya\{2971}  ifh=1,
AD(1h) =< Zpa\ {27 =1} ifh=29—1,
Zoa if h e {3,5,..,2¢ — 3}.
Case 2. Let h be even. From condition (), it follows that ho = 2 (mod 4).
Thus, h = 2 (mod 4). Hence,
2411
ANy = | L —hojalir € Zoaa} =
j2=0
=Zpar U{2¢—h,2¢ —h+1,..2" —h—1}U...
U{2h,2h+1,...,2h+27"1 — 1} U
U{h+2" 1 h+142971 27 —2,29 - 1,0,1,..,h — 1} = Zya
where the operations addition and subtraction are over Zga.
So, if h; =1 (mod 2) for some i € {1,2}, then
ZQd\{Qdil}, if hy = hg,
AD(hy hy) = { Zoa\{29 — by}, if hy =27 — hy,
Zyd, if hy & {h1,2% — hy}.
Suppose by = hy =2 (mod 4). Thus, ¢ = 2~t~ mod 29, where # = hyiy —hais mod
Qd_l, hl = h1/2, h2 = h2/2. Note that h1 = hg =1 (HlOd 2). From
Zoaer = {Paji = haja m0d 297 j1,js € Zpan },
we get
AD(hy, ho) = {24]j € Zpa—r}.
End of Lemma proof.
From Lemma and conditions (Ba)), (8b), it follows that we must consider four
cases:

e ;1 =719 =1 (mod 2),
e 71 =1 (mod 2), ro =2 (mod 4),
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e 71 =2 (mod 4), o = 1 (mod 2),
e 7y =71y =2 (mod 4).
If r1 =79 =1 (mod 2), then

(7) r1€{q2, 2" =g}, 2 € {q, 2" — a1}
From condition (), we get r1 =ry =3 (mod 4).

For each i,j € {1,2}, i # j, if r; = 271 — ¢;, then ¢; = 1 (mod 4) that
contradicts @ Consequently, r; # 2™~ — ¢, for ¢; = 1 (mod 4). From Lemma
and conditions (5a)), (5b), we get
(8) b1 +c¢1 =1 (mod 2), b + ca =1 (mod 2).

If 11 = g, r2 = qi, then relations (Ba)), hold if and only if ¢, co, b1, by
satisfy conditions
2M72 = 2™ 72 £ by — ¢ (mod 2™7h),  2M72 = 1272 £ by — ¢y (mod 2™,
ie.

(9) C1 :bQ,CQZbl.
From and (9), we get ¢; + ¢z = 1 (mod 2).

Let i,j € {1,2}, i # 5. If r; =1 (mod 2), r; = 2 (mod 4), then

(10) ri €{q;, 2™ —q;}, ri=gq; =2 (mod 4).

From , it follows that r; —1 # 1—g¢; (mod 2). Therefore, from relations ,
and Lemma, we get that condition is impossible.

If 11 =72 =2 (mod 4), then 22" 2 +by—c; =1 (mod 2), 12" 2 +b) —cy =
1 (mod 2). Thus,
(11) b1 +c2 =1 (mod 2), bg+¢; =1 (mod 2).

From Lemma and relations , , we have r; — 1 € {1 — ¢;,2" ! — 1+
g; } for each i € {1,2}, where

om—2 1fr271:17q1,
—bi —¢; = . 1
1—¢q ifr;—1=2 —1+q;,

where the operations addition and subtraction are over Zgm-1.

If r, —1=1-—g; for some j € {1,2}, then r; = 2 — ¢;. Hence, ¢; = 0 (mod 4)
that contradicts @ So, there is only one relation r; — 1 = 2™~1 — 1 4 ¢; (mod
2m~1) for each i € {1,2}. Thus,

(12) r; = q; for each i € {1,2}.

If 71 = ry = 2 (mod 4), then 7 is a permutation if and only if conditions (LI,
hold and ¢; — 1 = b; + ¢; mod 2™~ ! for each i € {1,2}.

End of Theorem proof.

Let OMD,, be the subset of MD,, consisting of all orthomorphisms. From
Theorem, it follows that |OMDy| = 25.

Full and complete solutions for this problem were proposed by four team. The
best one was given by the team of Jeremy Jean and Hugues Randriam (France).

3.11. Problem “JPEG Encoding”.
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3.11.1. Formulation. In order to decrease the readability of the exchanged messages,
Alice and Bob decided to encode their messages using JPEG image compression.
They write (or draw) their message in a graphics software, save it as a JPEG file
and then encrypt the resulting file using some encryption algorithm.

Let us describe the details of the JPEG encoding. The matrix of pixels is first
divided into 8 x 8 matrices, and then the matrices of the type presented below
are obtained from them using discrete cosine transform (DCT) and quantization.
An interesting characteristic of these matrices is that most of the non-zero data is
concentrated in the upper left corner of the matrix, and most of the data in the
lower right corner is 0. After that, the matrix is encoded using 0’s and 1’s.

One example of the matrix encoding is the following algorithm:

1. First, the zigzag rule is used to convert the 8 x 8 matrix into a one-
dimensional vector;

2. Then the Exp-Golomb code is used to encode each number in the vector.
Each number (aside from 0, which is encoded as just one bit 0) is encoded
by three parts:

— length: a sequence of 1’s corresponding to the length of the binary
representation of the number, followed by 0 to mark the end of the
length sequence;

— sign: a bit representing the sign of the number: 0 for negative, 1 for
positive number;

— residual: the binary representation of the number, with the leading 1
omitted.

For example, the number 47 is encoded as the sequence 1111110 1 01111 ;
N =~
length sign residual

3. All encoded sequences are then concatenated and a 6-bit sequence is added
to the front. These 6 bits represent the number of non-zero elements in the
encoded sequence.

47 9
-12 10

AN

— | 47,9,-12,3,10,2,0,-1,-5,1,-2, -1, 1,-4, 1,0, ...

coob-w
cococolid
cocococo-i N
ococooocooh o
coocococoo ~
cooococoo o
cooococoo o
cooococoo o
e —
BN
3
N

> i .y

8x8 matrix zigzag

FiG. 4. Zig-zag transformation of the matrix

An example. Let us consider how the algorithm works. We can see that after
Exp-Golomb coding (see Fig. , the 8 x 8 DCT quantized matrix above can be
binarized using 91 bits (see below). Note that using the inverse process of the
encoding method, we can get the original 8 x 8 matrix from these 91 bits.

001110 1111110101111 111101001 111100100 11011 111101010 11010 0 100 1110001 101 11000 100, 101 1110000 101
—_—— e e e e T e T e T N S e T N

# of non-zero elements 47 9 —12 3 10 2 0 -1 -5 1 -2 -1 1 —4 1
Problem for a special prize! Your task is to design an encoding algorithm
providing as short as possible output strings for the given 100000 matrices (here

is a file with matrices, and non-zero elements of each matrix are concentrated in
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the upper left corner). The less the sum of the lengths of the strings, the more
scores you get for this problem. The encoding process must be reversible, that is,
the original matrix can be obtained from the bit string using inverse coding.

3.11.2. Solution. By the authors opinion there were no great algorithms suggested.
So, the problem remains open.

Let us discuss some criterions that were used for checking. An adequate algorithm
for data processing should take into account the internal structure of the data
involved. Therefore, the algorithms like: 1) get bits from the text file with matrices
neglecting the matrix numeric data itself and compress them just as a stream of
bits, scored low; 2) mechanical replacement of the suggested Exp-Golomb code
with Huffman code or arithmetic code scored low; 3) the absence of the decoding
procedure scored low; 4) not working code scored low. The higher score got solutions
which: 1) provided working encoder and decoder; 2) provided data analysis and were
able to utilize the results of the data analysis in the algorithm; 3) provided good
compression.

The initial authors’ algorithm that used the Exp-Golomb code provides the
compression size equal to 6694303 bits. The lowest compression size 5878894
bits was achieved by team of Nhat Linh LE Tan and Viet Sang Nguyen (France).
Unfortunately, this algorithm just used the Huffman code instead of Exp-Golomb
code. Also, the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis Nabokov
(Russia) suggested an interesting solution. They made some reasonable observations
about the data and proposed changes into Exp-Golomb encoding depending on
the position in the matrix which allows to improve compression. Their result was
5684 601 bits. Unfortunately, there were some problems with executing the codes
provided during the Olympiad.

3.12. Problem “Collisions”.

3.12.1. Formulation. Consider a hash function H that takes as its input a message
m consisting of k - n bits and returns an n-bit hash value H(m). The message m is
at least one block long (k > 1), and can be split into k blocks of n bits each: my,
ma, ..., mg. Let f be a function which takes an n-bit input and returns an n-bit
output. We will use & to denote the bitwise exclusive-or operator.

The hash function H is defined iteratively as follows:

hi :=m; © f(hi—1 ®my),
where all n bits of hgy are zero, and H(m) := hy. An illustration of function H is
given in Fig.

my my o me ma my, My

F1c. 5. The hash function H.

A collision for H is defined as a pair of distinct messages (m, m’) so that H(m)
= H(m'). Given a message m and its corresponding hash value H(m), a second
preimage for H is defined as a message m’ # m so that H(m) = H(m').
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Suppose that f is a secret random function and that you have obtained 10 - n
random different pairs (z, f(z)) of argument and value of the function f. Under
these restrictions, solve the following problems. Algorithms in Q1 and Q2 must
give a solution with a high probability (> 1/2).

Q1 Propose an algorithm which finds a collision for H.

Q2 Propose an algorithm which, given a message m and its corresponding hash
value H(m), finds a second preimage m’ for H.

Q3 Suppose that n = 256 bits and the message m is “A random matrix is
likely decent”. Find a second preimage m’ for this message.
Remark 1. The text message is converted into a bit sequence as follows:
first, each character is converted into a 8-bit integer according to the UTF-
8 encoding, and then these integers are concatenated together using the
big-endian ordering. For example, the string “Hello” is converted into the
sequence of integers (72,101, 108,108,111) which then gives the following
binary string: 0100100001100101011011000110110001101111. You can give
your answer to this task in the form of a binary sequence or a hexadecimal
sequernce.
Remark 2. You can evaluate the hash function H on any input message
here [12]. The message being hashed should be presented as either a binary
sequence or a hexadecimal sequence, starting with a symbol b or h which
specifies the representation. Here| [13] you can find a list of values of f on
512 different inputs (binary sequences are presented as integers).

3.12.2. Solution. Let || denote the concatenation of bit strings. Below we give
solutions for all subproblems.

Q1. It is easy to notice that H(z||f(z)) = 0 for any n-bit string. Therefore, for
any two vectors x,y with known values f(z), f(y), messages z||f(x) and y||f(y)
produce the same hash value 0.

Q2. By Q1, we can see that for any message m and any n-bit string x it holds

H{(z||f(x)[[m) = H(m).

So, we can easily construct 10-n preimages for any given message m. Alternatively,
one can append messages to the end: H (m||H(m) & z||H(m) & f(z)) = H(m).

Q3. This subproblem essentially asks one to apply their solution for Q2 to
a specific example. The easiest solution is to append the string 0]|f(0) to the
message. The hexadecimal representation of the given message “A random matrix
is likely decent” is

m = 412072616e646£6d206d6174726978206973206c696b656c7920646563656e74.
Taking the value of f(0) from the given list, one can construct the following collision:

m’ = 0[[f(0)||m =
0000000000000000000000000000000000000000000000000000000000000000
££1282609£458d732888e2736£d1b98cc36£809b1c116e77015b8d7d4d8996ae
412072616e646£6d206d6174726978206973206c696b656c7920646563656e74.


https://nsucrypto.nsu.ru/archive/2020/round/2/task/8
https://nsucrypto.nsu.ru/media/MediaFile/Collisions-Values_of_F.txt
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Let us describe also an alternative solution for Q2 that was found by Andy
Yu (Taiwan). Let us denote g; = h;—1 @ m; for i = 1,2,..., k. We then claim that

J
hi =P ai ® f(9:)
i=1

for any j = 1,2, ..., k. The proof is by induction. Since g; = hg®m1 = m1, we have

hi=mi1®f(m1) =g1® f(g1). Let j > 1 and assume that hj_1= @Z;ll(gz@f(gl))
Then

-1 j
hy =m;@f(m@h; 1) = g;0h; 18 f(g;) = 9;91 (9D 9:0f (9:) = D 9:9 1 (91),
=1 =1

which proves the claim. Note now that H(m) = hy = @le 9: @ f(g;). If we find a
set of values g, g5, . .., g, such that H(m) = @;_, 9.® f(g,), we can easily construct
a second preimage m’ by flipping the definition of g;’s:

j-1
(13) mi=gi®h 1 =g;e@g e flg), =125
i=1
So, the task becomes the following: given the set of 10 - n pairs {(xz;, f(z;))} 127,

find a subset of indices i1, ..., s such that H(m) = z;, ® f(zi,) D ... Bx;, @ f(x4,).
Let us denote y; = x; ® f(x;), i =1,...,10 - n. Then our goal is to express H(m)
as a linear combination of vectors y;. Representing y;’s as binary vectors of length
n, we can easily solve this task by writing out and solving a system of binary linear
equations with n equations and 10 - n variables. But this works only if the value
H(m) is in the linear span of the vectors y;. The probability of this event can be
estimated as follows:

Pr[H(m) is in the span of y;’s] > Pr[y;’s span the whole space Fy]| =
= Pr[Random binary n x 10 - n matrix has full rank n] =

(210n _ 1)(210n _ 2)(210n _ 4) L (21071 _ 2n71) n—1

_ _ —10n+1i
B 210n2 - H (1 -2 ) >
=0
n—1
2 1— Z 2—10n+i —1— 2—10”(2?1 _ 1) 2 1— 2—97L.
=0

Here the 4th line is obtained from the 3rd by repeatedly applying (1 —a)(1 —b) >
1—a-0.
So, the algorithm is then the following:
1. Calculate y; = x; ® f(x;) for i =1,2...10 - n.
2. Construct an n x 10 - n matrix A using y;’s as its columns.
3. Solve the linear system A -z = H(m). The probability of success of this
step is at least 1 — 2797,

4. Taking vectors y; for which z; = 1, reconstruct the second preimage m’
using (13). If m’ = m, shuffle the order of y;’s.

As well as the solution described above, notable solutions with extensive research
was given by the team of Nhat Linh LE Tan and Viet Sang Nguyen (France),
the team of Mircea-Costin Preoteasa, Gabriel Tulba-Lecu, and Ioan Dragomir
(Romania).
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3.13. Problem “Bases”.

3.13.1. Formulation. Problem for a special prize! Let us consider the vector
space % consisting of all binary vectors of length 7. For any d vectors z' =
(xi,...,28),i=1,...,d, d > 0, it is defined the componentwise product of these
vectors equal to (z1...2¢,... xl...2%). The empty product (when no element is
involved in it) equals the all-ones vector.

Let s > d > 1 be positive integers and let r be defined by the formula r =
>4, (%), where (%) denotes the binomial coefficient. Let B be a basis of the vector
space I}, and let F C 5 be a family of s binary vectors such that all possible
componentwise products of up to d vectors from the family F (including the empty
product) form the basis B.

Given s, d,r defined above, describe all (or at least some) bases B for which such
family F exists or prove that such bases do not exist.

Suggest practical applications of such bases.

Example. Let s = 2, d = 2 and r = 4. Consider the following family of 2 vectors
F = {(1100), (0110) }. Then all componentwise products of 0, 1 and 2 vectors from
the family 7 form the basis B = {(1111), (1100), (0110), (0100)} of F4.

3.13.2. Solution. The problem “determine what are the bases” was not solved.
This problem remains open. The sub-problem “determine some bases” was solved
constructively by the team of Mikhail Kudinov, Alexey Zelenetskiy, and Denis
Nabokov (Russia). Let us describe the main ideas of this solution.

We will prove that such bases exist for all s > d > 1 and give a construction of
such bases.

Let 1 be all-one vector and r = Z:'i:o (f) Suppose that there exists 7 C 7 such
that F = {v1,v9,...,0s} and B ={v;; ...v;, | 1 <i1 <izg < ... <i <sand 0 <
k < d} is a basis of F5. Let A be (r x r)-matrix over F§ whose rows are exactly
the vectors from B. The rank of A is equal to r since B is a basis. Let A®) denote
the i-th column of A. We number the rows of A and, accordingly, the coordinates
of A® as follows. The row corresponding to the vector v vg, ...v;, we number
as 414, ... .15, the first row of A we number as 0. For each A, the coordinate
number 0 is nonzero and the coordinates 1,2, ..., s determine the rest coordinates.
Namely, the coordinate i1is . ..14; is equal to the product of coordinates numbered
11,02, 1. .

Case s = d. In this case r = 7 (‘f) =24 Let z = (29, 71,...,2,_1) € F}
with 2o = 1 and x4, ..., 24 determine z441,...,2,—1. The number of such vectors
is equal to 2¢ = 7. Only these vectors can be the columns of the matrix A. Since
A has r columns and its rank is r, then A (and as a consequence, a basis in F%) is
uniquely defined by these vectors up to permutation of columns. Thus, if there are
bases in F%, then the number of them is r! = (2¢)!.

Let us prove that these bases exist for an arbitrary d. Let us consider Fj, r = 29,
as a set of values vectors of all Boolean functions in d variables. Since each Boolean
function has the unique algebraic normal form (ANF), then the values vectors of
all 2¢ elementary monomial functions

{1, x1, 2, ..., Tg, T1T2, .-y T4—1Td, -+, T1...Tq}

form a basis in F5.
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Case s > d. Let us construct an invertible matrix A (and as a consequence,
a basis in F5) for an arbitrary s > d. Let the first column of A be the vector
(1,0,0,...,0). The next s columns are

(1,1,0,...,0),(1,0,1,...,0),...,(1,0,...0,1,0,...,0)

. We denote them as A;. The next (;) vectors we denote as A. Each vector in A5 has
only four nonzero coordinate numbered 0,4, 7,47, 1 < i < j < s. Analogically, the
set A; consists of (j) vectors and each vector has 27 nonzero coordinates numbered
0,41,42,...,%5, 0192, 1183, ..., 0102 ... 45, 1 < i1 < i <...,0; <5,

The matrix A constructed above is a triangular matrix and each element on the
main diagonal is equal to 1. Therefore, the matrix A is invertible. Any permutation
of the columns gives us a new matrix, whose rows give us a basis. Thus, we have

> r! bases in F5.
3.14. Problem “AES-GCM”.

3.14.1. Formulation. Alice is a student majoring in cryptography. She wants to use
AES-GCM-256 to encrypt the communication messages between her and Bob (for
more details of GCM, we refer to [15]). The message format is as follows:

_

8 bytes 12 bytes n bytes 16 bytes

However, Alice made some mistakes in the encryption process since she is new to
AES-GCM. Your task is to attack the communications.

Q1 You intercepted some messages sent by Alice. You can find them in the
directory “Task 17 Also, you know that the plaintext (unencrypted payload)
of the first message (0.message) is “Hello, Bob! How’s everything?”
(without quotes, encoded in UTF-8). Try to decrypt any message in the
directory "“Task 17|

Q2 In this task, you further know that the AAD (additional authenticated
data) used by Alice in each message is Header || Initialization Vector:

Header

Additional Authenticated Data

You want to tamper some messages in the directory “Task 2”. You pass
this task if you can modify at least one bit in some message so that Bob
can still decrypt the message successfully.

Q3 Alice has noticed that the messages sent by her have been tampered with.
So she decides to enhance the security of her encryption process. Instead of
using Header || Initialization Vector as the additional authenticated data
(AAD), Alice further generates 8 bytes data X by some deterministic
function f and the AES secret key K, where

X = f(K).

In each message, she uses Header || Initialization Vector || X as the AAD.
You also intercepted some messages sent by Alice, see these messages in
the directory [‘Task 3”. Try to tamper any message!


https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_1.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_2.7z
https://nsucrypto.nsu.ru/media/MediaFile/AES-GCM-Task_3.7z
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Q4 Bonus problem (extra scores, a special prize!)

You have successfully tampered with the messages in Q2. However, the
attacks will be easy to detect if the tampered message cannot be decrypted
to some meaningful plaintext.

In this task, try to tamper the messages in Q2 so that the tampered
message can still be decrypted to some plaintext that people can understand.
Remark: Tampering with the Header or Initialization Vector of a message
will not be accepted as a solution, you need to tamper with the encrypted
payload to produce some other ciphertext which did not appear in any
message included.

3.14.2. Solution. Let us give solutions or ideas for all subproblems.

Q1. Note that blocks of the ciphertext C; are obtained by XORing blocks of the
plaintext P; with the values E(CB;). The values Ey(CB;) depend on the IV and
some other parameters which are common for all messages within one subproblem.
Going through the messages, we can see that the messages number 0, 5 and 6 all use
the same initialization vector. Since we know the plaintext for the message number
0, we can compute the first 29 bytes of the values Ej(-) for this IV and use them
to decipher the entirety of the 20-byte message number 5 and 29 symbols of the
46-byte message number 6:

ms = Lincoln Park, 10:15.

me = Nostalgia is a eternal motif

Q2. In this subproblem, the messages number 1 and 6 also have the same
initialization vector. We can apply the Forbidden Attack [I6] to reconstruct the
secret value H, which will allow us to forge messages by changing the ciphertext
and recalculating the Authentication Tag. In this solution, we will briefly describe
the attack.

Let A = A1||A4z]|...||Am be the AAD of a message, and let C = C1[|Cy|...||Cn
be the encrypted payload. Then the Authentication Tag can be presented as follows:

m+n+1
(14) AuthTag = E(CBy) ® Z TZ-Hm"'”"'Q_i,
i=1

where T' = Ap||Asz|| ... [|[Aw||CL||C2|| - - - |ICn]|(len(A)||len(C)) and all operations
are performed in the Galois field Faizs.

Let us consider as an equation which we want to solve for H. Since we know
the AuthTag, the AAD and the ciphertext for every message, each coefficient in
this equation is known except for Ej(CBy). However, since the messages number
1 and 6 have the same IV, they also have the same value Ey(CBy). Subtracting
equations of the form constructed for the messages number 1 and 6 one from
another, we obtain the following equation:

AuthTag, — AuthTagy = g(H),
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where g(H) is a polynomial in the variable H with all coefficients known. We can
find the root of it in the field Foi2s:

H = q'26 4 125 4 122 4 4120 4 (119 4 (116 | o114 4 (111 4 110 4 107 | 99
+a% a0 a4+ a® a2+ 0% 0¥ + a8+ a4+ 0B+ a4 0B 4o
+a80 4™ 4 a70 £ 0™ 4 087 4 @86 4 062 4 @81 4 g0 4 050 4 056 4 73 4 52
a1 P a0 0 L a3 03 a3 £ 0P a3t a3 4 a2 4?8

24 22 21 19 18 17 16 14 11 10 9 6 4 2
+a" " +a”"+a"" +a " +a"+a " +a +a " +a+a +a +a +a +a”,

where a is the generator of the field. Knowing H, we can easily find Fy(CBy) and
calculate the Authentication Tag for any ciphertext which was obtained using the
same IV as in the messages number 1 and number 6.

Q3. Observing messages from the subproblem, we can notice that the messages
number 1, 3 and 7 have the same Header h, the same I'V and the same length of the
ciphertext len(C7), j = 1,3,7. Let us split the Initialization Vector IV = IV;||IV;
so that the AAD for each of the three messages can be written as A = A;||As,
where A; = h||IVy and Ay = I'V1]|X]|032. Then for j = 1,3,7, we have:

AuthTag; = Ex(CBo) ® A1H* & A H®? @ C{H* @ CJH* @ ...
... ®ClH? @ (len(A)||len(C)H.

Here, we do not know Ej,(C'By) and we also do not know A, since it contains the
secret value X = f(K). However, since the degrees of all three equations are the
same, when we subtract one from another, the term with As vanishes along with
Er(CBy). So, we can still apply the method used in Q2 to solve these equations
for H. After trying all possible combinations, we find the only value of H which
satisfies all equations at once:

H = a2 4 q122 4 112 4 4110 | 4107 | 102 | (100 4 (99 | 9T | 96 4 95 . 92
+a® +a% " +a® + B+ a® M +ad +dT M +dP a4+ a0+ d®
+a% + a2 +a% + 6% + 0" + 65+ a® 4+ 6% + a0 + 0?4+ a7 4 a®® +a®?
+a® 1™ 403 403 1632 4030 a2 4B a1 12 4010 4 0T 4 6P
+a’+1.

Knowing H, we can once again modify any of the ciphertexts of the messages
number 1, 3 or 7 and recalculate the Authentication Tag.

Q4. This subproblem remains open in general since there were no complete
theoretical solutions given. However, many different approaches were presented to
modify these particular messages utilizing the properties of the natural language.

Some participants suggested that we can flip the least significant bits in parts
of the ciphertext in order to obtain a text with a “typo”. Alternatively, we can try
shuffling parts of ciphertexts encrypted with the same IV, which may produce a
readable text, although likely not semantically connected.

Other participants used the properties of the natural English language to decipher
the messages number 1 and 6 by hand. Note that, since the messages use the same
IV, if we XOR the shorter ciphertext C® with the part of the longer ciphertext C!,
we will get

CépC!=pPSo P
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Trying to find pairs of texts P!, PS that are readable and sum to C®@® C! by hand,
it is possible to discover the following two texts:

PS5 = “Do not you want to know who has taken it?”’

cried his wife impatiently.

P! = However little known the feelings or views
of such a man may be on his

Note that we cannot be completely sure that these texts were the original messages,
and we also cannot guarantee which text is P! and which is PS. However, it is highly
likely we correctly decrypted the message number 6. We can now replace it with
an arbitrary new message PS of the same length, and its corresponding ciphertext
can be calculated as follows: C® = P% ¢ C® @ PS. We are also able to calculate an
Authentication Tag for this new message as we have solved Q2 and know H.

The most complete solutions to this problem were given by the team of Himanshu
Sheoran, Sahil Jain, and Tirthankar Adhikari (India), the team of Mikhail Kudinov,
Alexey Zelenetskiy, and Denis Nabokov (Russia), the team of Pham Cong Bach, Phu
Nghia Nguyen, and Ngan Nguyen (Vietnam), the team of Roman Sychev, Diana
Bespechnaya, and Nikolay Prudkovskiy (Russia), the team of Roman Lebedev,
Vladimir Sitnov, Ilia Koriakin (Russia).
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1 Introduction

Distributed ledgers are widely used in various fields such as financial technology, e-
voting, logistics, etc. Distributed ledger technology allows to create a decentralized
system with no need for an intermediary, which solves the trust problem. The data in
such systems is distributed on the network nodes, the transaction history cannot be
changed or deleted.

Among the technical issues that hinder the distributed ledger technology implemen-
tation, scalability and privacy are particularly significant. Active research is currently
underway to find a solution to the privacy problem.

The privacy problem is especially acute in open distributed ledgers (such as blockchain
systems). In such ledgers, all data is stored in open form and is available to all par-
ticipants, which is not always acceptable when creating production software systems.
In addition, users are identified by their account address, so it is possible to track the
user’s actions by analyzing transactions involving a specific address and comparing the
account and user addresses.

This work purpose is to analyze existing technologies for hiding private data in
distributed ledgers, identify the main directions of development and unresolved research
problems.

The paper provides an overview of the technologies that have the greatest applica-
tion in existing distributed ledgers, as well as promising developments that can become
the basis for new platforms: mixers, zero-knowledge proof algorithms, homomorphic
encryption, secure multi-party computation, anonymous signatures and hardware so-
lutions. The existing algorithms advantages and disadvantages, as well as the area of
their applicability in distributed ledgers, are regarded.
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2 Mixers

The idea of mixers was first proposed by David Chaum in 1981. The article [1] presents
an algorithm based on a public key cryptosystem, which gives the e-mail system the
possibility to hide who the participant communicates with, as well as the message
content when using an unsecured underlying telecommunication system.

With the advent of open distributed ledgers, the problem of hiding the transactions
recipients arose in this area as well. The first solution applied in practice was algorithms
that implement a similar mixing idea.

Protocols based on this approach take different forms, but all of them implement
the same idea. A basic mixing network, also known as a mixnet, is a routing protocol
in which a specific node (or group of nodes) receives messages from multiple senders
as input, shuffles them, and sends randomly to recipients. The purpose of such a
network is to eliminate the ability to trace the correspondence between the senders
and recipients of transactions.

Over the past few years, many different mixing mechanisms have been developed for
blockchain systems to hide the transaction history and reduce the risk of deanonymiza-
tion. Research was conducted in two directions:

e centralized mixers;

e decentralized mixers.

2.1 Centralized mixers

Centralized mixers are services that provide users with the functionality of anonymously
mixing transactions. In this case, the user sends a transaction to some server or network
node, where transactions from different users are mixed and then sent to addressees.
This approach raises the problem that a possible attacker could be a service provider
who would steal user assets without transferring them to the analyzed recipients.

The first solution to this problem was proposed in 2013. Gregory Maxwell in-
troduced a third party mixing protocol for the Bitcoin blockchain called CoinSwap.
According to the protocol, senders deliver transactions to recipients using a mixer act-
ing as an intermediary. All transactions between the sender and the mixer, as well as
between the mixer and the receiver, are escrow transactions that are protected by a
hash lock. This mechanism ensures that no one can steal the user’s assets.

Another attempt to solve the problem of trust in the mixer was Mixcoin, proposed
by Bonneau et al. in 2014 [2|. Mixcoin adds a mechanism that unequivocally proves
to users that the mixer performed incorrect actions.

One of the first attempts to provide anonymity in digital currency was the Dash
project, launched in 2014. In this project, the PrivateSend coin mixing service was
created, which removes all unique user information from the blockchain. The mixing
network is made up of the specific nodes (called master nodes) set, rather than a
single server, which limits the mixing process to only accepting certain denominations.
In addition, each master node must pay 1000 Dash (the cryptocurrency in the Dash
network) as a deposit, which acts as a guarantee of the master nodes honesty. However,
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the mixing process in the system is limited by the number of participants who are
currently connected to the network [3].

However, in all centralized mixer protocols, transactions are sent as plain text, which
means that the mixer can track all pairs of senders and receivers and all information
about transactions between them.

2.2 Decentralized mixers

Decentralized protocols have evolved to solve the problems of centralized mixers. The
purpose of these protocols was to exclude the intermediary that has all the information.

In 2013, Gregory Maxwell proposed CoinJoin, a special type of transaction on the
Bitcoin network. Any two independent transactions can be combined into one CoinJoin
transaction, while the inputs and outputs of the transactions remain unchanged. The
resulting joint transaction hides the connection between inputs and outputs, so that
other network participants have no way to determine the exact direction of the data
flow [3].

This approach formed the basis for the more complex CoinShuffle algorithm [4].
CoinShuffle is a completely decentralized protocol that allows users to mix their coins
with those of other interested users. To ensure anonymity and resistance against active
attacks, CoinShuffle uses the Dissent protocol of anonymous group communication.
The key idea is similar to decryption mixnets and requires only standard primitives
such as signatures and public key cryptosystems.

A fundamentally different approach to solving the problem was proposed in XIM,
a two-party mixing protocol. It is the first decentralized protocol designed to counter
Sybil attack, DoS attacks, and timing attacks at the same time. XIM includes a
decentralized system for anonymous searching for mixing partners based on ads posted
on the blockchain. No outside party can confirm the fact of interaction between the
protocol participants [5]. However, the high degree of protocol anonymity requires a
significant waiting time for mixing, this operation can take up to several hours [3].

Despite the fact that transaction mixers are widely used, all these algorithms have
the following disadvantages:

e The approach can be considered only a partial solution to the anonymity problem,
since it does not completely hide information about transactions.

e Mixing is only applicable for the anonymization task (hides the sender and the
recipient), there is no way to extend the algorithm for the more general problem
of hiding arbitrary data in transactions.

3 Zero-knowledge proofs

Zero-knowledge proof is a cryptographic protocol that involves two parties, the prover
and the verifier.

The purpose of the protocol is for the verifier to be sure that the prover has knowl-
edge of the secret parameter. At the same time, the secret parameter itself should not
be disclosed to the verifier or anyone else [6].
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By definition, a zero-knowledge proof must satisfy the following three properties:

e Completeness: if the statement is true and both parties follow the same pro-
tocol, then the verifier can check the truth of the statement.

e Soundness: if a statement is false, the verifier will not be convinced of its truth
with high probability.

e Zero-knowledge: the verifier does not receive any additional information.

The concept of interactive zero-knowledge proof systems was first introduced by
Goldwasser, Micali and Rakof in [7]. Over the years of zero-knowledge proof research,
systems based on this method have gradually improved with an emphasis on optimizing
their effectiveness for specific applications. It led to the algorithms that significantly
reduced the number of interaction rounds between protocol participants.

The distributed ledger technology imposes several restrictions on the used cryp-
tographic protocols, in particular on zero-knowledge proofs. Since the system is dis-
tributed, users may not be online at the same time. But the proof must be available to
all participants. After the proof has been provided, any user should be able to verify its
correctness at any time. It makes interactive zero-knowledge proof protocols difficult
to implement.

In [8], a non-interactive zero-knowledge proof protocol was first proposed. The
non-interactive system contains only one message (proof), which the prover sends to
the verifier, i.e. interaction between the protocol parties is reduced to one round.

Further research in the field of non-interactive protocols has focused on optimizing
computational efficiency and reducing proof size.

As a significant breakthrough in this field the zk-SNARK can be considered [9],
which in 2013 made it possible to effectively use non-interactive zero-knowledge proof
protocols in distributed ledgers.

3.1 zk-SNARK protocol

zk-SNARK (zero-knowledge Succinct Non-Interactive Argument of Knowledge) is a
non-interactive zero-knowledge proof cryptographic protocol [10]. It proves some pri-
vate data satisfies the constraint system expressed in the form of an arithmetic circuit
without revealing this data.

The advantage of zk-SNARK over other zero-knowledge proof protocols lies in the
efficiency guarantees: the proof length depends only on the security parameter, and
the verification time does not depend on the circuit or witness size.

Thus, zk-SNARK can be considered as a non-interactive protocol with short proof
and fast verification time, which makes it most suitable for use in distributed ledgers
[11].

In 2014, Zerocash was introduced, the first blockchain system based on the zk-
SNARK protocol [10]. Zerocash provides a high protection level for the anonymity
and privacy of blockchain transactions, but its computational cost to generate proofs

is high.



Overview of privacy preserving technologies for distributed ledgers 5)

The ideas behind Zerocash were further developed in the Hawk system introduced
in 2016 [12]. Hawk is the first system that simultaneously ensures the transaction
confidentiality and the ability to create smart contracts for financial transactions. Users
have the ability to send information to a smart contract in encrypted form, and also
generate a zk-SNARK proof, due to which the correct contract execution and the
funds transfer are guaranteed. While a smart contract result can be verified by any
participant, the entire sequence of transactions carried out in the contract is confidential
to the parties not involved in the transaction [3].

In 2017, in the Metropolis update, zk-SNARK was integrated into the Ethereum
blockchain platform.

In zk-SNARK, the proof verification procedure consists of operations on elliptic
curves. In particular, the verifier requires elliptic curve scalar multiplication and addi-
tion, as well as bilinear pairing, a computationally more complicated operation.

Ethereum provides the implementation of these operations in the form of precom-
piled contracts. With their help, it is possible to implement schemes based on zero-
knowledge proof in the smart contract code |13, 14].

This was the first attempt to implement zk-SNARK in a distributed ledger as a
tool that can be applied to a wide range of tasks. The ability to create arbitrary smart
contracts in Ethereum and the added cryptographic primitives permit to go beyond
just solving the problem of financial transactions.

Despite the fact that zk-SNARK has found the most widespread use in distributed
ledgers of all zero-knowledge proof algorithms, it has several disadvantages that limit
its use.

Firstly, the algorithm needs a setup phase, during which a key pair for generating
and verifying the proofs is generated. This phase is critical in terms of system security.
Anyone who possesses the security parameter on the basis of which the keys are gen-
erated will be able to generate false evidence that will be accepted by the verification
algorithm as correct.

Typically, multi-party protocols are used to generate parameters securely without
relying on the honesty of a single participant. The parameter initialization process
involves a number of parties using a multi-party protocol to generate proof and verifi-
cation keys. To ensure the reliability of the created cryptographic scheme, it is enough
that at least one of the parties is honest. The distributed parameter generation protocol
for zk-SNARK is given in [11].

Secondly, the computational complexity of the operations used in zk-SNARK makes
their implementation in smart contracts inefficient. For example, the implementation
of an arbitrary zk-SNARK cryptographic scheme in the Ethereum smart contract code
is impossible due to restrictions on the size of the contract code and on the complexity
of operations that can be performed within a single transaction.

3.2 zk-STARK protocol

In 2018, Eli Ben-Sasson, one of the creators of Zerocash, along with a group of other
researchers developed a new non-interactive zero-knowledge proof algorithm called zk-

STARK.
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zk-STARK (zero-knowledge Scalable Transparent Argument of Knowledge) is the
first transparent zero-knowledge system in which the verification time grows exponen-
tially slower than the database size [15]. The advantages of zk-STARK are universality
(it can be used for any NP-complete problems), scalability (in terms of generation
and proof verification time) and the use of post-quantum cryptography. However, the
greatest achievement of zk-STARK is its transparency, the protocol does not require
trusted parameter setup, which was a significant problem of zk-SNARK. At the same
time, the size of the zk-STARK proof is significantly larger than in zk-SNARK.

Today zk-STARK is practically not used in distributed ledgers, all integrations
are experimental in nature. However, active research is underway in this field. The
significant advantages of this protocol allow us to consider its application in distributed
ledgers quite promising.

4 Homomorphic encryption

The term homomorphic encryption was first coined by Rivest, Adleman and Dertouzos
in 1978 [16].

A homomorphic cryptosystem is an encryption methodology that satisfies the ho-
momorphism property with respect to arithmetic operations performed on ciphertexts.
It allows any party to perform various operations on ciphertexts, while maintaining the
confidentiality of the original data.

One of the striking examples of a homomorphic system is the RSA algorithm.
Let (e,n) be the public key and (d) be the private key (i.e. integers that satisfy
the equalities n = p * ¢, where p and ¢ are prime, and d x e = 1 mod ¢(n)). The
encryption of the message x is defined as F(z) = x¢ mod n. Then it can be shown that
RSA satisfies the homomorphism property with respect to the multiplication operation:
E(z)E(y) = 2y = (zy)° mod n = E(zy) [17].

A homomorphic cryptosystem performs the function of a black box: for given ci-
phertexts and operations it produces an encrypted result of performing the same op-
erations on the corresponding source data. That is, the encryption function must have
some properties that allow it to work with ciphertext and get the same encrypted result
as if the same operations were performed on plaintext and then encrypted using the
same function.

This feature makes homomorphic cryptography well suited for hiding and updating
various numeric transaction data. Typical homomorphic cryptographic schemes that
can be used to protect privacy in distributed ledgers are the Pedersen commitment
scheme and the Paillier cryptosystem [3].

The Pedersen commitment scheme [18|, developed in 1991, is one of the implemen-
tations of homomorphic commitment schemes. It supports homomorphic operations
(addition and multiplication) on commitments and can provide perfect hiding of the
real message.

The Pedersen Commitment Scheme is one of the cryptographic algorithms that
Zerocoin has used to ensure the anonymity of cryptocurrency transfers.

In 2018, Bulletproof was developed, a zero-knowledge proof protocol focused on
blockchain systems that was based on the Pedersen scheme [19]. An elliptic curve
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version of this scheme has been integrated into Monero.

Another system based on the Pedersen scheme was zkLedger [20].

The Paillier cryptosystem was created in 1999 [21]. It is an efficient additive homo-
morphic encryption system based on the composite residuosity class problem. Using
only encrypted messages m, and ms together with the same public key, the ciphertext
for my + mgy can be calculated. This method works very well for maintaining the con-
fidentiality of financial transactions, where transactions are mainly related to balance
changes — adding or subtracting a certain amount.

Resolving the transfer privacy issue Wang et al. developed a framework for the
Bitcoin blockchain [22]. The framework is based on the Paillier homomorphic encryp-
tion system that is used to encrypt the amount of transactions. The correctness of the
encrypted amounts is verified by zero-knowledge proofs. This verification ensures the
encrypted transaction amounts are positive and that the inputs sum and the outputs
sum are equal. The proposed framework provides anonymity and prevents active and
passive attacks, which effectively increases the transactions confidentiality.

5 Secure multi-party computation

Secure multi-party computation (SMPC) is a multi-party cryptographic protocol that
allows participants to jointly perform certain computations on their private data. At
the same time, the data remains private. The parties can learn only the overall result
and their own inputs.

Andrew Yao in 1982 developed the first secure two-party computation protocol to
solve the millionaire problem [23|, and in 1986 generalized it to solve other problems
[24]. In 1987 [25] Goldreich et al. proposed a generalization to multi-party computation
based on secret sharing (for inputs) and zero-knowledge proof. This generalization has
served as the basis for many subsequent and increasingly efficient MPC protocols [26].

Previous works in the field of SMPC formed the basis for new protocols developed
specifically to solve the problem of data privacy in distributed ledgers.

Andrychowicz et al. developed protocols based on secure multi-party computation
for the Bitcoin blockchain in 2014 [27]. They proposed a protocol that secures multi-
party lotteries without relying on a trusted third party. The protocol is based on
the concept of "time commitment", a commitment scheme where the committer must
reveal the secret within a specified period of time or pay a fine. It ensures security
guarantees, excludes the possibility for dishonest participants to deceive the system. If
one of the parties interrupts the protocol, then its money is transferred to the honest
participants.

In 2015, Zyskind and colleagues developed the Enigma platform, a peer-to-peer
network that allows different parties to share data and perform calculations on it,
while maintaining complete confidentiality [28]. Enigma itself is not a distributed
ledger, instead it uses a third-party blockchain as an immutable storage and peer-to-
peer regulator for identity management and access control. Enigma’s computational
model is based on a highly optimized version of multi-party computation. The Enigma
network can execute code without passing raw data to any of the nodes, while ensuring
correct execution. Data requests are made in a distributed manner, without a trusted
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third party. The data is shared between different nodes, and they compute functions
together, without passing information to other nodes.

[29] proposed SMPC protocols use samples to ensure data privacy in the Hyper-
ledger Fabric distributed ledger. Secure multi-party computation in the developed
system is performed as part of the smart contracts execution. The protocol partici-
pants store their private data in the ledger in encrypted form. When private data is
required to execute a smart contract, the participant holding the corresponding private
key decrypts it and uses it as his input to the SMPC protocol. This approach allows
smart contracts to use any necessary private and public data stored in the ledger.

6 Anonymous signatures

Anonymous signatures are a group of cryptographic digital signature schemes that have
the property of hiding the signer identity. Among the large number of anonymous
signatures, two classes of algorithms (group signatures and ring signatures) have been
the most efficient in distributed ledger systems.

6.1 Group signatures

A group signature is a cryptographic scheme first proposed in 1991 [30]. Each group
member can sign messages on behalf of the group. The message recipient can verify
that it is a valid group signature, but cannot determine which group member made it.
Thus, group signatures are a "generalization" of membership authentication schemes
in which a member proves the belonging to a particular group.

The group has a special manager role who adds new members to the group, re-
solves arising disputes, including identifying the participant who signed a particular
message. A distributed ledger also needs an object that has the authority to create
and delete a group, as well as dynamically add new members to the group and revoke
the membership.

The article [31] proposes a special linkable group signature algorithm for signing
cryptocurrency transactions, which can be used to trace the payer identity in anony-
mous cryptocurrencies based on the consortium blockchain in case of illegal payers
actions. At the same time, the algorithm guarantees complete anonymity for hon-
est participants, which makes it possible to reach a tradeoff between anonymity and
transactions traceability.

6.2 Ring signatures

The ring signature was originally developed by Rivest, Shamir and Tauman in 2001 as
a digital signature that can be used to create a correct but anonymous signature on
behalf of a possible signers group, without disclosing information about which group
member actually produced the signature [32].

This idea was further developed in the work of Fujisaki and Suzuki in 2007. They
proposed a modified version, a traceable ring signature [33, 34|. It can determine
whether two signatures were produced by the same user.
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Ring signatures cover the limitations of group signatures, and, in particular, they
provide greater anonymity guarantees and they need neither complicated setup pro-
cedures nor group manager. Users must be a part of the existing public key infras-
tructure [32]. Due to these properties, ring signatures have found wider application in
distributed ledgers.

The CryptoNote protocol, developed by Nicholas van Saberhagen in 2013, can
be considered as the first successful application of the ring signature mechanism in
distributed ledgers. CryptoNote is a completely anonymous transaction scheme that
satisfies both untraceability and unlinkability conditions. By using a one-time ring sig-
nature, CryptoNote hides the relationship between sender transaction addresses. An
important CryptoNote feature is its autonomy: the sender does not need to cooperate
with other users or a trusted third party to complete the transactions.

In 2016, RingCT (Ring Confidential Transaction) was developed, a new protocol
that improved CryptoNote. RingC'T simultaneously ensures the sender anonymity and
the transaction confidentiality. The most successful algorithm implementation is the
Monero project.

Ethereum added a ring signature in 2015, which gave users the same anonymity
guarantees that CryptoNote provides.

7 Hardware solutions

Hardware solutions based on the trusted execution environment concept are a separate
line of information privacy in distributed systems. All the previously described methods
relied, to varying degrees, on cryptographic protocols, but here the hardware acts as a
guarantee of confidentiality.

An environment is called the Trusted Execution Environment (TEE), it provides a
completely isolated environment for running applications. TEE prevents other software
applications and operating systems from interfering with execution and deprives the
ability to read the running application state. Intel Software Guard eXtensions (SGX)
is a typical technology for TEE implementation.

The Ekiden blockchain platform was developed on the basis of Intel SGX [35]. Smart
contracts at Ekiden have strong guarantees of confidentiality, integrity and availability.
These properties are achieved due to a hybrid architecture that combines TEE and
blockchain. Computations in the system are separated from the consensus mechanism;
for this purpose there are two separate types of nodes — compute nodes and consensus
nodes. Ekiden uses compute nodes to perform off-chain smart contract computations
on private data in TEE, and then uses a remote attestation protocol to validate those
computations on-chain.

Enigma has integrated Intel SGX to allow users to create privacy-preserving smart
contracts. TEE enables the Enigma protocol to prove data confidentiality and correct-
ness with minimal overhead.

In 2018, the Private Data Objects (PDO) technology was introduced, it provides
data exchange and coordination between parties that do not trust each other. Interac-
tion is carried out through a smart contract that defines the data access rights and the
rules for updating them. The correct execution of smart contract rules is guaranteed by
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working in the Intel SGX trusted execution environment. It ensures the data privacy in
the distributed ledger is maintained. Smart contracts implemented with PDO ensure
the contract state is completely hidden from all participants, including validators. At
the moment, this technology is implemented on the basis of the Hyperledger Sawtooth
distributed ledger [36].

To solve similar problems for the Hyperledger Fabric distributed ledger, the Hy-
perledger Fabric Private Chaincode framework was developed. This project uses Intel
SGX to protect the data privacy and computation from potentially untrusted hosts.
Smart contract code is executed in a trusted environment. The framework enables the
development of applications where the stored data is encrypted and can be accessed
only by authorized participants [37].

8 Open problems

Despite significant efforts to develop and integrate new cryptographic methods for
protecting the information privacy, modern protocols are still far from a complete
solution to the problem.

Based on the analysis, we can identify the following promising lines for the devel-
opment of cryptographic privacy protection protocols in distributed ledgers:

e The development of more computationally efficient cryptographic pro-
tocols. The existing algorithms used in distributed ledgers are often highly
suboptimal. For example, the anonymous signature size is proportional to the
number of participants. The zero-knowledge proof algorithms, although they
guarantee a fast proof verification time, require several minutes to generate it
[10]. Tt severely limits their applicability for solving privacy problems and does
not allow scaling such solutions to a large number of users. Therefore, one of the
possible ways is to optimize existing cryptographic protocols (both in terms of
execution time and data size) or to develop new ones.

e Providing greater guarantees of confidentiality with fewer assumptions.
Many algorithms used in distributed ledgers, while solving the problem of privacy,
are forced to rely on a trusted third party to perform certain actions. For example,
zk-SNARK, which is most widely used in distributed ledgers among all zero-
knowledge proof algorithms, requires trusted parameter setup [9]. One potential
research area is to completely eliminate or minimize trust assumptions.

e New post-quantum cryptographic algorithms. Recent quantum comput-
ing advances become a serious threat to the classical cryptographic algorithms
which are the existing distributed ledgers basis. Therefore, to implement the
post-quantum algorithms meeting the requirements of distributed systems is a
currently important task [38].

e Interaction between the various ledgers while maintaining privacy. To
this date, many distributed ledgers have been developed with different trans-
action formats and incompatible protocols. However, the need for interaction
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between them will increase as they are implemented. The interaction mecha-
nisms start appearing, and the algorithms maintaining confidentiality have not
been developed at all [39].

e Solving the audit problem. Some tasks solved by distributed ledger technol-
ogy require opposite requirements. On the one hand, the user data confidentiality
must be ensured. On the other hand, certain verification of particular user cate-
gories should be conducted. The first attempts to create a cryptographic system
meeting both requirements were undertaken in [20|. However, the problem in
general form has not yet been solved.

9 Conclusion

In this paper, the analysis of technologies for hiding private data in distributed ledgers
was carried out.

All considered protocols rely on a cryptographic base that was laid back in the 70s
of the 20th century. Thus, the development and improvement of methods for hiding
private data in distributed ledgers has been around for about 50 years. But despite a
long history and significant efforts to develop and integrate new cryptographic methods
for protecting the information privacy, modern protocols are still far from a holistic
solution to confidentiality problems in distributed ledgers.

All currently proposed algorithms are suitable for solving only a certain class of
problems. The problem of hiding arbitrary information about transactions has not
been completely resolved at the moment.

We can conclude that this area is promising. The development of algorithms for
hiding transaction information will expand the scope of distributed ledger technology
in production software systems. Such algorithms will raise the distributed computing
systems techlogies to a qualitatively new level for solving various applied problems that
require information confidentiality.
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Abstract. At FSE 2004, Lipmaa et al. studied the additive differential probabil-
ity adp®(a, 8 — ) of exclusive-or where differences a, 8,7 € Fy are expressed
using addition modulo 2". This probability is used in the analysis of symmetric-
key primitives that combine XOR and modular addition, such as the increas-
ingly popular Addition-Rotation-XOR (ARX) constructions. The focus of this
paper is on maximal differentials, which are helpful when constructing differen-
tial trails. We provide the missing proof for Theorem 3 of the FSE 2004 paper,
which states that max, s adp®(a, 8 = v) = adp® (0,7 — ~) for all y. Furthermore,
we prove that there always exist either two or eight distinct pairs «, 8 such that
adp®(a, 8 — v) = adp® (0, — 7), and we obtain recurrence formulas for calculating
adp®. To gain insight into the range of possible differential probabilities, we also
study other properties such as the minimum value of adp® (0, — ), and we find all
~ that satisfy this minimum value.

Keywords: Differential cryptanalysis - ARX - XOR - modular addition

1 Introduction

Differential cryptanalysis [BS91] is a well-known statistical method for the analysis of
symmetric-key primitives. The main idea is to see how a difference AX between two inputs
(e. g., plaintexts) propagates to a difference AY between the corresponding outputs (e. g.,
ciphertexts). The ordered pair (AX, AY') is referred to as a differential. A differential trail
is defined as a sequence (AX,AX,,...,AX,_1,AY) where AXy,...,AX,_; are some
intermediate values that appear in the primitive.

A common technique to construct a differential trail is to use a “greedy” strategy to
pick the intermediate differences that have the highest differential probability. Under some
assumptions, the probabilities of a differential trail can be multiplied together to obtain a
good estimate of the probability of a differential.

However, this presupposes that the maximal differential probabilities of elementary
operations can be efficiently calculated. For ciphers based on S-boxes, this is rather
straightforward: their size is usually small enough so that all input and output differences
can be enumerated in a Difference Distribution Table (DDT).

However, this is often not the case for Addition-Rotation-XOR (ARX) constructions,
where the addition modulo 2" can have n = 32 or n = 64, thereby making it infeasible to
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Figure 1: The differential probability adp®(a, 8 — 7) of exclusive-or when differences
are represented using differences «, 3, are expressed using addition modulo 2. The
probability is obtained by averaging over all values of =z and y.

construct a DDT. Two of the five finalists of the NIST SHA-3 hash function competition
are ARX constructions: BLAKE [AMPH14] which uses either 32-bit or 64-bit additions
(depending on the length of the hash value), and Skein [FLS*09] which uses 64-bit additions.

The differential probability adp® of exclusive-or (XOR) when differences are expressed
using addition modulo 2™ was studied at FSE 2004 by Lipmaa et al. [LWDO04]. It is defined
as adp®(a, 8 — ) = Pryyerp[(z + @) @ (y + B) = v + (¢ @ y)], and illustrated in Fig. 1.

Lipmaa et al. showed that adp® can be expressed as a rational series. That is, if we
define w; = 4a; + 23; + i, then (as we will recall in Sect. 3) there are eight 8-dimensional
square matrices A;, a column vector C, and a row vector L, such that

adpea(oz,ﬂ—)’y):L'Aww1 oAy - C

here w;, i.e., which matrix is used as the i-th term of the product, depends on ay, 5;, ;.
This formula allows us to easily calculate the probability given a differential (a, 5 — 7).

Lipmaa et al. point out in their FSE 2004 paper [LWDO04] that “many of the enumerative
aspects of adp® seem infeasible,” but nevertheless provide a theorem related to the maximal
differential probability when the output difference + is fixed. More specifically, Theorem 3
of their paper states that for all output differences -,

maﬁx adp®(a, 8 — ) = adp® (0,7 — 7).

Unfortunately, this theorem is not proven in the FSE 2004 paper, and communication
with one of the authors revealed that the proof has been lost. Therefore, it is interesting to
know whether the theorem is correct (or if there exists a counterexample), and the proof
techniques may allow us to better understand adp® and help to prove other properties.

Outline. This paper is organized as follows. We give an overview of related work in
Sect. 2. Sect. 3 provides some basic definitions. In Sect. 4, we give some useful argument
symmetries for adp®: the order of the arguments does not matter for adp®, and the
probability is unchanged under certain transformations of the arguments. In Sect. 5, we
finally provide a proof of Theorem 3 of the FSE 2004 paper [LWDO04]. Sect. 6 shows that
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there are either eight (if v ¢ {0,2"71}) or two (otherwise) distinct pairs («, 8) such that
adp®(a, 8 — v) = adp® (0,7 — 7). Recurrence formulas for an arbitrary adp®(a, 8 — 7)
are obtained in Sect. 7. Sect. 8 focuses on properties of adp® (0,7 — 7): a simplified
matrix form by 2 x 2 matrices is proven; we find the minimum value of adp®(0,y — ),
and obtain all v that satisfy this minimum value. Lastly, we calculate the sum of all
adp® (0, — 7), and conclude the paper in Sect. 9 along with some suggestions for future
work.

2 Related Work

At the Dagstuhl “Symmetric Cryptography” seminar in January 2009, Weinmann intro-
duced the term AXR for symmetric-key primitives based on additions modulo 2", XORs
and rotations. Later at the FSE 2009 rump session, he renamed the term to ARX. The
design strategy, however, is much older: perhaps the earliest example of an ARX primitive
is the block cipher FEAL [SM88] (Fast Data Encipherment Algorithm), introduced at
EUROCRYPT 1987.

More recent examples of ARX ciphers include the eSTREAM finalist Salsa20 [Ber05],
the ChaCha [Ber08] stream cipher included in the Transport Layer Security (TLS) pro-
tocol version 1.3, the block cipher Speck [BSST13] (standardized as ISO/IEC 29167-22),
the CHAM block cipher [KRK'17] (which has been revised to increase the number of
rounds [RKJ"19]), and several submissions to the NIST lightweight cryptography project
including COMET [GIN19] (which relies on SPECK and CHAM), SNEIK [Saal9], and
Sparkle [BBCdS™*20b].

To apply differential cryptanalysis to an ARX primitive, one approach is to use XOR
differences: these differences pass through rotation and XOR operations with probability
one, and formulas for the differential probability xdp* of the modular addition were
provided at FSE 2001 by Lipmaa et al. [LMO1].

In this paper, however, we are interested in differences that are expressed using addition
modulo 2™. These differences go through the modular addition with probability one. The
additive differential probability of rotation was studied by Berson [Ber92], and Lipmaa et
al. [LWDO04] provided a formula for adp®, the additive differential probability of XOR.

Using Lipmaa et al’s expression for adp®, Velichkov et al. [VMDCP12, App. C]
provided a search algorithm to list the output differences v that maximize adp® for a given
(a, B). Although this search algorithm can be very helpful, it cannot be used to provide
general statements that hold for any value of n. At FSE 2011, Velichkov et al. [VMDCP11]
explained how to calculate the additive differential probability of one ARX operation. Sun
et al. [SHW16] showed how to model adp® using the Mixed-Integer Linear Programming
(MILP) approach for differential cryptanalysis [MWGP11].

Compared to additive differences, XOR differences not only propagate through two
operations with probability one (XOR and rotation) instead of only one operation (addition).
Another advantage of using XOR differences over additive differences is that the differential
probabilities have simpler expressions (see Lipmaa et al. [LWDO04, Table 3]). Lipmaa et
al. [LWDO04] pointed out that the number of possible differentials is larger for adp® than
for xdp™, but the average possible differential has a smaller probability.

Despite the advantages of using XOR differences, there are ciphers for which additive
differences may be more appropriate. For example, when Biryukov and Velichkov [BV14]
provided a differential cryptanalysis using additive differences for TEA [WNO94] and
Raiden [PHCEROS]; they argued that additive differences are more appropriate given
that round keys and round constants are added (instead of XORed), and that there is a
higher number of add operations compared to XOR operations in one round. In similar
spirit, when SPARX and LAX were proposed by Dinu et al. [DPU'16], and when Beierle
et al. [BBCAS™20a] introduced the ARX-based S-box called Alzette (used in CRAX,
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TRAX and Sparkle) [BBCdS*20a], they provided some rationale of why their designs
resist differential attacks using additive differences.

Lastly, we would like to point out that care should be taken when multiplying prob-
abilities of differentials. For example, in the differential cryptanalysis of XTEA [NW97]
by Hong et al. [HHK*03] using XOR differences, the authors constructed a three-round
iterative trail (a,0) — (o, 0), where a = 0x80402010. The trail contains two consecu-
tive addition operations, which separately have probabilities xdp™ (o, 0 — o) = 273 and
xdpT (e, — 0) = 273, Hong et al. found that the joint probability xdp™(«, 0, — 0)
is higher than the product of the two probabilities 273 - 273 = 276 and estimated
the probability to be 27475, Mouha et al. [MVDCP11, Sect. 3.6] revisited this prob-
lem by correctly calculating the XOR-differential probability of the three-input addition
as 273, which can be trivially confirmed using the commutative property of addition:
xdpT (o, — 0) - xdpt(0,0 = 0) =273 . 1 =273,

Mutatis mutandis, a similar observation also holds when analyzing, for example, the two
consecutive XOR operations in one round of TEA using additive differences: calculating
the differential probabilities of each XOR, operation separately using the formulas in this
paper and multiplying them, may not lead to a correct estimate. Therefore, some caution
is needed when applying the results in this paper to differential trails of an ARX primitive.
We consider these issues to be outside the scope of this paper, but we mention the analysis
of larger components as a suggestion for future work in Sect. 9.

3 Definitions

Let G, H be abelian groups and f : G — H be a function. A differential of f is a pair
(o, 8) € G x H denoted by a« — 3, where f maps some x,z+«a € G to f(z), f(z)+5€ H
respectively. The differential probability is defined as

dp’(a = 8) = Pr[f(z+a) = f(x) + ],

In this work, we consider the additive differential probability adp® of exclusive-or, i.e.,
G = H = Zy» and the function f(z,y) =« @ y in two arguments. In other words,

adp®(@,f > 7) = Pr [(@+a)@y+p) =7+ (@dy).

For convenience, we denote that z,y,«, 5,7 € F}, i.e., they are elements of the n-
dimensional vector space over the two-element field. In this context, x + y, x — y and
—z mean z’ + 3y mod 2", ¥’ — 3y’ mod 2" and —x’ mod 2" respectively, where =’ =
2o + 212t + ... + 2, 12" ! (the same for y/), i.e., x is a binary representation of the
integer ' € {0,...,2™ — 1}. Note that the coordinates of x € F} start with 0: x =
((Eo, T1y..- 7ZL'n,1).

Working with F3, we denote the XOR operation by = @ y. Also, we define

fz(1‘0@1,$1€B1,...,$n_1@1).

By 0™ and 1™ we denote (0,...,0) and (1,...,1) € F3 respectively. We will often use
integers, e.g., 0 and 2”71, instead of elements of F} if n is clear from the context.

There is a matrix (or rational series) approach for calculating adp®(a, 8 — 7), @, 3,7 €
F2. Let eo,...,er be standard basis vectors of Q% (they are vector-columns).

Theorem 1 (Lipmaa et al. [LWDO04]). Let L = (1,1,1,1,1,1,1,1), Ag,..., A7 be 8 x 8
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matrices, where

40010110
00010100
00010010

L _L]000 10000

=410 0 000 1 1 0
0000O0T1TO0O0
0000O0GO0T1O0
00000O0GO0TG 0O

and A = ((Ak)ij) = (A0)iok.jor), here i, j,k € Fs. Then
adp®(a, 8 — ) = adp®(w) = LA, A, _, ... Au,eo,

where the differential (o, 8 — =) is written as the octal word w = wy_1...wy with
w; = w;(a, B,y) = day + 28; + ;. For convenience, the matrices Ay, ..., A7 are given below.

b
}
£>
h

0 3
40010110 00101000 01001000 10000000
00010100 04101001 01000000 10000100
00010010 00100000 01401001 10000010

100010000 100100001 101000001 110040110
2]/ 00000110 1l 00001000 1l 00001000 21 00000000
00000100 00001001 00000000 00000100
00000010 00000000 00001001 00000010
00000000 00000001 00000001 00000110
Ay As Ag Az
01100000 10000000 10000000 00000000
01000000 10010000 00000000 01000000
00100000 00000000 10010000 00100000
100000000 1100010000 100010000 101100000
21101104001 2] 10000010 2]/ 10000100 71 00001000
01000001 10010410 00000100 01001000
00100001 00000010 10010140 00101000
00000001 00010010 00010100 01101004
Note that we consider coordinates {0,...,7} in terms of Zys and F3 by their binary

representations too. By the matrix approach it is easy to check (see [LWDO04]) that

Lemma 1. We have adp®(a, 8 — ) > 0 if and only if the first (i.e., least significant)
nonzero coordinate of w(a, 8,7) is equal to 3,5 or 6.

Lemma 2. We have adp®(«, 3 — ) equal to either 0 or 1 for a, 8,7 € Fy and equal to
either 0 or 5 or 1 for o, B, € F3.

Lemma 3. We have adp® (o, 8 — ) = 1 if and only if w(a, B,7v) = v0*, where v €
{0,3,5,6}.

4 Argument Symmetries of adp®

First, we list several argument symmetries of adp®.

Proposition 1. The function adp® is symmetric, i. e., for any a, B, € F5, it holds that

adp®(a, B — ) = adp®(8,a — 7) = adp® (8,7 = «)
= adp@(’y,ﬁ —a)= adp®(vy,a — B) = adp@(a,7 — B).
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Proof. We have adp®(a, 8 — ) = adp® (B, a — ) by definition. Furthermore,

adp®(a,8 =)= Pr [((z+a)® (y+ ) —(zdy) =1]

z,yeFy
- LEFS[((x +a)®(y+p8) =(dy) +1]

= x,fe%g[((”” +ta)@(y+p) @ (zdy)+v) =0

— Z:zeifyem[((z DY) +a)@(y+06) @ (2+7) =0
:Zyi%g[(z+7)@(y+ﬂ) =(2@y) +a

= Z&F&;[(Z+v)@ (y+B)—(z@y) =a

=adp®(y,8 = ).
Note that all other argument permutations are combinations of these two. O
Proposition 2. For any «, 8,y € Fy it holds that
adp®(a, B = v) = adp®(a+2""1 3+ 2" 5 q) =adp®(a@ 2" L, 3@ 2" = ),
in light of Proposition 1, we can add 2"~ to any two arguments.

Proof. Tt is easy to see that a +2""1 = a®2"~ !, therefore, a + 2 +2" ! = (a+x) 2" 1,
where z € Fy. Thus,

adp®(a, =)= Pr [(z+a)® (y+8)) — (zay) =1]

z,ye€fy

P l(@+oer e+ o) -y =1

= P l(@+rat27No(y+8+2"7) —(@oy) =]

=adp®(a+ 2", g+2"71 = ). O

Proposition 3. For any «, 3,7y € F} it holds that adp®(«a, 8 — ) = adp®(a, B — —7).
In light of Proposition 1, we can replace by “—” any argument without changing the value
of adp®.

Proof. First, we prove that

adp®(e,f +9) = Pr [((z+a)@(y+h)) — (z@y) =1]

z,yeFy
=, Doy —(@+a)@y+h)) =]
= ra BT (@ ) O )~ @ @y) = ]
= adp®(—a, —f = —). (1)

For further calculations we will use that x + y = T — y. To confirm this, we have
—z=2"—-2z=(2"-1)—-2)+1=7+1. (2)

Therefore, T = —x — 1 and
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Next, we prove that adp®(a, 8 — v) = adp®(—a, =8 = 7):

adp®(—a,~B>9) = Prl((@-a)@(y-8)-@@y) =]

= P (@ —a)@ —8) - (@ ay)=1]
@' =Ty’ =ycly
— P Tl B — (@) —
x/,yémg[(”““ +ady +8) - @ ay)=1]
u@v;ﬂ@ﬂ PI‘
x/7y/€]F£L

= adp®(a, 8 — 7). (3)

(@ +a)e W +8) - (@ &y) =1]

Finally, we have
adp@(a,ﬁ — —y) = adp®(—a, —B = —(=7))
= adp®(—a, - = 7)

= adp®(a, B — 7). O

5 Maximum of adp®(x,y — ) for Fixed ~
In this section we give the missing proof of Theorem 3 from [LWDO04]: we will prove that

max adp®(a, 8 — ) = adp® (0,7 = 7).
a,BEFY

Let us define

A= Ay, %ft %s even . /TQZ As, %ft %s even
As, if tis odd Ap, if tis odd
Then
adp®(0,7 =)= LAL,%1 .. .A;Oeo for any w = w(a, 8,7).

Lemma 4. For any octal word wy, ...wq, where n >0, and 0 < k < 7 the following holds:
LAwn N Awoek = LAwnEBk: e Awog;k(:’o.

Proof. Let us denote by T} the 8 x 8 involution matrix that swaps the ¢ and ik coordinates,
1=0,...,7. Then

LAwn e AwOek = (LTk)Aun ce Awo (Tkeo)
= L(TkAw” Tk)(TkAw,,L,lTk) N (TkAonk)eo
= LAwnEBk e Awo@keo,

since (TxAmTx)ij = (Am)iokjor = (Ao)iomok, jomek = (Amek)i; and T,? is the identity
matrix. O]

Note that Af, o, = A;, for even k (as an integer number, i.e., for k = 0,2,4,6) and
Al = A/ for odd k.
w; Bk w;

Theorem 2. For any v € Fy, we have

max adp®(a, 8 — ) = adp® (0,7 — 7).
a,BEFy
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Proof. Let us use induction by n. The base case of the induction, n = 1, follows from
Lemma 2: it holds that adp®(0,0 — 0) = adp®(0,1 — 1) = 1.
Suppose that adp®(a, 8 — v) < adp®(0,y — 7) for any «, 3,7 € F}. This means that

LAy, ... Ayeo < LA, ... Al e

1

for any octal word v of length n. Let us prove that adp@(a,ﬁ — ) < adp®(0,y — ),
where a, 8,7 € F3 ! i.e.,

LAwn [N AWDeo S LAZun ce A:uon

for any octal word w of length n + 1. We consider four cases for A,,,, the first two of them

are very easy.
Case A,,, € {A1, Az, Ay, Az}

L 1
LAy, ... Aveo =07 0< LA, ... Al eo.

Case Ay, = A, i.e., A, = Ao:

LAwn e Awoeo = LAwn ce Aw1 €0
induction , ,

<~ LAwn"‘AwleO
! !

= LAw,,, ...AWOeo.

Case A, = 4g, i.e., A, = Ag. It is easy to see that

VPSR DR SRS SO
660—460 462 464 466.

Also, if wy € {0,3,5,6}, LA, ... A, (e2 + eq) = 0; otherwise LA, ...A,, (eqg+eg) =0.
Indeed, Ay, ez = Ay, eqa =0if wy € {0,3,5,6} and A, e = Ay, e6 =0 if wy € {1,2,4,7}.
Thus, we can deduce that

1 1
LA,, ... Aye0 = ELA% A e, F iLAw" o Aueps,

where p; and p, are even. According to Lemma 4,

1 1
LAwn e Awo €o = ZLAwn@pl e Awl@pl €0 + ZLAWW.@I)Z N Awl@pz €p
induction ] , , 1 , ,

ZLAwnEBpl e ‘AwléBmeO + ZLAwnGsz - 'AwlészeO'
Taking into account that both w; & p; and w; @ py are even if and only if w; is even (as an
integer number), we have A/, o, = A}, (herei € {1,...,n}, j € {1,2}). Therefore,

1 / li 1 li /
LAw" ce AwOeo S iLAwn cee Awl eo + ZLAWn e Awleo

1
iLA‘/'J" . A:Jleo.

Finally, let us calculate LA}, ... A[, eo. Recall that A, = Ao for the case that we are
considering here, and that Ageg = eg, so that:

LA;W N A(’UOGO = LA:Un N A;leo
1
> QLA(/’JTL N A;le()
2 LAw" e Awo €o.- (4)
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Case A, € {43, A5}, i.e., A, = Asz. It is easy to see that

1 1 1 1
Aseo = 760 + 14 + 14 + 16

VPP VRS DS S
560 = 460 461 464 485-

Note that LA, ... Ay, e; =0 for
o w1 €{0,3,5,6} and j ¢ {0,3,5,6},
* w1 ¢ {0737576} and j € {0737576}7

since in these cases Ay, e; = 0. The latter was already noted by Lipmaa et al. [LWDO04]
when they showed by direct computation that the kernels are ker Ag = ker Az = ker A5 =
ker Ag = (e1,e2,e4,e7) and ker A; = ker Ay = ker Ay = ker A7 = (eq, €3, €5, €5).

Thus, we can deduce that

1 1
LA, ... Ay e0 = ZLAW” L Agep + ZLAW" . Aueq,

where p is even and ¢ is odd. Moreover, either p, ¢ € {0,3,5,6} or p,q € {1,2,4,7}. Indeed,
o ifw; €{0,3,5,6} and A, = As,

LA,, ... Aue0 = iLAwn A e+ iLAwn .. Ay €3, e, p=0and g =3;
o ifw; €{0,3,5,6} and A, = 45,

LA, ... Ase0 = iLAwn A e+ iLAwn ... Ay €5, l.e., p=0and ¢ = 5;
o ifwy ¢{0,3,5,6} and A, = 43,

LA, ... Ase0 = iLAwn A e + iLAwn . A €9, e, p=2and g =1;
o ifwy ¢{0,3,5,6} and A, = 45,

LA,, ... Aue0 = %LAWH L Ag e + iLAwn .. Ay eq, le, p=4and g=1.

According to Lemma 4,

1 1
LAwn .o AUJOBO = ELAWn@P [N Awl@peo + ZLAUJ”@(J [N Awl@qeo
induction | , , 1 , ,
ELAWn@p . AUJ]@PBO + ZLAWnEBq e Aw1®q€0' (5)

Taking into account that w; @ p is even if and only if w; is even and w; @ q is even if and

only if w; is odd, it is easy to see that A, o, = Al and A[, o = Al . Therefore,

1 1 -
LA, ... Aueo < ZLA;n AL o+ ZLALJW AL ep.

To complete the case, let us calculate LA[, ... A}, eo:

1 1
LAt/,dn"'A:uon = LA:JH ...A;1(160+Z€3)

1 1
ELAQM AL eo + ELAZM@:; - Al aaco

Lemma 4

1 1 -
= ZLA‘IHn ...A;leo—f— iLAt/Un ...A;leo

Z LAwn RN Awo €o-
This completes the proof of the theorem. O
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In light of Proposition 1, it does not matter which argument we fix: adp®(«a, 8 — 7) <
adp®(a,a — 0) and adp®(a, 8 — 7) < adp®(B, 8 — 0) hold too.

6 Number of Maximums of adp® for Fixed ~
Let us define

adpmax(y) = {(z,y) € Fy x F% :adp®(x,y — v) = adp® (0,7 — 7)}, v € F5.
Proposition 4. Let v € F}, v € {0,277 '}. Then #adpmax(y) = 2. More precisely,

adpmax(0) = {(0,0), (2", 2" H},
adpmax(2"~1) = {(0,2"71), (2", 0)}.

Proof. According to Lemma 3, adp®(0,0 — 0) = adp®(0,2"~* — 2"~1) = 1. The lemma
also provides the conditions for «, 3,7 such that adp®(«, 8 — 7) = 1:

do; +2B; +vi=0for 0<i<n-—1and da,—1 + 26,-1 + V-1 € {0,3,5,6},

e, =0;=v=0for0<i<n-—1and (@,—1,Pn—1,Vn—1) is either (0,0,0) or (1,1,0)
or (1,0,1) or (0,1,1). O

Proposition 5. Let v € F}, v ¢ {0,2"1}. Then the following eight pairs are distinct
and belong to adpmax(y):

0,7), (0,-7), @ Ly@20l), @ —y@2),
(’Y,O), (_,Y’O), (7692”71)2”71), (_7@2n71’2n71).

Proof. Theorem 2 gives us that (0,7) € adpmax(vy). The other pairs are provided by
Propositions 1, 2 and 3, since adp® has the same value for these pairs with fixed ~.

Next, we know that v ¢ {0,2"71}. Let us divide these pairs into two sets: P =
{(0,7), (0,=7), (7,0),(—v,0)} and P’ contains the other pairs.

Any two pairs from P are distinct, since v # —v and 7, —y # 0. The same is true
for P': indeed, any pair (a,b) € P’ is equal to (a/ ® 2"~ 1, @ 2"~1), where (a’,b') € P.
This is why any two pairs from P’ coincide if and only if the corresponding pairs from P
coincide.

At the same time, a pair from P cannot be equal to a pair from P’, since at least one
coordinate of any pair from P’ is equal to 2!, but 0, v, —y # 271, O

To prove auxiliary lemmas, we introduce the following notation: for A C Fy x F% | let

us define swap(A) = {(z,y) € F§ x F} : (y,x) € A}. It is clear that #swap(A) = #A.
Also,

perfmax(y) = {(z,) € adpmax(y) : (z,7) € adpmax(7)}. (6)

Note that swap(adpmax(vy)) = adpmax(7y), since adp®(a, 8 — ) = adp®(3,a — 7) by
Proposition 1. Therefore,

swap(perfmax(y)) = {(z,y) € adpmax(v) : (T,y) € adpmax(7)}. (7)
Let us list some of their straightforward properties.
Lemma 5. The following statements hold:

o #perfmax(y) < min{#adpmax(v), #adpmax(7)};
e (a,B) € perfmax(y) if and only if (o ® 2", 3@ 2"~ 1) € perfmax(y).
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Proof. The first point directly follows from the definition. Next, Proposition 2 provides
that

(o, B) € adpmax(y) <= (e ® 2", 3@ 2" ) € adpmax(y),
(o, B) € adpmax(7) <= (a® 2", @ 2" 1) € adpmax (7).

The equality 8 @ 27—1 = 3@ 2"~ ! completes the proof. O
Lemma 6. Let v € F}, #adpmax(y) < 8 and #adpmax(7) < 8. Then #perfmax(y) < 2.

Proof. Let v € {0,2"7'}. Lemma 5 provides that #perfmax(y) < #adpmax(vy). At the
same time, #adpmax(y) = 2 by Proposition 4. The case of 7 € {0,2" "'} is completely
identical. Hence, the lemma is proven for these cases.

Let 7,7 ¢ {0,2"'}. Note that this excludes the case of n = 1. Under the lemma
assumption, Proposition 5 describes all 8 distinct pairs from adpmax(vy) (the same for
adpmax(¥)). In light of Lemma 5, it is sufficient to prove that at most one pair from
P ={(0,7),(0,—v), (7,0),(—v,0)} € adpmax(vy) belongs to perfmax(v), since any of the
other four pairs from adpmax(y) are equal to (o ® 2"~ !, 8@ 2"~ 1), where (o, 3) € P.

First, we consider (v,0) and (—v,0). Since v ¢ {0,2"7'} and n > 1, we have
v, —7,0 ¢ {0,2"~1}. But one coordinate of any pair from adpmax(¥) is always equal to 0
or 2”1 i.e., both (v,0) and (—~,0) do not belong to adpmax(¥) and, as a consequence,
they are not elements of perfmax(7).

Next, we consider («, 8) = (0, —v). Using (2), we obtain

(@B = 0=
=0 -
TE 0, -+ -1

= (0,_7_2)

Since a = 0, let us consider the first elements of the pairs from adpmax(¥) described by
Proposition 5: none of 7, —%, @271, —y@2n~1 27"~!isequal to 0 due to¥ ¢ {0,271}
It means that (, 3) may only be equal to (0,%) or (0, —7¥) from adpmax(¥).

This implies that « satisfies one of the two following equalities:

e —% — 2 = —7%, which is inconsistent for n > 1;
o —¥—2=7,i.e., 2y+ k2" = —2, where k € Z or, equivalently,
5y =—1—k2""" where k = {0,1}, since k2"~ mod 2" € {0,2"'}.

By again using (2), we have that ¥ = —1 — k2"~ = k27~1. But j = k2»~1 (where
k ={0,1}) if and only if v € {0,271}, which is a contradiction.

Thus, only (0,7) and (2”71, v @ 2"~ 1) belong to perfmax(y). Thereby, the lemma is
proven. O

Corollary 1. Let v € F}. Then #adpmax(y) < 8.

Proof. Let us use induction by n. The base case of the induction, n = 1, is straightforward:
the only possible values of v are 0 and 2"~! = 1, for which Proposition 4 holds.

We suppose that #adpmax(c) < 8 for any ¢ € FJ. Let us prove that #adpmax(y) < 8
for v € IFSH. We denote (zg,...,z,—1) by &’ for x € IF‘;’“.
Case 79 = 0. Let us consider («, 8) € adpmax(). It is easy to see that wo(a, 5,7) ¢ {2,4}
(this follows from Case A, € {41, A, Ay, A7} of Theorem 2), and that wo(e, 8,7) # 6



Nicky Mouha et al. 303

(by (4) from the proof of Theorem 2). This means that ag = Sy = 0. Thus, #adpmax(y) =
#adpmax(y’) < 8 by induction.

Case 79 = 1. We rely on the case A,, € {As, A5} of Theorem 2. Let us consider
(o, B) € adpmax(y). Like in the previous case, wo(a, 8,7) ¢ {1,7}, i.e., we have two
variants: 3 or 5. Also, we have two distinct choices for wi (e, 3,7): it can belong to either
{0,3,5,6} or {1,2,4,7}. Recall that p and ¢ depend on this choice. Thus, we have 2-2 =4
different “branches” for «, 5. Let us consider any of them.

Let p = 4p1 4 2p2 (p is even), ¢ = 4¢1 + 2¢g2 + 1 (¢ is odd), where p1,p2,q1,92 € {0,1}.
Considering the sums = @ p;, * @ ¢;, where x € Fy, we mean x @ 0" for p;,¢; = 0 and
x @ 1™ otherwise.

According to (5), LA, ... Aueo = adp®(a, B — ) is equal to adp® (0, — 7) if and
only if

o LA, ap---Auapeo = adp®(a/ @ p1, B’ @ pa — ') is equal to adp®(0,7” — +') and
o LAy, aq- - Auviegeo = adp®(a/ @ q1, 8 @ g2 — 7' ®1™) is equal to adp® (0,7 — 7).

It means that (a, ) € adpmax(y) if and only if (¢/ & p1,8 @ p2) € adpmax(y’) and
(o' @ q1,8 @ q2) € adpmax(y’ @ 1) = adpmax(y’).

Since p,q € {0,3,5,6} or p,q € {1,2,4,7}, (p1,p2) ®
taking a = o/ @ py, b = ' ® ps2, we have (¢/ D q1,5' D q2)
by (6) and (7)

(Q17QQ) S {(Oa 1)3 (15 0)} Thus,
€ {(a,b), (@, b)}. In other words,

either (a,b) € perfmax(y’) or (a,b) € swap(perfmax(y’)).
In light of the induction hypothesis, Lemma 6 provides that for the both cases
#perfmax(y') = #swap(perfmax(y')) < 2,

i.e., there are at most two distinct pairs (a, b) satisfying the conditions. For any “branch”
(a,b) uniquely determines («,3). Therefore, we have at most 4 - 2 distinct choices for
(a, B) € adpmax(y). The statement is proven. O

7 Recurrence Formulas for adp®
A matrix approach to calculate adp® and Lemma 4 allow us to obtain recurrence formulas
for adp®(a, 3 — ). It is possible to rewrite the proof of Theorem 2 in terms of these
formulas. First, let us denote the vector (0, zg, z1,...,2p—1) € IF;’H by 2«0, i.e., in terms
of integers, 0 = 2x. We define z1: 1 = 2x + 1 in exactly the same way.

Let us prove an auxiliary lemma.

Lemma 7. Let adp®(a, 8 — ) > 0. Then ap @ Bo ® Yo = 0.

Proof. By Lemma 1, wg = 4ag ® 280 Do € {0, 3, 5,6}, which implies ag @ o @y =0. O

Now we can give the recurrence formulas for adp®.
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Theorem 3. For all a, 8,y € Fy the following equalities hold.
adp® (a0, 30 — 70) = adp®(a, B — ),
adp®(al, f1 — ~0) = iadp@(a,ﬂ — )+ iadp@(aﬁ — )
+ 7adp®(@, 5 = 7) + 7adp®(a, B - ),
adp®(al, 30 — 1) = iadp@(a,ﬁ — )+ iadp@(a, B—=7)
+ adp® (0, 5 = 7) + 7adp® (@, 6 - ),
adp® (a0, 81 - 1) = adp®(a,5 - 7) + jadp®(a,5 )
+ 7adp®(0, B = 7) + Jadp®(a, f - ),

adp®(a0, 0 — v1) = adp® (a0, 1 — 70) = adp®(al, S0 — 70)
= adp®(al, 1 — 1) = 0.

Note 1. Any of @, B and 7 can be replaced by o+ 1, B+ 1 and ~ + 1, respectively. Indeed,

2
a @ —a—1=—(a+ 1), that we can transform to a + 1 by Proposition 3, the same is

true for 8 and 7.

Proof. First, adp®(a0,80 — 40) = adp®(a, — 7) easily follows from the matrix

representation. Next, adp® (a0, 80 — v1) = adp® (a0, 31 — 70) = adp®(al, B0 — 10) =

adp®(al, 81 — v1) = 0 since the sum of the least significant bits is odd, see Lemma, 7.
In light of Proposition 1, it is sufficient to prove that

adp® (a0, 51 - 71) = Jadp®(@,5 > 7) + jadp®(,5 > 7)
1 — 1
=+ Zadpea(a)ﬁ — '7) + Eadpea(aa ﬁ — 7)

By the matrix approach, adp® (a0, 81 — y1) = LA, ... Ay, eo, Where w; 1 = 4oy +23;+7;
and wg=4-04+2-1+41-1= 3, next,

adp® (a0, 81 — ~1) = LA,, ... Ayeo

iLAwn o Aweo+ iLAw” o Awer
+ iLAwn e Awyea + iLAwn o Awes
Lemma 4 lLAwn oo Apeo + iLAwnem . Apieieo
+ ZLAwn@g o Ay e + iLAw,LGBS - Aw, e3¢0,

At the same time,

LA,, ...Au €0 = adp®(a, B — 7),

LAy, 1 Aweieo = adp®(a, B — y© 1) = adp®(a, — 7),
LAy, o2 Awgzeo =adp®(a, 1" =) =adp®(a,f — 1),
LAy, 3. Aweseo = adp®(a, B 1" — v ® 1) = adp? (e, B — 7),

which completes the proof. O
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Corollary 2. For any v € Fy, we have
adp® (0,71 = 1) = iadp@(o, v =)+ %adpea(o,ﬁ — 7).
Proof. Since 0@ 7%, ® 7o = 1, Lemma 7 provides that
adp®(0,5 —7) = adp®(0,7 = 7) = 0.
Therefore, adp®(0,y1 — 1) = iadp@(o, v =)+ iadp@(o,i — %) by Theorem 3. [

Corollary 3. For any of adp®(al, 81 — ~0), adp®(al, B0 — ~1), and adp® (a0, B1 —
~v1), at least two terms of the corresponding sum in Theorem & are zero.

Proof. In light of Proposition 1, it is sufficient to prove the statement for adp® (a0, 31 —
71). _ _

Since ap D Bo B0 = o B By BTy and ap D By D yo = o B Bo By = o B Bo Do B 1,
Lemma 7 provides that either

adp@(a,ﬁ =)= adp@(a,B —7%)=0or
adp®(a, 8 — ) = adp®(a, 8 = 7) = 0. O

The recurrence formulas help to determine the minimum nonzero value of adp®(a, 8 —
7):

Corollary 4. Let n > 1. Then the minimum nonzero adp@(a,ﬁ =), o,B,y € Fy, is
equal to 8 - 47",

Note 2. The formula for n = 1 differs: Lemma 2 shows us that either adp®(a, 8 — v) =0
or adp®(a, 8 — ) =1 for a, 8,7 € F,.

Proof. Let us denote this minimum nonzero value by m,. Applying to a nonzero
adp@(a,ﬁ =), o,B,7 € IFSH7 a recurrence formula from Theorem 3, it is easy to
see that adp®(a, 8 — ) > %mn, which implies my, 11 > imn.

Let us consider 77, = (1,0,1,0,...) € F (i.e., the least significant bit is 1 and each next
bit is the negation of the previous bit), e.g., v, = (1,0,1). Also, al = (1, ag, 1, ..., tp_1)
by definition, where «q is the least significant bit of a. Then, by the recurrence formulas,

adp@(0" T 1" AT = adp®(0nth 1T 5 A1)

1 1
72dp7 (0", 1" = A7) + Jadp® (0", 0" — 1)

1 — 1
+ Zadp@(onv On — ’Y{LO) + Zadp@(onv 1" — ’Y{LO)

Lemma 7 1 n on ~T 1 n qn n
¢ :a 7adp@(0 70 _>710)+1adp@(0 71 %710)‘ (8)

Moreover, the first (i. e., least significant) and the second bits of 779 are 0 and 1 respectively,
which implies that adp®(0”,0" — 77;) = 0 for n > 1. Indeed, it holds by Lemma 1 since
wp=4-04+2-0+0=0andw; =4-0+2-0+1=1¢ {0,3,5,6}. Therefore, (8) provides

that
1
adp® (0", 1L 5 41F) = Eadpaa(O", 1" = ~7p) for n > 1. (9)

Let us prove by induction that

My, = adp@(O", 1™ = ~15)-
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The base case of the induction is n = 2. According to (8) and Note 2, the minimum
nonzero adp® (a, 8 — ) where a, 8,7 € F3 is adp®(0%,12 — 73,) = % Note that this is
consistent with Lemma 2.

Now, we prove that if the minimum nonzero adp® (o, B — ) where a, 3,7 € F} is my,,
then the minimum nonzero adp®(a, 8 — ) where a, 8,7 € F3™ is m,, 1.

®an+l n+1 n+1 (_) 1 D/An 1n n \ induction 1
adp” (0", 1 -0 ) = Zadp 0™, 1" = ~1y) = 7

Note that adp®(0"+!, 1"+ — 4741} is nonzero. Moreover, it is also the minimum nonzero
value. This can be seen as follows. Clearly, there must exist some «, 3,7 € IE*‘;+1 that
corresponds to the minimum nonzero value, and therefore one of the eight recurrence
formulas of Theorem 3 applies. As the value of adp®(a, 8 — ) is nonzero, at least one
term in the recurrence formulas must be nonzero, and therefore m, 1 > imn. We found
this smallest nonzero value: my,+1 = adp® (0", 171 — 475"y = Im,,, thereby proving
the induction step.

Finally, we can now express m,, in terms of n: m, = + - (i)”*2 =8-47 " forn >1

by (9). ’ O

8 Properties of adp® (0,7 — ~)

8.1 Simplified Matrix Form for adp®(0,~v — ~)

When calculating adp® (0,7 — ) using Theorem 1, we only need Ay (for bit positions
where ; = 0) and Az (for bit positions where «; = 1). These matrices can be minimized to
size 3 x 3 using the S-function toolkit of Mouha et al. [MVDCP11]: applying the software
toolkit to remove non-accessible states and to merge indistinguishable states leads to:

1
A":f
07y

)

4

S O =
o OO
— DD =

1

1
A== |2
1

o O O
=~ O O

where A and A4 can be obtained from Ay and Az by removing the last four columns
(the non-accessible states) and rows, and by merging the middle two remaining rows and
columns (which correspond to indistinguishable states).

Note that (1,1,1)Af = (1,1,1)A% = (1,0, 1), which will help us to minimize the size of
the matrices to 2 x 2 if we “cheat” by excluding the most significant bit from the matrix
product. More formally, we can obtain matrices By and B; by removing all rows and
columns from Ay and Az except 0 and 3, and calculate adp® (0,7 — 7) as follows:

Proposition 6. Let v € Fy. Then

adp®(0,v =) = (1,1)B,, ,B,, ;... B, (1,0)T,

1/4 1 1/(1 0
30_4(0 1)’ 31_4(1 4)'

Proof. According to Theorem 1, we can calculate adp® (0,7 — ) by matrices Ay and Aj.
First, Agz” and Asa” depend only on g, 23, Ts5, Tg, where € Q3. Secondly, they have a

block structure
P Q;
0 Qi)

where P; and Q; are matrices of size 4 x 4. In addition, coordinates {4,5, 6, 7} of ey are zero.
This means that coordinates 5 and 6 of the vector A, Ay, , ... Aw,€0, Where w; = 3;,

where
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i =20,...,n—1, are zero. Thus, we can consider only coordinates 0 and 3. It is easy to
see that 1 1

(Aoz™)o = o + 1%% (Apz™)s = 158 (10)
and ) )

(Asaz™)o = 770 (Asa™)s = 170 + 3. (11)
Thus,

LAol'T = LAgiBT =29+ 3+ 2T5+2xg =2x9 + I3

for 27 = A, A, ... Au,eo due to the block structure.
Finally, let us associate the first coordinate of a v € Q? with zo and the second
coordinate with x3. Then,

1
BovT = <U0 Tv‘lvl) , which completely corresponds (10), and
V1

1
Bl =, 170 , which completely corresponds (11).
1V0 + V1

Also, eg and LAgx”T = LAszxT = x¢ + x3 correspond (1,0)” and (1,1)v? = vg + vy
respectively, i.e.,

adp®(0,7 — ) = (LAw, ) (Aw, - Auy€0)
= (17 1)B'Yn72B'Yn73 st B'YO(17 O)T D

8.2 Minimum of adp® (0,7 — v)

Let us calculate the minimum value among adp® (0,7 — 7). We will start with the
following lemma.

Lemma 8. Let v € F}. Then adp® (0,7 — v) < 3adp® (0,7 — 7).

Proof. By induction: for n = 1 the statement holds. Suppose that for any v € F73, it
holds that adp® (0,7 — ) < 3adp® (0,5 — 7). Let us prove that the statement holds for
v € F3™!. We have two cases:

1. v/ =0, v € F3. Then, using the recurrence formula for adp®(0,v — ), we obtain
3 1
adp®(0,70 = 10) = adp® (0,7 = 7) = 7adp?(0,y = 7) + 7adp? (0,7 = 7).
At the same time,
Sy =7 . =h Do =1 = 3 @ 3 e
3adp™ (0,70 = 70) = 3adp™(0,71 = 71) = ;adp™ (0,7 = 7) + adp™(0,7 = 7).

It completes the case, since adp® (0,7 — v) < 3adp® (0,7 — 7) by the induction
hypothesis.

2. v/ =~1, v € F4. Like for the previous point,
® @ [P L o~ =
adp”(0,71 = 71) = adp™ (0,7 = 7) = 7adp™ (0,7 = 7) + ;adp™(0,7 = 7).
The induction hypothesis completes the proof, since

_ 11 1
3adp® (0,71 — 7T) = 3adp (0,70 — 70) = —~adp®(0,7 = 7) + ;adp®(0,7 = 7).
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Corollary 5. Let v € F}. Then adp® (0,71 — 41) < adp® (0,70 — ~0).

Proof. Indeed, adp® (0,71 — v1) = iadp@(o,v — )+ iadp@(o,ﬁ —=7) < %adp@(o,'y —

)+ Fadp®(0,7 = 7) = adp®(0,7 = 7) = adp® (0,70 — ~0). O
Theorem 4. Let md = m]iFn adp®(0,v — 7). Then for any n, we have
vEFy
a _ 1 4 d
mn+2 - Emn—i-l + Zmn

Moreover, adp® (0, — ) = m%, where v € FY, if and only if vo = 1 (only if n > 1) and

Yix1 =7 for any it =1,...,n — 3. This means that y,—1 and 1 can be arbitrary, and
Y2y -+« sYn—2 depend on .

Note 3. Note that we have no restrictions for v € F,. Also, if n = 2,3, we have only one
restriction: ~o = 1, i.e., the value of adp® (0,7 — ) is the same for any v € F3,F3 where
Y = 1.
Proof. Let us use induction by n. The statement of the theorem holds for n =1 and n = 2
by Lemmas 2 and 3.

Let us suppose that the theorem holds for n. Now we will prove that it is true for n+ 1.
Let v € FSH. We consider first two bits 79 and 7; of : first of all, Corollary 5 provides
that 4o = 1 for the minimum of adp® (0, — 7). Next, let

. (Y255 7m)  ify =0,
(727'“’771) if’yl = 1v

where ¢ € F3~'. Then
{’7/77} = {607?0} fOI‘ ’y/ = (717727 e 7771) (12)

Indeed, 7' = c0 if y; = 0, otherwise 7' = (1,73, ...,7,) = (0,¢g, .. .,¢n_1) = 0.
Since vy = 1, Corollary 2 give us

~—

1 1 S
adp®(0,7 =) = Jadp®(0,9" =) + Jadp®(0,7" =

1 1 0@
(2 72dp%(0,¢0 — 0) + 7adp® (0,0 — <0)

Theorem 3 1

1
zadp@(O7 c—c)+ Zadp@(o,él — l).

Since adp®(0,c — ¢) > md_, and adp®(0,cl — ¢1) > m?, we have

1
d d d
mn+1 Z Zmn + zmnfl'

Moreover, adp® (0,7 — v) = +md + imd_, if and only if adp® (0,21 — €1) = mZ, which
gives us by the induction hypothesis the restriction
Ci+1 = ¢; for any i = 0,...,n — 4, or, equivalently,

Yit1 =7 forany i =2,...,n — 2, (13)

and adp®(0,¢ — ¢) = m?_,, which has for n — 1 > 1 one additional restriction: ¢y = 1.
Since ¢ = 1 @ 2 by the definition of ¢, we have 72 = 77 and extend (13) to ¢ = 1.
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Note that for the case n—1 = 1 (which excludes ¢g = 1) the theorem gives no v;+1 = 7.
Indeed, n + 1 = 3 and ¢ should satisfy 1 <i < (n+1)—3,but 1 > (n+1)—-3=0.

These restrictions for v with 7y = 1 always guarantee that such a «y exists and, therefore,
it holds that

1 1 J 1, 1y

17 o1 = adp? (0,7 =) Zmiyy > Jmp 4 omy
It implies that adp® (0,7 — 7) = md,; = Im? + imd_, and makes the induction step
proven. O
The numbers m?, n = 1,2,..., form a Horadam sequence H(1, 3,1, —1) — a gener-
alization of the Fibonacci numbers. A sequence Hi, Ho, Hs, ... is a Horadam sequence

H(a,b,p,q) if Hi = a, Hy = b and H,19 = pH, 1 — ¢H,. Horadam [Hor65a, Hor65b]
provides information on Horadam sequences and properties of sequence members, which
help to obtain the following result.

Corollary 6. The following formula holds:

= 348 (74 7VIDA+ VID" + (17 - TVID(1 = VIT)").

Proof. According to [Hor65a, p. 161],*
H, = Aa™"' + B,

where o and 3 are roots of the polynomial 22 — pz 4+ ¢ = 0, 8 < « for real roots, and

b—ap B ac — b

g PTasg

V17
(1+\/ 7, B 8(1—\/17),04—5:T.
Takinga=1,b= %, we have

17+ 317 B 17— 3V17

A= =
34 ’ 34

Finally, it is not difficult to check that

Ao WTHVIDA+VIT o (7= 7VIT)(1 - VIT)
N 34-8 T 34-8 '

8.3 Results about adp®(0,~ — 7)

It is easy to see that Propositions 2 and 3 provide

Proposition 7. Let a,u,v € F}. Then adp®(a,u — u) = adp®(a,v — v) if u +v =0
(mod 2"71).

1Note that we use n — 1 instead of n as the sequence starts with n = 1.
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Proof. Let u,v € F%. Since 2"~1|2", we can correctly consider modulo 2"~! operations.
Without loss of generality, we can assume that both u,v < 2"~!. Otherwise, we

can consider v/ = u @ 2"~ ! instead of u, here v/ < 2"~! and v/ = u (mod 2"~ 1), since

Proposition 2 guarantees that adp®(a,u — u) = adp®(a,u’ — u’) (and the same for v).
Thus, v = 2"~ ! — u. Finally, by Propositions 2 and 3 we have

adp®(a,u — u) = adp®(a, —u — —u) = adp®(a, 2"t —u — 2" —u) = adp®(a,v — v).
O

Computational experiments performed for n up to 32 show that there exist at most
32 = 2° distinct v with the same value adp®(0,y — ), which implies that

#{adp® (0,7 = ) : y € F3} > 2"75 where n < 32.

Taking into account Theorem 4 (and Corollary 6), it looks like that the simplest way to
calculate adp® (0,7 — ) is to use the recurrence formula (Corollary 2) and the minimized
matrix representation (Proposition 6).

It is not difficult to compute the sum of all adp® (0, — ):

Proposition 8. For all n, we have

S adp®(0,7 = ) =2 (g)n_l .

vEFy

Proof. For n = 1, the equality holds: adp®(0,0 — 0) + adp®(0,1 — 1) =141 = 2. For
all n > 1, the sum can be expressed using the sum for smaller n:

> adp®(0"t vy =) = > adp® (07,40 = 70) + Y adp®(0™F, 41— 1)

yEFFT! veFy VEFy

=) adp®(0",v 1)
vyEFY

1
+7 2 (adp® (0", = 7)) +adp® (0", 7 = 7))
YEFy
3 n
=3 Zadp@(o Y =) O
YEFR

9 Conclusion and Future Work

In this work we investigated some properties of adp® that are interesting for the differential
cryptanalysis of ARX ciphers. We provide the missing proof of the theorem about
max, g adp®(a, f — 7) from [LWDO04], and established that there are either two (for
adp® (0,7 — ) = 1) or eight (for any other cases) distinct pairs c, 8 on which adp® attains
this maximum value. We obtained recurrence formulas for an arbitrary adp® (a, B =)
which help to find minimum nonzero value of adp® (e, 3 — 7), find all v € F} for which
adp® (0,7 — 7) = min.epp adp®(0, ¢ — ¢), and calculate this minimum value. As with any
paper that analyzes the components of a primitive (e. g., additions, rotations, and XORs,
but also S-boxes or matrix multiplications), some caution is necessary when extending the
results to the analysis of a full primitive. We mention the analysis of larger components
and the application to a full primitive as suggestions for future work.
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Abstract—NSUCRYPTO is the unique cryptographic Olympiad containing scientific mathemati-
cal problems for professionals, school and university students from any country. Its aim is to involve
young researchers in solving curious and tough scientific problems of modern cryptography. From
the very beginning, the concept of the Olympiad was not to focus on solving olympic tasks but
on including unsolved research problems at the intersection of mathematics and cryptography. The
Olympiad history starts in 2014. In 2019, it was held for the sixth time. We present the problems and
their solutions of the Sixth International Olympiad in cryptography NSUCRYPTO’2019. Under
consideration are the problems related to attacks on ciphers and hash functions, protocols, Boolean
functions, Dickson polynomials, prime numbers, rotor machines, etc. We discuss several open
problems on mathematical countermeasures to side-channel attacks, APN involutions, S-boxes,
etc. The problem of finding a collision for the hash function Cur127 was partially solved during the
Olympiad.
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INTRODUCTION

NSUCRYPTO (Non-Stop University Crypto) is the International Olympiad in cryptography that
was held for the sixth time in 2019.

Interest in the Olympiad around the world is significant. This year, there were hundreds of participants
from 26 countries; 42 participants in the first round and 21 teams in the second round from 16 coun-
tries were awarded with prizes and honorable diplomas. The Olympiad Program Committee includes
specialists from Belgium, France, the Netherlands, the USA, Norway, India, Luxembourg, Belarus’,
Kazakhstan, and Russia.

Let us shortly formulate the format of the Olympiad. One of the Olympiad main ideas is that

everyone can participate! Each participant chooses his/her category when registering on the Olympiad
website [1]. There are three categories: “school students” (for junior researchers: pupils and high

"E-mail: nsucrypto@nsu.ru
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school students), “university students” (for participants who are currently studying at universities)
and “professionals” (for participants who have already completed education or just want to be in the
restriction-free category). Awarding of the winners is held in each category separately.

The Olympiad consists of the two independent Internet rounds: the first one is individual (duration 4
hours 30 minutes) while the second round is a team one (duration 1 week). The first round is divided into
two sections: A—for “school students,” B—for “university students” and “professionals.” The second
round is common to all participants. Participants read the Olympiad problems and submit their solutions
through the Olympiad website. The language of the Olympiad is English.

The Olympiad participants are always interested in solving various problems of any complexity at the
intersection of mathematics and cryptography. The participants show their knowledge, creativity, and
professionalism. That is why the Olympiad not only includes interesting tasks with known solutions but
also offers unsolved problems. This year, one of such open problems, “Curl27” (see Section 2.14), was
partially solved during the second round! All open problems stated during the Olympiad history can be
found in [2].

On the website we also mark the current status of each problem.
For example, in addition to “Cur127”, the problem “Sylvester matri- ; too
ces” was solved by three teams in 2018, and the problem “Algebraic = '
immunity” was completely solved during the Olympiad in 2016.
And what is important for us, some participants were trying to find
solutions after the Olympiad was over. For example, a partial solution
for the problem “A secret sharing” (2014) was proposed in [3]. We
invite everybody who has ideas on solving the problems to send
solutions to us!

The paper is organized as follows: We start with the problem
structure of the Olympiad in Section 1. Then we present formu-
lations of all problems stated during the Olympiad and give their
detailed solutions in Section 2. Finally, we publish the lists of NSU-
CRYPTO’2019 winners in Section 3.

Mathematical problems and their solutions of the previous In-
ternational Olympiads in cryptography NSUCRYPTO from 2014 to
2018 can be found in [4], [5],[6], [7], and [8] respectively.

zﬁgs.lézqu

Fig. 1. NSUCRYPTO logo.

1. PROBLEM STRUCTURE OF THE OLYMPIAD

There were 16 problems stated during the Olympiad; some of them were included in both rounds
(Tables 1 and 2). Section A of the first round consisted of six problems, whereas the section B contained
seven problems. Three problems were common for both sections. The second round was composed of
eleven problems. Five problems of the second round included unsolved questions (with special awards
of the Program Committee).

2. PROBLEMS AND THEIR SOLUTIONS

In this section, we formulate all problems of NSUCRYPTO’2019 and present their detailed solutions
paying attention to the solutions by the participants.

2.1. Problem “A 1024-Bit Key”

2.1.1. Formulation. Alice has a 1024-bit key for a symmetric cipher (the key consists of Os and 1s). Alice
is afraid of malefactors, so she changes her key everyday in the following way:

1. Alice chooses a subsequence of key bits such that the first bit and the last bit are equal to 0. She
also can choose a subsequence of length 1 that contains only 0.

2. Alice inverts all bits in this subsequence (0 turns into 1 and vice versa); bits outside of this
subsequence remain as they are.

Prove that the process will stop. Find the key that will be obtained by Alice in the end of the process.
Example of an operation. 1100101101110 011... turns to 11001 10010001 011...
N—— ——
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2.1.2. Solution. Let us encode the binary vector of the key as the corresponding decimal number. It is
obvious that this number will increase on the next day since all bits on the left from the sequence are
not changing, but the first bit of the sequence turns from 0 to 1. Let us note that this number can not
increase infinitely since the size of the key is restricted by 1024 bits, so, in the very end the key will be
maximal possible and, thus, will consist of all 1s.

Almost all participants successfully solved the problem.

2.2.1. Formulation. A hardware random number generator is a device that generates random sequences
consisting of Os and 1s. Unfortunately, a disturbance caused by a magnetic storm affected this random

2.2. Problem “The Magnetic Storm”

Table 1. Problems of the first round

. . N | Problem title Maximum
N | Problem title Maximum score
score
1 | Autumn leaves 4
1| A 1024-bit key 4
2| The magnetic storm 4
2| The magnetic storm 4
3| A rotor machine 4
3 | Autumn leaves 4
41 16QAM 8
4| A rotor machine 4
5| A promise and money 6
5| Broken Calculator 4
6| Calculator 6
6| A promise 6
7| APN + Involutions 7
Section A Section B
Table 2. Problems of the second round
N |Problem title Maximum score
1 | A 1024-bit key 4
2 | Sharing 6 + additional scores for open questions
3 | Factoring in 2019 8
4 | TwinPeaks-3 8
5 | Curl2? 10 + additional scores for open questions
6 | 8-bit S-box Unlimited (open problem)
7 | A rotor machine 4
8 | 16QAM 8
9 | Calculator 6
10| APN + Involutions (extended) | 12 + additional scores for open questions
11| Conjecture Unlimited (open problem)
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Fig. 2. Autumn Leaves.

number generator. As a result, the device had generated a sequence of Os of length & (where k is a positive
integer), and then started to generate an infinite sequence of 1s.

Prove that at some point the generator will produce the number 1...10...0 that is divisible by 2019.

2.2.2. Solution.Let us prove that a number of form 1...11...1 is divisible by 2019. Consider all
numbers that consists only of 1s. Since there are infinitely many of these numbers, there can be found
a pair of numbers A and B such that they have the same remainder when divided by 2019. Therefore,
C=A—-B=1...10...0 consisting of m 1s for some natural m is divisible by 2019, and, since 2019 is
not divisible by 2 and 5,

C*=Cx10...0=1...10...0

is divisible by 2019 for any number of Os.
There were many correct solutions by the participants.

2.3. Problem “Autumn Leaves”
2.3.1. Formulation. Read a hidden message (see Fig. 2)!

2.3.2. Solution. We see different leaves and spaces between them. It looks like a simple substitution
cipher was used there and distinct leaves corresponded to distinct English letters. By English grammar,

we can suppose that the second and the third words are “is a.” Then the first word starts with “a” and
by its structure can be “autumn” (which is very likely as the autumn landscape is depicted). Also, the

leal ¥ is the most common letter in the text and we can guess that it is “e.” Then we see “*ea*” in the
third line that seems to be “leaf”. As a result the last word becomes “f1**ex” that is “flower.” Finally,
we get “Autumn is a second spring when every leaf is a flower” that is a famous quote by
Albert Camus. Almost all participants read the message.

2.4. Problem ‘A Rotor Machine”
2.4.1. Formulation.In a country rotor machines were very useful for encryption of information (see
examples in Fig. 3).
Eve knows that for some secret communication a simple rotor machine was used. It works with

letters 0, P, R, S, T, Yonlyand has an input circle with lamps (start), one rotor, and a reflector. See
Fig. 4.
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Fig. 3. Examples of rotor machines.

input side ou‘q%ut side

start photo ,  photo reflector
.0 ? [ ]
Yo o (2 @ [,° @ OJY
o] @3 o W .1 4.
T® ®R S S
S. [ \

scheme of the ROTOR

Fig. 4. Scheme of the rotor.

The input circle and the reflector are fixed in their positions, while the rotor can be in one of the six
possible positions. After pressing a button on a keyboard, an electrical signal corresponding to the letter
goes through the machine, comes back to the input circle, and the appropriate lamp shows the result
of encryption. After each letter is encrypted, the rotor turns right (i.e. clockwise) on 60 degrees. Points
of different colors (enumerated) on the rotor sides indicate different noncrossing signal lines within the
rotor.

For instance, if the rotor is fixed as shown on the picture above then if you press the button 0, it will
be encrypted as T (the signal enters the rotor via red (color 1) point, is reflected, and then comes back
via purple (color 5) line). If you press 0 again, it will be encrypted as R. If you press T then, you will get S,
and so on.

Eve intercepted the secret message

TRRYSSPRYRYROYTOPTOPTSPSPRS.
Help her to decrypt it keeping in mind that Eve does not know the initial position of the rotor.

2.4.2. Solution. To solve the problem and decrypt the message, we need to correctly understand the
scheme of work. A key for the cipher is the initial position of the rotor. We denote it by a color of the
circle (enumerated) on the input side of the rotor that corresponds to the letter 0. Table 3 represents the
encryption tables depending on the key.

Table 3. Encryption tables

0 PRSTY 0 PRSTY
red (color 1) TYSROP green(color4) |S R P 0 Y T
white (color2) |[R S 0 P Y T yellow (colorb)|S T Y 0O P R
purple (color3)|Y R P T S O blue (color6) |R T 0 Y P S

Trying all six possible keys, we find the only one meaningful message POST TO TOP 00PS SORRY
STOP ROTOR that corresponds to the “yellow” (color 5) key.

Almost all participants solved the problem. The most interesting solutions were obtained by creating
real models for this rotor machine, for example, by a school student Varvara Lebedinskaya (The
Specialized Educational Scientific Center of Novosibirsk State University), by the team of Kristina
Geut, Sergey Titov, and Dmitry Ananichev (Ural State University of Railway Transport).
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2.5. Problem “Broken Calculator”

2.5.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019 (that is to get the result as the reminder of division by 2019):

e to insert at most 4-digit positive integers (digits from 0 to 9);

e to perform addition, subtraction, and multiplication of two numbers;

e to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his

Calculator) by the rule: z is equal to the remainder of dividing f(y) = v® + 1909y + 401y by 2019.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 5).
Now, the button “+” as well as all digits except “1” and “5” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in
his situation. More precisely, suggest a short list of commands such that each command has one of the
following types (1 < j, k < @)

Si=y,  Si=a, 5 =5—5,  Si=5j*5,
where a is an at most 4-digit integer consisting of digits 1 and 5 only; for example, a = 1, a = 15,
a = 551, a = 5115, etc.

The first command has to be S; =y. In the last command, the resulting plaintext = has to be

calculated. We remind that all calculations are modulo 2019. In particular, the integer 2500 becomes 481

and —1000 becomes 1019 immediately after entering or calculations. The shorter the list of commands
you suggest, the more scores you get for this problem.

Example. The following list of commands
calculates z = y? — 55:

Command Result

S1=y Yy

Sy = S1 % 5] y?

Sy =11 11

Sy=5 5)

S5 = S3 % 54 55 Fig. 5. Broken Calculator.
Se =Sy — S5 | y? — 55

2.5.2. Solution. Let us present the original solution in 14 steps by the Program Committee.
Let a =, b mean that integers a and b are congruent modulo m. The following relations hold:
F(y) =2019 ¥° + 1909y> + 401y =2019 y(y* — 110y* + 401)
=2010 y(y* — 2% 55y% 4 552 — 55% 4 401) =019 y((y? — 55)% — 552 + 5  22?)
=2019 y((y° — 55)% — 112 % (52 — 5% 22)) =9010 y((y*> — 55)> — 112 % 5)
=019 ¥((y? — 55)% — 11 % 55).

Thus, the reminder of division of f(y) by 2019 can be calculated for any y by the list of commands in
Table 4. A similar solution was found by Borislav Kirilov (Bulgaria, The First Private Mathematical
Gymnasium).

Note. The polynomial f(y) = y® + 1909y3 4 401y is the Dickson polynomial D5(y,a) = v° — 5y3a +
5ya? for a = 22 with coefficients taken modulo 2019.
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Table 4. List of commands for the Program Committee solution

Command Result || Command Result Command Result

S1=vy Y Sy =S8, — 853 | y?>—55 S7 =5S3%S | 11 %55

Sy = S1 %51 y? S5 =2S8y%8s | (y2—55)2|| Sg=55— 57| (y*> —55)2 —11%55
S3 =55 55 Se =11 11 So = S1 % Ss | y((y* —55)% — 11 % 55)

2.6. Problem “Calculator”
2.6.1. Formulation. Alice and Bob are practicing in developing toy cryptographic applications for smart-
phones. This year they have invented Calculator that allows one to perform the following operations
modulo 2019:

e to insert at most 4-digit positive integers (digits from 0 to 9);

e to perform addition, subtraction, and multiplication of two numbers;

e to store temporary results and read them from the memory.

Suppose that Alice wants to send Bob a ciphertext y (given by a 4-digit integer). She sends y from
her smartphone to Bob’s Calculator memory. To decrypt y, Bob needs to get the plaintext x (using his
Calculator) by the rule x = f(y) mod 2019, where f is a secret polynomial known to Alice and Bob
only.

At the most inopportune moment, Bob dropped his smartphone and broke its screen (see Fig. 6).
Now, the button “+” as well as all digits except “2” are not working.

Help Bob to invent an efficient algorithm of how to decrypt any ciphertext y using Calculator in his
situation if the current secret polynomial is f(y) = y® 4+ 1909y> 4 401y. More precisely, suggest a short
list of commands, where each command has one of the following types (1 < j,k < i)

SZ' =1, SZ = 2, SZ = 222, Sz = Sj — Sk, Sz = 22, Sz = 2222, Sz = Sj * Sk
The first command has to be S; = y. In the last command, the resulted plaintext z has to be
calculated. We remind that all calculations are modulo 2019. In particular, the integer 2222 becomes 203

immediately after entering. The shorter the list of commands you suggest, the more scores you get for
this problem.

Example. The following list of commands
calculates z = y? — 4:

Command Result

S1=y Yy
Sy=S51%51| ¢
S =2 2
Sy = S3 %853 4

S5 =Sy — Saly? — 4

Fig. 6. Broken Calculator.

2.6.2. Solution. The polynomial f(y) = y® + 1909y3 + 401y is the Dickson polynomial Ds(y,a) = y° —
5y3a + 5ya? for a = 22 with coefficients taken modulo 2019. The following relations hold:
Ds(y,a) = yDa(y,a) — aDs(y, a) = yDa(D2(y, a),a*) — aDs(y, a)
= y((y* — 20)? — 2°) — ay(y® — 2a — a).
For a = 22, the value f(y) can be calculated for any y by the list of commands given in Table 5.

What was surprising that the participants found two solutions that has 11 and 13 steps! These
solutions were awarded by additional points. The solution with 11 steps were found by Madalina
Bolboceanu (Romania, Bitdefender) during the first round (Table 6). The solution with 13 steps were
given by Henning Seidler and Katja Stumpp team (Germany, TU Berlin) during the second round. Both
solutions were based on the representation f(y) = y((y? — 44)(y? — 66) — 222).
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Table 5. List of commands for the Program Committee solution

Command Result || Command Result

S =y y Ss = S7 % .57 (y? — 2a)?

Sy =2 2 Sg = Sg — S (y? — 2a)? — 2a?
S3 =22 a S10 = S1 * Sy y((y? — 2a)? — 2a?)
Sy =S2%S53 |2a S1=857—-5 |y*—-2a—a

S5 = Sg %S, | 2a? S12 = S1 * 511 y(y? — 2a — a)

Sg = S1 %51 |2 S13=S53%S12 | ay(y®> —2a —a)

Sz =S6—S84 | y?>—2a || S1a=510—S13| f(y)

Table 6. List of commands for the 11-step solution

Command Result || Command Result

S =y Y Sy =86 — S, | y>—44—22

So =81 %51 |y? Ss = SexS7 | (y* —44) * (y? — 44 — 22)

S3 =2 2 Sg =S8, %5, |222

Sy =22 22 S10 = Sg — So | (y* —44) * (y? — 44 — 22) — 222
Ss = S3%x5, |44 S11 =81 %S10 | fly)

Se = S2 — S5 | y? — 44

2.7. Problem ‘A Promise”
2.7.1. Formulation. Young cryptographers, Alice, Bob and Carol, are interested in quantum computings
and really want to buy a quantum computer. A millionaire gave them some certain amount of money
(say, X 4 for Alice, Xp for Bob, and X« for Carol). He also made them promise that they would not tell
anyone including each other, how much money everyone of them had received.

e Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, X4 + Xp + X¢, is enough to buy a quantum
computer?

e What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of the honest participants from the dishonest ones?

2.7.2. Solution. This problem is a particular case for the problem “A promise and money” for only three
participants (see Section 2.8).

2.8. Problem “A Promise and Money”

2.8.1. Formulation. A group of young cryptographers are interested in quantum computings and really
want to buy a quantum computer. A millionaire gave them a certain amount of money (say, n
cryptographers; X; for each of them, ¢ = 1,...,n). He also made a promise from them that they would
not tell anyone, including each other, how much money everyone of them had received.

e Could you help the cryptographers to invent an algorithm of how to find out (without breaking the
promise) whether the total amount of money they have, >""" | X;, is enough to buy a quantum computer?

e What do you think whether there are such algorithms protecting the secrets of honest participants
from dishonest ones?

e What weaknesses does your algorithm have (if someone breaks the promise)? Does it always
protect the secret of honest participants from dishonest ones?
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2.8.2. Solution. Here we give an idea of the solution proposed by Mikhail Kudinov (Bauman Moscow
State Technical University).

First of all, it is supposed that no one can buy a quantum computer himself without other participants.
Let us assume that N’ is the amount of money that one needs to buy a quantum computer and

N =nN’,

where n is the number of participants. The millionaire gave them X; money for i € {1,...,n}. Each
participant chooses random secrets s; ; uniformly so that

ZsiJ = XZ' (mod N)
j=1

Then each of them gives the share s; ; to the owner of X; by the secure channel. After this procedure,

the owner of X; has shares sy, ; foreach k € {1,...,n}. Itis obvious that
ZZSW:ZXi (HlOd N)
j=1i=1 i=1

Under the first suggestion, all participants can together calculate the common amount of money.

The main disadvantage of the algorithm, in addition to the suggestion, is a big amount of private
communication (though the number of keys can be n for asymmetric schemes).

By analogy, many participants described algorithms similar to Schneier’s calculating average salary
algorithm [9]. In general, all these algorithms are vulnerable if n — 1 participants are dishonest. Some
participants tried to describe a possibility of using a cryptosystem that is homomorphic by “+” and
preserves relation “<,” as some general analysis.

The problem of the first school round is the same problem for n = 3 (score assignment was more
loyal). Despite there was quite a few solutions for this problem in the student round, each solution had big
or small lacks in analysis of the general case, in analysis of the algorithm advantages and disadvantages,
in description of communications (the number of the private communications, what kind of cryptography
is used, the number of required private keys), and so on. As a result, there was no possibility to chose the
“best of the best” for 6 scores, and we decided to give 5 scores as maximum. There were nine maximal-
scored solutions.

2.9. Problem “16QAM”

2.9.1. Formulation. For sending messages, Alice and Bob use a fiber-optic communication via 16QAM
technology. This technology allows them to send messages whose alphabet consists of 16 letters, where
each letter is usually encoded with a 4-bit Gray code. While a message is transmitted in the channel,
single errors in codewords of the Gray code are possible.

Alice has read an interesting book and would like to share her enthusiasm with Bob! Alice sent
a short fragment from the book to Bob. Owing to the characteristics of the communication channel
used, she divided the text into two parts and sent them separately. In the first part, she placed all of the
16 consonants that occurred in this fragment; in the second part, she placed vowels (“y” is a vowel),
a space, a hyphen, and punctuation marks. Then Alice also encoded the letters with a Hamming code to
be able to correct single errors. She applied a 7-bit Hamming code with the parity-check matrix whose
columns are written in lexicographical order.

Bob received the two parts of ciphertext given in hexadecimal notation (see Table 7).
Also, he received the following number sequence:
22,19, 3, 3, 36, 53, 3, 33, 20, 28.
Each number indicates how many consonants are contained between the punctuation marks.
Recover the text and find the main character of the book Alice has read!
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Table 7. The ciphertext that Bob received from Alice (Problem “16QAM”)

Part 1 Part 2

66674C36666F43D3C199900AA1AA325992A 66CA61967319CCD2CE76998CE6433332D19
67A59D9B4A8B69330D1BC000153367A5E33 B46784C65334E999A402ADA0265A99A6633
D30E6692D0F349D3321FFFFOED706667ATF 33319B32D3299698CCC96986619967134CC
670D999679F4AA67561BA679B4AA54F34D5 B4CE23333334CC6730CEQ0170CCCD2CE669
ABOF4AACCF000055CE633670D9DAS4CE3TF 996A61999EA63332CCA4C3332D4CD3334CC
660DE19CD995335495523CCAAABF1E03325 D3319994730CCCD3A6669D96A66999699B3
86CF48A98CD9B387FDI9D546A99E9D200033 98640CC86CE619676AD4CD3308999866D33
3201513FE5B4AA00CCCE9667554CD2CCCB3 79321C33210B4C6732199B53218019A404C
330F32A666553CD756AC3E0674E9D369E1D D2DE65A986663398CCCCCB5319CC6665997
C6A9999780007F00961E66465519FEA8B25 B96A63398CD9CCD2CD9A399A66339866619
14CCCB332AA63332CCCE6D2A99AACCCC0O04 98CD9CC325A6339CCE619998C04C66CE633

996A61998CF66967334CC66CA6199865E(0)-

2.9.2. Solution. Some details in the problem statement are insignificant. Namely, we could omit the
step with the Gray code and mind that Alice substitutes 7-bit codewords of the Hamming code for each
symbol in each part of the plaintext.

The crucial idea to broke the cipher Alice and Bob use is analyzing the frequency distribution in each
part of the ciphertext. This helps them to deduce the probable meaning of the most common symbols and
form partial words. Tentative search for the combinations of consonants and vowels giving actual words
in English expands the partial solution. Frequencies of the pairs of letters also give an improvement but
it could seem inessential. At last, one can employ search engine on the Internet to find the fragment of
the book that Alice sent to Bob.

Let us consider a possible solution. Alice uses the Hamming code with the parity check matrix H and
the corresponding generator matrix G, where

1110000
1001100
0101010
1101001

First, rewrite each part of the given ciphertext in the binary form. Split them into 7-bit words and correct
errors using the parity check matrix H. One can decode the Hamming code into a 4-bit Gray code but it
is not a necessary step for the solution. Calculating the frequencies of the codewords separately in each
part of the given ciphertext, we put them in Table 8.

Compare the frequencies obtained with those of letters in the English language. The suitable
frequency distribution can be found in [10] cited, e.g., at [11]. According to Lewand, arranged from most
to least common in appearance, the letters are:

0001111
H=]lo0110011]; G =
1010101

etaoinshrdlcumwfgypbvkjxgqz

We start with vowels, punctuation marks, spaces, and a hyphen, which are placed in Part 2. Make
a guess that the most frequent symbol in Part 2 is the space. It is also worth to note that most of
the punctuation marks are followed by a space in contrast to a hyphen, which is usually embraced by
letters. Using letter frequencies, we determine the probable spaces, vowels, and hyphen and construct
the following partial solution for this part of the plaintext (the sign # substitutes punctuation):

ee ae e oe 0 e ua iaia# e 00 oy-oy i o ea ee# u# ea# auae o ie ea o e aoy a oe
o0ilaieae# aioooeae aoco ol o iee ay ue aeii o aa aie# uuay# e uai uy oy

oe i aeeaieecae#t i eceoceeeoe aaceatteeauyeeiaeoeoeeaa#

Let us turn to Part 1 which contains 16 consonants occurring in the iragment of the book. Let us order

the codewords of the Hamming code from most to least frequent in Part 1, as it is shown in Table 8, a.
Denote the 7-bit codewords by hexadecimal numbers from 0 till F. Then we get the following ciphertext
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Table 8. Frequencies of Hamming codewords in the text

Gray code | Hamming code | Frequency || Gray code | Hamming code | Frequency
1011 0110011 46 0100 1001100 85
0010 0101010 30 1011 0110011 50
1001 0011001 24 1001 0011001 33
0001 1101001 24 0001 1101001 26
0011 1000011 19 1010 1011010 17
0000 0000000 15 0011 1000011 9
0110 1100110 13 0000 0000000 8
1100 0111100 8 1110 0010110 7
1111 1111111 8 1100 0111100 2
1101 1010101 7 0010 0101010 1
0100 1001100 6 1000 1110000 1
1110 0010110 5 0111 0001111 0
1010 1011010 5 0101 0100101 0
0101 0100101 4 1101 1010101 0
1000 1110000 4 0110 1100110 0
0111 0001111 2 1111 [111111 0

(a)Part 1 (b) Part 2

of 220 symbols in length that is splitted into 10 pieces (according to the number sequence given in the
task):

023402C43E0251412B0103 02C1B32407551003703 4A3 B46 33A4884CE02E804020631094106311739943
1675510A0040C1068047266101D10619FF56D4031A00048090103 355
025108B315023021A3020246102173994 E2333C72410275585D46 021281BD102021A0202631016055

Then we match the symbol frequencies in Part 1 of the ciphertext with those of consonants in the
English alphabet. The first five pairs are like as follows: 0 - t,1 - n,2 - s/h,3 - s/h,and4 - r.

The bigram “th” is the most frequent in English. This allows us to make a suggestion that “2”
substitutes “h” and “3” substitutes “s.” Then we obtain a partial solution for Part 1 and, combining with
one for Part 2, get the following pieces of the plaintext given in Table 9. It is not difficult to recognize
words “these are the” at the beginning in (1). Also, we can see “the” as the first word in (2) and (8).

The best idea for the next step is to search through the English dictionary for the words that have
given vowels in the prescribed order. [t is possible to use one of the tools for the pattern recognition
available on the Internet, e.g.,[12]. Advanced participants of the Olympiad implemented some computer
programs on their own.

Consider several examples. We have a word with consonants “s55” and vowels “uuay” in(7), and the
last two consonants are identical. The only match is “usually”, so we assume that “5” substitutes the
letter “1.” The pattern “auae” in combination with double “s” gives us two possibilities in (5): “assuage”
and “sausage.” In any case, it seems like “A” means “g.” Then we have “rugs” in (3). The pattern “vai”

and consonants “5nt8B” lead us to “lunatic” in(8), so “8” probably means “c.”

At this point we revise our matching the letters and their frequencies corresponding to the Part 1
of the ciphertext. Let us look at the first eight letters with large frequencies: “t n h s r 1 6 7/c.”
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Table 9. Partial plaintext

No. | Partial plaintext

(1) | thsrthCrsEth5nrnhBtnts
ee ae e oe 0 e ua iaia#

(2) | thCnBshrt755ntts7ts
e 00 oy-oy 1 o ea ee#

(3) | rAs
u#
(4) | Br6
ea#t

(5) | ssAr88rCEthE8trtht6snt9rnt6snn7s99rs
auae o ie ea 0 e aoy a oe 0 1 a 1 eae#

(6) | n6755ntAttrtCnt68tr7h66ntnDnt6nIFF56DrtsnAtttr8t9tnts
aioooeae aoo o0l o iee ay ue aeii o aa aie#

(7) | sb5
uuay#

(8) | th5nt8BsnbthsthnAsththrénthn7s99r
e ual uy oy oe i a e ea i e eae#

(9) | EhsssC7hrnth75585Dr6

i e ee oeee 0 € a a ee a#

(10) | thnh8nBDnththnAthth6sntn6t55
eeauyee el aeoeoee aat

We can see that the letter “d” has still been hidden. According to the Lewand distribution it is the most
probable that “6” means “d.” Then (4) contains “Brd” and “ea” that gives us possible words “beard”
and “bread.” Therefore, it seems like “B” substitutes “b.”

A thorough analysis of the remaining ciphertext and search for words by patterns and number of
letters eventually lead us to the plaintext (with punctuation replaced by #):

these are the mores of the lunar inhabitants# the moon boy-shorty will not eat

sweets# rugs# bread# sausage or ice cream of the factory that does not print

ads in newspapers# and will not go to treatment a doctor who did not invented

any puzzle advertising to attract patients# usually# the lunatic buys only

those things that he read in the newspaper# if he sees somewhere on the wall

a clever ad# then he can buy even the thing that he does not need at all#

This is a fragment of the fairytail novel “Dunno on the Moon” by the Russian writer Nikolay Nosov.
The title character of the novel is a boy-shorty Dunno. The problem was completely solved by 13 teams
in the second round and by Samuel Tang (Hong Kong, Black Bauhinia) in the first round. The best
solutions were proposed by the team of Irina Slonkina, Mikhail Sorokin, and Vladimir Bobrov (Bauman
Moscow State Technical University) and the team of Vladimir Paprotski, Dmitry Zarembo, and Karina
Kruglik (Belarusian State University).

2.10. Problem “APN + Involutions”

The first three questions Q1, Q2, and Q3 were given as the problem “APN + Involutions” in the first
round. The extended version of the task for the second round included also Question Q4 that contains
some open problems.
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2.10.1. Formulation. Alice wants to construct a block cipher with heavy use of involutions as subcom-
ponents; this minimizes the difference between the algorithms for encryption and decryption. She knows
that APN permutations are the best choice of subcomponents to resist the attacks based on differential
technique. She wants to construct some set of APN permutations that are involutions for every n > 2.

Alice knows that every involution can be expressed as the product of disjoint franspositions. So, she
decides to study the following involution

d
g = H (Oéz',O/z‘) )

i=1
where {a;,o/;} N{ay,a/;} = @ioralli,j € {1,...,d}, i # j,and1 < d <21

Alice needs your help to get APN permutations among such involutions g. Find answers to the
following questions!

Q1: Let
Ag)={mw®d;:i=1,..4d}, K(g) =l o i=1,...4d,
B(g) = {z@y: {z,y} CFixP(g),  #y}, Blg)=[z@y: {z,y} CFixP(g), x #y],
where FixP(g) is the set of all fixed points of g; i.e. FixP(g) = {z € F} : g(x) = z}.

Suppose that g is an APN permutation. Get necessary conditions for multisets A(g), B(g) and sets
A(g), B(g). Prove that if your conditions do not hold then g is not an APN permutation.

Q2:Letdgp(9) = {z € F5 : g(x @ a) ® g(z) = b}|, a,b € Fj. Let g be aninvolution and APN. Find
dg,q(g) for each nonzero a € 7.

Q3: Can you get the nontrivial upper bound on |FixP(g)|?

Q4: Let M, be the set of all n-bit involutions that are APN permutations.

(1) Can you find the size of M, forn = 2,3,4?

(2) Can you find the size of M,, forn = 5?

(3) A Bonus Problem (extra scores, a special prize!)

Let n > 6. Can you get the lower and the upper bounds for the size of M,? Can you describe
involutions from M,,? Can you suggest constructions for involutions from M,,?

Note that the mapping = +— z~! in the Galois field GF (2") belongs to M,, for odd n > 3.
Remark. Let us recall some relevant definitions:

e [F% is the vector space of dimension n over Fy = {0, 1}.

e A vector z € F§ has the form x = (x4, ..., zy,), Where z; € Fy. For two vectors z,y € Fy their sum

isz®y=(x1DY1,...., T ® yYp), Where @ stands for XOR operation.

o Let X = [331, ...,xd] be a multiset with the underlying set Fy, where x1,...,z4 € F5. Note that
all elements in a set are distinct. Unlike a set, a multiset allows for multiple instances for each of its
elements.

o A permutation s is a mapping from Fj to F4 such that s(z) # s(y) forall z,y € F§, x # y.
e An involution s is a permutation that is its own inverse, s?(z) = s(s(z)) = x for all z € F3.

e For every different vectors «, 5 € FY, a permutation s is called a transposition if s(a) = 3,
s(B) = a, and s(z) = z forall x € F§\{a, 5}; it is denoted by s = (a, ).

e A permutation s is called APN (Almost Perfect Nonlinear) if, for every nonzero a € F4 and every
b € F7, the equation s(x @ a) ® s(z) = b has at most 2 solutions.
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2.10.2. Solution. Consider the solutions of the problem.
Q1: Leta € A(g). Hence, a = x @ y, where y = g(z) and (z,y) = (a4, o) for some i. Then
gxoa)=g(y) =z =yda=g(zr)da
Let a € B(g). Hence, a = z @ y, where z,y € FixP(g). Then
glx®a)=g(y) =y=r®a=g(x) Sa.
Thus, dg,q(g) > 2 for every vector a € A(g) UB(g).
Let g be an APN permutation. Then d, ,(g) = 2. Hence, the multiplicity of all elements from A(g)
and B(g) is 1. Thus, A(g) = A(g) and B(g) = B(g). Note that A(g) N B(g) = 2.
Q2: Since g is an APN permutation; therefore, d, 4(9) < 2. As we get in Q1, dg (g) = 2 for every
vectora € A(g) UB(g). Let us prove that d, 4(g) = 0 fora ¢ A(g) UB(g).

Let a be a nonzero vector and z be a solution of g(x @ a) @ g(x) = a. Since g is a permutation, either
x € FixP(g) orz = o (x = «}) for some 4. Consider the two cases:

1. Let z € FixP(g). Then, g(z @ a) ® g(x) = aimplies g(x ® a) = @ a. Hence, x @ a € FixP(g).
As aresult, a € B(g).

2. Without loss of generality, let z = «; for some i and y = x @ a. [ y € FixP(g) then g(x ® a) @
g9(z) = aimplies g(x) = z, which is a contradiction. Hence, without loss of generality, y = /; for some

j (so, we have a; © a; = a). Then
gl ®a)Dgley) =a = g(a))daj=a = a;®a;=a.
Let us show that o, and «; is also solutions. Indeed,
g(a ®a) ®gleg) = gloy) ®ai =a @ a;=a, gla;@a)d®g(ay)=gle) ®a;=a;®aj=a.
Thus, if ¢ # j then we get at least 3 solutions that is a contradiction for the APN property of g. Hence,
j=1t1anda € A(g).

Q3: Let us prove that |FixP(g)] < 1+ (2*~1 — 1)1/,
The involution g is APN. From Q1 we have

B(g) NA(g) = &. (1)
Let ¢ = |FixP(g)|. Since g is an involution, ¢ is even. Owing to (1) and A(g) UB(g) C F3\{0}, we have
[A(g)l + [BB(g)] < 2" — 1. (2)

Since [B(g)| = (3), |A(9)| = 2"~ — ¢/2, we have |A(g)| + [BB(g)| = q(¢ — 1)/2 + 2" —q/2.
From (2), we have ¢(q — 1)/2 + 2" — ¢ < 2" — 1. Thus, q(¢ — 2)/2 < 2" ! — 1;i.e,

q < 1 + (2n—1 _ 1)1/2‘

Q4: (a) It could be computationally verified that My = @ and |M3| = 224. Then, it is known [13] that
there are no APN permutations for n = 4. Hence, My = @.

(b) Recall some definitions:. A function A : F§ — F¥is affineif A(x @ y) = A(x) @ A(y) & A(0) for
allz,y € F3. Two functions F, G : Fyy — 5 are called affine equivalent if there exist affine permutations
Aj and Ag such that FF = Ay o F o As. It is easy to see that the APN permutation property of a function
is an invariant under the affine equivalence. There exist [13] only five affine equivalence classes of
APN permutations. Moreover, by [13, theorem 3], only one class contains functions together with their
inverses. Hence, only this class of APN permutations can contain involutions. The representative of this
class is the famous inverse function over the finite field: F'(x) = z~! for nonzero x and F(0) = 0 (here,
functions from F3 to Fy are considered as functions over the finite field of order 2™). The inverse function
is an involution. Thus, all APN involutions for n = 5 are affine equivalent to the inverse function.

(c) There were no interesting suggestions by the participants for these open problems.

The unique full correct solution in the first round was proposed by Henning Seidler (Germany, TU
Berlin). In the second round, the best solution for 11 scores was proposed by the team of Kristina Geut,
Sergey Titov, and Dmitry Ananichev (Russia, Ural State University of Railway Transport, Ural Federal
University).
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2.11. Problem “Sharing”

2.11.1. Formulation.Bob is interested in studying mathematical countermeasures to side-channel
attacks on block ciphers. He found out that the techniques such as special sharings of functions can
be applied. Now he is thinking about the following mathematical problem in this approach:

Let F denote the set of invertible functions (permutations) from F3 to F4 and let 7™ denote the set
of invertible functions from (F3)™ to (F3)". Let F € F™ be

F(xy,29,...,2p) = (Fl(ajl,acg, cosy), Fy(z1, w0,y xy), o Fy(x1, e, . ,ajn)),

with component functions F; : (F3)" — F3,i=1,...,n.

Forevery f € F, afunction F' € F"is called a sharing of f if

Zﬂ(x17x27"'7‘rn) = f <Zm1) for all (:1:17'7:27”’ 7xn) € (F%)n
=1 =1

Moreover, F'is an noncomplete sharing of f if F'is a sharing of f with the additional property that each
component function F; is independent of z;.

Bob needs your help to study functions for which a noncomplete sharing exists. Find answers to the
following questions!

Q1: Let A denote the set of affine functions from F3 to Fi. Two functions f,g € F are affine
equivalent if there exist a,b € A suchthat g =bo foa.

Let f and g be two functions in the same affine equivalence class of F and let F' be a noncomplete
sharing of f. Derive from F' a noncomplete sharing for g.

All functions of the same affine equivalence class have the same degree. It is known [14] that this
equivalence relation partitions F into 302 classes: 1 class corresponds to A, 6 classes contain quadratic
functions, and 295 classes contain cubic functions.

Also, Bob knows that when n > 5 then there exists a noncomplete sharing for each f € F (it can
be shown by construction). When n = 2 then a noncomplete sharing exists only for the functions in \A.
When n = 3 then a noncomplete sharings exist for 4 and also for 5 out of the 6 equivalence classes
containing quadratic functions. When n = 4 then noncomplete sharings exist for A, for all 6 quadratic
equivalence classes, and for 5 cubic classes.

Q2: A Bonus problem (extra scores, a special prize!)

Find a concise mathematical property that f € F must have in order that a noncomplete sharing F'
exists forn =3 andn = 4.

Q3: A Bonus problem (extra scores, a special prize!)
Generalize to functions over F§ and F$.

2.11.2. Solution.Q1: Let f and g be two functions in the same affine equivalence class of F; i.e.,
g="bo foaforsomea,be A, and let F' € F" be a noncomplete sharing of f. At first, one can notice
that since f and g are invertible, the mappings a and b must be invertible as well. Let us denote

a(z) = Az + d, z € Fy, b(x) = Bz + 1V, z € Fy,

where A and B are nonsingular binary matrices of order 4 x 4 and @/, 1’ € F3.

Using the components functions {F;};; of F, we define the invertible function G € F" with
components functions

BF, (Axy +d, Az, ..., Azy) + 0, j=1,

Gj (1‘1,:1?2,...,1‘”) = , .
BF; (Azy +d, Axy, ..., Axy,) , j#1,

where j =1,2,...,n.
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Then for every (21,22, ...,z,) € (F3)", we have

ZGj (z1,72,....,7n) = BF} (Aa:l +a, Az, ...,Axn) + v
j=1

+ ZBF] (Aml +a', Az, ...,Aazn) =B (Z F; (Aa:l +a', Az, ...,Amn)) +b

j=2 j=1

:Bf(A:cl—l—a'—l—Aa:g—l—...—l—Aajn)—I—b’

A <Zazl> +d |+ =bofoa (sz) =g (le> .
i=1 i=1 i=1
Therefore, the function G € F" defined as
G(:L‘l,ll?g, ,."L‘n) = (Gl (:L‘l,ll?g, ,."L‘n) s G2 (1‘1,1‘2, ,l‘n) yeeey Gn (:L‘l,l‘g, ,{L‘n)) s

= Bf

is a sharing of g.
From noncompleteness of F it follows that G;, which is in fact an affine transformation of F};, does
not depend on z;. Hence, G is a noncomplete sharing of g.

Q2—-Q3: These open problems were not solved completely during the Olympiad. Nevertheless, one
perspective solution was proposed by the team of Victoria Vlasova, Mikhail Polyakov, and Alexey
Chilikov (Bauman Moscow State Technical University). They found a sufficient condition for the
existence of a noncomplete sharing for n = 3. Let us describe it here.

Let wt(y) be the Hamming weight of a binary vector y. Given o € Fo, put

) J:17
50(2/):{2(;) c=0

where 0 is the zero vector of the same dimension as y.
Let V be a vector space over the field K and assume that for the invertible function f : V' — Vit holds

> (=) (Z 0o, <xi>> = 0. (3)
=1

o€Fy
Then there exists a noon-complete sharing for f. Further we consider the case n = 3.
Indeed, given (1, 29, x3) € V3, put
Fy (w1, w0, w3) = [ (22) — f (224 23),  Fa(z1,m0,23) = f(23) — f (21 +23),
Fs (1, 29,23) = f(x1) — f (21 + x2).
It is clear that every F; : V3 — V does not depend on x;, where i = 1,2, 3. Consider the expression

3

D Fi(wn,wa,m3) = f(22) = f (w2 +w3) + [ (23) — [ (w3 +21) + [ (21) — [ (21 + 22)

i=1

3
= (~)vHy (Z Sy, (a:l-)> + f (1 + 29 + 3) — f(0) = f (21 + 22 + 23) — £(0).
o€lF3 i=1

Without loss of generality we assume that f(0) = 0. Otherwise, we can consider the initial problem
for the function g(z) = f(x) — f(0) with g(0) = 0 and which, by the arguments from Q1, has a non-
complete sharing if and only if f does.

Finally, Zf’zl F; (z1,22,23) = f (x1 + 22 + x3) , which completes the proof.

[t was also shown by the authors that the condition (3) is necessary for the existence of a noncomplete
sharing of f for all n.

Taking V' = F5* with m = 4,5,6 and K = [F5, we can obtain a solution of Q2 and Q3 for the case
n=3.
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2.12. Problem “Factoring in 2019”

2.12.1. Formulation. Nicole is learning about the RSA cryptosystem. She has chosen random 500-bit
prime numbers p and ¢, 2*%° < p, ¢ < 2°°°, and computed n = p - ¢. Being a curious and creative person,
she has also combined the three numbers in funny ways. Her favorite one is an integer h such that

h= 320192 4 5201942 (mod n? + 8- 2019).
Unfortunately, she has lost the paper where she wrote the two prime numbers. Luckily, she remem-
bers n and h. Help Nicole to recover p and q.

n = 40763613025504836845249840044831561583564626405535158138667037
18791672670905308860844304055285019651507728831663677166092475
16155419756121537288444995708421977847213953345126368990185271
10259760189356588305406519080647582874212687596214191915933827
67252094717222418132289251314647500491996323400002019,

h =78307999278336577586961528110240026923828914927526911949501196
64549497756373569985393554661132717198368717093111812566649031
17342818449633588647098544612151278035131454234786653136500887
08830470996542888912418213532073622903727205396807848603735835
72653630883685906916701587362236649126895719656663293825501223
97088799629252601249428062432254738935764304610281613264225641
74990272864680012560095992125783832230234589257650929348364268
48117494065463529201859600747521892957258104033195441014023432
36581529201392185327635674923459290749241831590661903965132514
2154451518308886658505820006667836934411881.

2.12.2. Solution. This problem is based on a (simplified) variation of the Coppersmith method.

Let m =n? 4 8-2019. It is a composite number with unknown factors. The idea is to find an
integer a such that the numbers a; = a - 32°' mod m and az = a - 5?°'Y mod m are small enough
and a1p? + azq? exceeds the modulus m by a small amount and can be recovered from a - b mod m.
This can be done using the Lagrange—Gauss algorithm (which is a special case and the building block
of the LLL algorithm). Let A be the lattice spanned by the two vectors

v = (1, (52019 (32019 =1 164 m)), vy = (0, m).
Consider an arbitrary vector v = (a1, ag) in this lattice. It is easy to verify that

32019)—1

ap?+azg® =ar-h-( (mod m).

The lattice reduction guarantees to find such vector v with the norm

o]l = y/a? + a2 < 24D/ (det A)V4 = \/m/ V2,
where d = 2 is the dimension of the lattice. In particular,
la1p? + a2q?| < n(p* + ¢*) < n(p + ¢)* < 10n?,

where the last two inequalities follow from the balancedness of the primes (i.e., max(p, ¢) < 2min(p, q)).
[t follows that there exists an integer z, |z| < 10, such that

ay-h- (32019)_1 mod m + zm = a1p® + azq>.

In result, we obtain an equation in p? and ¢2. By replacing p = n/q, we obtain a biquadratic equation
in ¢ which is easy to solve and factor n.
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The final solution is:
p = 20190000758781541816811298104144770223468182091751945248792088
90921501144547048007953722271285690350264116081579241189587393
202602664199899594021414383,

g = 20190000739734941945213398056820939591822657460839955948263937
53631669289175827851666668014167119439386543289850940734885806
826120718179729242641026893.

The best solution was proposed by Alexey Zelenetskiy, Mikhail Kudinov, and Denis Nabokov team
(Russia, Bauman Moscow State Technical University).

2.13. Problem “TwinPeaks3” (online)

2.13.1. Formulation. As Bob’s previous cipher TwinPeaks2 (NSUCRYPTO-2018) was broken again,
he finally decided to read some books on cryptography. His new cipher is now inspired by practical
ciphers, while the number of rounds was reduced a bit for better performance.

Not only the best techniques were adopted by Bob, but also he decided to enhance his cipher
by security through obscurity, so the round functions are now unknown. The only thing known about
these functions is that they are the same for odd and even rounds.

New Bob’s cipher works as follows: A message X is represented as a binary word of length 128. The
latter is divided into four 32-bit words a, b, ¢, and d; then the following round transformation is applied
32 times:

(a,b,c,d) — (b,c,d,a & (F;(b,c,d))),
F; = F; for odd rounds and F; = F5 for the rest.
Here Fy and F; are secret functions accepting three 32-bit words and returning one word; and @ is

the binary bitwise XOR. The concatenation of the final a, b, c,d is the resulting ciphertext Y for the
message X.

Agent Cooper again wants to read the Bob’s messages. He caught the ciphertext
Y = e473£19a247429ab33b66268d57dd241

(the ciphertext is given in hexadecimal notation, the first byte is e4).

He was also able to gain access to Bob’s testing server with encryption and decryption routines, using
the secret key (see [15]). Unfortunately, the version of software available on this server is not final. So,
the decryption routine is incomplete and only uses keys in the reverse order, which is not sufficient for
decryption:

(a7 b? C7 d) — (b7 C7 d7 a @ (E(b7 C? d)))7
F;, = F5 for odd rounds and F; = F; for the rest.
The server can also process multiple blocks of text at a time: they will be processed one-by-one and then

concatenated, as in the regular ECB cipher mode of operation. Ciphertexts and plaintexts are given and
processed by the server in hexadecimal notation.

Help Cooper to decrypt Y.

2.13.2. Solution. Let f; be the round transformation of round 7:
fi: ((1, b, c, d) — (b7 ¢,d,a ® (Fk(z) (b7 ) d)))v

where k(i) = 1 for odd i and k(i) = 2 otherwise.

Hence, we can represent the encryption transformation E as E = (f1 f2)'6.

Let I be the incomplete decryption transformation described in the problem statement. The en-
cryption and the incomplete decryption processes only differ in the key order, so I can be written as

I =(faf1)'.
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